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1 Hessp, nuiannpyemMble pe3yabTaThl 00y4eHHs 110 AUCHHUIINHE (MOLYJII0)

Lenpto mpernomaBaHusl JUCHUIUIMHBI  BIISICTCS  W3JIOKEHHWE  OCHOBOIIOJIArarolIuX
NPUHIUIOB 3alUThl MH()OPMAIMK C TOMOIIBI0 KPHUNTOrpahUuyecKux METOAOB W MPUMEPOB
pealii3aliy TUX METOJIOB Ha ITPAKTHKE.

3adauu oucuunIuHbl - 1aTh OCHOBBI:

e CHCTEMHOTO MOJXO/a K OPraHU3aIliH 33U Thl HH(OPMAIINH, TIepEaaBaeMOil U
00pabaThIBaEMOI TEXHUYECKUMH CPEACTBAMH Ha OCHOBE IIPUMEHECHHUS
KpUNTOrpapuuecKux METOI0B;

e TPUHIMIOB CHHTE3a U aHAIN3a MH(POB;

[TnanupyembIMH pe3ynbTaTaMi 00Y4eHUs 0 AUCHUILIHHE (MOIYJIIO), SBISIOTCS 3HAHHUS,
yMEHUs, HaBbIKU. llepeueHp MIaHUPYEeMBIX Pe3yJIbTaTOB OOYUEHHS MO AUCHUILIUHE (MOIYJIIO),
COOTHECEHHBIX C IUIAHUPYEMBIMH pe3yJbTaTaMH OCBOCHHS 00pa30BaTEIbHON MNpPOTrpaMMBl,
npezcTaBieH B Tabnuue 1.

Tabmuna 1 — Komnerenuu, popmupyemblie B pe3yinbTaTe U3YyYeHUS TUCITUTUIMHBI (MOIYIIS)
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(hopmymHIpoBKa

KOMIICTCHIINH

Kon u
(hopmymHrpoBKa
MHIIKaTopa
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KOMITETEHIINN

PeSyJ’IBTaTBI O6y‘IeHI/I$I 10 TUCIHUIITINHE

Kong
pe3yinb

TaTa

DopmynupoBKa pe3ysbTaTa

10.05.03
«MupopmannonHas
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ABTOMATH3UPOBAHHBIX

cHCTEM»
(11B)
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CPE/ICTB 3aIINTHI
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KpHUTITOTpaQUIECKUX
CPEZCTB 3aIIUTHI
nHpOpMaN
OIIK-10.2x : Pa7 3HaHue | MomeNnu MUPPOB U
OoOmagaer MaTeMaTHYECKHE
METOIUKAMHU METO/BI UX
MIPUMEHECHUS HCCIIEIOBAHMS
CpEICTB P8 | Ymenue | mpumeHATH
KpuITorpaduieckon MaTeMaTHIeCKHe
U TEXHUYECKOH METOJIBI OITUCAHUS H
3aIINTHI UCCIIEeIOBaHUS
nHpopmanuu 1 KpHUNTOTpadhUuECKUX
pereHus 3a1a4d CHCTEM
npodeccHoHanbHOMI P19 Happik | mareMaTHueckoro
ACATCIbHOCTH MOJEIIMPOBAaHUS B
KpunTorpaduu

B mponecce OCBOCHUA JUCHUINIMHBI PEINAOTCA 3aJadd BOCIIMTaAaHUA T'apMOHHUYHO

Ta6mmma 1.2 — I{eneBbie OpUEHTUPBI BOCITUTAHUS

pPa3BUTOM, MATPUOTUYHON W COIHMAILHO OTBETCTBEHHOW JMYHOCTH HA OCHOBE TPAIHIIMOHHBIX
POCCHICKHMX JyXOBHO-HPABCTBEHHBIX U KYJIbTYPHO-UCTOPUYECCKHUX IIEHHOCTEH, MIPECTABICHHbIC
B Tabmure 1.2.
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®opMuUpOBaHUE IIEHHOCTe
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2 Mecto aucuuniauHbl (MoayJsi) B ctpykrype OIIOIT

HucuummuHa «MeTonbl W CpelncTBa KpUNTOrpapuuecKod 3alluThl HHQOpMAIUN)
OTHOCUTCSI K 0a30BOi yactu yueOHoro ruana crenuanbHocTH 10.05.03 «MHbopmannoHHas
0€30I1aCHOCTh aBTOMAaTU3UPOBAHHBIX CHCTEM.
BxomHsIMu TpeOOBaHUSAMH, HEOOXOIUMBIMHU Ui OCBOCHHUS JTUCHMILIMHBI, SBIISETCS
Hanuyue y oOydaromuxcsi KOMIETEHIUI, cOPMUPOBAHHBIX MPU U3YyYEHUH JUCHUIUIUH W/UIU
NPOXOXKJICHUN MPAKTUK «Anredpa M reomerpus», «Maremarnueckuil ananu3 moxayns 1». Ha

JAHHYIO JUCIUIUIMHY onupatoTcs «Kpunrorpadudeckue mpoTOKOIB.




3. O0beM AUCHUNJIMHBI (MOAYJIs)

OO0veM jaucHUIUIMHBL (MOIYJsI) B 3a4€THBIX EIWHUIAX C YKa3aHHEM KOJHYECTBa
aKaJeMUYECKNX YacOB, BBIIICJICHHBIX Ha KOHTAKTHYIO paboTy ¢ oOydaromumucs (Mo BHIaM
y4eOHBIX 3aHATHI) U HA CAMOCTOSATEILHYIO paboTy, MPUBEICH B Ta0IUIIE 2.

Tabnuna 2 — O61mas TpyJI0eMKOCTh AUCIIUILITUHBI

C Tpyno- O0beM KOHTAKTHO# paboThI (Yac)
eMecTp | eMKOCTh
®opwma Yactp (?4?1)140 ) Breaynu- ®opwma
Haseanue OIIOII BO | o0yue- AynutopHas YA CPC arTec-
s VII Kypc TOpHas o
(300, (3.E) | Beero 1
0300) nex. | mpak. | ma6. | IIA | KCP
10.05.03
WndopmaronHas
0e30IacHOCTh (0]0)]0] ClLb 7 5 90 18 36 0 1 35 90 D
ABTOMATH3UPOBAHHBIX
CHCTEM

4 CTpyKTypa U co/iepKaHue IMCUMILTHHBI (MO1YJIs1)

4.1 Ctpykrypa nucuuniunsl (Moay.as) misi O®O

Tematnueckuil IUIaH, OTPAKAIOUIUI COJCp)KAHUE AMCIMILIMHBI (IIEpeYeHb Pa3eiioB U
TEM), CTPYKTYPHUPOBAHHOE 10 BU/IaM YYEOHBIX 3aHATHI C YKa3aHUEM UX 00hEMOB B COOTBETCTBHH
¢ y4eOHBIM IIaHOM, MpHBeieH B Tadmuie 3.1

Tabnuma 3.1 — Paznensl TUCHUIUIMHBL (MOAYJIS), BUABI YUeOHOU NeATeIbHOCTH U (HOpMBI
TeKymero Koutpodis s OPO

Kon pe- Kos-Bo yacoB, oTBeICHHOE Ha Dopwa
Ne HazBanue Tembl 3yJIbTaTa
Y — Jlex [pakr Jlab CPC TEKYILEro KOHTPOJIs

1 | BBeaenue B kpunTorpaduro p IEI,[II”H3 2 6 0 22 gg CaTKTquCK()e sajamme,

2 OCHOBHBIC KJIaCChI IMUPPOB U PJIS, PJI6 4 6 0 20 MPaKTHYECKOE 3aJaHue,
HUX CBOMCTBA ? TECT

3 | Hagexnocts mudpos p Z[})SJ,I?;H 6 2 6 0 22 :é):TKTI/I'{eCKOG sananme,
Metoasr MaTeMaTHIECKON
CTaTHCTUKH, TEOPHHU OYIEBBIX PJ5,

4 (GyHKUMI 1 TEOPUH JTMHEHHBIX PJi6, 4 6 0 20 MIPAKTUYECKOE 3aJaHHe,
PEKYpPPEHTHBIX Pa7, TECT
MTOCJIeTOBATEIbHOCTEH B P18, P19
KpHUITOrpadun

P4,
5 CoBpeMEHHbBIC CHCTEMBI PII7. 2 6 0 22 MPaKTHYECKOE 3aJaHue,
M pOBaHUS PJI8, PJI9 TecT
P11,
6 | O6ure BOmpoCh P2, 4 6 0 20 TPAaKTHACCKOE 3a/laHHe,
P13, PJl4 TeCT
HToro no tadaune 18 36 0 126

4.2 Copep:xanne pa3aejoB M TeM JUCHHIUIHHBI (Moay.as) Aiass ODPO

Tema 1 Bseoenue 6 kpunmoepaguro.

Copepxanne Tembl: OCHOBHbIE METOABI 3alUThl WHpopMauuu. W3 wucropuun
kpunrorpaguu. OTKpBITbIE COOOLICHUS U UX XaPaKTEPUCTUKH. YaCTOTHBIE XapaKTEPHUCTUKU
OTKpBITBIX CcOO0OIIeHnH. Marematnyeckue MOJEIN OTKPBITHIX coobmenuil. Kpurtepuun Ha
OTKpBITBIH TekcT. CrnocoObl mpenacTaBieHUs HHMOpMAIUM, MOAJSKaIed MUuPPOBAHUIO.



OcoOeHHOCTH HE TEKCTOBBIX cooOmieHuid. OCHOBHBIE MOHATUS Kpunrorpaduu. OmnpexneneHue
mudpa U ero MareMarndyeckue monenu. Pyuneie m mammuHbIe mudpsl. KmoueBas cucrema
mmdpa. OcHoBHblEe TpeOoBaHus K mmdpam. [IpuHIMIE OpraHu3anMyu MUPPOBAHHON CBS3H.
[Tonstue kpunrocucreMbl. CHUMMETPHUYHBIE M ACHMMETPUYHBIE KPHIITOCHCTEMBI. Bompock
pacripesiesieHus KIIIoUYei B ceTH MHU(POBAHHOM CBS3H.

@opmBl U METONBI NPOBENCHHS 3aHATHH IO TeMe, NMpHUMEHSIEMbIe 00pa30BaTEIbHBIC
TEXHOJIOTUH: JISKIHsI- TUCKYCCHSL.

Buybl caMOCTOSTEIBHOM MOATOTOBKU CTYJICHTOB 10 TEME: IMOATOTOBKA K MPAKTHYECKOMY
3aHATHIO.

Tema 2 OcnogHvie Kiaccol wWugpos u ux ceocmaa.

Conepxxanne Tembl: Lndper nepectaHoBku. Pa3sHOBUAHOCTH IMM(GPOB MEpPECTAaHOBKH:
MapuIpyTHbIC, BEPTUKAIbHBIE NTEPECTAHOBKH, PEIIeTKH U JabupuHThl. Kpunroanamms mmdpos
nepectanoBku. [Iudper 3amensl. OHoaI(paBUTHBIE 1 MHOTOANI(aBUTHBIE 3aMeHbI. [[0TOYHBIE U
6mounsie mu¢psl 3amensl. DES u T'OCT 28147-89. Kpunroananu3z mugpos 3amensl. [ndpst
raMMupoBaHus. TaOnuuHOe W MOJyiIbHOE rammupoBaHue. CiydaiiHble M IICEBIOCITyYaiHbIC
raMMbl. KpunrorpaMmel, MONydeHHBIE IPH TOBTOPHOM HCIIOJIb30BAaHUM KJIOYa. AHAIN3
KPHUIITOTPaMM, ITOJTYYCHHBIX IPUMEHEHHEM HEPAaBHOBEPOSTHOW T'aAMMBI .

@®opMbI U METOABI MPOBEACHUS 3aHATUH MO TeMe, MPUMEHsSEMble 00pa3oBaTEIbHBIC
TEXHOJIOTUH: JICKIHSI- TUCKYCCHSL.

Bupl caMOCTOSATENBHOM MOATOTOBKH CTYAEHTOB 110 TEME: MOATOTOBKA K MPAKTUIECKOMY
3aHSTHIO.

Tema 3 Haoescnocmsb wugpos.

Copnepxanne Tembl: Teopuss K. Illennona. Teopernko-uH(popManvOHHBIA MOAXOA K
olleHKe cToMKocTH wmudpoB. HenanexHocts kirouedt u cooduienuid. CoBeplueHHbIe HMIM(PHI.
be3ycioBHO CTOMKHE W BBIYUCIUTEIBHO CTOMKHE MHQPHI. M30BITOYHOCTD SI3bIKA M PACCTOSHUE
€IMHCTBEHHOCTH.  VIMuTOCTOMKOCTh  mU@poB. MmMurtanus ¢  NOAMEHAa  COOOLICHHS.
XapakTepuCTUKA HMMHTOCTOMKOCTH. MeToapl  oOecredeHus: HMMHTOCTOMKOCTH — IIH(POB.
CosepuieHHass UMHTOCTOMKOCTh. Koapl ayTeHTH(UKALMU U OPTOroHajbHbIE KOH(UIYypaluu.
[TomexoycroituuBocth  muppos. IlomexoycroiiunBoe  KoaupoBaHUE.  XapaKTEPUCTHKU
IOMEX0YCTOMYMBOCTH. XapakTepu3auus mudpoB, He pa3MHOKAIOIIUX UCKAXKEHUN TUIIAa 3aMEHbI
U TIPOIycKa OYyKB.

@®opMbl U METOABI MPOBEACHUS 3aHATUI MO TeMme, MpUMEHseMble 00pa3oBaTeIbHbIE
TEXHOJIOTMH: JIeKIus- AUCKYCCHSL.

Buabl caMOCTOATENBHON MOATOTOBKYU CTYAEHTOB 110 TEME: IMOATOTOBKA K IPAKTUYECKOMY
3aHATHUIO.

Tema 4 Memoowt mamemamuyeckol CMamucmuKku, meopuu 0yievlx YYHKyui u meopuu
JIUHENHBIX PEKYPPEHMHbIX NOCIe008aMENbHOCMEN 8 KPUNMOZPADUU.

Copepxanve TeMbl: Meroabl MaTCTaTUCTUKM B KpunTorpaguu.  DIEeMEHTHI
MaTCTaTUCTUKU: MAaTOXKUIaHUE U AUCTIEPCUs CIydyaifHOW BeIMUYMHBI, cxema bepHymiu, popmyna
OMHOMHUAJIBHOIO pacHpeleieHus, MOJMHOMUANbHAas cXeMma, QopMmyja MMOJIMHOMHAIBHOTO
pactipenenenusi, ¢opmyna Ilyaccona, HopMmalbHOE pacnpeiesieHHe, LEeHTPUpOBaHHE,
HOPMHUPOBAHUE, «XHU-KBaJpaT» paclpeaesieHue, YyTBEpXKACHHE O BBHIOOPOYHOW [HCIEPCHH,
LIEHTpajbHas NpeaenbHas TeopeMa. [loctpoenne cratuctuueckoro kpurepus. CTaTHCTUYECKUE
KPUTEPUU JJISl TIPOBEPKH TMIIOTE3 O CIYYalHOCTH U OJHOPOJHOCTU TEKCTOB. 7 MPAKTHUECKUX
¢dopmyi. 5 6a30BBIX TECTOB Ha CiIyd4aifHOCTh OMTOBOI mocnenoBarenbHocTH. CTannapt FIPS 140.
CrniennanbHbIe BOIIPOCHI TEOPUU NBOMYHBIX GyHKIM [ToHsTre OyneBoit pynkunu. Bec pyHkuumu.
CAH®, CKH®, muorounen Xerankuna. IlpeacraBinenue n1BOMUHON (QYHKIIMM MHOTOUWIEHOM C
nericTBUTENbHBIMUA Kod(pdunmentamu. llpencraBnenne nBonuyHbIX (QyHKIUNA psaom Dypbe.
BepositHocTHast ¢yHkumsa. K-BoipaBHuBaromas ¢yHkuuu. CTaTUCTUYECKUN aHAIOT (DYHKIUH.



CratucTtuyeckas CTPYKTypa ABOWYHOM (yHKIuH. OmnpeneneHHe CTaTUCTHYECKOW CTPYKTYpPHI
MeToaoM OwicTporo mpeoOpazoBanus Dypee. [loHATHE TMHEHHOTO KpuUnToaHaiM3a. Becomas
CTpyKTypa nBomuHOW ¢yHKUMU. K-paBHOBeposTHas aBouyHas QyHkuus. CoBeplieHHas
HenuHeHHOCTh. [loHsaTHe muddepeHuaIbHOr0 KpHUNToaHamu3a. JjeMeHThl Teopun JIPII,
ucnonb3yemsie B kpunrtorpapun. Onpenenenne JIPIL. LR(F), 6asuc LR(F). Ilonsitie reneparopa
JIPII. XapakTepuctuueckuii 1 MUHUMabHble MHOTOWIeHBI JIPII. Boruncienuss MUHUMAIbHOTO
MHOT'OWIECHA YePe3 XapaKTepucTuueckuii MHorouieH u reueparop JIPIIL. [liimaa nonxona, nepuon
nocneaoBarenbHOCTU. JlMHA TmoaXoJa W Mepuoj MHorouileHa Haja mnoneMm. Ilonstue
IPUMHUTHBHOIO MHOrowIeHa. Kpurepuil NpuMUTHUBHOCTH HENPUBOAMMOIO MHOrowIeHa. Teopema
o ciy4daitHoctu k-rpamm B JIPIT MakcumanpHOTO TIEpHoa .

@opMbl U METOABI MPOBEACHUS 3aHATUI MO TeMe, MPUMEHsSEeMble 00pa3oBaTeIbHBIE
TeXHOJoruu: Jlekuus- AucKyccusl.

Bubl camocToATEIbHONM MOATOTOBKHU CTYAEHTOB 110 TEME: OJATOTOBKA K IIPAKTUUYECKOMY
3aHATHIO.

Tema 5 Cospemennvle cucmemvl WUppoBarusl.

Conepxanne Tembl: biiounoe mudposanne. Cetn Detictens. Cxema mmdposanus DES.
3DES, DESX. Cxema mmdposanust [OCT — 28147-89. Paznmuuus mexay DES u TOCT. Hludp
AES OcHoBHble pexumbl Onounoro mmdpoBanus. [loTouneie cucTeMbl MUGPOBAHHUS.
CHUHXPOHHBIE CHCTEMBI U CUCTEMbI C CAaMOCHHXpOHM3aKeH. [IpuHIUIBI TOCTPOEHUS TOTOYHBIX
cucteM. Ympapimstoumii W mmdpyommii  60ku. JIMHEWHBI KOHTPYIHTHBIM T'eHEpaTop.
['enepatopsl ¢ HenmoaMHOMUANbHOU 3aBUcUMOCTBIO. JIPC. TpeboBanus k ynpapistonemMy OJI0KYy.
TpeboBanmsi k muppyromemy 61oky. Cxema mudpcucremsr AS. [Hudppcucrema I'mdpdopaa.
OwmibTpyromue reHeparopsl. KomOunupyromme reneparopbl. Kommosunus JIPC. Cxemsl c
JUHAMHYECKUM H3MEHEHMEM 3aKOoHa pekypcuu. I'eHeparopsl Makiapena-Mapcansu. MeTobl
aHalM3a  KpUNTOrpaUUecKUx  ajiropuTMOB.  AJNTOPUTMUYECKUE,  AHAIUTUYECKHE U
CTATUCTUYECKUE METOJbl KPUNTOAHAIM3a MOTOYHBIX MHGPoB. OCOOEHHOCTH KpHUIITOAHAIH3A
OJIOYHBIX MIU(POB.

@opMbI U METOABI MPOBEACHUS 3aHATUN MO TeMe, MPUMEHseMble 00pa3oBaTEIbHBIC
TEXHOJIOTuM: Jlekuns- nuckyccusl.

Bunel camocTosTenbHOM MOATOTOBKH CTYAEHTOB 10 TEME: MOJrOTOBKA K MPAKTUYECKOMY
3aHSTHIO.

Tema 6 Obwue 6onpocul.

Copepxanne tembl: O030p cTaHAapTOB B KpunTorpadhuu. MexayHapoaHbIE CTaHIAPThI
(ISO, ISO/IEC). TI'ocynapctBennblie ctannaptbl Poccun (I'OCT). AmepukaHckue CTaHIapThI
(ANSI). TocynapcrBennbie crangaptel CIIA (FIPS). RFC u PKCS. Ilpuuunbl B3noma
kpunrocucteM. OCHOBHbIE OIIMOKM TPU CO3JaHUM M HCIOJIB30BAaHUM KPUIITOCUCTEM,
NPUBOJAAIINE K B3JIIOMYy KpunTocucteMel. IlpaBo, »kcmopt, BemomcTBa. Bemomcrsa,
(byHKUMOHMpYIOIIME B KpunTorpaduyeckoil cdepe. DKCIOPTHBIE OrpaHUYEHUS B 001acTH
kpunrorpaduu. [IpaBoBeie HopmBI. 3akmtouerne. [IpodaemMbl U MEPCIEKTHUBBI UCCIIEAOBAaHUHN B
oOnactu coBpeMeHHO# kpunrorpaduu. Hepemennsie 3aaun. Torn u3ydeHus Kypca.

@opMBI U METOABI MPOBEACHUS 3aHATUH O TeMe, MPUMEHseMble 00pa3oBaTEIIbHBIC
TEXHOJIOTUH: JIeKIHsI- TUCKYCCHSL.

Bupl caMOCTOSTEEHOM MOATOTOBKH CTYIEHTOB IO TeMeE: MOJrOTOBKA K MPAKTHYECKOMY
3aHATHIO.



5 Meroauveckne YyKazaHusl AJds OOYYAKOINMXCH MO M3YYEHHI0 H PpPealu3alnuu
AMCUUIJIMHBI (MOIYJIs1)

5.1 Meroanuyeckue peKOMeHAAUMH OOYYAIIUMCH [0 M3YYEHUI0 [AUCUMILUVIMHBI M 10
o0ecrevYeHN 0 CAMOCTOSITEJILHOM PadoThI

CamocrositenpHast padora cryneHToB (CPC) — 3T0 ACSITeNbHOCTh YYalUuXcsi, KOTOPYIO
OHM COBEpHIAIOT 0€3 HEeMOCPECTBEHHON MOMOIIM U yKa3aHUM MpernoaBaTelis, pyKOBOJICTBYSICh
c(OpPMHUPOBABIIUMHUCS paHEe MPEICTABICHUSIMH O TOPSAIKE WM TPABUIBLHOCTU BBITOIHEHUS
onepanuii. llens CPC B mporiecce oOydeHHUsT 3aKJIIOYAeTCsl, KAK B YCBOCHUM 3HAHUM, TaK U B
(GhOopMUPOBAHUY YMEHHI U HABBIKOB IO MX HCIIOJIb30BAHUIO B HOBBIX YCIIOBUSX HA HOBOM Y4€OHOM
matepuaie. CamocToaTenbHas paboTa mpu3BaHa 00ecleyuBaTh BO3MOXKHOCTh OCYIIECTBIICHUS
CTYJICHTaMH CaMOCTOSITEJIbHON MO3HABATEIbLHOMN IESITEIbBHOCTH B O0YYEHUH, U SBISETCS BHIOM
yueOHOro Tpyaa, CrocoOCTBYIOIIETO (OPMUPOBAHUIO Y CTYIEHTOB CaMOCTOATEIbHOCTH. B
JTAaHHOW y4eOHOI MporpaMMme MPUBEICH MEPEYCHh OCHOBHBIX U JOIMOJHHUTEIHHBIX UCTOYHHUKOB,
KOTOpBIE TpeIaracTcsi U3y4uTh B Ipolecce oOmydeHus mo aucuuruimae. Kpome toro, s
paciIvpeHuss U yriiyOJieHHWs 3HAaHUM 10 JJaHHOW AMCLUMILIMHE LeJIecooOpa3HO HCIOJIb30BaTh:
Hay4yHbIe MyOIUKALMK B TEMAaTHYECKHX KYypHallaX; MOJTHOTEKCTOBbIE 0a3bl JAHHBIX OMOIHOTEKH;
UMeEIoIIMecs: B OMONMOTEKax By3a M pEerMoHa NyOJIMKAlMi Ha 3JIEKTPOHHBIX U OyMa)KHBIX
HOCHUTEJISIX. Y CHEIIHOE OCBOCHHE MUCIUIUIMHBI MPEANoIaraeT akTUBHYIO pabOTy CTYACHTOB Ha
BCEX BaHATHSIX AayJUTOPHOW (OPMBI: JIEKIUHA W MPAKTUYCCKUX 3aHATUH, BBITOJIHCHUE
aTTeCTallMOHHBIA Meponpuatui, 5(dekTuBHYI0 camocTosTeNnbHYI0 paboty. B  mpomecce
W3y4YeHUsl AUCIHUIUIMHBI CTYJEHTY HEOO0XOIMMO OPUEHTHUPOBATHCS Ha CaMOCTOSTEIbHYIO
npopaboTKy JIGKIIMOHHOTO MaTepuana, MOATOTOBKY K MPAKTUYECKUM 3aHATHUSM, BBIOJIHEHUE
TECTOB, KEHMCOBBIX 3aJaHUI, CaMOCTOSTEIbHOE H3YyUYE€HUE HEKOTOPBIX pa3nenoB Kypca s
MPOBEJICHUS 3aHATUHN JICKIIMOHHOTO TUIIA UCHONB3YIOTCS y4eOHO-HarsAIHbIe Toco0us B ¢hopme
MPE3CHTALIMOHHBIX ~ MaTepUalioB, 00eCIICUNBAOIINX  TEMATHUYECKUE WJUTFOCTPAIIHH,
COOTBETCTBYIOIIIME TEMaM JICKIIHi

5.2 OcobeHHocTn opraHuzauuu OO0y4YeHHUsl I JIML € OrPAHMYEHHBIMH BO3MOKHOCTAMM
310pPOBbSI U HHBAJIH/I0B

[Tpu HEOO6XO0IMMOCTH OOYUAIOIIMMCS U3 YHCIIA JIUL C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMU
3/10pOBbsI ¥ MHBAIMJIOB (I10 3as1BJICHUIO O0yYaIOUIerocs) MpeaocTaBisieTcs yueoHas
uHpOpMalKs B JOCTYNHBIX (POpMax ¢ yUeTOM UX UHAUBUIYAIbHBIX ICUXO()U3UUECKIX
0COOEHHOCTEH:

- JUIs JIULL C HAPYLIEHUSIMU 3PEHUS: B IeUaTHOU (hopMe yBETUUEHHBIM LIPUPTOM; B popMme
JIEKTPOHHOIO  JOKYMEHTAa; UHIVBUAYAJIBHBIE ~ KOHCYJbTAlUM  C  IPHUBJICUYECHUEM
TU(dI0CYpIOTIEPEBOIUNKA; MHANBUAYAIbHbIE 331aHUsI, KOHCYIbTALIMH U JP.

- 17151 JIMILL C HApYIICHUSIMU CIIyXa: B IeyaTHOH (hopme; B popMe 3IeKTPOHHOTO IOKYMEHTA;
UHAMBHUAYaJIbHbIE KOHCYJNbTALIUM C TIPUBJIEUEHUEM CYpAONEPEBOJUMKA; WHAMBHUAYaJIbHbIE
3a/1aHusl, KOHCYJIBTALUU U JIp.

- 17151 JIUI] C HApYILIEHUSIMU OIIOPHO-JIBUTATEIILHOTO arnmapara: B ne4atHoil opme; B hpopme
JIEKTPOHHOIO JOKYMEHTA; MHINBUyaJIbHBIE 3aJJaHUS, KOHCYJIBTALlUU U JIp.

6 ®oH/I OLIEHOYHBIX CPEACTB JIsl MPOBEICHUsS TEKYLIEero KOHTPOJISI U MPOMeKYTOYHOMN
arrecTauMu 00y4aromMXCcs M0 JMCUMILINHE (MO1YJII0)

B coorBerctBun ¢ tpeboBanumsmu DPI'OC BO s arrecranmm oOydyarommxcs Ha
COOTBETCTBUE MX IMEPCOHATBHBIX JOCTIIKEHUN IUIAHUPYEMBIM pe3yibTaraM OOYYEeHHS TI10
JTUCIUTITINHE (MOIYJTI0) CO3/aHbl (POH/IBI OIEHOYHBIX CPENCTB. THUMOBBIE KOHTPOILHBIC 3a/IaHMUS,



METOJMYECKHE MaTepuaibl, ONPEACIAIOINE MPOLEAYpPhl OLEHUBAHUSA 3HAHUM, YMEHUH U
HABBIKOB, a TAKKE KPUTEPUH U ITOKA3aTeNU, HEOOXOANMbIE /ISl OLIEHKH 3HaHUH, yMEHUH, HAaBBIKOB
U XapakTepu3ylolme JTanbl (HOPMUPOBAHHMS KOMIETEHIMA B MpoIecce OCBOCHUS
o0pa3oBaTeNbHOI MporpaMmsl, npeactasieHsl B [Ipunoxenun 1.

7 Y4eOHO-MeTOAMYECKOE U NH(POPMALMOHHOE 0O0ecTeuyeHue JUCIUIIINHBI (MOTYJIs1)

7.1 Ocnoenas numepamypa

1. Kpunrorpaduueckas 3amura nHpopmanuu : yaeonoe nmocoodue / C.O. Kpamapos, O.1O.
Murtscosa, C.B. Cokonos [u ap.] ; mox pea. C.O. Kpamapoa. — Mocksa : PUOP : UHOPA-M,
2025. — 321 c. — (Bsiciee oopazosanue). — DOI: https://doi.org/10.12737/1716-6. - ISBN 978-
5-369-01716-6. - Tekcr : anexTponHbId. - URL: https://znanium.ru/catalog/product/2169480 (nata
obpamenus: 31.05.2026)

2. Kynwn, H. T. Kpunrorpaduueckass 3amurta uHpopmammu: [IpakTukym : ydeOHOE
nocobue / H. T. Kynnn. — Mocksa : PTY MUPDA, 2025. — 66 c. — ISBN 978-5-7339-2447-
2.— Tekcr: onexTponHsblid / JlaHp : 31eKTpOHHO-OmOmmoreunass cucrema. — URL:
https://e.lanbook.com/book/493382 (mata oOpamenus: 25.05.2026). — Pexum poctyma: ans
aBTOPU3. IIOJI30BATEIICH.

3. Mapmakos, JI. B. MeToasl U cpeAcTBa KpUNTOrpapuuecKoi 3amuThl HPOPMALIUH.
[TpakTraeckwuii Kypc : yaeonoe nocooue / JI.B. Mapmakos, JI.B. ®axtin. — Mocksa : MTHD®PA-
M, 2022. — 76 c.— (Bricmiee oopazoBanue). - ISBN 978-5-16-110842-0. - TekcT : 3J1€KTPOHHBIH.
- URL.: https://znanium.ru/catalog/product/1891129 (mara obparenus: 31.05.2026)

7.2 Jlonoanumenvnas numepamypa

1. Jonrak, 1. M. Kpunrorpagus: [Ipaktukym : yaebnoe nocodue / I1I. M. Jlonrak. —
Mockga : PTY MUPDA, 2020 — Yacts 2— 2020. — 64 c. — Tekcrt : aaekrpoHHblii // Jlaub :
IeKTpOHHO-OMOMoTeunass cucremMa. — URL:  https://e.lanbook.com/book/163935 (mara
oOpartenusi: 25.05.2026). — Pexxum gocTymna: A aBTOPU3. MOJIb30BATENCH.

2. 3pipsinoBa, T. FO. OcHoBel kpuntorpaduu : yuedbnoe nocodue / T. 0. 3pipsiHoBa. —
ExatepunOypr : , 2023. — 82 c¢. — TekcT : anekTpoHHbIH // JIaHb : 31eKTpOHHO-OMOIHOTeYHAs
cucrema. — URL: https://e.lanbook.com/book/369479 (nara obpamenus: 25.05.2026). — Pexum
JIOCTYTIA: JIIsl aBTOPU3. TIOJIb30BATENEH.

7.3 Pecypcor ungpopmayuonno-menekommynukayuonnoi cemu ""Humepnem',
6KI0uas npogeccuonanvuvlie 06a3bl OAHHBIX U UHPOPMAUUOHHO-CRPAGOUHDIE
cucmemul (npu HeodX00UMOCmMU):

1. DnexrponHo-6ubMOTEeUHas cuctema "ZNANIUM.COM"

2. DrnextpoHHO-OMOMMoTeyHas cucrema "JIAHB"

3. Open Academic Journals Index (OAJI). [Ipodeccuonanbnas 6a3a gaHHbIX - Pexxum
noctyma: http://oaji.net/

4. TIlpesupentckas Oubmuoreka uM. b.H.Enpumna (6a3a maHHBIX —pa3sTUYHBIX
npodecCHOHANIBHBIX 00acTeil) - Pexxum gocryna: https://www.prlib.ru/

5. Hudopmannonno-crpaBounas cucrema "Koncymbrant Ilmoc" - Pexum goctyna:
http://www.consultant.ru/

8 MarepuajbHo-TexHHYECKOe oO0ecrevyeHHe IUCHUIVIMHBI (MOAYJsl) W INepeveHb
HH(POPMANMOHHBIX TEXHOJIOIHH, MCIOJb3YEMbIX NPH OCYLIECTBICHHH 00pPa30BATEJIbHOIO
npouecca no JMCHUIVINHE (MOAYJII0), BKJIOYAasl epeYeHb NPOrpaMMHOro odecrev4eHust

OcHOBHOE 000pYIOBaHUE:




e KoMmnbroTepbl
e [IpoekTop

IIporpamMmHOE obecneyeHue:

e Microsoft Office Standard 2007 Russian
o Office




MHWHOBPHAYKHU POCCUN
BJIAJIUBOCTOKCKMII TOCYJIAPCTBEHHBI YHUBEPCUTET
KA®EIPA THOOPMALIMOHHOM BE30IIACHOCTHU
®oH/1 OIICHOYHBIX CPEJICTB
AJId TIPOBCACHU A TCKYILICTO KOHTPOJIA
Y TIPOMEXYTOYHOH aTTECTAINU 110 TUCIHILTHHE (MOIYIIIO)
METO/JIbI 1 CPEJICTBA KPUIITOTPA®UYECKOM 3AIIUTHI HH®OPMAIIUU
CrienuanbHOCTh U CCIIHATH3AIIHS
10.05.03 MuadopmarmonHas 6€30mMacHOCTh ABTOMAaTU3UPOBAHHBIX CUCTEM. be30macHOCTh

OTKPBITBIX HH(bOpMaL[I/IOHHBIX CHUCTEM

I'ox Habopa Ha OITOII
2026

dopma 00ydeHuUsI
OYHas

Bmagusoctok 2026



1 Ilepedennb (popMHEpyeMbIX KOMIIETEH M

Hassarue OIIOII BO, Kon u popmynupoBka KoMHeTeHIN

COKpameHHOe nu

Kon u popMynrpoBka HHANKATOPA TOCTIKCHUS
KOMITCTEHITHU

OIIK-10 : CrrocobeH ncmobp30BaTh
cpencTea Kpunrorpadhuaeckoi 3arg

10.05.03 «MudpOpMarn
HOHHAas 0€30MMaCHOCTh

ABTOMATH3HPOBAHHBIX | MTHI HH(OPMAIMH TIPU PELISHUH 32
cucTemM» Jiad MpoQecCHOHAIBHON ESATENEHO
(1Bb) CTH

OIIK-10.1x : [TornMaeT OCHOBHBIE IPHUHLIUTIBI TT
OCTPOCHHUS CPECTB KPUNTOTrpahUIeCcKoOil 1 TeXH
MYECKO# 3alUThl HH(GOPMAIIUK JIJIsl PEIICHHS 32
Jiad Ipo(eCCHOHANBHOM JICSITeBHOCTU

OIIK-10.2x : Ob6nagaeT METOAMKaMU IPUMEHEH
1Sl CPEICTB KPUNTOrpaduecKoil 1 TEXHUUECKOH
3alIUTH HHPOPMAIMK JUIs pEIeHHUs 3a1a4 pod
€CCHOHAIILHOM JIeSTeIbHOCTH

Komnerennus cuntaercst chopMUPOBAHHOM Ha JTaHHOM dTarie B cliy4yae, eCiIH MOJTydeHHbIe
pe3yibTaTtel OOydYeHHMs [0 JUCLUIUIMHE OLICHEHbl IOJOXHUTEIbHO (JUara3oH KpUTEpUEB
OLICHUBAHUS PE3YJIbTATOB O0YUCHHUS «3aUTEHOY, «YIOBIECTBOPUTEIBHOY, «XOPOIIO», KOTITHYHOY).
B ciydae oTcyTcTBUS MOJIOKUTEIHHOM OLIEHKM KOMIIETEHIMS Ha JAHHOM 3Tale CUUTAETCs

Hec(OPMUPOBAHHOM.

2 [loxa3aTe/iu OLleHUBAHUS NJIAHUPYEMBbIX Pe3yJIbTATOB 00y4YeHHUs

Komnerennus OITK-10 «CniocobeH nCIoIb30BaTh CPEICTBA KPUITOTPahUISCKOM
3alUThl HGOPMAIIUU MPU PELICHUH 33/1a4 MPOPECCHOHATBHON ASSITENEHOCTH

Tabmuna 2.1 — Kpurepun orieHKM WHAUKATOPOB JTOCTHKCHUS KOMITCTCHITUN

Kpurepuu onieHuBaHUS pPe3yNbT
aToB 00y4YeHHUsA

peleHne TECTOBBIX 3aJaHUI

BBITIOJIHEHUE TPAKTUYECKUX 331
aHui

BEITTOJTHEHHE TIPAKTUICCKUX 33T
aHUH

peHIeHue TECTOBLIX SaHaHI/Iﬁ

BBINIOJIHEHUE NTPAKTUYECKUX 32/l
aHUH

PesynbraThl 00y4YeHus 10 AUCIMIUINHE
Ko u gopmynnpoka uaaukar | Ko | Tu
Oopa JOCTMKEHUS] KOMIIETCHIIUN A o
pe | pe Pesynbrar
3- | 3-
Ta | Ta
OIIK-10.1x : mOHHMaeT OCHOBH PII 3H | cOBpeMEeHHYIO HaAy49HO- TEXHUY
ble IPUHIHTIbI IOCTPOCHHS CPe | 4 aH | ecKylo JHuTepaTypy B 00JacTH K
JICTB Kpunrorpapuyeckoii u te ue | punrorpadudeckoil 3auTuThI
XHUYECKOH 3alUThl HHpOpMAI] v
i s pelienns sazad npoec | PIT | me CucrteMaTu3upoBaTh HOPMATUB
CHOHAIILHOHU JIESITEeIbHOCTH 2 | MO MPABOBYIO IOKYMCHTAIHIO B
. obnacTu kpunrorpadun
Pl Ha M3YMCHNS HAYHO- TEXHHIECKO
3 BBl | i ”HpOpMaNNH, B TOM YHCIIC HA
K | MHOCTPaHHOM SI3bIKE
3 OcoOeHHOCTH TIPOBEJCHUS IIPO
PO BEPOK pabOTOCIIOCOOHOCTH KpH
4 EI; nTorpadUIecKuX CPeCTB 3allH
TB HH(OPMaIIN
Y | npoBoxuThk IpOBepKU paborocn
Pl | me | ocobHOCTH KpHNTOrpaduIecKn
5 HU | X cpeicTB 3amuThl HHQOpMAITH
e "
Ha | MPOBEzeRHS MpOBEpOK paboroc
PI MOCOOHOCTH KpUNTOrpadhudeck
6 EH HX CPEICTB 3alUThI HHPOPMAI
07

BBITIOJTHEHUE TPAKTUYECKUX 31
aHui




OIIK-10.2x : obnamaet MmeToaAH 3H
Pa MOJIeNH IH(PPOB U MaTeMaTHy4e o
KaMU MIPUMEHEHUS CPENICTB KpU aH pelIeHre TECTOBBIX 3alaHuil
N 7 CKHE€ METOJIbl UX HCCIIeI0BAHUS
nTorpapuecKoi M TEXHUIECKO ue
i 3amuTH HHQOPMAIIH IS pe v
MIPUMEHSTh MaTeMaTHUYECKHE M
meHus 3a1a4 npodeccuonansd | PJI | me P BBITIOJTHCHHUC MPAKTHYCCKUX 3271
N €TOZBI ONIMICAaHUS U UCCIIETOBaH N
0i1 1eATENBHOCTH 8 HU aHun
o 1Sl KpUMITOTPahUIECKAX CUCTEM
Ha
PA gy | MATEMATHUECKOTO MOJENNPOBA | BBITONHEHHE NPAKTHIECKHX 321
9 < HUS B KpUOTOTpaguu AHWH

Tabnuua 3anonHseTCsS B COOTBETCTBHH € paszesioMm 1 PabGodeii mporpaMmbl JUCIATUTHHBL
(Motyist).

3 IlepeyeHb OLIEHOYHBIX CPEACTB

Tabmuna 3 — [lepedeHb OIICHOYHBIX CPEICTB IO TUCITUTUTHHE (MOTYIIIO)

HanmMeHnoBaHME OIIEHOYHOTO CPECTBA H TIP
KonTponupyemble nnanupyemble pe3 | KoHTponupyemble TeMbl 1 exctasienne ero 8 ®OC
YJIBTaThl O0ydeHHS WCTIUTUTHEI 5 TTpoMesKyTouHas aT
Texymmii KOHTPOIb
TecTalus
Ounas popma 00yueHHs
P/1 3HAHHE : COBPEMCHHYIO H | | | Bpesenue B KPUITOT
Ay4YHO- TEXHUYECKYIO JIUT | nadbyio Tecr Ompoc
epaTypy B 00JIaCTH KPUIT
orpauuecKoii 3anThI
rpag HI 1.6. Obmmue Bonpocsl Tect Omnpoc
PJI2 Ymenue : CHCTEMATH3UPO | | | Bpenenue B kpunror | [IpaxTnueckas paGo 0
BaTh HOPMATHBHO-TIPABOB | hadhyrio Ta 1poc
YIO JOKyMEHTAIIHIO B 001
TH KpUITorpadpun IIpakTudeckas pabo
aCTH KpunTOrpag 1.6. O6mue BOIpOCH Tap P Ompoc
P13 HaBbixk : n3yueHns HayuH | | | Bpepnenue B kpunror | Ipakrnueckas paGo 0
0- TeXHHUYECKOH MHpopMa paduto Ta 1poc
LIMH, B TOM YHUCJIe HA UHOC
AHHOM SI3BIKE [TpakTryeckas pado
R 1.6. Ob1IHe BOTIPOCH Tap p Ompoc
P14 3uanue : OcobennocTn | | 3. HazexuocTs mudpo
pOBEICHHUS IIPOBEPOK pad | o Tecr Ompoc
OTOCIIOCOOHOCTH KPHUIITOT
padUUEeCKUX CPEACTB 3ail 1.5. CoBpeMeHHbIE CUCTE Tecr Onpoc
UTHI HHGOPMALUH MBI IHUGPOBAHUS
1.6. O6mue BOonpock Tect Omnpoc
PJIS YMenne : IpOBOAUTL PO | | 2 OcopHble Knacch m | TlpakTrueckas pa6o Ompoc
BEPKH PABOTOCTIOCOOHOCT | yynop i ux cBoiicTBA Ta po
1 KpunTorpadguaeckux cp
encts 3amuTel mvadGopman | 1.3. Hagexnocts mmdpo [paktudeckas padbo Onpoc
uu B Ta
1.4. MeToapl MaTeMaTH4e
CKOH CTaTUCTUKH, TEOPUH
OyneBbIx ¢yHKIMiH 1 Teop | [IpakTuyeckas pado Ompoc
WY JIMHEHHBIX PEKyppeHT | Ta p
HBIX MIOCJIE/I0BATEIHLHOCTE
i B Kpunitorpaguun




PJ16 HaBbIk : IpoBesieRns PO | 1 2 Ocwosuble knacce m | TlpakTryeckas pa6o
BEPOK PabOTOCTIOCOOHOCT | ydynoB 1 ux cBOHCTBA Ta Onpoc
1 KPUIITOTpadUIECKUX CP
encts 3ammTsl mapopMan | 1.3. Hagexnocts muppo | IpaxTudeckas pa6o Onpoc
un B Ta
1.4. MeTtonsl MaTeMaTHA4ue
CKOH CTaTUCTUKHU, TEOPUU
OyneBbIx QyHKIm 1 Teop | [IpakTuyeckas pabdo Onpoc
WM JIMHEHHBIX PEKyppeHT | Ta
HBIX MIOCJIEI0BATEIHLHOCTE
i B Kpuntorpaguun
P17 3nanue : Mmojenu mudppos | 1.4. Meroas! MaTemaTnue
U MaTeMaTHYeCKUE METOJl | CKOM CTaTHCTHKH, TEOPHU
Bl UX HCCIICIOBAHUS 6yJ'IeBLIXv (byHKIMH 1 TEOp Teer Onpoc
WY JIMHEHHBIX PEKyppeHT
HBIX MOCIIEI0BATEIHLHOCTE
i B KpunTorpadun
1.5. CoBpeMeHHbIE cUCTe Teer Onpoc
MBI I poBaHUs
P/I8 YwMenue : npumensaTh mat | 1.4. Meronbl mareMaTuye
€MaTHYEeCKHUEe METO/BI Ol | CKOW CTAaTUCTHKHU, TEOPUHU
WCaHUs U McclienoBanus K | OyneBbix (yHKumii u Teop | [Ipakruueckas pabo Onboc
punTorpaduIeCKuX CUCTE | MM JIMHEHHBIX PEKYPPEHT | Ta p
M HBIX MIOCJICIOBATEIHHOCTE
i B KpunTorpadun
1.5. CoBpemennsie cucte | [Ipaktudeckas pabo Onboc
MBI INU(PPOBAHUSA Ta p
PJ19 Hasrik : MaTemaTuueckor | 1.4. MeToasl MaTeMaTH4e
0 MOJICTTMPOBAHHUS B KPHUIT | CKOM CTaTHCTHKH, TEOPHU
Torpadun OyneBbIx GpyHKIWH u Teop | [Ipaktudeckas pado Onpoc
WY JTMHEHHBIX PEKyppeHT | Ta
HBIX MIOCJICIOBATEIHHOCTE
i B KpunTorpadun
1.5. CoBpemennsie cucte | [Ipaktudeckas pabo Onboc
MBI IU(PPOBAHUSA Ta p

4 Onucanue npoueaypbl OCHUBAHUA

KayectBo c(opMUpOBAaHHOCTH KOMIETEHIM Ha JAHHOM »JTame OIEHHWBAeTCsS I10
pe3yibTaTtaM TeKYIIUX U MPOMEXYTOUHBIX aTTECTAllUA MPH MOMOIIY KOJINYECTBEHHON OLIEHKH,
BbIpa)KeHHOU B Oayutax. MakcuMaibHas cymMma 0ajuloB 1Mo JUCHMIUIMHE (Moayiro) paBHa 100

OayaMm.
| OI1CHOYHOE CPEIICTBO
Bun yueOHOM IesITeIbHOCTH Tpaxru Dk3ame | Uto
Tecr 1-5 YeCcKHe
H ro
3aHATHS

JleKIMOHHEIE 3aHATHS 20 80
IIpakTiyeckas pabora 60
[IpoMexKyTOUHAs ATTECTALUS 20 20
Urtoro 20 60 20 100

CYMMa 6am1013, Ha6paHHBIX CTYACHTOM I10 BCCM BHIaM yqeGHoﬁ ACATCIIbHOCTH B paMKax
JUCHUIIIIUHBI, IICPEBOAUTCA B OLICHKY B COOTBECTCTBHHU C T36J'II/IHeI\/'I.

Cymma Oaio
B

MO JIUCIUILIN
He

OHCHKa 10 MPOMEK
yTO‘IHOI7I aTTeCTanu
n

XapaKTepI/ICTI/IKa KadyeCTBa Cq)OpMHpOBaHHOCTPI KOMIICTCHIIN




CTyneHT IeMOHCTpUpYeT cHOPMUPOBAHHOCTb AUCLIMILIMHAPHBIX KOMIICTEHIIMIT, 00Ha
PY’KHBAeT BCECTOPOHHEE, CHCTEMATHUECKOE U TITyOOKOe 3HaHUE y4eOHOro MaTepuana

o191 110 100 «3auTeHo» / » YCBOWII OCHOBHYIO JINTEPATYPY M 3HAKOM © JOMOJIHUTEIBHON JINTEpaTypoil, pekome
«OTJINYHO» H/IOBaHHOU IPOTPaMMOii, yMeeT CBOOOIHO BBIMONHATH MPAKTUYECKHE 3aJaHuUsl, P
YCMOTpEHHBIE TPOrpaMMOH, CBOOOIHO OIIepHpyeT NPHOOPETEHHBIMH 3HAHUSAMH, yMe

HUSIMH, IPUMEHSIET UX B CUTYAISIX NOBBIIICHHON CIIOYKHOCTH.
CTyzeHT IeMOHCTpUpPYET CHOPMHUPOBAHHOCTD JUCIAILTHHAPHBIX KOMIIETCHIHN: OCHO
o1 76 10 90 «3auTeHo» / BHBIE 3HAHUSI, YMEHUS OCBOCHBI, HO JJOIyCKAIOTCSl HE3HAYUTEIbHBIE (1LL[I/I6KI/I, HETOYH
«XOPOIIO» 0CTH, 3aTPYAHEHUSI TP aHATUTHUECKUX OTIepalusiX, IepeHoce 3HaHUI U yMEHU Ha H

OBbI€, HECTAHIaPTHBIE CUTYAIHU.

CTyzeHT AeMOHCTPUPYET CPOPMHUPOBAHHOCTD TUCIUIUIMHAPHBIX KOMIETEHIIMI: B X0
«3a4TeHO» / Jie KOHTPOJIBHBIX MEPOIIPHUATHII HOITYCKAIOTCS 3HAYNTENNBHBIE OIINOKH, TPOSIBIIIETCS O
oT 61 10 75 «YIOBJICTBOPUTENb | TCYTCTBHE OTAECNIbHBIX 3HAHUH, YMEHUH, HABBIKOB 10 HEKOTOPBIM JUCLUIIIMHAPHBIM K
HO» OMIICTEHIUAM, CTYACHT UCIBITHIBACT 3HAYUTEIILHBIC 3aTPYJHEHHS IIPU ONIEPUPOBAHU

1 3HAaHUWSIMHU U YMCHUSAMU IIPU UX NIEPEHOCE Ha HOBBIC CUTYaAllUU.

«HE 3a4TCHO» /

V cryneHrta He chOPMHUPOBAHBI AUCLMILIMHAPHBIC KOMICTCHIINH, [IPOSBISIETCS HEZOC
ot 41 10 60 «HEYIOBJIETBOPHUTE Y bopp ! P HHH, TIp

TaTOYHOCTb 3HaHPII71, yMeHHfI, HAaBBIKOB.

JIBHOY»
«HE 3aYTCHOY /
JucuumnHapHble KOMIIETEHIIMU He chopMUpoBaHbl. [IposBiseTcs MOoIHOe MK Hpak
ot 0 110 40 «HEY/IOBJIETBOPUTE . .
bHOY THUYECKH MTOJHOE OTCYTCTBHUE 3HAHHI, YMEHHU!, HABBIKOB.

5 IlpumepHbIe OLIEHOUYHBbIE CPEACTBA

5.1 KoHTpOJIbHBII TeCT

1. KonduaeHumansHOCTh 3aluIIaeMoi HHPOPMALMU 00€CIIeYnBACTCS ¢ TOMOLIBIO. ..
3JIEKTPOHHOW MOJMKUCH

- mudpoBaHUs

- X9~ yHKIH

2.
CrocobHoCcTh mH(dpa MPOTHBOCTOATH TOMNBITKAM TPOTUBHUKA [0 HWMHUTAMA HIX IO
JMeHe 3ain(poBaHHON HHPOPMALIUU HAa3bIBACTCS
MMHTOCTOMKOCTBIO.
KPUIITOCTOMKOCTBIO.
MTOMEX03alUIIIEHHOCTHIO

3. Ecam KpunToaHATUTHK MOXKET B3joMaTh HIMpp, HO He 00JagaeT HEOOXOIUMBIMU
BBIUHCIUTEIbHBIMHA PECYPCAMHU, TO CYUTAETCS, UTO

- mudp ABIAETCA NPAKTUYECKU CTOHKUM.

- MmU@p ABIAETCS TEOPETUUECKU CTOUKHM.

- 1mudp ABIAETCA NPAKTUIECKU UMUTOCTONKUM.

4. Ecau ansg mmdpoBaHusg M paclIM(ppOBaHUS HUCIOJB3YETCSl OJMH U TOT XKe KII0Y, TO
mudp sBIsETCS

- CHUMMETPUYHBIM.

- aCCHUMETPUYHBIM.

- OJIOYHBIM.

5. lucpel, B KOTOPBIX 3HAHUE KIOYA IIHU(PPOBAHUS HE MO3BOJSET ONPENEIUTh KIIIOY
pacuppoBaHus Ha3bIBAIOTCS
MTOTOYHBIMHU.
CUMETPUYHBIMHU.
aCCUMETPUYHBIMHU.

6. IIudpel, B KOTOPHIX KaXIbli CHMBOJ OTKPBITOTO TEKCTa 3alIN(pPOBBIBACTCS
HE3aBHCHUMO OT JAPYTUX Ha3bIBAIOTCS

- OJOYHBIMHU.

- UMUTO3AIIUIICHHBIMHU.

- TOTOYHBIMH.

7. Hludposanue nHpopManuu npegHazHaueHo A1 o0ecreueHus



LIEJIOCTHOCTH 3allMIIaeMoi nHpopMauu
KOH(PUACHIIMATBHOCTH 3aIUIaeMOl HH(OpMAITUU
JOCTYITHOCTH 3alllMIIaeMoi HHPOPMALIUU

8. HcxopHble AaHHBIE C JOCTYIHBIM CEMaHTUYECKMM COZACp)KaHUEM, IOJUIeXKale
KpUnrorpaguueckoMy npeodpa3zoBaHuI0, HA3bIBAIOTCS

- OTKPBITBIH TEKCT

- mudpTeKcT

- MMHTOBCTaBKa

9. ITapamerp mmdpa, onpenensomuil BHIOOP KOHKPETHOI'O BapuaHTa MPeoOpazoBaHUS
3aM(poBaHUs UM PacIM(POBAHUSA U3 MHOXKECTBA IPeoOpa3oBaHUM, COCTABIAIOLMX MWUPD,
Ha3bIBACTCH. ..

- aIropuT™M

- mmbp

- KIJII0Y

10. INpomuecc mpeodpazoBanHus MUPPTEKCTa B OTKPHITHIA TEKCT MPH HEM3BECTHOM KITIOUE
Ha3bIBAETCH. ..

- nemmdpoBanue

- 3amudpoBaHHe

- pacumdpoBaHue

11. Ecnu 3a oauH TakT mM(ppoBaHUS NpeoOpa3oBaHHUIO MOIBEPraercsl rpylmna 3HaKOB
OTKPBITOTO TEKCTA, TO TaKOW MU(P HA3BIBACTCS

- OIOYHBIM

- TIOTOYHBIM

- ACCUMETPUYHBIM

12. Ha ocHoBe cetn @eiicTens NOCTPOSH alropuT™ mu(poBaHus

- AES

- T'OCT 28147

- RC4

13. PexxuM uCrONB30BaHMUs OJOYHOTO MH(pa, IpU KOTOPOM OJOYHBIN mmdp MOXKET
UCIIOJIb30BaThCS KaK MOTOYHBIN Ha3bIBaeTCA

- peXHM IPOCTOH 3aMEHBI CO CIETICHHEM.

- peXHUM raMMHUPOBaHMs ¢ OOPAaTHOM CBSI3bIO

- PEXHUM NPOCTOU 3aMEHBI.

14 Pexxum mpocTOM 3aMeHBl 3akKio4aeTcsi B 00paboTKe OJIOKOB OTKPBITOTO TEKCTa
HE3aBUCHMO OT JApPYrux 00paboTKy OJIOKOB OTKPBHITOIO TEKCTa B 3aBUCMMOCTHU OT pe3yJsibTara
3anppoBaHUs

- mpenplayiero 6yoka

- 00paboTKy OJIOKOB OTKPBITOTO TEKCTA B PEKUME HAJOKEHUS TaMMBI

14. HIudp Ha3biBaeTcs OJIOUYHBIM, €CIH. ..

- 32 OIMH TaKT MH(POBaHUS MPeoOPa30BAHHIO MTOIBEPraeTcs IpyIina 3HaKOB OTKPHITOTO
TEKCTa

- 32 OJUH TakT HmMdpoBaHUS MPeoOPa30BaHUIO MOABEPraeTcsi OAMH 3HAK OTKPBHITOTO
TEKCTa

- TpyImIa 3HaKOB OTKPBITOTO TEKCTa MpeoOpa3yeTcs 3a HECKOJIbKO TAKTOB IIU(PPOBAHUS

15. Ecnu ynpasinisionas raMMa oToYHOTo mudpa 3aBUCUT TOIBKO OT KJIF0Ya U HE 3aBUCUT
OT OTKPBITOTO TEKCTa U MHUPPOTEKCTA, TO TAKOH MHU(P HA3bIBAETCS

- CHHXPOHHBIM.

- CaMOCHHXPOHM3HUPYIOLTHMCH.

- HE3aBHCHUMBIM.

16. JIocTOMHCTBOM MOTOYHBIX HIM(POB MO CPABHEHUIO C OJIOUHBIMU SBIISIETCS

- HaJM4YUe OTKPHITOTO KITF0Ya

- BBICOKAasi CTOUMOCTh pean3alun



- BBICOKAasi CKOPOCTh paOOThI

17. HenoctaTkoM reHepaTopoB MCEBAOCTYYaHHBIX TOCIEA0BATEILHOCTEN SIBISETCS

- CJIOKHOCTB peaiu3aluu

- 3aBUCHUMOCTD OT TIapaMETPOB OKPYIKAIOIIIEH CPEIbI

- IEPUOIUIHOCTH MTOCIIEIOBATEILHOCTH

18. Ecnu ynpasnsiomas raMMa OTOYHOTO MM@dpa 3aBUCUT OT KJIFOYa U OT OTKPBITOTO
TEKCTa U MUGPOTEKCTA, TO TAKOK MU HAZBIBACTCS

- CHHXPOHHBIM.

- CAMOCHHXPOHH3UPYIOITUMCS.

- HE3aBHCHMBIM.

19. B anroputme ['OCT 34.12-15 pa3mepa 6110ka COCTaBIIsSET

- 64 outa

- 128 our, 192 Outa u 256 out

- 64 outau 128 out

Kpamkue memoouuecxue ykazanus

TecToBBIe 3a/aHMs COCTOSAT W3 BOMPOCAa M HECKOJBKHUX BapHaHTOB OTBeTa. PemieHue
MPEJICTaBIsIeT cOO0M yKa3aHWe HOMepa BOIpoca W OyKBY, KOTOpOH 0003HAYCH MPaBUIHHBIM,
MIOMHEHHUIO CTYyJIEHTa, BApUAHT OTBeTa. B TeyeHue cemecTpa mpoBOAUTCS 6 TECTOB MO 6 TeMaM Ha
JIEKIIMOHHBIX 3aHATUAX, B KXKJOM TecTe 16 BOIPOCOB.

Llkana oyenxu

OrneHka Bamer Onwncanue

5 8-10 CryzeHt gomyctun He 6osee 2X ommbok

4 5-7 CTyIeHT COBEPIIMI OT 3 10 6 OIMMOOK B OTBETAX HA TECT
3 3-4 CryneHt coBepimi ot 7 10 10 omuboK B OTBETaX HA TECT
2 0-2 Cryzent coBepumn 11 u 6osee omnbOK B OTBETaX HA TECT

5.2 Ilpumepsnl 3agaHui 115 BBINOJHEHNS NPAKTHYECKUX padoT

[IpakTuueckas padora 1.

Pa3pa0oTare anropuT™M M COCTaBUThH MPOrpaMMy, MO3BOJISIOIIYIO 3aKOAMPOBATH JHOOOH
TEKCT OJHUM M3 BBIIICU3JIOKEHHBIX METOOB M BBITIOJIHUTH O0OpaTHOE MPeoOpa3oBaHHe.

Metoa, KOTOpbIM HEOOXOAMMO 3alIM(pOBaTh HCXOAHYIO HH(OpPMAlMIO, BBHIOMpaeTcs
IPENo/IaBaTeIeM.

SI3BIK TPOrpaMMHPOBAHUS BBIOMPACTCS TPOU3BOJIBHO.

2. Ocy11ecTBUTh BBIBOJ] Ha 3KpaH WJIH MIPUHTEP MOTYYEHHON KPUITOIPAMMBI.

3. IlpoBectu pemm@poBaHHWE AaHHOW KPHUITOTPAMMBI, B pPE3ylbTaTe JOJKEH OBITH
IIOJIy4€H UCXOHBIN TEKCT.

4. PezynpTathl paboThl 0OPMUTH B BUJIE OTUETA.

[IpakTuueckas pabora 2.

1B3sTh y npenogasarens napameTpsl reueparopa IICU: A, C, TO, b.

2. Pa3paborare nporpamMmmy mudpoBaHus U AeIM(POBAHUS TEKCTA.

3. IlpousBectu mmdpoBaHue UCXOJHOTO TEKCTA, MOJIYUYUTh UPPOTpaMMy, OCYILIECTBUTD
ee JemrdpoBaHre U CpaBHEHHE C HUCXOJHBIM TEKCTOM. PekoMmeHayercst i MpeicTaBlICHUs
CHUMBOJIOB UCXOJHOI'O TEKCTA UCIIOJIb30BaTh CTAHAAPTHYIO KOJUPOBKY CUMBOJIOB.

4. IIpousBecTH U3MEHEHHE OJTHOTO WJIM HECKOJIbKO MapaMeTpoB IeHepaTopa CllydailHbIX
YHCell, OCYIECTBUTh MOTy4YEeHUE U(PPOrpaMMbl U CPaBHEHHE €€ ¢ MPEbIAYIIIUM BapuaHTOM.

5. Pe3ynbraTel paboThl OPOPMUTH B BUIE OTUETA.

[IpakTuyeckas pabora 3.

1 B3sars y npenonasarens mapaMmerpsl cetn Oenmrens.

2. Pazpabortare mnporpammy mm@poBaHus U JemupoBaHUS Tekcra Osokamu, B
porpaMMe MpeaycMOTPETh BBOJ KPUOTOrpaUuecKkoro Kioya, BBIUMCICHHE O0pa3yromen
GyHKLNY, 3aBUCAIIECH OT MaTeprasa Kiiroya 1 4acTu OJI0Ka.

3. IIpousBectu mudpoBaHrne UCXOAHOTO TEKCTA, MOTYYUTh MU(POrpaMMy, OCYIIECTBUTh
ee nemuppoBaHUe U CPABHEHHE C HCXOJHBIM TEKCTOM.



4. PezynpraThl paboTsl 0QOPMUTH B BUJIE OTUETA
[IpakTrueckas padoTa 4.
1. Pa3zpabortarp mnporpaMmy, OCYIIECTBISIONIYI0 MmHU(pOBaHHE U Jemu(poBaHUE

coobmenus anroputMoMm RSA. Kitoun renepupyroTcsi Ha OCHOBE YMCEIN P U (, 3HAYEHUS B3STh Y
npenonasarens. [Ipu BeiOOpe uncia e uCcrnoab30BaTh MUHUMAJIBHO BO3MOXKHOE

2. I/ICXOI[HOC COO6IHCHI/IG M MOKET COCTOATH U3 CUMBOJIOB. KaK PYCCKOIo, TaKk 1 JIF000T0

apyroro andaswura.

o

3. OGecrieunTh BBIBO KJIFOYEH U 3a1TU(POBAHHOTO TEKCTA.

4. B nporpamMmMe peaycMOTPETh POBEPKY, SIBJISIOTCS JIM J]BA YHCIIA B3aUMHO ITPOCTHIMH.
5. Pe3ynbraTel paboThl OPOPMUTH B BUIE OTUETA.

[TpakTuyeckas pabora 5

B3t y npenogaBatelis aNropuT™ BEIYUCICHHS XM YHKINUN (KOHTPOJIBHOW CYMMBI).
PeanuzoBaTh mporpaMMHYIO peaqu3aluio aaropuT™Ma Co31aHus U IPOBEPKU
AIIEKTPOHHO-IIU(PPOBOI MOIIHCH.

[TonmucaTtk TEKCTOBOE COOOIIEHUE

[TpoBeputs npaBunabHOCTH DI

BHecTu n3MeHeHs B CI€TaHHYIO MOAMKUCH. Y OeIUTCS, YTO MOAMKUCH HE SBISETCS
MOJUTUHHOM.

Pe3ynbrarel paboTel 0OPMUTH B BUJIE OTYETA.

Kpamxue memoouueckue ykazanus
Ha BpimonHeHue oHOM npakTudeckoi pabOThl OTBOAMUTCS HE MEHEE TPEX JBYXUaCOBBIX

3anaTuil. Ilocrne BeIOIHEHUS KaH(ﬂOﬁ HpaKTH‘ICCKOﬁ pa6OTBI CTYACHT HOJIKCH IPEACTABUTH
OTYCT O €€ BLIIIOJIHCHHH, a TAKIKEC, 10 YKa3aHUAM IIPCIIOAaBaTCIsl, BBIIIOJIHUTL JOIIOJIHHUTCIBHBIC
3aJaHus 110 TEMC.

IlIxana oyenku

OrneHka

Banaer Omnucanne

5

Ol1leHKa «OTIMYHO) BBICTABJIACTCSA, €CJIA CTYAEHT BBIIIOJIHUJ 3alaHNUEC, IPAaBUIILHO
TTPUMCHUIT METO/IbI.

15-19

4

OrneHka «XOpOoMIO» BBICTABIIACTCA, €CJIU CTYACHT BBIITOJHUII 3a/laHUEC, TIPABUJIBHO

10-14
TIPUMEHII METObI, HO COBEPILIII JOTHUECKUE OLINOKH.

Onenka «YOOBJIETBOPUTEIIBHO» BBICTABJIACTCSA, €CJIA CTYACHT BBIIIOJTHUJI 3alaHUEC,

4-9
HO IPUMCHUJI METOIbI HE BCE H606X0,HI/IMI>IC MCTO/JIbI JJI1 €I0 BBIIIOJIHCHHS.

OrneHka «HEYOBJIETBOPUTEIBLHO» BBICTABJIACTCA B ClIy4ae€, €CJIM CTYACHT HE BBINIOJHWUIT 3aJaHUC u/
0-3 WM HEBEPHO MPUMEHUIT METObL HGOGXOZ[I/IMLIG €ro
BBITTOJIHCHUS.

5.3

IIpumepHBbIe TeMBbI AJ15 OIpoca

Yro Takoe kpunrtorpaduueckas 3amura HHGopMauu?
Kakue cymiecTByrOT TUIIBI KpUIITOTpauIeckux cuctem?
HazoBute Hanbonee pacripocTpaHEHHbIE COBPEMEHHBIE CHMMETPUYHBIE MIUPHI.
Onumute npuHmn padotsl RSA-mmdposanus.
Kak obecnieunBaercs 11eJIOCTHOCTh IIEpEaBaeMbIX JTaHHBIX ?
OOBsicHHUTE, YTO TaKOE KOJUTM3HSI B KpUITOTpaduu.
[lepeuncnure TpU TIABHBIX KpPUTEPUS HAJEKHOIO KPUITOrpapuuecKoro

NookrwnpE

IMMPOTOKOJIA.

nmaxkeTa

8. Kakoit MexaHH3M MpenoTBpamaeT MOBTOPHOE MCIOJIH30BAHUE MEPEXBAYCHHOTO
nanHbIx ("replay attack")?

9. [IpuBenute onpeneneHue OJHOHANIPABICHHON (QYHKIIMH.

10.  Yro takoe PKI (Public Key Infrastructure)?

11. Kakue Mepel MpenocTOPOXKHOCTH TMPUMEHSIOTCS TNPH XPAHEHUHM 3aKpPBITHIX

KITFOYeit?

12. Kak paboTaer cxema 3J1eKTpOHHON noanucu?



13. [ToueMy Ba)kKHO PETYJISIPHO MEHSTH ITAPOJIU U KIIIOUN?

14, Kaxkue yrpo3bl CBsI3aHBI ¢ UCIIOIB30BAHUEM CIA0BIX TTApOJIeii?

15.  HazoBuTe Ba)XHEWIIYIO POJIb KPUNTOTpaGUU B 3alIUTE MEPCOHAIBHBIX TAHHBIX.

Kpamkue memoouueckue ykaszanus

JUist IOATOTOBKY K 9K3aMEHY CTYACHTY HEOOXOIUMO M3y4YHTh JICKIIMOHHBIA MaTepuai, a
TaK e MaTepuall IPeICTaBICHHbBIN B TONOJHUTEILHBIX UCTOYHUKAX.

IIxana oyenku
OreHka Bamer Omnucanue

OHeHKa «OTJIMYHO» BBICTABJIACTCA CTYACHTY, €CJIM OH l"J'Iy6OKO 1 IIPOYHO YCBOUJI IPpOrpaMMHBI
i Marepual HCUCPIIbIBAIONIE, TOCIEA0BATECIIbHO, YETKO U JIOTUYECKU CTpOfIHO €ro usjiarac€t, ym

5 14-20

€eT TECHO YBSI3bIBaTh TEOPHUIO C

MIPAKTUKOM.

O1eHKa «XOpOIIO» BBICTABIISIETCS CTYIEHTY, €CIIH OH TBEPAO 3HAET MaTepHal, IPaMOTHO H IO ¢
4 8-12 YILECTBY U3JaraeT ero, He J0IMycKas CyIECTBEHHbIX

HETOYHOCTEH B OTBETE Ha BOIPOC, IIPABUILHO IPHMEHSICT TEOPETHUECKUE MOIOKEHUS IIPU Pert
€HHH NPAKTHIECKHX BOIPOCOB M 3a1ad.

OneHKa «yIOBIETBOPUTEIBHO» BBICTABIIACTCS CTYICHTY, €CJIH OH UMEET

3 2-6 3HAaHMS TOJBKO OCHOBHOT'O MaTepHala, HO HE YCBOWIJI €ro AeTalie, JOMyCKaeT HeTOYHOCTH, Hell
OCTATOYHO NPaBHIbHBIC (JOPMYIHPOBKH.

OneHKa «HEeyIOBICTBOPUTEIILHOY» BBICTABIISCTCS CTYACHTY, KOTOPBIIl He 3HaeT 3HAYUTEIILHON 1
2 0-2 acTU IPOrPaMMHOI0 MaTepuala, JOIyCKaeT CyIleCTBEHHbIC

OLTHOKH.
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