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1 Hean, niianupyemMble pe3y/ibTaThl 00y4eHHUs 110 AUCHHUILIMHE (MOLYJII0)

Lenpto AUCHUIIUHBL SBISETCS OCBOCHHME CTYJCHTaMU METOJIOB, CIIOCOOOB U CPEJICTB
IIPOrPaMMHOM U anllapaTHOW pealn3aluy aIrOpUTMOB TEOPUU YUCEII

3azaqyaMy OCBOEHUS IUCLUIUINHBI SIBIISIFOTCS:

— U3y4eHHE MaTeMaTHYEeCKUX OCHOB KpHUIITOrpaduu;

— MOJIy4EeHHUE CTYIEHTaMH 3HaHUH O MPOCTEHITNX cHcTeMax Mu(pOBaHUS;

— mproOpeTeHNe HaBBIKOB UCTIOIB30BAHUS AJITOPUTMOB TEOPHH YHCEL.

[InanupyembIMu pe3yapTaTaMu 00y4eHUs 10 AUCHUIUIMHE (MOIYIIO), SIBJISIOTCS 3HAHMS,
yMeHUsl, HaBbIKH. [lepedeHb MIaHupyeMbIX pe3yJbTaToB OOydeHUs MO JAUCUUIUIMHE (MOAYIIIO),
COOTHECEHHbIX C IUJIAaHUPYEMBIMHU pe3yJIbTaTaMH OCBOEHMS 00pa30BaTEIbHOM IPOrpamMMBbl,
npecTanieH B Tadnuue 1.

Tabmuna 1 — Komnerenuu, popmMupyemblie B pe3yibTaTre U3ydeHUs! AUCHUTIINHBI (MOTYIIs)

Pe3ynbraTel 00y4eHus mo
Kon u o Kon n JIUCITUTUIAHE
OpPMYJIHPOBKa
Haszsanue OIIOII BO, dopMyIpoBKa MI})IﬂIZKaEOpa Kox
COKpAILlEHHOe
KOMIICTCHIH AOCTIOKCHIA pe3ynb | dopmynupoBka pesysbTaTa
KOMIICTCHIIN U
Tata
11.03.02 [TKB-3 : Criocoben | I[IKB-3.1xk: PJI1 3HaHKWE | ANTOPUTMBI
«MH(}HOKOMM YHUKAITUOHHBIE | peIIaTh 3a1a4u Hcnone3yer TEOPUU YUCEN U
TEXHOJIOTUU U CUCTEMBI npoeccHoHaILHON | HOPpMAaTHBHBIC IIPOCTEHUILNX
CBA3W» JACATCIIBHOCTH C JAOKYMEHTHI, CUCTEM
(b-UK) YUETOM TEKYIIETro perIaMeHTHPYIOIIHE mnppoBaHus U
COCTOSIHMSA U padoty 1o 3amuTe 0COOEHHOCTHU HX
TeHACHLIUH uHpOpMaLHH, a peanu3anuu
Pa3BUTHUA TaKoKe MOJOKEHHUS,
MHPOPMALMOHHBIX | MHCTPYKLHMHU U
TEXHOJIOT Ui, Ipyrue
CpencTB OpraHU3aLOHHO-
TEeXHUYECKOU pacropsiauTeIbHbIE
3aLIUTHI JOKYMEHTBI IS
undopmanuu, perieHus
ceTell M CHCTeM HIOCTaBIJIEHHBIX
nepefadu 3a1a4
MHpOpMaUn TKB-3.2x : 3naer P2 | Ymenue | pemats
COBPEMEHHYIO NPUKJIaJHBIE
9TAJIOHHYIO MOJIENb 3a7a4n
B3aUMOZCIHCTBHS KPHUITOJOTHH C
OTKPBITHIX CHCTEM, UCIIONB30BAaHUEM
TPUHIATIBL AJITOPUTMOB
MOCTPOCHHS TEOpHUH YHCEl,
(YHKIMOHUPOBaHHS COCTaBIIAIT U
CHCTEM U ceTei peann3oBBIBaTh
nepeiadn AJITOPUTMBI
nHPOpMAaLII
IIKB-3.4xk : P14 | 3nanme | coBpeMEHHBIC
OrneHnBaeT MIPOrpaMMHEIE
3(h(HeKTHBHOCTH U cpencTBa IS
HaJIeKHOCTh pelIeHus
3aIUTHI TIPUKJIIaJHBIX
BBIYHCITHTEIBHBIX 3agaq
ceTel, Kpunrorpaduu
OIepPaIMOHHBIX
cucteM u 0a3
JTAHHBIX




I[IKB-4 : Cnocoben | ITKB-4.1xk : P13 HaBbik | HaBbIKaMHU
OCYIIECTBIIATh Omnpepensier pereHus

cOop u aHamM3 HUCTOYHUKA TIPUKJIATHBIX
WCXOJHBIX TAaHHBIX | WHOpMAaIH, 3a1a4

JUTS perIaMeHTHP YIOIITHE KPHUIITOJIOTUH C
MPOCKTHPOBAHWS, JIeSITETHHOCTB, HCIIOJIE30BaHIEM
MPOCKTHPOBATH U CBSI3aHHYIO C aJTOPUTMOB
pa3pabaThiBaTh opraHu3aIuein TCOPHUH YHCEIT
YCTPOMCTBA CBS3H U | TIOJIUTHUKH

KOMITOHCHTBI 6e3omacHoCcTH

CHCTEM 3aIlIUTHI

nHpopmanun

B mporecce ocCBOGHUS IUCHUILUIMHBI PEMIAIOTCS 3aa4d BOCIHMTAHUS TapMOHUYIHO
pPa3BHUTOHN, MATPUOTUYHOW W COIMAIBLHO OTBETCTBEHHOW JIMYHOCTH HAa OCHOBE TPATUITHOHHBIX
POCCHIICKHX JTyXOBHO-HPABCTBEHHBIX U KYIbTYPHO-UCTOPUIECCKHIX IIEHHOCTEH, MPECTaBICHHBIC
B TaOnuue 1.2.

Tabmuna 1.2 — I{eneBbie OpUEHTHPHI BOCTIUTAHUS

®opMupoBaHUE LIEHHOCTEH

BocnuraTebHbIe 3agaun He.]]eBbIe OPMECHTHUPLI

(I)Ole/lI)OBaHI/le rpamnancxoifl MO3UIMH U MAaTPUOTU3IMA

PazButHe naTpuoTU3Ma U rpaxJaHCKON

BauMatenbsHOCTS K JACTAISAM
OTBCTCTBCHHOCTH

I'paxxnaHcTBEHHOCTH

<I>0panOBalme AYXOBHO-HPABCTBCHHBIX HeHHocTel

BocnuTanue 4yBCTBa 10NITA H
OTBETCTBCHHOCTH TEPE CEMbCH 1
00111eCTBOM

Fpa)KILaHCTBCHHOCTI) CHUCTEMHOE MBIIILJICHUE

®opMupoBaHTEe HAYYHOTO MHPOBO33PEHUsI U KYJIbTYPbI MbIILJIEHUS

PasBurtne no3naBaTenbHOro HHTEpECAa U
CTPEMJICHUS K 3HAHUAM

JloOpoxenaTenbHOCTh U

[Tatpuoruzm
OTKpPBITOCTh

(I)OpMHPOBaHHe KOMMYHHKATUBHBIX HABBIKOB U KYJbTYPbI oﬁmemm

PazButre ymeHust 3pPeKTHBHO 00IIATHCS
U COTPYIHUYATD

Bzaumonomornis u
B3aMMOYBa)KEHHE

CucreMHO€e MBIIIIECHNE

2 Mecto pucuunimubl (Moay.s) B crpykrype OIIOII

Jucuumnnuna «MaremMaTH4ecKre METObl 3aIUThl HHPOPMAIUI» OTHOCUTCSA K 0a30BOM
gyactu «bnoka 1 Jlucuumiausael (Momymu)» ydeOHoro TutaHa croenuansHOocTH 10.05.03
«UupopmanrionHas 6€30MaCHOCTh aBTOMATU3UPOBAHHBIX CHCTEM». BXOIHBIMH TpeOOBaHUSIMHU,
HEOOXOIUMBIMHU ISl OCBOCHHUSI IUCIUTUIMHEIL, SIBISIETCS HATHUKE Yy 00yJaroluXcs KOMIIETSHIINH,
cOpPMUPOBAHHBIX TPU H3YYCHUU [UCHUIUIMH W/MIW TPOXOXKICHUHM TPAKTUK «Anredpa u
reomeTpusi», «MaremMarnueckuil aHanu3 monaynb 1». Ha naHHyr0 AMCUMIUIMHY ONUPArOTCs
«Kpunrorpadudeckre mpoTOKOIB.



3. O0beM qUCHHMNJIMHBI (MOYJIs1)

O0bveM auCHUIUIMHBL (MOIYJIsl) B 3a4EeTHBIX EAMHUIAX C YKa3aHHEM KOJMYeCTBa
aKaJIEeMUYECKUX YacoB, BBIJCICHHBIX Ha KOHTAKTHYIO paboTy ¢ oOydarommmucs (M0 BHAAM
y4eOHBIX 3aHATHUI) M HA CAMOCTOSTEIbHYIO paboTy, MpUBe/ieH B Tabnuue 2.

Tabmuua 2 — O6mas Tpya0eMKOCTb JUCIUTUIAHBI

C Tpyno- O06BbeM KOHTAKTHOM paboThI (Yac)
eMecTp | emkocTh
Popwma Yactb (Ouilp? ) Bueaynu- ®opuma
Hazsanue OIIOII BO obyue- AynutopHas A CPC | arrec-
s vIiI Kypc TOpHAst I
(300, (3.E) | Beero 1
030) nek. | mpak. | ma6. | ITA | KCP
11.03.02
uoommyrnkaumontie | g, | 51 j1p p 6 5 98 | 36 | 36 0 [ 1] 25| 8 )
TEXHOJIOTMH U CHCTEMBI
CBSI3H

4 CTpyKkTypa M coaeprkaHue TUCUUILIMHBI (MOXYJIs1)

4.1 CTpykTypa AMcuunauHbl (Moayas) ajas OPO

TemaTnuecknii TUTaH, OTPAKAIONIUN COACpPKAHWE MUCHUILIMHBI (TIEpeueHb pa3AeiioB H
TE€M), CTPYKTYPUPOBAHHOE TIO BUJIaM YICOHBIX 3aHATHH C YKa3aHUEM X 00BEMOB B COOTBETCTBUH
¢ y4eOHBIM IJIaHOM, TIpHBEACH B Tabmuie 3.1

Tabmuma 3.1 — Pa3znensl nucuurinael (MOIYIIS), BUABI YIEOHOU MeATEILHOCTH U (POPMBI
TeKkyero KoHTpoJist ajasg OPO

Kon pe- Kos-Bo yacoB, oTBeicHHOE Ha @
opMa
Ne Hazpanue Temsl 3ynbTaTa
Jlex IIpaxr J1a6 CPC TEKYLIEro KOHTPOJIA
00yUeHUsI
Teopus uucen u PAL
1 an 56 ANUECKIE OCHO P2, 6 6 0 18 MpaKTHYECKOe 3a7aHne
re0panyecKue OCHOBBI P13, PJl4
Kpunrorpadpuueckue PA1,
2 S — PII2, PI3 6 6 0 18 MpPaKTHYECKOe 3a7aHue
PJIL,
3 | Cummerpuynoe mmppoBaHue PII2, PII3 6 6 0 18 MpPaKTHYECKOe 3aJaHne
AcHMMeTpuYHbIE PA1,
4 KpHIITOCHCTEM B PI2. PI3 6 6 0 18 MpaKTHYECKOe 3a7aHne
[punoxenus kpunrorpaduu u P,
5 P2, 6 6 0 18 MpaKTHYECKOe 3a7aHue
yIpaBJIeHHe KI04aMu P13, PJl4
PA1,
6 | Kpunroanamus P2, 6 6 0 18 MpaKTHYECKOe 3a7aHue
P/3, P14
Hroro no Taéimue 36 36 0 108

4.2 Coaep:kanne pas3fieaoB U TeM AUCHUILTHHBI (Moayas) aiasgs ODPO

Tema 1 Teopus yucen u ancebpauiecKkue 0OCHOBbL.

Conepxanne Tembl: OCHOBHBIE NOHATUS TEOPUM YHUCEN: AEIUMOCTb, CPaBHEHHE II0
MOJYJII0, pacluupeHHbli anroputM EBkinaa. @akropusanys U BIYUCICHUS B KOHEYHBIX IOJISX.
IIpumenenune teopembl Oiiepa-Pepma U KuTalickoil Teopembl 00 ocTartkax. BpeneHue B
aOCTpakTHYIO aNredpy: rpyIIibl, KOJIbLA, MOJIS. .

@opMbl U METOJBI MPOBEACHUS 3aHATHI TMO Teme, MpUMEHseMble 00pa3oBaTelIbHbIC
TEXHOJIOTUH: JIEKLUS, IIPAKTUYECKOE 3aHATHE.



BI/I,Z[LI CaMOCTOSATEIbHOM MNOATOTOBKH CTYACHTOB IO TEMC: IOATOTOBKA K MMPAKTUYCCKOMY
3aHATHUIO.

Tema 2 Kpunmoepaghuueckue npumumusbi.

Conepxxanmne Tembl: Xem-(pyHKIMM M HMX CBOiicTBa. ['eHepamusi CiydailHbIX 4YUCEN H
IICEBJIOCTYYailHBIX MOCIEA0BATEIbHOCTEHN. boyHbIe M NOTOKOBBIE MN(PHI: 0OIIME TPUHILIUIIBI U
otinyust. OJHOCTOPOHHME (PYHKIIUU U CXEMBI pa3eiieHUs! CEKpeTa. .

@opMBl M METOJIbl IPOBEACHUS 3aHSITUH IO TeMe, MPUMEHsEMble 00pa30BaTEIIbHbBIE
TEXHOJIOTUU: JIEKLIUS, IPAKTUYECKOE 3aHATHE.

Bunel camocTosiTenbHOM MOATOTOBKH CTYACHTOB 10 TEME: IOJArOTOBKA K MPAKTUYECKOMY
3aHATHIO.

Tema 3 Cummempuunoe wugposanue.

Copnepxanne Tembl: Mcropus pa3BUTHS CUMMETpUYHOTO HiudpoBaHus. CoBpeMeHHbIE
6mounbsie mmdpel: DES, AES. Pexxumbl pabotsl 010unbix mugpos (ECB, CBC, OFB, CTR).
[ToToxoBbie mmgps: RC4, ChaCha20.

@®opMBl M METOJbI IPOBEINCHUS 3aHITUH MO TeMe, MpPUMEHseMble 00pa3oBaTEJIbHbBIE
TEXHOJIOTUU: JIEKIIUSI, TPAKTUUYECKOE 3aHSATHE.

Bunel camocTosiTenbHOM MOATOTOBKH CTYAEHTOB 110 TEME: MOJrOTOBKA K MPAKTUYECKOMY
3aHATHUIO.

Tema 4 Acummempuunvie KpUNMoCcucmemsi.

Copnepxanne tembl: Ilpununun acummerpuyHoi kpuntorpadguu. RSA-mudposanue u
nudposas noanuck. umntaudeckue kpusblie 1 ECC-kpuntorpadus. [Ipumepsr peanuzanuii u
obyacTelt MpUMEHEHUSL. .

@opMBl M METOJbI IPOBEICHHS 3aHITUN IO TeMe, MpPUMEHseMble 00pa30BaTEIbHbBIC
TEXHOJIOTUU: JIEKIIUS, TPAKTUUECKOE 3aHSATHE.

Bunel camocTosTenbHOM MOArOTOBKH CTYACHTOB 10 T€ME: MOJArOTOBKA K MPAKTUYECKOMY
3aHATHUIO.

Tema 5 Ipunooswcenus kpunmoepaguu u ynpasienue Kiouamu.

Copepxanue Tembl: AyTeHTHQHKAIUSA MOJb30BaTesied U OOMEH COOOIICHUSMHU.
Nudpactpykrypa oTkpeiThix Kiroueit (PKI) u nudpossie ceprudukaTe. YpapieHue KIIOUaMu U
KU3HEHHBIM IMKJIOM KIIFOYeil. DJEKTpOHHAs MouYTa W BEO-IIPOTOKOJBI C HCIOJb30BaHUEM
SSL/TLS.

@opMBl M METOJbI IPOBENCHHS 3aHITUN IO TeMe, MPUMEHseMble 00pa3oBaTEIbHbBIC
TEXHOJIOTUU: JIEKIIUS, TPAKTUUECKOE 3aHSATHE.

Buner camocTosITeNnsHOM MOATOTOBKH CTYACHTOB 10 TEME: MOJArOTOBKA K MPAKTUYECKOMY
3aHATHUIO.

Tema 6 Kpunmoananus.

Copepxanue Tembl: TUNHYHBIE aTakd Ha KPUITOCUCTEMBI: IupdepeHIHanbHbIi U
TUHEHHBIA KpUNITOaHATN3. ATaku Ha XdHI-QYHKIIMH U T€HepaTophl CiIyd4alHbIX yucen. OleHka
3¢ GEeKTUBHOCTH aTak M Mepbl MPOTHBOJACHCTBUS. AHAmU3 ClHa0bIX MECT CYIIECTBYIOIIHNX
CTaH/IapTOB MU(POBAHUS. .

@opMBI U METOJBI TPOBEICHHS 3aHITUN MO TeMe, MPUMEHseMble 00pa3oBaTEIbHbBIC
TEXHOJIOTUU: JICKIUS, TPAKTUYECKOE 3aHSITHE.

Bunbl caMocTOsATEIbHOM MOATOTOBKU CTYIEHTOB 10 TEME: MOATOTOBKA K MPAKTUYECKOMY
3aHATHIO.



5 Meroauveckne yKazaHusi sl OOYYAKOIIMXCH MO0 M3YYEHHI0 M peaTu3auuu
AUCHHUILINHBI (MOYJIs1)

5.1 Meroauyeckue peKOMEHIAUHM O0YYAIOIIMMCA MO0 M3YYeHHI0 IHCHHUILUIMHBI W 10
o0ecreYeHNIO0 CAMOCTOATELHON padoThI

CamocrosarensHas padora cryneHToB (CPC) — 3T0 AEATenhHOCTh YYaniuxcsi, KOTOPYIO
OHH COBEPIIAIOT 03 HEMOCPEICTBEHHON MIOMOIIY M YKa3aHUH MPEToIaBaTelis, PyKOBOJICTBYSCH
c(OPMHUPOBABIIMUMHUCS paHEe MPEICTABICHUSIMH O TIOPSAIKE W TMPABHIBHOCTH BBITIOJHEHUS
onepanuii. llens CPC B mporiecce oOydeHus 3akiI04aeTcs, Kak B YCBOCHWU 3HAHWM, TaK U B
(hopMHUpPOBaHUH YMEHUI U HABBIKOB I10 UX HCIIOJIb30BAHHIO B HOBBIX YCIOBHUSX HA HOBOM Y4eOHOM
Marepuaie. CamocTosTeNbHasE paboTa Mpu3BaHa 00ECMEeYMBaTh BO3MOXKHOCThH OCYIIECTBIICHHS
CTYJACHTAMH CaMOCTOSTEIHHON MO3HABATEILHOM NIEATCILHOCTH B OOYYCHUH, U SBIISETCS BUIOM
y4eOHOTO TpyAa, CHOCOOCTBYIOMIETO (OPMUPOBAHUIO Y CTYACHTOB CaMOCTOSTEIbHOCTH. B
JTAHHOW Y4eOHOW MpOorpaMMe MPUBEICH IMEPEYCHb OCHOBHBIX M JIONIOJHUTEILHBIX HCTOYHUKOB,
KOTOpBIE TpeaiaraeTcss M3y49uTh B Ipolecce OoOMydeHWs 1o aucuuiuimHe. Kpome Toro, mis
paciiupeHuss W yriIyOJieHWs 3HAHWUW M0 JTAHHOW JWCIMILIMHE IeIeco00pa3HO HCIOJb30BaTh:
Hay4HbIE MYOJMKAIIMU B TEMAaTHUYECKUX JKYpHAJIaX; MOJTHOTEKCTOBBIE 0a3bl TaHHBIX OMOIHOTEKH;
UMerolecss B OMONMMOTEKax By3a M PETHOHA IMYOJUKAMK HAa DIICKTPOHHBIX U OyMaXKHBIX
HOCHTEIISX. YCIEIIHOE OCBOCHUE JUCIUILIMHBI TPEIojaraeT akTHBHYIO padOTy CTYJCHTOB Ha
BCEX 3aHATHAX ayIUTOPHOW (OPMBI: JIEKIMA W TNPAKTUYCCKUX 3aHATHN, BBITOJTHCHUE
aTTeCTallMOHHBIH MeponpusaTuii, 3((EeKTUBHYI0 caMOCTOSTeNbHYIO paboTy. B mpormecce
W3YYCHHS JWCIHILIAHBI CTYACHTY HEOOXOJIUMO OpPHEHTHPOBATHCS HA CaMOCTOSTEIBHYIO
MPOpabOTKy JISKIIMOHHOTO MaTrepraja, MOJrOTOBKY K MPAKTHYCCKHM 3aHSTHSM, BBIITOJTHCHUE
TECTOB, KEHCOBBIX 3aJlaHHUi, CaMOCTOATEIbHOE HM3Y4YEHUE HEKOTOPBIX pasaesioB Kypca Jlid
MIPOBEJICHUS 3aHATUHN JIEKIIMOHHOTO THUIIA UCIOJIB3YIOTCS y4eOHO-HarsIIHbIe ocolus B Gopme
MPE3EHTAIIMOHHBIX  MaTepuasoB, o0OecreynBalOIIUX  TEMAaTUYECKUE WJUTIOCTPALIH,
COOTBETCTBYIOIIME TEMaM JICKIUH, TPEACTaBICHHBIM B ITyHKTE 4 Hactosmen PITJI.

5.2 OcoOeHHocTH OpraHu3aniid OOY4YeHHsl [JIA JHMI € OrPAHUYEHHBIMH BO3MOKHOCTSIMHU
310POBbS U1 HHBAJIHI0B

[Tpr HEOOXOAUMOCTH OOYJAFOIIUMCS U3 YUCIIA JIUI] C OTPAHMYCHHBIMHA BO3MOYKHOCTSIMHU
3JI0pPOBbS 1 MHBAIHJIOB (110 3asBJICHHIO O0YYArOIIEerocs) MPEI0CTABISICTCS yueOHast
nH(OpPMaIKS B JOCTYIHBIX (POPMaX C YIETOM UX HHIAMBUAYAIBHBIX MICUXO(DU3HUCCKUX
0COOEHHOCTEH:

- JUTsI JIUI] C HApYIIEHUSIMU 3PEHHUSI: B IIe4aTHOM popme yBenndeHHbIM pudTOoM; B hopme
ANIEKTPOHHOTO  JIOKYMEHTA; WHAUBUAYAIbHBIE  KOHCYJbTAllUU c MPUBJICYCHHEM
TudIoCcypIoTIepeBOAUNKA; HHANBUAYAIIbHBIE 3aJaHUS, KOHCYIbTAIMH U JP.

- JUIS JIUI] C HApYLIEHUSIMU CTyXa: B Ie4aTHOH hopMme; B popMe 2IeKTPOHHOTO TOKYMEHTA;
WHIUBUAyaJIbHbIE KOHCYIbTAlUM C TPUBICUYCHUEM CYPAOINEPEBOMUYNKA; HWHAUBHUAYaIbHBIC
3a/laHusl, KOHCYJIbTALlUU U JP.

- IS TUT] C HApYILIEHUSIMU OMIOPHO-/IBUTATENILHOTO armaparta: B me4atHoit opme; B hopme
AIIEKTPOHHOTO JJOKYMEHTA; MHIMBUyaTbHbIC 3a/IaHUsI, KOHCYJIbTALUU U JP.

6 ®OoH/ OLIEHOYHBIX CPEICTB I MPOBEICHUA TEKYLIero KOHTPOJISA U MPOMEeKYTOYHOM
arTecTanuy 00y4arMXCcH M0 JMCUUILIHHE (MOIYJII0)

B coorBerctBun ¢ TpeboBanmssmu OI'OC BO s arrectauuu oOydyaromiuxcst Ha
COOTBETCTBHE MX IEPCOHAIBHBIX JOCTM)KCHUH IUIAaHUPYEMBIM pe3ylbTaTaM OOydeHHs 110
JTUCUUIUTAHE (MOIYII0) CO3aHbl (POH/IBI OLIEHOUHBIX CPEICTB. THIOBBIE KOHTPOJIBHBIE 33 JaHUS,



METOJUYECKUE MAaTEpUAIIbl, ONPEACIIIONIUE MPOLUEAYPbl OLCHUBAHUS 3HAHWM, YMEHHUH U
HaBbIKOB, @ TAKXXC KPUTCPHUHU U IIOKA3ATCIIH, HCO6XOI[I/IMBIC JUIS1 OLICHKH 3HaHI/If/'I, YMGHI/If/'I, HAaBBIKOB
W XapakTepusyrouipe dTanbl  (OopMUpOBaHHMS KOMIETEHIMH B  MpoIlecce OCBOCHUS
o0Opa3oBaTesbHON IPOrpaMMBl, ipeacTaBieHsl B [Ipunoxenun 1.

7 YueOHO-MeTOANYECKOEe U HH(POPMALIMOHHOE o0ecneyeHue JUCIUIIUHBI (MOTYJIs)

7.1 Ocnoenaa numepamypa

1. MapreiaenkoB, b. B. OcHoBBI kKpunrorpaduyeckoid 3amuThl HHPOpPMALUH : ydeOHO-
MeToanueckoe nocooue / b. B. MapteiaenkoB, B. A. Banos, M. 1O. Konbimes. — Mockga : PTY
MUPDA, 2023. — 95 c¢. — ISBN 978-5-7339-1807-5. — TexkcT : anektpoHHbIi // JlaHb :
ANEeKTpOHHO-OmOmmoTeynass cucrema. — URL: https://e.lanbook.com/book/368762 (mara
obparenus: 25.05.2026). — Pexum goctymna: ajisi aBTOPHU3. MOJIH30BATENCH.

2. Cepreesa, O. A. OcHoBHI kpunrorpaduu : ydyeOHO-MeTomuueckoe nocobue / O. A.
Cepreesa, A. C. Kyrosas. — Kemeposo : KemI'VY, 2024. — 160 c. — ISBN 978-5-8353-3120-
8. — Tekcr: onextponHslii / Jlamp : snekTpoHHO-OMOmMorewynas cucrema. — URL:
https://e.lanbook.com/book/407729 (matra obpamenusi: 25.05.2026). — Pexum poctyma: mms
aBTOPH3. NIOJIB30BATENIEH.

7.2  Jlononnumenvhas numepamypa

1. Hownrak, 1. M. Kpunrorpadus : yuebnoe nocobue / l11. M. Jlonrak. — Mocksa : PTY
MUPDA, 2021 — Yacts 3— 2021. — 64 c. — TekcT : anekTpoHHbli // JlaHb : 3JIEKTPOHHO-
oubmmoreunas cucrema. — URL: https://e.lanbook.com/book/182517 (mara oGpareHus:
25.05.2026). — Pesxkum gocTyma: [y aBTOPH3. MOJIb30BaTEICH.

7.3 Pecypcor ungpopmayuonno-menekommynuxayuonnou cemu '"Hnumepuem',
eKn04an npogheccuonanvhvle 06a3vl OAHHBLIX U UHPOPMAUUOHHO-CRPABOUHDBIE
cucmemsl (npu HEOOX00UMOCMU):

1. DnexrponHO-0MOMMOTEeYHas cuctema "JIAHB"

2. Open Academic Journals Index (OAJI). IIpodeccrnonanbras 6a3za naHHbIX - Pexxum
noctyna: http://oaji.net/

3. Ilpesunentckas OuOmuoreka wuM. b.H.EmpnmHa (6a3a maHHBIX —pa3IUvHBIX
npodeccuoHaNbHBIX 00acTeil) - Pexxum moctyna: https://www.prlib.ru/

4. WudopmanuonHo-cnpaBouHas cucrema "KoncympranTt I[lmoc" - Pexxum nocryna:
http://www.consultant.ru/

8 MarepuajbHO-TeXHHYECKOe oO0ecreyeHHe AUCHUILIMHBI (MOAYJs]) W IepeYeHb
HH(OPMAIMOHHBIX TEXHOJIOTHI, MCNOJb3yeMbIX MPHU OCYUIECTBJIEHHH 00Pa30BATEIbLHOIO
npouecca no JMCUMILInHe (MOAYJ/II0), BKJIKYAS NepeYyeHb NPOrpaMMHOro odecneyeHust

OcHOBHOE 000pYIOBAHUE:

e KoMmbroTEPHI
HDOFD&MMHOG o6ecnequHe:
e Microsoft Office Professional Plus 2016
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1 Ilepeyenb (popMuUpPYyeMBbIX KOMIIETEH M

Haszsanme OIIOII BO,
COKpaIIeHHOE

Kon u hopmynupoBka KoMIeTeHIN

)51

Kon u hopmynipoBka HHAUKATOPa JOCTIKEHUS
KOMIIETEHIIUU

11.03.02 «uapoxomm
YHUKAIIMOHHBIE TEXHO
JIOTUH U CUCTEMBI CBSI3

m»
(B-UIK)

ITIKB-3 : CniocobeH pemiath 3a1a4qu
npoecCHOHANBHOMN IESITeNEHOCTH

C Y4€TOM TEKYIIEro COCTOSHUS U Te
HZICHIIMI pa3BUTHS HHPOPMAIIMOHH
BIX TEXHOJIOTHH, CPEJICTB TEXHUIEC
KO 3aIUTHl HHPOpMAIHH, CEeTeH 1
CHCTeM Hepenadn nHpopMarmu

ITIKB-3.1x : Mcnonp3yeT HOpMaTHUBHEIE TOKYMEH
TBI, pErIAMEHTHPYIOIIUE PA0OTY IO 3amuTe UHE
OpMallyH, a TaKXkKe MMOJ0XKEHU, UHCTPYKIUU U 1
pyrue opraHu3alOHHO-PACIOPIUTENbHBIE TIOK
YMEHTHI AJIS peIIeHNs TOCTAaBICHHBIX 3aa4

[TIKB-3.2x : 3HaeT COBpEMEHHYIO STAJIOHHYIO MO
JIeNTb B3aUMOJICHCTBUS OTKPBITBIX CUCTEM, IPUH
ITUITBI IOCTPOCHUS U ()YHKIIMOHUPOBAHUSI CUCTE
M U ceTel mepenayn nHpopMaluu

ITKB-3.4x : OuenuBaet 3(h(eKTHBHOCTD U Ha/le
JKHOCTb 3aIllUTHI BBIYMCIUTENIBHBIX CETeH, onepa
IIMOHHBIX CHCTEM U 0a3 TaHHBIX

ITIKB-4 : Cnoco0eH oCcyIecTBIATh
cOOp M aHaJIM3 UCXOIHBIX JaHHBIX
JUISl TIPOEKTHPOBAHUS, IPOEKTHPOBA
Th U pa3padaThiBaTh YCTPOHCTBA CB
SI3U 1 KOMITIOHEHTHBI CUCTEM 3allUThI
uHdopmanuu

ITKB-4.1x : Onpenenser UCTOYHUKH HH(POPMAII
WU, PETJIaMEHTUPYIOIIHNE IeATENbHOCTh, CBSI3aHH
VIO C OpraHu3alyel MONIUTHKHA 0€30TacCHOCTH

Komnerenius cunraercs copMUpoBaHHON Ha JaHHOM 3Talle B ClIydae, €Ciu NOJyYeHHbIe
pe3ynbTaThl OOy4eHHs 1O JUCUUIUIMHE OIICHEHbl IOJIOKUTENbHO (JMana3oH KpUTEepUeB
OILICHUBAHMSI PE3YIHTATOB OOYUEHHSI «3aUTEHOY, KYA0BIETBOPUTEIILHOY, «XOPOILIOY», KOTIUIHOR).
B cinyyae OTCYTCTBHUS MOJIOKHMTEIHLHOM OLEHKM KOMIIETEHIMS Ha JAaHHOM JTale CUHUTAeTCs

Hec(hopMUPOBAHHOM.

2 Iloka3aTe/in OLlEHUBAHUS IJIAHUPYEMbIX Pe3y/JIbTATOB 00yUYeHUs

Komnerenmus IIKB-3 «Crnioco6en pemmath 3a1aun mpodecCuoHaIbHOM NeATeTbHOCTH C
Y4E€TOM TEKYIIET0 COCTOSHUS U TEHICHIIUN Pa3BUTHS HHPOPMAIIMOHHBIX TEXHOJIOTHH, CPEICTB
TEXHUYECKOH 3aIUThl HHPOPMAIIMH, CETCH U CUCTEM Tepeaadn nHPpOopMaIum»

Tab6muma 2.1 — Kpurepuu olieHKH HHIUKATOPOB IOCTHYKEHUS KOMITETCHIIHH

Kon u popmynupoBka HHAUKAT
Opa JOCTIKEHUS! KOMIIETCHIINH

PesynbTar

Kputepun onieHnBaHuS pe3yabT
aToB O0yJYeHHS

[IKB-3.1x : Mcmonp3yer HOpMa
THUBHBIE JOKYMEHTEHI, perJIaMeHT
HpYIOImKe padoTy IO 3aIIUTe U
H(popMaIHH, a TAKXKe ITOJIOKEH
Wsl, ’HCTPYKLUH U APYTHE Opra
HHU3aLHOHHO-PACTIOPSIUTEIbHBI
€ JJOKYMEHTBI JUTS pelIeH s I10C
TaBJICHHBIX 33724

ANTOPUTMBbI TEOPHH YUCET U TIP
OCTEHIITMX CHCTEM IH(pPOBAHH
s 1 OCOOCHHOCTH MX pean3ani

pEILIEHNE TECTOBBIX 3a/IlaHUi

[TKB-3.2k : 3HaeT coBpeMeHHY
10 STAJIOHHYIO MOJIENb B3aUMOJ
€IICTBUS OTKPBITBIX CUCTEM, TP
MHIUIIBI TOCTPOEHUS U (PYHKIIN

peuiaTh NpUKIIAAHBIC 3a/Ia4U KP
HIITOJIOTMH C UCITOJIBb30BAHUEM

AJITOPUTMOB TCOPUHU YUCLII, COC
TABJIATH U pCaJIM30BbIBATH AJITO

Pe3ynbraThl 00y4eHUs 10 AUCIUILUIAHE
Ko | Tu
I I
pe | pe
3- | 3-
Ta | Ta
Pl 3H
1 aH
ue
u
v
P | me
2 HHA
e
PUTMBI

BBINIOJTHEHHUE MPAKTUUECKUX 3a]1
aHuHA




OHUPOBAaHMA CHCTEM U CETE Iie
penauu HHPOpMAIUU

[TKB-3.4k : OuenuBaer 3¢dext
WBHOCTB M Ha/ISKHOCTD 3aIIUTHI
BBIYMCIIUTEILHBIX CETEH, orepa
IIMOHHBIX CUCTEM U 0a3 TaHHBIX

PI

3H
aH
ne

COBPEMEHHBIE IIPOTrPaMMHBIE CP
€/ICTBA I pelleHHs IPUKIaaH
BIX 33Ja4 Kpunrorpaduu

BBITIOJTHEHHE MTPAKTUUECKUX 3a]1
aHuHA

Komnerenuust IIKB-4 «Cnoco6eH oCymecTBIsITh cOOp U aHATIM3 UCXOJHBIX JaHHBIX

JUI IPOEKTUPOBAHUS, IPOEKTUPOBATh U pa3pabaThiBaTh YCTPOICTBA CBSI3U M KOMIIO HEHTBI
CUCTEM 3allUThl HH(POPMALIUK»

Tabnuma 2.2 — Kpurepun o1ieHKA UHAUKATOPOB JOCTHKCHHS KOMITETCHITUN

Pe3ynbraThl 00y4eHust 10 AUCIUIUINHE
Kox u popmymuposka nnukar | Ko [ Tu Kputepuu onieHuBaHus pe3ynbT
opa JIOCTYKEHHs KoMrneTeHmu | A I aToB 00y4YeHUs
pe | pe Pesynbrar
3- | 3-
Ta | Ta
IIKB-4.1x : Onpenenser ucTod
HaBBIKAMHU PEIICHUs TPUKIIATH
HHUKU MH(OPMALIUH, PETrIaMeHT Ha
P BIX 3a/1a4 KPUITOJIOTHH C MCTION | BBIMOJHEHHUE MPAKTUYECKUX 3]
UPYIOLIHUE eITeTbHOCTD, CBA3A BEI N
. 3 b30BaHHEM aJITOPUTMOB TEOPUHU | aHUIl
HHYIO C OpraHHU3aluel MOJTUTHK K
qrcen
1 0€30MaCHOCTH

Tabnuira 3amoaHsAETCs B COOTBETCTBUU € pazaesioM 1 Pabodeit mporpaMMbl TUCITUTIITUHBI
(Momyst).

3 IlepevyeHb OLIEHOYHBIX CPEACTB

Tabnuma 3 — [lepeyeHb OIIEHOUHBIX CPEICTB MO TUCITUTIINHE (MOIYITIO)

HanmMeHnoBaHue OIIEHOYHOTO CPeCTBA U IIP
KouTponupyemble mianupyemble pes | KoHTpomupyemble TeMbl 1 exctapienue ero 8 POC
yIBTAaThl 00y4YeHHs UCLUTUIAHBI TTpoMesKyTOuHas aT
Texymuii KOHTPOJIb
TeCTaLH
Ounast hopma oOyueHns
PIII 3Hanue : AIrOpUTMBITCOP | ] 1. Teopmst 4mcen u anre Ommboc DK3aM€eH B YCTHOM
WK 9UHCETT ¥ IPOCTCUIINX | GpapgecKue OCHOBBI p popme
CHCTeM IU(PPOBAHUSA U OC
obenHocTH MX peammsamu | 1.2. Kpunrorpaduaeckue Onpoc DK3aMeH B YCTHOM
u MPUMHTHBBI dopme
1.3. ComMmerpuanOe TH() Onboc DK3aMeH B yCTHOM
BaHU M
OBaHHUE p opme
1.4. AcummeTpuyHbBIe KpH Onboc DK3aMeH B yCTHOM
MTOCHCTEMBI p dopme
1.5. [lpunoxeHus: KpUITo .
DK3aMeH B yCTHOM
rpacdun u ynpaenerne k1 | Onpoc
dopme
104aMH
OK3aMeH B yCTHOH
1.6. Kpunroananus Omnpoc y
¢dopme
P/I2 YMenue : pewath npukia | | 1 Teopus uncen n anre | IpakTideckas pabo | DK3aMeH B yCTHOI
AHBIC 33711 KPUIITOIOTH | GpapyecKne OCHOBBI Ta dopme




U C UCIOIb30BaHUEM aJIro
PUTMOB TEOPHUH YHUCETN, CO
CTaBJIATh M PEATN30BBIBAT
b AJITOPUTMBI

1.2. Kpunrrorpaguueckue
MPUMHTHBEI

[MpakTryeckas pado
Ta

DK3aM€eH B YCTHOI
dopme

1.3. CummerpruHOe U
poBaHue

[MpakTryeckas pado
Ta

OK3aM€eH B YCTHOI
dopme

1.4. AcumMeTpHUUHBIE KpU
HNTOCHCTEMBI

[MpakTryeckas pado
Ta

DK3aMeH B yCTHOI
dopme

1.5. IIpunoxeHus: KpUNTO
rpaduy U ynpaBieHHe K
109aMHU

[MpakTryeckas pado
Ta

DK3aMeH B yCTHOI
dopme

1.6. Kpunroananus

[MpakTryeckas pado
Ta

DK3aMeH B yCTHOI
dopme

pOrpaMMHBIE CPEACTBA AT
51 pELICHHST IPUKIIAAHbIX 3
ajad kpurrorpaduu

OpandecKue OCHOBBI

Ta

P13 HaBpIx : HaBBIKAMH pelie | | | Teopus uncen u anre | IlpakTuueckas pa6o | DK3aMeH B yCTHOM
HUS TIPUKITAZIHBIX 38189 K | Gnapyeckue OCHOBBI Ta dbopme
PHIITOJIOTHH C HCIIOJIB30B
anueM anropurMos Teopu | 1.2. Kpunrorpadudeckue | Ipaktuueckas pabo | Dk3ameH B yCTHOM
U 4ucen IPHMUTHUBBI Ta dopme

1.3. Cummetpuunoe mmd | [Ipaktudeckas pabo | Dk3aMeH B yCTHOU
poBaHue Ta dopme
1.4. Acummerpuunblie kpu | [Ipaktiueckas pabo | Dk3amMeH B yCTHOM
MTOCHCTEMBI Ta dopme
1.5. IlpunoxeHus: KpUnTo N
[pakTrueckast pabo | Dk3aMeH B yCTHOU
rpaduu 1 ynpaBiieHHuE KIl
Ta dopme
104aMHU
ITpakTHueckast pabo | DKk3aMeH B yCTHOH
1.6. Kpunroanamms P p M
Ta dopme
P4 3HaHWe : COBPEMEHHBIC I | | | Teopus uncen n anre | IIpaktudeckas pabo | DK3ameH B ycTHOI

dopme

1.5. IlpunoxeHus: KpUnTo
rpaduu 1 ynpaBiieHHUE KJl
104aMH

[IpaxTrueckas pabo
Ta

DK3aMeH B yCTHOM
dopme

1.6. Kpunroanamms

[IpaxTtudeckas pabo
Ta

DK3aMeH B yCTHOM
dopme

4 Onucanue npouexypbl OlleHUBAHUS

KauecTBO CcHOpMUPOBAHHOCTH KOMIIETCHIIMM Ha JaHHOM JTare OICHUBACTCS II0
pe3ysbTaTaM TEKYIIUX U MPOMEKYTOUHBIX ATTECTAIMI NP MOMOIIN KOJUYECTBEHHOMN OICHKH,
BBIp2)KCHHOW B Oayutax. MakcuMaibHas cymma 0ajuloB 10 JUcHUIUTMHE (MOIyno) paBHa 100
OajutaM.

O1eHOYHOE CPEICTBO
Bun yueOHoi nesrenbHOCTH Onpoc l(;ITl;aKTquCKax pab SK3aMen Wroro
JIeKIIMOHHBIC 3aHATHUS 20 20
ITpoMexyTOUHAsl ATTeCTALHS 60 20 80
HUroro 80 80 20 100

CYMMa 68.J'IJ'IOB, HaGpaHHHX CTYACHTOM I1I0 BCEM BUaM y‘le6H0fI ACATCIIbHOCTHU B paMKax
AUCHUIUIUNHBIL, IECPEBOAUTCA B OLICHKY B COOTBETCTBUHU C Ta6J'II/II_[eI\/’I.

Cymma 6amto
B

0 AUCIUILTH
HE

Or1eHKa 10 MPOMEK
YTOYHOH aTTecTanu
i

XapakTepucTHKa KauecTBa ChOpMUPOBAHHOCTH KOMIIETCHIINI




«3a4TeHOY /

CTyZ[eHT JACMOHCTPUPYET C(I)OpMPIpOBaHHOCTI) JUCHUIUTMHAPHBIX KOMHeTeHL[PIﬁ, oOHa
PYKUBA€T BCECTOPOHHEE, CUCTEMATHICCKOC U I‘.IIy6OKO€ 3HAaHUEC yqe6H0r0 Marepuaia
, YCBOWJI OCHOBHYIO JIMTEPATYPY U 3HAKOM C Z[OHOHHI/ITCJ]I)HOﬁ HHTepaTypOfI, PEKOME

ot 91 10 100 «OTJIMIHO» HJIOBAaHHOU MPOTPaMMOid, yMeeT CBOOOIHO BBITIONHSTH MPAKTHUECKHE 3aJaHUs, TIPE]T
YCMOTPEHHBIE MPOrPaMMOii, CBOOOHO ONEPUPYET MPHOOPETCHHBIMY 3HAHUSAMH, yME
HUSIMH, IPUMEHSIET UX B CUTYaIIUsIX TOBBIIICHHON CJIOKHOCTH.
CTyleHT IeMOHCTPHPYET CHOPMUPOBAHHOCTD AUCIMIUIMHAPHBIX KOMIIECTECHIIUIA: OCHO
76 110 90 «3a4TEeHOY / BHBIC 3HAHWS, YMCHHUS OCBOCHBI, HO JOITYCKAIOTCS HE3HAYUTEILHBIC OIMUOKH, HETOYH
oT /6 110 «XOpOIIO» OCTH, 3aTPY/JHEHHS PH aHATUTHICCKUX OTEepaInsiX, IEPEHOCEe 3HAHUH U YMEHUH Ha H
OBBIC, HECTAHJIAPTHBIC CUTYAITHH.
CTyleHT AeMOHCTPHPYET cHOPMHUPOBAHHOCT JUCIMIUTHHAPHBIX KOMIIETECHIIUI: B XO
«3a4TEeHOY / JIe KOHTPOJILHBIX MEPOIPHUATHI JIOITYCKAFOTCS 3HAYUTEIILHBIC OIIMOKH, TIPOSIBIISIETCS O
ot 61 0 75 «yIIOBIICTBOPUTEI | TCYTCTBHE OT/ACIBHBIX 3HAHWI, YMCHHUH, HABBIKOB TI0 HEKOTOPHIM JHUCIUTUTHHAPHBIM K
HO» OMIIETCHITUSIM, CTYJICHT WCIIBITHIBACT 3HAYUTEIILHBIC 3aTPYIHEHHUS TIPH ONICPUPOBAHU
¥ 3HAHMSAMH ¥ YMEHHUSIMH ITPU MX TIEpEeHOCE HA HOBBIE CHUTYAIIHH.
«HE 3aUTEHO» / v
or 41 110 60 WY IOBICTBOpHTE CTyIEHTa He C(fl)(gpMI/IpOBa;HBI JUCIUTLTHHAPHBIC KOMITETCHITHH, TIPOSBIIICTCS HE0C
TaTOYHOCTh 3HAHUH, YMEHHH, HABBIKOB.
JILHOY
«HE 3aUTEHO» /
JIMcIuIIHApHBIC KOMITETCHITUH HEe C(OPMUPOBAHBIL. [IposBIIsIeTCS MOTHOE WITH TIPaK
or 0 o 40 «HEYIOBJIETBOPUTE

JIBHO»

THYCCKH ITIOJIHOC OTCYTCTBUE 3HaHI/II71, yMeHPIﬁ, HAaBBIKOB.

S IlpuMepHBIe OLIEHOYHBIE CPeICTBa

5.1 Ilpumepsnl 3axaHNii A1 BHINOJTHEHHS NPAKTHYECKUX padoT

Heas : 3akpenieHne HaBbIKOB pabOThI ¢ 6a30BBIMU 3JIEMEHTAMH KPUIITOTpaQUH.

o 3aganus :
[IpoBecTu sKCIIEpUMEHTAIILHOE UCCIIEIOBAHUE CBOMCTB Xem-(hyHKuuid MDS n

1.

2.

SHA-256.

[IpoBepuTh BBINOIHEHNE OTHOCTOPOHHUX (DYHKIUN Ha MPUMEpPE MPOCTHIX

MOJEIIEN.

PeanuzoBaTh reneparop rnceBaOCTydaiHbIX YUCENl Ha OCHOBE U3BECTHOTO

cTaHJapTa.

Co3znaTh IpoCTYIO CXeMy paseneHnus cekpeta mno cxeme [lamupa.

3. CummeTpuvHOEe IU(PPOBaAHHUE

I_le.nb . IOHUMAaHHUEC MCXaHU3MOB CUMMCTPHUYIHBIX H_II/I(i)pOB H pCXKUMOB UX pa6OTBI.

e 3ananmus :
PacmudpoBka cooOriennit, 3ammppoBaHHbIX ¢ TOMOIIBIO Iudpa Bepaama
(oTHOPa30BOTO OJOKAHOTHOTO IIH(PA).

MonenupoBanue nporecca mudpoBaHus U pacuiuGpoBKU B peKUME
anexkrpoHHoi kauru (ECB) u nenouku 6mokxos (CBC).

HccnenoBanue ysa3Bumoctu pexxuma ECB Ha KOHKpeTHOM npumepe.
Peanuzanus mugppa AES na Python/C++ u npoBepka ero paboTocrnocoOHOCTH.

1.

2.

4. AchMeTpanme KPHUIITOCUCTEMBI

Heas : 0OydyeHue npuHIMIAM pabOThl ACUMMETPUUHBIX CXeM IU(POBAaHUSA U IU(PPOBBIX

HOJIIHUCEN.




e 3ananus :

1.

2.

Coznanue napel OTKPBITBIM-3aKPBITHIN KIIIOUM U1 anroputMa RSA u
JEMOHCTpAIIHS MPOIIecCcoB Mmu(poBaHus U Aemudparvm.

[Moamucanue coobmienus ¢ momomnisio RSA u npoBepka moaTMHHOCTH IUPPOBOIA
MOATHCH.

BbIucnuTh 3JUIMOTUYECKYIO KPUBYIO HaJl IPOCTBIM HOJIEM U IPOBECTU ONEpALIUU
Ha HEu.

Hemonctparnust padots! anroputmMa ECDSA (1 poBoii moAnucH Ha OCHOBE
SJUIANITUYECKUX KPUBBIX).

5. Ilpunoxkenuss Kpunrorpadguu u ynpasjeHue KJI0YaMu

Heap : pa3BUTHE HABBIKOB YIPABICHUS KPUNTOTrpaUUECKUMHU KIIIOUaMU U OpraHu3aluu
MHQPACTPYKTYPbl OTKPBITHIX KITIOUEH.

3ananus :

1. Opranuzarmus npocrtoro 1entpa ceprudukanuu (CA) u cozmanue nudpoBoro
ceprudukara.

2. T'enepanus xiroueit u cepTU(HUKATOB 1T MOJIETTH KIIMEHT-CEPBEP C
ucnosb3oBanueM TLS/SSL.

3. Wwmwranms nporemypsl pacupeaeneHus 1 0OHOBIICHHUS KITFOUEH B CETEBOM
MIPUJIOKEHUU.

4. OrueHka pUCKOB U pa3paboTKa IiaHa Pe3epBHOTO KOMMUPOBAHUS U

BOCCTAaHOBJICHUS 3aKPBITBIX KJTIOYCH.

6. Kpunroananus

Heasn npuoOpeTeHNEe Ha4YallbHBIX HABBIKOB aHajlM3a M B3JIoMa IMPOCTEHIINX
KPHUIITOCUCTEM.
e 3ananus .

1. OcymecTBUTH aTaKy MOJHOTO Nepedopa Ha MPOCTOM MU 3aMEHBI.

2. PeammzoBath nuddhepeHManbHBIA KPUIITOAHAIN3 JJIs1 YIPOIIEHHOTO BapuaHTa
6mounoro mudpa (Hapumep, Speck).

3. IIpoaeMoHCTpHPOBATh KOJLUTM3HOHHYIO aTaKy Ha MIPOCTOM Xelll-(DyHKIIMOHAIIE
(MD4).

4. Omnpenenuts croiikocth mudpa Verge (XOR-nepemenuBanus) K

CTATUCTUYCCKOMY aHAJIN3Y.

Kpamkue memoouueckue ykazanus
Ha BBIMOJTHEHHUE MTPAKTUYECKON pabOThl OTBOJAUTCS HE MEHEE IBYX JIBYX4aCOBBIX 3aHATUN
Llkana oyenxu

OrneHka

Bamnst Ornucanue

5

OneHKa «OTJIMYHOY BBICTABIISIETCA CTYAEHTY, €CIIU OH IITyOOKO M IMPOYHO YCBOMI MPOrPaMMHBI

14-20 # MaTepHaJl HCUePIBIBAIOIIE, TIOCIEA0BATEIFHO, YETKO M JIOTHUECKH CTPOHHO €ro u3Jjaraert

, YMEET TECHO YBS3bIBATH TEOPHIO C MPAKTUKOIL.

OmeHKa «XOpOIIO» BBICTABIIACTCS CTYJCHTY, €CIIH OH TBEPAO 3HAET MaTepHal, TPaMOTHO H IO ¢

8-12 YIIECTBY U3JIaraeT €ro, He AOIMyCKasl CYIECTBEHHBIX HETOUHOCTEH B OTBETE Ha BOIIPOC, MPABIIT

BbHO NMPUMCEHACT TCOPCTUUCCKUE TTOJIOKCHMS NNPU PCIICHUN TPAKTUYCCKUX BOIIPOCOB U 3a1a4.




OneHka «yIOoBIETBOPUTEIHLHOY» BHICTABISCTCS CTYACHTY, €CIIH OH UMEET 3HaHWUS TOJIBKO OCHOB
3 2-6 HOI'0 MaTepuaa, HO He YCBOWII €ro JETaleH, H0IyCKaeT HETOUHOCTH, HEIOCTATOYHO [IPABUIIbH
bIe ()OPMYITHPOBKH.

OmneHka «HeyIOBICTBOPUTEIHFHO» BBICTABISIETCS CTYACHTY, KOTOPBIH HE 3HAET 3HAYUTEIILHON 1
aCTH ITPOrpaMMHOr0 MaTepHalIa, TOMYCKAET CYIIECTBEHHBIE OMIMOKN.

2 0-2

5.2 IlpumepHbIe TeMBbI 1J151 OIIpOca

1. Yro Takoe cpaBHHUTEIbHBIE YPAaBHEHUS IO MOAYJIIO U IOYEMY OHU Ba)KHbI B
Kpunrorpagpuu?

OOBsicHUTE TIOHATHE OJTHOW CTOPOHBI (DYHKIIUU M IPUBEIUTE TPUMEPEI.

Kakue cymecTByrOT THUIIBI KOJIEI] U TIOJIEH, CIIOJIb3YeMble B KpunTorpadum?
OnuimrTe KUTaCKUN OCTaTOK TEOPEMOM U €T0 MCIOIb30BaHUE B KpUNITOrpaduu.
Kaxk cBsi3aHbI MyJIbTUIIMKATUBHBIE TOPSIAKY 3JIEMEHTOB B KOHEYHBIX TMOJISAX U
KPUIITOCTONKOCTB?

abrwmn

Kpamxue memoouueckue yxkazanus

JI71st MIOITOTOBKH K OTPOCY CTYACHTY HEOOXO0AUMO U3YUUTh JICKIIMOHHBIN MaTepual, a Tak
YK€ MaTepuas NpeICTaBICHHBIA B IOMIOJTHUTEIBHBIX UCTOYHUKAX.

IlIxana oyenxu

OneHka banmst Omnucanue
OlLieHKa «OTIIMYHO BBICTABIISAECTCS CTYAEHTY, €CIM OH INIyOOKO M IPOYHO YCBOWJI IIPOrPAMMHBI
5 14-20 # MaTepHall HCUEPIBIBAIOIIE, TIOCIIEA0BATENBHO, YETKO M JJOTUUECKH CTPOMHO €ro usjaraet

, YMEET TECHO YBSI3bIBATH TEOPHIO C MPAKTHKOM.

OleHKa «XOPOLLIO» BBICTABIISETCS CTYACHTY, €CIIM OH TBEPO 3HACT MaTepHall, FPaMOTHO U T10 C
4 8-12 VIIECTBY M3JIaraeT ero, He JOMyCKas CYIIeCTBEHHBIX HETOYHOCTEH B OTBETE Ha BOIPOC, MIPABUIT
BHO TPUMEHSCT TEOPETUYECKUE MOJIOXKEHHS IIPU PEIICHUU NMPAKTHYECKUX BOIIPOCOB U 3371a4.
OlLeHKa «yIOBIETBOPUTEIBEHOY» BBICTABIIACTCA CTYJCHTY, €CIIM OH UMEET 3HAHHS TOJIBKO OCHOB
3 2-6 HOI'0 MaTepHalla, HO He YCBOWJI €ro JeTaNeH, JOMyCKaeT HEeTOYHOCTH, HEJI0CTaTOYHO NPaBHIIbH
bI¢ (POPMYIHPOBKH.

OlLieHKa «HEYIOBIETBOPUTEIEHOY» BBICTABIACTCA CTYJCHTY, KOTOPBII HE 3HACT 3HAUUTEIBHON U
aCTH IIPOrpaMMHOr0 MaTepHaa, IOIyCKAeT CYIIECTBEHHbIE OMIMOKH.

2 0-2

5.3 Bonpocsl k dK3aMeHy

=

Yro Takoe oAHOHAINpaBIeHHbIE (PYHKIIMM U KaK OHU IIPUMEHSIOTCS B Kpunrorpadun?

2. [laiiTe onpeesieHue CPABHUTENBHBIX YPAaBHEHHUH 110 MOYIIIO M MIOKAXKUTE UX CBSI3b C
3aJaueil HaxoX1eHUsI 0OPaTHBIX JIEMEHTOB.

3. OObsAcHUTE pa3HUILy MEXAY IPYNIaMH, KOJIbIAMU U MOJIAMU U IPUBEIUTE IPUMEPHI UX

UCIOJIb30BAHUS B KpUIITOrpaduu.

UYro takoe mmudp BepHama u mouemy oH cuutaercsi aOCOIOTHO HAJICKHBIM?

[lepeuncaure n3BecTHbIE BaM OJI0UHBIE MU(PHI U 0XapaKTEPU3yiTe UX OCOOCHHOCTH.

YeM oTIMUarOTCS MOTOKU MMOTOKOB M OJI0UHBIE MUGPHI? YKaXUTE JOCTOUHCTBA U

HEIOCTATKU KaX/I0TO TUIIA.

7. OxapakTepusyiTe MEXaHU3M PaOOThl CHMMETPUUHBIX MHU(POB U 0003HAYBTE 0OIACTH UX
IPUMEHEHMSL.

8. OO0bscHUTE, Kak pabOTalOT COBPEMEHHbIE CTAHAAPTHI CHUMMETPUYHOTO IIU(PPOBaAHUS
(AES).

9. Yro Takoe xem-(QpyHKIUN U KaKUEe YCIOBUS OHU JIOJDKHBI YIOBJIETBOPATH?

10. IlpuBeaure onpeneneHre 1 Ha3HaAUYCHHE TeHEpaTopa MceBaoCTydaiiHbIX yrcen. Kakue
KPUTEPHH KayecTBa JJIsl HETO YCTAHOBJICHbI?

11. O6bsicHuTe UzIEI0 U YCTpOoHCTBO MpoTokona Aupdu-Xemmana a1 oOMeHa KIIIOYaMH.

12. OnumuTe NpUHIUIBI paboTH KpUNTOcUCTEMbI RSA 1 Ha30BUTE KITIOYEBBIE 3TAIIbI
m@poBaHus U 1emnupoBaHusL.

13. B uem cocTouT paznuuue Mexay ctangapramu DSA u RSA npuMeHuTensHo K

U(ppPOBOMY MOAMUCHIBAHUIO?

SR o



14. OnuinTe KOHCTPYKIHUIO SJUTMIITUYECKIX KPUBBIX U UX IPUMEHEHUE B KpUnTorpaduu.

15. Yro Takoe Infrastructure Public Key (PKI) u kakoBa e€ ctpykrypa?

16. Kakue ocHOBHBIC TTPOOJIEMbI 0€30TTACHOCTH MPUCYTCTBYIOT B pabote SSL/TLS-
IpoToKoJi1a?

17. OOBbsiCHUTE KOHIICTIIUIO KOJUTM3UHU B XeHI-(DYHKIUAX ¥ IPUYHHBI UX BOSHUKHOBCHHSI.

18. B uéM 3aKkiIro4aroTCs aTakd Ha OCHOBE aHAIM3a MOOOYHBIX KAHAIOB U KaK MPEIOTBPATHTD
nofo0HbIC aTaKu?

19. O6BsicauTe MeXaHU3MBI PA0OTHI METOA TOIHOM MepeOOpKH U T PepeHIIHATHHOTO
KPHIITOAHAITN3A.

20. Kakum 00pa3oM OCyIIeCcTBISETCS OIIEHKAa CTOWKOCTH COBPEMEHHBIX KPUITOTPadUIECKUX
AJITOPUTMOB?

Kpamxue memoouueckue yxkazanus

JI71st MOTOTOBKM K PK3aMEHY CTYJIEHTY HEOOXOMMO M3YyYUTh JICKIIMOHHBIM MaTepual, a
TaK € MaTepual MPeICTABIECHHBIN B IONOJHUTEIbHBIX UICTOYHUKAX.

Illxana oyenxu

OrneHka banmst Omnncanne
OlLieHKa «OTIIMYHOY BBICTABIISAECTCS CTYAEHTY, €CIIH OH INIyOOKO M POYHO YCBOWJI IIPOrPAMMHBI
5 14-20 1 MaTepHall HCUEPBIBAIOIIE, TIOCIIEA0BATENBHO, YETKO U JIOTHYECKH CTPOMHO €ro usjaraet

, YMEET TECHO YBSI3bIBATH TEOPHIO C MPAKTHKOM.

OleHKa «XOPOIIO» BBICTABISETCS CTYACHTY, €CIIM OH TBEPO 3HACT MaTepHall, IPaMOTHO H T10 C
4 8-12 VIIECTBY U3JIaraeT ero, He JOMyCKas CYIIeCTBEHHBIX HETOYHOCTEH B OTBETE Ha BOIPOC, MIPABUIT
bHO MPUMEHSIET TEOPETHYCCKHE MOIOKEHHSI TIPH PEHICHUH MPAKTHYSCKHX BOMPOCOB M 3a/1a4.
OlieHKa «yI0BJIETBOPUTEIBLHO)» BBICTABIISETCS CTYCHTY, €CITH OH UMEET 3HaHHS TOJILKO OCHOB
3 2-6 HOr0 MaTepyalia, Ho He YCBOWII €ro AeTajeil, JOMycKaeT HeTOYHOCTH, He0CTaTOYHO NPABHIIBLH
bI¢ (POPMYIHPOBKH.

OlLieHKa «HEYIOBIETBOPUTEIEHOY» BBICTABIACTCSA CTYJCHTY, KOTOPBIN HE 3HACT 3HAUUTEIBHON U
aCTH IIPOrPaMMHOr0 MaTepHaia, IOyCKAeT CYIIECTBEHHbIE OLIMOKH.
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