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1 Hessp, nuiannpyemMble pe3yabTaThl 00y4eHHs 110 AUCHHUIINHE (MOLYJII0)

Lenpto wW3ydeHUs IUCIHMILIMHBI «bBe30MacHOCTh BBIYMCIUTEIBHBIX CETEH» SIBIISCTCS
TEOpEeTUYeCKasi H TMpaKTUYeCKas TOJArOTOBKA CHEIHATMCTOB B o0MacTd obOecredeHus
0€30MaCHOCTH TIPH JKCIUTyaTallMd BBIYUCIHMTENBHBIX CeTel; (OpMHpOBaHUE y OO0y4aeMBIX
npo(ecCHOHANBHBIX ~ KOMIIETEHIIMH B OJKCIUTyaTallMOHHO-TEXHUYECKOH W Hay4yHO-
UCCIIEIOBATEIILCKOW 00JacTax MpoeCCHOHABHON JesTenbHOCTH B cooTrBercTBUM ¢ OII
cneruanbHocTH 10.05.03 - «MHbDOpMannoHHast 6€30MaCHOCTh aBTOMATU3HPOBAHHBIX CHCTEM).

3amaun AUCIUTUINHBL

1. usydenue 6a30Boi HHPPACTPYKTYpPHl HHHOKOMMYHHUKAIIMOHHBIX CETEH, OCHOBHBIX
YCTPOKMCTB U CUCTEM, TpeOoBaHM K 00ecTieyeHHI0 HH(POPMAIIMOHHOI 0€301MacHOCTH,
COOTBETCTBYIOIIMX CTAHJAPTOB, TEXHUUECKUX CHEIU(PUKALUI, TIPOTOKOJIOB U
TEXHOJIOTHi;
M3y4E€HUE OCHOBHBIX yrpo3 B ceTsix OBM 1 MeTO/10B MPOTHUBOICHUCTBUS UM;
OBJIaJICHUE MEXaHU3MaMHU TOCTPOCHHUS CUCTEM Oe30macHoCTH ceTeit DBM;
OBJIa/ICHHE HABBIKAMU 110 MCIOJb30BaHUIO0 KOMIIOHEHTOB 3aIlUILIEHHBIX ceTeil DBM,
CIOCOOHOCTRIO pa3padaThiBaTh MOJIETH yTrpo3 U Mojienu HapyiuTeneit b na ocHoBe
HCXOJIHBIX JJAHHBIX O CETH;
5. mpuoOpereHne HaBBIKOB MTPOSKTHUPOBAHMUS, TIOCTPOCHUS, 00CTYKHBaHUS (IKCILTyaTaIlluN )
W aHaJIM3a 3aluIeHHbIX ceTerl DOBM.

Hown

[TnanupyembIMH pe3ysibTaTaMyd 00Y4EHUS MO JAUCLUILIMHE (MOLYJIIO), SIBJIAIOTCS 3HAHUA,
yMEHMsI, HaBbIKU. [lepeueHp MaHupyeMbIX pe3ysIbTaToB OOyYeHUsS MO JUCUUIUIMHE (MOIYJIIO),
COOTHECEHHBIX C IUJJAaHUPYEMBIMH pe3yJbTaTaMU OCBOCHHUS 00pa3oBaTEeIbHONW MPOrpPaMMBI,

npezcTasieH B Tabnuue 1.

Tabmuna 1 — Komnerenmu, popmupyemblie B pe3yinbTaTe U3YyUeHUS TUCITUTUIMHBI (MOIYIIS)

PCSyJ’IBTaTBI O6y‘IeHI/I$I 10 TUCIHUITTIMHE

Konu
Hassarne OIOII Kox u popmymnuposka (hopmyHEpoBKa Kon
HMHJIIKAaTOpa
BO, cokpatienHoe KOMIIETEHIIUNA
JOCTHKEHUS pe3yiib dopmynupoBKa pe3ysbTara
KOMITCTEHIINT
Tara
10.05.03 OIIK-12 : Criocoben OIIK-12.1x : Pl 3HaHue | ocoOeHHOCTEH
«MudopmannonHas | npuMeHsTh 3HaHUsI B | OueHuBaeT 6e3omacHoCcTH
0e30macHOCTh obnacTu 3¢ GEKTUBHOCT U pacrpeneneHHbIX
ABTOMAaTH3MPOBAHHBIX | 0€301acHOCTH HaJIEKHOCTh nH(pOpMaMOHHBIX
CHCTEM) BBIYHCIIUTEIBHBIX 3alIUTHI CHCTEM; METOJIOB
(UB) cerell, BBIUYHCIIUTEIIbHBIX OLICHKH YIpo3
OTIePaIIMOHHBIX cereit, 0e3omacHoOCTH U
cucTeM M 0a3 JJaHHBIX | OIEpalMOHHBIX CTaHAaPTHI
npu pazpaboTke cucreM u 6a3 nHpopMannoHHOH
ABTOMATH3MPOBAHHBIX | JaHHBIX 0€3011aCHOCTH;
CHCTEM P12 YmMeHue | mpoBOAUTH OLEHKY
MPOEKTHBIX PEIICHUH
pacrpeaeneHHbIX
nH(pOpMaMOHHBIX

CHCTEM Ha IpeiMeT
obecrieueHnst ux
0e30MacHOCTH;
aHaJIM3UPOBATh BCE
YTpo36I 0€30MacHOCTH
B COOTBETCTBUU CO
CTaH/apTamMu
nHPOPMATMOHHON




0€30I1aCHOCTH;
aHATN3UPOBATh
MPOCKTHBIC PEIICHHsI
CHCTEM Ha

COOTBETCTBHE
MeToZaM
obecrieueHust
nH}opMaMOHHOM
Oe3onacHoCTH
P13 HaBpik | mpoextupoBaHus
Oe3omnacHoCcTH
pacrpeaeneHHbIX
HHPOPMAIMOHHBIX
CUCTEM; HaBBIKAMHU
OIIEHKHU yTPO3
0e30MmacHOCTH B
COOTBETCTBHUH CO
CTaHJapTaMH
HHPOPMATMOHHOM
0e30IIaCHOCTH;
OIIK-5 : Ciocoben OIIK-5.2k : P14 HaBpik | pa3paboTku
MIPUMEHSTh Hcnons3yer 9KCILTyaTal[HOHHON
HOpPMAaTHUBHBIC HOpPMATHUBHBIC JIOKYMEHTAITUH I10
MIPaBOBBIC AKTHI, JIOKYMCHTBI, cucTeMaMm
HOpPMATHBHBIC U PperiaMeHTHPYIOIINX obecrieueHus
METOJMYECKHE paboTy mo 3amuTe nHpopManoHHO
JIOKYMCHTBI, nHdopmanuy, a 0e30omacHoOCTH B
periIaMeHTHpYoIe | Takke MOJ0XKEHNU, COOTBETCTBHUH C
JeSITeIBHOCTD TI0 WHCTPYKIIHA 1 JIEHCTBYIOIINMHU
3amurTe nHpopMarm | apyrue CTaHJapTaMH.
OpTraHU3aIMOHHO-
pacTIopsaIuTeTbHBIX
JOKYMCHTBI JJIS
pereHus
MOCTABJICHHBIX
3aaq
OIIK-9 : Cnocoben OIIK-9.1x : PI5 3HaHWE | OCHOBHBIX
pewars 3axa4u IIpumensieT HarpaBJIeHUH
npodeccuoHaTbHOM COBPEMEHHYIO pa3BUTHS
JIeSTeNILHOCTH C STAJOHHYIO MOJIEIIb nHpopmannoHHo-
YUYETOM TEKYILETo B3aUMO/IeiCTBUS KOMMYHHUKAI[MOHHBIX
COCTOSIHUS H OTKPBITBIX CUCTEM; TEXHOJIOTHH 00BeKTa
TEHIICHIMIA Pa3BUTUS | TPUHIIHITBI 3aIIUTHI, METOJIOB H
HHPOPMAITMOHHBIX MTOCTPOCHUS U pOOIeMBI
TEXHOJIOTHH, CPEACTB | (YHKIMOHUPOBAHUS OIICHUBAHHSA yTPO3
TEXHUYECKOH 3alIUTHl | CHCTEM H ceTel 0e30MacHOCTH;
uHhopmaluu, ceTeil 1 | nepenadu OCHOBHBIX yIpo3
CUCTEM Mepenayu uHpOpMAITUH HHPOPMATHOHHOM
uHpOpMAITUH 06e30macHOCTH;
OCHOBHBIX METOJIOB
obecrieueHus
nHPOPMAMOHHON
0€30MacHOCTH,
PJI6 | Ymenue | mcronn3oBaTh
cpezacTBa
MIPOTHBOACHUCTBUS
aTakaMm Ha CETEBOM
KOMILICKC,
MIPUMEHSTh

CUMMCTPUYHBIC U
ACUMMETPUYIHBIC




AITOPUTMBI
mUppPOBaHUS;

P17

3HaHUEe | KOMIIICKCOB
BPEIOHOCHBIX
porpamm,
BHEJ[PSEMBIX B
KOMITBIOTEPBI
CETEeBOT0 KOMILIEKCa
aBTOMAaTHU3UPOBAHHBIX
CHCTEM: TPOSIHCKHE
MPOTPaMMBl, CETEBBIE
YepBH, BUPYCHI,
LITHOHCKHE
POrpaMMBl, CIIaMm;
METOJIOB 3aIIUTHI OT
BUPYCOB; CETEBBIE
9KpPaHbI U CUCTEMBI
oOHapyKEeHUS
BTOP>KEHUH.

P/I8

YMeHue | ucrnonp3oBaTh
METOBI 3aIUTHI
ABTOMATU3UPOBAHHBIX
CHCTEM OT BHPYCOB U
JpYTUX BPEAOHOCHBIX
IIporpamM;
MMPUMCHATH
KOpIOpaTUBHLIC U
HepCOHAaIbHbIE
CETEBBIE DKPaHbI I
OpraHU3aIH
JEMUIUTapU30BaHHON
30HBI
aBTOMATH3HUPOBAHHBIX
CHCTEM, CO3/1aBaTh
MOJICCTEMY 3aIlHUTHI
ceteBoro Tpaduka
aBTOMAaTU3UPOBAHHOM
CHCTEMBI Ha OCHOBE
KOMIIOHCHT
MIPOTOKOJIA
3alIUIEHHOr0 KaHana
IPsec

P/19

HaBpik | skcruryartarym
HHCTPYMEHTAJIbHBIMH
porpaMMaMu
0oOHapyXeHUs aTak Ha
CETEBOM KOMIIJIEKC;
HpOGKTI/IpOBaHI/IH
CI/IMMeTpI/I‘IHI)IX u
aCI/IMMeTpI/I‘IHbIX
KPHUTITOCHCTEM;

B nmponecce OCBOCHUA OUCHUINUIMHBI PEIHAOTCA 3aJadd BOCIIMTAHUA TAPMOHUYHO
paSBPITOfI, HﬁTpHOTH‘IHOﬁ n conuaJibHO OTBETCTBEHHOM JMYHOCTH Ha OCHOBE TPpaaAUIUOHHBIX
pOCCHﬁCKHX AYXOBHO-HPABCTBCHHBIX U KYJIBTYPHO-UCTOPUUCCKUX HCHHOCTeﬁ, MMPEACTAaBJICHHLIC

B Ta0Omure 1.2.

Tabmuua 1.2 — [{eneBble OpueHTUPHI BOCIIUTAHUS

BocnuraTeabHble 3a7a91

®opMHpOBaHNe LICHHOCTEI

LeneBbie OpUEHTHPBI




(I)Ole/IPOBaHI/le rpamnancxoﬁ MO3UIUU U NTATPUOTU3MA

Bocnuranue yBaxenus k Koncturynuu u

N N I'paxknaHCTBEHHOCTH BHMMaTeIbHOCTE K IeTalIaIM
3akoHaM Poccuiickoit ®enepanuu

®opMHpoBaHHe TyXOBHO-HPABCTBEHHBIX IEHHOCTEH

BocnmTanue ayBcTBa noira n
OTBETCTBEHHOCTH NIEPEN CEMbEN U I'paxknaHCTBEHHOCTH KommynnkabensHOCTE
00IIIECTBOM

@®opMHpOBaHHe HAYYHOT0 MHPOBO33PEHUS U KYJbTYPbI MbIIILJIEHHUSA

Pa3BuTre nmo3HaBaTeIbHOTO HUHTEpECa u

HanI/IOTI/I3M AXTUBHas >KU3HECHHAS o3unuAa
CTPEMJICHUS K 3HAHUAM

(I)OpMI/II)OBaHI/Ie KOMMYHHUKATUBHBIX HABBIKOB U KYJIbTYPbI OﬁllleHI/Iﬂ

Bocnmranue KyapTypsl 1Uanora u Cryxenne OtedecTBy U HacroitunBOCTh U yIopcTBO B
YBaKCHUSI K MHEHHIO JPYTHX JFOJICH OTBETCTBEHHOCTH 32 €T0 CyAb0y | DOCTH)KEHHH LIENN

2 Mecto qucuuniaunbl (MoayJsi) B crpykrype OIIOIT

JucnummHa «be30macHOCTh BBIYMCIUTEIBHBIX CETEH» OTHOCHTCS K 0a30BOM YacTH
JUMCIUTUIMH y4eOHOro IiaHa HanpaBJICHUs «MudopmarmonHas 0€e301acCHOCTD
aBTOMATU3UPOBAHHBIX CUCTEM.

BxogapiMu TpeOoBaHUSMHU, HEOOXOAMMBIMH JUII OCBOCHHUS JTUCHUILIAHBI, SBISICTCS
HATHYUE Y 00YyYarOIUXCs KOMITETECHINH, COOPMUPOBAHHBIX MPU M3YyYCHUH TUCIUILIAH W/UITU
NpoXOokJAeHHH TpakTuk «MHpopMatika W  OCHOBBI IIporpamMMmupoBaHus», «OCHOBBI
uH(popMallMoHHON Oe3omacHocTn», «Cetn OBM u TtenexkommyHukauum». Ha naHHyro
TUCIUIIMHY omupatoTcs «I[IporpaMMmHO-anmapaTHbIe CPEACTBA 3aIIUTH WH(OPMALIUNY,

«Pa3paboTka u dKCIUTyaTanust 3aiUIIeHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM).

3. O0bem AUCHUNIMHBI (MOAYJIs1)

O06bemM auCHUIUIMHBI (MOAYJISl) B 3aYETHBIX EIUWHUIIAX C YKa3aHUEM KOJIMYECTBA
aKaJeMUYEeCKUX YacoB, BBIJCNICHHBIX Ha KOHTAKTHYI paboTy ¢ oOydarommmucs (1Mo BHJAM
yueOHBIX 3aHATUI) U HA CAMOCTOATEIbHYIO paboTy, IPUBEIEH B TabauIe 2.

Tabnuia 2 — O01mas Tpy10eMKOCTh TUCITUATIITUHBI

Tpyno- O0beM KOHTAKTHOH paboThI (Yac)
Cemectp | emkoCTb
Popwa Yacte (?/1?1):1) ) Breaynu- Popwa
Haspaune OIIOII BO | o6yue- AynutopHast YA CPC aTrec-
s VII Kypc TOpHas S
(300, (3.E) | Beero 1
0300) nek. | mpak. | ma6. | ITA | KCP
10.05.03
Wudopmanmonnas

6€30IMacHOCTh (0])]0] Cl.b 6 5 91 36 36 0 1 18 89 2
ABTOMATH3UPOBAHHBIX
CHCTEM




4 CTpyKTypa U co/iepKaHue IMCUMILTUHBI (MO1YJIs1)

4.1 CTpykTypa aucuunjanHbl (MoayJs) niass OPO

TemaTnueckuil 1miaH, OTpa)arLUil coaep)KaHUue AUCLUILIMHBI (MIepeueHb pa3fesioB U
TEM), CTPYKTYPHUPOBAHHOE IO BU/IaM YUEOHBIX 3aHATHI C YKa3aHUEM UX 00bEMOB B COOTBETCTBHH
¢ y4eOHBIM IJIaHOM, NpHBeJieH B Tabaule 3.1

Tabmuua 3.1 — Pa3aens! qUCHUTUTMHBL (MOTYJIs), BUIBI Y4€OHOU NEATETLHOCTH M (POPMBI
Tekyero KouTpos st OO

Kon pe- Ko-Bo yacoB, 0TBeIeHHOE Ha
Ne HaszBanune Tembl 3yJIbTaTa
00yIeHHUs
P/1,
P12,
PJ13,
TexHonoruu GuiIbTpauu P14, TectoBble 3aanus,
12 12 0 36
nH(pOopMaIOHHOT0 0OMEHa PJs, MIPaKTHIECKHEe pabOoTHI
PJI6,
PI7,
PJI8, P19
PA1,
PI2,
PJI3,
TexHOJIOTHH U30JUPOBAHUS P14, TecroBsic 3ananHwMsl,
2 12 12 0 36
nHpopMaoHHOr0 0OMeHa PJ5s, MIPaKTHIECKHEe paboTHI
PJI6,
P17,
PJI8, P19
PA1,
P2,
KonTpous cereBoit PJI3,
3 06e30MacHOCTH U pa3paboTka PJ14, 12 12 0 36 TecToBbIe 3a1aHus,
TTOJIUTHK CETCBOM PS5, MPAaKTUYCCKHE PaOOThI
0e301MacHOCTH. P16,
P17,
PJI8, P19
HToro mo tadaume 36 36 0 108

dopma
Jlex [pakr JIab CPC TEKyLIEro KOHTPOJIS

4.2 Copep:xanue pa3aejioB U TeM AUCHUILTHHBI (Moayas) aisgs ODPO

Tema 1 Texnonoeuu gpurvmpayuu UHGOPMaAYyUoHHO20 0OMeHA.

Conepxxanue TeMbl: [IpuHIMIBI U ypOBHU (UiIbTpanuu Tpaduka B BBIYUCIUTEIBHBIX
cetsix. Cnucku nocryna (ACL) u ux poisib B moiMTUKe 0€30MacCHOCTU ceTeBoro oomena. Pabora
ceteBoro obopynoBanus co crnuckamu goctymna (ACL). Crnucku ynpasnenus goctymnom (ACL)
MHTEJUIEKTYaJIbHBIX KOMMYTAaTOPOB JIOKAIBHBIX BBIYUCIUTENBHBIX ceTeil. [IpuHIMIBI U ypoBHU
¢ubTpanum Tpaduka B BEIMUCIUTENbHBIX ceTsaX. Crrcku goctyna (ACL) u ux posib B MOJIUTHKE
Oe3omacHoCTH ceTeBoro oomeHna. Pabora cereBoro o0opynoBanus co cnuckamu goctymna (ACL).
Mapmpytuzatopsl U MexcereBble 3kpaHbl (MCD). MHoroypoBHeBsle MCD M NPUHIUNBI MX
NPUMEHEHHUS B BBIYMCIUTEIBHBIX CeTAX. [IOHSATHE TPaHUIBI CETH M MOTPAHUYHOTO KOHTPOJIS.
Texnonorust NAT u PAT anst ¢puibTpauu 1 KOHTPOJIsE HHPOPMALIMOHHOTO 0OMEHa Ha IpaHHUIIE.
HemunurapusoBanHas 30Ha. IIpokcupoBanue uHGOPMAMOHHOTO OOMeHa, o0ecrnedeHue
KOHTPOJIS M 3allIUTHI IIepelaBaeMbIX JJaHHBIX. MapIipyTH3aTopsl U MexceTeBble skpanbl (MCD).
MHuoroypoBaeBsle MCO M NpUHLHUIBI UX NPUMEHEHUS B BBIUHACIUTENBHBIX ceTsaX. [lonsaTue
TPaHUIIBI CETH U TOTpaHUIHOT0 KOHTPOJIs. Texnonorus NAT u PAT st punbTpaiui 1 KOHTPOIIS
uH(pOpMallMOHHOTO oOOMeHa Ha rpaHune. JlemunurapuzoBanHas 3oHa. [IpokcupoBanue
UHPOPMALIMOHHOTO OOMeHa, oOecreyeHHe KOHTPOJS M 3allUThl IepellaBaeMbIX JIaHHBIX.
JemumnurapusoBanHas 30Ha. IIpokcupoBanue uHGOPMAMOHHOTO OOMeHa, o0ecrnedeHue
KOHTPOJIS M 3aLlIUTHI IIepeiaBaeMbIX JJTaHHBIX. MapIipyTH3aTopsl U MexkceTeBble skpanbl (MCD).
MuoroypoBHeBbie MCD W NPUHIWNBI UX MPUMEHEHHS B BBIUYMCIUTENBHBIX ceTsaXx. [loHsTne



TPaHUIIBI CETH U TOTpaHUYHOTO KOHTpOJs. TexHonorus NAT u PAT st punbTpaiui 1 KOHTPOIIS
UHPOPMALIMOHHOTO oOMeHa Ha rpaHune. JlemunurtapusoBanHas 30Ha. IIpokcupoBaHue
UH(POPMALIMOHHOTO 0OMeHa, 00ecrieyeHre KOHTPOJIS U 3alUTHI IIEPeaBaeMbIX JTaHHBIX.

@opMbl U METOABI IMPOBEAEHUS 3aHATUH IO TeMe, IpUMEHseMble 00pa3oBaTelbHbIC
TEXHOJIOIMH: JICKIIUU- TUCKYCHUH, BBIIIOJTHEHUE IIPAKTUYECKOTO 3a1aHMUS.

Bunbl caMoCTOATENBHON MOATOTOBKU CTYAEHTOB 1O Teme: M3ydeHne peKkOMEeHI0BaHHOU
JIUTEPATYPBL.

Tema 2 Texnonocuu uzonupo8anusi UHGHOPMayuoOHHO20 0OMeHa.

Copepxanne  Tembl: [lpunnunel  mudpoBaHus  HWHOOPMALKMOHHOTO  OOMEHA.
TynnenupoBanue cereBoro tpaduka. [Iporokonsr TynHenupoBanust GRE u PPTP. Ilpunuun
MOCTPOEHUST BHUPTYyaIbHBIX dacTHBIX cere (VPN) Ha ocHoBe TtyHHenel. Iloctpoenue
3alUIIEHHON BHUPTyanbHOM dYacTHOW ceth VPN Ha ©0aze mporokona PPTP. Ilporokosnsr
samuieHHoro nadopmarmmonnoro oomena IPSec. Ilporokonsr AH u ESP. Pexxumbr paGoTsl,
npuniunel - oomena kimodamu  (ISAKMP).  ITlporoxon SSL/TLS. Ilpunuumner  paGoThl,
ayTeHTU(UKaKUs CTOPOH M OCOOEGHHOCTH MHU(pPOBaHUS AaHHBIX. [IPOTOKON 3alIUIIEHHOTO
tynHenupoBanus [PSec. Tlpaktudeckas peanmzanus [PSec TyHHenst Ha 0a3e MapuipyTu3aTopoB
CISCO. IIporoxkomnsl 3amuiienHoro uapopmamronHoro oomena [PSec. Ilporokonst AH u ESP.
Pexxumbr pabotsl, npuniunsl oomena kmodamu (ISAKMP). Tlporokon SSL/TLS. [puanummns:
paboThl, ayTeHTU(UKALIUA CTOPOH U OCOOEHHOCTH MK (POBAHUS TaHHBIX.

@opMbI U METOABI MPOBEACHUS 3aHATHUI O TeMe, NPUMEHseMble 00pa3oBaTEIbHBIC
TEXHOJIOTMH: JIEKIUHU- JTUCKYCHH, BBIIIOJHEHUE TPAKTUYECKOTO 3a/1aHHUS.

Buael camocTosTeNbHON MTOATOTOBKU CTYAEHTOB IO TeMe: M3yueHne pekoMeHJ0BaHHOM
JUTEPaTYphL.

Tema 3 Komwmponv cemegoli Oe3onacHocmu U paspabomka NOAUMUK —Cemesol
bezonacnocmu.

Copepxanne Tembl: CeTeBble cKaHepbl. [[pUHIUIBI 1 METOUKH cCKaHUpOBaHUs. CrIOCOObI
MIOCTPOEHHUS MOJIMTUK CETEBOW 0€30MacHOCTH U 00ecreveHUs HaJeKHOCTH (PYHKIIMOHUPOBAHUS
BBIUMCIUTENBHBIX CceTed M CceTeBhIX chyk0. CeTeBble CKaHephl. [IpUHIUNBI U METOAMKHU
ckanupoBanus. CrocoObl TMOCTPOCHHSI TOJUTUK CETEBOM O€30MacCHOCTH U oOecredeHus
HAJSKHOCTH (DYHKIIMOHUPOBAHUS BBIYUCIUTEIHHBIX CETEH U CETEBBIX CIYXKO.

@opMbl ¥ METOABI TPOBEICHUS 3aHATHUH MO TeMe, MpPUMEHseMble 00pa30oBaTeIbHbIE
TEXHOJIOTHH: JIEKIUU- TUCKYCHH, BBIMOJIHEHUE TPAKTUYECKOTO 3a/1aHMUSL.

Buael camocTosTeNbHON MOATOTOBKUA CTYAEHTOB IO TeMe: M3yueHne peKoMeHJ0BaHHOM
JUTEPATYPHL.

5 Meroauveckne YyKazaHusl AJds1 OOYyYAKOINMXCH MO M3YYEHHI0 M PpPeau3aluu
AMCUUIIMHBI (MOIYJIs1)

5.1 Mertoanueckue peKOMeHAAUMH OOYYAWIIUMCS MO0 M3YYEHUI0 IUCUMIUVIMHBI H 10
00ecreYeHN 0 CAMOCTOSITEJILHOM PadoThI

CamocrosarenbHas padora cTyaeHToB (CPC) — 3T0 nesTenbHOCTh y4almxcs, KOTOpYyIo
OHM COBEpUIAIOT 0€3 HEeMOCPECTBEHHON MOMOIIM U yKa3aHUM MpernoaBaTelis, pyKOBOJICTBYSICh
c(OPMHUPOBABIIUMHUCS paHee MPEICTABICHUSIMH O MOPAAKE U MPAaBUIBHOCTU BBITIOJTHEHUS
onepanwuii. llemrs CPC B mporiecce oOydeHUsT 3aKIIOYaeTCsl, KaK B YCBOCHUM 3HAHWU, TaKk U B
(bopMHpPOBaHNN YMEHUI U HABBIKOB I10 UX UCIOJIb30BAHUIO B HOBBIX YCIOBUSAX HA HOBOM Y4€OHOM
matepuaie. CaMmocToaTenbHas paboTa mpu3BaHa 0OecreyrBaTh BO3MOXHOCTb OCYIIECTBIECHUS
CTYACHTAaMH CaMOCTOATEJIbHOI MMO3HABATEIbHON NEATEILHOCTH B OOYYEHHH, U SBISETCS BUIOM
y4eOHOT0 TPy/1a, CIIOCOOCTBYIOIIETO (DOPMUPOBAHUIO Y CTYACHTOB CAMOCTOATEIbHOCTH. BianHoi



y4eOHOI mporpaMMe MpHBeieH NepeyeHb OCHOBHBIX U JOMOJHUTEIbHBIX HCTOYHUKOB, KOTOPHIE
npeJiaraeTcsl U3y4uTh B Ipoliecce 00ydeHus 1o aucuuruinae. Kpome toro, s paciipeHus u
yIOIyONeHusT 3HAaHUM 10 JaHHOW JUCIMIUIMHE 1eJeCO00pa3HO HCHOIb30BaTh: HAay4yHbIC
nyOnMKauu B TEMaTHYECKHX JKypHAlax; IIOJIHOTEKCTOBbIE 0a3bl JaHHBIX OUOINOTEKH;
uMeromuecs: B OMOIMOTeKax By3a M PErvoHa IyOJHMKAIMi Ha 3JICKTPOHHBIX W OyMa)KHBIX
HOCHUTEJISIX. Y CHEIIHOE OCBOCHHE MUCIUILUIMHBI MPEANoIaraeT akTUBHYIO paboTy CTYAEHTOB Ha
BCEX 3aHATHAX ayIUTOPHON (OpMBI: JIEKIMH M TPAKTUYECKUX 3aHATHHA, BBIIOJHEHUE
aTTeCTallMOHHBIA MeponpuaTui, 3hdexTuBHYI0 camocTosTeNbHyl0 pabdoTy. B mpouecce
U3yYeHHs] JUCHUIUIMHBI CTYJICHTY HEOOXOJWMO OpHEHTHPOBATbCS HA CaMOCTOATEIBbHYIO
npopaboTKy JIEKIIMOHHOTO MaTepuania, MOArOTOBKY K MPaKTUYECKUM 3aHATUSM, BBIIOJIHEHUE
TECTOB, CaMOCTOSITEIbHOE H3YYEHHE HEKOTOpBIX pa3aenoB Kypca s mpoBeneHus 3aHATUN
JICKIIMOHHOTO THIIA HCHOJB3YIOTCS Y4eOHO-HArIsAHbIE 1MOcoOus B (GopMe Mpe3eHTAMOHHBIX
MaTeprasoB, 00ECIIEUNBAIOIIMX TEMATUUECKNE UIUTIOCTPALIMHI, COOTBETCTBYIOIIME TEMaM JIEKLIUH,
MPEJICTABICHHBIM B IIYHKTE 5 HACTOsILIEH

5.2 OcobenHocTH opraHu3anuu oOO0y4YeHHs JJsA JHI ¢ OrPAHUYEHHBIMH BO3MOKHOCTSIMH
3/10pPOBbSl U HHBAJU0B

[Tpr HEOOXOMMMOCTH OOYJAOIIUMCS U3 YUCIIA JIUI C OTPAHHYECHHBIMHA BO3MOYKHOCTSIMU
3JI0POBbSI 1 HHBAJIMJIOB (110 3asBJICHHIO 00YYAIONIET0Cs) MPEIOCTaBIsIeTCs yueOHas
uH(pOpMAIUs B JOCTYIHBIX (POPMAX C YIETOM MX WHAUBUIYATbHBIX ICUXO(PDU3HIECKUX
0COOEHHOCTEH:

- JUIS JIUII C HAPYIIEHUSIMU 3PEHUS: B TIeUaTHOU (hopMe yBeTUUEHHBIM HIPUPTOM; B hopme
AJIEKTPOHHOIO  JOKYMEHTAa; UHAUBUAYAJIbHbIE ~ KOHCYJIbTAalMU  C  [PHUBJICYECHUEM
TU(dIOCYpIOTIEPEBOIUNKA; HHANBUAYAIbHBIC 331aHNS, KOHCYIbTAIIMH U JP.

- IS JII ¢ HApYILIEHUSIMU CTyXa: B Ie4aTtHoi (hopme; B hopme 37IeKTPOHHOTO TOKYMEHTA;
UHAMBUAYaJIbHbIE KOHCYJNbTALIUU C TPUBJICUEHUEM CYPAONEPEBOJUMKA; WHAMBHUAYaJIbHbIE
3a/1aHusl, KOHCYJIbTAllMU U JIP.

- 17151 JIUI] C HApYILIEHUSIMU OIIOPHO-JBUTATEJILHOTO afmapara: B ne4atHoil oopme; B popme
JIEKTPOHHOIO JOKYMEHTA; UHIWBUIyaJIbHbIE 3a/IaHUs, KOHCYJIBTALlUU U JIp.

6 ®oHj OLEHOYHBIX CPEACTB JJIS NMPOBeIeHUs] TEKYIIero KOHTPOJIsl M MPOMeKYTOYHO
aTTrecTanyy 00y4aroImmXxcs 1o JMCHHUIIMHE (MOLYJTI0)

B cootBerctBun ¢ tpeboBanusmu PI'OC BO gns arrecranmu 0oOy4aromuxcs Ha
COOTBETCTBUE HX IMEPCOHATBHBIX JOCTHIKEHUN IUIAHUPYEMBIM pe3yibTaraM OOYYEeHHs IO
JTUCIUTIINHE (MOAYJTI0) CO3/aHbl (POH/IBI OIEHOYHBIX CPEICTB. THUMOBBIE KOHTPOJILHBIC 3a/IaHUS,
METOJMYECKUE MAaTepuasbl, ONPEACISIOUME MPOLEAYPhl OLICHUBAHUSA 3HAHUM, YMEHHH U
HAaBBIKOB, a TAK)KE KPUTEPUH U MTOKA3ATEN, HEOOXOIUMBIE JIJISl OIEHKHU 3HAHHH, yMEHHH, HABBIKOB
M XapakTepu3ywiuue dTamnbl (HOPMUPOBAHMS KOMIIETEHIIMH B  MPOLECCE OCBOSHUS
o0pa3oBaTeNbHOI MporpamMmsl, npeacrasiieHsl B [Ipunoxenun 1.

7 Y4eOHO-MeTOAMYEeCKOe M HHPOPMALMOHHOE 0O0ecnieuyeHue TUCIHUILINHBI (MOLYJIs1)

7.1 Ocnoenas numepamypa

1. Bacan, E. C. bezonmacHocts ceteit DBM : yue6Hoe mocobme : [16+] / E. C. bacan,
O. 10. TleckoBa ; KOxHbIi henepanbHbIN yHUBEPCUTET, MIH)KEHEPHO-TEXHOIOTUUECKAs aKaIeMUSL.
— PoctoB-Ha-Jlony ; Taranpor : KOxHbliii penepanbublii yausepcurert, 2024. — 183 c. : ui., Tadm.
— Pesxum nmocrymna: no noanucke. — URL: https://biblioclub.ru/index.php?page=book&id=724332



(mata obpamenus: 20.05.2026). — bubnuorp.: c. 168-171. — ISBN 978-5-9275-4634-3. — Tekcr :
3JIEKTPOHHBIMN.

2. ToncrobpoB, A.Il. Apxurektrypa IBM: y4eOHOe mocobue s By30B/
A. II. ToncTtobpoB. — 3-e u3a., nepepad. u gon. — Mocksa : M3narensctBo IOpaiit, 2023. —
162 c. — (Bwicmiee oOpaszoBanue). — ISBN 978-5-534-16839-6. — Tekcr : 31eKTpOHHBINA //
O6pasoBarenbHas 1uathopma HOpaiir [caiit]. — URL: https://urait.ru/bcode/531870 (mara
obpamenusi: 06.09.2023).

7.2  /Jlononnumenvnas numepamypa

1. Knamanos, ®@. K. BeraucnureabHbie CUCTEMBI B CETH, 00JIAYHBIC TEXHOJIOTHH : y4eOHO-
MeToguueckoe nocooue / @. K. Knamanos. — Mocksa : MUCHU —MI'CVY, 2020. — 40 ¢. — ISBN
978-5-7264-2187-2. — TekcCT : ANeKTPOHHBIN // JIaHb : 2IeKTPOHHO-OMOIMOTEYHAS CUCTeMA. —
URL.: https://e.lanbook.com/book/145093 (mata obpamenus: 25.05.2026). — Pexxum gocTyma:
JUIsL aBTOPHU3. T10JIb30BaTEIICH.

2. llanerun, B. ®. UadopmanmonHas 6e301MacHOCTb, KOMITBIOTEPHBIX CUCTEM U CETEH :
yuebHoe nocobue / B.®. lanprun. —Mocksa : ®OPYM : UHOPA-M, 2023. — 416 c. —
(Cpennee npodeccrnonanbaoe oopazoanue). - ISBN 978-5-8199-0754-2. - TeKcCT : 37€KTPOHHBIH.
- URL: https://znanium.ru/catalog/product/1910870 (nara obpamenus: 31.05.2026)

7.3 Pecypcel unghopmayuonno-menekommynuxayuounou cemu '"Hnmepnem',
6KII0YaAA npogeccuonanvhvle 0a3vl OAHHLIX U UHDOPMAUUOHHO-CRPABOUHDIE
cucmemul (npu HeodXOO0UMOCmMU):

1. O6pasoparenshas miatpopma "FOPANT"

2. DnextpoHHO-OMOMMoTeyHas cucrema "ZNANIUM.COM"

3. DnextpoHHO-OMOMMOTEeYHas cucrema "JIAHB"

OnektpoHHo-Onbnmoreynas cuctema "YHUBEPCUTETCKASA BUBJIIMOTEKA

>

OHJIAWIH"

5. Open Academic Journals Index (OAJI). [Ipodeccuonanbnas 6a3a naHHbIX - Pexxum
noctyma: http://oaji.net/

6. Ilpesunmentckas Oubnuoreka wuMm. b.H.Enpimna (0a3a [maHHBIX —pa3iHuHBIX
npodeccroHaIbHBIX 00acTeit) - Pexxum goctyma: https://www.prlib.ru/

7. WudopmannonHo-crpaBoyHas cucrema "KoncynbranTt Ilmoc" - Pexum poctyna:
http://www.consultant.ru/

8 MarepuajbHo-TeXHHYECKOe oO0ecrevyeHHe IUCHUIUIMHBI (MOAYJs])) W IepeveHb
MH(POPMALMOHHBIX TEXHOJIOTHI, MCNOJb3yeMbIX NPH OCYLIECTBJICHMH 00pPa30BaTEILHOIO
npouecca no JUCHUIVINHE (MOAYJII0), BKJIIOYAasl epeYeHb NPOrpaMMHOro odecrev4eHust

OcHOBHOE 000pYIOBaHUE:

e KoMIIbrOTEPHI

e [IpoekTop

[IporpammHoe obecnieueHue:

e VMware Horizon ViewStandard

e Microsoft OfficeProffessionalPlus 2019 Russian
e Microsoft Windows 8 - MAK




MHWHOBPHAYKHU POCCUN
BJIAJIUBOCTOKCKMII TOCYJIAPCTBEHHBI YHUBEPCUTET
KA®EIPA THOOPMALIMOHHOM BE30IIACHOCTHU
®oH/1 OIICHOYHBIX CPEJICTB
AJId TIPOBCACHU A TCKYILICTO KOHTPOJIA
Y TIPOMEXYTOYHOH aTTECTAINU 110 TUCIHILTHHE (MOIYIIIO)
BE30OINACHOCTD BBIUMCJIUTEJIBHBIX CETEN
CrienuanbHOCTh U CCIIHATH3AIIHS
10.05.03 MuadopmarmonHas 6€30mMacHOCTh ABTOMAaTU3UPOBAHHBIX CUCTEM. be30macHOCTh

OTKPBITBIX HH(bOpMaL[I/IOHHBIX CHUCTEM

I'ox Habopa Ha OITOII
2023

dopma 00ydeHuUsI
OYHas

Bmagusoctok 2026



1 Ilepedennb (popMHEpyeMbIX KOMIIETEH M

Haszsanne OITOII BO,
COKpalleHHOe

Kon u popmynupoBka KoMHeTeHIN

nu

Kon u popMynrpoBka HHANKATOPA TOCTIKCHUS
KOMITCTEHITHU

10.05.03 «MudpOpMarn
HOHHAs 6€30IacHOCTh
ABTOMATH3HPOBAHHBIX
CHCTEMY
(1B)

OIIK-12 : CriocobeH pruMeHsTh 3H
aHMs B 00J1aCTH 0E3011aCHOCTHU BBIY
UCITUTENLHBIX CETEH, OrepanuoHHbI
X cHcTeM U 0a3 JaHHBIX P pa3pad
OTKE aBTOMaTH3UPOBAHHBIX CHCTEM

OIIK-12.1x : OuenuBaet 3¢pPeKTUBHOCTE U HAJ
&XKHOCTD 3aIUTHI BEIYUCIUTEIbHBIX CETEH, orep
AIIMOHHBIX CHCTEM M 0a3 JaHHBIX

OIIK-5 : CiocobeH mpuMeHsITh HOp
MaTHBHbIC IPABOBbIE aKThI, HOpMAT
WBHBIC U METOINYECKHE JTOKYMEHT
bl, PETIIAMEHTHPYIOIINE JEITEIILHO
CTb IO 3aIuTe NH(OPMAIIH

OIIK-5.2k : Ucnione3yeT HOpMaTUBHBIE JOKyMeE

HTBI, PErJIaMEHTUPYIONINX PadoTy 110 3alUTe UH
(dopmaryy, a TakKe HOJI0KEHNUS, HHCTPYKIHUU U

Jpyrue opraHu3alliOHHO-PACHOPSAUTENBHBIX 10
KYMEHTBI JJIs1 pEIICHNUs] TOCTABICHHBIX 33/1a4

OIIK-9 : CniocobeH pemath 3a1a4u
po¢eCCHOHANBHON NesITeIPHOCTH

C YIE€TOM TEKYyIIETO COCTOSIHUS U T
HACHITUHA pa3BUTHS HHPOPMAITHOHH
BIX TEXHOJIOTHH, CPEICTB TEXHUIEC
KO¥1 3amuThl HHYOPMAIIUH, CeTeH 1
CHCTEM IIepeaan HHPOpMaIun

OIIK-9.1k : IIpumeHseT COBpEeMEHHYIO 3TalOHH
YIO MOJIETIb B3aUMOAEHCTBUS OTKPBITBIX CHCTEM;
TIPUHIXIBI TOCTPOCHUS U (PYHKIMOHUPOBAHHUS C
HCTEM U ceTed nmepeaadn nHpopmanuu

KOMHCTCHHI/ISI CUUTACTCA C(l)OpMHpOBaHHOfI Ha JaHHOM 3Tall€ B CJIy4dac, €CJIU IIOJIYUCHHBIC
PE3YyIbTAaThI 06yqu1/151 o AUCHUIIIIMHEC OLCHCHBI ITOJOXKHTCIBbHO (I[I/IaHaSOH KPUTCPHUCB
OLICHUBAHUS PE3YJILTATOB o6yquH;1 GBaYTCHO», KYAOBJICTBOPUTCIIBHO», «XOPOIIO», «OTJ'II/IIIHO»).
B ClIydyac OTCYTCTBUSA IMOJIOKUTECILHOM OICHKKW KOMIICTCHLMA Ha JAaHHOM 3J3Tall€¢ CUYHUTaCTCsA

Hec(OPMUPOBAHHOM.

2 Tloka3aTe/iM OLlCHUBAHUS IVIAHUPYEMbIX Pe3yJIbTaTOB 00y4eHHus

Komnerenuus OIIK-5 «CnocobeH npuMeHsITh HOpMAaTUBHBIE IPABOBBIE aKTHI,
HOPMAaTUBHBIE U METOJUYECKHE JOKYMEHTBI, PETJIaMEHTUPYIOIINE ASITEIbHOCTD I10 3alIUTe

UHpOpMALIUN

Tab6nuia 2.1 — Kputepuu OlleHKH UHAUKATOPOB TOCTHKEHHUS KOMITETCHIIUN

Kon u popmynmpoBka nHaNKAT Ko | Tu
opa JOCTUKEHHUS KOMITETEHITIH

PesynbTarel 00yueHus O JUCIUILTUHE

i} I
pe | pe
3- | s3-
Ta | Ta

Pesynbrar

Kpurepuu onieHMBaHUS PE3yNbT
aToB O0y4YeHHUS

TABJICHHBIX 3a1a4

OIIK-5.2k : ucnoss3yeT HopMa
THUBHBIE IOKYMEHTHI, pETJIaMEHT
UPYIOIHKX paboTy 10 3amuTe 1
HpopManuy, a Takke noinoxen | PJJ
Wsl, MHCTPYKIIMU U qpyrue opra | 4
HU3aLMOHHO-PACTIOPSIUTENBHBI
X TOKYMEHTHI JUTS PEUICHUS TI0C

Ppa3paboTKU IKCIUTYaTAIIHOHHOM
Ha | moxymeHTanuu mo cucremam o6
BBl | ecriedyeHus HHYOPMALMOHHOH O
K €30I1aCHOCTH B COOTBETCTBHU C
JICUCTBYIOIMMH CTaHJapTaMH.

BBITIOJTHEHHE TTPAKTHIECKHUX Pa
60T

Komnerenuus OIIK-9 «Cnocoben pemats 3a1a4u MpohecCHOHATBHON AEATEIbHOCTH C
Y4€TOM TEKYIIETr0 COCTOSIHUS U TEHACHLIUN pa3BUTHS HHPOPMAIIMOHHBIX TEXHOJIOTHM, CPEJCTB
TEXHUYECKOH 3aIuThl HH(pOpMaIiK, ceTel U cUCTeM nepeaayu HH(OpMaImy

Tab6muia 2.2 — Kputepuu OlleHKH HHANKATOPOB TOCTHHKCHHST KOMITETCHITHH




Kon u popmynupoBka HHAMKAT
opa TOCTUXKEHUS] KOMIICTEHIIUN

P€3yJ'H)TaTbI 06yquI/m 10 JUCHMIIIMHE

Ko
pis
pe
3-
Ta

Tu
I
pe
3-
Ta

Pesynprar

Kpurepun onieHnBaHus pe3ysbT
aToB 00y4YeHus

OIIK-9.1k : IIpumensieT coBpeM
€HHYIO 3TaJOHHYIO MOJIeIb B3a

MUMOJICHCTBUS OTKPBITHIX CHCTE

M; IPUHIIMIIBI TIOCTPOCHUS U By
HKIIMOHUPOBAHUSI CUCTEM U CET
eil mepenaun nHOOPMAIHN

PI

3H
aH
ne

OCHOBHBIX HaIlPaBJICHUI Pa3BUT
Ut ”HPOPMAIIMOHHO- KOMMYHH
KAIIMOHHBIX TEXHOJIOTHIA 00BEK
Ta 3aIUTHI, METOZIOB U IPo0IIe
MBI OIICHHBAHHsI yIpo3 Ge3orac
HOCTH; OCHOBHBIX yTPO3 HH(POP
MAaIHOHHON 0E30MaCHOCTH; OCH
OBHBIX METOJIOB 00eCTIedeHHS 1
H(GOPMAIIMOHHOM 6€30MaCHOCTH

OTBCTHI HA TCCTOBBIC 3aaHUA

Pl

ME
HHU

HCTIOJIb30BaTh CPENICTBA POTUB
OJICHCTBHUSA aTaKkaM Ha CETEBOM
KOMILIEKC, MPUMEHSITH CHMMET
pUYHBIE 1 ACUMMETPHUYHBIE ar
OpHUTMBI H(POBaHMUS;

BBIMTOJTHEHHE TIPAKTUYECKUX pa
00T

PI

3H
aH
ue

KOMIUIEKCOB BPEAOHOCHBIX MPO
rpamM, BHEAPSIEMBIX B KOMIIbIO
TEpBbI CETEBOI0 KOMIUIEKCA aBTO
MAaTU3UPOBAHHBIX CUCTEM: TPOS
HCKHE MIPOrPaMMBbl, CETEBBIE Ue
PBY, BUPYCHI, IIIMMHUOHCKUE TIPOT
paMMBI, cliaM; METOJOB 3aIUT
bl OT BUPYCOB; CETEBBIE KPaHbI
U CHCTEMBI O0OHAPYKCHUS BTOP
JKEHUH.

OTBECTHI HAa TCCTOBBIC 3aJaHUA

PIl

ME
HHU

HCIIOJIB30BAaTh METOAbI 3aIlIUThI
aBTOMaTI/ISI/IpOBaHHI)IX CUCTEM
OT BUPYCOB H IPYTUX BPEIOHOC
HBIX IIPOTPaMM; IPUMEHATEL KOP
HOpaTI/IBHLIe u HepCOHaJ'II)HI)Ie C
€TEeBBIC DKPaHbI JJIs1 OpraHu3al]
HU IEMITATAPU30BAHHON 30HEI
ABTOMATH3HPOBAHHBIX CHCTEM,
CO3/1aBaTh MOJICUCTEMY 3aITUTEI
CEeTeBOTO TpaduKa aBTOMATH3H
POBaHHOM CHCTEMBI Ha OCHOBE
KOMITOHEHT MPOTOKOJIa 3aIHIIE
HHOro kaHaa IPsec

BBINIOJTHEHHE TIPAKTUYECKUX pa
oot

PI

Ha
BbI

SKCIUTyaTaluid UHCTPYMEHTallb
HBIMH IIPOrpaMMaMHU OOHapyxe
HHS aTaK Ha CETEBOM KOMILJIEKC;
MPOEKTUPOBAHKS CHUMMETPUYH
bIX 1 aCUMMETPHUYHBIX KPUIITOC
UCTEM;

BBITTOJTHEHHE TIPAKTUYECKUX pa
00T

Komnerenmus OIIK-12 «Crioco6eH mpuMeHsTh 3HAHUS B 00JIACTH O€30MaCHOCTH

BBIYMCIIUTCIIbHBIX CeTeﬁ, OINCpallMOHHBIX CUCTEM U 0a3 JAaHHBIX IIpH pa3pa60TI<e
ABTOMAaTHU3UPOBAHHBIX CUCTEM

Ta6J'II/II_Ia 23— KpI/ITepI/II/I OLICHKU MHAUKATOPOB JOCTUKCHUA KOMIICTCHIIUN

Kon u popmynupoBka HHAMKAT
opa JOCTH)XEHHSI KOMIIETCHIINT

Kpurepun onieHnBaHus pe3yiabT

PesynbraTel 00y4yeHus 10 AUCIMIUINHE
aToB 00y4YeHus




Ko | Tmu

bi II
pe | pe Pesynbrar
3- | 3-
Ta | Ta
OIIK-12.1x : oniernBaet 3¢ ek ocobeHHOCTeH 6e30IacHOCTH P
THUBHOCTH Y HaJEKHOCTH 3aIlUT 3y | 2cmpenemenHbIX UHPOPMAITHOH
Bl BEIYHCIUTENBHBIX ceTeld, ore | PJI HBIX CHUCTEM; METOJ0B OIICHKH
aH OTBETHI HA TECTOBBIE 3aJaHM
PalMOHHBIX cHCTeM U 0a3 manH | 1 e yTpo3 0e30MMaCHOCTH U CTaHIAP
BIX ThI THPOPMAIMOHHOH Oe301acH

OCTH;

MPOBOJHTH OLEHKY IPOSKTHBIX
peLlIeHui pacipeie/ieHHbIX UH

(OpMaIOHHBIX CHCTEM Ha TIpe
IMeT obecrieueHust ux Ge3onac

Y | HOCTH; aHAIM3UPOBATH BCE YTP

P/l | Me | 0361 6€30IACHOCTH B COOTBETCT | BBIIIOJIHEHUE NMPAKTUUECKHUX Pa
2 HU | BUH CO CTaHZapTaMu nHpopma | 6ot

e LIMOHHOI 0€3011aCHOCTH; aHAIN
3UPOBATh MPOCKTHBIC PEIICHUS

CHCTEM Ha COOTBETCTBHE METOJ
am obecreueHNst HHPOPMAIHOH
HOIT 6€3011acHOCTH

MPOEKTUPOBaHMS OE€30MACHOCTH
pacIpeeneHHbIX HHPOPMAIIHO
PI[ HHBIX CUCTCM, HABBIKaAMH OLICH BBITIOJTHEHUE MTPAKTUYCCKUX pa
3 PPk yrpo3 6e30macHoCTH B COOTB | 60T
€TCTBHH CO CTaHAapTaMu UH}o

PpMAaIMOHHO# 6e30MacHOCTH;

Tabnuia 3anosiHgeTcs B COOTBETCTBUM C pa3aenom 1 Paboueil mporpaMMbl AUCHUIIIMHBI
(Momyst).

3 IlepeyeHb OLIEHOYHBIX CPE/ICTB

Tabnuua 3 — [lepeyeHb OLIEHOYHBIX CPEJCTB MO TUCHMILIMHE (MOIYIIIO)

HaumeHoBaHME OLIEHOYHOTO CPE/ICTBA U TP

KoHTponupyemble mianupyeMbie pe3 | KoHTponupyeMble TeMbI [ excrasienne ero 8 OC

yABTaThl 00yUYeHHs HUCHHUIIINHBL . IIpomexxyTouHas aT
Texkylmuil KOHTPOJIb

TecTaluys

Ounas popma 0OydeHUS

Pl 3naHue : ocobenHocteit 6 | 1.1. TexHonorum GpumpTpa
€30I1aCHOCTH pactpenene | muu mHpopManuonHoro o | Tect
HHBIX HHOPMAIIMOHHEIX | OMeHa

DK3aM€H B yCTHOM
dopme

CHUCTEM; METONIOB OLCHKH | 1.2. TeXHOIOTHU U30IUPO
YIpo3 6€30MacHOCTH 1 CT | panus uHpopmanmonnoro | Tect
aHmapThl MHPOPMAITMOHH | oOMeHa

DK3aMeH B yCTHOM
dbopme

0ii Ge3omacHoCTH; 1.3. KonTpons cereBoii 6e
30[IaCHOCTH H pa3paboTka Teer DK3aMeH B YCTHOI
TIOJINTUK CETEBOM Oe3omac dbopme
HOCTH.
PJ12 YwMmenue : npoBoauth otie | 1.1. Texaonorum pumbTpa

[IpakTudeckas pabo | Dk3ameH B yCTHOM

HKY IIPOCKTHBIX eH_IeHI/Iﬁ U1 UHPOPMAILIMOHHOTO O
y 1p p dop a (bopve

pacnpeneneHHbIX nHpop | OmeHa




MalHOHHBIX CUCTEM Ha TIp
enmer obecriedeHust ux oe
30MIaCHOCTH; aHAJIU3UPOB
aTh Bce yrpo3sl Oe3omacH
OCTH B COOTBETCTBHH CO C
TaHAapTaMu HHHOPMAIHO
HHOM 0€30I1aCHOCTH; aHaJI
U3MPOBATH MIPOCKTHBIC Pe
LIEHHs CHCTEM Ha COOTBE
TCTBHE METOaM obecred
eHUs1 HHPOPMaIOHHOU O
€30I1aCHOCTH

1.2. TexHosoruu U30Jaupo
BaHUs HH)OPMAIIMOHHOTO
oOMeHa

[TpakTuyeckas pado
Ta

OK3aMeH B yCTHOMI
dopme

1.3. KoHTpo:s ceTeBoii 6e
30MaCHOCTHU U pa3paboTKa
MOJIMTUK CETEBOM Oe3omac
HOCTH.

[pakTudeckas padbo
Ta

DK3aMeH B YCTHOI
dopme

PI3

HaBbIk : MPOEKTHPOBAHHS
0e3011acHOCTH pacrpene
SHHBIX HH()OPMAIIMOHHBIX
CHUCTEM; HaBbIKAMH OLICHK
1 yrpo3 0e301acHOCTH B €
OOTBETCTBUH CO CTAHAAPT
amMu HHPOPMALIMOHHOM Oe
30MAaCHOCTH;

1.1. Texnonoruu ¢uneTpa
MK THOOPMALMOHHOTO O
OMeHa

[MpakTuyeckas pabdo
Ta

OK3aMeH B yCTHOMI
dbopme

1.2. TexHoMOTHUU U30IUPO
BaHUs HH)OPMAIIMOHHOTO
obMeHa

[MpakTuyeckas pabdo
Ta

OK3aMeH B yCTHOMI
dbopme

1.3. KonTpons cereBoii e
30MIaCHOCTHU U pa3paboTKa
MIOJIUTHK CETEBOH Oe3omac
HOCTH.

[MpakTuyeckas pado
Ta

DK3aMeH B yCTHOI
dopme

PJI4

HaBbIk : pa3paboTku 3KcH
JyaTalMOHHOW TOKYMEHT
alyy 1o crcTeMaM obecr
eueHHs1 HH(POPMAITOHHO

1t 6€30MTaCHOCTH B COOTBE
TCTBUH C ACHCTBYIOIIMMHU
CTaHJapTaMH.

1.1. TexHonoruu GuIBTpa
1K THOOPMALMOHHOTO O
OMeHa

ITpakTryeckas pado
Ta

DK3aM€H B yCTHOM
dopme

1.2. TexHOAOTUH U30TIUPO
BaHMA HH)OPMALOHHOTO
oOMeHa

ITpakTryeckas pado
Ta

DK3aM€H B yCTHOM
dopme

1.3. KoHTpO:s ceTeBoii 6e
30I1aCHOCTH | pa3padoTKa
TIOJINTHK CETEBOM Oe3omac
HOCTH.

ITpakTryeckas pado
Ta

DK3aM€H B yCTHOM
dopme

PJI5

3HaHHUE : OCHOBHBIX HAIIP
aBJICHU# pa3BUTHA UHDOD
MallMOHHO- KOMMYHHKaIl
HMOHHBIX TEXHOJIOTHH 00B
€KTa 3alUThl, METOJIOB U
IpoOJIEMBI OIICHUBAHUS Y
rpo3 6e3011aCHOCTH; OCHO
BHBIX yrpo3 HHPOPMALIUO
HHOMW 0€30I1aCHOCTH; OCHO
BHBIX METOJIOB O0ecIieYeH
us nHQOpMAIIOHHOI 0e3
OIACHOCTH;

1.1. TexHonoruu GuIBTpa

DK3aMeH B yCTHOMI

uuu uHdopmanmonsoro o | Tecr
dbopme
OMeHa
1.2. TexHOMOTHUHU U30JIUPO N
DK3aMeH B yCTHOI
BaHUs nHpopmanuonHoro | Tecr
dbopme
oOMeHa
1.3. KoHtpous ceTeBoii 6
3011aCHOCTHU U pa3paboTKa Teer DK3aMeH B YCTHOU

MOJIMTHK CETEBOM Oe30mac
HOCTH.

dopme

PJI6

YMeHue : Ucrosb30BaTh ¢
peAcTBa NpOTUBOACHCTBU
sl aTaKkaM Ha CEeTEeBON KOM
IJIEKC, MPUMEHSITh CHMME
TPUYHBIE H ACHMMETPUYH
ble aNrOpPUTMBI UG POBA
HUS,

1.1. Texnonoruu puabTpa
1Y HHPOPMALIHOHHOTO O
OMeHa

[TpakTryeckas pado
Ta

DK3aMeH B yCTHOM
dopme

1.2. TexHOJOTUH U30TUPO
BaHUSI HH(POPMAIIMOHHOTO
oOMeHa

[TpakTryeckas pado
Ta

DK3aM€H B yCTHOM
dbopme

1.3. Kontpous ceTeBoii 6
30IIACHOCTH M pa3paboTKa
MOJIMTUK CETEeBOM Oe3ormac
HOCTH.

[IpakTuaeckas pabo
Ta

DK3aMeH B YCTHOI
dbopme

PI17

3HaHue : KOMIUIEKCOB Bpe
JIOHOCHBIX ITPOTpaMM, BHE
APAEMBIX B KOMIIBIOTEPBI
CETEBOI'0 KOMILIEKCA aBTO
MaTH3HPOBAHHBIX CHCTEM
: TPOSTHCKHE TIPOTPaMMEI,

1.1. Texnonmoruu GuiIbTpa

DK3aMeH B YCTHOI

uu nHpopmanroHHoro o | Tect

OmeHa Qopwe

1.2. TexHOIOTHUHU U30JIUPO .
DK3aMeH B YCTHOI

BaHus nH(popMmarmonHoro | Tect

obMeHa

dbopme




CEeTEBbIC YEPBH, BUPYCHI,
LIIMTHOHCKHE TPOTrPaMMBl,
CIaM; METOOB 3aIINUTHI O
T BHPYCOB; CETEBBIE IKpa
HBI I CHCTEMBI OOHapyxe
HUSI BTOPKEHUI.

1.3. KonTpons cereBoii 6e
30IIaCHOCTH M pa3paboTKa
TIOJIUTHK CETEeBOH Oe301ac
HOCTH.

Tect

DK3aMeH B YCTHOI
dopme

PJI8

YMenue : ucroyib30BaTh
METO/BI 3aIIATHl aBTOMAT
W3WPOBAHHBIX CHCTEM OT
BHPYCOB U IPYTHX BpPEIO
HOCHBIX MPOTPaMM; IIPUM
CHSTh KOPIIOPATUBHBIC U
MIePCOHABHBIE CETEBHIE 3
KpaHbI JJIs OPTaHU3aIUH
JEMUIUTAPU30BAaHHON 30
HBI ABTOMATH3UPOBAHHBIX
CHCTEM, CO3aBaTh IOACH
CTeMY 3aIIUTHI CETEBOTO T
paduka aBTOMaTH3UPOBaH
HOM CHCTEMBI Ha OCHOBE K
OMITOHEHT IIPOTOKOJIA 32
mumeHHoro kanana IPsec

1.1. TexHonoruu GuIbTpa
UM HHPOPMAIIMOHHOTO O
OMeHa

[paktudeckas pado
Ta

DK3aMeH B YCTHOI
¢dopme

1.2. TexHOJOTUH U30IUPO
BaHUS HH()OPMAIIHOHHOTO
oOMeHa

[paktudeckas padbo
Ta

DK3aMeH B YCTHOI
dopme

1.3. KonTpons cereBoii 6e
3011aCHOCTHU U pa3padoTKa
TIOJIUTHK CETEeBOM Oe3omac
HOCTH.

[MpakTuyeckas pabdo
Ta

OK3aMeH B yCTHOMI
dbopme

PJ19

Hageik : sxcrutyatanum u
HCTPYMEHTAJIBHBIMU MPOT
pamMmaMy OOHapYXKEHUS a
TaK Ha CETEBOM KOMILIEKC
; IPOCKTUPOBAHMSI CUMME
TPUYHBIX U ACUMMETPUYH
BIX KPUIITOCUCTEM;

1.1. TexHonoruu GuIBTpa
1K MHOOPMALIMOHHOTO O
OMeHa

ITpakTryeckas pado
Ta

DK3aM€H B yCTHOM
dbopme

1.2. TexHOMOTUU U30JIUPO
BaHMs MHOOPMALOHHOTO
oOMeHa

[MpakTuyeckas pado
Ta

DK3aMeH B yCTHOI
dbopme

1.3. Kontpoms ceteBoii O
30I1aCHOCTH | pa3paboTKa
MOJINTUK CETEBOM Ge30mac
HOCTH.

[MpakTuyeckas pabdo
Ta

DK3aMeH B yCTHOI
dbopme

4 Onucanue Npoueaypsl OCHUBAHUS

KadectBo cpopMUpPOBAHHOCTH KOMIIETCHIIHI

Ha JaHHOM OTall€ OICHHUBACTCA IIO0

pe3ynbTaTaM TEeKYIIUX U MPOMEKYTOUHBIX aTTeCTallui MPU MOMOIIY KOTUYECTBEHHOMN OIEHKH,
BBIpAKEHHOU B Oaymax. MakcumanbHas cymMma 0ajuioB MO JuUCHMIUIMHE (Momynio) paBHa 100

Oamnam.

O1eHOYHOE CPE/ICTBO
Bun yuebHol nesTenbHOCTH [paktnueckas p | Ox3ame | Uto

Tect 1-5

abora H ro

JIeKIOHHBIE 3aHATHS 22 22
IpakTHyueckue 3aHATHS 58 58
ITpomexyTouHast aTTecTanus 20 20
Hroro 22 58 20 100

CYMMa 68.J'IJ'IOB, Ha6paHHBIX CTYACHTOM II0 BCEM BHIaM y‘Ie6H0ﬁ ACATCIIbHOCTHU B paMKax
JUCHUIIIIMHBI, ICPEBOAUTCA B OLICHKY B COOTBECTCTBHU C Ta6J'II/IH€I\/'I.

Cymma Oaio
B
MO JIUCIUILIN

OHeHKa 10 MPOMEK
yTO‘IHOI7I aTTeCTamu

XapaKTepI/ICTI/IKa KadyeCTBa Cq)OpMHpOBaHHOCTPI KOMIICTCHIIN

«OTIUYHO»

u
HE

CTyzeHT IeMOHCTpHpPYeT CPOPMHUPOBAHHOCTH JUCIMIUTHHAPHBIX KOMIICTCHIINH, 00Ha

PY’KHMBaeT BCECTOPOHHEE, CHCTEMaTHYECKOe U ITy0OKOe 3HaHHE yueOHOro MaTepuana

o191 10 100 «3a4YTeHO» / , YCBOMJI OCHOBHYIO JIUTEPATYPy U 3HAKOM C JOMOJIHHUTEIBHON JIUTEpaTypoil, pekome

HJIOBaHHOH NPOTPaMMOi, yMeeT CBOOOIHO BBIIOJIHATh MPAKTHUECKUE 3aaHus, TIpe]
YCMOTpEHHBIE TPOrPaMMOi, CBOOOIHO ONIEPHPYET NPHOOPETEHHBIMH 3HAHUSAMH, YME
HUSIMU, IPUMEHSET X B CUTYallUsX MOBBIIIEHHON CJIO’KHOCTH.




CTyzeHT IeMOHCTPUPYET CPOPMHUPOBAHHOCTD JUCIUILTHHAPHBIX KOMIICTEHIHI: OCHO
o1 76 10 90 «3a4TeHO» / BHBIC 3HAHUSI, YMEHUS OCBOCHBI, HO JIOIyCKAIOTCSI HE3HAYUTEIIbHBIC OIIHOKH, HETOUYH
«XOPOLIO» OCTH, 3aTPYAHCHUSI TIPH aHATUTHYECKUX OTIepalusiX, IepeHOCce 3HaHUI U YMEHUIi Ha H
OBBI€, HECTAH/IAPTHBIC CUTYAIIHH.
CTyzeHT AeMOHCTPHUpYeT ChOPMHUPOBAHHOCTD TUCIUIUIMHAPHBIX KOMIIETEHIIHI: B X0
«3a4TeHO» / Jie KOHTPOJIBHBIX MEPOIIPHUATHI HOITYCKAIOTCS 3HAYNTEIBHBIE OIINOKH, TPOSIBIIIETCS O
ot 61 1o 75 «yIIOBJIETBOPHUTENb | TCYTCTBHE OTAENBHBIX 3HAHUI, YMEHHMI, HABBIKOB IT0 HEKOTOPHIM JUCIUILIHHAPHEIM K
HO» OMIIETEHIMSM, CTY/ACHT HUCIBITHIBACT 3HAYNTEIbHbIC 3aTPYHEHUS IPH ONEPUPOBAHH
Y 3HAHMSIMU M YMEHHSIMH [PH UX MEPEHOCe Ha HOBBIE CHTYAIIHH.
«we 3auTeHO» / V cryznenra He c(OpMUPOBAHEI AUCIUILIMHAPHEIE KOMIICTEHIINH, TIPOSIBIISIETCS HEZOC
oT 41 o 60 «HEYJOBJIETBOPHTE Y OpMHpOBa) P - 1P
TaTOYHOCTh 3HAHUH, YMEHH, HABBIKOB.
JIBHO»
«He 3a4TeHO» /
JucuurnHapHble KOMIIETSHIIMU He copMUpoBaHbl. [IposBiIseTcs MOJHOE MK Hpak
ot 0 110 40 «HEYOBJIETBOPUTE . .
HHO» THUYECKH MTOJHOE OTCYTCTBHUE 3HAHHI, YMEHHU, HABBIKOB.

5 IlpumepHbIe OLIEHOYHBbIE CPeACTBA

5.1 KoHTpoabHbIii TECT
1. Tlox nadopmanmoHHOM 0€30MMaCHOCTHIO TOHUMAECTCS. ..

A) 3amuieHHOCTh HHGOPMALMK U TOIEPKUBAIOIICH HHPPACTPYKTYPHI OT CIIy4alHBIX
170071

MpeIHAMEPEHHBIX BO3JCHCTBUII €CTECTBEHHOTO WM CIy4YailHOrO XapakTepa, KOTOphIe
MOTYT HAaHECTH HENpUEeMJIEMBIH yiiepO cyObeKTaM MHPOPMALMOHHBIX OTHOIIEHHH B TOM YHUCIIE
BJIQ/IETIbIIAM U T10JIB30BATENAM MH(GOPMAIIUU U MOAIEPKUBAIOIIEH HHPPACTPYKTYpE.

B) mporpamMMHBIi TPOIYKT M 0a3bl JaHHBIX JOJDKHBI OBITH 3aIIUIICHBI 10 HECKOJIBKUM
HAIpPAaBIEHUSM OT BO3JICHCTBUS

B) HeT npaBuibHOrO OTBETA

2. 3amuTa nHGOpMaAIUHU — 3TO..

A) KOMILJIEKC MEepONpuUsiTUH,
0€30IaCHOCTH.

b) mponecc pa3paboTku CTpyKTypbl Oa3bl JaHHBIX B COOTBETCTBUU C TPeOOBaHUSMU
nojb3oBaresel B) HeGombIas mporpaMMa JUist BEIIOJIHEHUS ONPEIesIEHHOM 3a/1a41

3. Ot yero 3aBuUcUT UH(MOPMAITHOHHAST O€30MaCHOCTh?

A) OT KOMIIBIOTEPOB

b) ot nonnepxxuBaromieit ”HGPACTPYKTYPbI

B) ot undopmanuun

4. OCHOBHBIE COCTaBJISIONINE HHPOPMAITMOHHOMN 0€30MMaCHOCTH:

A) 1Ie7I0CTHOCTD

b) nocroBepHoCTh

B) xoHbuaeHIIMATBEHOCTD

5. JJocTtynmHOCTB — 3TO. ..

A) BO3MOXHOCTb 3a MNpHEMJIEMOE BpeMs MOJYy4YUTh TpeOyeMyro HH(POPMALUOHHYIO
ycayry.

b) mornveckas He3aBUCHMOCTD

B) Her npaBuiIbHOTO OTBETA

6. IlemocTHOCTD — 3TO..

A) nienocTHoCTh HHGOPMAITUU

b) nenpoTuBopeurBocTh HH(pOPMALIUN

B) 3amumieHHOCTh OT pa3pyIieHus

7. KonpuaeHuanbsHoCTh — 3TO0..

A) 3amuTa OT HeCaHKIIMOHMPOBAHHOT'O JOCTYIA K MH(OpMaIuu

HampaBJICHHBIX Ha o0ecrneyeHne HWH()OPMAITMOHHON



b) mporpamMm u mporpaMMHBIX KOMIUIEKCOB, 00€CIIEUHBAIOIINX TEXHOJIOTHIO pa3pabOTKH,
OTJIQJIKU ¥ BHEIPEHUSI CO3/IaBAEMBIX IPOTPAMMHBIX IPOAYKTOB

B) onucanue npouenyp

8. lyist gero co3narotcsi ”HGOPMAITMOHHBIC CUCTEMBI?

A) monmyueHus onpeaeneHHBIX HHPOPMAIIMOHHBIX YCIYT

b) 06paboTku nudopmarmu

B) Bce oTBeTHI MpaBUIIHHBIC

9. LlenocTHOCTh MOKHO MOJPA3AETUTh:

A) cTaTu4eckyo

b) nunamuunyro

B) ctpykTypHyto

10. I'me npuMEeHSIOTCS CpeACTBA KOHTPOJISI TMHAMUYECKON [IEIOCTHOCTHU?

A) ananmu3e MoToka (PMHAHCOBBIX COOOIIEHUI

b) 06paboTke maHHBIX

B) nipu BeIsSIBIICHUH KpaXKu, TyOIHMPOBAHUS OTICIBHBIX COOOIICHUN

11. Kakue TpyAHOCTH BO3HUKAIOT B  HMHGOPMAIMOHHBIX  CHUCTEMax IpHU
KOH(HICHIIMATHHOCTH?

A) cBeieHHs 0 TEXHUYECKHUX KaHalaX yTeYKH MH(POPMAIUU SBISIFOTCS 3aKPHITHIMU

b) Ha myTH TONB30BATENBCKOW KPUNTOTPAPUHM CTOST MHOTOYHCICHHBIC TEXHHUYECKUC
POOJIEMBI

B) BCe oTBeTHI MpaBUIIHHBIC

12. Vrposa—oro...

A) moTeHIaIbHast BO3MOXXHOCTb OIPEIeTIEHHBIM 00pa3oM HapyIIUTh HHPOPMAITMOHHYIO
0e30MacHOCTb

b) cumcrema mporpaMMHBIX SI3BIKOBBIX OpPTraHU3AIMOHHBIX M TEXHHYECKUX CPEJICTB,
npeIHa3HaAYeHHBIX

JUTSL HAKOTUICHHS U KOJUIEKTUBHOTO MICTIOIH30BAHMSI TAHHBIX

B) mporuecc ompeneneHuss oTBeYaeT Ha TEKYIIEe COCTOSHUE Pa3pabOTKH TpeOOBaHUSIM
JTAHHOTO 3Tana

13. Araka —9T10...

A) moneITKa peanusaiyu yrpossl

b) nmotennuanbHas BO3MOKHOCTH OIPEEICHHBIM 00pa3oM HapyIIUTh HHPOPMAITMOHHYIO
0€30MacHOCTb

B) nporpammsl, ipenHa3HaueHHBIE AJIs TOMCKA HEOOXOAUMBIX MTPOTPAMM.

14. UctoyHuk yrpossl — 3TO..

A) MOTEHIMABHBIN 3JI0yMBIIIIICHHUK

b) 3noymbinieHHUK

B) et npaBuibHOTO OTBETA

Kpamkue memoouueckue ykasanus

TectoBble 3amaHus COCTOST M3 BOMPOCA M HECKOJNBKUX BapHaHTOB OTBeTa. PemeHue
npeJscTaBiIsieT co0oi ykazaHue HoMepa Borpoca U OyKBYy, KOTOPOi 0003Hau€H NMpaBUIIbHBIN, 110
MHEHUIO CTYJIeHTa, BAPUAHT OTBETA.

Ilxana oyenku

Ornenka Bamel Omnucanne

5 9-11 CTyJeHT He JONyCTHJI OLIHOOK

4 7-10 CTyIeHT coBepImI oT 2 10 4 omnOoK B OTBETAaX Ha TECT
3 3-6 CTyIeHT COBEpPIIWII OT 5 10 7 OIMOOK B OTBETAX HA TECT
2 0-2 Cryzent coepumn 8 u 6osiee OMHIOOK B OTBETAX HA TECT

5.2 IlpumepsnI 3agaHUi A1 BBINIOJHEHNs MPAKTHYECKUX padoT

IIpakTnyeckas padora 1
Crnucku ynpasneHus noctynom (ACL) nHTeNIeKTyaaIbHbIX KOMMYTAaTOPOB JIOKAIbHBIX



BBIYHUCIUTENBHBIX ceTel. [[puHIUTIBI M YpOBHU (PHIIbTpAIiK TPapUKa B BHIYHCIUTEIBHBIX
cetsax. Crucku goctyna (ACL) u ux poib B MOJMTUKE 0€30MMacHOCTH ceTeBoro oomeHa. Pabora
ceTeBoro obopynoBanus co crickamu nocryna (ACL).

[IpakTrueckas padora 2

[TocTpoenue 3amuIeHHoN BUpTyanbHOUM yacTHOU cetrt VPN Ha 6a3e npotokona PPTP.

[IpakTrueckas padota 3

[Tporokoins! 3anumienHoro nHpopmanuonHoro oomena IPSec. Ilporokonsr AH u ESP.
Pexxumbl paboTsl, mpuHIUIIEI 0OOMeHa kirodamu (ISAKMP).

[IpakTuyeckas pabdora 4

[Ipotokon SSL/TLS. Ilpuniumnbel paOGoThl, ayTeHTU(HUKALHUS CTOPOH U OCOOCHHOCTH
mudpoBaHus TaHHBIX.

[IpakTrueckas padota 5

IIporokon 3ammmieHHoro TyHHenupoBaHus IPSec. Ilpaktuueckas peanusanus [PSec
TyHHENs Ha 6aze mapuipytuzatopoB CISCO.

[IpakTruyeckas pabora 6

CereBble ckaHepbl. [lpuHImnBel ¥ MeToauku ckaHupoBaHus. CrocoObl MOCTPOCHUS
NOJUTHK  CeTeBO Oe3omacHOCTH W oOecmeueHHss HaASKHOCTH  (DYHKIIMOHHUPOBAHUS
BBIUMCIIUTENBHBIX CETEH U CETEBBIX CIYKO.

Kpamkue memoouueckue ykasanus

Ha BeImonHeHue oHOM mpakTudeckoil paboThl OTBOAUTCS HE MEHEe TPeX JABYXYaCOBBIX
3aHATUi. [lociie BBIMONMHEHUS KaXIOW MPAKTHYECKOW pabOThl CTYIACHT TOJDKEH IPEICTaBUThH
OTYET O €€ BBIMOJIHEHUH, a TAKXKe, [0 YKa3aHUSAM IpernoaBaTelis, BHIIOIHUTH JOMOIHUTEIbHbBIE
3a/laHus 10 TEME.

Llkana oyenxu

OrneHka Bamaer Omnucanne

5 8-10 O1eHKa «OTIIMYHOY BBICTABISIETCS, €CIIH CTYACHT BBIMIOIHILI 331aHKe, IPaBUILHO
OPUMEHII METOJIBL

4 5.7 OI1IeHKa «XOPOIIO» BBICTABISCTCS, €CIIU CTYJCHT BBIIOJHWI 33/1aHKE, TIPABUIBHO
MPUMEHII METOJTbI, HO COBEPIIHII JIOTHYESCKHUE OIIMOKH.

3 2.4 OI1IeHKa «yJOBJICTBOPUTEIILHOY» BBICTABIIACTCS, €CIIU CTYJCHT BBITIOJIHII 33/IaHHE,
HO MPUMEHII METO/IbI He BCE HEOOXOJMMbIE METOIbI JJIs €r0 BHIOIHCHUSL.

2 0-1 O1eHKa «HEeyIOBICTBOPUTEIHLHOY» BBICTABIISIETCS B CIIydae, eCir CTYACHT He
BBITIOJTHIJI 33/IaHKE W/MIM HEBEPHO MPUMEHHI METO bl HEOOXO MBI €r0 BBITIOIHEHHSI.

5.3 Bonpocsl K 3K3aMeHy

1. Oxapakrepu3yiiTe OCHOBHBIE YIpO3bl O€30MACHOCTH BBIUMCIUTENBHBIX CETEH 1
NPUBEINTE IPUMEPHI HanboJIee pacIpoCTPaHEHHBIX aTak.

2. Kakue cymiecTByIOT METO/IbI M CPEJICTBA 3aLUThl MH()OPMAIIMH B BEIYUCIUTENbHBIX
ceTsix? Packpoiite ux cyTh ¥ IPUBEAUTE TPUMEPHL.

3. Kakue MexaHu3MBbl 3alIUTHI IPUMEHSIOT 115 oOecrieueHus! KOH(UACHIIUAIBHOCTH U
[EJIOCTHOCTH JIaHHBIX MIPH Tiepeaade 1o cetsim? KakoBo nx HazHaueHune?

4. JlaiiTe ompeesieHUe MOHATUIO «OpaHaAMay3p» (MEKCETEeBOM IKpaH) U pacCKaKUTe O
BUJIaX MEXKCETEBBIX dKpaHOB. Korja u 3a4eM OHU PUMEHSIOTCS?

5. Uro takoe VPN (Virtual Private Network)? Kakue npeumymectBa u Hepoctatku y VPN
UMEIOTCS?

6. Kakue Buabl ceTeBOro CkaHupoBaHUA cyliecTByoT? [IpuBeuTe npuMepsl yTUIUT U
00BSICHUTE, KaKyI0 HH(POPMAITUIO OHU MOTYT COOUPATh.

7. B 4ém pa3HMIIa MKy TACCUBHBIMU M aKTUBHBIMU METOJ/IaMH CETEBOU pa3BeIKu?
[TpuBeauTe MPUMEPHI METOJIOB M HHCTPYMEHTOB TSI KXKIOTO CIIydas.

8. Uro takoe «DNS poisoning» (orpaBnenrne DNS-kema)? OnummTe JaHHYIO aTaky U
MEpHI 3alIUTHI OT Hee.



9. OOBbsAcHUTE, TOYEMY BaXKHO MIPUMEHATh KPUITOTpapUUECKUE METOIbI 3aIIUTHI
nHpopmaruu pu oOMeHe JaHHBIMH B ceTH? Kakue kpunrorpaduyueckue aaropuTMbl
IIMPOKO PACIPOCTPAHEHBI U PEKOMEHYIOTCS JUIsl UCIIOJIB30BAHUSA?

10. Kakume Mepbl M TEXHOJOTMH TPUMEHSIOT JUIsl 3allUThl OT aTaKk TUIA «OTKa3 B
obcnyxxuBanun» (DDoS)? Onumute XOTs OBl OJHY TEXHOJIOTHIO M OOBSICHUTE NMPUHIMI €&
paboTHI.
Kpamxue memoouueckue yxazanus

JIJiss TOITOTOBKH K DK3aMEHY CTYICHTY HEOOXOIUMO M3YYHTh JICKIMOHHBIN MaTepual, a
TaK kK€ MaTepHa MPEICTABICHHBIN B JIOTIOJTHUTEILHBIX HCTOYHHKAX.

IIxana oyenku

OrneHka

Bbamisr

Omnucanne

14-20

Or1eHKa «OTJINYHOY BBICTABILIETCS CTYIEHTY, €CIIN OH ITyOOKO U IIPOYHO YCBOWII IIPOTPaMMHBI
I MaTepual UCYEpIIbIBAOLIE, IOCIEI0BATENILHO, YETKO U JIOTUYECKH CTPOMHO €ro M3iaraer

, YMEET TECHO YBS3bIBATb TECOPHIO C

TIPAKTUKOMN.

8-12

O11eHKa «XOPOIIO» BBICTABIISETCS CTYAEHTY, €CIIH OH TBEPAO 3HAET MaTepHal, TPaMOTHO H IO C
YIIECTBY M3JIAaracT e€ro, He JA0IyCcKas CyIIECTBEHHBIX HETOYHOCTEH B OTBETE Ha BOIIPOC, IPABHIT
BHO IIPUMEHSET TEOPETHUECKHE

I0JIOXKEHUS! IIPY PEIIEHNH IPAaKTUYECKUX BOIIPOCOB U 3a]ay.

2-6

OLeHKa «yJIOBJIETBOPUTEIBHO) BBICTABIICTCA CTYIEHTY, €CIIM OH UMEET 3HaHHsI TOJIbKO OCHOB
HOTO MaTepuasa, HO He YCBOMJI €ro AeTaneil, 1omycKaeT
HETOYHOCTH, HEJIOCTATOYHO NPABIIbHBIE (DOPMYITHPOBKH.

0-2

Or1eHKa «HEYIOBIETBOPUTEIHHO) BBICTABISIETCS CTYICHTY, KOTOPBIN HE 3HAET
3HAYUTENILHON YaCTH NPOrPAMMHOTO MaTepHaa, JOMYyCKaeT CYIIeCTBEHHbIE OIHOKH.
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