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1 Hessp, nuiannpyemMble pe3yabTaThl 00y4eHHs 110 AUCHHUIINHE (MOLYJII0)

Lensro
uHpOpMALIUN

OCBOCHHA
ABJIACTCA

JUCITUTITHEI
¢dbopmupoBanue y

«Mudopmannonnas
CTYJICHTOB CHCTEMBbI

0€30I1aCHOCTh |

3aInATa
3HAaHUU B o00JIacTu

HH(l)OpMaHHOHHOfI 0€30IaCHOCTU H IIPUMEHCHUA Ha IIPAaKTHKE MCTOAOB KU CPCACTB 3alllUTHI

uHpOpMaLnu.

3amaul  OCBOEHHUS JIUCIUILIUHGI

dbopmupoBaHue

YMEHHUS

o0ecneyuThb 3alUTy

uHpopManuu 1 00beKTOB HH(OpMaTH3aLNU; (POPMUPOBAHNE YMEHUS COCTABIIATH 3asIBUTEIBHYIO
JOKYMEHTAIIMI0 B HAJ30pHBIE TOCYJapCTBEHHBIC OPTraHbl WHPOKOMMYHUKAIIMOHHOW OTpAaciy;
¢opMHpOBaHHE HABHIKOB BBIMOJHEHHS pPabOT B OOJIACTH TEXHUYECKOTO pPEryJIHpPOBaHUS,
cepTU(UKAMM TEXHUYECKUX CPEICTB, CHCTEM, IPOLIECCOB, OOOpPYIOBAaHHMS U MAaTEpUaJIOB;
(dbopMUpOBaHNE HABBIKOB 00ECIICUCHUS 3aIUTH 00BEKTOB MHTEIICKTYAIbHON COOCTBEHHOCTH U
PE3YJIbTaTOB UCCIIEOBAaHUN U pa3padOTOK KaKk KOMMEPUYECKON TaliHBI TPEANPHITHS; HACTPOHKA U
o0CITy’)KMBaHHUE anmnapaTHO-IPOTPAMMHBIX CPEJICTB.

[TnanupyempIMH pe3ysnbTaTaMi 00Y4YEHHUS 10 JUCHUILIMHE (MOIYJIIO), SBISIOTCS 3HAHUS,
yMEHUS, HaBbIKU. llepeueHb MIaHUPYEMBIX PE3yJbTaTOB OOYUEHHS 10 JAUCHUILTUHE (MOJIYIIO),
COOTHECEHHBIX C IUIAHHPYEMBIMU pe3yJbTaTaMH OCBOCHHs 00pa30BaTEIbHON MNpPOTrpaMMBl,
npezcTasieH B Tabnuue 1.

Tabmuna 1 — Komnerenuu, popmupyemblie B pe3yinbTaTe U3YyYeHUS TUCITUTUIMHBI (MOIYIIS)

PesynbpTarel 00yueHus O JUCIUILTUHE

Kon u Konn
Haspanue hopMyIrpoBKa
OIIOII BO, opmynHpoBKa HHIUKaTOpa Kox
COKpalieHHOe KOMIETEHIUH JOCTHKEHHS pe3yib DopMyIupoBKa pe3ynbTaTa
KOMITCTEHIINT
TaTa
09.03.03 OIIK-1 : Criocoben OIIK-1.2k : Pemaer Pa1 3HaHHE | COBPEMEHHBIX 3aKOHOB,
«[Ipuknagnas | mpUMEHSTH npodeccroHaNbHbBIE CTaHIApTOB, METOJIOB U
nHdopmaTnKa» | ecTecTBEeHHOHAYYHBIE | 3agadu ¢ TEXHOJIOTHH B 0071aCTH
(b-TIN) 1 OOIIeHKeHEPHBIE | MIPUMEHEHUEM 3aIUTHl HHPOPMAIUN
3HAHUS, METOBI €CTEeCTBEHHOHAaY4YHBIX | PJ[11 HasBrpixk | BilageHust MeTogqamMu
MaTeMaTHIecKoro 1 OOLIENH)KEHEPHBIX OIIEHKH PUCKOB
aHanusa u 3HaHUI nH(pOpMaMOHHOH
MOJICINPOBAHHUA, 6€3011acCHOCTH
TEOPETHIECKOTO P12 3HaHue | TpeOOBaHMIA K 3aIlUTE
9KCIEPUMEHTAIBHOTO HH(pOpMAIHH
HCCICOBaHMs B ONPENIETEHHOTO TUIIA
npodeccHoHaTbHOM PI3 | Ymenue | ucnons3oBath
JesITeIbHOCTH COBPEMEHHBIC
HPOTPaMMHO-
ammapaTHble CpeACTBa
3alIMThl HHPOPMAIUU
P14 | YMmenue | obecriednBaTh 3aIIUTY
uHpopmauu
PS5 HaBpix | BrnageHus
COBPEMEHHBIMU
MEeTOJaMH 00eCTIeYCHNUS
3aITUTHl HHpOPMAUN
P16 | 3maHnme | coBpeMEHHBIX METOJOB U
CpPEICTB 3aIHUTHI
nHbOpMaIN
OIIK-3 : Ciocoben OIIK-3.1k : P10 | Ymenue | ympaBisiTh
pemats crangapTHeie | I[Ipumensier nH(pOpMaMOHHOK
3a71a4u TIPUHINIIBL, METOJIBI 6€3011acHOCTBI0
npodeccHoHAIBLHOM 1 CPEJCTBA PEIICHUS OpraHM3aIy
JEeATCIIbHOCTH Ha CTaHIApTHBIX 33729 PI7 YMeHue | aHanuzupoBarthb
OCHOBE npodeccHOHaIbHOM UH(OPMALUOHHYIO




nH(OPMAMOHHON U
oubmmorpaduueckoit
KYJBTYPHI C
TIpUMEHEHUEM
WHPOPMALNOHHO -
KOMMYHHUKAITHOHHBIX
TEXHOJIOTUH U C
YYETOM OCHOBHBIX
TpeOoBaHU
nH}popMaMOHHON
0e30macHOCTH

JesATEIFHOCTH Ha 0e3011acHOCTh
OCHOBE OpraHu3ayu
WHPOPMAMOHHON 1 P8 HaBrix | BmameHus
6ubmmorpaduaeckoit COBPEMCHHBIMHU
KYJBTYPBHI C TEXHOJIOTHSIMHU U
NpUMEHEHHEM METOJaMH 00ECIICUCHUS
UH(OPMaAIUOHHO- nH(pOpMaIMOHHOH
KOMMYHUKAIlUOHHBIX 0e301acHOCTH
TEXHOJIOTUH U C OpraHu3aluu
y4eTOM OCHOBHBIX

TpeboBaHuit

nH(pOpMaMOHHON

6e301acHOCTH

B mponecce OCBOCHUA JUCHUINIMHBI PEINAOTCA 3aJadd BOCIIMTAaHUA T'apMOHHUYHO
pa3BHTOﬁ, H&TpHOTH‘-IHOfI U COIMAIbHO OTBETCTBEHHOI JIMYHOCTH Ha OCHOBE TPAAUIIUOHHBIX
pOCCHfICKI/IX AYXOBHO-HPAaBCTBCHHBIX U KYJIBTYPHO-UCTOPUUCCKHUX HeHHOCTeﬁ, IMpEaACTAaBICHHEBIC

B Tabmure 1.2.

Ta6mmuma 1.2 — I{eneBbie OpUEHTUPBI BOCITUTAHUS

BocnurTarteabHbIe 3212944

@®opMuUpOBaHUE LICHHOCTel

eneBble OpUEHTHPHI

DopMHUPOBaHUE IPAKTAHCKON MO3ULUM U HATPUOTH3IMA

Bocnuranue ysaxxenus k Konctutyiun u
3akoHaM Poccuiickoit @enepanuu

I'paxknaHCTBEHHOCTH

I[I/ICIII/IHJ'II/IHI/IpOBaHHOCTL

(I)OpMI/II)OBaHHe AYX0BHO-HPABCTBE€HHBLIX HeHHOoCTel

BocnuTanue 4yBcTBa 10Jra U
OTBETCTBEHHOCTH TIepe]] CEMbel U
00IIIECTBOM

Bricokue HpPaBCTBCHHBIC
nacalibl

Oco3HaHHE EHHOCTH
npodeccun

®opMHpoOBaHHe HAYYHO

o0 MUPOBO33PECHUA U KYJbTYPbI MBIIIJICHUSA

Pa3Burne no3naBaTeIbHOTO HUHTEpECa 1
CTPECMJICHUS K 3HAHUSM

Cnyxenue OTeuecTBy U
OTBETCTBEHHOCTb 32 €ro Cy/b0y

Co0bmroieHre MOpaTbHBIX
MIPUHITUATIOB

dopMUpOBaHNE KOMMYH

HKATUBHBIX HABBIKOB U KYJbTYPbI 001IeHHS

Pa3Butue ymenus apdexktuBHo 00ImIaTHCS
U COTPYIHHYATH

Bs3aumonomorips u
B3aMMOYBa)KEHUE

CnocoOHOCTh HAXOIUTh,
aHAIM3UPOBATh U
CTPYKTYPHUPOBAaTh
nHPOPMALIUIO

2 Mecto aucuuniaunbl (MoayJsi) B ctpykrype OITOIT

HMucuunnuna «HbopManmonHass 6e30mMacHOCTh M 3aluTa HWHGOpPMALKUK» BXOIUT B
6a3oByto yactb broka 1 Jlucuuniannsl (Moaynu) ydeOHOTo IIIaHa.

3. O0beM JUCUMILIIMHBI (MOTYJISA)

OO0bvemM aucHUIUIMHBL (MOJYJsI) B 3a4eTHBIX EAMHUIAX C YKa3aHHMEM KOJHYEeCcTBa
aKaJeMHYECKNX YacoB, BBIJIEJICHHBIX Ha KOHTaKTHYIO paboTy ¢ oOydaromumucs (10 BUIaM
y4eOHBIX 3aHATHIA) U Ha CAMOCTOSITEIbHYIO paboTy, IpUBE/IEH B TabuIEe 2.



Tabmuna 2 — O6mmas TpyI0eMKOCTh AUCIUILTUHBI

Tpyzo- OO6BbeM KOHTAKTHOH paboThI (4ac)
€MKOCTb
Cemectp
Hazpanue (I)60 P Mz_i YacTb (0®0) A Bueaysu- CPC ¢>0pr1
OIIOII BO oby1e VII MK KypC YIAUTOpHAS TopHas aTTec
HUS (3P0, (.E) Beer Talunl
03D0) - cero
nek. | npak. | ma6. | ITA | KCP
09.03.03
Tpuxiannas 0D0 b1.b 5 3 73 36 36 0 1 0 35 c]
nH(pOpMaTHKA

4 CTpyKTypa M coJepkaHue TUCUUIIMHBI (MOXYJIs1)

4.1 Ctpykrypa aucuuminabl (MoayJs) aiss Q@O

TemaTnueckuil miaH, OTpa)KarOLUil coaep)kaHUue AUCLUILIMHBI (MIepeueHb pa3fesioB U
TEM), CTPYKTYPHUPOBAHHOE IO BU/IaM YUEOHBIX 3aHATHI C YKa3aHUEM UX 00HEMOB B COOTBETCTBHH
¢ yueOHBIM IIaHOM, IpHBeJieH B Tabaule 3.1

Tabmuua 3.1 — Pa3aensl quCHUATUIMHBL (MO ), BUIIBI Y9€OHOU NESTETLHOCTH B (POPMBI
Tekyuero Kourpoust s 09O

Kon pe- Kon-Bo 4acoB, 0TBeIeHHOE Ha
dopma
Ne HasBanue Tembl 3ynbTara
Jlek [Ipaxt J1a6 CPC TEKYILEro KOHTPOJIs
00y4eHus
Beenenue B
1 | nadopmanmoHHyIO PJ1, P16 2 0 0 2 CobecenoBanue
6€3011acCHOCTb
IIpumenenue
HHPOPMAITMOHHBIX
TCXHOJIOTHHA U1 M3YHCHH OTYeT MO MPaKTHIECKOH
2 | BOmPOCOB OpraHU3aIOHHO- Pa1 0 2 0 3 P
pabore
MPaBOBOTO 00CCIICUCHUS
MH(OPMAIIMOHHOM
6€30MacHOCTH
IIpaBoBoe obecrieueHnE
3 | uHbOpPMATMOHHO Pa1, P12 6 0 0 3 CobecenoBanne
6€30MacHOCTH
Hcnons3zoBanue PI3, .
P/i4, OTUET M0 NPAKTUUECKOM
4 | xpunrorpadguyecKux CpeicTB P16 0 6 0 3 paboTe
3amuTH HHGOpMauu PJIS, P9
OpraHu3aioHHOE gﬁi’
5 obecnederne . PA7, 6 0 0 3 CobecenoBanue
MHPOPMAIIMOHHOM P18
6e3omacHoCTH PII10
PJI2,
PJl4,
Peanmuzanms paboTs PJi6, o
OTYET MO NMPaKTHIECKOM
6 | uHOPACTPYKTYPHI OTKPHITHIX Pa7, 0 6 0 3
o pabore
KITFOUCH PJ19,
PJI10,
PJI11
P13,
TexHu4eckue cpeacTna u P/,
7 pel PS5, 6 0 0 3 CobecenoBanne
METOAbI 3AIIUThI I/lH(l)OpMaLLI/II/I PI[6
PJ17, P19
8 Cpexcta creranorpaduu st PJIS, PJI9 0 6 0 3 OTYET MO MPaKTHIECKOH
3auThl UHQOPMAIMH pabore




P13,
[IporpammHoO-anmapaTHbie P/i4,
CPEICTBA U METObI PIS,
9 | obecmeuenust Pa7, 8 0 0 3 CobecenoBanue
UH()OPMAIIMOHHOM P8,
0€e30I1aCHOCTH P9,
P/11
PI3,
P14,
Hactpoiika 6e3omacHoro P/5, OTYET M0 MPAKTUUECKOHN
10 0 8 0 3
CETEBOT0 COEANHEHUS P/8, pabote
P19,
P/11
PIS,
1 Kpunrorpapudeckie MeToabl P8, 8 0 0 3 CoGecenopatie
3aIUTHl HHQOpMALUU P19,
P11
P/3,
P14, .
AHTHBUPYCHBIE CPE/ICTBA OTHYET M0 MPAKTUYECKOH
12 PJI5, 0 8 0 3
3aIUTHl HHQOpMAUU pabote
P19,
P11
Hroro no Tadsuue 36 36 0 35

4.2 Conep:xaHue pa3iejioB U TeM JUCHUIVIMHBI (Moay.s) njass ODO

Tema 1 Bseoenue 6 ungopmayuonHyo 6e30nacnocme.

Conepxanne Tembl: MHpOopMmarmonHas Oe3onacHocTh. OCHOBHBIC TOHATHSA. Mopaenu
UH(POPMALMOHHOM Oe30macHOCTH. Bupl 3amuiiaemoli ”HPOpMAIIUK.

@dopMBI ¥ METOJBI TPOBEACHHS 3aHITHHA 10 TeMe, NMPUMEHSIEMbIe 00pa30BaTeIbHBIC
TEXHOJIOTUH: JICKIIMOHHOE 3aHSTHE.

Bunbsl caMocTosATEIbHON TIOJTOTOBKH CTYJAEHTOB MO Teme: [1oAroToBKa K KOHTPOJIBHBIM
BOIIPOCaM coOeceI0BaHusl, MOATOTOBKA K MPOMEKYTOYHOM aTTECTAIMH.

Tema 2 Ilpumenenue uHGOPMAYUOHHBIX MEXHONO2UN O U3VUEHUS BONPOCO8
OP2aHU3AYUOHHO-NPABOB0O20 0beCcneyeHUs UHPOPMAYUOHHOU DE30NaACHOCTU.

Conepxxanue Tembl: Mcnosnb3oBaHue 0a3 JaHHBIX S HAXOXKICHUS M H3Yy4CHHS
HOPMAaTUBHBIX JOKYMEHTOB B 00J1aCTH MHPOPMAIIMOHHON 0€3011aCHOCTH.

@®opMbl U METOABI MPOBEACHUS 3aHATUI NO TeMme, MpUMEHseMble 00pa3oBaTeIbHbIE
TexHonoruu: [Ipakrnueckoe 3ananue.

Bunel camocToATEnpHOM NOArOTOBKM CTyIeHTOB o Teme: llogroroBka otuera 1o
MPAKTHYECKON paboTe, MOArOTOBKA K TPOMEKYTOUHOM aTTeCTallUH.

Tema 3 IIpasosoe obecneyenue uHGHoOpMayuoHHoU He30NaACHOCMU.

Conepxanne  Tembl:  OCHOBHbIE  HOPMAaTHBHO-TIPABOBbIE  aKThl B 00JacTu
uH(popManoHHON Oe3omacHocT. I[IpaBoBble 0OcCOOEHHOCTH obOecrieyeHus: 0e30MacHOCTU
KOH(pHIeHIIMATbHON MH(OPMAIIMK U TOCY1apCTBEHHON TaliHBI.

@®opMBI U METOABI MPOBEACHUS 3aHATHH TO TeMe, MPUMEHseMble 00pa3oBaTeIbHBIE
TEXHOJIOTUH: JIEKITMOHHOE 3aHATHE.

Buasl caMocTosSTensHON TOATOTOBKU CTYIEHTOB 10 Teme: [1oaroToBKa K KOHTPOJIBHBIM
BOIIpOCaM cobece0BaHusl, MOATOTOBKA K MPOMEXKYTOUHOM aTTeCTaI|H.

Tema 4 Hcnonvsosanue Kpunmozpaghuiueckux cpeocme 3auumul UHGOpMayuu.

Copepxanne tembl: Co3nanue 3amupoBaHHBIX (DailyIoOB U KPUNTOKOHTEHHEPOB U UX
pacudpoBaHue.

@®opMbl 1 METOJbI IPOBEJCHHS 3aHITUH 1O TeMe, NMpUMEHseMble 00pa3oBaTeIbHbIC
TexHosnoruu: [Ipakrnueckoe 3ananue.



Bugel camocToATeNnbHOM MOATOTOBKM CTYAEHTOB 1o Teme: lloaroroBka oryera mno
MpaKkTUYECKON paboTe, MOr0TOBKA K MMPOMEKYTOUHON aTTECTAIUH.

Tema 5 Opeanuzayuonnoe obecnevenue UHGOPMAYUOHHOU OE30NACHOCMIU.

Conepxanne Tembl: OCHOBHBIE CTaHAAPTHI B 00nacTH obecrieueHuss HHPOPMALMOHHOM
6e3omacHoctu. [lonutuka 6e3omacHOCTH. DKOHOMUYECKasi 0€30MaCHOCTh MPEIIPUSITHSL.

@opMbl U METOABI MPOBEACHUS 3aHATUI MO TeMe, MPUMEHsSEMble 00pa3oBaTeIbHBIE
TEXHOJIOruH: JIeKIMOHHOE 3aHsTHE.

Bunpl caMocTosTeNnbHON OATOTOBKU CTYJAEHTOB 110 TeMe: [1oAroToBka K KOHTPOJIBHBIM
BOIpOcaM cobeceIoBaHms, MOArOTOBKA K MPOMEKYTOYHON aTTeCTallUu.

Tema 6 Peanuzayusi pabomul uHhpacmpykmypvl OMKpblmblX Kiioyell.

Conepxxanne Tembl: Co3llaHHE YIOCTOBEPSIONIETO IEHTpa, T€HEpalus OTKPBITHIX H
CEKPETHBIX KJIIOYeH, co3gaHue CcepTU(HUKATOB OTKPBITHIX KIIOYEH, CO3/IaHUE AIIEKTPOHHOMN
MOJAMKCH, IPOBEPKA FICKTPOHHOU MOAHUCH.

@opMbl U METOJII NPOBEICHHS 3aHITUNA MO TeMe, MpUMEHseMble 00pa3oBaTeIbHbIC
texHojoruu: [IpakTuueckoe 3ananue.

Bunel camocTosTensHOM MOArOTOBKM CTyAeHTOB 1o Teme: l[loaroroBka oryera MO
MpaKkTUYecKor paboTe, MOJr0TOBKA K MPOMEKYTOUHON aTTECTAIUH.

Tema 7 Texnuueckue cpedcmea u Memoowl 3aujumvl UHGOpMaAYUU.

Copepxanne TeMbl: MHxeHepHas 3amuTa 00beKToOB. 3amuTa HHPOPMAIUH OT YTEUKH 110
TEXHUYECKUM KaHaJlaM.

@opMbBl U METOJBI TPOBEACHHS 3aHITUN MO TeMe, MpUMEHseMble 00pa3oBaTeiIbHbIC
TEXHOJIOTHH: JIeKIInOHHOE 3aHsTHE.

Bunel camocTosTenbHON MOJATOTOBKU CTYJAEHTOB 10 TeMe: [1oAroToBka K KOHTPOIBHBIM
BOTIPOCaM coOece0BaHusl, MOATOTOBKA K MPOMEKYTOYHOM aTTeCTaIIH.

Tema 8 Cpeocmesa cmezanozpaghuu 0ns 3auumol UHGOPMAYUU.

Copepxannie TeMbl: Vcronb30BaHue CPENICTB CTeraHOTpaduu A7 3alIUTHI (PaiiioB.

@dopMBI ¥ METOJIBI TPOBEACHHS 3aHITHHA 10 TeMe, NMPUMEHSIeMbIe 00pa30BaTeIbHBIC
texHonoruu: [IpakTuueckoe 3a1anue.

Buael camocToATENbHOM MOATOTOBKH CTYAEHTOB 1o Teme: l[loaroroBka oryera mo
MPAKTUYECKON paboTe, MOArOTOBKA K MPOMEKYTOUHOM aTTECTAIINH.

Tema 9 IIpocpammno-annapamuule cpedcmea u Memoovl 0becneyetst UHGHOPMAayUOHHOU
bezonacrocmu.

Copepxannie Tembl: OCHOBHBIE BUJbBI CETEBBIX UM KOMITBIOTEPHBIX yrpo3. CpeactBa u
METO/TBI 3aIIUTHI OT CETEBBIX KOMITBIOTEPHBIX YTPO3.

@opMBl U METOJBI TPOBEACHHS 3aHITUN MO TeMe, MpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOIOTHH: JIEKIIMOHHOE 3aHsTHE.

Bunel caMoctosTenbHON MOATOTOBKU CTYACHTOB MO Teme: [1oAroToBka K KOHTPOIBHBIM
BOTIpOCaM coOeceI0OBaHMs, MMOATOTOBKA K MPOMEXKYTOIHON aTTeCTAIINH.

Tema 10 Hacmpotixa 6e3onacnoz2o cemegozo coeOuHenus.

Conepxxanne Tembl: Co31aHMe 3alIUIICHHOTO KaHala CBSI3M CPEJACTBAMU BUPTYaIbHOU
YaCTHOM CETH.

@opMBl ¥ METOJBI TPOBEICHHS 3aHITHI TO TeMe, MpUMEHseMble 00pa3oBaTelIbHBIC
texHoyioruu: [IpakTudeckoe 3amanue.

Buabl camocTosiTenbHOM MOATOTOBKUA CTYAEHTOB Mo Teme: IloaroroBka oruyera Mo
MpaKkTUYECKOn paboTe, MOr0TOBKA K MPOMEKYTOUHON aTTECTAIUH.



Tema 11 Kpunmoepagpuueckue memoowt 3aujumul UHopmayuu.

Conepxxanne Tembl: CHUMMETPHUYHBIE M ACCUMETPUYHBIE CHCTEMBl HIM(POBAHUS.
[udppossie mnoamucu (DAeKTpoHHBIE moanmucH). MH)pacTpykTypa OTKPBITHIX —KIIOYEH.
Kpunrorpaduueckue npoToKoIbl.

@opMbl U METOABI MPOBEACHUS 3aHATUI MO TeMe, MPUMEHsSEeMble 00pa3oBaTeIbHBIC
TEXHOJIOTUH: JIEKIIMOHHOE 3aHsATHE.

Bunel caMocTosTenbHON NOATOTOBKU CTYJAEHTOB 110 TeMe: [1oAroToBka K KOHTPOJIBHBIM
BOIIpOCaM coOece0BaHusl, TOArOTOBKA K IPOMEXYTOUYHOM aTTeCcTaliHy.

Tema 12 Aumusupychsie cpedcmea 3awumsl UHGopmayu.

Coneprxanue TeMbl: VM3ydeHne HACTPOEK CPeACTB aHTUBUPYCHOM 3aIIUTHI HHPOPMALIUH.

@opMbl U METOJbI NPOBEACHHS 3aHITUN MO TeMe, MpPUMEHseMble 00pa3oBaTeIbHbIC
texHosioruu: IIpakTuyeckoe 3aganue.

Bunel camocTosiTensHOM MOArOTOBKM CTyAeHTOB mo Teme: lloaroroBka oTuera 1o
NPaKTUYECKOH paboTe, MOArOTOBKA K IPOMEKYTOUHON aTTECTAIHUH.

5 Meroauyeckne YyKazaHusl sl OOY4YAIOIIMXCH MO M3YYEHHI0 M PpPeau3aluu
AUCHUILIMHBI (MOZYJIs1)

5.1 Meroanueckne peKOMeHAAUMH OOYYAWIIUMCH M0 M3YYEHHUI0 [UCUMIUIMHBI H 10
o0eceYeHn 0 CaMOCTOSITeJIbHOM padoThI

Texymias camocrositenbHas padoTa 1o Kypey «MHbopMaonHas 6€301MacHOCTb 1 3aIIUTa
uH(pOpMallMK» HaMpaBlieHa HA YIyOJeHHe U 3aKperyieHue 3HaHUN, Ha pa3BUTHE MPAKTHUECKUX
YMEHUH U BKIIFOYAET TaKHe BUIBI padOT, KaK:

- paboTa ¢ JeKIIMOHHBIM MaTepUaIOM;

- paboTa ¢ peKOMEHI0BAaHHOM JINTEPATYPOI MPH IMOATOTOBKE K MPAKTHYECKUM 3aHIATHSIM;

- IOJrOTOBKA K IK3aMEHY.

[Tpu uzyuenun nucuunnbl «MHbopManoHHas 6€3011acHOCTD U 3alUTa UHPOPMAaII
pEeKOMEH/yeTCs pEeHTHHroBas TEXHOJOTus OOy4yeHMs, KOTopas IO3BOJSET pealn30BaTh
HENPEPBhIBHYI0O U KOMIUIEKCHYIO CHUCTEMY OLICHHMBAaHUS Y4YEOHBIX JOCTHUKEHHUI CTYIEHTOB.
HenpeppIBHOCTh 03HA4aeT, YTO TEKYIIHE OLICHKH HE YCPEAHSIOTCA (Kak B TPaJuLMOHHOMN
TEXHOJIOTHH), @ HETIPEPHIBHO CKJIAABIBAIOTCA HAa MPOTSHKEHUU CEMeCTpa MpPU U3Y4YEHUHU TEPBOTO
WM BTOpOro Moayisi. KomiuiekcHOCTh 03HavaeT ydeT Beex (hopM yueOHOM U TBOPUECKOM paboThI
CTYyJIEHTa B TEUYEHUE CEMECTpa.

PelTHHT HampaBiieH Ha MOBBIIIEHUE PUTMUYHOCTH U 3()(PEKTUBHOCTH CaMOCTOSITEIbHOMN
pabotel  cTyneHToB. OH  OCHOBBIBaE€TCS Ha IIMPOKOM  HCIOJB30BaHUM TECTOB U
3aMHTEPECOBAHHOCTH KaXKJIOTO CTYJI€HTa B IMOJy4YeHUH Ooyiee BBICOKOW OIIEHKM 3HAHUN MO
JUCLATIIINHE.

[TpuHIMOBI peTHHTA: HEMPEPBIBHBIA KOHTPOJIb (B MJl€alie HAa KaKAOM U3 ayAMTOPHBIX
3aHATHI) W Tody4yeHHe Oosiee BBICOKOM OIIGHKM 3a paloTy, BBINOJHEHHYIO B cpok. [lpu
NPOBEICHUH NMPAKTUUYECKUX 3aHATHH HEOOXOIMMO NpeaycMaTpUBaTh IIUPOKOE HCIOIb30BaHUE
AKTHUBHBIX U UHTEPAKTUBHBIX (POPM (KOMIBIOTEPHBIX CUMYJISLUMN, IETOBBIX U POJIEBBIX UTP).

PeiiTuHr Bkitoyaet B ceOs 1Ba BUJAa KOHTPOJIS: TEKYIIUH, MPOMEXYTOUHBIA U UTOTOBBIH
10 TUCLMIUIMHE.

Texymmit koHTpoab (TK) - ocHOBHas yacTh PEeUTHMHIOBOM CHUCTEMBI, OCHOBAaHHAs Ha
OersjoM ompoce pa3 B HeAeNo Wik B JBe Heaenu. Dopmbl: OlieHKa 3a cady TEOPEeTHYECKUX
MHUHH3a4€TOB, BBIMOJIHEHUE WHAWBUAYAIBHBIX 33JaHUA M NpaKTHUECKUX padboT. Bakueiimei
dopmoii TK, mo3Bomstomield OMpPOCUTh BCEX CTYJAEHTOB Ha OJIHOM 3aHSATHU SBIISFOTCS
TEOPETUYECKUE MOAYIH, HAa KOTOPBIX CTYIEHTbI CaMOCTOATEIBHO OTBEYAlOT HA BOIPOCHI IS
CaMOCTOSITEIIbHOM OIIEHKH.



KoHTponbHBIE BOMPOCH AJISI CAMOCTOSITENIPHOW OLIGHKM KayecTBa OCBOCHMS Y4eOHOI

JUCLIUILINHEI
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0.
. Kakue riaBHble rocyjapcTBEHHBIE OpraHbl B 00JacTu o0ecriedeHns HHPOPMaLMOHHOM

Tewma 1. Brenenne B nH()OpMaIMOHHYIO O€30TTACHOCTH

Uro takoe nHpopMaroHHast 6€30MacHOCTh?

[lepeuncianre OCHOBHBIE yrpo3bl HHHOPMALMOHHOI O€30MaCHOCTH.
Kakue cymiecTByroT Moeny HHPOPMALMOHHON Oe301acHOCTH?
Kakue MeTozp! 3amuThl HHGOpPMALUK BBIIEISIOT?

Uro Takoe npaBOBbIE METOIbI 3AIIUTHI HHPOPMALIUU?

YTo Takoe OpraHU3alMOHHBIC METOBI 3aIUTH HHpOpMaHn?

Uro Takoe TEXHUYECKHE METO/IbI 3aIUThl HH(pOpMauu?

YTo Takoe MmporpaMMHO-aInapaTHble METObI 3alUTH HHpOpMaun?
UYro Takoe KpunTorpapuuecKue METO bl 3alIUThI HH(pOpMAIN?

Yro Takoe puzndeckue METoAbI 3aUThH HHpopManuu?

Oe3omacHOCTH?
[Tepeuncnure BUbI 3a1UIIAEMON HHPOPMAITUH.

Tewma 2. [IpaBoBoe obecrieucHre nHOOPMATMOHHON OE30ITaCHOCTH

IIpaBo. Mctounuku npasa.

Kakune ocHOBHBIE 3aKOHBI B 00JIACTH 3a1UTH HHQOopMaryu B PO?

[Tepeuncnure ocHOBHBIE LienHu U 3a1auu PO B ob6nactu obecniedeHnss THPOPMALMOHHOM
0e3011aCHOCTH

Crparerus HalMoHalIbHOU Oe3onacHOCTU. JJokTpuHa HH(OPMAIMOHHON 0€30MacHOCTH.
Uro Takoe koH(puIEeHITMATEHAS HHPOpMAITHs?

Yro Takoe nepcoHalbHbIE JaHHbIE?

B kakux cimyyasix BO3MOYXHO HCIIOJIb30BATh [IEPCOHANIbHBIE JaHHbIE 0€3 coracus
oOnazareis?

OxapakTtepu3syiite OMOMeTpHUECKHE JaHHbIE KaK IEPCOHAbHbIE TaHHBIE.

Yro Takoe mpogeccuoHanbHas TaitHa?

Urto Takoe cimyxeOHas TaiiHa?

Yro Takoe KoMMepuecKas TaiHa?

Uro Takoe pexxuM KOMMEpPUECKON TailHbI?

Yro Takoe rocynapcTBeHHas TaiiHa?

OnummMre NpaBoOBOM PeXUM rocyAapCTBEHHOM TallHBI.

®3-149.

®3-152.

®3-98.

®3-390.

@®3-395-1.

©3-126.

®3-374 u ©3-375.

ITocranoBnenue npasutenbcTBa Nel119.

Tewma 3. OpranuzannonHoe odecredeHrne nHHOPMAITMOHHOW 0€30MTaCHOCTH

Kakue ocHOBHBIE MEXTyHAPOIHbIE CTAaHAAPTHI B 00J1aCTH UHPOPMAIIMOHHON
Oe3omacHoCTH?

«OpanxeBasi KHUTa»

ISO/IEC 15408.

Kak cBs3aHbI MCKAYHAPOAHBIC CTAHAAPTHI U CTAHAAPThI P®?



NGO

20.
21.
22.
23.

©CoNoak~wWNE

'OCT P UCO/MDBK 27002-2012.

I'OCT P UCO/M3BK 27005-2010.

CTO BP UBBC-1.1-2007. «Ayaut uHpOpMaMOHHOI 0€30MaCHOCTH.

PC BP UBBC-2.2-2009. «MeToiMKa OLIEHKH PUCKOB HapylIeHUs HHPOPMAITMOHHOMN

0€30I1aCHOCTIY.
ITpuka3z ®CH Ne378.

. ITpuxa3z ®CTIOK Ne21.
11.
12.
13.
14.
15.
16.
17.
18.
19.

[Tpukaz ®CTIK Nel7.

[Tpuxa3z @CTOK Ne31.

[Tpukaz ®CTIK Ne28.

[Tpuxa3z @CTOK Ne638.

[Tpukaz ®CTIK Ne9.

[Tpuxa3z @CTOK Nell19.

IIpukas ['octexkomuccuu Nel 14.

PykoBogsmue nokymeHnTsl ['ocrexkomuccuu.

Meps! 3a1uThl HH(GOPMALMK B TOCYAAPCTBEHHBIX HH()OPMAIIMOHHBIX CUCTEMAX.
(Meronnueckuit nokymenT ®CTOK).

Yro Takoe moauTHKa 0€30MacHOCTH?

Cnyx0a 6e3onacuoctu npeanpustus. CTpykrypa. @yHKINH.

TunoBas MHCTPYKIMS COTPYHHKA 110 0OecreueHUI0 HH(POPMaMOHHON 6€301aCHOCTH.
OxoHoMHUuYecKast pa3Beka. [IpoMBIIIIEHHBIH MITHOHAXK.

Tema 4. Texuuueckue CpeCcTBa U METOBI 3aIUTH HH(pOpMaIIH

Uro Takoe UHXKEHEpHas 3aluTa 00bEKTOB?

Kakum cnoco6oM onuceiBaeTcst HHKEHepHas 3amuTa. OnucaTb MOJIENb.
Kakwue cpenctsa npuMeHsIIOTCS 1715 3alIMThI 1-ro nepumMerpa?

Kakue cpeactBa npuMeHsoTes AJ1s 3aIlIUThI 2-I0 epumerpa?

Kakwue cpencta npuMeHSIIOTCS 171 3alMThI 3-TO epumMerpa?
[TosxapHble CUTHAIU3ALUH.

OxpaHHbIe CUTHATTU3ALUU

bruomerpus. buomerpudeckue XapakTEpUCTUKH.

UTo Takoe TEXHUYECKHUE KaHAJIBI YTeUKH HH(POPMAITHH?

. [lepeuncrnuTe OCHOBHBIE BUJIbI TEXHUUECKUX KAHAIOB YTEUKH HHPOpMAIUU?

. Urto Takoe crnermpoBepka?

. Uto Takoe crenmccienoBanme?

. Uto Takoe crenoociaeaoBanue?

. Ilepeuncrnure MeTOBI 3a1IUTHI HH(GOPMALIMU OT YTEUKU MO 3PUTEIHLHOMY KaHaIy.

. [lepeuncrnure METOBI 3aIIUTHI HH(GOPMAIIUU OT YTEUKHU IO SJIEKTPOMArHUTHOMY KaHamy.
. HepetmanTe METOABI 3alIUTHI I/IH(l)OpMaHI/II/I oT YTeLIKI/I 110 SHCKTpI/I‘-ICCKOMy KaHaJ'Iy.

. [lepeuncrnure MeTOBI 3aIIUTHI HH(GOPMALIUK OT YTEYKU MO UHIYKIIMOHHOMY KaHaTy

. Ilepeuncrnrre MeTObI 3a1IUTHI HH(OPMALIUK OT YTEUKHU 110 MMApaMETPUIECKOMY KaHaIYy.
. Ilepeuncrnure MeTOBI 3aIIUTHI MH(GOPMAIIUK OT YTEUKU MO BO3IYIIHOMY KaHamy.

. Ilepeuncnure MeTo B! 3a1IUTHl UHGOPMAIIMU OT YTEYKU N0 BUOPALIMOHHOMY KaHaIly.

. Ilepeuncrnure METOBI 3aIUTHI MHGOPMAIIUK OT YTEUKU MO aKYCTOIIEKTPHUECKOMY

KaHaiy.

. HCpC‘-II/ICJ'II/ITe METOJBbI 3allIUTHI I/IH(l)OpMaLII/II/I OT YTCUKHU 10 OITUKOIJICKTPOHHOMY

KaHay.

. Hepe‘-II/ICJ'II/ITe cpeacTBa U MCTOABI 3alIUTHI I/IH(I)OpMaLII/II/I OT YyTCUKU I/IH(I)OpMaLII/II/I B

TeneOHHBIX JTUHUSX.



Tema 5. [IporpamMHoO-anmapaTHbIE CPECTBA M METOABI obecrieueHus] HHPOPMALIMOHHOM

0€30I1aCHOCTH
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Yto Takoe mporpaMMHO-aIapaTHble CpeACcTBa 3alluThl HHpopManuu?

Kakue MexaHu3Mbl pealiu3yroT NIPOrpaMMHO-aIIapaTHBIE CPEICTBA 3aIUThHI
uHpopmanun?

Kakue KoMITbIOTepHBIE YTPO3bI OE30MACHOCTH CYIIECTBYIOT?

Yro Takoe cereBas pazBeaka? Kakue MeToabl 3a1IUTHI IPOTUB HEE CYILIECTBYIOT?
Urto takoe unbekius? Kakue BUIbl HHbEKIMN CylIecTBYIOT? Kakue MeTo bl 3aUThI
IIPOTUB HUX CYILIECTBYIOT?

Urto Takoe oTka3 B o0cnyxkuBaHuu? Kakue MeTo/1bl 3alUThI POTUB HETO CYIIECTBYIOT?
OCHOBHBIE BU/IbI IPOTPAMMHBIX YSI3BUMOCTEH.

baknopsl.

UYro Takoe nepenosinenue 6ydepa? MeTo sl 3alUTHI.

. Uto Takoe nedexTsl HopMaTHBIX CTPOK? MeTO bl 3aIIUTHI.

. UTo Takoe 1es0uncIeHHbIe TepenoaHeHuss? MeToabl 3aluThl.

. OOk 06pabOTKH NCKITFOUEHU. MeTObI 3alUThI.

. BHenpenue koman . MeTobl 3aIUThI.

. HexoppekTHbie 00paboTku omrOoK. MeToab! 3aIuTHI.

. 'onku. MeTob! 3aIIUTEL.

. BeinmonHeHue koja ¢ 3aBbIIIEHHBIMU TPUBHIIETHSIMH.

. Ataka «YenoBek 1o cepeluHe».

. Uto Takoe IP-cnyhdunr? Kakue MmeToap! 3aIMTHl TPOTHUB HETO CYIIECTBYIOT?

. ARP.

. DHCP.

. NAT.

. PAT.

. IPv4. IPV6.

. Uto Takoe ARP-ciypunr? Kakue MeTo b1 321U THI TPOTHB HETO CYIIECTBYIOT?
. Uto Takoe DNS Cache Poisoning? Kakue MeTo/ bl 31U THI TPOTHB HETO CYIIECTBYIOT?
. Urto takoe NetBIOS/NBNS spoofing? Kakue meToas! 3a1UThl IPOTHUB HETO

CYILLECTBYIOT?

VPN.

CouunanbHas UHXKEHEpUSL.

®poa. Metoibl 60psOBI ¢ HPOIOM.

UYro takoe ¢ummHr? Kakre MeTo bl 3alIUThHI MPOTUB HETO CYIIECTBYIOT?
Kapaunar. MeTobl 3alIUThI OT KapAWHTA.
Darkweb.

DMZ.

AHOHUMA3EPBHI.

ITpokcu-cepsepsl.

Pe3epBHOE KONIMPOBAHHUE.

Honey pot.

DLP-cuctemsl. SIEM-cuctemsl.
CxanepsI 0€3011acHOCTH.

CucreMbl 0OHApY>KEHUST BTOPIKEHUH.
Cucremsl IpeAOTBpALIEHUS BTOPKEHUI.
Bpenonocusie nporpammel. KomnbsioTepHbie BUpychl. Bubl BUPYCOB.
OKCIUIOUTHI.

Mexanu3m paboThI BHpYcCa.
AHTHBUPYCHI. BuibI aHTUBUPYCOB.
Mexanu3mbl pabOTH aHTHBHUPYCA.



47. MexceTeBoil 2KpaH.
Tema 6. Kpuntorpadudeckre MeToabl 3aUThl HH()OpMaIHH

1. Yro takoe mmdp? Kakue Buabl mudpoB CyImecTByOT?

2. Uro Takoe cumMmerpuuHblii mmdp? Kakue cummerpuunbie mudpbl HCIOIb3YIOTCS
ceituac?

3. UYrto Takoe accuMerpuunslil mudp? Kakue accumerpuyunblie mupbl UCIOIb3YIOTCS

ceituac?

[TpuHIMIT TOCTPOCHUS] CHMMETPUYHBIX MIHU(POB.

[TpuHIMIT TOCTPOCHUS ACCUMETPUIHBIX MHU(POB.

CrangaptHble UL

[Torounsie muUpPHI.

Uro Takoe xenr-pynkiusa? Kakue Bubl xem-GyHKIUNA Bl 3HaeTe?

Hepeso Mepkuna.

0. Yto Takoe nudposas moanucs?

11. Hudposas nognucs RSA.

12. Hudposas noanucey Dnb-I"amans.

13. Yro Takoe HHPPACTPYKTypa OTKPBITHIX KIIOUEH?

14. J)Kvu3HeHHBIH UK KIII0Ya.

15. Ayrentudukanus, uaeHTU(HUKAIUS, BepHPHUKALN, aBTOPU3ALIHUSI.

16. IIpocreiinme TpOTOKOIBI UACHTU(DUKAITIH.

17. OcnoBHoii npotokon Kerberos.

18. IPSec.

19. Blockchain.

20. YUro Takoe creranorpadus? [lonstue creranHokoHTeHHepa.

21. Kakue BUBI CTETAaHOKOHTEHHEPOB CYIIECTBYIOT?

22. MeTtonbl co3/IlaHUsI CTETAHOKOHTEHHEPOB HA OCHOBE TEKCTOBOI HH(POPMAIIHH.

23. MeToabl cO3/IaHuUsI CTETAHOKOHTEHHEPOB HAa OCHOBE BUICOMH(OPMAITUU M CTOTI/KaJPOB.

24. Metonbl co3/laHusl CTETAaHOKOHTEHHEPOB Ha OCHOBE ayJHMOUH(pOopMaInu.

25. IludpoBsie BOSHBIC 3HAKH.

PoOo~No oA

Ocnosnas 1ienb TK: cBoeBpeMeHHas OlleHKa YCIIeBaeMOCTH CTYACHTOB, MOOYXKIA0Ias UX
paboTaTth paBHOMEPHO, UCKJIIOYAsi Majlble 3arpy3KH HIIM MEPErPy3KH B TEUCHHE CEMECTpa.

JIeK1IMOHHBIE 3aHATHS JKEJIATENBHO MPOBOJIUTH B PEXKUME MPE3CHTALINMN ¢ IEMOHCTpAIE
MPUMEHEHUS OCHOBHOTO Marepuaia, H3jaraéMoro B TeMe. OJTO CYIIECTBEHHO YJIydIlaeT
JUHAMUKY JIEKIIH.

[lenecooOpa3zHo obecneunBaTh CTYAEHTOB Ha 1-2 JEKUUU BIEpea pa3laTOYHBIM
MaTepuajIoM B 3JIEKTPOHHOM BUJE (CIOXKHBIE CXEMbl, TpadUKH, aHATUTHUECKUE UCCIECTOBAHUS U
OMOpPHBINA KOHCHEKT). OCHOBHOE BpeMs JIEKIMH Jy4llle TPaTUTh Ha MOJPOOHBIE aHAIUTUYECKUE
KOMMEHTapUU U OCOOCHHOCTH MIPUMEHEHHS PacCMaTPUBAEMOI0 MaTepuania B mpoecCHOHaTbHON
JIEATEIIbHOCTH CTY/ACHTA.

[IpakTuueckue paboOTHI CleayeT MPOBOJUTH B KOMIIBIOTEPHOM KJlacce JIM0O B ayIUTOPUH
C  MYJIbTUMEIUHHBIM  OOOpPYJOBaHMEM,  HCIHOJB3YS  OPUTHHAIBHYIO  METOIUKY U
npodeccuoHaNbHbIE MPOrpaMMbl. MOKHO peKOMEHI0BATh YCTAHOBKY OPUTHHAIBHBIX MPOTPaMM
Ha [IK cTyIeHTOB M BBINOJTHATH P 3a1a4d Aoma. B 3ToM ciydae B Kjacce OCHOBHOE BHUMAaHUE
KOHILIGHTPUPYETCA Ha METOJUKE MCIIONb30BaHUS Ha3BaHHBIX MPOTPAMM U aHAJIM3€ MOJYYEHHBIX
pEe3yJIbTATOB.

[Ipomexxyrounsiii koHTpoib (IIK) - 3T0 mpoBepka 3HaHUN CTYAEHTOB MO pa3Aeiy
nporpammbl. @opmbl: Ompoc MO TEOPUH COTVIACHO CIUCKY BOMPOCOB JIsI CaMOCTOSTEIbHOU
OIICHKH YCBOEHUSI MaTepuaa.



Henp IIK: moOyauTh CTYyIEHTOB OTUMTATbCA 3a YCBOGHHE pas3jeia JAUCHUILIAHBI
HaKOIMMUTEILHBIM 00pa3oM, T.€. CHaJyaJIa 3a MepBbIi, 3aTeM 32 BTOPOM, 3aT€M 3a TPETUH pa3/eibl U
T.1. B KOHEYHOM UTOre MHOTHE CTYAEHTHl MOT'YT IOJYYUTh UTOIOBBIE OLEHKU 10 JTUCLUIUINHE
«aBTOMAaTOM.

Wtoroseiii kontpons mo aucuuiumHe (MKJ[) - 310 mpoBepka ypoBHS y4ueOHBIX
JOCTH>KEHUI CTYAEHTOB IO BCEH IUCHUIUIMHE 3a cemecTp. PopMbl KOHTpOJs: 3Kk3ameH. Llens
UTOTOBOI'O KOHTPOJISA: MpPOBEpKa 0Aa30BBIX 3HAHUN IUCLUIUIMHBI, MOJIYYEHHBIX IPU U3YyUYEHUH
MOJ1yJisl, AJOCTATOYHBIX JJISl IOCTIEAYIOUIEro 00yYeHUsI.

Bomnpocs! k 9k3aMeny Ui OLIEHKH Ka4eCTBA OCBOCHUS y4eOHOW AMCIUIUINHBI

1. llenmn rocyaapcTBa B 00acTu odecrieueHuss HHPpOpMaIMOHHON 0€30MMacHOCTH.

2. OcHOBHBIE HOPMATUBHBIE aKThl PD, CBs3aHHBIE C TPABOBOM 3aLIUTON HH(POPMAIIHH.

3. Buibl KOMIBIOTEPHBIX MPECTYILIICHUM.

4. Cmocobbl ¥ MeXaHH3Mbl COBEpUICHHS HWH(POPMALMOHHBIX KOMITBIOTEPHBIX
MPECTYIJICHUM.

5. OcHOBHBIE MapaMeTpbl U YepThl MH(POPMAITMOHHONW KOMIBIOTEPHOW MPECTYIHOCTU B
Poccun.

6. Komnerorepusiii Bupyc. OCHOBHBIE BUJIbl KOMIIBIOTEPHBIX BUPYCOB.

7. MeTroapl 3alIUTHl OT KOMIIBIOTEPHBIX BUPYCOB.

8. Tumnbl aHTUBUPYCHBIX MPOTPAMM.

9. 3amuTel OT HECAHKIIMOHWPOBAHHOTO jAocTymna. Maentudukanus u ayreHTUPHUKAIUSL
10JIb30BATEI.

10. OcHOBHBIE YTPO3bl KOMITBIOTEPHOU 0€30MacHOCTH MpU pabote B ceTu HTepHeT.

11. Bugsl 3amuimaeMoit nHGopMarmm.

12. TocynapcTBeHHas TaifHa Kak 0COOBII BUJI 3alIUIIIAeMOI HHPOPMAITUH.

13. KonduaenuuanpHas nHGopmanms.

14. Cucrema 3amiMThl TOCYAApCTBEHHOM TAHBI.

15. IlpaBoBOii pexxuM 3alUThl TOCYAAPCTBEHHOM TalHBI.

16. 3amuTa MHTEIIEKTYalbHOM COOCTBEHHOCTHU CpPEACTBAMHM MATEHTHOT'O U aBTOPCKOTO
npasa.

17. MexayHapo/IHO€ 3aKOHOATeIbCTBO B 00JaCTH 3aIllIUThHI HH(pOpMALIUH.

18. IIporpammHo-amnmapaTHbie cpeacTBa o0ecreueHrs nHHOpMaIMOHHOM 0€30MaCHOCTH B
WH(OPMAILIMOHHBIX CETAX.

19. CummeTpuyHbIE TIUPPHI.

20. AccumeTpHuuHbI€ MUPPHI.

21. Kpunrorpagpuyeckue npoTOKOJIbI.

22. Kpuntorpapuueckre Xen-)yHKIHH.

23. DneKTpoHHAas MOANKCH.

24. Opranu3zaimoHHoe obecrneuyeHne HHPOPMAIIOHHON 0€30MacCHOCTH.

25. Cnyx0a 6€301acHOCTH OpPTraHU3alINH.

26. Metozp! 3auuThl UHPOPMAITUHU OT YTEUKH B TEXHUYECKUX KaHAJaX.

27. ImxeHepHas 3a11MTa U 0OXpaHa 0ObEKTOB.

Pacnipenenenne o0beMOB pazIMYHOrO BHUAA KOHTPOJIEH MOYKHO MPOMIUIIOCTPUPOBATH
cienyomuMu udpamMu Ha MPUMEPE CEeMECTpa: TEKYIIMH KOHTPoJb — 40 YyCIOBHBIX OaylioB;
MPOMEKYTOUHBIH KOHTPOJIb - 30 YCIOBHBIX 0ANIIOB; UTOTOBBIM KOHTPOJb - 30 YCIOBHBIX OAILIOB.
Best mucniuminaa onieHuBaercs B 100 ycmoBHBIX OallsioB, €CIIA BCSA JUCIUIIIINHA OLICHUBACTCS
udpoit, orauunoi ot 100 6aymioB, TO MOA YCIOBHBIM OaljioM ClleyeT MOHUMATh MPOLEHT OT
MaKCHMaJIbHOTO YHclia OaJIoB.

ITpu 3TOM NIeHCTBYET ciieyromas CucTeMa MepeBoia PEUTHHIOBBIX (YCIOBHBIX) OaylioB B
OOBIYHYIO ITKATTY Ka4e€CTBEHHBIX OIEHOK: «OTaudHOo» (5) - 91—100 yCI0BHBIX 0aIOB; «XOPOIIOY
(4) - 75-90 ycnoBHBIX OayioB; «YIOBIETBOPUTEIbHO» (3) - 61—74 yClOBHBIX OaJIoOB;
«HeynosnetBoputenbHO» (2) - < 61 ycmoBHBIX 0aioB.



[TpuBenennsie nudPBI TOBOPAT O TOM, YTO Ha JIFOOOH cTaguu 00y4eHHE CTYAEHTa MOXKHO
CUMTATh YIOBJICTBOPUTEIBHBIM, €CIM OH HaOupaer He MeHee 61 ycnoBHBIX OamoB. Tak,
Hanipumep, HaOpaB B xoxe TK um IIK 61 OamnoB, CTyZeHT rapaHTupyer cebe OLEHKY
«Y TOBIIETBOPUTEIHHO.

5.2 OcobenHocTH oOpraHu3anuu oOO0y4YeHHs JJA JHI ¢ OrPAHUYEHHBIMH BO3MOKHOCTSIMH
3/10pOBbSl U HHBAJU/0B

[Tpu HEOOXOIMMOCTH OOYJAIOIIUMCS U3 YUCIIA JIUI C OTPAHHYECHHBIMHA BO3MOYKHOCTSIMU
3JI0POBBS U HHBAIHIOB (110 3asBJICHHIO 00YYArOIIErocs) MPeI0CTaBIIsIeTCs yueOHas
uH(pOpMAaIKs B JOCTYIMHBIX (pOpMax ¢ yIeTOM MX WHANBUAYAIBHBIX MICUXO(DU3MIECKIX
0COOEHHOCTEH:

- JUTSL JIUILL C HAPYLICHHUSIMU 3PESHUSL: B IEYaTHOH (hopMe yBeJIMueHHBIM MpHU(pTOM; B hopme
9JICKTPOHHOI'O JOKYMCHTA, UHAUBUYAJIbHBIC KOHCYJIbTallun C IMPUBJICYCHHUEM
TH(IOCYpIOTICPEBOAYHKA; HHANBHUIyAIbHbBIC 3a/IaHUs1, KOHCYJIBTALMH H JP.

- 17151 JTMIT C HAPYIICHUSIMU CITyXa: B IedaTHOH (hopMme; B popMe 3JIEKTPOHHOTO TOKYMEHTA,
WH/MBU/IyalbHbIC KOHCYJIBTALMH C MPUBICYCHUEM CYpIONCPEBOMYNKA; WHIUBHIYaIbHbIC
3aJlaHus1, KOHCYJIbTAllUH U JP.

- JUTs1 JIUIL C HAPYILICHUSIMU OTIOPHO-ABUTATEIBHOTO allliapara: B eyaTHoi Gpopme; B hopme
SJICKTPOHHOI'O IOKYMCHTA, HHANBUAYAJIbHBIC 3aJlaH1 A, KOHCYJIbTAalWU U JP.

6 ®@oH/ OLEHOYHBIX CPEACTB JIf MPOBeIeHUs] TEKYIIero KOHTPOJIsSI M MPOMeKYTOYHOI
arTecTalMu 00y4aroIMXCcH M0 JUCUMILINHE (MOTYJIIO0)

B cootBerctBum ¢ tpeboBanusmu DPI'OC BO pans arrectanuu 0oOydaroOmIUXCs Ha
COOTBETCTBUE WX IEPCOHATBHBIX JIOCTHIKCHUH IUIAHUPYEMBIM pe3yJibTaTaM OOYYCHHS I10
JTUCIUILIMHE (MOJIYJI0) CO3/1aHbl (POH/IBI OLIEHOUHBIX CPEICTB. THUMIOBBIE KOHTPOJIbHBIC 3a/1aHNUS,
METOJAMYECKUE MAaTepuasbl, ONPEACISIONME MPOLEAYPhl OLICHUBAHUSA 3HAHUM, YMEHHH U
HAaBBIKOB, a TAK)KE KPUTEPUH U MTOKA3aTEH, HEOOXOIUMBIE JIJIsl OIEHKH 3HAHHUH, yMEHH, HABBIKOB
W XapakTepu3ywiuue dTambl (HOPMUPOBAHHMS KOMIIETEHIIMH B  MPOLECCE OCBOSHUS
00pa3oBaTenbHON MTPOrpamMMBel, TipeAcTaBieHsl B [Ipunoxennn 1.

7 Y4eOHO-MeTOAMYeCKOe M HH(POPMALMOHHOE 0o0ecneyeHue TUCHMILINHBI (MOYJIs1)

7.1 Ocnoenasa numepamypa

1. 3ammra undopmaruu : yuednoe nocooue / A.Il. XKyk, E.II. XKyk, O.M. Jlenenrkun,
A.N. TumomkuH. — 3-¢ u3a. — Mocksa : PUOP : UHOPA-M, 2023. — 400 c. — (Bricmiee
obpaszosanue). — DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-369-01759-3. - Tekcr :
anekTpoHHbIl. - URL: https://znanium.ru/catalog/product/1912992  (nara oOpareHus:
31.05.2026)

2. Pauenko, T. A. IndopmarmonHas 6€301acHOCTb : yueOHO-MeTouueckoe nocooue / T.
A. Pauenxo. — Tomestru : TI'Y, 2024. — 135 c¢. — ISBN 978-5-8259-1612-5. — Texkcr :
AIIEKTPOHHBIH // Jlanb : AIIEKTPOHHO-OUOINOTEeYHAs CUCTEMA. — URL:
https://e.lanbook.com/book/427130 (mara obOpamenus: 25.05.2026). — Pexum goctyna: s
aBTOPH3. MTOJIb30BATENEH.

3. PomanpkoB B.A. Benenne B kpuntorpaduio : YueOHoe mocoOue [DIeKTpOHHBIN
pecypc] : WsmarenbctBo DPOPYM | 2022 - 240 - Pexum  jgoctyma:
https://znanium.com/catalog/document?id=400556

7.2 Jlonoanumenvhas numepamypa



1. IIporpammMHo-anmapaTHas 3auuTa HHopMaNuU : YueOHoe mocodue [DIeKTPOHHBIHN
pecypc] : HzmarenbctBO DPOPYM , 2019 - 352 - Pexum  gocryma:
https://znanium.com/catalog/document?id=340852

7.3 Pecypcel unghopmayuonno-menekommynuxayuonnou cemu '"Hnmepnem',
6KII0uas npogheccuonanbHvle 0azvl OAHHBIX U UHDOPMAUUOHHO-CRPABOUHDLE
cucmemul (npu HeodXO0UMOCMU):

1. CIIC KoncynwsrantlLitoc - Pexum nocryna: http://www.consultant.ru/

2. DOnextponHas Oubmmoreunas cucrema ZNANIUM.COM - Pexwum npocrymna:
https://znanium.com/

3. DnekTponHO-O6nbIMoTeunas cucrema "ZNANIUM.COM"

4. DnexTpoHHO-OMOMMoTeyHas cucrema "JIAHB"

5. Open Academic Journals Index (OAJI). IIpodeccuonanbuas 6a3za naHHbIX - Pexxum
nocryna: http://oaji.net/

6. [Ilpesunmenrckas OuOmmoreka wuM. b.H.EmpmuHa (6a3a JaHHBIX —Pa3IMYHBIX
npodeccnoHabHBIX o0nacteil) - Pexxum moctyna: https://www.prlib.ru/

8 MarepuajbHO-TeXHHYECKOe oO0ecreyeHHe AUCHUIIMHBI (MOAYJs])) W IepeYeHb
HHG(pOPMANMOHHBIX TEXHOJIOTHI, UCMOJIb3yeMbIX NMPH OCYILECTBJIEHUM 00pa30BaTEIbLHOIO
npouecca no JMCUMIVInHe (MO1YJII0), BKJIKYAsl MlepevyeHb MPOrpaMMHOro odecredeHust

OcHOBHOE 000pPYIOBaHUE:

e Byanp-I'eHeparop akyCTUUECKMX U BUOPOAKYCTUUECKUX IOMEXOBBIX CUTHAJIOB

e Mynbt. Mmeauitabiii kommiekT Ne 2: Ilpoektop Panasonic PT-LX26HE, nmoronouynoe
kperuienue Tuarex Corsa, kinemMHbIi Moayab Kramer WX -1N, konnektop VGA, skpan Lumien
Ecopicture

e [Iepconanbhbiii kommbrotep Nel "B-tronix professional 3872\2015"

e Cwmapt-AB (ma ©Oaze CKM-21.2)- IIporpamMmHO-anmapaTHbiii KOMIUIEKC OLCHKH
3G(EeKTUBHOCTH  3alMTHl peyeBOM MHQOpPMAIMK OT YTEYKH IO aKyCTHYECKOMY U
BUOPOAKYCTHUECKOMY KaHaJlaM

e Conara-P3.1 CpeacTtBo akTUBHOMW 3aIIMTHI HH(OPMALIUK OT YTEUKH 3a CUET MOOOYHBIX
3JIEKTPOMArHUTHBIX KOJIEOAHUHN U HAaBOJOK

e Cnekrpoananuzatop IFR2397

IIporpammHoe obeciieyeHue:

e Microsoft Windows 7 Ultimate Russian
o VMware Workstation 9 for Linux andWindows
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1 Ilepedennb (popMHEpyeMbIX KOMIIETEH M

Haszsanne OITOII BO,
COKpalleHHOe

Kon u popmynupoBka KoMHeTeHIN

nu

Kon u popMynrpoBka HHANKATOPA TOCTIKCHUS
KOMITCTEHITHU

09.03.03 «IIpuknanHa
s MHPOPMATHKA»
(Bb-11IN)

OIIK-1 : CnocoGeH mpuMeHSTh eCT
€CTBEHHOHAYYHbIE U OOIICHHKECHED
HBIE 3HAHMSI, METO/IbI MaTeMaTH4ecC
KOT'0 aHaJIn3a U MOJCINPOBAHUS, TE
OPETUYECKOT0 U SKCIEPHUMEHTAIbH

Oro0 HCCJIeA0BaHUA B IpodeccHoHa

JILHOW JICSITETIHbHOCTH

OIIK-1.2k : Pemaet mpogeccrnoHatbHbIC 33291
C MPUMEHEHHUEM €CTECTBEHHOHAYUYHBIX M 00ILEeH
H)KEHEPHBIX 3HAHUH

OIIK-3 : CnocoOeH pemarh cTanaa
PTHBIE 3324k IPO(ECCHOHANBEHON

JeATeIbHOCTH Ha OCHOBE MH(pOpMa
IIUOHHOH 1 Onbimorpaduaeckoit

YIABTYpPHI C IPUMEHEHHEM HHPOpMa
IJHOHHO - KOMMYHHKAIIMOHHBIX TEX
HOJIOTHH U C Y4E€TOM OCHOBHBIX TpPE
OoBaHMIT HHPOPMALIMOHHOM Oe301a
CHOCTHU

OIIK-3.1k : IIpumeHsieT NpUHIMIIBL, METOABI U C
pEeICTBa pelleHns CTaHAapTHBIX 3a1a4 npodecc
MOHAIIbHOM JEeATeIbHOCTH HAa OCHOBE MH(OPMAIT
HOHHOW 1 OMOIHOTrpadMuecKoi KyJIbTYpPHI C IIPH
MEHEHHEM HH(POPMAIIMOHHO-KOMMYHHKAIMOHH
BIX TEXHOJIOTHH U C y4€TOM OCHOBHBIX TPEOOBaH
nit "HHOPMAIIOHHOH 0€301MacHOCTH

Komnerenmus cantaercst chopMUPOBAHHOM Ha TaHHOM 3Tarie B CIIy4ae, eCiIH MOoTydeHHbIE
pe3yabTaTtel OOyuYeHHMs [0 JUCLUIUIMHE OLICHEHbl IOJOXHUTEIbHO ([IUarna3oH KpUTEpUEB
OLICHUBAHMSI PE3YIbTATOB O0YUEHUS «3aUTEHO», «YAOBIETBOPUTEIBHOY, «XOPOILO0Y», KXOTIUYHOR).
B ciydae oTcyTcTBUS MOJIOKUTENBHONW OLIEHKM KOMIIETEHIMS Ha JAaHHOM JTalle CUUTaeTcs

Hec(OPMUPOBAHHOM.

2 [loxa3aTe/iu OLleHUBAHUS NJIAHUPYEMBbIX Pe3yJIbTATOB 00y4YeHHUsI

Komnerennus OIIK-1 «Crioco6eH npuMeHsTh €CTECTBEHHOHAYYHbIE U
0OI11enHKEeHEPHbIE 3HaHUS, METO/Ibl MATEMaTHUECKOTO aHAJIN3a U MOJIEJIMPOBAHUS,
TEOPETUYECKOI0 U IKCIEPUMEHTAIBHOIO UCCIIEJOBaHMSI B TPOPECCUOHANBHOMN 1€ATEIbHOCTH

Ta6n1/1ua 2.1- KpI/ITepI/II/I OLCHKU MHAUKATOPOB JOCTUIKCHUA KOMIICTCHIINU

Kox u popmynupoBka HHIUKAT
opa JIOCTHKEHUS] KOMIIETEHITUN

Pesynbrar

Kpurepuu onieHMBaHUS PE3yNbT
aToB O0y4YeHHUS

OIIK-1.2k : Pemraet npogeccro
HaJIbHBIC 3aJa491 C TPUMCHCHUE
M eCTECTBEHHOHAYYHBIX M OOIII
EMH)KEHEPHBIX 3HAHUM

COBPEMEHHBIX 3aKOHOB, CTaH/Ia
PTOB, METOJIOB U TEXHOJIOTHIA B
00acTH 3ammThl HHOPMAIHU

Cdopmuposagiieecs: CHCTEMAT

MYECKOe 3HaHHE COBPEMEHHBIX

3aKOHOB, CTAaHJAPTOB, METOJIOB

Y TEXHOJIOTUH B 00JIACTH 3AIHT
bl HH(OpMALNH

TpeOOBaHUi K 3aIiTe HHPOPM
alliy OTIPE/IENICHHOTO THTIA

CcopmupoBasieecs: cucremar

MYECKOe 3HaHHE TPeOOBaHHUH K

3amuTe UHHOPMALMH OIIpesee
HHOT'O THIIa

HCIONb30BaTh COBPEMEHHBIE 1P
OTpaMMHO-aNIapaTHbIE CPEICT

PesynbTarel 00yueHus 0 JUCIUILTUHE
Ko | Tmu
I I
pe | pe
3- | 3-
Ta | Ta
31
Pl aH
1
ne
3H
Pl aH
2
ne
v
PI | me
3 HU
o Ba 3aIIUTHI THHOPMALIUN

Cdopmuposasiieecs cucteMat

MYECKOE YMEHHE UCII0JIb30BATh

COBPEMEHHBIE MPOTrPAMMHO-AIIIT
apaTHbIe CpeCTBA 3aIIUThI HH(D
OpMaLuu




v
CdopmupoBasieecs: cucremar
P/l | me | obecnieunBath 3amuTy HHGOPM
MYECKOe YMEHHE 00ecneyrBaTh
4 HU | amuu
o 3amuTy WHPOPMAIUN
Cdopmuposasimieecs cuctemMar
Ha | BnameHus cOBpeMEHHBIMU METO
P/ MYECKOE BIIaJICHUE COBPEMEHHBI
BBl | IaMu oOecriedyeHus 3alnThl HH
5 MH METOIaMH oOecIieueHus 3a
K (dbopmarmu
IIUTHI THPOPMALTNH
3 Cdopmuposasmieecs cuctemMar
P ap | COBPEMEHHBIX METOIOB H CPE/IC | HHECKOE 3HAHHE COBPEMEHHBIX
6 ye | TB 3AUATEI nHbOpMaIUH METOZOB U CPEICTB 3alIUTHI UH
dbopmarmn
Cdopmuposasimeecs cuctemMar
Ha | BnameHus MeTonaMu OLICHKH PH
P/ N HYECKOE BJIaJIEHUE METOJAMH O
BHl | CKOB MH()OpPMALMOHHOM Oe3oma
11 LIEHKN PUCKOB HH(POPMAIIMOHHO
K CHOCTH N
i 6e30MacHOCTH

Komnerenmus OIIK-3 «Crioco0eH pemars cTaHAapTHBIC 3a/1a4u MPodeccruoHaIbHOM

NEeSITeIbHOCTH HAa OCHOBE MH(POPMAIMOHHOW U OUOIHOrpaduuecKoi KyJIbTyphl C IPUMEHEHUEM
WH(OPMAIIMOHHO - KOMMYHHKAITMOHHBIX TEXHOJIOTHH B ¢ y4€TOM OCHOBHBIX TPeOOBaHUIA
nH(pOpMaIMOHHOM 0€30IMacCHOCTH»

Tabmuna 2.2 — Kpurepun orieHKA WHAUKATOPOB TOCTHIKEHUS KOMITCTCHITUN

PesynbraTel 00y4yeHNUs 110 AUCIMIUINHE
Koz u gopmymupoka unankar | Ko | Tu Kpurepuu ouieHnBanus pe3ynbT
opa JOCTHXKEHUs KoMrieTeHuy | A I aToB 00y4YeHHUs
pe | pe Pesynbrar
3- | 3-
Ta | Ta
OIIK-3.1k : [IpumeHsieT npuHIL v Cdopmuposasmieecs cucteMat
UIIbI, METOJBI U cpencTBa peme | P/ | Me | ananusupoBaTh MHGOpMALMOHH | MYECKOE YMEHHE aHATM3UPOBAT
HMS CTaHJIapTHBIX 3a71a4 npode | 7 HU | yio 0€30MacHOCTh OpraHu3anud | b MHPOPMAIMOHHYIO Oe30MacH
CCHOHAJIFHOH IeATeIbHOCTH Ha e OCTh OpTaHU3aINH
OCHOBE MH(OPMAIIMOHHON 1 On CdopmupoBasieecs: cucremar
o BJIAJICHUSA COBPEMEHHBIMU TEXH
OnorpauuecKoi KyIbTypsl € Ha HAYECKOE BJIAJICHUE COBPEMEHHBI
P/ OJIOTHSIMU U METOZIaMH oOectiey
npUMeHeHneM UH(OPMalMOHH BBI . MU TEXHOJIOTUSIMH U METOJIaMHU
8 eHust nHOpPMaIOHHOW Oe30ma
0-KOMMYHHUKAIIMOHHBIX TEXHOI K obecrieueHns: HHHOPMAIIIOHHO
o CHOCTH OpTaHU3aIIH o
OTrUil U C y4€TOM OCHOBHBIX TPE 1t 6€301TaCHOCTH OPTraHU3aALNU
Gosanwuii HH(OPMALMOHHOIT Ge3 Y Cdopmuposagiieecs: CuCTEeMaT
OIIaCHOCTH PII | me | ympaBisTh nHGOPMAIIMOHHON 6 | HYECKOE YMEHHUE YIPABJISATh UH
10 | HE | €30macHOCTHIO OpTaHU3AINA (bopMaoOHHOH OE30MaCHOCTh
e 10 OpraHU3alHH

Ta6J'II/H_[a 3aIIOJIHACTCS B COOTBETCTBUU C pa3JICiiOM 1 PaGoueii porpaMmbl TUCHUIIIIMHBL

(Mofyist).

3 IlepeyeHb OLICHOYHBIX CPEICTB

Ta6muma 3 — [lepedeHp OIIEHOYHBIX CPEACTB MO TUCIHUIUIMHE (MOIYITIO)

HaumenoBaHue o11eHOYHOTO CpeACTBa U mp

encrasienue ero B @OC

Konrponupyemsle muianupyemsie pe3 | KoHrposnmpyemsie TeMbl 1

YJIbTAThI 06y‘{CHI/I$I HUCIUIIIINHBI

IMpomexyrouHas at

Texymuii KOHTPOJIb
ym ™ TeCTalys




Ounas popma o0ydeHHs

PI1 3HaHUE : COBPEMEHHBIX 3a TpakTiueckas pa6o Cot
KOHOB, CTaHJapPTOB, METO LLB Ta obeccoBaHne
JIOB M TEXHOJIOTHI B 0018 o BCZ[Cé—II/IC B MH(pOpMa
LHHOHHYIO 0€30MacHOCTh
TH UTEl MHQOPMAIMH
CTH 321 (opman Tect CobecenoBanne
1.2. IIpumenenne I/IH(1)O]3 TpakTuueckas pado Co6
MaIlMOHHBIX TEXHONOTHH | 14 obeceoBaHne
JUTSL U3Y4ESHHUSI BOIIPOCOB O
PpraHu3aIoOHHO-IPABOBOT
0 oGecrieuenus nupopma | 1ecT Cobecenoanne
[HOHHOM 0€30MaCHOCTH
[paktudeckas padbo Co6
1.3. IIpaBoBoe obecreden | 1q obeceioBaHuC
re nHQOpMaIOHHOH 0e3
OracHOCTH Tect CobecemoBanme
P/12 3HaHue : TpeOOBaHMil K 32 IpakTuueckas pado Co6
e uHdopmanmu onpen | 1.3. [Ipasosoe obecneueH | 1 0bcceoBaHNE
€JICHHOT'O THIIA ne nHpOpMaIMOHHOH Oe3
OnacHoCTH Tect CobecenoBanue
[Mpaktuyeckas pabo CoGecenopare
1.5. OpraamzanuonHoe 00 | T4
ecrieueHrne HHHOPMAIHOH
HOii be3omacHoCTH Tect CobecenoBanue
[MpakTuyeckas pabdo Cobeceopanme
1.6. Peanuzanus paboTsl | 1a
UH(PACTPYKTYPBI OTKPHIT
BIX KIIFOYCH Tect CobecenoBanue
PI3 VMeHuHe : NCIIOIB30BaTh C Ipaktiueckas pa6o Cot
OBpeMeHHbIe NporpaMMH | 1.4, Mcnosnps30Banue Kpum | g 0becenoBaHne
O-almapaTHbIC CPEJCTBA 3 Tor‘pa(i)ymec[(nx CpeICTB 3
UTEl HHQOPMALH
ay opmart aluThl MHpOpMaIH Tect CobeceoBanue
IIpakTudeckas pabo Cobecenopatie
1.7. Texuuueckue cpenct | ta
Ba M METO/IBI 3alIUTH MH
topmaryn Tect CobecenoBanue
1.9. TIporpammHo-armapa | IPaKTHYIEcKas pabo CobeceoBanne
THBIE cpejcTBa U MeTonsl | T8
obecriedeHnst MHGOpMAII
OHHOM 0€30IMacHOCTH Tecr CobecenoBanne
. [IpakTuaeckas pabo CobeceroBanme
1.10. Hactpoiika 6ezonac | 14 A
HOT'O CETEBOTO COEAUHEHU
1 Tect CobecenoBanue
[Mpaktuyeckas pabo CoGecenopane

1.12. AHTUBHUpYCHEIE Cpe

Ta

JICTBA 3alIUTHI HH(POPMAII
uu

Tect

CobecenoBanue




Pl14 YMeHue : obecrneynBaTh 3 IpaxTuueckas paGo
amuTy MH(opManuu 1.4. Hcrionp30Banue KpHM | g Cobecenopanue
TorpagMIecKux CpeacTB 3
AIUTHI HHOPMALTHH Tect CobecemoBanue
[paktudeckas pado Co6
1.5. Opranusanuonsoe 06 | 1q obeceioBaHuC
ecriedeHre HHQOpMaIioH
HOi Oe30macHOCTH Tecr CobecenoBaHue
[MpakTuyeckas pabdo Co6
1.6. Peannsauus pabotel | 14 0beCeIOBAHNC
UH(PACTPYKTYPBI OTKPHIT
BIX KIHO9EH Tect CobecenoBanue
[pakTudeckas padbo Co6
1.7. Texuuueckue cpeact | tq obeceioBaHuC
Ba M METOJbI 3aIl[UThI MH
dopmaru Tecr CobecenoBanue
IIpakTrueckas padbo
1.9. TIporpammHo-annapa p p CobecenoBanue
THEIE cpeacTBa U MeToxsl | T8
obecrieueHns: HHGOpMaIH
OHHOI 0€30IaCHOCTH Tecr CobecenoBanue
[Mpaktuyeckas pabo Co6
1.10. HacTpoiika 6e3onac | 14 obecenoBanme
HOI'O CETEBOr0 COEIUHEHN
A Tect CobecenoBaHue
[MpakTuyeckas pabdo Co6
1.12. AHTUBUpYCHEIE Cpe | Ta obeceioBaHne
JICTBA 3allIMThI HH(pOPMAII
un Tect CobeceoBanue
PI5 Hagebik : Bnanenus cospe Ipaktiueckas pa6o
MEHHBIMM MeToaMu obec | 1.7. TexHudeckne cpeacT | Tq Cobecenosanne
nedeHust 3amuTel ”HGOpM | Ba m METObI 3alIUTHI UH
15051
an dopmaryu Tecr CobecenoBanue
IIpakTudeckas pabo Cob
1.8. Cpencrea creranorpa | ta 0beCeoBanrE
Gbuu 1715 381U TH THPOPM
anuu Tect CobeceoBanue
IIpakTrueckas pabo
19 HpOFpaMMHO-aHHapa p p CO6eCCZ[OBaHI/IC
THBIE cpejcTBa U MeTonsl | T8
obecriedeHnst MHGOpMAII
OHHOM 0€30I1aCHOCTH Tecr Cobecenosanue
[IpakTuaeckas pabo Cob
1.10. Hacrpoiika 6e3omac | 1q 0beCcenoBaHne
HOT'O CETEBOI0 COEINHEHN
a Tect CobecegoBanue
IIpaktrueckas pado
p p CobecenoBanue

1.11. Kpunrorpaduaecku
€ METO/IbI 3aIUThl HH(OP
Maluu

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo

1.12. Autusupycusie cpe | g Cobecenopanne
JICTBA 3aLIUTHI HHGOPMAII
HH Tect CobecemoBanue
P6 3HaHUE : COBPEMEHHBIX M TpaxTHyeckas pado
€TOJIOB ¥ CPEACTB 3aIINUT LB Ta Cobecenosanne
B HH(OPMAIH .1. Beenenwne B nadopma
OHOHHYIO 0€30MTaCHOCTH
Tecr CobecenoBanue
[MpakTuyeckas pabdo Co6
1.4. Ucnionb3oBanue Kpum | g 0beceNioBaHue
TOrpadu4ecKux CpeacTB 3
AUIMTH MHYOPMALHH Tecr ColecenoBanue
[pakTudeckas padbo Co6
1.6. Peanmzanust paboTel | 14 obeceioBaHuC
HUHOPACTPYKTYPHI OTKPHIT
bIX KILIOHCH Tect CobecenoBanue
[MpakTuyeckas pado Co6
1.7. Texuuueckue cpeact | rq 0bcceoBaHNE
Ba M METO/IbI 3aLUTHl HH
hopmaru Tect CobecenoBanne
Pa7 YMeHue : aHanu3upoBaTh TTpakTuyeckas pa6o
uHpopmaluonnyto 6e3on | 1.5. OprauusatuonHoe 06 | rq Cobecenopanne
aCHOCTb OpraHHU3aIMHU ecriedeHre HHQOPMAIOH
Hoit GesonacHoCTH Tect CobecenoBanue
[MpakTuyeckas pabdo Co6
1.6. Peanusauus paGotsl | g 0beceNoBaHue
UH(PACTPYKTYPBI OTKPHIT
bIX KItoen Tect CobecenoBanue
[Tpaktuyeckas pado Cob
1.7. Texuuueckue cpenct | ra obecenosanme
Ba U METOJIbI 3aIUUTHI HH
¢opmann Tect CobecenoBanue
IIpakTudeckas pabo
1.9. IIporpaMmHoO-anmapa p p CobecenoBanue
THBIE cpejicTBa U MeToasl | @
obecriedeHns HHGOpMaIH
OHHO 6e30MacHOCTH Tecr CobecenoBanne
PI8 Hagebik : Bnanenus cospe TpakTuyeckas pabo
MEHHBIMM TEXHONOTHAMH | 1.4. Miconb30BaHHE KPHII | 14 Cobecenosanne
1 MCTOJaMU obecneueHus Tor‘pa(i)ﬂqec[(nx CpeICTB 3
HH(l)OpMaHHOHHOfI Oesora aIUThI I/IH(i)OpMaI.II/II/I Tecr CoBecenoBanue
CHOCTHU OpraHu3alnu
[IpakTuaeckas pabo Cob
1.5. OpranusanuoHHoe 06 | 14 00eCce0BaHNE
ecredeHre HHHOpMaIroH
Hoit GesonacHocTH Tect CobecenoBanne
[paktudeckas pado
1.9. IporpammHo-armapa | P p CobeceoBanue
THBIE cpeicTBa U MeTonsl | T8
obecrieueHnst HHPOPMaIH
OHHOW 0€30MacHOCTH Tecr Cobecenobanne




[MpakTuyeckas pabdo

1.10. Hacrpoiika 6e3onac | 1q Cobecenosarne
HOT'O CETEBOTO COCIHMHEHH
A Tect CobecemoBanue
[paktudeckas pado Co6
1.11. Kpuntorpadgudecku | 1q obeceioBaHuC
€ METOJIBI 3aIIUTHI HHPOP
Marun Tect CobeceoBanue
P19 3HaHUE : COBPEMEHHBIX T€ TpaxTuueckas paGo
XHOJIOTHH, METOAMK M ¢pe | 1.4, Mcnons30BaHue KpUIl | rq Cobecenosannue
JCTB 3alIUTH HHPOPMAIH Torpa)uIecKux CpeacTB 3
1 aIUTHI HHOPMALTHH Tect CobecemoBanue
[pakTudeckas padbo Co6
1.6. Peanusaus paGoTsl | 1q obeceioBaHuC
HHOPACTPYKTYPHI OTKPBIT
e Tect CobeceioBanue
[MpakTuyeckas pado Co6
1.7. Texuuueckue cpeact | ra 0bcceoBaHNE
Ba M METOJIBI 3aIIUThI HH
opmartum Tect CobecenoBanue
IMpakTuyeckas pado Cob
1.8. Cpezcrsa creraHorpa | ta obecenoBanme
¢un I 3amuTH HHGOPM
a1 Tect CobeceioBanue
[MpakTuyeckas pabdo
1.9. TIlporpammHo-annapa p p CobecenoBanue
THBIE CpejicTBA U MeToasl | @
obecrieueHust HHGOpMaIH
OHHOM 6e30macHOCTH Tecr Cobecenoanne
IMpakTryeckas pado Cob
1.10. HacTpoiika 6e3onac | 14 obecenosanme
HOTO CETEBOTO COEMHEHH
1 Tecr CobecenoBanue
IIpakTudeckas pabo Cob
1.11. Kpunrrorpaduuecku | 14 obeceioBaHne
€ METO/IbI 3aIUTHl HHPOP
Malun Tect CobeceoBanue
IMpakTryeckas pado Cob
1.12. AuTUBUpYCHBIE CPE | T4 obecenosanne
JICTBA 3alIUTH HHGHOPMAII
nn Tecr CobecenoBanue
P10 YMeHue : ynpaBiiaTe HHD TTpaktiyeckas pa6o Co6
OopManuoHHoH Ge3omacHo | 1.5. OpranmsanuonHoe 06 | g obeceoBanmne
CTBIO OpraHU3aALUHU ecriedeHre NHPOPMaIUOH
HO# GesonacHoCTH Tect CobecenoBanue
[paktudeckas pado
P p CobecenoBanue

1.6. Peanuzamus paboTh

HHPPACTPYKTYPHI OTKPHIT
BIX KJIIOUYEH

Ta

Tect

CobecemoBanue




P11 HaBrIk : B1ageHHst METOL TpaxTuueckas paGo
aMH OLIEHKH PUCKOB HH(O | 1.6. Peanusauus pabotsl | 14 Cobecenopanue
PMAIMOHHOMN 6€30IacHOC | HH(PACTPYKTYPHI OTKPHIT
TH i
BIX KJIHOUCH Tect CobecemoBanue
[paktudeckas pado
1.9. IIporpammHo-anmnapa p p CobecenoBanme
THBIE cpescTBa U MeToasl | T8
obecriedeHnst MHPOpMAI
OHHOM 06e30MacHOCTH Tecr Cobecenoanue
[MpakTuyeckas pabdo Co6
1.10. Hacrpoiika 6e3onac | 1q obeceoBanme
HOT'O CETEBOTO COCIMHEHH
A Tect CobecemoBanue
[pakTudeckas padbo Co6
1.11. Kpuntorpadguaecku | 1q obeceioBaHuC
€ METOJIBI 3aIIUTHI HHPOP
Maliuu Tecr CobecenoBanue
[MpakTuyeckas pado Co6
1.12. AHTUBHUpYCHEIE CPe | Ta obeceioBaHne
JICTBA 3allIMThI HH(pOPMAII
nn Tect CobecenoBanue

4 Onucanue npoueaypbl OCHUBaAHUA

KadecTBOo cHopMHpOBAaHHOCTH KOMIICTCHIIMA Ha JaHHOM OJTale OICHUBACTCS I10
pe3y.]'II)TaTaM TCKYHII/IX nu HpOMe)KYTO‘-IHI)IX aTTeCTaIlI/Iﬁ HpI/I IIOMOIIIN KOHHHGCTBCHHOﬁ OLICHKU,
BhIpOKEHHOW B Oayutax. MakcumaibHas cymMma 0ajuioB MO JUCHHIUIMHE (MOIyiro) paBHa 100
Oasam.

O1eHoYHOe CPEICTBO
Bup yueOHoii nesrenpHOCTH Teer INpakTnyeckne SK3aMeH Hroro
3a1aHUs
JIeKIIMOHHBIE 3aHATHS 20 20
IIpakTuydeckme 3aHsAThS 40 60
IIpomexxyTodHas arTecTanus 20 20
HUroro 40 40 20 100

CyMmMma 6aioB, HAOpaHHBIX CTYJIEHTOM IO BCEM BUJIaM YUY€OHOH ACSATEIHHOCTH B paMKax
JTUCITUTLINHBL, IEPEBOJUTCS B OIIEHKY B COOTBETCTBUHU C TaOIHUIICH.

CyMMi bano O1eHKa 110 TPOMEXx
YTOYHOU aTTecTalu XapaxkTepucTHKa KadyecTBa chHOPMUPOBAHHOCTH KOMITETEHIINI
1O JIMCLUILTH "
HE
CTyzieHT IeMOHCTPHpPYET CHOPMHUPOBAHHOCTh JUCIMILTHHAPHBIX KOMIIETEHIINH, 00Ha
PY’KHMBaeT BCECTOPOHHEE, CHCTEMaTHIeCKOe U ITy0oKoe 3HaHHe y4eOHOro Marepuana
o1 91 10 100 «3auTeHO» / » YCBOMIT OCHOBHYIO JIHTEPATYPY H 3HAKOM C JIOTIOJIHUTEIIBHOM JIUTEpaTypoi, pekome
«OTIIHIHOY HJIOBaHHOH TIPOTrPaMMOi, yMeeT CBOOO/HO BBINOJHATh IPAKTHUECKHUE 3aJaHHs, TIPe]|
YCMOTpPEHHBIE IIPOTPaMMOii, CBOOOJHO OTIepHUpYeT NPUOOPETEHHBIMU 3HAHUSIMH, YME
HUAMH, IPUMCHSCT UX B CUTYallUAX MOBBIIICHHOMN CITIOKHOCTH.
CTyzieHT IeMOHCTPUPYET CPOPMHUPOBAHHOCTD JUCIUILTMHAPHBIX KOMIIETEHIHI: OCHO
76 90 «3a4uYTCHO» / BHBIC 3HaHUS, YMEHUS OCBOCHBI, HO JOITYCKAlOTCd HE3HAUYNUTECIIbHBIC OLUI/IGKI/I, HETOYH
ot o «XOopomo» OCTH, 3aTPYAHEHUS IPU aHAJTIUTUYECKUX OTI€palUiX, [IEPEHOCE 3HAHUU U yMeHI/lI\/'I Ha H
OBBI€, HECTAHIAPTHBIC CHTYAIIH.
«3a4TeHO» / CTyzeHT AeMOHCTPHPYET CHOPMHUPOBAHHOCTH TUCIUIUIMHAPHBIX KOMIIETSHIIHI: B X0
or 61 1o 75 «yJOBIETBOPHUTENL | Ji€ KOHTPOJIbHBIX MEPOIIPHUSATHII IOMYCKAIOTCS 3HAYUTEIIBHBIC OIIMOKH, TPOSBIISIETCS O
HO» TCYTCTBHUE OTACJIbHBIX 3HaHPIl>’I, yMeHHﬁ, HaBbIKOB 10 HCKOTOPBIM TUCIHUILUIMHAPHBIM K




OMIIETEHIUAM, CTYACHT HUCIBITBIBACT 3HAYUTCIIBHBIC 3aTPYAHCHUSA IPU ONIEPUPOBAHN
1 BHAHUAMHU U YMEHUAMU PU UX IEPEHOCE HA HOBBLIC CUTYallUU.

«HE 3a4TCHO» /

v CTyA€HTa HE C(i)OpMI/IpOBaHLI JUCHUIINIMHAPHBIC KOMIIETCHIWUHA, IPOABIISACTCA HEAO0C

ot 41 1o 60 «HEYOBJIETBOPUTE % o
TaTOYHOCTh 3HAHUH, YMEHHU, HABBIKOB.
JIBHO»
«He 3a4TeHO» /
JucuumnHapHble KOMIIETEHIIMU He copMUpoBaHbl. [IposBiseTcs MOJHOe MK HIpak
ot 0 1o 40 «HEYJOBJIETBOPHUTE

JIBHO))

TUYECKH ITOJIHOC OTCYTCTBUE 3HaHPII>1, yMeHHfI, HAaBBIKOB.

5 IlpumMepHbIe OLIEHOYHBbIE CPeACTBA

5.1 IllpumepHbIii NepedeHb BONPOCOB 10 TeMaM

CoNoOA~WNE

Yro takoe nHpopMalMOHHAs 6€3011aCHOCTh?

[lepeuncinure OCHOBHBIE YTrPpO3bl HH(OPMAIIMOHHON 0€30MacHOCTH.
Kakue cymecTByroT Mojenn HHPOPMALMOHHON Oe301acHoCTH?

Kakue metobl 3auTsl HHOOPMAIH BBIIEIAIOT?

[IpaBo. UcTounuky mnpasa.

Kakue ocHOBHBIE 3aKOHBI B 001aCTH 3auThl HHpOpMaruu B PO?
OxapakTepu3yiiTe OMOMeTpUYECKHE JaHHbIE KaK IEPCOHAIbHbIC JaHHBIE.
Uro takoe npodeccronanpHas TaitHa?UTo Takoe ciayxeOHast TaitHa?

Uto Takoe koMmepueckas TaiiHa?

10. Kakue OCHOBHBIE MEXAYHApOAHbIE CTaHAAPTHI B 0O0JacTu HHQPOPMAIMOHHOMN
Oe3omacHOCTH?

11. «OpanxeBas kauranISO/IEC 15408.

12. Kax cBsi3aHbI MEXIyHAPOIHbIE CTAHIAPTHI U CTaHAAPTHI PD?

13. CTO BP UBbC-1.1-2007. «Ayaut uahopMaluoHHONW OE30IIaCHOCTH.

14. PC BP UBBC-2.2-2009. «MeToauKa OIEHKHA PUCKOB HapyIICHUs WHPOPMAITHOHHON
0e30MacHOCTH.
Uro Takoe noiuTuka 6€30MacHOCTH?

Yro Takoe MHKEHEpHas 3aIinuTa 00beKTOB?
buomerpus. buomerpuyeckne xapakTepUCTUKH.
Yro Takoe TeXHHYECKHE KaHalbl yTeUKH UH(opMarun?
[Tepeuncnure OCHOBHBIE BU/Ibl TEXHUUYECKHUX KaHAJIOB yTeUKU MH(popManun?
Yro Takoe cnennposepka?
Yto Takoe crenuccienoBasue?
Yro Takoe cnernobdciaenoBanue?
Uro Takoe nporpaMMHO-anmnapaTHbIe CPEICTBA 3aIUTHI HHPOpMaUU?
Kakue MexaHM3Mbl peaqu3yloT NpOrpaMMHO-alIapaTHbIE CPEACTBAa 3aIIUTHI
uH(popmanun?

25. Kakue KOMIIbIOTEpHBIE YTPO3bl 0€30MaCHOCTH CYILECTBYIOT?

26. Uro Takoe cereBas pa3Benka? Kakue METOIbI 3aIIUTHI POTUB HEE CYIIECTBYIOT?

27. Yro takoe nabekua? Kakue Buabl MHBEKIUH cymecTByoT? Kakne MeToibl 3aiuThl
IIPOTHUB HUX CYIIECTBYIOT?

28. Uro Ttakoe oTka3 B oOcmyxkuBaHuu? Kakue MeTOABl 3alMTHI NPOTUB HETO
CYyIIECTBYIOT?
OcHoBHBIE BUBI IPOIPAMMHBIX yA3BUMOCTEH.

Yro takoe mmdpp? Kakue Buapl mudpoB CylecTByoT?

Yrto Takoe CHUMMETPUYHBIH UG p?

Kakue cummMerpuuHble I pbl UCHOIb3YIOTCS ceiyac?

UYro takoe accumerpuunblii mmdp? Kakue accumerpuunblie mMUQPbl UCTIONB3YIOTCS

15.
16.
17.
18.
19.
20.
21.
22.
23.
24,

29.
30.
31.
32.
33.
ceiiyac?

34. TlpuHIUI MTOCTPOSHHSI CHMMETPHUYHBIX IHU(PPOB.



35. IIpuHIUI MOCTPOSHHS ACCUMETPUYHBIX IIH(POB.

36. CranmapTHbIie IIUDPHI.

37. Ilorounsie muUPHI.

Kpamxkue memoouueckue ykazanus

CobecenoBanne MpOBOJIUTCS B YCTHOH (hopMe BO BpeMs MOCIETHETO 3aHATHUS 10 TEME.

OOyuaronemycs 3a1aeTcs 2 CIy9aiHbIX BOMPOCa M3 CIUCKa BONMPOocoB. OOyJaromuics 10JDKEeH
OTBETHUTH Ha BOTIPOCHI B TEUCHUE 5 MUHYT. BO Bpemsi mpoBeieHust coOece10BaHMS UCIIOJIb30BaHUE
JUTEPaTyphl U APYTUX UHPOPMAILIMOHHBIX PECYPCOB HE OITYCKaeTCsl.

IIxana oyenku

Ne Bamnel Onucanue

4 32-40 CTyJIEHT MOJHOCTHIO OTBETHJI HA 3aJJaHHbIE BOITPOCHI

3 24-31 CTyIEHT CMOT IOYTH HOJHOCTHIO OTBETUTH Ha 33aHHbIC BOIPOCHI

2 15-23 CTy[eHT [a HeMOJIHbINA OTBET Ha BOMPOCHI, HO CMOT IIepeAaTh OCHOBHYIO CYTh BOIIPOCa
1 0-14 CTyzeHT He CMOT WM (parMeHTapHO OTBETHII Ha 3aJaHHbIE BOIPOCHI

5.2 Ilpumepnl 3a1aHUI J1s1 BHITIOJTHEHHS MPAKTHYECKHX PadoT

Tema 1. Ilpumenenue HWHGPOPMAIMOHHBIX TEXHOJIOTUN JJs W3Y4YEHHUS BOIPOCOB

OpraHU3alMOHHO-TIPABOBOT0 0OecreueHns: HHYOPMALMOHHOM 0€30MaCHOCTH.

Tema 2. Mcnionp30Banue KpUNTorpapuuecKuX CpeCTB 3aIUTh HHPOPMAIHH.

Tema 3. Peanu3zanust paboTbl HHQPACTPYKTYPBI OTKPBITHIX KITIOUEH.

Tema 4. Cpencrpa creraHorpaduu JUist 3alUThl UH(OPMALHH.

Tema 5. Hacrpoiika 6€301acHOTO CETEBOTO COSTMHCHUS.

Tema 6. AHTUBUpYCHBIE CPECTBA 3AIUTHI HH(POPMAIHH.

Kpamxue memoouueckue ykazanus

Ha BbImosiHeHWE OAHOWM NMpakTHYECKOH pabOThI OTBOAMTCS HE Ooiee 3 ABYX4YacOBBIX

3aHATUi. [lociie BBIMONMHEHUS KaXIOW MPAKTUYECKOW pabOTHl CTYICHT JOJDKEH IPEIICTaBHTH
OTYET O €€ BBIIOJIHEHNH, a TAK)KE, 110 YKa3aHUAM IIPENOaBaTelis, BHIIOJHUTD JOMOJIHUTEIbHbBIE
[IPAKTUYECKHE 3a/1aHus IO TEME MPAKTUYECKON pabOTHI.

Llkana oyenxu

No

Banner Onucanue

5

CTyIeHT mpeioCcTaBiIseT OTYET HOMPAKTUUECKOit paboTe 0OpPMIICHHBIN B CTPOrOM COOTBETCTBU
32-40 U ¢ TpeOOBaHUSAMHE By3a. J|eMOHCTPHPYET X0/ BHIIOJTHEHHS 3aaHus, OTBEYAET Ha BOPOCHI 10 3
aJIaHHuIo.

CTyzIeHT NpeaocTaBisieT OTYET MOMPAKTHIECKOH paboTe 0pOpMIICHHBIH B CTPOTOM COOTBETCTBH
26-31 U ¢ TpeOOBaHUAMH By3a. JIeMOHCTpUPYET X0/ BBINOJHEHUS 3a/laHKs, HO HE 0TBEYaeT Ha BOIIPOC
bl TI0 33JIaHHIO.

CTyIeHT mpeiocTaBiIseT OTYET HOMPAKTUUECKOi paboTe 0pOPMIICHHBIN B CTPOTOM COOTBETCTBH
18-25 1 ¢ TpeboBaHUAMHE By3a. Ho He criocoOeH MmpoaeMOHCTPHPOBATh X0 BEITOTHEHHS 3aaHUs, OTB
e4yaeT Ha BOIPOCHI 110 33/IaHHIO.

CTyZ[eHT MpeaoCTaBIACT OTYET HOHpaKTI/I‘IeCKOﬁ pa60Te OC])OpMHeHHLIﬁ ¢ OIMOKaMH COOTBETCT
11-24 BHU C TpeGOBaHI/IHMH By3a. HC ACMOHCTPHUPYET X0 BBIMIOJHCHUA 3aJaHNsA, OTBEYACT Ha BOIIPOCHI
110 3aJTaHUI0 C HCTOYHOCTSAMM.

0-10 CTyzneHTOM JeMOHCTPUPYET OTYET, HO HE MOXKET PAacCKa3ad HY O BBIOJHEHHWH 330aHHs, HU OT
BETHUTH Ha BONPOCH! 110 HeMy. JInbo oTueT He mpenocTaBiIeH

5.3 KoHTpoJIbHBII TecT

1. K mpaBoBeIM MeToJaM, OOECIEUMBAIOIIUM HH(POPMALMOHHYIO O€30MacHOCTb,

OTHOCATCA:

a) Pa3paboTka anmapaTHBIX CPEACTB 00ECIIEUEHUS TPABOBBIX TAHHBIX

0) Pa3paboTka 1 ycTaHOBKa BO BCEX KOMIIBIOTEPHBIX NMPABOBBIX CETSX KYPHAJIOB y4eTa
JEHCTBUN

B) Pa3paboTka u KOHKpeTH3aus MpaBOBbIX HOPMAaTUBHBIX aKTOB O0ECTIeUeHUs
0€301acHOCTH



2. OCHOBHBIMH HMCTOYHHMKAMHU Yyrpo3 HUH(POPMALMOHHON O€30MacHOCTH SIBJISIOTCS BCE
YKa3aHHBIE B CIIUCKE:

e a) XHWIIEeHUE )KECTKUX JIUCKOB, MOJIKIIIOUEHUE K CETH, HHCAMIEPCTBO

e 0) [lepexBar qaHHBIX, XUIICHUE JAHHBIX, U3MEHEHUE APXUTCKTYPhI CUCTEMBI

e B) XUIIICHHE JAHHBIX, TOJIKYIl CHCTEMHBIX aJJMUHHCTPATOPOB, HAPYIICHHUE PErjaMeHTa
paboThI

3. Buzpl nuadopManiioHHo#i 6€301macHOCTH:
o a) [lepconanbHasi, KOPIOpPAaTUBHAS, TOCYJAPCTBEHHAS
e 0) Kninenrckas, cepBepHas, cereBas

o B) JlokanbpHas, TiI00aIbHAs, CMCIIAaHHAS

4. llemu wuHOpManMOHHONW O€30MaCHOCTH — CBOEBPEMEHHOE OOHapyXKeHHE,
peaypexKICHHE:

e a) HecaHKIIMOHMPOBAHHOIO JOCTYIIA, BO3JICHCTBUS B CETH
e 0) UncaiinepcTBa B opranuzaiuu
e B) Upe3BbI4aliHBIX CUTYalUI
5. OcHoBHbIE 00BEKTHI HHPOPMALIMOHHOI 6€30M1aCHOCTH:
o a) KommnbrotepHble ceTH, 6a3bl JaHHBIX
e 0) UndopmanmoHHbIe CHCTEMBI, ICUXOJIOTMUECKOE COCTOSIHUE T0JIb30BaTEICH
e B) busHec-opueHTUPOBAaHHBIE, KOMMEPUYECKHUE CUCTEMBI
6. OCHOBHBIMHU pUCKaMH HUH(OPMAIIMOHHON 0€30MaCHOCTH SIBJISIOTCA:
o a) lckaxenue, yMeHbllIeHne 00bEMa, MEPEKOANPOBKA HH(OPMAIIH
e 0) TexHnueckoe BMEIIATEIbCTBO, BEIBEICHUE U3 CTPOst 000PYIOBAHUS CETU
o B) [loreps, uckaxkenue, yreuka HHGpOpMaLUK
7. K 0CHOBHBIM NpUHIUIIAM oOecrieueHus: THPOPMAIIMOHHOM 0€3011aCHOCTH OTHOCHUTCS:
e a) DKOHOMHYECKOU (PPEKTUBHOCTH CUCTEMBI OE30MTACHOCTH
e 0) MHoromiaTpopMeHHON peaan3aly CUCTEMbI
e B) YCWICHHS 3alIUIIIEHHOCTH BCEX 3BEHBEB CHCTEMBI
8. OcHOBHBIMH CyOBEKTaMU HHPOPMALIMOHHOM G€30MaCHOCTH SBIISIOTCS:
e a) PykoBoaurenu, MEHEKEPBI, A AIMUHUCTPATOPbI KOMIIAHUH
e ©0) Opransl npasa, rocyaapcTsa, Ou3zHeca
o B) CereBble 0a3bl JaHHBIX, (PaepBOILIIBI
9. K 0cHOBHBIM (DyHKIIMSIM CUCTEMBI O€301TaCHOCTH MOYKHO OTHECTH BCE MEPEUHUCICHHOE:
e a) YCTaHOBJIEHUE PETJIAMEHTA, AyJJUT CUCTEMBI, BBISIBJICHHE PUCKOB
e ) YcraHoBKa HOBBIX O(UCHBIX IPUIOKEHUH, CMEHA XOCTHHI-KOMITAaHUH

e B) BHenpenue ayrenTuukanuy, npoBepKka KOHTAKTHBIX JTaHHBIX MOJIb30BaTeNIeH

10. Ilpunuunom uHGOPMALIMOHHONW O€30MaCHOCTH SIBJIETCS MPUHIIUI HEAOMYILIEHUS:



e a) HeompaBagaHHbIX orpaHnyeHui Ipu paboTe B CETH (CUCTEME)
e 0) PruckoB 6e30macHOCTH CETH, CHCTEMBI
e B) IIpesymnuuu cekpeTHOCTH

11. [IpyHIKMTIOM TOJTUTUKYA UHPOPMALIMOHHON O€30MaCHOCTH SABISETCS MPUHITHIL:

e a) HeBO3MOXHOCTH MUHOBATH 3aIIUTHBIC CPEJICTBA CETU (CUCTEMBI)
e 0) YcuneHus OCHOBHOI'O 3B€HA CETH, CUCTEMbI
e B) [lonHOro 010KMpPOBaHUS NOCTYIA IPU PUCK-CUTYALUAX

12. IIpyHUIMIIOM MOMUTUKHA UH(DOPMALIMOHHOM 60€30MaCHOCTH SIBJISIETCS MIPUHIIMIT:

e a) YcuieHHUs 3aIUIIEHHOCTH CAMOT0 HE3AIUIIEHHOTO 3BeHa CETH (CHCTEMBI)
e 0) [Iepexona B Ge3omacHOE COCTOSIHUE PAOOTHI CETH, CUCTEMBI
e B) [lonHOrO M0CTYIIA MMOJIB30BATEIICH KO BCEM pecypcaM CeTH, CUCTEMbI

13. TIpuHIUTIOM MTOJUTUKY HHGOPMAITMOHHON OE30MaCHOCTH SBJISAETCS MPUHLIMUIL:

e a) Pazgenenus noctymna (0053aHHOCTEH, TPUBHIIIETHIT) KITUEHTaM CETH (CUCTEMBI)
e 0) OnHOYpPOBHEBOH 3aLLUTHI CETH, CHCTEMBbI
e B) COBMECTUMBIX, OJHOTUITHBIX MPOTPAMMHO-TEXHHUYECKUX CPEACTB CETH, CHCTEMBI

14. K OCHOBHBIM THIIaM CPEJICTB BO3JCHCTBHUS Ha KOMITBIOTEPHYIO CETh OTHOCUTCS:

e a) KommnbroTepHslii cooit
e 0) Jlornueckue 3aknagku («MUHBI»)
e B) ABapuifHOE OTKJIFOUEHUE MUTAHUS

15. Korga nomnyden cnam mno e-mail ¢ mpunoxx€HHbIM (paiiiom, ciemyer:

e a) [IpounTaTh NpUIOKEHHUE, ECITU OHO HE COJAEPKUT HUYErO IEHHOTO — yJAJIUTh

e 0) Coxpanuts npuiiokenue B nanke «Cram», BeIACHUTD 3aTteM [P-anpec reneparopa
crama

e B) YIanuTh NMCHMO C MPUIIOKEHUEM, HE paCKphIBasi (HE YNUTasi) ero

16. Ilpunuun Kupxroda:
e a) CekpeTHOCTb KIII04a ONPEJIENIEHA CEKPETHOCTBIO OTKPBITOrO COOOIIEHUS

e 0) CekpeTHOCTh HH(POPMALIUH OTIPEIeNIEHa CKOPOCTHIO TIEpPeIaun JaHHBIX
e B) CekpeTHOCTb 3aKPHITOrO COOOIICHUS OMPEIENIAETC CEKPETHOCTHIO KITF0Ya

17. UII - ato:
e a) DJIeKTPOHHO-LM(POBOI Tpeodpa3oBaTeb
e 0) DnexkTpoHHO-1IM(POBas MOANKCH

e B) DIEKTpOHHO-IU(POBOI IIpoLIeccop

18. Hambonee  pacmpocTpaHeHbl  Yrpo3bl  MH(POPMAIMOHHONW  O€30MacCHOCTH
KOPIIOPATUBHON CHCTEMBI:

o a) [lokynka HenmuuensuonHoro 10
e 0) OmubOKM FKCIUTyaTallui ¥ HEYMBIIIJIEHHOTO U3MEHEHUS PeXUMa PabOThl CUCTEMBbI



o B) Co3HarenbHOE BHEAPEHUE CETEBBIX BUPYCOB
19. Haunbouee pacripocTpaHeHbl YIpo3bl HHPOPMAITHOHHOM 0€30MacCHOCTH CETH:

o a) Pacnipenen€HHbIil JOCTYN KJIMEHTA, OTKa3 000pyI10BaHUs
e 0) MopasibHbII U3HOC CETH, HHCANHIEPCTBO
o B) COo0ii (0TKa3) 000pyI0BaHUS, HEJETAILHOE KOMMPOBAHUE TAHHBIX

20. Haubosee pactipocTpaHeHbl Cpe/ICTBAa BO3JICHCTBUS Ha CETh oduca:

e a) Cnalwiii Tpaduk, HHGOPMAIIMOHHBIA 00MaH, BUPYChl B HHTEPHET
e ©0) Bupycsl B ceTu, norudeckie MUHBI (3aKIaJIKH ), THPOPMAITMOHHEIN ITepexBar
o B) KomnbrorepHsie cOou, U3MEHEHHE aIMUHUCTPUPOBAHUS, TOMOJIOTUN

21. Yreukoit nHGpoOpMaIU B CCTEME Ha3bIBACTCS CUTYAIMs, XapaKTepuzyemasi:

e a) [loTepeil naHHBIX B cCUCTEME
e 0) UzmenenueM hopmbl HHGOPMALTHH
o B) 3mMenenunem conepxanus HHPOPMALIUU

22. CpomictBamu wuHpOpManuy, HamOojee aKTyalbHBIMH TpHU  O0ECIeYeHUH
UH(POPMALIMOHHOM O€30M1aCHOCTH SBIISIOTCSL:

e a) llenoctHOCTh
e 0) doctynHoCTh
e B) AKTyaJIbHOCTb

23. Yrpo3a uH(popManmoHHOH cucTteMe (KOMITBIOTEPHOM CETH) — 3TO:

e a) BeposiTHoe coObITHE
e 0) [lerepMuHupOBaHHOE (BCET/Ia OMPEIEIEHHOE) COOBITHE
e B) [lepuoguyecku MOBTOPSIOIIEECST COOBITHE

24. Undopmanus, KOTOpYIO CleIyeT 3aluiiarh (10 HOpMaTHMBaM, MpaBUaM CETH,
CHCTEMBI), Ha3bIBACTCS:

e a) PernmameHntnpoBaHHON
e 0) [IpaBoBoii
e B) 3amumiaeMou

25. Pa3HoBuAHOCTAMH yrpo3 0Oe3omacHOCTH (CeTH, CHUCTEMBI) SBISIOTCA BCE
NIEPEYUCIICHHBIE B CIIUCKE:

e a) [IporpamMHbIe, TEXHUYECKHE, OPTaHU3AMOHHBIE, TEXHOJIOTHUECKUE
o 0) CepBepHble, KIMEHTCKUE, CITYTHUKOBBIE, HA3€MHBIE
e B) JInuHble, KOpHIOpaTUBHBIE, COLUATBHBIEC, HALIUOHATBHBIE
26. OKOHYATENbHO, OTBETCTBEHHOCTH 3a 3alUIIEHHOCTh JAHHBIX B KOMIIBIOTEPHOU CETH

e a) Brnanenen cetu
e 0) AIMUHUCTpPATOp CETH



o B) [lonws3oBarens cetn
27. llonmutuka 06€301aCHOCTH B CHCTEME (CETH) — 3TO KOMILICKC:

o a) PykoBojcTs, TpeboBaHmii o0ecrieyeHnss HEOOXO0AUMOTO YPOBHS OE€30MIaCHOCTH
e 0) UucTpykumii, anropuTMOB MOBEAECHUS MOJIb30BATENA B CETH
o B) Hop™m undopmarnmonnoro npasa, co0I101aeMBIX B CETH

28. HambOojee BaKHBIM npu peaiu3aluy 3allUTHBIX MCEP IIOJUTHUKH 0e30macHOCTH
SABIIACTCA:

e a) Ayaut, aHaJIM3 3aTpaT Ha POBEACHUE 3ALIUTHBIX MEP
e 0) Ayaut, aHanu3 0€30MMacHOCTH
e B) AyauT, aHaiu3 ysI3BUMOCTEN, PUCK-CUTYaLUil

Kpamxue memoouueckue yxazanus

Ilepen pemieHHeM TECTOB BHHUMATENBHO CJIENYET O3HAKOMBCS C KaXKIbIM BOIPOCOM U
npeyiaraéMblMM BapuaHTaMH OTBETOB. 3aTeéM HEOOXOIMMO OINUpasCh Ha TEOPETUYECKUUN
MaTepuai, CBSA3aHHBI C TEMOW BOIIPOCA CONOCTABUTH €0 C IMPUBEAEHHBIMH BapHaHTAMHU.
BriOupaercst TOT OTBET, KOTOPBI TOYHO OTPAXKACT U3IIOKEHHBIE (DAKTHI.

Llkana oyenxu
Ne | bayuiel | Onmcanue
1 CTyIeHT a1 BepHbIil OTBET Ha TECTOBBII BOIPOC
1 1]0 CTyIeHT sl He BEpHBIH OTBET Ha TECTOBBINA BOIIPOC
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