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1 Hessp, nuiannpyemMble pe3yabTaThl 00y4eHHs 110 AUCHHUIINHE (MOLYJII0)

Lenpto ocBoeHUsT MUCHUILTUHBI « CETH M CHCTEMBI Iepenayd HHPOpMaIuuy SBISETCS
TEOpeTHYecKass W MpaKTU4ecKas MOJrOTOBKAa CTYACHTOB B 00JacTu mepenadn WH(GOpMAIMU B
TAKOW CTETEeHH, YTOOBl OHWU MOTJIM BBIOMpATh HEOOXOAMMBIC OOOPYJIOBAaHUE, TEXHOJIOTUH H
NpOrpaMMHBIC CPEICTBAa IIepeaud JaHHBIX, YMETh OOBSCHHTh WX pPadOTy U MPaBHIBHO
9KCIUTYaTHPOBaTh. 3aJa4ll OCBOCHUS IMCUIUIUIMHBI COCTOSAT B: - (hOpMHUpOBaHHE Yy CTYACHTOB
MUHUMAIBHO HEOOXOAWMBIX 3HAaHWM B OOJIACTH Tepeiaayd WHQPOpPMAIUH; - O3HAKOMIICHHE C
METOJaMHU M CPEJICTBAMH, TEXHOJOTHIMHU, IIPOTOKOJIAMH Tepeadyn MHPOPMaIUK B JOKAJIbHBIX,
TOPOJICKUX, TMIOOAIBHBIX HMH()OPMALMOHHBIX CETSAX; - BBIPAOOTKA IMPAKTUYECKUX HABBIKOB
AQHAJTMTHYECKOTO W 3KCIIEPHUMEHTAILHOTO HCCIENIOBaHMS IMpolecca Mepeaadyn WHGOpMAaIHH,
CO3JJaHUsl TPOTPAMMHBIX CPEICTB IMepeAayn HHGopManuu B HWHPOPMAIMOHHBIX CETIX,
NPOCKTHUPOBAHUS TPOTOKOJIOB Iepenayd WHQPOPMAaIUU, MPOSKTUPOBAHHE WH(POPMAIMOHHBIX
ceTel pa3IMYHOro Macirada

[TmanupyeMbIME pe3ysibTaTaMyd OOYYEHUS MO JAUCIUILTHHE (MOJIYJIIO), SIBJISFOTCS 3HAHUS,
yMEHUs1, HaBbIKU. [lepeueHb MIaHUPYEeMBIX Pe3ysbTaTOB OOYUEHHS MO JAUCUUIUIMHE (MOJIYJIIO),
COOTHECEHHBIX C IUIAHUPYEMBIMU pe3yJbTaTaMHd OCBOCHHUS 00pa30BaTECIbHOW MPOTrPAMMBI,
npezcTasieH B Tabnuue 1.

Tabmuna 1 — Komnerenuu, popmupyemblie B pe3yinbTaTe U3YyYeHUS TUCITUTUIMHBI (MOIYIIS)

Kon u ¢popmynupoBka

Kon u ¢popmynupoBka

PesynbpTarel 00yueHus O JUCIUILTUHE

Haszsanue OITIOIT HWHJIMKaTopa Kon
BO, cokpamienHoe KOMIIETEHITNH JTIOCTHXKECHUS
KOMIETEHIIHN pe3ynb DopMynupoOBKa pe3ysbTaTa
Tara
10.05.03 OIIK-12 : Cnocoben | OIIK-12.3k: P8 | Ymenue | AHamu3upoBaTh
«upopmanonHas | NPUMCHSTh 3HAHUS B | TIPUMEHSICT 3HAHUSA B TOBE/ICHHUE CUCTEMBI C
0e30MacHOCTh obnactu obnactu TTOMOIIIBIO KYPHAJIOB
ABTOMATH3MPOBAHHBIX | 0E30MACHOCTH BEIYUCITUTEIHHBIX COOBITHI U
CUCTEM) BEIYUCITUTEIHHBIX cerell u 6a3 TaHHBIX WHIUKATOPOB
(UB) ceTeH, pu pa3paboTke KOMIIPOMETAIHH
OTIEPAMOHHBIX ABTOMAaTH3UPOBAHHBIX
CUCTeM U 0a3 JaHHBIX | CUCTEM
npu pazpaboTke
ABTOMATU3UPOBAHHBIX
CUCTEM
OIIK-13 : Cocoben OIIK-13.3x : P14 3Hanue | MeTobl
OpPraHU30BBIBATH U TIPOBOJMT JIUATHOCTHKHU
POBOJIUTH JUArHOCTHKY BpeaoHocHoro 110 u
JUArHOCTHKY U KOMITBIOTEPHOU CKPBITBIX CJIEJIOB
TECTUPOBAHKE CUCTEM | CHCTEMBI Ha MIPUCYTCTBUS
3aIUTHl HHpOpPMAUK | 0OHApYKEHHE 3II0YMBITIIICHHHKOB
aBTOMAaTU3UPOBAHHBIX | IIPOrpaMMHO- P15 YMmenue | JlnarHoctupoBath
CHUCTEM, IPOBOJAUTH armapaTHbIX CPEACTB COCTOSIHUE CETEBOU
aHau3 ys3BUMOCTEH | coBepieHMs HHPPACTPYKTYPHI HA
CHCTEM 3aIlUTHI KHOEpIPECTYIUICHUH; HaJIM4re aHOMAJIUNI U
PIH(i)OpMaLII/II/I BBISBIISICT CJICABL TIPU3HAKOB aTaKu
ABTOMATH3UPOBAHHBIX | COBEPIIICHUS P16 HaBbik | O6HapysxeHue 1
CUCTEM KOMIIBFOTEPHBIX yIaneHne
NPECTYIICHHH 1 BpestoHocHoro 10
TIPOBEJIEHUIO OIICHKH
3alUIIEHHOCTH
KOMIBIOTEPHOI
CHCTEMBI Ha 3aIIUTy
nHdopmannmn
OIIK-15 : Criocoben OIIK-15.2k : PI7 3nanue | [IpuHUUOBI
OCYIIECTBIISITh YYUTHIBACT PA3IUYUS KJIacCH()UKAIUU




aJIMUHUCTPUPOBAHUE | B OCOOCHHOCTSIX CUTHATypHBIX U

U KOHTPOJIb NIPUMEHEHHUS XOCT- AQHOMAJIbHBIX METOJOB

(YHKIHOHAPOBAHUS OpUEHTUPOBAHHBIX U 0oOHapy>KeHHS aTaK

CPEACTB U CUCTEM CeThb- P19 Hagbix | BricTpo onpenensath

3aIUTHl HHPOPMALIUK | OPHEHTHPOBAHHBIX TIPUYHHBL

ABTOMATH3MPOBAHHBIX | crcTeM OOHapy>KeHUS BO3HUKHOBEHUS

CHCTEM, BTOP KEHUN NpEAYNPEKICHUN U

HHCTPYMEHTAIIbHBIH YBEIOMIIEHUI

MOHUTOPHHT

3alUIEHHOCTU

ABTOMAaTU3UPOBAHHBIX

CHCTEM

OIIK-9 : Ciocoben OIIK-9.1k : PI1 3uanue | [lonsitue

pelarhb 3aaun [Ipumensier BBIYHUCITUTENBHBIX

po¢eCCHOHATBHOM COBPEMEHHYIO CeTel, TOMOJIOrH U

JIESITENIBHOCTH € 3TaJIOHHYIO MOJEIb APXUTEKTypa CeTel

YYETOM TEKYIIETO B3aUMOJIEHCTBUS P2 Ywmenue | [IpoektupoBathb

COCTOSIHUS U OTKPBITBIX CHCTEM; CTPYKTYpY U

TEHJAEHUUM pa3BUTUSA | MPUHLIUIIBI KOH(HUTYpaIHIo

WHPOPMAINOHHBIX MIOCTPOEHUS U BBIYHCIUTENbHBIX

TEXHOJIOTHH, cpelcTB | pyHKuMOHMpOBaHMS ceTelt

TEXHUUYECKOH 3aIlIUThI | CUCTEM U CETeit P13 HaBblk | AHanan3 HIPOTOKOIOB

uHpOpMaIIUH, CeTeH U | mepenayn Hepeayun JaHHEIX C

CUCTEM Iepenayu uHpOpMAIUU MOMOIIBIO

nHdopmanuu CIEeNMATU3NPOBAHHBIX
UHCTPYMEHTOB
(Wireshark, tcpdump)

B mpouecce OCBOCHHUS MUCHUIUIMHBI PCIIAOTCA 3ada4d BOCIIMTAHUA TapMOHHUYHO
pa3131/1T0ﬁ, HanI/IOTI/I‘{HOfI n conuaJibHO OTBETCTBECHHOM JHYHOCTH Ha OCHOBE TPpAaAUIUOHHBIX
pOCCHﬁCKHX AYXOBHO-HPAaBCTBCHHbBIX U KYJIbTYPHO-UCTOPUUCCKUX HCHHOCTeﬁ, MpeaACTaBJICHHLIC

B Ta0Omuie 1.2.

Tabnuna 1.2 — LleneBbie OpUEHTUPBI BOCITUTAHUS

BocnurareabHble 3a1a41

®DopMuUpOBaHUE IEHHOCTEI

IleeBble OPUEHTHPBI

@®opMHUPOBaHUE TPAKTAHCKON MO3ULUH U NATPUOTH3MA

Bocnuranune YBaXXCHUS K UCTOPHUHU U

Fpa)l(,I[aHCTBGHHOCTB

KynpType Poccun

CucteMHOE MEBIIIJICHHE

(I)OpMI/II)OBaHI/Ie AYX0BHO-HPABCTBE€HHBLIX IIeHHOCTeﬁ

Bocnuranue HPaBCTBECHHOCTH,

I'paxnaHCTBEHHOCTH

MWJIOCEPAUa U COCTpAdaHUA

I[I/ICHI/IHJ'II/IHI/IpOBaHHOCTI)

®opMHUPOBaHUE HAYYHO

0 MMPOBO33PeHHUs M KYJbTYPbl MbIIJIEHHUS

Pa3Burne no3naBaTeIbHOTO HUHTEpECa 1

CozupaTenbHblil TPy

CTPEMIJICHUA K 3HAHUAM

[Iupoxkuii kpyrozop

q)OpMI/IPOBaHl/Ie KOMMYHMKATHUBHBIX HABBIKOB M KYJbTYPbI OﬁllleHI/Ifl

PasBurne ymenns >3ppexTuBHO 00mIaThes

JlocTOnHCTBO

Y COTpYIHHYATh

AKTHBHAas )KU3HEHHAS IO3uN A




BxogHbeiMu TpeOOBaHUAMM, HEOOXOIUMBIMHU Ui OCBOEHHUS JIUCLMILIMHBI, SIBIISETCS
HaJM4Yue y oOydyarommxcsi KOMIETSHINH, chOPMUPOBAHHBIX MPH U3YYCHUH JUCHUILIMH /WU
IIPOXOXKIACHUN IPAKTUK « TE€XHOIOrMY U METOIbl TPOrpaMMHUPOBaHus». Ha naHHy0 JuCHUILINHY

2 Mecto aucuuniauHbl (MoayJsi) B ctpykrype OIIOIT

ormpatorcs «[IporpaMMHO-anmapaTHbIC CPEICTBA 3aAMTUTHI HHPOPMAITUN.

O0bem JUCHUITIINHBI (MOILYHSI) B 3a4CTHBIX CIHHUIAX C YKAa3aHUCM KOJIIMYCCTBA

3. O0beM JUCHMILIMHBI (MOXYJISA)

aKaJeMHYECKHX YacoB, BBIICICHHBIX Ha KOHTaKTHYIO paboTy ¢ oOydaromumucs (O BUIaM
yueOHBIX 3aHATUI) U HA CAMOCTOSATEIbHYIO paboTy, IPUBEICH B TabmuIe 2.

Ta6muma 2 — O0mas Tpy10eMKOCTh JUCITUTIITUHBI

Tpyno- O0BbeM KOHTaKTHOH pabOTEHI (1ac)
CemecTp | eMKOCTB
®opwma Yacts (OPI?I)I/([) ) Breaynu- Popma
Hassanue OIIOII BO | o6yue- AynuropHas e CPC aTrec-
s YII Kypc TOpHas S
(300, (3.E) | Beero 1
0300) nex. | mpak. | ma6. | IIA | KCP
10.05.03
WupopmarmonHas
6e30macHOCTh 0D0 Cl.b 5 3 60 36 0 1 5 48 €]
ABTOMATH3UPOBAHHBIX
CHCTEM

TeKymero KouTpois ainst OPO

4 CTpyKTypa U coiepKaHue QM CUMILIHHBI (MO1YJIs1)

4.1 CTpykTypa IucuMIuiHbl (Moays) ajass ODO

Temarnueckuil IaH, OTPAKAIOUIUN COJAEp)KaHUE AMCLMILIMHBI (IIEPEUEHb Pa3AciioB
TeM), CTPYKTYPHUPOBAHHOE 10 BUJIaM Y4€OHBIX 3aHATHH C yKa3aHHEM UX 00bEMOB B COOTBETCTBUU
¢ y4eOHBIM IJIaHOM, NpHBeJieH B Tabauie 3.1
Tabnuma 3.1 — Paznens! JUCHUIUIMHBL (MOAYJIS), BUABI yU€OHOU NeATeIbHOCTH U (POPMBI

u

Kon pe- Ko:1-Bo uacoB, 0TBe/IeHHOE Ha
Ne HazBanue tTembl 3ynbTara Popwma
Jlek [Ipaxt J1a6 CPC TEKYILEro KOHTPOJIs
00y4eHus
3amaya, MECTO JUCLMILTMHEI
1 | B oOmIeM IHKIIE H3YYaeMbIX P11, POS 2 0 1 JlaboparopHas paboTa
JIMCIIUIIH
Cucrema 31eKkTpocBs3u PO,
€€ MOJACHCTEMEI U CITYKOBI. PI1,
2 Haznauenwue, COCTaB};I PZ[SZ,[PHS 5 0 4 JlaBopatopras paGora
KJIACCU(UKAIIUS CETeH CBSI3H
[IpuHIMITEI TOCTPOEHUS P,
3 HepBHIHBIX ceTeli P2, 8 0 4 JlaboparopHas paboTa
P13, P15
[IpuHIMITEI TOCTPOEHUS P11,
4 | BTOPUYHBIX TeNEPOHHBIX P2, 8 0 2 JlaboparopHas paboTa
CeTel. P13, P/15
DBOIOLMS aBTOMAaTHYECKUX on
5 | u mudpoBeIX TENEPOHHBIX ¢ 4 0 2 JlaboparopHas paboTa
N pJi6, P17
CTaHIIUI U Y3II0B
P11,
CurHanuzanus u P3,
6 | cMHXpOHU3ALKS HA CETIX P14, 4 0 2 Jlaboparopnas paboTa
CBSI3U. P17,
P18, P19




PJIL,
CeTH ynpaBieHUS Ha CETAX PI3,
cB3m (TMN-TexHomorus) gﬁg, 6 0 2 7 Jlaboparopnas paboTa
PS8, PJ19
Hroro no radsmmue 37 0 17 51

4.2 Coagep:kanue pa3aeaoB U TeM JHCHHUILTUHBI (Moay.as) aiast OO

Tema 1 3aoaua, mecmo oucyuniunsl 8 0OUleM Yukjie u3yuaemvlx OUCYUNTIUH.

CopepxaHue TeMbl: 3aJ1a4a, MECTO JTUCIIUIUTHHBI B O0IIEM LUKJIC H3y4aeMbIX JTUCITUTLINH.
OO6miee onucanne U3y4yaeMou AUCIUIUIMHBIL.

@dopMBI ¥ METOJBI TPOBEIACHHUS 3aHATHH IO TeMe, MPUMEHSIEMbIe 00pa3oBaTeIbHBIC
TEXHOJIOTHH: JIEKIIUS, JTA0OPATOPHBIC 3aHSATHE.

Buzbl caMOCTOSATEIBPHON MOATOTOBKH CTYJICHTOB IO TEME: IMOJATrOTOBKA K JIA0OpATOPHOM
pabore.

Tema 2 Cucmema snexmpoceésasu P®, ee noocucmemvl u caysxcovl. Hasnauenue, cocmas u
Karaccugpuxayus cemetl C653u.

Copepxanuve TeMmbl: OCHOBHBIE IOJOXEHHUS OOLIErOCYJapCTBEHHON CHCTEMBI CBS3U
(OI'CC). IToacucrems! u cnyx661 OI'CC P®. Cpenctsa obecrieuenust OI'CC PD. Cetu cBs3u —
TexHuueckass ocHoBa cucteMbl cBsizu P®. CocraB u kiaccu¢pukauus cereid cBsizu. Ilpunuun
NOCTPOeHUs euHOM ceTr 31eKTpocBsizu PO (ECD PO). [TonsTus nepBUYHON U BTOPUUHOM CETEH.

@opMbI U METOABI MPOBEACHUS 3aHATUN MO TeMe, MPUMEHseMble 00pa3oBaTEIbHBIC
TEXHOJIOTHH: JIEKIIUs, JTa00paTOPHBIE 3aHATHE.

Bunel camocTosTeNbHON MOATOTOBKU CTYJIEHTOB 10 TEME: MOJArOTOBKA K J1abOpaTOpHOM
pabore.

Tema 3 [Ipunyunvl nocmpoenus nepeutHbIX cemeti.

Copepxanue Tembl: [I[puHIMIBI TOCTPOEHUS IEPBUYHBIX CeTEil. AHAIOroBas nepBUYHAs
cerb. Ilnesnmoxponnas (PDH) u cunxponnas (SDH) uudpoas wmepapxus Ha NHEpBUUHBIX
nupoBbIX ceTaX. [IpUHLIMIBI MOCTPOEHUS KOJBLEBBIX ceTel CBA3M. OCHOBHBIE 3JIEMEHTHI
NPOEKTHUPOBAHUS LIUPPOBBIX KOJIBLIEBIX CETEH.

@®opMBl U METOJbI NPOBEACHMS 3aHITUH MO TeMe, NMpPUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTUH: JIEKIHsI, 1a00paTOpHbIE 3aHATHE.

Bunel camMocTosTeNnbHON MOATOTOBKU CTYJIEHTOB 110 TEME: MOJArOTOBKA K J1abOpaTOpHOM
pabore.

Tema 4 Ipunyunsl nocmpoenuss MopudHbiX meaneg)oHHbIX cemell.

Copepxanuie TeMbl: [IpUuHINIBI TOCTPOEHUS] BTOPUYHBIX TeIePOHHBIX ceTel. [IpuHIumbI
MOCTPOCHMSI aHAJIOTOBBIX TeJIePOHHBIX ceTel (ropoackux TenedonHsx ceteil — ['TC, cenbckux
tene@onHbIx ceteit — CTC). Cuctembl HyMepaluu Ha CEeTSAX CBSI3U.

@®opMbl U METOABI MPOBEACHUS 3aHATUI NO TeMme, MpUMEHseMble 00pa3oBaTeIbHbIE
TEXHOJIOTHH: JIEKIIUs, JTa0OpaTOPHBIE 3aHSATHE.

Bunasl camocTosTensHON MOATOTOBKU CTYAECHTOB 10 TeME: MOATOTOBKA K JIAOOpaTOpHOH
pabore.

Tema 5 Deontoyus asmomamuiecKux u yu@dposwix meieQOHHbIX CMAHYUU U Y37108.

ConeprxaHue TeMbl: DBOIONMS aBTOMATHUYECKUX M LU(POBBIX TeNe(OHHBIX CTAHLUN U
y3J710B OBOJIIOLIMOHHOE pa3BUTUE CTaHIMM U y3710B KoMMmyTtauuu. [{udpossie cucremsl
KOMMYTAallU{ KaHaJOB, MAKETOB U cOOOIEeHH. XapakTepucTuka u cTpykrypa nocrpoenus LICK
(EWSD, AXE-10). [udposuzanus mectHbix teneponusix cereit (I'TC u CTC). DBomtornus
mudpossix ceteil. Lludpossie cetn ¢ unterpanueii ciayx0 (N-ISDN u B-ISDN). CemuypoBHeBas



MO/JIENIb B3aUMOJICHCTBHS OTKPBITBIX cUcTeM. MHTepdelchl U MpOTOKOJIBI pa3IHYHbIX YPOBHEM.
Opranusanys A0CTyna B LU(POBBIX CUCTEMAaX KOMMYTALUH.

@opMbl U METOABI MPOBEACHUS 3aHATUI MO TeMe, MPUMEHsSEMble 00pa3oBaTeIbHBIE
TEXHOJIOTUH: JICKIHsI, 1a00paTOPHbIE 3aHATHE.

Buabl caMocTosITeIbHON MOATOTOBKHU CTYACHTOB MO T€ME: MOJATOTOBKA K JabopaTOpHOM
pabore.

Tema 6 Cuenanuzayusi u CUHXPOHU3AYUS HA CEMAX CBA3U.

Conepxanne TeMbl: CUTHATU3AMS U CHHXPOHM3ANMS Ha ceTsax cBs3u. Knmaccuduxarms
CHUTHAQJIOB U CHUCTeM cUrHaim3anuu. CTaHAapTHBIE MEXKIyHApOIHBIC CHUCTEMbI CUTHAIM3AIUU.
Cuctemsl curnanuzanuu 2BCK, R1, 5, OKC-7. Opranuzanus CHHXpPOHU3AIUU HA CETSIX CBS3HU.
KoHnentyanbHbie OCHOBBI MHTEIICKTYAIbHBIX CETEH. APXUTEKTypa MHTEIUICKTYaJbHOM CETH.
Yciyru, npoTOKOJIbl M UHTEP(HEHCHI.

dopMbl ¥ METOABI TPOBEICHUS 3aHATHH IO TeMe, NMpPUMEHsSEeMble 00pa30oBaTeIbHBIC
TEXHOJIOTHH: JIEKIIUS, JTA0OPATOPHBIC 3aHSATHE.

Buapl caMoCTOSTENIbHON MOATOTOBKH CTYACHTOB IO TeME: MOJATOTOBKA K JaOOpaTOpHOMN
pabore.

Tema 7 Cemu ynpasenenus na cemsx cesazu (ITMN-mexnonozus).

Copepxannie TeMbl: Cetu yrmpaBinenus Ha ceTsax cBsi3u (TMN-texHomorus). [IpuHImms
OpraHu3aliil ympaBleHHs Ha ceTsx cBs3u. CereBoe ympaBieHue mo craaapry TMN.
Apxutektypa TMN: ¢yHKUMOHANbHAS, Qu3MUecKas, HWHPOPMAIMOHHAS, JIOTUYECKas W
MHOTOYpOBHEBasi. O yHKITMOHATILHBIC BOZMOKHOCTH B UHTEP(EHCHI.

@®opMbl U METOZBI MPOBEACHUS 3aHATUH O TeMe, MPUMEHsSEMbIe 00pa3oBaTEIbHbBIC
TEXHOJIOTUH: JICKIHSI, 1a00paTOPHBIE 3aHSATHE.

Buapl camocTosTeNnbHON MOJATOTOBKH CTYACHTOB 10 TeME: MOATOTOBKA K JIAOOPaTOpHOU
pabore.

5 Mertoauyeckne yKazaHusi AJdsi OOYYAIOIIMXCH MO M3YYEHHI0 M PpPeaju3aluu
AUCHUIIMHBI (MOZYJIs1)

5.1 Meroanueckue peKOMeHAAUMH OOYYAWIIUMCH M0 M3YYEHHUI0 IMCUMIUIMHBI H 10
o0ecIeYeHN 0 CaMOCTOSITeJIbHOM padoThI

B xone usyuenus nucuuiuinHbl « CeTH U CUCTEMBbI Iepeaud HHGOPMAIUH » CTYIAECHTHI
MOTYT IOCeUlaTh AayAUTOpPHBbIE 3aHATUS (JIEKIMH, NPAKTUYECKUE 3aHATUS, KOHCYIbTAIUH).
Oco0eHHOCTh N3yueHUs TUCHUIUIMHBI «CeTH CBSI3U, CUCTEMBI KOMMYTAIIMM» COCTOUT B U3y4YEHUU
IIPUHILIMIIOB IIOCTPOCHMSI CETEH CBSI3U, NMEPBUYHBIX M BTOPUYHBIX CETEH, CUHXPOHM3ALUM U
CUTHAJIM3allMd Ha CETAX CBS3M, YIpaBICHHE HA CETSIX CBSI3U, a TaKkKe IOCTPOCHHE U
(YHKLIMOHUPOBAHUE PA3TUYHBIX CUCTEM KoMMyTauu. Oco0oe MecTO B OBJIAJIEHUU YaCThIO TEM
JAHHOW JUCIUIUIMHBI MOXET OTBOAMTHCS CaMOCTOSTEIbHOM paboTe, MpU 3TOM BO BpeMs
ayJUTOPHBIX 3aHATUI MOT'YT OBITH PACCMOTPEHBI M IPOpabOTaHbl HanboJee BaXKHbIE U TPYIHbIE
BOIPOCHI IO TOW WJIM MHOW TeMe JUCIHIUIMHBI, & BTOPOCTENIEHHbIE U 00Jiee JIErKHUe BOIMPOCHL, a
TaKXe BOIPOCHI, ClIeUU(PUUHBIE ISl HATIPaBJIEHHUs OATOTOBKU, MOTYT OBITh H3y4YEeHBI CTY/I€HTaMH
CaMOCTOSITENIBHO.

5.2 OcobeHHocTH opraHu3anmuu OOYYeHHUs] JJIA JHI ¢ OrPAHMYEHHBLIMH BO3MOKHOCTAMH
3110POBbsI U HHBAJTUI0B

HpI/I HeO6XO]II/IMOCTI/I O6y‘—IaIOHH/IMC${ M3 YHrcJia J1I ¢ OTpaHUYC€HHBIMH BO3MOXHOCTAMU
3A0POBb U HHBAJIUJ0B (HO 3asABJICHHUIO o6yqa10meroc;1) MpEaOCTaBIACTCA yq66Ha51



uH(pOpMaLKs B JOCTYIHBIX (POpMax C yU€TOM UX UHANBUAYAIBHBIX MCUXO(PUZNIECKUX
0COOEHHOCTEH:

- JUIS JIULL C HAPYIIEHUSIMU 3PEHUS: B TIeUaTHOU (hopMe yBeTMUeHHbIM IPUPTOM; B hopme
AJIEKTPOHHOTO  JIOKYMEHTa; WHMBU]lyaJIbHbIC KOHCYJIbTAIIUU c MPUBJICYCHUEM
TUdI0CYpIOTIEPEBOIUNKA; MHANBUAYAIbHbIC 331aHUSI, KOHCYIbTAIMH U JP.

- JUIsL JIUIT C HAPYIIEHUSIMU CITyXa: B TIeyaTHOU hopMme; B hopMe STEKTPOHHOTO JOKYMEHTA;
WHJIUBUJlyaJIbHbIE KOHCYJbTAllUW C NPHUBJICUYECHUEM CYpPAONEPEBOIUNKA; HWHANBUIYAIbHbIE
3a/1aHMsl, KOHCYJIbTALUU U JIP.

- 17151 JIUI] C HAPYIIEHUSIMU OMIOPHO-JIBUTATEIILHOTO armapaTta: B ne4atHoit oopme; B popme
AJIEKTPOHHOTO JOKYMEHTA; UHIUBUIyAJIbHBIC 33/IaHUsI, KOHCYJIbTAIIUU U JIP.

6 ®oH OLEHOYHBIX CPEICTB JJIf MPOBEAEHUS TEKYIIEero KOHTPOJISI U MIPOMeKYTOYHOMI
arrecTauvu 00y4aromMXcs N0 JMCUUILIHHE (MOTYJII0)

B cootBerctBum ¢ tpeboBanusmu PI'OC BO pans arrectanmuu 0OydaroImIUXCs Ha
COOTBETCTBUE HX IEPCOHATBHBIX JIOCTIDKCHUH IUIAHUPYEMBIM pe3yiibTaTaM OOYYCHHS TI10
TUCIUILIMHE (MOJIYJI0) CO3/aHbl (JOH/IBI OLIEHOUHBIX CPEICTB. THUIIOBBIE KOHTPOJIbHBIC 3a/1aHNUS,
METOJIMYECKUE MaTepualibl, OINPEACIAIONIME MNPOUECAYPhl OLECHHUBAHUS 3HAHWM, YMEHHU H
HABBIKOB, & TAKXKE KPUTEPUH U MOKA3aTENU, HEOOXOANUMBIE /ISl OLIEHKH 3HAaHUH, yMEHUH, HAaBBIKOB
U XapakTepu3yllnue dTambl (HOPMHUPOBAHHS KOMIIETCHIIMH B  IPOIECCE OCBOCHUS
00pasoBaTebHON MTPOrpaMMBbl, TIpeAcTaBiIcHbI B [Ipunoxxennn 1.

7 Y4yeO6HO-MeTOAMYECKOEe M HH(POPMALMOHHOE 0O0ecnievyeHue TUCHUILIMHBI (MO1YJIs1)

7.1 Ocnoenas numepamypa

1. Bacun, H. H. Cetu u cucremsl nepenaun uadpopmanuu. Pazaen 4. bezonacHocTh cereit
U cucteM nepenaun nHpopmanuu : yaeobnoe mocobue / H. H. Bacun. — Camapa : [II'VTH, 2023.
— 180 c.— Texkcer : anexTpoHHbIH / Jlanb : anekTpoHHO-OMONMMOTEeyHast cuctema. — URL:
https://e.lanbook.com/book/411527 (mara obOpamenus: 27.10.2025). — Pexum goctyna: s
aBTOPH3. MOJIb30BATENCH.

2. Cetu u cUCTEeMEBI CBsi3M : yueOHOe mocodbwme : [16+]. — Mocksa ; Bomorma : Mudpa-
Wnxenepusi, 2024. — 336 c¢. — Pexum gocryma: mno moamucke. — URL:
https://biblioclub.ru/index.php?page=book&id=726811 (mata obpamenus: 20.10.2025). — ISBN
978-5-9729-1588-0. — TekcT : 3EKTPOHHBIH.

7.2  /lononnumenvnasa numepamypa

1. Ilyraues, O. 1. UH)OKOMMYHHUKAIIMOHHBIE CETH U CUCTEMBI : METOAMYECKUE YKa3aHHs
/ O. WN. Ilyraues, K. H. ®a3zunoBa. — Mocksa : PTY MUPDA, 2023. — 40 c. — Tekcr:
AIIEKTPOHHBIH // Jlanb : 3JIEKTPOHHO-OUOINOTEeYHAs cUCTEMA. — URL:
https://e.lanbook.com/book/368789 (mara obpamenus: 27.10.2025). — Pexum goctyna: s
aBTOPH3. M1OJIb30BATENEH.

2. Cetw u cucTeMsl Iepenadn nHpopMaIuu: : yaeonoe mocoodwme / cocraBurenu A. I1. XKyk
[u 1p.]. — CraBponons : CKOY, 2022 — Yacte [I— 2022. — 129 ¢. — TekcT : ayiekTpoHHbIH //
Jlansb : snexktpoHHO-OMONMHoTeuHas cuctema. — URL: https://e.lanbook.com/book/386672 (nata
oOpamtenus: 27.10.2025). — Pexxum noctymna: it aBTOPU3. MOJIb30BaTECH.

7.3 Pecypcol unghopmayuonno-menekommynurkayuonnou cemu '"'Humepnem',
6KNI0uas npogheccuonanvHvle 0azvl OAHHBIX U UHPOPMAUUOHHO-CRPABOUHDLE
cucmemul (npu HeodxX00uUMOCmu):



1. DnexrponHo-6MbOMMOTEUHAs cuctema "JIAHB"

2. DOnektponHo-6ubmmoreunas cucrtema "YHUBEPCUTETCKAS BUBIMOTEKA
OHJIAWIH"

3. Open Academic Journals Index (OAJI). IIpodeccuonanbhas 6a3a JaHHBIX - Pexum
nocryna: http://oaji.net/

4. Ilpesunentckass Oubnmoreka wuM. b.H.Empmuna (6a3a 1maHHBIX —pa3IMYHBIX
npodeccnoHanbHbIX 00nacTeil) - Pexxum nocryna: https://www.prlib.ru/

5. HudopmammonHo-crnpaBoyHas cuctemMa "Koncynprant Ilmoc" - Pexxum mocryma:
http://www.consultant.ru/

8 MarepuajbHO-TeXHHMYECKOe oO0ecneyeHHe AUCUUIJIMHBI (MOAYJis) W IepeyeHb
HHG(pOPMANIMOHHBIX TEXHOJIOTHI, UCHOJIb3yeMbIX NMPH OCYILIECTBJIEHUN 00pa30BaTEIbHOIO
nmpouecca no JUCHUIVIAHe (MOYJ/II0), BKJIIOYas NepedyeHb MPOrPaMMHOro odecneveHust

OcHOBHOE 000pPYI0OBaHUE:

e KoMIIbrOTEPBI
e [IpoekTop
[IporpaMMHoOe obecrieueHue:

e Microsoft Office Professional Plus 2013 Russian




MHWHOBPHAYKHU POCCUN
BJIAJIUBOCTOKCKMII TOCYJIAPCTBEHHBI YHUBEPCUTET
KA®EIPA THOOPMALIMOHHOM BE30IIACHOCTHU
®oH/1 OIICHOYHBIX CPEJICTB
AJId TIPOBCACHU A TCKYILICTO KOHTPOJIA
Y TIPOMEXYTOYHOH aTTECTAINU 110 TUCIHILTHHE (MOIYIIIO)
CETHU U CUCTEMbI NEPEJAYU UH®OPMALIUU
CrienuanbHOCTh U CCIIHATH3AIIHS
10.05.03 MuadopmarmonHas 6€30mMacHOCTh ABTOMAaTU3UPOBAHHBIX CUCTEM. be30macHOCTh

OTKPBITBIX HH(bOpMaL[I/IOHHBIX CHUCTEM

I'ox Habopa Ha OITOII
2021

dopma 00ydeHuUsI
OYHas

Bmagusoctok 2025



1 Ilepedennb (popMHEpyeMbIX KOMIIETEH M

Haszsanne OITOII BO,
COKpalleHHOe

Kon u popmynupoBka KoMHeTeHIN

nu

Kon u popMynrpoBka HHANKATOPA TOCTIKCHUS
KOMITCTEHITHU

10.05.03 «MudpOpMarn
HOHHAs 6€30IacHOCTh
ABTOMATH3HPOBAHHBIX
CHCTEMY
(1B)

OIIK-12 : CriocobeH pruMeHsTh 3H
aHMs B 00J1aCTH 0E3011aCHOCTHU BBIY
UCITUTENLHBIX CETEH, OrepanuoHHbI
X cHcTeM U 0a3 JaHHBIX P pa3pad
OTKE aBTOMaTH3UPOBAHHBIX CHCTEM

OIIK-12.3x : mpuMeHseT 3HaHUS B 00I1aCTH BBIY
UCITUTENBHBIX ceTeil n 0a3 NaHHBIX NpHU pa3pado
TKE aBTOMAaTU3UPOBAHHBIX CUCTEM

OIIK-13 : CnocobeH opraHu30BbIB
aTh ¥ IPOBOAUTH AUATHOCTHKY H T€
CTHPOBAaHHUE CHCTEM 3aIIUThI HH)O
pMaliy aBTOMaTH3UPOBAHHBIX CHC
TEM, IIPOBOJIHUTH AHAIU3 YSA3BHMOCT
eif cucTeM 3aIuThl HHpOpMaIy a
BTOMAaTH3UPOBAHHBIX CHCTEM

OIIK-13.3x : mpOBOIUT JUATHOCTUKY KOMIIBIOTE
PHOI1 crcTeMbl Ha 0OHAapY)KeHHE IPOrpPaMMHO-a
MIapaTHBIX CPEJCTB COBEPILEHUS KUOEPIpecTyI
JICHUH; BBIABIISIET CIIEbI COBEPIICHUS KOMIIBIOTE
PHBIX IIPECTYIICHUI 1 IPOBEICHUIO OLICHKH 32
MIUIIEHHOCTH KOMITBIOTEPHOH CHCTEMBI Ha 3aIln
Ty HHPOpPMANH

OIIK-15 : CriocobeH ocymiecTBIATh
aJIMUHUACTPUPOBAHUE U KOHTPOIb ()
YHKIIMOHUPOBAHHUS CPEJICTB U CUCTE
M 3aIHUThl HH)OPMAIH AaBTOMATH3
HUPOBAHHBIX CUCTEM, HHCTPYMEHTAI
I)HI)Iﬁ MOHI/ITOpI/IHF 3alIUIIICHHOCTHU
aBTOMaTI/I3I/IpOBaHHI)IX CHUCTCM

OIIK-15.2x : yauTBIBaeT pa3iuuus B OCOOCHHOC
TSX IPUMEHEHUS XOCT-OPHEHTUPOBAHHBIX U CET
b-OPUCHTUPOBAHHBIX CUCTEM OOHApYXEHUS BTO
pKeHt

OIIK-9 : CnocobeH pemiaTh 3aja4u
npo¢eCCUOHANBHOM JeSITeIBHOCTH

C YYE€TOM TEKYIIETr0 COCTOSIHUS U TS
HCHIUH pa3BUTHS UHPOPMAITUOHH
BIX TEXHOJIOTHUH, CPEJCTB TEXHUYEC
KO¥1 3amuThl HHQOPMAIIUH, CeTeH U
CHCTEM TIepeadn HHPOpMaIi

OIIK-9.1k : IIpumeHseT COBpeMEHHYIO 3TalOHH
YIO MOJIEJIb B3aUMOJICHICTBHS OTKPBITBIX CUCTEM;
NPUHLUIIBEI TOCTPOSHHS ¥ ()YHKLIIMOHUPOBAHHUS C
UCTEM U ceTel nepenaqyn HHHOpMaLiu

KOMHCTCHHI/ISI CUUTACTCA C(l)OpMHpOBaHHOfI Ha JaHHOM 3Tall€ B CJIy4dac, €CJIU IMOJIYYCHHBIC
PE3YIbTAThI O6y‘~I€HI/I${ o AUCHUIIIIMHEC OLCHCHBI ITOJOXKHTCIBbHO ()mana30H KpUTCPUCB
OLICHUBAHUW PE3YJILTATOB O6y‘{eHI/I}I GBaYTCHO», KYAOBJICTBOPUTCIIBHO», «XOPOIIO», «OTJ'II/I‘IHO))).
B ciIydac OTCYTCTBUSA IMOJIOKUTECILHOMN OICHKNW KOMIICTCHIIMA Ha JAaHHOM 3J3Tall€ CUYHUTaCTCs

Hec(hOPMHUPOBAHHOM.

2 Iloka3aTe/iM OLlCHUBAHUS IVIAHUPYEMbIX Pe3yJIbTaTOB 00yu4eHHus

Komnerennus OIIK-9 «CnocobeH pemats 3a1a4u MpohecCHOHAIBHON AEATEIHOCTH C
Y4€TOM TEKYIIETr0 COCTOSIHUS U TEHACHLUN Pa3BUTHS HHPOPMAIIMOHHBIX TEXHOJIOTUM, CPEJICTB
TEXHUYECKOH 3aIuThl HH(pOpMaIK, ceTel U cucTeM nepeaayu MHGOopMarmy

Tab6nuia 2.1 — Kputepuu OlleHKH HHANKATOPOB TOCTHKEHUS KOMITETCHIIMH

PeByJ'ILTaTBI 06yquI/I$[ IO JUCHHUITIMHE

Kox u popmymuposka uuguxar | Ko | Tu Kpurepuu oneHnBanus pe3ynst
Oopa JOCTMYKEHUSI KOMIIETCHITUN A o aToB O0y4CHHS

pe | pe Pesynbrar

3- | 3-

Ta | Ta
OIIK-9.1k : [IpumeHnsietr coBpeM Pl 31 | IloHsTHE BBIYMCIUTEIBHBIX CET
CHHYIO STANIOHHYIO MOJIEb B3a | 4 aH | e, TOTIOJIOTHUH U apXUTEKTypa C | pemeHre TeCTOBBIX 3aJaHul
HMMOJICHCTBUSI OTKPBITBIX CUCTE ue | ereit




M; IPUHIMIIBI IOCTPOCHUS U Py
HKI[MOHUPOBAHUSI CUCTEM U CET
eit mepenaun nHOOPMAIHN

v
[IpoekTupoBaTh CTPYKTYpY H K
PO | me P P PYKIYPY BBITIOJTHEHHE TIPAKTUYECKUX 32
OH(UTYpaLUIO BEIYUCIUTEIBHBI N
2 HU z AHMH
X cereit
e
Ha AHanu3 NIpoTOKOJIOB NEepefayu
P p | A@HHBIX C TIOMOIIBIO CIIEHHATH3 | BBINOJTHEHHE NPAKTHICCKIX 321
3 < HpOBaHHBIX HHCTpyMeHTOB (Wi | aHumit

reshark, tcpdump)

Komnerenmus OIIK-12 «CriocobeH npuMeHsITh 3HaHUS B 001acTH 0€301MacHOCTH
BBIUMCIIUTEILHBIX CETEH, OTIEPAIIMOHHBIX CUCTEM U 0a3 JaHHBIX IIpH pa3paboTKe

ABTOMATHU3HUPOBAHHBIX CUCTCM»

Tabnuna 2.2 — Kpurepun orieHKM UHAUKATOPOB JTOCTHKEHUS KOMITIETCHITUU

PesynbraThl 00y4eHuUs 10 TUCIUIIIHHE

Ko u gopmynupoka uaaukar | Ko | Tu Kpurepuu oneHnBaHus pe3ynbT
opa JOCTUXKEHUs KoMrieTeHuy | A I aToB 00y4YeHHUsA

pe | pe Pesynbrar

3- | 3-

Ta | Ta
OIIK-12.3k : mpuMeHseT 3HaHU

Y | AHanu3upoBaTh OBEACHUE CUC
s B 00J1aCTH BBIYMCIUTEIBHBIX
N P/l | me | TeMbI ¢ HOMOIIBIO JKypHAJIOB CO | BBINOJIHEHUE MPAKTUYECKUX 33]]

cereil u 0a3 JaHHBIX IpU pa3pa . N

8 HU | OBITHIl U MHANKATOPOB KOMIIPO | aHWi

60TKe aBTOMAaTH3UPOBAaHHBIX CH
cTeM

(&

MeETaluu

Komnerennus OIIK-13 «Crioco6eH opraHn30BbIBaTh M MPOBOAUTH TUATHOCTUKY U
TECTUPOBAHUE CUCTEM 3aLIUTHI HH(OPMAIIMY ABTOMAaTU3UPOBAHHBIX CHCTEM, IPOBOIUTh AHAIIN3
YSI3BUMOCTEM cHCTEM 3alIUThl UHPOPMAIIMU aBTOMAaTU3UPOBAHHBIX CHCTEM)

Ta6muma 2.3 — Kpurepuu OlleHKH HHANKATOPOB JTOCTHKEHUS KOMITCTCHIIMH

PeByJ'ILTaTLI 06yquI/I$[ IO JTUCHHUITIMHE

Kox u popmynupoBka HHIAKAT Ko | Tu Kpurepuu ouennBanus pe3yibTt
opa JOCTMXKEHUs KoMrieTeHuu | A a aToB O0yJYCHUS
pe | pe Pesynbrar
3- 3-
Ta | Ta
OIIK-13.3k : npoBOAUT AUArHO 3 MeTo1bl IUarHOCTUKHU BPEJOHO
CTUKY KOMIIbIOTEpHOH cuctembl | PJT cHoro I1O u CKpBITBIX CIIEOB II .
aH pelLIeHre TECTOBBIX 3aJaHui
Ha 0OHapy)XeHHUe IMporpaMmHoO- | 4 e PHUCYTCTBHUSA 3JI0YMBIILIIIEHHUKO
anmnapaTHbIX CPEJCTB COBEPILEH B
WSl KUOEPTIPECTYIIICHUIA; BBISBIT v JuarnoctupoBaTh COCTOSIHUE C
SACT CJICABI COBEPIICHUS KOMIIb PJI | me | ereBoi HH(I)paCprKTprI Ha Ha | BBIIIOJHCHHC IPAKTHYCCKHUX 3a]T
IOTEPHBIX MPECTYIUIEHUH U TIPO | 5 HU | JIMYME aHOMAJIMK U PU3HAKOB aHui
BEJCHUIO OICHKH 3aIUIIEHHOC e aTaKu
TH KOMIBIOTEPHON CHCTEMBI Ha Ha
3aIuTy MHbOpMALIH P Bir OO0HapykeHHE U YJAJICHUE BPE | BBIMOJIHEHUE MPAKTHUECKUX 31
6 nmonocHoro 1O aHui

Komnerennus OIIK-15 «Crnoco6eH ocymecTBIsSITh A IMUHUCTPUPOBAHNE U KOHTPOJIb
(GYHKIIMOHUPOBAHUSI CPEJICTB U CHCTEM 3aIUThl MHPOPMAIIUK aBTOMATU3UPOBAHHBIX CUCTEM,
WHCTPYMEHTAJIbHBI MOHUTOPUHT 3aIIUIIIEHHOCTH aBTOMATH3UPOBAHHBIX CHCTEM)

Ta6J'II/II_Ia 24— KpI/ITepI/II/I OILICHKU MHAUKATOPOB JOCTUKCHUA KOMIICTCHIINU




PesynbraThl 00y4eHuUs 10 AMCLMIUINHE
Kox u popmymuposka uuguxar | Ko | Tu Kpurepuu oneHnBaHus pe3ynbT
opa IOCTHXKEHUS KoMIeTeHuun | A I aToB 00y4YeHus
pe | pe Pesynprar
3- | 3-
Ta | Ta
OIIK-15.2x : yuuTsIBaeT pasiu Pl 3u | [IpuHnune! knaccudukanuu cu
41sl B 0COOCHHOCTSIX IIPUMEHEH 7 aH | THATYpHBIX U AaHOMAJbHBIX MET | pelleHHe TeCTOBBIX 3aJaHuil
Usl XOCT-OPHEHTHPOBAHHBIX H C ne | 0J0B OOHApPYKEHHUS aTak
€Thb-OPUCHTUPOBAHHBIX CUCTEM Ha | BeicTpo onpenensate NpuIMHbL
o PO BBINOJIHEHHE PAKTUYECKUX 33]]
O0HapYXCHHS BTOPKCHUH 9 BBl | BOBHUKHOBCHMS IIPCAYIIPCIKICH J—
K 1 ¥ yBEJIOMIICHUI

Tabnuia 3amonHsAETCs B COOTBETCTBUU ¢ pazjaesioM | PaGodeit mporpaMMbl AUCITUTIIMHBI

(Moptyiist).

3 IlepeyeHb OLIEHOYHBIX CPEICTB

Tabmuna 3 — [lepedeHb OIICHOYHBIX CPEICTB MO TUCIUTUTHHE (MOTYITIO)

HammeHOBaHME OLIEHOYHOTO CPEICTBA U TIP
KonTponupyemble nnanupyemble pe3 | KoHTponupyemble TeMbl 1 exctasienue ero 8 POC
YIBTaThl 00yYCeHUS HCITATIIIHEL TTpoMesKyTouHas aT
Texkymuil KOHTPOJIb
TeCcTalus
Ounas popma 00yueHHs
P/1 3nanue : [Tonatue Berunc | 1.1. 3agaua, MecTo AUCIH
A . ’ JlabopaTopHas pabo
JIUTENILHBIX CETEeH, TOMON | IIMHBI B oOmem nukie u3 | Tect a
OTHH M apXUTEKTypa ceTe | y4aeMbIX JHUCIHUIUINH
74 1.2. Cuctema 3JIeKTpOCBs
31 P®, ee noacucreMsl u
’ Jlaboparopnas pabo
ciyx0b1. Haznauenue, co | Tecr a
CTaB U KJIaCCU(PHUKALNSA CE
TeH CBS3U
1.3. TIpUHIIUTIBI TOCTPOCH Tecr Jlaboparopnas pabo
Usl IIEPBUYHBIX CETEH Ta
1.4. IIpuHIUIIBI TOCTPOEH
P P Jlaboparopnas pabo
ust BTopruuHBIX Tenedonn | Tecr a
bIX CETEH.
1.5. OBomronus aBTOMaTH
Jlaboparopnas pabo
YyecKkux " udpossix Tene | Tect a
()OHHBIX CTAHIMH U Y3JI0B
1.6. Curnanusamnys u CHH
JlabopaTopnas pabo
XpOHM3aIus Ha ceTax cBa | Tect a
3H.
1.7. Cetn ynpaBieHus Ha
JlaboparopHas pabo
ceTsix cBs3u (TMN-texno | Tect a paTOpHasp
JIOTHST)
P12 Ymenne : [IpoekTnpoBats | | 3 TIpuxuunne noctpoen | JlaGopatophas paGo | Dk3ameH B ycTHOI
CTPYKTYPY H KOHQUIYPALL | y1g peppuumbIx ceTeil Ta bopme
WO BBIYUCIIUTENBHBIX CET 1T
. 4. TIpuHIUIIBI TOCTPOSH .
en PHHI P Jlaboparopras pabo | Dk3aMeH B yCTHOM
1Sl BTOPUYHBIX TeNe(OHH
. Ta dopme
BIX CETeil.
PJI3 HaBbik : AHa/IU3 IPOTOKO | | 3 Tlpunummsl noctpoen | JlaGopatopHas pabo | Dk3aMmeH B YCTHOM
JIOB NCpENatn AaHHBIX C 11 | g epBUYHBIX CETEH Ta bopme




OMOIIBIO CHELUATIM3UPOB
aHHBIX HHCTPYMEHTOB (W
ireshark, tcpdump)

1.4. IIpyHIUIBI TOCTPOEH

JlabopaTopHas pabo | Jk3aMeH B YCTHOM
Ysl BTOPUYHBIX TeC(OHH
. Ta dopme
BIX CETEH.
1.6. Curnanuzanus ¥ CUH .
JlabopaTopHas pabo | Jk3aMeH B YCTHOI
XPOHH3ALHUS Ha CETSIX CBS
Ta ¢dopme

3H.

1.7. Cetn ynpaBneHus Ha
ceTsax cBs3u (TMN-TexHO
JIOTHS)

JlabopaTopHnas pabo
Ta

DK3aMeH B YCTHOI
dopme

P14 3nanune : Merons! quargo | 1.6. Currammsanus U CHH SK3AMEH B VCTHOI
ctuky BpenoHocHoro [10 | xporm3amus Ha cetsix cBsi | Tecr dbopme y
1 CKPBITBHIX CIIC/IOB TPHUCY | 3H. P
TCTBUS 3MIOYMBINUICHHUKO | 1.7. CeTn ynpaBJieHHs Ha SK3aMEH B VCTHOI
B ceTsax cBs3u (TMN-texno | Tect (bopme y
JIOTHS) p
PS5 Ywmenne : luarsoctuposa | 1.1. 3amada, MecTo AucIm N
A A P Aata, ! JlabopaTtopHast pabo | DKk3aMeH B yCTHOH
Th COCTOSIHHE CETeBON MH | IDIMHBI B 00OIIEM IHKIIE U3 a (bopme
(GpacTpyKTyphl Ha HATMY | y4aeMBIX TUCIHIUIHH P
ve aHOMAIIMI U NPU3HAKO | [.2. CucTeMa dIIEKTPOCBS
B aTaku 3u PO, eec moymcucTeMel o
JlabopaTopHas pabo | Dk3aMeH B YCTHOI
cinyx0b1. HazHauenue, co
Ta dbopme
CTaB U KJIaCCU(HKAIINS CE
TEW CBSI3U
1.3. Ilpunnune: nocrpoen | JlabopatopHas pabo | Dk3aMeH B yCTHOM
Usl TICPBUYHBIX CETCH Ta dbopme
1.4. TIpuHIMIBI HOCTPOEH N
PHHI p JlabopaTopHras pabo | Jk3aMeH B YCTHOI
1Sl BTOPHYHBIX TeJIe()OHH
. Ta dopme
BIX CEeTeHl.
PJ16 Hagbik : O6Hapyxxenue u | 1.5. DBomonus aBToMaTu N
JlabopaTopHas pabo | Jk3aMeH B YCTHOI
yJlaJIeHue BPEJOHOCHOTO | YeCKUX U LU(POBBIX Tele
. Ta dopme
o (hOHHBIX CTAHIMH U Y3JI0B
1.7. Cetn ynpaBrieHus Ha N
yrp JlabopaTopHas pabo | Dk3aMeH B YCTHOI
cerax cBs3u (TMN-TexHO
Ta dbopme
JIOTHST)
PI7 3nanwue : [Ipuamune: knac | 1.5. DBomtonus aBromMatu N
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4 Onucanue Npoueaypbl OCHUBAHUS

KauectBo copmupoBaHHOCTH KOMIETEHIMM Ha JaHHOM JTale OICHUBAETCS I10
pe3ynbTaTaM TeKYIIMX U MPOMEXKYTOUHBIX aTTECTAIMI MPHU MOMOIIM KOJIWYECTBEHHON OIICHKH,
BBIpOKEHHON B Oayax. MakcuMmainbHas cymma 0ayuioB 1o aucuuruimae (Momynio) paBHa 100

Oayaam.
OINEeHOYHOE CPEJICTBO
Bun yuebHoli nesTenbHOCTH Teer JlaGoparopHast SK3anMeH Hroro
3aJaHus

JIeKIIMOHHBIE 3aHATUS 20 20
TIpakTryeckue 3aHsThs 60 60
IIpomexkyTo4Has aTTecTalnus 20 20
Hroro 20 20 20 100

Cymma OamnoB, HAOpaHHBIX CTYIEHTOM I10 BCEM BUIAM Y4€OHOU NESTEIbHOCTH B paMKax
JTUCITUTIIMHBL, IEPEBOUTCS B OIIEHKY B COOTBETCTBHUHU C TaOIHUIICH.

CymmMa Gano
s Or1ieHKa 110 TPOMEX
YTOYHOIT aTTecTanu XapakTepucTHKa KauyecTBa ChOpMHPOBAHHOCTH KOMIICTCHIIMU
O TUCIUILIA "
HE
CTyaeHT IeMOHCTpUpPYeT cHOPMHUPOBAHHOCTD AUCLMILIMHAPHBIX KOMIICTEHIHMIT, 00Ha
PY’KHMBaeT BCECTOPOHHEE, CHCTEMaTHUECKOE U ITy0OKOe 3HaHHE y4eOHOro MaTepHana
o191 10 100 «3a4TeHO» / , YCBOWJI OCHOBHYIO JINTEPATyPy U 3HAKOM C JOIOJHUTEIBHON IUTEpaTypoid, pekome
«OTJIINYHOY HJ/IOBaHHOHU IPOTPaMMOii, yMmeeT CBOOOIHO BBIIONHATE MPAKTUIECKHE 3aJaHus, IIPe
YCMOTpEHHBIE TPOrpaMMOi, CBOOOIHO ONepHPYeT NPHOOPETEHHBIMH 3HAHUSAMH, YME
HUSIMH, IPUMEHSIET HX B CUTYALMSIX MOBBIIICHHOHN CIIOKHOCTH.
CTyaeHT IeMOHCTpUpPYeT c(hOPMHUPOBAHHOCTh AUCLMILIMHAPHBIX KOMIICTCHIMIL: OCHO
o176 110 90 «3auTeHO» / BHBIC 3HAHUS, YMEHHUS OCBOCHBI, HO JIONYCKAIOTCS HE3HAUUTEIbHbIC OMIMOKH, HETOYH
«XOPOILIO» OCTH, 3aTPYAHEHHUS IIPH aHATUTHYECKUX ONepalsX, IEPeHOCE 3HAHUI U yMEHHit Ha H
OBBIC, HECTAHIAPTHBIC CHTYAIlIH.
CTyzeHT AeMOHCTPHUpYeT CPOPMHUPOBAHHOCTD TUCHUIUIMHAPHBIX KOMIIETCHIIHI: B X0
«3a4TeHO» / JIe KOHTPOJIBHBIX MEPOIIPHUATHI JOMTYCKAIOTCS 3HAYNTENIBHBIE OIINOKH, TPOSIBIIETCS O
ot 61 10 75 «yIIOBJIETBOPUTENb | TCYTCTBHE OTAEIBHBIX 3HAHUH, YMEHHH, HABBIKOB [0 HEKOTOPHIM JUCIUILIHHAPHBIM K
HO» OMIICTCHIMSAM, CTYACHT MCIBITHIBACT 3HAUYUTENIbHbBIC 3aTPYJHCHHUS IIPH OTNEPHUPOBAHN
Y 3HAHWSMU U YMEHUSMH IIPU UX MEPEHOCE Ha HOBBIC CHTYALHH.
«HE 3a4TEHO» / VY cTyneHra He cOPMHUPOBAHBI IUCIUIUIMHAPHBIE KOMIIETEHIIUH, TTPOSIBISIETCS HEL0C
ot 41 o 60 «HEYJOBJIETBOPHTE Y OpMHpOBa P - 1P
TaTOYHOCTh 3HAHMIl, YMEHHI, HABBIKOB.
JILHO»
«HE 3a4TeHO» /
JlMcuuIuTHHApHBIE KOMIIETEHIMH He chopMHupoBaHbl. [IpOSBISETCS MOJHOE WITH PaK
ot 0 110 40 «HEY/IOBJIETBOPUTE - .
N THYECKH MOJHOE OTCYTCTBUE 3HAHMIA, YMEHUH, HABBIKOB.

S IlpumMepHbIE OLICHOYHBIE CPeACTBA

5.1 KoHTpoOJIbHBI TeCT

1. Kaxkoii npoToK0JI HCIOJIb3yeTcs A/ OTIHPABKH 3JIEKTPOHHOM MOYTHI?

A HTTP

B. POP3

C.SMTP

D.FTP

2. Kak Ha3pIBaeTcsl npouecc HasHaYeHMsi YHUKaabHoro IP-aapeca ycrpoiicTtBy B
ceru?

A. IP Forwarding

B. DNS Lookup

C. DHCP Lease

D. Port Forwardin



3. Kakoili TMn (pU3MYeCKOro COeJUHEHUS] HMCIOJIb3YIOT COBPEMEHHbIe JOMALIHHE
poyTepbI yaile Bcero?

A. Bluetooth

B. Wi-Fi

C. Ethernet

D. Coaxial Cable

4. Yto o603Hauaer ab0OpeBnarypa LAN?

A. Local Area Network

B. Long Access Node

C. Low Activity Net

D. Large Aggregation Network

5. Kakoii cioit mogeaun OSI 3anumMaercsi opranu3anueil 1 CHHXpPOHHU3alMeH ceaHca
CBSI3M MeKY IBYMS YCTPOHCTBaMHu?

A. CereBoii cioit

B. Ceancosblii cioit

C. Kananbnsliii cnoi

D. TpancnopTHbIi ciloi

6. Kaxoii 1mana3oH ajpecoB npuMeHsieTcsl 1J1s1 BHyTPeHHell YacTHO# ceTn?

A. Tompko 10.0.0.0—10.255.255.255

B. Tonpko 172.16.0.0—172.31.255.255

C. Ob6a nuana3oHa MoaAXosT

D. Hu oauH U3 Aana3oHOB HE MOJIXOAUT

7. Kakoii nnrepdeiic npeagnasHaveH 1Jis epeJayu MMPOKonoaocHoro Unrepuera?

A. RS-232

B. HDMI

C. USB-C

D. Ethernet

8. Kakoii crangapTHblii HopT Mcnojb3yet nporoxkoa HTTPS?

A. 80

B. 443

C.22

D.21

9. Kakoii cranaapt onucbiBaeT padory decnpoBoaHbIx cereii Wi-Fi?

A. IEEE 802.11

B. IEEE 802.3

C. IEEE 802.15

D. IEEE 802.16

10. Kakoii npoToK0JI 0TBe4aeT 3a nepeaavy roJocoBbiX JaHHBIX 10 cetu UnTepHer?

A.SIP

B. VolP

C.RTSP

D. IMAP

11. Kaxkoii MeToa 3amuiaer ot nepexsara u noaaeaxku DNS-3anpocoB?

A. DHCP

B. DMZ

C. DNSSEC

D. SNAT

12 Kakoii TepMuH 0003Ha4YaeT MAaKCHMAJIbHBbII pa3Mep NakKeTa, KOTOPbIA MOKeT
ObITH nepenan 0e3 pparMmeHTHPOBAHMA?

A. MTU

B. MBU

C. MCAD



D. MRU

13. Yro Takoe MAC-aapec?

A. Vms nonp30BaTess B CETH

B. Jlorun anmMuHucTpaTopa

C. [Taposb 1151 BXOJ1a B CETh

D. YHukanbpHbIl HASHTU(DUKATOP CETEBOTO YCTPONCTBA

14. Kakoii THII TOOJIOTMH YaCTO MCIOJIb3YeTCsl B HEOOJIbIIUX O(PUCHBIX ceTsAX?

A. llluna

B. Konsno

C. 3Be3na

D. depeso

15. Kakoii npoToKoJ1 HCIOJIb3YeTCsl 1JIs1 0e30MacHoii nmepexayn JaHHbIX MO ceTH?

A.FTP

B. TFTP

C.SFTP

D. SMTP

Kpamxue memoouueckue yxkazanus

[lepen pemieHreM TECTOB BHUMATEIBHO CIEAYET O3HAKOMBCS C KaKIbIM BOIPOCOM U
npeiaraeéMbIMH  BapUaHTAMH OTBETOB. 3aTeM HEOOXOIMMO OMUPasCh HA TEOPETUICCKUI
MaTepuai, CBSI3aHHBII C TEMOW BONpOCA COMOCTABUTH €ro C MPHUBEACHHBIMH BapHaHTAMHU.
BriOupaeTcst TOT OTBET, KOTOPBIN TOUHO OTPAKAET U3JI0KCHHBIC (DAKTHI.

Llkana oyenxu

OmueHka Bamnmsr Omnucanue

5 5 CTyIeHT omycTii He 6oiiee 2X OmUO0K

4 4 CTyJEeHT COBEPIIMI OT 3 10 6 OIMMOOK B OTBETAX HA TECT
3 2-3 Crynent coBepumi oT 7 10 10 onmm6oK B OTBETax Ha TECT
2 0-1 CryneHt coBepmmi 11 u 6osiee ommbOOK B OTBETAaX Ha TECT

5.2 Ilpumep 3axaHuii Ha 1a6GOPaTOPHYIO PadoTy

JIaboparopHast pabota Nel: MccnenoBanue TOnogoruii KOMIBIOTEPHBIX CETEH

[enb paboThI:

OCBOUTH OCHOBHBIE THIIBI TOIOJIOIMI KOMITBIOTEPHBIX CETEH U HAyYUTHCSI CPABHUBATH UX
[0 XapaKTepUCTUKAM U OCOOCHHOCTSIM (DYHKIIMOHUPOBAHMUS.

3amaun paboThI:

N3yunts ornmums Mexay Tomnonorusmu «3sesna», «Kompno», «lluna», «llepeBo» u
«Pemerkay.

HccnenoBaTs IIIOCHI M MUHYCBI KaX10M TOIIOJIOTHH.

CMozmenupoBaTh M MPOBECTH OHKCIEPUMEHTHI 10 TMepeAaye JaHHBIX s Kaxaou
TOTIOJIOTHH.

Cnenatpb BbIBOJIbI O IPUMEHUMOCTH TOM MM MHOM TOMOJIOTUU B PEAJIbHOM CUTYallUU.

ITopsimok BbIMOIHEHHS pabOTHI:

OTkpbITh cpeny MoaenupoBanus (Hanpumep, Cisco Packet Tracer ninu GNS3).

Co3znaTh BUPTyaJIbHBIE CETU C PA3HBIMH TOIOJIOTUSMH.

W3meputh Bpemsi JOCTaBKM NAKETOB W BBIIBUTH BO3MOXHBIE NMPOOJIEMbl (KOJUIU3HH,
NOTeps MaKETOB U T.J.).

OdopMuUTh 0TUET, COIEPKALIUN CPAaBHUTEIBHYIO TAOJIUILy XapaKTEPUCTHK U BBIBOBI.

JIaGoparophas pabota Ne2: Ananu3 nporokona TCP/IP

[ens paboTsr:

W3yuuth mpuHIMNBL paboTel TpaHcmopTHoro mpotokona TCP/IP m o3HakoMUTBCS €
METOJJaMH aHaJIu3a CETeBOro Tpaduka.

3agaun paboThI:

V3HaTh, Kak padoTaeT nepeaada JaHHbIX 1Mo npotokory TCP/IP.

W3yunTh MeXaHU3M MOJATBEpXkAeHUS prueMa nanHbIX (ACK-nakeToB).



[Tonpo6oBaTh yCTAaHOBUTH COSAMHEHUE U TIEpEAaTh JaHHBIC MEXKY IBYMS y3JIaMHU.

[IpocmotpeTrs ¥ mpoaHanu3upoBaTh Tpaduk c momombio cHuUbdepa (Hampumep,
Wireshark).

[Topsanox BeIMONMHEHUS PAaOOTHI:

Co3pmath ABe BUPTYyaJbHbIE MAIMHEI ¢ ycTaHOBIeHHBIM Ubuntu mmu CentOS.

CoenMHUTH BUPTYalIbHBIE MAILIMHBI YEPE3 BUPTYAJIbHYIO CETh.

YcranoButs cBs3b no npotokony TCP/IP, 3amyctus Telnet mim SSH ceccuto.

Hcnone3zoBares Wireshark muist 3axBara 1 aHaim3a akeToOB.

Caenatp BbIBOIBI 0 TToBeaeHNH IpoToKosia TCP/IP u 0ocoGeHHOCTSIX ero paboThI.

JlabopaTtopHas padota Ne3: MccienoBanue pabotel DNS-cepBepa

Henp paboTsr:

W3yuuts npuHnunsl padbotel DNS-cepBepa u HayuyuThCs HacTpauBaThb M OOCIY>KHUBATh
DNS-cpeny.

3amaun paboTHI:

N3yuuTh CTPYKTYpYy AOMEHOB U JI€IETHPOBAHNE 30H OTBETCTBEHHOCTH.

Hacrtpowuts codctBennsiii DNS-cepBep (Hanpumep, Bind niaun PowerDNS).

[IpotectupoBars mpaBwibHYI0 padoty DNS-cepBepa myTem paspemieHus UMEH |
00paTHBIX 3aMPOCOB.

N3y4unTh MeXaHU3MBbI K3ITUPOBAHUS U PEKYPCHBHBIX 3aIIPOCOB.

[Topsnox BeIMoONMHEHUS PaOOTHI:

Co3naTh BUPTYAIbHYIO MAIIMHY C YCTAHOBJICHHOW oreparuoHoi cucremoit (Ubuntu,
Debian unu CentOS).

YcranoButh u Hactpouth DNS-cepsep (Bind nim PowerDNS).

3apeructTpupoBaTh COOCTBEHHBIE JOMEHBI U 3a1aTh NS-3amuc.

BeimonmHuTh TECTHpOBaHKE 3anpocoB (depe3 dig wim nslookup).

BHecTu n3MeHeHus: B HACTPOMKHU M YOEIUTHCS B IPABUILHOM 00paboTKe OOHOBICHHIA.

OdopMHTb OTYET ¢ BBIBOJIAMH O BIMSHUHN U3MEHEHMI Ha padoTy DNS-cepsepa.

Kpamkue memoouueckue ykazanus

JUJ1s1 yCTIETHOTO BBIMOTHEHUS Ta00paTOPHBIX paObOT CTYACHTHI IOJDKHBI ITOCIIEI0OBATEIHHO
MPOWTH ATaIlbl MPOCKTHUPOBAHUS, aHATIN3a, TECTUPOBAHUS U JOKYMEHTHPOBAHUS PE3yIbTaTOB.

IlIxana oyenku

OueHka Bamaer Omnucanne

5 45-60 OI1eHKa «OTIIMYHOY BBICTABIISICTCS, €CITU CTYACHT BBIMOIHIII 3aJaHUE, TPABUIILHO TIPUMEHIIT METOJ
Bl

4 30-44 O1leHKa «XOPOIIOY» BBICTABIISETCS, €CIM CTYCHT BBIIOIHII 33/IaHUe, IPABUILHO TPUMEHHI METO
bI, HO COBEPIIILI JJOTHYECKHE OMINOKH.

3 14-29 O1leHKa «yJOBJIECTBOPUTEIIHLHOY» BBICTABIISIETCS, €CIIM CTYAEHT BBITOIHII 3a/IlaHUe, HO IPUMEHIIT MET
OJIbI HE BCE HEOOXOIMMEIE METOJIbI JIJIS €70 BELINOJHEHHS.

2 0-13 Ol1IeHKa «HEYIOBICTBOPHUTEIILHOY BBICTABIISCTCS B CIydUae, €CIIM CTYACHT HE BBITIONHUI 3aJaHue u/

WM HEBECPHO MNPUMCHUIT METOIbI HGOGXOZLI/IMLIG €I'0 BBITIOJTHCHHMSA.

5.3 Bonpocsl K 3K3aMeHy

1. Yem otnnuarorcs cetd LAN, MAN u WAN?

2. Kakue cymiecTByIOT BHU/IbI TONOJOTHM ceTell M KaKMMH NMPEeUMYIECTBaMU 00J1a1atoT
pa3IUYHbIE TOMIOJIOTUHU?

3. IlpuBeaute kinaccupukanuio Kadeae W pa3beMOB, UCIOIb3YEMBIX B COBPEMEHHBIX
CeTsIX Meperadyn JTaHHBIX.

4. B uém cytp mozienu OSI u kakoe Ha3HAUYE€HUE KaX 100 U3 ceMU €€ CI0ER?

5. Uto Takoe MpOTOKOJIbI U KaKH€ OCHOBHBIE MPOTOKOJIBI pabOTalOT Ha KaXXJAOM YpOBHE
mozenu OSI?

6. [Touemy npotokon TCP/IP cran nomuHupyromumM HabopoM MpoTokoioB B MHTepHeTe?

7. B uém pasnuna mexay nporokonamu TCP u UDP?

8. Kakue BuzbI apecoB UCTONB3YIOTCA B [P-ceTaX 1 KakoBO MX MpeIHa3HAuYCHUE?

9. Yto Takoe Macka MOJICETH U KaK OHA BIIMSET Ha CETMEHTAIUIO CETU?



10. Yro Takoe DNS u nouemy BasxkHO uMeTh Hana&xHbiii DNS-cepsep?

11. Yto Takoe NAT u 111 4ero oH HEOOXOIUM B CeTAX?

12. B uém cmbict DHCP u kak 3Ta TeXHOJIOTHS YIPOILIAET YIPaBIEHUE CEThIO?

13. Kakue TeXHOJIOTHH UCTIONB3YIOTCS [Isl o0ecredeHnst 6€301MacHOCTH Iepeaun TaHHBIX
B ceTsx?

14. Kakue (axkToppl BIUSIOT HA MPOU3BOAUTEIBLHOCTh CETH M KaK HX MOXHO
ONTUMM3UPOBATH?

15. B uém pasznuume MeXAy —IIMPOKOBELIATENbHBIMHM, OAHOAAPECHBIMU U
MHOT'0a/IpECHBIMU PacChIKaMU?

16. Kakue Mepsl MPUHUMAOTCS JIJIs YCTpaHEHHs KoJun3uil B cetu Ethernet?

17. Kak ¢ynkiuonupyet npotokon ARP u kakyro poib OH UrpaeT B ceT?

18. B uém 3akimouaroTcst 0codeHHocTd decrnpoBoaubix cereit (Wi-Fi)?

19. Kakue MeTobl HCTIONB3YIOTCS JUIs 3l THI HH(POpMAUU B O€CIIPOBOIHBIX CETSIX?

20. Kakue mpoTOKOJIBl OTBEYAIOT 3a 0€30macHbIi 0OMEeH MHGOpPMAIMEH B CETH U KaKHe
ITOPUTMBI UG POBAHUS OHH IPUMEHSIIOT?

Kpamkue memoouueckue ykaszanus

JUj11 TOTOTOBKU K 3K3aMEHY CTYAEHTY HE0OXOIUMO M3Y4MTh JIEKIMOHHBII MaTepual, a
TaK e MaTepuall MPeICTaBICHHbBIN B TOMOJHUTEILHBIX UCTOYHUKAX.

IlIxana oyenku

OneHka bannsl Onucanue
O1eHKa «OTJINYHOY BBICTABILIETCS CTYICHTY, €CIIN OH ITyOOKO M ITPOYHO YCBOWJI IPOTPaMMHBI
5 14-20 # MaTepual UCUepIbIBatoLIe, I0CIEI0BATENIbHO, YETKO U JIOTHYECKH CTPOMHO €ro M3jaraer

, YMEET TECHO YBSI3BIBATH TEOPHUIO C MPAKTHKOIA.

Ol1IeHKa «XOPOII0» BBICTABIISETCS CTYACHTY, €CIIM OH TBEPJO 3HAET MATEPHAIl, PAMOTHO H 10 ¢
4 8-12 YIIECTBY M3JIaraeT ero, He J0MyCKas CYIECTBEHHBIX HETOYHOCTEH B OTBETE Ha BOIPOC, PABHII
bHO MPUMEHSET TEOPETHIECKHE MOJIOKEHHUS ITPU PENIEHUH MTPAKTHIECKUX BOIIPOCOB M 3aJ1ad.
OI1leHKa «yOBJIETBOPUTEIIHLHOY» BBICTABIIETCS CTYIEHTY, €CII OH HMEET 3HAHUS TOJILKO OCHOB
3 2-6 HOTO MaTepualia, HO He YCBOWJI €ro JieTaei, JOnycKaeT HeTOYHOCTH, HEIOCTATOYHO MPAaBUITbH
bie (POPMYIHPOBKH.

OleHKa «HEYJOBIETBOPUTEIHLHOY» BBICTABIISETCS CTYICHTY, KOTOPHIHA HE 3HACT 3HAUUTEIBHOMN U
aCTH MPOrPaMMHOTO MaTepHala, JOMYyCKAET CYIIECTBEHHBIC OIIHOKH.
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