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1 Hessp, nuiannpyemMble pe3yabTaThl 00y4eHHs 110 AUCHHUIINHE (MOLYJII0)

Llenpto ocBoenust mucuuiuimebl  «MH(bOopManmoHHas Oe30macHOCT, M 3alluTa
uHpopmanum» sABIseTcs (HOPMUPOBAHME Yy CTYJCHTOB CHCTEMBbl 3HaHMM B oOjactu
uH(pOpMaMOHHONW O€30MaCHOCTH M NPHUMEHEHHS Ha INPAKTUKE METOJOB M CPEJICTB 3alIUTHI
uHpOpMaLnu.

3amaun  OCBOEHMS JWCIMIUIMHBL  (OPMHpPOBAHME YMEHHUS OOECICUUTh 3aIIUTY
uHpopManuu 1 00beKTOB HH(pOpMaTH3aLKH; (OPMUPOBAHUE YMEHUS COCTABIATH 3asIBUTEIBHYIO
JOKYMEHTAIIMI0 B HAJ30pHBIE TOCYJapCTBEHHBIC OPTaHbl WHPOKOMMYHUKAIIMOHHOW OTpAaciy;
¢opMHpOBaHHE HABHIKOB BBIMOJHEHHS pPabOT B OOJIACTH TEXHUYECKOTO pPEryJIHpPOBaHUS,
cepTU(UKAMM TEXHHUYECKUX CPEICTB, CHCTEM, HPOLIECCOB, OOOpPYJOBAaHUS M MaTEPHAJIOB;
(dbopMUpOBaHNE HABBIKOB O0ECIICUEHUS 3aIUTH 00BEKTOB MHTEIUICKTYaIbHOM COOCTBEHHOCTU H
PE3YJIbTaTOB UCCIIEOBAaHUN U pa3padOTOK KaKk KOMMEPUYECKON TaliHBI TPEANPHITHS; HACTPOHKA U
o0CITy’)KMBaHHUE anmnapaTHO-IPOTPAMMHBIX CPEJICTB.

[TnanupyemMbpIMH pe3ynbTaTaMi 00yYEeHHUS O JUCHUILIHHE (MOAYIIIO), SBISIOTCS 3HAHHSA,
yMEHUS, HaBbIKU. llepeueHb MIaHUPYEMBIX PE3yJbTaTOB OOYUEHHS 10 JAUCHUILTUHE (MOJIYIIO),
COOTHECEHHBIX C IUIAHHPYEMBIMU pe3yJbTaTaMH OCBOCHHs 00pa30BaTEIbHON MNpPOTrpaMMBl,
npezcTasieH B Tabnuue 1.

Tabmuna 1 — Komnerenuu, popmupyemblie B pe3yinbTaTe U3YyYeHUS TUCITUTUIMHBI (MOIYIIS)

Pe3ynbraTbl 00y4YeHus 110 AUCIUIUINHE
Kon u Kox u
Haspanue (dhopmyarpoBKa
OIIOII BO, opmynmposka HHIUKaTOpa Koz
COKpaIIeHHOC KOMIICTCHIINHI JOCTHIKCHUSA pE3YIIb q)OpMyﬂI/IpoBKa pe3ybTara
KOMITETEHIINN
TaTa
38.03.05 OIIK-5 : Cnocoben | OINIK-5.1x : Pa1 3HaHHE | COBPEMEHHBIX 3aKOHOB,
«busnec- OpraHHU30BBIBATh Opranuzyet CTaHIApTOB, METOJIOB U
nHdopmatuka» | B3amMoneHcTBHE C B3aUMO/ICICTBHUE TEXHOJIOTHH B 0071aCTH
(b-B1) KITUCHTaMH U C KIIMEHTAMH | 3aIUTHl HHPOPMAIUN
TapTHepamH B napTHEpamHu B P10 | Ymenue | ympaBnsaTh HHGOPMAITHOHHOMN
Tponecce peuicHust rnponecce 0€30I1aCHOCTHIO OpraHu3aluNu
3aia4 ynpaBJICHHASA peuieHus 3aaa4 P11 HaBrix | BiameHnss MeTOJAMH OLIEHKHU
KI3HEHHBIM ITUKJIOM | yTIpaBICHUS PHCKOB HHDOPMALMOHHO#M
nH(pOpMaMOHHBIX KHU3HEHHBIM 6e30IMaCHOCTH
CHUCTCM H HUKIIOM H P12 3uanue | TpeGoBaHuii K 3aluTe
nHpopMannoHHO- 6€30I1aCHOCTBIO MH(OPMALMH ONPeIeIEHHOr0
KOMMYHHMKalUUOHHBIX | UT- THIIA
TeXHOIOTHH HHQPACTPYKTYpBI PI3 | YMeHue | ucnonab30BaTh COBpEMEHHbBIE
TIpEAPHATIA TIPOTrpaMMHO-aIIapaTHbIE
CPE/ICTBA 3aIUTHI
uHdopmau
P14 YMmeHne | obecrieunBaTh 3aIIUTy
uHdopmauu
P15 HaBbix | BnajgeHus COBpeMEHHBIMHU
METOAaMHU 00ecIeueHus
3aITUTHl HHpOPMAUN
P16 | 3HaHnme | coBpeMEHHBIX METOJOB U
CpPEICTB 3aIHUTHI
nHpOpMaIN
PI7 | YMmeHue | aHanu3upoBaTh
WHPOPMALMOHHYIO
6€3011acCHOCTh OpPTaHU3aAIIH
P8 HaBbix | BrasgeHHs COBPEMEHHBIMU
TEXHOJIOTHSIMHA ¥ METOJIaMH
obecriedeHns




UH()OPMAITMOHHOM
0€301MaCHOCTH OpraHu3aluu

P/19

3HaHue

COBPEMEHHBIX TEXHOJIOTHH,
METOJIMK M CPEICTB 3aIlUThI
nHpOpMAIN

B mpouecce OCBOCHMS IHUCUMIUIMHBI pELIAIOTCA 3aJadd  BOCIHMTAHMS TapMOHHUYHO
pa3BUTOM, MATPUOTUYHON U COLMAIBHO OTBETCTBEHHOW JIMYHOCTH HA OCHOBE TPAIUIIMOHHBIX
POCCHICKHX yXOBHO-HPaBCTBEHHBIX U KYJIBTYPHO-HCTOPUYECKUX LIEHHOCTEH, NIPEACTaBICHHBIC

B TaOnuie 1.2.

Tabmuua 1.2 — L{eneBble OpueHTHPHI BOCIIUTAHUS

BocnuTarteabHbIe 321244

DopMUpPOBaHUE LICHHOCT e

eneBble OpUEHTHPHI

®opMHpoBaHHe IPAKIAHCKON MO3MIMHA M MATPHOTH3MA

Bocnuranue ysaxxenus k Konctutyuu u
3akoHaM Poccuiickoit @enepanuu

rpa)I(Z[aHCTBeHHOCTL

,Z[I/ICIII/IHJ'II/IHI/IPOBE[HHOCTL

®opMupoOBaHUE

JAyXOBHO-HPABCTBEHHBIX IIEHHOCTEH

BocnuTanue 4yBcTBa 10Jra U
OTBCTCTBCHHOCTHU nepeﬂ CeMbeﬁ nu
00IIIECTBOM

Bbicokue HpaBCTBEHHBIE
H7eabl

Oco3HaHue HEeHHOCTH
npodeccuu

(I)OpMI/II)OBaHI/Ie HAYYHOT0 MUPOBO33PECHUA U KYJIbTYPbl MbINIJICHUS

PasBurne no3naBaTenbHOTO HUHTEepCCa U
CTPCMJICHUS K 3HAHUSIM

Cnyxenue OTeuecTBy U
OTBETCTBEHHOCTb 32 €0 CyIb0y

Co0bmroieHre MOpaTbHBIX
TIPUHITUTIOB

dopMUpOBaHNE KOMMYH

HKATUBHBIX HABBIKOB U KYJbTYPbI 0011eHHs

Pa3Butue ymenus apdexktuBHo o0ImaThHCs
U COTPYIHHYATh

Bsaumonomoris u
B3aMMOYBa)KECHHE

CnocoOHOCTh HAXOIUTh,
aHaJIM3UPOBATh U
CTPYKTYPHPOBATh
HHPOPMALIUIO

2 Mecto aucuuniaunbl (MoayJsi) B crpykrype OIIOIT

Hucuunnuna «MHpopManmonHas 6e30macHOCTh M 3aluTa HHGOpPMAlLMKW» BXOAMUT B
6a3oByro yacTh broka 1 Jluctumnimuel (Monynu) yd4eOHOTO TUIaHa.

3. O0beM AUCHUNJIMHBI (MOAYJIs1)

OO0vemM jaucHUIUIMHBL (MOJYJsI) B 3a4eTHBIX EAMHUIAX C YKa3aHHEM KOJHYEeCTBa
aKaJeMHYECKHX YacoB, BBIJIEJICHHBIX Ha KOHTaKTHYIO paboTy ¢ oOydaromumucs (10 BUIaM
y4eOHBIX 3aHATHI) U Ha CAMOCTOSITEIbHYIO paboTy, MpUBEIEH B Tabnuie 2.

Tabmuma 2 — O0mas Tpy10eMKOCTh JUCITUTITUHBI

dopma
CPC P

Cemectp Tpyno- N
Dopma (0D0) OMEOCTE O0BeM KOHTAKTHO# paboThI (Yac)
Hazpanue oGvae- Yacte c
OI10T BO v v | WP
HiA (30, (3.E) Bcero AynutopHas Breayma-
0300) o yaurop TOpHast

arTec-
Taluu




nex. | mpak. | ma6. | ITA | KCP

38.03.05
Busnec- (6]0(@) bl.b 5 3 73 36 36 0 1 0 35 €]
nH(pOpMaTHKA

4 CTpyKTypa M coJeprkaHue TUCUUIIMHBI (MOXYJIs1)

4.1 Ctpykrypa aucuuninabl (MoayJs) aiasst Q@O

TemaTuyeckuidl miaH, OTpakarOUIMI COACpPXKAHUE TUCLUUIUIMHBI (TIEpeueHb pa3/iesioB U
TeM), CTPYKTYPUPOBAHHOE 110 BUJIaM Y4E€OHBIX 3aHATHI C yKa3aHHEM UX 00bEMOB B COOTBETCTBUU
¢ y4eOHBIM IIaHOM, NpHUBeieH B Tabmuie 3.1

Tabmuma 3.1 — Pa3aensl qmucuurinHabl (MOIyIs), BUIbI y4eOHOH EATeIbHOCTH U (POPMBI
TeKymero Koutpodis s OPO

Kog pe- Kou-Bo yacoB, oTBeIeHHOE Ha
dopma
Ne HazBanue Temsl 3yJIbTaTa
Jlek [Ipaxt J1a6 CPC TEKYILEro KOHTPOJIs
00y4eHus
Beenenue B
1 | nadopmanmoHHyIO PJ1, P16 2 0 0 2 CobecenoBanue
6€301acHOCTb
IIpumenenue
MHQOPMAITMOHHBIX
TEXHOIOTHH AU H3YHCHHA OTHYET M0 MPAKTUYECKOH
2 | BOmpOCOB OpraHU3aIOHHO- PA1 0 2 0 3 P
pabote
MPaBOBOTO 00CCIICUCHUS
MH(OPMAIIMOHHOM
6e30MacHOCTH
IIpaBoBOe obecnieueHne
3 | undopmannonnoii PO1, P2 6 0 0 3 CobecenoBanue
6€30MacHOCTH
Hcnons3zoBanue PI3, o
P/i4, OTUYET I10 NPAKTUIECKOMI
4 | xpunrorpadHIECKUX CPEACTB P16 0 6 0 3 pabote
3aIuThl NHGOpPMAIMN PJIS, P19
OpraHu3aiioHHOE gﬁi’
5 obecnedenne . PA7, 6 0 0 3 CobecenoBanue
HHPOPMAIIMOHHOM P18
6e3omacHOCTH PIII0
P12,
PJl4,
Peanmuzanms paboTst PJ6, N
OTHYET MO0 MPAKTHYECKOH
6 | uH(bpPacTPyKTypHI OTKPHITHIX PA7, 0 6 0 3
o pabote
KITIOUCH P19,
PA10,
PI11
PJI3,
TexHu4yeckue cpeacTsa u P,
7 peat PJI5, 6 0 0 3 | Cobecenosanne
METO/IBI 3aIUTH HHOPMALNH P16
PA7, PJ19
8 CpencrBa creraHorpadpuu ajst PJIS, PJIO 0 6 0 3 OTYET 10 MPAKTUIECKON
3aIuTHl HHQOpMauu pabote
P13,
[IporpammHo-anmnapaTHbie P14,
CpeICTBa U METOBI P15,
9 | obecneuenus PI7, 8 0 0 3 CobecenoBanne
MH(POPMAIUOHHOM P8,
0e30MmacHOCTH P9,
P/11




P13,
PJi4,
Hacrpoiika 6e3onacHoro P/5, OTUET M0 NMPAKTUUECKOMN
10 0 8 0 3
CETEBOT0 COEANHEHUS P/8, pabote
PJ19,
P/11
PIS,
1 Kpunrorpapudeckie MeToabl P8, 8 0 0 3 CoGecenopatie
3aIUTHl HHQOpMAUU P19,
P11
P/3,
P14, .
AHTHBUPYCHBIE CPE/ICTBA OTHYET M0 MPAKTUYECKOH
12 PIS, 0 8 0 3
3aIUTHl HHQOpMAUU pabote
P19,
P11
Hroro no taéanue 36 36 0 35

4.2 Copep:xanue pa3aejoB U TeM AUCHUITUHBI (Moayas) Aias ODO

Tema 1 Bseoenue 6 ungopmayuonHyo 6e30nacnocme.

Conepxanne Tembl: MHpOopMmarmonHas Oe3onacHocTh. OCHOBHBIC TOHATHSA. Mopenu
UH(POPMALMOHHOM Oe30macHOCTH. Bupl 3ammuiaemol ”HPOpMAaLUy.

@dopMBI ¥ METOJBI TPOBEACHHS 3aHITHHA 10 TeMe, NMPUMEHSIEMbIe 00pa30BaTeIbHBIC
TEXHOJIOTUH: JICKITMOHHOE 3aHSTHE.

Bunbsl caMocTosATEIbHON TIOJTOTOBKH CTYJAEHTOB MO Teme: [1oAroToBKa K KOHTPOJIBHBIM
BOIIPOCaM coOeceI0BaHusl, MOATOTOBKA K MPOMEKYTOYHOM aTTECTAIMH.

Tema 2 Ilpumenenue uHGOPMAYUOHHBIX MEXHONO2UL O  U3VUEHUS BONPOCO8
OP2aHU3AYUOHHO-NPABOBO20 ObecneyeHUs UHPOPMAYUOHHOU OE30NACHOCTIU.

Conepxxanne Tembl: Mcnosnb3oBaHue 0a3 JaHHBIX JJIs HAXOXKICHUS M H3YyYCHHS
HOPMATHUBHBIX JIOKyMEHTOB B 00JIaCTH WH(OPMAIIMOHHON 0€301acHOCTH.

@opMbl U METOABI IMPOBEACHUS 3aHATUI O TeMe, MpPUMEHseMble 00pa3oBaTeIbHbIE
texHosioruu: [IpakTuueckoe 3aaanue.

Bunel camocToATEnpHOM NOArOTOBKM CTyIeHTOB o Teme: llogroroBka otuera 1o
IPAKTUYECKON paboTe, HOArOTOBKA K MPOMEKYTOUHOM aTTeCTallUH.

Tema 3 IIpasosoe obecneyenue uHGHoOpMayuoHHoU He30NaACHOCMU.

Conepxanne  Tembl:  OCHOBHbIE  HOPMAaTHBHO-TIPABOBBbIE  aKThl B 00JacTu
uH(popManoHHON Oe3omacHocT. I[IpaBoBble 0OcCOOEHHOCTH obOecrieyeHus: 0e30MacHOCTU
KOH(pHIeHIIMATbHON MH(OPMAIIMK U TOCY1apCTBEHHON TalHBI.

@opMBbI U METOABI TMPOBEACHUS 3aHATUH O TeMe, MPUMEHsEMbIe 00pa3oBaTeIbHBIE
TEXHOJIOTUH: JIEKITMOHHOE 3aHsATHE.

Bunpl caMmocTosTensHON MOATOTOBKU CTYIEHTOB 1o Teme: [1oaroToBka K KOHTPOJIBEHBIM
BOIIpOCcaM cobece0BaHusl, TOArOTOBKA K TPOMEXYTOUYHOM aTTeCTaliHy.

Tema 4 Hcnonvzoeanue kpunmoepaguueckux cpeocmes 3aujumol UHGOPpMayuu.

Copepxanne tembl: Co3nanue 3amupoBaHHBIX (DAilyIoOB U KPUNTOKOHTEHHEPOB U UX
pacudpoBaHue.

@®opMbl 1 METOJBI NPOBEJCHHS 3aHITUH MO TeMe, NMpUMEHseMble 00pa3oBaTeIbHbIC
TexHosioruu: IIpaktuyeckoe 3aganue.

Bunasl camocTosTENBHOM MOATOTOBKH CTYAEHTOB M0 Teme: IloaroroBka oruera Mo
NpPaKTUYEeCKOH paboTe, MOJArOTOBKA K MPOMEKYTOUHON aTTeCTaIUH.

Tema 5 Opeanusayuonnoe obecneuenue UHGOPMAYUOHHOU OE30NACHOCTL.



Conepxanne Tembl: OCHOBHBIE CTaHAAPTHI B 001acTH obecrieueHuss HHPOPMALMOHHOM
6e3onacHocTH. [lomuTrka 6e30macHOCTH. DKOHOMHUYECKast 6€30MacHOCTh MPEAIPHUITHS.

@opMbl U METOABI MPOBEACHUS 3aHATUI MO TeMe, MPUMEHsSEMble 00pa3oBaTeIbHBIE
TEXHOJIOTUH: JIEKINOHHOE 3aHATHE.

Buapl caMmocTosTensHON MOATOTOBKU CTYAEHTOB 1O Teme: [1oaroToBka K KOHTPOJIBHBIM
BOITPOCAaM coOece10BaHus, MOJATr0TOBKA K IPOMEXKYTOUHOHN aTTeCTalllu.

Tema 6 Peanuzayusi pabomul uHhpacmpykmypvl OMKpblmblX Kiioyell.

Copepxanue TeMbl: Co3naHue YAOCTOBEPSAIOIIEIO LIEHTPA, IE€HEpalus OTKPBITBIX U
CEKPETHBIX KJIIOYeH, co3qaHue CcepTU(GUKATOB OTKPBITHIX KIIOYEH, CO3/aHUE AIIEKTPOHHOMN
MOJINCH, IPOBEPKA IJIEKTPOHHOU MMOAIHCH.

@opMbl 1 METOJIbI MPOBEACHHS 3aHITUNA MO TeMe, MpUMEHseMble 00pa3oBaTeIbHbIC
texHosioruu: IIpakTuyeckoe 3aganue.

Bunel camocTosTensHOM MOArOTOBKM CTyAeHTOB Mo Teme: I[loaroroBka oryera 1o
NPaKTUYECKOH paboTe, MOArOTOBKA K IPOMEKYTOUHON aTTECTAIHUH.

Tema 7 Texnuueckue cpedcmea u Memoowl 3aujumsl UHGOpMaAyUuU.

Copep:xanne TeMbl: MHxeHepHas 3amuTa 00beKTOB. 3amuTa HHPOPMAIUH OT YTEUKH 110
TEXHUYECKUM KaHaJlaM.

@opMbl U METOJBI NPOBEACHHS 3aHITUN MO TeMe, MpUMEHseMble 00pa3oBaTeiIbHbIC
TEXHOJIOTHH: JIeKIInOHHOE 3aHsTHE.

Buner camocTosTenbHON MOJATOTOBKU CTYJAEHTOB 10 TeMe: [1oAroToBka K KOHTPOJIBHBIM
BOTIPOCaM coOece0BaHusl, MOATOTOBKA K MPOMEXKYTOYHOM aTTeCTaIIH.

Tema 8 Cpeocmesa cmezanozpaghuu 0 3auumuvl UHGOPMAYUU.

Copepxanue TeMbl: Vcronb30BaHue CPENICTB CTeraHorpaduu A 3alIUThHI (PailioB.

@dopMBI ¥ METOJBI TPOBEACHHS 3aHITHHA 1O TeMe, NMPUMEHSIEMbIe 00pa30BaTeIbHBIC
texHonoruu: [IpakTuueckoe 3aanue.

Buael camocToATenbHOM MOATOTOBKM CTYAEHTOB 1o Teme: l[loaroroBka oryera mno
MPAKTUYECKON paboTe, MOArOTOBKA K MTPOMEKYTOUHOM aTTECTAIINH.

Tema 9 Ilpocpammno-annapamuule cpedcmed u Memoovl 0becneyetust UHGHOPMAayUOHHOU
bezonacrocmu.

Copepxannie Tembl: OCHOBHBIE BUJbBI CETEBBIX M KOMIIBIOTEPHBIX yrpo3. CpeactBa u
METO/TBI 3AIIUTHI OT CETEBBIX KOMITBIOTEPHBIX YTPO3.

@opMBl U METOJBI TPOBEACHHS 3aHITUN MO TeMe, MpUMEHseMble 00pa3oBaTeiIbHbIC
TEXHOIOTHH: JIEKIIMOHHOE 3aHsTHE.

Bunel caMocTosTenbHON MOATOTOBKU CTYACHTOB MO Teme: [1oAroToBka K KOHTPOIBHBIM
BOTIPOCaM coOeceIoOBaHus, MOATOTOBKA K MPOMEKYTOIHON aTTeCTAIINU.

Tema 10 Hacmpotixa 6e3onacnoz2o cemesozo coeOuHeHus.

Copepxannie Tembl: Co3laHue 3alUIIEHHOTO KaHalla CBSI3U CPEJCTBAMHU BUPTYaIbHOMN
YaCTHOM CETH.

@opMBl ¥ METOJBI TPOBEICHHS 3aHITHI TO TeMe, MpPUMEHseMble 00pa3oBaTelIbHBIC
TexHojoruu: [IpakTrnaeckoe 3a1anue.

Bunel camocTosITenbHOM TOATOTOBKM CTyAEHTOB Mo Teme: l[loaroroBka oryera 1O
MPAKTHIECKON paboTe, OJrOTOBKA K TPOMEKYTOUHOM aTTECTAIIHH.

Tema 11 Kpunmoepaguueckue memooul 3auumuol uHghopmayuu.

Conepxanne Tembl: CHUMMETpUYHBIE M AaCCUMETPHUYHBIE CHCTEMBbl IIM(POBAHUS.
[Mudposble mnoanucu (OnekTpoHHble noAnmUcH). WHpacTpykTypa OTKpBITBIX —KIIOUEH.
Kpunrorpaduueckue npoToKoIbI.



@opMBI ¥ METOJBI TPOBEACHHS 3aHIATUN 1O TeMe, MpPUMEHSeMble 00pa3oBaTeIbHBIC
TeXHOJIOTHH: JICKIIMOHHOE 3aHATHE.

Buapl camocTosSTENbHON MOATOTOBKHU CTYJIEHTOB 1O TeMe: [1oAroToBka K KOHTPOJbHBIM
BOITPOCaM cOOECe0BaHMs, TIOITOTOBKA K MTPOMEKYTOUYHON aTTECTAIUH.

Tema 12 Aumusupychsie cpedcmea 3awumsl UHGopmayu.

Copneprxanue TeMbl: VM3ydeHne HACTPOEK CPeACTB aHTUBUPYCHOH 3aIIUTHI HHPOPMALIUH.

@opMbl U METOJBI NPOBEACHHS 3aHITUN MO TeMe, MpUMEHseMble 00pa3oBaTeiIbHbIC
texHosioruu: IIpakTuyeckoe 3aganue.

Bunel camocTosTensHOM MOArOTOBKM CTyAeHTOB mo Teme: lloaroroBka oTuera 1o
NPaKTUYECKOH paboTe, MOArOTOBKA K IPOMEKYTOUHOW aTTECTAIUH.

5 Meroauyeckne YyKazaHusl sl OOYYAIOIIMXCH MO M3YYEHHI0 M PpPealu3aluu
AMCUUIIMHBI (MOIYJIs1)

5.1 Meroanueckue peKOMeHAAUMH OOYYAWIIUMCH M0 M3YYEHHUI0 [UCUMIUIMHBI H 10
o0ecIeYeHN 0 CaMOCTOSITeJIbHOM padoThI

Texymias camocrositenbHas padoTa 1o Kypey «MubopMaonHas 6€301MacHOCTb 1 3aIInTa
uH(pOpMallMn» HampaBlieHa HA YIIyOJeHHe U 3aKperyieHue 3HaHUN, Ha pa3BUTHE MPAKTHUECKUX
YMEHUH U BKIIFOYAET TaKHe BUIBI padOT, KaK:

- paboTa ¢ JeKIMOHHBIM MaTepUaJIOM;

- paboTa c peKOMEHI0BaHHOM JINTEPATYPOIl MPH IMOATOTOBKE K MPAKTHYECKUM 3aHIATHSIM;

- IOJrOTOBKA K IK3aMEHY.

[Tpu nzyuennn qucuuumabl «MHGOpManonHas 0e30macHOCTh U 3aIUTa HH()OPMAIHH
PEKOMEHIIyeTCSI PEUTHHIOBas TEXHOJIOTUS OOydeHHus, KOTopas TO3BOJSET pean30BaTh
HENPEPBhIBHYI0O U KOMIUIEKCHYIO CHUCTEMY OLICHHMBAaHUS Y4YEOHBIX JOCTHUKEHUH CTYIEHTOB.
HenpepbpIBHOCTh 0O3HauaeT, YTO TEKyIIHE OIEHKH HE YCPEAHSIOTCS (Kak B TPaTUIMOHHOMN
TEXHOJIOTHH), @ HEMIPEPHIBHO CKJIAABIBAIOTCA HA MPOTSHKEHUU CEMecTpa MpU M3Y4EHUHU MEPBOTO
WK BTOpOro Moayisi. KomiuiekcHOCTh 03HavaeT ydeT Beex (hopM yueOHOM U TBOPUECKOM pabOoThI
CTYyJICHTa B TEUYEHUE CEMECTpa.

PelTHHT HampaBiieH Ha MOBBIIIEHUE PUTMUYHOCTH U 3()(PEKTUBHOCTH CaMOCTOSITENbHOMN
pabotel  cTyneHToB. OH  OCHOBBIBA€TCS Ha IIMPOKOM  HCIOJB30BaHUU TECTOB U
3aMHTEPECOBAHHOCTH KaXJIOTO0 CTYJIEHTa B IMOJy4Ye€HUH Ooyiee BBICOKOW OIIEHKM 3HAHUN MO
JUCLATIIINHE.

[TpuHIMOBI peTHHTA: HEMPEPBIBHBIA KOHTPOJb (B MJl€alie HAa KaKAOM U3 ayAMTOPHBIX
3aHATHI) W Tody4yeHHe Oosiee BBICOKOM OLIGHKM 3a paloTy, BBINOJHEHHYIO B cpok. [lpu
NPOBEICHUH NMPAKTUUYECKUX 3aHATHH HEOOXOIMMO NpeaycMaTpUBaTh IIUPOKOE HCIOIb30BaHUE
AKTHUBHBIX U UHTEPAKTUBHBIX (POPM (KOMIBIOTEPHBIX CUMYJISLIUMN, IETOBBIX U POJIEBBIX UTP).

PeliTuHr Britoyaet B ceOs J1Ba BUJAa KOHTPOJIS: TEKYIUH, MPOMEXYTOUHBIA U UTOTOBBIH
10 TUCLMIUIMHE.

Texymuit koHTponb (TK) - ocHOBHas 4acTh PeMTUHrOBOW CHUCTEMBI, OCHOBaHHAs Ha
OerjoM ompoce pa3 B HeAeNno Wik B JBe Heaenu. Dopmbl: OlieHKa 3a cady TEOPEeTHYECKUX
MHUHHM3a4€TOB, BBHIMOJIHEHUE WHAWBUAYAIBHBIX 33JaHUA M NpPaKTHUECKUX paboT. Bakueiimei
dopmoii TK, mo3Bomstomeld OMpPOCHTh BCEX CTYJAEHTOB Ha OJIHOM 3aHSITHU SBIISFOTCS
TEOPETUYECKUE MOAYJIH, HAa KOTOPBIX CTYAEHTHI CaMOCTOATEIBHO OTBEYAalOT HA BOIPOCHI IS
CaMOCTOSITEIIbHOM OIIEHKH.

KoHTponbHBIE BOMPOCH! AJISi CAMOCTOSITENIFHONW OLIEHKHM KayecTBa OCBOCHMS YUeOHOI
JUCLATIIINHBI

Tema 1. Benenue B uHpopMaIioHHyI0 6€30MaCHOCTb
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Noabkown

0.
. Kakue riaBHble rocyjapcTBEHHBIE OpraHbl B 00JacTy o0ecriedeHns HHPOPMALMOHHOM

Yro Takoe nHpopmarmoHHast 6e301macHOCTh?

[Tepeuncnute OCHOBHBIE YTPO3bl HH(DOPMAITMOHHOM 0€30MMaCHOCTH.
Kakue cymiecTByroT Moeny HHPOPMALMOHHON Oe301acHOCTH?
Kakue MeTozp! 3amuThl HHGOpPMALUK BBIIEISIOT?

Uro Takoe npaBoOBbIe METOIbI 3AIIUTHI HHPOPMALIUHU?

YTo Takoe OpraHU3alMOHHBIC METOBI 3aIUTH HHpOpMaHn?

Uro Takoe TEXHUYECKHE METO/IbI 3aIUThl HH(pOpMauu?

YTo TaKoe MmporpaMMHO-arnapaTHble METObI 3alUTH HHpOpMauu?
UYro Takoe KpunTorpapuuecKue METO bl 3alIUThI HH(pOpMAIN?

Yro Takoe puzndeckue METoAbI 3aUThH HHpopManuu?

Oe3omacHOCTH?
[lepeuncnure BUABI 3alIUIAEMON HH(DOPMAITUH.

Tewma 2. [IpaBoBoe obecrieueHre nHOOPMAITMOHHON OE30MTACHOCTH

IIpaBo. Mcrounuku npasa.

Kakue ocHOBHbIE 3aKOHBI B 00J1aCTH 3alUThl MHGopMauu B PO?

[lepeuncnure ocHOBHBIE LIenH U 3a1a4n PO B obmactu obecriedeHns THPOPMAMOHHOM
0e30MacHOCTH

Crpaterus HalMoOHAIBHOU Oe30macHoCTH. JloKTpruHA HHPOPMAITMOHHON 0€30ITaCHOCTH.
Yro Takoe KoHpHUAEeHMATbHAS HHPOopMaLus?

Uro Takoe nepcoHaibHbIE JAHHbIE?

B kakux ciaydasx BO3MOXHO MCIIOJIb30BaTh [IEPCOHAIbHbBIE JaHHbIE 03 coryacus
oOnanarens?

OxapakTepu3yiiTe OMOMeTpHUYECKHE JaHHbIE KaK IEPCOHAIbHbIC JaHHBIE.

Uro takoe npodeccruoHanbHas TaiiHa?

UYro Takoe ciyxeOHas TaitHa?

Uto Takoe KoMMepuecKas TaitHa?

Yo Takoe peKUM KOMMEPUECKOHN TalHbI?

Uro Takoe rocyiapcTBeHHas TaiiHa?

Onummre NpaBoBOM PEXUM roCyAapCTBEHHON TaliHBI.

©3-149.

®3-152.

®3-98.

@®3-390.

©3-395-1.

©3-126.

®3-374 u ®3-375.

[TocTanoBnenue npaButenbeTBa Nel119.

Tewma 3. OpranuzannonHoe odecredeHne nHHOpPMaIMOHHOM 0€301MacCHOCTH

Kakne ocHOBHBIE MEXTyHApOIHBIE CTAaHIAPTHI B 001acTH HHPOPMAITMOHHON
6e3omacHOCTH?

«OpaHxeBasi KHUTa»

ISO/IEC 15408.

Kak cBs3aHbI MEXTyHapOHbIE CTAHIAPTHI U cTaHAApThI PD?

I'OCT P UCO/M3K 27002-2012.

'OCT P UCO/MDBK 27005-2010.

CTO BP UBBC-1.1-2007. «Ayaut uHpopMaMOHHOI 0€30MacCHOCTI.
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PC BP UBBC-2.2-2009. «MeToauKa OIEHKH PUCKOB HapyIIEeHHs HH(OPMAIIMOHHON
0€30MacHOCTH.

ITpuxa3z ®Cb Ne378.

[Tpukaz ®CTIK Ne21.

[Tpuxa3z @CTOK Nel7.

[Tpukaz ®CTIK Ne3 1.

[Tpuxa3z @CTIOK Ne28.

ITpukaz ®CTIK Ne638.

[Tpuxa3z @CTIK Ne9.

ITpukaz ®CTIK Nel19.

ITpuxa3z I'octexkomuccuu Nel 14.

PykoBopsiiye 1oKyMeHThI [ 0CTeXKOMUCCHH.

Mepsl 3amuThl HHGOPMAIMH B TOCYAAPCTBEHHBIX HH(POPMAIIMOHHBIX CUCTEMaX.
(Metoanueckuii tokymeHT OCTOK).

Uro Takoe noimTHKa 0€30macHOCTH?

Cnyx06a 6e3onacuoctu npeanpusatus. CTpykrypa. OyHKuu.

TumoBast HHCTPYKIMS COTPYTHHKA 110 00ecreueHUI0 HH(POPMAIMOHHON 0€30MaCHOCTH.
DxoHoMHUYecKast pa3Benka. [[pOMBIIIICHHBIH MIMTHOHAXK.

Tewma 4. TexHuYeCKHUE CPEACTBA M METOIbI 3aITUTHI HHPOPMAITHH

Yro Takoe MHKEHEpHas 3aIiuTa 00beKTOB?

Kakum ciocoOom onuceiBaeTcs MHKeHepHas 3amuTa. OnucaTb MOJEINb.
Kakue cpenctsa NpUMEHSIIOTCS 1S 3alIMTHI 1-ro nepumMerpa?

Kakwue cpencta npuMeHSIIOTCS 1S 3aIUTHI 2-TO epuMeTpa?

Kakwue cpenctsa NpUMEHSIFOTCS 1S 3alMTHI 3-TO IepuMeTrpa’?
IToxapHbIE CUTHAJIM3ALUN.

OxpaHHbIE CUTHATIM3aLUU

buomerpus. buomerpuyeckue xapakTepUCTUKH.

Yro Takoe TEXHUYECKHE KaHaJIbl yTeUYKH HH(popMauu?

. [lepeuncivTe OCHOBHBIC BH/IbI TEXHHUECKUX KAHAIOB YTEUKH WHPOPMAITUU?

. Uto Takoe creunponepka?

. Uto Takoe crenuccienosanue?

. Uto Takoe crernoociaeaoBanme?

. Ilepeuncivte METOBI 3aMUTHI HHGOPMAITUN OT YTEUKU 0 3PUTEITHHOMY KaHAITY.

. [lepeuncrnure METOBI 3aIIUTHI HH(GOPMAIIUU OT YTEUKHU MO SJIEKTPOMArHUTHOMY KaHamy.
. [lepeuncivre METOBI 3aIUTHI HHGOPMAIIUN OT YTEUKHU T10 IJICKTPHUSCKOMY KaHaTYy.

. [lepeuncimte METOBI 3aTUTHI HHPOPMAITUN OT YTEUKH MO0 WHAYKIIHOHHOMY KaHATY

. [lepeuncrnure METOBI 3aIUTHI MH(OPMALIUY OT YTEUKHU IO MapaMEeTPUIECKOMY KaHaIy.
. [lepeuncivte METOBI 3aUTHI MHOPMAITUN OT YTEUKU MO BO3IYITHOMY KaHATYy.

. Ilepeuncnure MeTO B! 3aIIUTHI HHGOPMAIIUK OT YTEYKH N0 BUOPAIIMOHHOMY KaHAaIy.

. I[lepeunciure METOBI 3aUTHI HHYOPMAITUN OT YTEUKHU MO aKYCTOIICKTPHUSCKOMY

KaHaiy.

. Ilepeuncnure MeTOBI 3a1IUTHI HH(GOPMALIUU OT YTEYKU MO ONTHKO3JIEKTPOHHOMY

KaHaly.

. Ilepeuncnure cpeacTBa U METO/IBI 3aIIUTHI HHPOPMALIMK OT YTEUKH HH(pOpMAaLIUY B

TCJ'IC(I)OHHLIX JIMHHUAX.

Tema 5. [IporpamMHo-anmapaTHbIe CPECTBA U METOABI obecreueHus] HHPOPMALMOHHOM

0€30I1aCHOCTH

1.

UYrto Takoe mporpaMMHO-anmapaTHbIe CPEeICTBA 3alIUThl HHPopMarun?
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Kakue MexaHu3Mbl pealiu3yioT IpOrpaMMHO-aIIAPATHBIE CPEICTBA 3aIUThHI
uHpopmanun?

Kakue KoMITbIOTepHBIE YTPO3bI OE30MACHOCTH CYIIECTBYIOT?

Yro Takoe cereBas pazBeaka? Kakue MeToabl 3a1IUTHI IPOTUB HEE CYILIECTBYIOT?

Urto takoe unbekius? Kakue BUIbl HHbEKIMN CylIecTBYIOT? Kakue MeTo bl 3aUThI
IIPOTUB HUX CYILIECTBYIOT?

Urto Takoe oTka3 B o0cnyxxkuBaHuu? Kakue MeTo/1bl 3alIUThI POTUB HETO CYIIECTBYIOT?
OCHOBHBIE BU/IbI IPOTPAMMHBIX YSI3BUMOCTEH.

baknopsl.

UYro Takoe nepenosinenue 6ydepa? MeTo sl 3alUTHI.

. Uto Takoe nedexTsl HopMaTHBIX CTPOK? MeTO bl 3aIIUTHI.

. UTo Takoe 1es0uncIeHHbIe TepenoaHeHuss? MeToabl 3aluThl.

. Omubxu 06pabOTKH NCKITIOUEHUH. MeTOIbI 3alUThI.

. Bueapenue komana. MeTojpl 3alUTHI.

. HexoppekTHbie 00paboTku omrOok. MeToAb! 3aIUThI.

. 'oHkn. MeToan! 3aIIUTEI.

. BeinmonHeHue koja ¢ 3aBbIIIEHHBIMU TPUBHIIETHSIMH.

. Ataka «YenoBek 1o cepeluHe».

. Uto Takoe IP-cnydunr? Kakue MeToap! 3aIUTH TPOTHUB HETO CYIIECTBYIOT?

. ARP.

. DHCP.

. NAT.

. PAT.

. IPv4. IPV6.

. Uto Takoe ARP-ciyppunr? Kakue MeTo 11 3a1IUTHI TPOTHB HETO CYIIECTBYIOT?
. Uto Takoe DNS Cache Poisoning? Kakue MeTo/ bl 3a1IUTHI IPOTUB HErO CYIIECTBYIOT?
. Uro Takoe NetBIOS/NBNS spoofing? Kakue MeTo1bI 3aIIUTHI IPOTUB HETO

CYILIECTBYIOT?

VPN.

CouunanbHas UHXKEHEpUSL.

®poa. Metoibl 60psOBI ¢ HPOIOM.

UYro takoe ¢ummHr? Kakre MeTo bl 3aIlIUThI MPOTUB HETO CYIIECTBYIOT?
Kapaunar. MeTobl 3alIUThI OT KapAWHTA.
Darkweb.

DMZ.

AHOHUMA3EPBHI.

ITpokcu-cepsepsl.

Pe3epBHOE KONIMPOBAHHUE.

Honey pot.

DLP-cuctemsl. SIEM-cuctemsl.
CxaHnepsl 0€3011acCHOCTH.

CucreMbl 0OHApY>KEHUST BTOPKEHUI.
Cuctembl IpeAOTBpAIIEHUS BTOPKCHHI.
Bpenonocusie nmporpammel. KomnbsioTepHbie BUpychl. Buibl BUPYCOB.
OKCIUIOUTHI.

Mexanu3m paboThI BHpYcCa.
AHTHBUPYCHI. BubI aHTUBUPYCOB.
Mexanu3mbl pabOTH aHTHBHUPYCA.
MexceTeBoOM IKpaH.

Tema 6. Kpunrorpapuueckue MeTo1bl 31U TH HHPOPMAIUH



1. Yro takoe mmpp? Kakue Bumpl mudpos cymecTByroT?

2. Yto takoe cummeTpuuHbii mudp? Kakue cummeTpudHbie HQGPHI UCITOIB3YIOTCS
ceituac?

3. UYrto Takoe accumerpuunsblii mudp? Kakue accumerpuunblie mupbl UCIOIb3YIOTCS

ceituac?

[TpuHIMIT TOCTPOCHUS] CHMMETPUYHBIX MIHU(POB.

[TpuHIMIT TOCTPOCHUS ACCUMETPUIHBIX MHU(POB.

CrangaptHble UQPHL.

[Torounsie muUppPHI.

Uro Takoe xenr-pynkiusa? Kakue Bubl xem-GyHKINUNA Bl 3HaeTe?

Hepeso Mepkuna.

0. Yto Takoe nudposas moanucs?

11. ludposas noamnucs RSA.

12. ludpoas noanuck Inb-I"amans.

13. Yro Takoe HHPPACTPYKTypa OTKPBITHIX KIIOUEH?

14. J)Kvu3HeHHBI UK KIIF0Ya.

15. Ayrentudukanus, uaeHTU(HUKAIUS, BepHPHUKALNS, aBTOPU3ALIHSI.

16. IIpocrefinme TpOTOKOIBI UACHTU(DUKAITIH.

17. OcuoBHoii npotokon Kerberos.

18. IPSec.

19. Blockchain.

20. YUro Takoe creranorpadus? [lonstue creranHokoHTeHHepa.

21. Kakue BUIBI CTETAHOKOHTEHHEPOB CYIIECTBYIOT?

22. MeTonbl co3/IaHUsI CTETAHOKOHTEHHEPOB HA OCHOBE TEKCTOBOI HH(POPMAIIHH.

23. MeToabl co3/IaHusI CTETAHOKOHTEHHEPOB HAa OCHOBE BUICOMH(OPMAITUU M CTOTI/KaPOB.

24. Metonbl co3/1aHUsI CTETAaHOKOHTEHHEPOB Ha OCHOBE ayJIHMOUH(OpMaluu.

25. lludpoBsie BOJSHBIC 3HAKH.

HoOoo~No O A

OcnosHas 1ienb TK: cBoeBpeMeHHas OLieHKa YCIIEBaEMOCTH CTYAEHTOB, T00YXK1a01as UX
paboTaTh paBHOMEPHO, UCKJIIOYasl MaJlble 3arpy3Ku WU MEPErpy3KU B TEUCHHE CEMECTPA.

Jlex1mOHHbIE 3aHATHS JKEIaTeIbHO MPOBOJUTH B PEXKUME MIPE3EHTALUI ¢ IEMOHCTpaIel
IIPUMEHEHHS OCHOBHOTO MaTepuala, M3JaraéMoro B TeME. OTO CYIIECTBEHHO YJIYYIIAeT
JUHAMHUKY JICKIIH.

Ienecoobpa3Ho oOecneunBaTh CTYAEHTOB Ha 1-2 JeKUuU BHepea pa3fgaTOYHbIM
MaTepuajIoM B 3JIEKTPOHHOM BUE (CI0XKHBIE CXEMbl, TpaUKH, aHATUTHUECKNE UCCIETOBAHUS U
OTIOPHBINA KOHCNEKT). OCHOBHOE BpeMsl JIEKIIUH Jy4dllle TPaTUTh Ha MOJAPOOHbIE aHAIUTHYECKUE
KOMMEHTapUU U OCOOEHHOCTH MIPUMEHEHUSI PACCMaTPUBAEMOI0 MaTepuaa B NpopecCHOHaIbHON
JESATEIIBHOCTH CTYICHTA.

[IpakTueckue paboThI CleyeT NPOBOJUTH B KOMIIBIOTEPHOM KJlacce JIN0O B ayIUTOPUH
C  MYyJIbTUMEIUMHBIM  00OpYyIOBAaHMEM,  HCHONb3YSd  OPUTHMHAJIBHYHD  METOJUKY U
npodeccuoHanbHbIe MporpaMMbl. MOKHO peKOMEHI0BAaTh YCTAHOBKY OPUTHHAIBHBIX MPOTpaMm
Ha [IK cTyneHTOB M BBINIOJIHATE pAJ 3a4a4 JoMa. B aToM ciydae B Kiacce OCHOBHOE BHUMaHUE
KOHILEHTPUPYETCS] Ha METOJAMKE HUCIIOJIb30BAHMS HA3BAHHBIX MIPOrPaMM U aHAJIN3€ MOTYyYEHHBIX
pE3yJIbTaTOB.

[Ipomexyrounbiii koHTposib (IIK) - 3TO mpoBepka 3HaHUI CTYAEHTOB MO pa3aeny
nporpaMmel. @opmel: Onpoc MO TEOPUM COIVIACHO CIMCKY BOIPOCOB JUISI CaMOCTOSITENIBHOMN
OILICHKH YCBOEHHMSI MaTepHara.

Henp IIK: moOGyauTh CTYyIEHTOB OTUMTAThCA 3a YCBOGHHE paszjeia JAUCHUILUIAHBI
HAaKOMUTEIbHBIM 00pa3oM, T.€. CHaJaJia 3a IIepBbIi, 3aTeM 3a BTOPOH, 3aTeM 3a TPETUH pa3aesbl U
T.1. B KOHEYHOM UTOre MHOTHE CTYAE€HTHl MOTYT MOJYYUTh UTOIOBBIE OLIEHKH IO JTUCLUIUINHE
«aBTOMATOM).



Wtoroseiii koHTpons mo aucuuiummHe (MKJ[) - 3To mpoBepka ypoBHS y4eOHBIX
JIOCTMKEHUH CTYJIEHTOB MO BCEl nucHUIUIMHE 3a cemecTp. DopMbl KOHTpOs: sk3ameH. Llenb
UTOTOBOI'O KOHTPOJISA: MPOBEpKa 0Aa30BBIX 3HAHUN IUCLUIUIMHBI, MOJIYYEHHBIX IPU U3YyUYEHUH
MOJ1yJisl, JOCTATOYHBIX JJISl IOCTEAYIOUIEro 00yYeHusl.

Bomnpocs! k 9k3aMeny Ui OLIEHKH Ka4eCTBA OCBOCHHUS y4eOHOW AUCIUIUINHBI

1. llenmn rocyaapcTBa B 00acTu odecrieueHuss HHPOpMaIMOHHON 0€30MMacHOCTH.

2. OcHOBHBIE HOPMATUBHBIC aKThl PD, CBs3aHHBIE C TPABOBOM 3aLIUTON HH(POPMAIIHH.

3. Buibl KOMIBIOTEPHBIX MPECTYILIICHUM.

4. Cmocobbl ¥ MeXaHH3Mbl COBEpUICHHS HWH(POPMALMOHHBIX KOMITBIOTEPHBIX
MPECTYIJICHUM.

5. OcHOBHBIE MapaMeTpbl U YepThl MH(POPMAITMOHHONW KOMIBIOTEPHOW MPECTYIHOCTU B
Poccun.

6. Komnerorepusliii Bupyc. OCHOBHBIE BUJIbl KOMIIBIOTEPHBIX BUPYCOB.

7. MeTo/b1 3a1UThl OT KOMITBIOTEPHBIX BUPYCOB.

8. Tunbl aHTUBUPYCHBIX ITPOTPAMM.

9. 3amuTel OT HECAHKIIMOHWPOBAHHOTO jAocTymna. Maentudukanus u ayreHTUPHUKAIUSL
10JIb30BATEIS.

10. OcHOBHBIE YTPO3bl KOMITBIOTEPHOU 0€30MacCHOCTH MpU paboTte B ceTh HTepHeT.

11. Bugsl 3amuimaeMoit nHGopMarmm.

12. TocynapcTBeHHas TaifHa Kak 0COOBII BUJI 3alIUIIIAeMOI HHPOPMAITUH.

13. KornduaenuuanpHas nHGoOpMarms.

14. Cucrema 3amMThl TOCYAApPCTBEHHOM TAMHBI.

15. IlpaBoBOi1 pexxuM 3alUThl TOCYAAPCTBEHHOM TalHBI.

16. 3amuTa MHTEIIEKTYallbHOM COOCTBEHHOCTH CpPEACTBAMHM MATEHTHOTI'O U aBTOPCKOTO
npasa.

17. MexayHapoaHOE 3aKOHOAATEIHCTBO B 00JACTH 3aIUTHI HH()OPMALIUH.

18. TIporpammHO-anmapaTHbIe CpeCTBa obecriedyeHUs HH()OPMAIIMOHHOW O€30MTaCHOCTH B
MH(OPMAILIMOHHBIX CETSX.

19. CummMeTpudHbIe TH(PHI.

20. AccumeTpHuuHbI€ MUPPHI.

21. Kpunrorpagpuyeckue npoTOKOJIbI.

22. Kpunrorpapuueckre Xen-) yHKIHH.

23. DneKTpoHHAas MOAHCH.

24. Opranu3zaimoHHoe obecrneueHne HHPOPMAIIOHHON 0€30MacHOCTH.

25. Cnyx0a 6€301MacHOCTH OpPTraHU3alINN.

26. Metozp! 3auIuThl UHPOPMAITUHU OT YTEUKH B TEXHUYECKUX KaHAaX.

27. ImxeHepHas 3aI1MTa U 0XpaHa oObEKTOB.

Pacnipenenenne oO0beMOB pazIMYHOrO BHUAA KOHTPOJIEH MOYKHO MPOMIUIIOCTPUPOBATH
cienyomuMu udpamMu Ha MPUMEPE CEMECTpa: TEKYIIHMH KOHTPoJb — 40 yCIOBHBIX OaylioB;
IPOMEXKYTOUHBIA KOHTPOJIb - 30 YCIOBHBIX 0aJIJIOB; HTOTOBBIM KOHTPOJIb - 30 yCIOBHBIX OasIoB.
Bes mucummnnaa onenuBaercs B 100 yCcliOBHBIX OaiioB, €CiIM BCSI TUCHMIUIMHA OIICHUBAETCS
udpoit, orauuHoi ot 100 G6anmioB, TO MOA YCIOBHBIM OaljioM clieyeT MOHUMATh MPOLEHT OT
MaKCHMaJIbHOTO YKClia OAJIIOB.

ITpu 3TOM NIEeHCTBYET ciieyromas CucTeMa MepeBoia PEUTHHIOBBIX (YCIOBHBIX) OaylIoB B
OOBIYHYIO ITKATTY Ka4e€CTBEHHBIX OIEHOK: «OTaudHo» (5) - 91—100 yCI0BHBIX 0aIOB; «XOPOIIOY
(4) - 75-90 ycnoBHBIX 0OaiioB; «YIOBIETBOPUTEIbHO» (3) - 61—74 yClOBHBIX OaIoB;
«HeynosnerBoputenbHO» (2) - < 61 ycIoBHBIX 0aioB.

[TpuBenennsie nUdPBI TOBOPAT O TOM, YTO Ha JIFOOOH cTaguu 00y4eHHe CTy/I€HTa MOXKHO
CUMTaTh YJOBJIETBOPUTEIbHBIM, €CIIM OH HaOupaeT He MeHee 61 ycioBHbIX OamioB. Tak,
Hanpumep, HaOpaB B xoxe TK wu IIK 61 OamnoB, cTyZeHT rapaHTupyer cebe OLIEHKY
«Y 1OBJIIETBOPUTETHLHOY.



5.2 OcobGennocTn OopraHm3anvm Oﬁy‘leﬂl/lﬂ Jig JIMI € OrpaHMY€HHBIMH BO3MOKHOCTAMH
3A0POBbS U HHBAJIU/A0B

[Tpr HEOOXOIMMOCTH OOYJAIOIIUMCS U3 YUCIIA JIUI C OTPAHHYEHHBIMA BO3MOYKHOCTSIMU
3JI0POBBS U HHBAIHIOB (110 3asBJICHHUIO 00YYArOIIErocs) MPeI0CTaBIIsIeTCs yueOHas
uH(pOpMAIIKs B JOCTYIMHBIX (pOpMax ¢ y4eTOM MX WHANBUAYAIBHBIX MICUXO(DU3MIECKIX
0COOEHHOCTEH:

- JUIS JIULL C HAPYLIEHUSIMU 3PEHUS: B TIeUaTHOU (hopMe yBeTMUEHHBIM LIPUPTOM; B hopme
AJIEKTPOHHOTO  JIOKYMEHTA; WHMBUlyaJIbHbIC KOHCYJIbTAIIUU c MIPUBJICYCHUEM
TUdI0CYpIOTIEPEBOIUNKA; HHANBUAYAIbHbIC 331aHUS, KOHCYIbTAIMH U JP.

- JUTsL JIMIT C HAPYIIEHUSIMU CITyXa: B TIedaTHOU (hopMme; B (hopMe 3JIEKTPOHHOTO JOKYMEHTA;
WHJIUBUlyaJIbHbIE KOHCYJbTAallUW C NPHUBJICUYECHUEM CYpPAONEPEBOIUNKA; HWHANBUIYAJIbHbIC
3a/1aHus], KOHCYJbTAllUU U Jp.

- 17151 JIUI] C HAPYILIEHUSIMU OMIOPHO-JIBUTATENILHOTO armapaTta: B ne4atHoii oopme; B popme
AJIEKTPOHHOTO JOKYMEHTA; WHIUBUIyAJIbHBIC 33/IaHUsI, KOHCYJIbTAIIUU U JIP.

6 @oHa OLEHOYHBIX CPEACTB JIfl MPOBeIeHUs] TEKYIIero KOHTPOJISl M MPOMeKYTOYHOI
arrecTauMu 00y4aroIMXCcs M0 JUCUMILINHE (MOTYJIIO0)

B cootBerctBum c¢ tpeboBanusmu DPI'OC BO pans arrectanuu 0oOydaroImIUXCs Ha
COOTBETCTBUE WX IEPCOHATBHBIX JIOCTMIKCHUH IUTAHUPYEMBIM pe3yiibTaTaM OOYYCHHS I10
JTUCIUILIMHE (MOJIYJI0) CO3/1aHbl (JOH/IBI OLIEHOYHBIX CPEICTB. THUIMIOBBIE KOHTPOJIbHBIC 3a/1aHNUS,
METOJIMYECKUE MaTepualibl, OINPEIACIAIONIME MNPOUEAYPhl OLUECHHUBAaHUS 3HAHWM, YMEHHUU H
HABBIKOB, & TAKXKE KPUTEPUH U IOKA3aTeNH, HEOOXOJUMbIE JJIsl OLICHKH 3HaHUH, yMEHUN, HABBIKOB
U XapakTepu3yllnue dTambl (HOPMHUPOBAHHS KOMIIETCHIIMH B  IPOIECCE OCBOCHUS
00pasoBarebHOI MTPOrpamMMBbl, IpeAcTaBicHsbl B [Ipunoxennn 1.

7 Y4eOHO-MeTOAMYeCKOe M HH(POPMALMOHHOE o0ecneyeHue TUCHMIINHBI (MOYJIs1)

7.1 Ocnoenas numepamypa

1. 3amura undopmaruu : yuedbnoe nmocooue / A.Il. XKyk, E.II. XKyk, O.M. Jlenenrkun,
A.N. TumomkuH. — 3-¢ u3a. — Mocksa : PUOP : UHOPA-M, 2023. — 400 c. — (Bricmiee
obpaszoBanue). — DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-369-01759-3. - Tekcr :
anekTpoHHbIH. - URL: https://znanium.ru/catalog/product/1912992 (lara oOpamienus -
05.09.2025)

2. Pauenko, T. A. IndopmarmonHas 6€301acHOCTb : yueOHO-MeTouueckoe nocooue / T.
A. Paueuxo. — Tomestrn : TI'Y, 2024. — 135 c¢. — ISBN 978-5-8259-1612-5. — Tekcr :
AIIEKTPOHHBIH // Jlanb : 3JIEKTPOHHO-OUOINOTEeYHAs CUCTEMA. — URL:
https://e.lanbook.com/book/427130 (mara obOpamenus: 09.09.2025). — Pexum goctyna: s
aBTOPH3. MOJIb30BATENCH.

3. PomanpkoB B.A. Benenne B kpuntorpaduio : YueOHoe mocobOue [DIeKTpOHHBIN
pecypc] : WsmarenbctBo  DPOPYM | 2022 - 240 - Pexum  jgoctyma:
https://znanium.com/catalog/document?id=400556

7.2 Jlonoanumenvhas numepamypa

1. Axwmapos, I1.b. KoaupoBanue u 3ammura nHpopmanuu : yuebnoe mocooue / I1.B.
AxmapoB .— MWxeck : ®I'BOY BO MWxesckas I'CXA, 2016 .— 136 c. — URL:
https://lib.rucont.ru/efd/363163 (nara ob6pamenus: 04.08.2025)



2. babam, A. B., Mudopmammonnas Oe3zomacHocTh. JlabopaTOpHBI NpakTUKyM +
ellpunoxenue : yaebnoe nocobue / A. B. babam, E. K. bapanoga, }0. H. MensaukoB. — Mocka
: KnoPyc, 2022. — 131 c¢. — ISBN 978-5-406-10084-4. — URL: https://book.ru/book/944619
(mara obpamenust: 09.09.2025). — TekcT : AIEKTPOHHBIH.

3. Menbaukos, B. 1., Undpopmanmnonnas 6e3onacHOCTb. : yueOHUK / B. I1. MenbHUKOB,
A. U. Kynpusnos, ; nox pex. B. I1. MensnukoBa. — Mocksa : KaoPyc, 2021. — 267 ¢. — ISBN
978-5-406-08259-1. — URL: https://book.ru/book/939292 (nmata obpamenus: 09.09.2025). —
TeKCT : AIeKTPOHHBIN.

4. TIporpammHoO-amnmaparHas 3amura uHpopMauu : YueOHoe mocobue [DIeKTPOHHBIH
pecypc] : HzmarenbctBo DPOPYM , 2019 - 352 - Pexum  gocryma:
https://znanium.com/catalog/document?id=340852

7.3 Pecypcol unghopmayuonno-menekommynuxayuonnou cemu '""Hnmepnem',
6KII0uas npogeccuonanbHvle 0azvl OAHHBIX U UHDOPMAUUOHHO-CRPABOUHDLE
cucmemul (npu HeodXO0UMOCMU):

1. CIIC KoncynwsrautlLmtoc - Pexum mocryna: http://www.consultant.ru/

2. DnextpoHHas Oubnuoreynas cuctema ZNANIUM.COM - Pexum pocryna:
https://znanium.com/

3. DnextpoHHO-0MbIMOTeyHast cuctema "BOOK.ru"

4. DnextpoHHO-OnbOMMOTEeUHas cucrema "ZNANIUM.COM"

5. DnextpoHHO-0MbMMOTEeYHas cucrema "JIAHB"

6. DnekrpoHHO-OMOMMOTeYHas cuctema "PYKOHT"

7. Open Academic Journals Index (OAJI). [Ipodeccuonanbnas 6a3a naHHbIX - Pexxum
nocrymna: http://oaji.net/

8. Ilpesumenrtckas OuOmmoreka wuM. b.H.Empumaa (6a3a JgaHHBIX — pa3IMYHBIX
npodeccnoHabHBIX o0nacteil) - Pexxum moctyna: https://www.prlib.ru/

8 MarepuajbHO-TeXHHYECKOe oO0ecrevyeHHe IUCHUILIMHBI (MOAYJs) W IepeveHb
MH(OPMALMOHHBIX TEXHOJIOTHI, MCNOJb3yeMbIX NPH OCYHIECTBJIEHHH 00pa30BaTeJbHOIO
npouecca no JUCHUIVINHE (MOAYJII0), BKJIIOYas epeYeHb NPOrpaMMHOro odecreveHust

OcHOBHOE 000pYIOBaHUE:

e Byanp-I'eHeparop akyCTHUECKMX U BUOPOAKYCTUUECKUX MIOMEXOBBIX CUTHAJIOB

e MynbT. MeauiiHbplii koMmIiekT Ne 2: IIpoekrop Panasonic PT-LX26HE, motonounoe
kpemieHne Tuarex Corsa, kiemmHbli Moaynb Kramer WX -1N, konnektop VGA, 3kpan Lumien
Ecopicture

e [TepconanbHbiit kommbrotep Nel "B-tronix professional 3872\2015"

e Cmapt-AB (ma ©Oaze CKM-21.2)- IIporpamMmHO-anmapaTHbiii KOMIUIEKC OILCHKH
3G(EeKTUBHOCTH  3alMTHl peyeBOM MHQOpPMAIMK OT YTEYKH MO aKyCTUYECKOMY U
BUOPOAKYCTHUECKOMY KaHajlaM

e Conara-P3.1 CpeactBo akTUBHOM 3alUTHl HH(POPMALIUK OT YTEUKH 3a CUET MOOOYHBIX
AIIEKTPOMArHUTHBIX KOJIEOAHUH U HAaBOJOK

e Cniektpoananuzarop IFR2397

IIporpamMmmHoe o0ecIieyeHue:

e Microsoft Windows 7 Ultimate Russian
o VMware Workstation 9 for Linux andWindows
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1 Ilepedennb (popMHEpyeMbIX KOMIIETEH M

Haszsanne OITOII BO,
COKpalleHHOe

Kon u popmynupoBka KoMHeTeHIN

nu

Kon u popMynrpoBka HHANKATOPA TOCTIKCHUS
KOMITCTEHITHU

38.03.05 «buzHec-uHD
opMaTHKa»
(B-BN)

OIIK-5 : CnocobeH opraHu30BBIBAT
b B3aUMOJICHCTBUE C KJIUCHTAMHU U
MapTHEpaMu B MPOIIECCe PELICHUS 3
ajiay ymnpaBJIeHHs! >KU3HEHHBIM LUK
JIOM UH(DOPMAITMOHHBIX CUCTEM U H
H(GOPMAIIMOHHO-KOMMYHHUKAITHOHH
BIX TEXHOJIOTHM

OIIK-5.1k : Opraau3yeTt B3anMOJICHCTBHE C KITH
€HTaMHM ¥ IApTHEPaMH B IIPOLeCcCe PELICHUs 331
a4 ynpaBJICHHs )KU3HEHHBIM LIUKJIOM U Oe301acH
octbio UT-uHMpacTpyKTyphI NPEANPHUATHS

Komnerenmus cuntaercs: chopMUPOBAHHOM HA TaHHOM 3Tarie B ciIydae, eCJIM MOoTydYeHHbIE
pe3yibTaTtel OOydYeHHMs [0 JUCLUIUIMHE OLICHEHbl IOJOXHUTEIbHO ([IUarna3oH KpUTEpUEB
OLICHUBAHMSI PE3YJITATOB O0YUCHHUS «3aUTEHOY, «YIOBIECTBOPUTEIHHOY, «XOPOIIO», KOTITHYHOY).
B ciydae oTcyrcTBUS IOJIOKUTENBHOM OLIEHKHM KOMIIETEHIMsSI HAa JaHHOM 3Tale CUUTAETCs

Hec(OPMUPOBAHHOM.

2 [loka3aTe/iu OlleHUBAHUS NJIAHUPYEMBbIX Pe3yJIbTATOB 00y4YeHHUs

Komnerennus OIIK-5 «Crioco6eH opraHn30BbIBaTh B3aUMOCHCTBUE C KIIMEHTAMU U
napTHEpaMH B MpoIIecce PelieHus 3a7ay ypaBieHHs )KU3HEHHBIM ITUKIOM HH(GOPMAIIMOHHBIX
CUCTEM U MH()OPMAMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUI)

Ta6muma 2.1 — Kpurepuu OlleHKH WHIUKATOPOB JIOCTHKEHUS KOMITCTCHIINH

Kon u dopmynupoBka HHANKAT
opa JOCTH)KEHHS KOMIIETCHIINU

Kputepun oneHHBaHUsA pe3yabT
aToB O0yJCHUS

OIIK-5.1k : Opranusyet B3aum
OJICHCTBHE C KJIMEHTAaMH U MapT
HepaMu B IPOLIECCEe PEIICHNUS 3
aja4 yIpaBJIeHUS )KU3HEHHBIM
IIUKJIOM U 6e3omacHocThio UT-
MHQPACTPYKTYPHI MPEIIPHITHUS

CdopmupoBasmieecs cucteMat

MYeCKOe 3HAHUE COBPEMEHHBIX

3aKOHOB, CTaHIAPTOB, METOJIOB

M TEXHOJIOTHI B 00JIACTH 3aIUT
bl HHOpMALIIH

Cdopmuposagiieecs: CuCTEeMaT

n4ecKoe 3HaHue TpeOOBaHUH K

3amure HHHOPMAIHH OTpe/Ieie
HHOI'O TUIla

Cdopmuposagiiieecs: CHCTEMAT

HYECKOE YMEHHE UCTOIb30BATh

COBPEMEHHBIE IIPOrPAMMHO-ATIIL
apaTHbIe CPEICTBA 3AITUTH HH{)
opManuu

CcopmupoBasieecs: cucremar
MYECKOe YMEHHe 00ecneyrBaTh
3aIIUTY HHGOPMaUN

PesynbraTel 00y4yeHNs 10 AUCIMIUINHE
Ko | Tu
o | o
pe | pe Pesynbrar
3- | 3-
Ta | Ta
Pl 3H | COBpEMEHHBIX 3aKOHOB, CTaHJIa
1 aH | pTOB, METO/OB M TEXHOJIOTHII B
ue | obmactu 3amuUTHl HHOPMAIIH
3H .
P/ an TpeOboBaHui K 3amure HHHOPM
2 e | UMM OMPENIENeHHOro THIA
y
PIL | ae UCIIOJIb30BaTh COBPEMEHHBIE TP
3 | OTPaMMHO-aNIapaTHbIe CpecT
. Ba 3alUTHl HHOOPMALIUH
v
P/l | me | obecneunBath 3amuTy HHGOPM
4 HU | amuu
e
Pl Ha | BageHust COBpeMEHHBIMU METO
5 BEI | Aamu oOecrieueHus 3alUThl UH
K ¢dopmarn

CcopmupoBasieecs: cucremar
HNYECKO€E BIIaJICHUE COBPEMEHHBI
MH METOJIaMH 00ecIedeHus 3a
MIMTH HHPOPMAIUU




Cdopmuposagiieecs cucteMat

P 3u COBPEMEHHBIX METOJIOB ¥ CPEAC | MUECKOE 3HAHHE COBPEMEHHBIX

6 ;}é TB 3aIIUTHl HHYOPMALUH METOZOB U CPEJCTB 3aIIUTHl UH
dopmarmn

Y Cdopmuposasimieecs cuctemMar

P/ | me | ananmmsupoBaTh MHPOPMALMOHH | HYECKOE YMEHUE aHATU3HPOBAT
7 HU | yr0 6€30IacHOCTH OpraHM3alud | b HHPOPMAIMOHHYIO Oe30TacH
e OCTh OpraHH3aIH|

Cdopmuposasmieecs cuctemMar
BJIAJICHHS] COBPEMECHHBIMH TEXH

Ha MYECKOE BIIaJICHUE COBPEMEHHEI
P/ OJIOTHSMH Y METOJAMH 00ecTey
BBI . MH TEXHOJIOTHSIMH M METOJAMHU
8 eHnst THPOPMALIMOHHOH Oe30ma
K obecnieueHnss HTHPOPMAITMIOHHO
CHOCTH OpraHH3aLuH o
11 6€30MaCHOCTH OpraHu3aliu
. CcdopmupoBaseecs: cucremar
3H | COBPEMEHHBIX TEXHOJIOTHIA, MET
PA HAYECKOE 3HAHUE COBPEMEHHBIX
aH | OJMK W CPEICTB 3alIuThl HHHOP .
9 TEXHOJIOTUH, METOINK U CPEACT
ue | Mauuu
Ba 3alUTHl HHYOPMALIUH
v CcdopmupoBasiieecs: cucremar
P/l | me | ynpaBusaTh nHpOpMALMOHHOM O | MYecKoe yMEHHE YIPaBISTh UH
10 | Hu | €30mAaCHOCTHIO OpPTraHU3AIMU (hopMaIOHHOM OE30MaCHOCTh
e 10 OpraHu3aIuU
Cdopmuposagiieecs: CuCTeMaT
Ha BJIaICHUA METOJaMU OLCHKHU pU
PA . HAYECKOE BIIaJICHUE METOIAMU O
Bbl | CKOB MH()OPMAILMOHHOM Oe30ma
11 LEHKU PHCKOB HHPOPMAITHOHHO

K CHOCTH o
1 0e30IacHOCTH

Tabnuua 3anonHseTCs B COOTBETCTBHH ¢ paszesioM 1 PabGoueli mporpaMmbl JUCIATUTHHBL
(Moyist).

3 IlepeyeHb OLIEHOYHBIX CPEICTB

Tabmuna 3 — [lepedeHb OIICHOYHBIX CPEICTB IO TUCITUTUTHHE (MOTYJIIIO)

HaunmenoBanue o1ieHOYHOTO CpeACTBa U mp

KonTponupyemble nnanupyemble pe3 | KoHTponupyemble TeMbl 1 excrasienue ero 8 POC

yIbTaThl 00yUeHUS HUCLUTIINHBL IIpomexxyTouHas aT

Texkylmuil KOHTPOJIb

TecTalus
Ounast popma oOyueHUs
P/1 3HaHUE : COBPEMEHHBIX 3a Tpaktiueckas pa6o Cot
KOHOB, CTaH/IapPTOB, METO 1 1LB Ta obece1oBaHne
N .1. BBenenwne B naopma
JIOB U TEXHOJIOTHI B 00J1a & 5 bop
OUOHHYIO 0€30TaCHOCTH
™ UTBI HHGOPMAIIUH
CTH 331 opmar Tect CobecenoBanne

1.2. IIpumenenune uabOP IpakTuueckas pabo
MAaIMOHHBIX TEXHOJIOTUH Ta CobecenoBanue

IS H3Y4EHHUS BOIIPOCOB O
PraHM3alMoOHHO-IPABOBOT
o obecrieuenns nudpopma | Tect CobecenoBanue
IIMOHHOK 0€30MacHOCTH

[MpakTryeckas pado

1.3. [IpaBoBoe obecrieueH | g Cobecenosarne
ne nHpopManuoHHo# 6e3
OIIaCHOCTH Tect CobecenoBanue
P12 IpaxTHyeckas pabo
CobecemoBaHue

Ta




1.3. [IpaBoBoe obecneueH

ne uHpopMarnronHoi 6e3 | Tect CobecenoBanue
OTACHOCTH
[MpakTuyeckas pabdo Co6
1.5. OpranusanuonHoe 06 | tqa obecenoBanne
3uanue : TpeboBaHuii k 32 | €CrieYeHne HHPOPMaLMOH
mTe nHbopmaru onpes; | HOM bezomacHocTH Tecr Cobecenopanue
€JIEHHOTO THIIA
[pakTudeckas padbo Co6
1.6. Peanusamus paGoTsl | 1q obeceioBaHuC
HHOPACTPYKTYPHI OTKPBIT
BIX KIIHHCH Tect CobecemoBanue
PJ13 YMeHue : UCIOIb30BaTh C TpaxTuueckas paGo
OBpPEMEHHBIE IIPOrpaMMH | 1.4. Mcronp30BaHue KpHM | g CobecenoBanmue
O-anmnapaTHbI€ CPEACTBA 3 Torpa(l)p[qecxnx CPEICTB 3
AWTH HHPOpMALIH aIUTHI HHOPMALHH Tect CobecenoBanue
IMpaktuyeckas pado Cob
1.7. Texuuueckue cpeact | ta obecenoBanme
Ba M METOJIBI 3aIIUThI HH
opmaryu Tect CobecenoBanue
[IpakTudeckas padbo
1.9. Iporpammuo-anmapa | P p CobeceoBanme
THHIE cpeacTBa U MeToxsl | T8
obecrieueHus: HHpOpMaIH
OHHOM 6e30MacHOCTH Tecr CobecenoBanne
IMpaktuyeckas pado Cob
1.10. HacTpoiika 6e3onac | 14 obecenoBanme
HOTO CETEBOTO COEMHEHH
1 Tect CobecenoBanue
IIpakTudeckas pabo Cob
1.12. AHTUBHUpYCHBIE CPE | Ta obeceioBaHne
JICTBA 3aIIUTHI HHPOpMaI]
nm Tecr CobecenoBanue
P14 YMenue : obecrieynuBath 3 Tpaktiueckas pa6o
aluTy HHPOPMALHH 1.4. Mcnonb30BaHue KpUIl | 14 CoGecenosanne
TOrpaMUECKUX CPENCTB 3
aluThl MHpOpMaIH Tect CobeceoBanue
IIpakTudeckas pabo Cob
1.5. OprauusanuoHHoe 06 | 1 ObeceoBaHNE
ecrieueHre HHPOPMaIHOH
Hofi GesomacHOCTH Tect CobecenoBanue
IMpakTryeckas pado Cob
1.6. Peanusanus paGoTel | g obeceosaHne
HHOPACTPYKTYPHI OTKPBIT
BIX KIIFOHCH Tect CobecenoBanue
[MpakTudeckas padbo
p p CobecenoBanne

1.7. TexHugeckue cpenct
Ba U MCTOJBI 3allUTHI NH
¢dopmarmn

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo

19 HporpaMMHO-aHr[apa C06eceHOBaHHe
THEIE cpefcTBa U MeTonsl | T8
obecrieyeHust HHpOpMaIH
OHHOI 6e30macHOCTH Tecr CobecenoBanune
[paktudeckas pado Co6
1.10. Hactpoiika 6e3omac | 1q obeceioBaHuC
HOI'O CETEBOr0 COEINHEHN
a Tect CobecenoBanue
[MpakTuyeckas pabdo Co6
1.12. AuTuBUpyCHBIE Cpe | Ta 0beCeIOBAHNC
JICTBA 3alIMTHI MHPOPMAI]
HH Tect CobecemoBanue
PI5 Hagbik : BnaneHus cospe TpakTiueckas pa6o
MEHHBIMH MeToaMu 00ec | 1.7. TexHudeckne cpeacT | Ta CobecenoBanne
Tie4eHus 3aUTel MHQOPM | Ba M METOIBI 3AITUTEHI HH
15051
an dopmaru Tecr CobecenoBanue
[MpakTuyeckas pado Co6
1.8. Cpencrea creranorpa | ta 0bcceoBaHNE
¢buu 1715 321U TH THPOPM
an1u Tect CobecenoBanue
IIpakTrueckas pado
19 HporpaMMHO-aHHapa p p CO6CCG,Z[OB3HI/IC
THBIE cpeicTBa U MeTonsl | T2
obecriedeHnst MHPOpMAI
OHHOM 0€30I1aCHOCTH Tecr Cobecenosanue
[MpakTuyeckas pabdo Co6
1.10. Hacrpoiika 6e3onac | 1q 0bcCceoBaHNE
HOI'0 CETEBOr0 COEIUHEHHU
a Tect CobecenoBanne
[Mpaktuyeckas pabo Cob
1.11. Kpuntorpahuuecku | 14 obecenosanme
€ METO/IbI 3aIUThl HH)OP
Manun Tecr CobecenoBanue
IIpakTudeckas pabo Cob
1.12. AHTUBHUpYCHBIE CPE | Ta obeceioBaHne
JICTBA 3aIIUTHI HHpOpMaI]
un Tect CobeceoBanue
P16 3HaHUe : COBPEMEHHBIX M Ipaktiueckas pa6o
€TOJIOB U CPEICTB 3aIUT Ta Cobecenosanne
1.1. BBenenue B uH(OpMa
bI HHpOPMAUU
LHOHHYIO 0€30MaCHOCTh
Tect CobecemoBanue
[IpakTuaeckas pabo Cob
1.4. Vicnionb30BaHue KpUI | 14 0beCcenoBaHne
TOTpapUIeCKUX CPEICTB 3
AUMTE! HHGOpMAIHH Tect CobecenoBanue
IIpaktrueckas pado
p p CobecenoBanue

1.6. Peanuzamus paboTh

HHPPACTPYKTYPHI OTKPHIT
BIX KJIIOUYEH

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo

1.7. Texuuueckue cpeacT | ta Cobecenopanne
Ba ¥ METOJBI 3aIUTEI UH
opmartuu Tect CobecenoBanue
Pa7 YMeHue : aHaIu3upoBaTh IpakTiueckas pa6o
uHpopManuonHyo 6e3on | 1.5. OpranuszauuoHHoe 00 | g Cobecenosanne
4CHOCTb OpTaHU3aLHU ecrieueHne HHPOPMAIHOH
HOi Oe30macHOCTH Tecr CobecenoBaHue
[MpakTuyeckas pabdo Co6
1.6. Peannsauus pabotel | 14 0beCeIOBAHNC
UH(PACTPYKTYPBI OTKPHIT
BIX KJIHOUCH Tect CobecemoBanue
[pakTudeckas padbo Co6
1.7. Texuuueckue cpeact | tq obeceioBaHuC
Ba M METOJbI 3aIl[UThI MH
dopmaru Tecr CobecenoBanue
IIpakTrueckas padbo
1.9. TIporpammHo-annapa p p CobecenoBanue
THEIE cpeacTBa U MeToxsl | T8
obecrieueHns: HHGOpMaIH
OHHOI 0€30IaCHOCTH Tecr CobecenoBanue
PI8 HaBbik : Bnanenus cospe IpakTiueckas pa6o
MEHHBIMH TEXHOTOTHSMH | 1.4. Mcrions30BaHme KU | 1q Cobecenosanne
U METOoJaMH obecnieueHus Torpa(bﬂqec[(ﬂx CpEACTB 3
HH(bOpMaHHOHHOﬁ Oesora AIIATHI I/IH(i)OpMaI.II/II/I Tect Co6ece)103aH1/1e
CHOCTH OpraHu3aInu
[MpakTuyeckas pabdo Co6
1.5. OprauusanuonHoe 06 | tq 0bcCceoBaHNE
ecrieueHne HHPOPMaIHOH
HOIt 6e30MacHOCTH Tect CobecenoBanue
IIpakTrueckas pabo
19 HpOFpaMMHO-aHHapa p p CO6eCCZ[OBaHI/IC
THBIE cpejcTBa U MeTonsl | T8
obecriedeHnst MHPOpMAI
OHHOM 0€30I1aCHOCTH Tecr Cobecenosanue
IIpakTudeckas pabo Cob
1.10. Hacrpoiika 6e3onac | 1q 0beCeoBanrE
HOT'O CETEBOI0 COEAUHEHHU
a Tect CobecenoBanue
[Mpaktuyeckas pabo Cob
1.11. Kpuntorpahuuecku | 14 00€ccIoBaHmne
€ METO/IbI 3aIUThl HH)OP
Manun Tecr CobecenoBanue
P19 3HaHUE : COBPEMEHHBIX T TTpaktiyeckas pa6o
XHOJIOTHH, METONUK U cpe | 1.4, Mcnonb3oBanue Kpun | g Cobecenopanmue
ACTB 3alllUThI I/IH(I)OpMaIII/I TorpaqmquKHx CpeacTB 3
" AWTH! HHPOpMALIH Tect CobecenoBanne
IIpaktrueckas pado
p p CobecenoBanue

1.6. Peanuzamus paboTh

HHPPACTPYKTYPHI OTKPHIT
BIX KJIIOUYEH

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo

1.7. Texuuueckue cpeacT | ta Cobecenopanne
Ba U METO/IbI 3AIIUThI HH
opmartum Tect CobecemoBanue
[paktudeckas pado Co6
1.8. CpencrBa cTeranorpa | tq obeceioBaHuC
¢bun I 3amuTH HHGOPM
amun Tect CobecenoBanue
IIpaktuueckas pado
19 HporpaMMHO-aHHapa p p C06eceHOBaHHe
THEIE cpeAcTBa U MeTonsl | T8
obecrieyeHust HHpOpMaIH
OHHOI 6e30mMacHOCTH Tecr CobecenoBanne
[pakTudeckas padbo Co6
1.10. Hactpoiika 6e3omac | 1q obeceioBaHuC
HOTO CETEBOTO COCMHECHH
q Tecr CobecenoBanue
[MpakTuyeckas pado Co6
1.11. Kpunrrorpaduuecku | 14 obeceioBaHne
€ METO/IbI 3aIIUThI HHPOP
Manun Tect CobecenoBanue
[IpaxTuyeckas pabo Cob
1.12. AuTUBUpYCHBIE CpE | T4 00ECENOBaHNE
JICTBA 3aIUTHl MHPOPMALL
nn Tecr CobecenoBanue
P10 YMeHue : ynpaBiste UHD TpakTiyeckas pa6o
opMaluoHHOH 6e3onacHo | 1.5. OpranuzanuoHHoe 00 | g CobecenoBanne
CTbIO OpTraHu3alluu €CIICYCHHE HHQ)opMaLu/IOH
HOIt 6e30MacHOCTH Tect CobecenoBanue
[IpaxTuyeckas pabo Cob
1.6. Peanusanus pabotsl | 14 0becenoBaHne
UH(PACTPYKTYPhI OTKPHIT
BIX KIFOICH Tecr CobecenoBanue
P11 HaBrbIk : B1agieHUs METO IpaxTnueckas paGo
amu ouenku puckos uHdO | 1.6. Peanusawns paGoTsl | g CobecenoBanne
PMALMOHHOI (e3011aCHOC | HH(PACTPYKTYPBI OTKPHIT
TH i
BIX KIIHOHUCH Tect CobeceoBanue
IIpakTrueckas pabo
19 HpOFpaMMHO-aHHapa p p CO6eCCZ[OBaHI/IC
THBIE cpejcTBa U MeTonsl | T8
obecriedeHnst MHGOpMAII
OHHOM 0€30I1aCHOCTH Tecr Cobecenosanue
[IpakTuaeckas pabo Cob
1.10. Hacrpoiika 6e3omac | 1q 0beCcenoBaHne
HOT'O CETEBOr0 COSIHHEHH
a Tect CobecenoBanue
IIpaktrueckas pado
p p CobecenoBanue

1.11. Kpunrorpaduaecku
€ METO/IbI 3aIUThl HH(OP
Maluu

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo Co6
1.12. Autusupycusie cpe | g obeccnioBaHue
JICTBA 3aIUTHI HHPOPMAIL
HH Tect CobecemoBanue

4 Onucanue npoueaypbl OCHUBAHUA

KauectBo copmupoBaHHOCTH KOMIETEHIMM Ha JaHHOM OJTale OICHUBACTCS 110
pe3ynbTaTaM TeKYIIMX U MPOMEXKYTOUHBIX aTTECTAIMI MPHU MOMOIIM KOJIWYECTBEHHON OIICHKH,
BBIpOKEHHOW B Oaymax. MakcuMmainbHas cymma 0ayuioB 1o aucuuruimae (Moaynio) paBHa 100
Oayam.

O1eHOYHOE CPEICTBO
Bup yueOHOIt AesiTenbHOCTH Tecr TpaktHyeckue SK3aMer Hroro
3a1aHusl
JIeKIIMOHHBIE 3aHATHS 20 20
TIpakTrueckue 3aHsThs 40 60
TIpoMexyTOUHAs ATTECTALHS 20 20
Hroro 40 40 20 100

Cymma 0amtoB, HAOpaHHBIX CTYICHTOM I10 BCEM BUIAM YYCOHOU JEATSIHEHOCTH B paMKax
JTUCIUIIMHBL, IEPEBOJUTCS B OLIEHKY B COOTBETCTBUHU C TaOIHUIICH.

CymmMma Gamto

s Or1ieHKa 110 TPOMEX

YTOUHOH aTTecTalu XapakTepucTHKa KadyecTBa ChOPMUPOBAHHOCTH KOMITETEHIINI
MO JUCIHILIN "
He
CTyzeHT IeMOHCTPHpPYET CPOPMHUPOBAHHOCTh JUCIMIUTMHAPHBIX KOMIICTESHIINH, 00Ha
PY’KHBaeT BCECTOPOHHEE, CHCTEMATHIECKOE U TITy0OKOe 3HaHNE y4eOHOro MaTeprana
o191 110 100 «3a4TeHO» / » YCBOWII OCHOBHYIO JIUTEPATYpY H 3HAKOM ¢ JIOTIOJTHUTENBHON JINTEPaTypoii, pekoMe
«OTIINYHO» H/IOBaHHOU IPOTPaMMOii, yMmeeT CBOOOIHO BBIMONHATE MPAKTUYECKHE 3aJaHuUs, MIPe
YCMOTpEHHBIE TPOTrPaMMOH, CBOOOAHO ONEpHpyeT NIPHOOPETEHHBIMH 3HAHUSAMH, yMe
HUSIMH, IPUMEHSIET HX B CUTYALSIX OBBIIICHHOHN CIIOKHOCTH.
CryzieHT IeMOHCTpUpPYET CPOPMHUPOBAHHOCTD JUCIUILTHHAPHBIX KOMIIETEHIHN: OCHO
76 10 90 «3a4TeHo» / BHBIC 3HaHUSI, YMEHUS] OCBOCHBI, HO JIOIYCKAIOTCSl HE3HAYHUTEIIbHBIE OIIHOKH, HETOUH
or /6 ao «XOPOIIOY OCTH, 3aTPYAHEHUS TIPH aHATUTHYECKUX OTIepalusiX, IepeHOCce 3HAaHUI U yMEHUI Ha H
OBbI€, HECTAHIAPTHBIE CUTYAIHN.
CTyzeHT AeMOHCTPHUPYET ChOPMHUPOBAHHOCTH TUCIUIUIMHAPHBIX KOMIIETEHIIHI: B X0
«3a4TeHO» / Jie KOHTPOJIBHBIX MEPOTIPHUATHI AOMTYCKAIOTCS 3HAYNTENbHBIE OIIHOKH, TPOSIBIAETCS O
ot 61 10 75 «yIIOBJIETBOPUTENb | TCYTCTBHE OTAENBHBIX 3HAHUI, YMEHHI, HABBIKOB [0 HEKOTOPBIM JUCIUILIHHAPHBIM K
HO» OMIIETEHIMSM, CTY/ICHT UCIIBITHIBACT 3HAUNTENNbHbIC 3aTPYIHEHUS TIPH OIIEPUPOBaHH

1 3HAHUSIMH U YMECHUSAMMU IPU UX IEPEHOCE HA HOBBIC CUTYaAllUHU.

«HE 3a4TEHOY /

V crTynenra He chOPMHUPOBAHBI TUCHUIUTMHAPHBIE KOMIIETEHIINH, TPOSIBIISIETCS HE0C
ot 41 o 60 «HEYJOBJIETBOPHTE YA bopip et P [, TIp

TaTOYHOCTh 3HaHPII>i, yMeHHﬁ, HAaBBIKOB.

JIBHOY»
«HE 324TEHOY /
JlucuuIutnHapHbIe KOMITETEHIIMH He c(OpMHUpOBaHbL. [IpOSIBIsSETCs MOTHOE MM HPaK
ot 0 110 40 «HEY/IOBJIETBOPUTE . M
bHO® THYECKH MTOJTHOE OTCYTCTBHE 3HAHHI, YMEHHU, HABBIKOB.

S IIpuMepHBIE OLICHOYHBbIE CPEACTBA

5.1 IlpumepHbIii epevyeHb BOMPOCOB MO TeMaM

Yro Takoe nHpopmarmoHHas 6€301macHOCTh?

[lepeuncnure ocHOBHBIE YTPO3bl HH(POPMAITMOHHON 0€30MaCHOCTH.
Kakwue cymectByroT Mojenu nHGopManrnoHHON 6e30macHocT?
Kakue meToap! 3auThl HHPOPMALIUH BBILACTSIOT?

IIpaBo. Mctounuku npasa.

Kakue ocHOBHBIE 3aKOHBI B 00;1aCTH 3a1uThl HHPOpMaruu B PO?

ook wnE



o N

OxapakTtepu3syiiTe OMOMeTpHUECKHUE JaHHBIE KaK MEPCOHAIBHBIE TaHHBIC.
UYro Takoe nmpodeccuoHabHas TaitHa?UTo Takoe ciy>xeOHast TaitHa?

9. Uro Takoe koMMepUecKas TaiiHa?

10.

Kakne OCHOBHBIE MEXIyHAapOAHBIE CTAaHAAPTHI B 00JAaCTH HMH(POPMALUOHHOM

Oe3oracHocTu?

11.
12.
13.
14.

«OpamxeBast kauranISO/IEC 15408.

Kak cBsi3anbl MeXyHApPOIHBIE CTAHAAPTHI U CTaHAAPTHI PD?

CTO BP UBBC-1.1-2007. «Ayaut nHpOpMaIMOHHOH 0€30TaCHOCTHY.

PC BP UBBC-2.2-2009. «MeTtoauka OIICHKA PUCKOB HapyIeHUss HHHOPMAITHOHHOM

0€30I1aCHOCTHY.

15.
16.
17.
18.
19.
20.
21.
22.
23.
24,

Yto Takoe MmoauTHKa 0€30I1acHOCTH?
Urto Takoe MHKEHEPHAs 3aluTa 00bEKTOB?
buometpus. buomerpudeckue XapakTepUCTHKH.
Urto Takoe TeXHUYECKHUE KaHaJbl yTeUKH UH(opMaIun?
[Tepeunciute OCHOBHBIC BHJIbI TEXHUYECKHX KaHAIOB YTEUKH HH(OpMALIN?
Urto Takoe creunpoBepka?
Yro Takoe crenucciaeoBanmue?
Yro Takoe crnenoociemoBanue?
Yrto Takoe mporpaMMHO-aIapaTHbIE CPEACTBA 3aIIUThl HHpOpMaru?
KaKI/Ie MEXAaHNU3MbI peanmyIOT HpOFpaMMHO-aHHapaTHI)IC CpeI[CTBa 3alIUThI

uHpopmanuu?

25.
26.
27.

Kakue koMnbloTepHbIe€ yrpo3bl O€30M1aCHOCTH CYILIECTBYIOT?
Yro Takoe cereBas pazBeaka? Kakue MeToabl 3a1IUTHI IPOTUB HEE CYILIECTBYIOT?
Urto takoe unbekius? Kakue Buibl MHBEKINMA cyniecTBYOT? Kakue MeTo b1 3auTh

IMPOTHUB HUX CYI_HGCTBYIOT?

28.

Uro Takoe oTkaz B oOciayxuBaHuu? Kakue MeTOAbl 3alUTHl IMPOTHUB HETO

CYyILIECTBYIOT?

29.
30.
31.
32.
33.

ceryac?

34.
35.
36.
37.

OcHoBHbIE BUIbl IPOIPAMMHBIX YSI3BUMOCTEH.

Yro takoe mmdp? Kaxue Buas! mudpos cyiecTByoT?

Uto Takoe cuMMeTpuuHBbIi mudp?

Kakne cumMeTpruyHble IUQPbI HCHOIB3YIOTCS ceiyac?

Uro Takoe accumerpuunblil mmgp? Kakue accumeTpuyHble MHPPHI UCTOIb3YIOTCS

[TpuHIMI TOCTPOECHUS CHMMETPUYHBIX MIH(POB.
[TpuHIMT MOCTPOEHHS ACCUMETPUYHBIX IIU(PPOB.
CranpaptHble UQPHI.

[Torounsle mupsI.

Kpamkue memoouueckue ykasanus

CobecenoBanre MPOBOIUTCS B YCTHOW (popMe BO BpeMsl MOCIEIHEro 3aHATHS MO TeMe.
OOyuaronemMycs 3a1aeTcst 2 CIy4alHbIX BOMPOCA U3 CIUCKa BOMPOCOB. OOyJaromuiics 10JKEeH
OTBETUTH Ha BOTMPOCHI B TeUE€HUE 5 MUHYT. Bo Bpems mpoBeeHus codece10BaHus NCIOIb30BaHNE
JTUTEPATYPBI U APYTUX HHPOPMAIIMOHHBIX PECYPCOB HE JIOMTYCKACTCSI.

IlIxana oyenku

Ne bansl OnucaHue

4 32-40 CTYIEHT NMOJHOCTHIO OTBETHJ Ha 3aJaHHBIE BOIPOCHI

3 24-31 CTyZIeHT CMOT IOYTH HOJIHOCTHIO OTBETUTH HA 3aJJaHHBIE BOIIPOCHI

2 15-23 CTyZIeHT J1aJl HeTIOJHBIN OTBET Ha BOMPOCH], HO CMOT NEPeaTh OCHOBHYIO CYTh BOIIPOCa
1 0-14 CTyZIeHT He CMOT MM ()parMEeHTapHO OTBETHJI Ha 3a/IaHHBIE BOIIPOCHI

5.2 IlpumepsI 3agaHU )15 BBINOJHEHNs MPAKTHYECKUX padoT

Tema 1. IlpumeHeHue HHPOPMAIMOHHBIX TEXHOJOTUN JJs M3y4YEHHUS] BOIPOCOB
OpraHU3alMOHHO-TIPABOBOI0 o0ecreyeHnss HHPOPMALIMOHHOM 0€301acHOCTH.



Tewma 2. Mcnionb3oBanue KpUNTOrpaQuUIecKux CPeCTB 3alIUTH HHPOPMAIIHH.

Tewma 3. Peanuzarust paboTel HHGPACTPYKTYPHI OTKPBITHIX KITFOUCH.

Tema 4. Cpencrpa creranorpaduu JUIst 3alUTH HH()OPMAIIHH.

Tema 5. Hactpoiika 6€301macHOTO CETEBOTO COCTMHECHHUSI.

Tema 6. AHTUBHPYCHBIE CPEJICTBA 3aIUTH HH(POPMAITUH.

Kpamkue memoouueckue ykaszanus

Ha BeImosiHeHWE OJHOW TpPAaKTHUECKOH pabOThl OTBOAWTCS HE Ooyiee 3 JBYXYaCOBBIX

3aHsaTui. Ilocie BBIOJTHEHHS Ka)I(HOfI HpaKTquCKOﬁ pa6OTBI CTYACHT OOJIKCH IPCACTAaBHUTH
OTYCT O €€ BLIIIOJIHCHHH, a TAKIKC, 10 YKAa3aHUAM IMPCHIOAaBaTECIs, BBIIIOJIHUTE JOIIOJHHUTCIBHBIC
IMPAKTUYCCKUE 3alaHUA 110 TEME HpaKTquCKOﬁ pa6OTBI.

IIxana oyenku

No

Bannsr Onucanne

5

CTy,I[eHT MpeaoCTaBIsICT OTUYET HOHpaKTH‘leCKOfI pa60Te O(i)OpMJ'IeHHBIfI B CTPOIroM COOTBETCTBU
32-40 uc Tpe6OBaHI/I$IMI/I By3a. I[eMOHCTpI/IpyeT XOJ BBITIOJIHEHUS 3aJaHUsl, OTBEYACT Ha BOIIPOCHI 110 3
aTaHHIO.

CTyzeHT npeaocTaBisieT OTUYET MOMpPaKTHIecKoi paboTe o(popMIIEHHBIH B CTPOTOM COOTBETCTBH
26-31 U ¢ TpeOOBaHUAMU By3a. JleMOHCTPHPYET X0 BHIOTHEHHUS 3aJaHUsI, HO HE OTBEYAET Ha BOIPOC
bl 110 33/IaHHIO.

CTyIeHT MpeaocTaBisieT OTUYET MOMPAKTUYECKOM paboTe 0pOPMIIEHHBIH B CTPOrOM COOTBETCTBH
18-25 U ¢ TpeboBaHusAME By3a. Ho He cmocoOeH MpoAeMOHCTPHPOBATh XO1 BBITOIHEHHS 3aaHus, OTB
eyaeT Ha BOIPOCH 110 33/IaHHIO.

CTYIEHT MPeaoCTaBISIET OTYET MONPAKTUIECKON paboTe 0hOPMICHHBIN C OIIMOKAMH COOTBETCT
11-24 BUU ¢ TpeOOBaHUAMH By3a. HE IEMOHCTPUPYET XOJ BHIMOTHEHHUS 3aJaHNs, OTBEYAET Ha BOIIPOCHI
110 331aHUIO C HETOYHOCTSMH.

CTyIEeHTOM JIEMOHCTPUPYET OTYET, HO HE MOKET PacCKa3aad HU O BBIIOJHEHUM 3ajaHUsl, HU OT
BETHUTH Ha BOIPOCHI 110 HeMy. JInOo oTUeT He npenocTaBieH

5.3 KoHTpoJIbHBII TecT

1. K mpaBoBeIM MeTonaM, OOECTIEUMBAIOIINM HWH(POPMALMOHHYIO O€301acHOCTb,

OTHOCATCA:

a) Pa3paboTka arnmapaTHbIX CpeACTB 00ECIICUEHUS MTPABOBBIX JTaHHBIX

0) Pa3paboTka 1 ycraHOBKa BO BCEX KOMIIBIOTEPHBIX MPABOBBIX CETSX )KYPHAJIOB yUeTa
JeucTBUM

B) Pa3paboTka u KOHKpeTH3aus NpaBOBbIX HOPMATUBHBIX aKTOB OOeCTIeueHUs
0e301macHOCTH

2. OCHOBHBIMM MCTOYHHMKaMH YIrpo3 HH(OpPMALMOHHOW O€30MacHOCTH SIBJISIOTCS BCE

YKa3aHHBIC B CIIUCKE!:

a) XuleHue )XeCTKUX JUCKOB, MOAKIIOUEHNE K CETH, HHCAIIEPCTBO

0) [TepexBat JaHHBIX, XHUIIEHUE TAHHBIX, H3MECHEHUE aPXUTEKTYPhI CHCTEMBI

B) XHUIIEHUE TaHHBIX, OAKYI CUCTEMHBIX aIMUHUCTPATOPOB, HAPYIIIEHUE PETJIaMeHTa
paboTsl

3. Bunst undopmannonHoi 6€30mMacHOCTH:
a) [lepconanpHasi, KOpIOpaTUBHAS, TOCYJaPCTBEHHAS
0) Knuenrckas, cepBepHas, cereBas

B) JlokanbHasi, riio0aibHas, CMEIIaHHas

4. Uemu wuHpopManMOHHON 0€30MaCHOCTH — CBOEBpPEMEHHOE OOHapy»XeHHE,

peynpexaeHue:

a) HecaHKimoHMpOBAHHOTO JOCTYIA, BO3JICUCTBUS B CETH



0) UHcaiinepcTBa B OpraHu3alnuu
B) Upe3BbIYailHbIX CUTyallui

5. OcHoBHbIE 00BEKTHI HHPOPMALIMOHHON 0€30M1aCHOCTH:

a) KomnrorepHsle cetu, 0a3bl JaHHBIX

0) adopmanmoHHbIe CUCTEMBI, IICUXOJIOTHYECKOE COCTOSIHUE TTOJIb30BaTeNeH

B) busHec-opueHTHpOBaHHbBIE, KOMMEPYECKHE CHCTEMBI

6. OCHOBHBIMU pHCKaMH HH(POPMAIIMOHHOW 0€30MTaCHOCTH SIBJISIFOTCSI:

a) Mckaxenne, ymeHblIeHHE 00bEMa, IEPEKOANPOBKA HHPOPMALIUN

0) Texnuueckoe BMEIIATENbCTBO, BBIBEACHHUE U3 CTPOsi 000PYAOBaHUS CETH

B) [loreps, uckaxenue, yreuka nHGopMauu

7. K ocHOBHBIM npuHIMTIAM oOecrieueHust nH(HOPMAIIMOHHON 0€30IaCHOCTH OTHOCUTCS:
a) DKOHOMHYECKOH 3PPEKTUBHOCTH CUCTEMBI O€30TTaCHOCTH

0) MHoromiaThopMEeHHOW pean3aiyi CUCTEMBI

B) YcuieHMs 3aIUIIEHHOCTH BCEX 3BEHBEB CUCTEMBI

8. OcHOBHBIMH CyOBEKTaMU HHPOPMALIMOHHOM G€3011aCHOCTH SBJISIOTCS:

a) PykoBoguTenu, MEHEDKEPBI, aIMUHUCTPATOPbl KOMITAHUI

0) Opransl 1paBa, rocyaapcTBa, Ou3Heca

B) CereBble 06a3bl JaHHBIX, (haepBOILIBI

9. K ocHOBHBIM (DYHKIHSIM CHCTEMBI 0€30MTaCHOCTH MOYKHO OTHECTH BCE MEPEUHCICHHOE:
a) YCTaHOBJIEHUE PETIaMEHTa, ayIUT CUCTEMBI, BBISIBICHUE PUCKOB

0) YcraHOBKa HOBBIX O(HMCHBIX IPUIOKEHUH, CMEHA XOCTHHI-KOMITAaHUH

B) Buenpenue ayrentuduxanum, npoBepka KOHTAKTHBIX IaHHBIX MOJIb30BaTeNIEN
10. IlpuHnunom uHGOpPMALIMOHHONW O€30MaCHOCTH SIBJIETCS MPUHIIUI HEAOMYILIEHUS:
a) HeornpaBaaHHbIX orpaHu4eHuil mpu paboTe B ceTu (cucreme)

0) PrckoB 0€301MacHOCTH CETH, CHCTEMBI

B) [Ipe3ymniuu cekpeTHoCcTH

11. [IpyHIKMTIOM NOJIUTHUKYA UHPOPMALIMOHHON O€30MaCHOCTH SABISETCS MPUHIIHIIL:
a) HeBO3MO>KHOCTH MUHOBATh 3aLIUTHBIE CPEJCTBA CETU (CUCTEMBI)

0) YcuieHruss OCHOBHOTO 3B€HA CETH, CUCTEMBI

B) [TonmHOTrO GNIOKMPOBaHMUS AOCTYMA MIPU PUCK-CUTYAIUSIX

12. IIpyHUIMIIOM MOMUTHUKHU UH(DOPMALIMOHHONW O€30MaCHOCTH SIBJISIETCS MTPUHIINIIL:
a) YcuieHus 3alUIIEHHOCTHA CaMOT0 HE3alUIIIEHHOTO 3BEHA CETH (CUCTEMBI)

0) I[lepexona B OezomacHoe COCTOSHUE PaOOTHI CETH, CUCTEMBI

B) [ToHOTO MOCTYMA MOJIB30BATENEH KO BCEM PECYpPCaM CETH, CUCTEMBI

13. IlpuHUIMTIOM MOMUTUKH UH()OPMALIMOHHON O€30MMaCHOCTH SIBJISETCS MPUHLIUIL:



e a) Paznenenus nocrymna (00s13aHHOCTEN, TPUBUJICTH ) KIIMEHTAaM CETH (CUCTEMBI)
e 0) OgHOYpPOBHEBOU 3AIMTHI CETH, CUCTEMBI
° B) COBMCCTI/IMBIX, OIHOTHUITHBIX NPOrpaMMHO-TCXHUYCCKUX CPCACTB CCTU, CUCTCMBI

14. K 0CHOBHBIM THUIIaM CPEICTB BO3/ICUCTBUS HA KOMITBIOTEPHYIO CETh OTHOCHUTCSI:

o a) KommbroTepHslii cO0it
e 0) Jlornyeckue 3aKaaaKu («MHUHBI»)
e B) ABapuiiHOE OTKJIIOUEHHUE MUTAHUS

15. Koraa monydeH cnam 1o e-mail ¢ npuiaox€HHbIM (haiiom, CleayerT:

o a) [IpounTarh NpUIOKEHHE, ECITU OHO HE COJEPHKHUT HUYETO [IEHHOI0 — YAaJIUTh

e 0) Coxpanuts npuiiokeHue B nanke «Crnam», BeIACHUTD 3aTteM IP-anpec reneparopa
criama

e B) YIanuTh NMCHMO C IPUIIOKEHUEM, HE pACKphIBasi (HE UNUTas1) €ro

16. Ipuanun Kupxroda:
o a) CekpeTHOCTh KIIF0YA OIPEAETICHa CEKPETHOCTHIO OTKPBITOIO COOOIIEHNUS

e ©0) CexperHOCTH HHPOPMALIUHU ONPEETICHa CKOPOCTHIO NIEpeaayy JaHHBIX
e B) CeKkpeTHOCTb 3aKPHITOrO COOOIIECHUS OMPEEIIAETC CEKPETHOCTHIO KITF0Ya

17. OUII — sTo0:
e a) DnekTpoHHO-1MPOBOIT Mpeodpa3zoBaTelib
e 0) DnexTpoHHO-IM(POBAs MOANNCH

e B) DIEKTPOHHO-LU(POBOI MpoLeccop

18. Hambonee  pacmpocTpaHeHbl  Yrpo3bl  HMHPOPMAIMOHHOW  OE30MaCHOCTH
KOPIIOPATUBHON CHUCTEMBI:

e a) [lokynka HenmuuensuonHoro 10
e 0) OmunbOKM FKCIUTyaTallMM ¥ HEYMBIIIJIEHHOTO U3MEHEHUS PeKUMa PabOThl CUCTEMBbI
o B) Co3HarenbHOE BHEAPEHUE CETEBBIX BUPYCOB

19. Haubonee pacpocTpaHeHbl yrpo3bl HHHOPMAIIMOHHON 0€3011aCHOCTH CETH:
o a) Pacnipenen€HHblil JOCTYN KJIMEHTA, OTKa3 000py10BaHUs
e 0) MopanbHbIil U3HOC CETH, MHCAI1EPCTBO
o B) COo0if (0TKa3) 000pyIOBaHMS, HEJIETATHFHOE KOTTMPOBAHUE TAHHBIX

20. Haubonee pactipocTpaHeHbl CpeCTBA BO3ICUCTBUS Ha CETh oduca:
e a) Cnalwlif TpaguK, HHPOPMAIIMOHHBIM 00MaH, BUPYChl B UHTEPHET
e ©0) Bupycsl B ceTu, TOrHuecKue MUHBI (3aKiIa] 1K1 ), WHGOPMAIIMOHHBIN MepexBar
o B) KomnbiorepHsie cOou, U3MEHEHHE aJMUHUCTPUPOBAHUS, TOMOJIOTUN

21. Yreukoi I/IH(I)OpMaI_[I/II/I B CUCTCMC HA3bIBACTCA CUTYyallUs, XapaKTCPU3yCMa:

o a)[lorepeli naHHBIX B cUCTEME
e 0) smenenuem popmbl uHGOpMaIUU



o B) I3Menenunem conepxanus HHGOpPMALUU

22. CpoiictBamu wuH(pOpManuy, HauOoiee aKTyalbHBIMH TpU  OOECreYeHUuHr
MH(POPMALIMOHHOM O€3011aCHOCTH SIBIISIOTCSL:

e a) llenoctHOCTh
e 0) HdoctynHoCTh
e B) AKTyaJIbHOCTh

23. Yrpo3a uapopMaioHHO! cuctemMe (KOMITbIOTEPHOM CEeTH) — 3TO:

o a) BeposTHoe coObiTHE
e 0) llerepMuHMpPOBaHHOE (BCET/Ia ONPEACIEHHOE) COOBITHE
o B) [lepuoanyecku moBropsrouieecs COObITHE

24. Wudopmarus, KOTOPYIO CIEIyeT 3aluiarh (0 HOpMAaTHBaM, TMpPaBHUJIAM CETH,
CUCTEMBI), Ha3bIBACTCA:

e a) PernmameHTUpOBaHHOM
e 0) [IpaBoBoit
e B) 3amumiaeMou

25. Pa3HoBugHOCTAMH yrpo3 0Oe3omacHOCTH (CeTH, CHUCTEMBbl) SBISIOTCA BCE
NEPEYUCIICHHBIE B CIIUCKE:

e a) [IporpaMMHBbIe, TEXHHUECKUE, OPTaHU3aIMOHHBIC, TEXHOJIOTUICCKHE
e 0) CepBepHble, KIMEHTCKUE, CTYTHUKOBBIE, HA3EMHbBIC
e B) JInuHbIe, KOPNIOPATUBHBIC, COIIMATILHBIC, HAITMOHAILHBIC

26. OxoHYATENIbHO, OTBETCTBEHHOCTh 3a 3allMIIEHHOCTh JaHHBIX B KOMIIBIOTEPHON CETU

e a) Brnanenen cetu
e 0) AIMUHUCTpPATOp CETH
o B) [Tonp30Barens cetn

27. IlonuTrka 6€30MaCHOCTH B CUCTEME (CETH) — 3TO KOMILIEKC:

o a) PykoBoacTs, TpeOoBaHMii o0ecriedyeHHnss HE0OXO0AUMOTO YPOBHS O€30M1aCHOCTH
e 0) MHCcTpyKIMii, aITOPUTMOB MOBEAEHUS OJIB30BATEINS B CETH
e B) HopMm nndpopmanmonHoro npasa, coOII0AaeMbIX B CETU

28. Haumbonee BaxkHBIM MpU peaTU3ANMHM 3aAMUATHBIX MEP TOJUTUKH OE€30MaCHOCTH
SBJISIETCSL:

e a) AyaWT, aHAJIK3 3aTPaT Ha MPOBEACHUE 3ALTUTHBIX MEP
e 0) Ayaut, aHanu3 0€30MMacHOCTH
e B) AyauT, aHanu3 ysI3BUMOCTEH, PUCK-CUTYaIHil

Kpamkue memoouueckue ykasanus
[lepen pemieHreM TECTOB BHUMATEIBHO CIIEAYET O3HAKOMBCS C KaXKIbIM BOIPOCOM H
MpeayiaraeMbIMH  BapHaHTaMH OTBETOB. 3aTeéM HEOOXOJIWMO OMUPasCh Ha TEOPETHUYECKUU



MaTepuall, CBA3aHHBIM C TEMOM BOIPOCAa COIOCTaBUTH €r0 C NPUBEACHHBIMM BapUaHTaMU.
BeiOupaeTcst TOT OTBET, KOTOPBIH TOYHO OTpaXkaeT U3JI0KEHHbIE (PaKTHI.

IIxana oyenku
Ne | Bamer | Onucanue
1 CTyzieHT a1 BepHbIH OTBET Ha TECTOBBIN BOIPOC
1 0 CTyZIeHT J1ajl He BEPHBIH OTBET Ha TECTOBBII BOIIPOC




	rpd7_0.pdf
	rpd7_2.pdf

