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1 Hessp, nuiannpyemMble pe3yabTaThl 00y4eHHs 110 AUCHHUIINHE (MOLYJII0)

Llenpto ocBoenust mucuuiuimebl  «MH(bOopManmoHHas Oe30macHOCT, M 3alluTa
uHpopmanum» sABIseTcs (HOPMUPOBAHME Yy CTYJCHTOB CHCTEMBbl 3HaHMM B oOjactu
uH(pOpMaMOHHONW O€30MaCHOCTH M NPHUMEHEHHS Ha INPAKTUKE METOJOB M CPEJICTB 3alIUTHI
uHpOpMaLnu.

3amaun  OCBOEHMS JWCIMIUIMHBL  (OPMHpPOBAHME YMEHHUS OOECICUUTh 3aIIUTY
uHpopManuu 1 00beKTOB HH(pOpMaTH3aLKH; (OPMUPOBAHUE YMEHUS COCTABIATH 3asIBUTEIBHYIO
JOKYMEHTAIIMI0 B HAJ30pHBIE TOCYJapCTBEHHBIC OPTaHbl WHPOKOMMYHUKAIIMOHHOW OTpAaciy;
¢opMHpOBaHHE HABHIKOB BBIMOJHEHHS pPabOT B OOJIACTH TEXHUYECKOTO pPEryJIHpPOBaHUS,
cepTU(UKAMM TEXHHUYECKUX CPEICTB, CHCTEM, HPOLIECCOB, OOOpPYJOBAaHUS M MaTEPHAJIOB;
(dbopMUpOBaHNE HABBIKOB O0ECIICUEHUS 3aIUTH 00BEKTOB MHTEIUICKTYaIbHOM COOCTBEHHOCTU H
PE3YJIbTaTOB UCCIIEOBAaHUN U pa3padOTOK KaKk KOMMEPUYECKON TaliHBI TPEANPHITHS; HACTPOHKA U
o0CITy’)KMBaHHUE anmnapaTHO-IPOTPAMMHBIX CPEJICTB.

[TnanupyemMbpIMH pe3ynbTaTaMi 00yYEeHHUS O JUCHUILIHHE (MOAYIIIO), SBISIOTCS 3HAHHSA,
yMEHUS, HaBbIKU. llepeueHb MIaHUPYEMBIX PE3yJbTaTOB OOYUEHHS 10 JAUCHUILTUHE (MOJIYIIO),
COOTHECEHHBIX C IUIAHHPYEMBIMU pe3yJbTaTaMH OCBOCHHs 00pa30BaTEIbHON MNpPOTrpaMMBl,
npezcTasieH B Tabnuue 1.

Tabmuna 1 — Komnerenuu, popmupyemblie B pe3yinbTaTe U3YyYeHUS TUCITUTUIMHBI (MOIYIIS)

Pe3ynbTaThl 00y4eHUs MO TUCIUTUTHHE
Koxu Konun
HazBanue hopMyrpoBKa <
0
OIIOII BO, opmynmposka HHIUKaTOpa A
COKpaIlIeHHOC KOMIICTCHIINHN OJOCTHIXKCHUA peE3YIIb q)OpMyﬂI/IpoBKa pe3ybTara
KOMITETEHIIUHI
Tara
01.03.04 VK-8 : Cnocoben VK-8.28 : Bmageer | PJ1 3HaHHE | COBPEMEHHBIX 3aKOHOB,
«[Ipuknagnas | co3maBath U HaBBIKaMHU CTaHIapTOB, METOJIOB U
MareMaTHKa» | NoAAepKUBaTh B KYJBTYpBI TEXHOJIOTHH B 00JIaCTH
(b-IIM) IIOBCETHEBHON 0€e30I1aCHOCTH 1 3aIUTHl HHPOPMALUN
JKA3HU U B puck P10 | Ymenue | ympaBnsaTh HHGOPMAITHOHHOMN
popeCCHOHANTPHON | OPHEHTHPOBAHHBIM 0€30MaCHOCTHI0 OPTaHU3AIIH
NEeATEJIbBHOCTH MBIIUICHUEM TIO P11 Hagwix | BnageHus METOJaMU OIIEHKH
0Oe30macHbIe BOIIpocaM pHCKOB I/IH(l)OpMaLII/IOHHOi/'I
ycioBus 0€30IMaCHOCTH U 0e30MacHOCTH
JKU3HENIEATENILHOCTH | COXpaHeHUs PJI2 3HaHMe | TpeGOBAHMIA K 3awIuTe
JUTSL COXpaHEHUS OKpYyXKarolien HHPOPMALIUU ONPEACICHHOTO
MIPUPOJIHOM CpeJibl, cpenbl THIIA
0660136%1{“’[ PI3 | YMeHue | ucnonab30BaTh COBPEMEHHbBIE
yCTOMHHBOTO MIPOrpaMMHO-aNIapaTHbIE
pa3BuTHs 00IIeCTBA, CPEJICTBA 3ALIHTHI
B TOM YHCIIE IPU uH(opMaIHH
03€ U
yrp P14 YMmeHne | obecrieunBaTh 3aIIUTy
BO3HUKHOBEHUU
. uH(pOpMAITUH
Ype3BbIUANHBIX
. P15 HaBbix | BnajgeHus COBpeMEHHBIMHU
CUTyalui u
METOJIaMHU 00eCTIeUeHUS
BOEHHBIX sa (bopma
UTHI HHOOPMAITUH
KOH(MITUKTOB ol pMan
P16 | 3HaHme | coBpeMEHHBIX METOJOB U
CPEJICTB 3alUThI
nHpOpMaIN
PI7 | YMmeHue | aHanu3upoBaTh
WHPOPMALNOHHYIO
6€3011acCHOCTh OpPTaHU3aAIIH
P8 HaBbix | BiasgeHHs COBPEMEHHBIMU
TEXHOJIOTHSIMH M METOIaMHU
obecrnievueHus




HH()OPMAITMOHHOM
0€301MaCHOCTH OpraHu3aluu

P/19

3HaHue

COBPEMEHHBIX TEXHOJIOTHI,
METOJIMK M CPEICTB 3aIlUThI
nHpOpMAIN

B mpouecce OCBOCHMS IHUCUMIUIMHBI pELIAIOTCA 3aJadd  BOCIHMTAHMS TapMOHHUYHO
pa3BUTOM, MATPUOTUYHON U COLMAIBHO OTBETCTBEHHOW JIMYHOCTH HA OCHOBE TPAIUIIMOHHBIX
POCCHICKHX yXOBHO-HPaBCTBEHHBIX U KYJIBTYPHO-HCTOPUYECKUX LIEHHOCTEH, NIPEACTaBICHHBIC

B TaOnuie 1.2.

Tabmuua 1.2 — L{eneBble OpueHTHPHI BOCIIUTAHUS

BocnuTarteabHbIe 321244

DopMUpPOBaHUE LICHHOCT e

eneBble OpUEHTHPHI

®opMHpoBaHHe IPAKIAHCKON MO3MIMHA M MATPHOTH3MA

Bocnuranue ysaxxenus k Konctutyuu u
3akoHaM Poccuiickoit @enepanuu

rpa)I(Z[aHCTBeHHOCTL

,Z[I/ICIII/IHJ'II/IHI/IPOBE[HHOCTL

®opMupoOBaHUE

JAyXOBHO-HPABCTBEHHBIX IIEHHOCTEH

BocnuTanue 4yBcTBa 10Jra U
OTBCTCTBCHHOCTHU nepeﬂ CeMbeﬁ nu
00IIIECTBOM

Bbicokue HpaBCTBEHHBIE
H7eabl

Oco3HaHue HEeHHOCTH
npodeccuu

(I)OpMI/II)OBaHI/Ie HAYYHOT0 MUPOBO33PECHUA U KYJIbTYPbl MbINIJICHUS

PasBurne no3naBaTenbHOTO HUHTEepCCa U
CTPCMJICHUS K 3HAHUSIM

Cnyxenue OTeuecTBy U
OTBETCTBEHHOCTb 32 €0 CyIb0y

Co0bmroieHre MOpaTbHBIX
TIPUHITUTIOB

dopMUpOBaHNE KOMMYH

HKATUBHBIX HABBIKOB U KYJbTYPbI 0011eHHs

Pa3Butue ymenus apdexktuBHo o0ImaThHCs
U COTPYIHHYATh

Bsaumonomoris u
B3aMMOYBa)KECHHE

CnocoOHOCTh HAXOIUTh,
aHaJIM3UPOBATh U
CTPYKTYPHPOBATh
HHPOPMALIUIO

2 Mecto aucuuniaunbl (MoayJsi) B crpykrype OIIOIT

Hucuunnuna «MHpopManmonHas 6e30macHOCTh M 3aluTa HHGOpPMAlLMKW» BXOAMUT B
6a3oByro yacTh broka 1 Jluctumnimuel (Monynu) yd4eOHOTO TUIaHa.

3. O0beM AUCHUNJIMHBI (MOAYJIs1)

OO0vemM jaucHUIUIMHBL (MOJYJsI) B 3a4eTHBIX EAMHUIAX C YKa3aHHEM KOJHYEeCTBa
aKaJeMHYECKHX YacoB, BBIJIEJICHHBIX Ha KOHTaKTHYIO paboTy ¢ oOydaromumucs (10 BUIaM
y4eOHBIX 3aHATHI) U Ha CAMOCTOSITEIbHYIO paboTy, MpUBEIEH B Tabnuie 2.

Tabmuma 2 — O0mas Tpy10eMKOCTh JUCITUTITUHBI

dopma
CPC P

dopma (ig\gg)p eTl\fK}:i(; OO0BeM KOHTAKTHOM paboThI (Yac)
Hazpanue oGvie- Yacte
OIIOTI BO i v | R EPC
HUS (3P0, GE) Beero A opHa Breaynu-
03d0) o yAuropHai TOpHas

arTec-
Taluu




nek. | mpak. | ma6. | ITA | KCP

01.03.04
[Ipuxnagnas OO bl1.b 5 3 73 36 36 0 1 0 35 €]

MaTeMaTHUKa

4 CTpyKTypa M coJeprkaHue TUCUUIIMHBI (MOXYJIs1)

4.1 Ctpykrypa aucuuninabl (MoayJs) aiasst Q@O

TemaTuyeckuidl miaH, OTpakarOUIMI COACpPXKAHUE TUCLUUIUIMHBI (TIEpeueHb pa3/iesioB U
TeM), CTPYKTYPUPOBAHHOE 110 BUJIaM Y4E€OHBIX 3aHATHI C yKa3aHHEM UX 00bEMOB B COOTBETCTBUU
¢ y4eOHBIM IIaHOM, NpHUBeieH B Tabmuie 3.1

Tabmuma 3.1 — Pa3aensl qmucuurinHabl (MOIyIs), BUIbI y4eOHOH EATeIbHOCTH U (POPMBI
TeKymero Koutpodis s OPO

Kog pe- Kou-Bo yacoB, oTBeIeHHOE Ha
dopma
Ne HazBanue Temsl 3yJIbTaTa
Jlek [Ipaxt J1a6 CPC TEKYILEro KOHTPOJIs
00y4eHus
Beenenue B
1 | nadopmanmoHHyIO PJ1, P16 2 0 0 2 CobecenoBanue
6€301acHOCTb
IIpumenenue
MHQOPMAITMOHHBIX
TEXHOIOTHH AU H3YHCHHA OTHYET M0 MPAKTUYECKOH
2 | BOmpOCOB OpraHU3aIOHHO- PA1 0 2 0 3 P
pabote
MPaBOBOTO 00CCIICUCHUS
MH(OPMAIIMOHHOM
6e30MacHOCTH
IIpaBoBOe obecnieueHne
3 | undopmannonnoii PO1, P2 6 0 0 3 CobecenoBanue
6€30MacHOCTH
Hcnons3zoBanue PI3, o
P/i4, OTUYET I10 NPAKTUIECKOMI
4 | xpunrorpadHIECKUX CPEACTB P16 0 6 0 3 pabote
3aIuThl NHGOpPMAIMN PJIS, P19
OpraHu3aiioHHOE gﬁi’
5 obecnedenne . PA7, 6 0 0 3 CobecenoBanue
HHPOPMAIIMOHHOM P18
6e3omacHOCTH PIII0
P12,
PJl4,
Peanmuzanms paboTst PJ6, N
OTHYET MO0 MPAKTHYECKOH
6 | uH(bpPacTPyKTypHI OTKPHITHIX PA7, 0 6 0 3
o pabote
KITIOUCH P19,
PA10,
PI11
PJI3,
TexHu4yeckue cpeacTsa u P,
7 peat PJI5, 6 0 0 3 | Cobecenosanne
METO/IBI 3aIUTH HHOPMALNH P16
PA7, PJ19
8 CpencrBa creraHorpadpuu ajst PJIS, PJIO 0 6 0 3 OTYET 10 MPAKTUIECKON
3aIuTHl HHQOpMauu pabote
P13,
[IporpammHo-anmnapaTHbie P14,
CpeICTBa U METOBI P15,
9 | obecneuenus PI7, 8 0 0 3 CobecenoBanne
MH(POPMAIUOHHOM P8,
0e30MmacHOCTH P9,
P/11




P13,
PJi4,
Hacrpoiika 6e3onacHoro P/5, OTUET M0 NMPAKTUUECKOMN
10 0 8 0 3
CETEBOT0 COEANHEHUS P/8, pabote
PJ19,
P/11
PIS,
1 Kpunrorpapudeckie MeToabl P8, 8 0 0 3 CoGecenopatie
3aIUTHl HHQOpMAUU P19,
P11
P/3,
P14, .
AHTHBUPYCHBIE CPE/ICTBA OTHYET M0 MPAKTUYECKOH
12 PIS, 0 8 0 3
3aIUTHl HHQOpMAUU pabote
P19,
P11
Hroro no taéanue 36 36 0 35

4.2 Copep:xanue pa3aejoB U TeM AUCHUITUHBI (Moayas) Aias ODO

Tema 1 Bseoenue 6 ungopmayuonHyo 6e30nacnocme.

Conepxanne Tembl: MHpOopMmarmonHas Oe3onacHocTh. OCHOBHBIC TOHATHSA. Mopenu
UH(POPMALMOHHOM Oe30macHOCTH. Bupl 3ammuiaemol ”HPOpMAaLUy.

@dopMBI ¥ METOJBI TPOBEACHHS 3aHITHHA 10 TeMe, NMPUMEHSIEMbIe 00pa30BaTeIbHBIC
TEXHOJIOTUH: JICKITMOHHOE 3aHSTHE.

Bunbsl caMocTosATEIbHON TIOJTOTOBKH CTYJAEHTOB MO Teme: [1oAroToBKa K KOHTPOJIBHBIM
BOIIPOCaM coOeceI0BaHusl, MOATOTOBKA K MPOMEKYTOYHOM aTTECTAIMH.

Tema 2 Ilpumenenue uHGOPMAYUOHHBIX MEXHONO2UL O  U3VUEHUS BONPOCO8
OP2aHU3AYUOHHO-NPABOBO20 ObecneyeHUs UHPOPMAYUOHHOU OE30NACHOCTIU.

Conepxxanne Tembl: Mcnosnb3oBaHue 0a3 JaHHBIX JJIs HAXOXKICHUS M H3YyYCHHS
HOPMATHUBHBIX JIOKyMEHTOB B 00JIaCTH WH(OPMAIIMOHHON 0€301acHOCTH.

@opMbl U METOABI IMPOBEACHUS 3aHATUI O TeMe, MpPUMEHseMble 00pa3oBaTeIbHbIE
texHosioruu: [IpakTuueckoe 3aaanue.

Bunel camocToATEnpHOM NOArOTOBKM CTyIeHTOB o Teme: llogroroBka otuera 1o
IPAKTUYECKON paboTe, HOArOTOBKA K MPOMEKYTOUHOM aTTeCTallUH.

Tema 3 IIpasosoe obecneyenue uHGHoOpMayuoHHoU He30NaACHOCMU.

Conepxanne  Tembl:  OCHOBHbIE  HOPMAaTHBHO-TIPABOBBbIE  aKThl B 00JacTu
uH(popManoHHON Oe3omacHocT. I[IpaBoBble 0OcCOOEHHOCTH obOecrieyeHus: 0e30MacHOCTU
KOH(pHIeHIIMATbHON MH(OPMAIIMK U TOCY1apCTBEHHON TalHBI.

@opMBbI U METOABI TMPOBEACHUS 3aHATUH O TeMe, MPUMEHsEMbIe 00pa3oBaTeIbHBIE
TEXHOJIOTUH: JIEKITMOHHOE 3aHsATHE.

Bunpl caMmocTosTensHON MOATOTOBKU CTYIEHTOB 1o Teme: [1oaroToBka K KOHTPOJIBEHBIM
BOIIpOCcaM cobece0BaHusl, TOArOTOBKA K TPOMEXYTOUYHOM aTTeCTaliHy.

Tema 4 Hcnonvzoeanue kpunmoepaguueckux cpeocmes 3aujumol UHGOPpMayuu.

Copepxanne tembl: Co3nanue 3amupoBaHHBIX (DAilyIoOB U KPUNTOKOHTEHHEPOB U UX
pacudpoBaHue.

@®opMbl 1 METOJBI NPOBEJCHHS 3aHITUH MO TeMe, NMpUMEHseMble 00pa3oBaTeIbHbIC
TexHosioruu: IIpaktuyeckoe 3aganue.

Bunasl camocTosTENBHOM MOATOTOBKH CTYAEHTOB M0 Teme: IloaroroBka oruera Mo
NpPaKTUYEeCKOH paboTe, MOJArOTOBKA K MPOMEKYTOUHON aTTeCTaIUH.

Tema 5 Opeanusayuonnoe obecneuenue UHGOPMAYUOHHOU OE30NACHOCTL.



Conepxanne Tembl: OCHOBHBIE CTaHAAPTHI B 001acTH obecrieueHuss HHPOPMALMOHHOM
6e3onacHocTH. [lomuTrka 6e30macHOCTH. DKOHOMHUYECKast 6€30MacHOCTh MPEAIPHUITHS.

@opMbl U METOABI MPOBEACHUS 3aHATUI MO TeMe, MPUMEHsSEMble 00pa3oBaTeIbHBIE
TEXHOJIOTUH: JIEKINOHHOE 3aHATHE.

Buapl caMmocTosTensHON MOATOTOBKU CTYAEHTOB 1O Teme: [1oaroToBka K KOHTPOJIBHBIM
BOITPOCAaM coOece10BaHus, MOJATr0TOBKA K IPOMEXKYTOUHOHN aTTeCTalllu.

Tema 6 Peanuzayusi pabomul uHhpacmpykmypvl OMKpblmblX Kiioyell.

Copepxanue TeMbl: Co3naHue YAOCTOBEPSAIOIIEIO LIEHTPA, IE€HEpalus OTKPBITBIX U
CEKPETHBIX KJIIOYeH, co3qaHue CcepTU(GUKATOB OTKPBITHIX KIIOYEH, CO3/aHUE AIIEKTPOHHOMN
MOJINCH, IPOBEPKA IJIEKTPOHHOU MMOAIHCH.

@opMbl 1 METOJIbI MPOBEACHHS 3aHITUNA MO TeMe, MpUMEHseMble 00pa3oBaTeIbHbIC
texHosioruu: IIpakTuyeckoe 3aganue.

Bunel camocTosTensHOM MOArOTOBKM CTyAeHTOB Mo Teme: I[loaroroBka oryera 1o
NPaKTUYECKOH paboTe, MOArOTOBKA K IPOMEKYTOUHON aTTECTAIHUH.

Tema 7 Texnuueckue cpedcmea u Memoowl 3aujumsl UHGOpMaAyUuU.

Copep:xanne TeMbl: MHxeHepHas 3amuTa 00beKTOB. 3amuTa HHPOPMAIUH OT YTEUKH 110
TEXHUYECKUM KaHaJlaM.

@opMbl U METOJBI NPOBEACHHS 3aHITUN MO TeMe, MpUMEHseMble 00pa3oBaTeiIbHbIC
TEXHOJIOTHH: JIeKIInOHHOE 3aHsTHE.

Buner camocTosTenbHON MOJATOTOBKU CTYJAEHTOB 10 TeMe: [1oAroToBka K KOHTPOJIBHBIM
BOTIPOCaM coOece0BaHusl, MOATOTOBKA K MPOMEXKYTOYHOM aTTeCTaIIH.

Tema 8 Cpeocmesa cmezanozpaghuu 0 3auumuvl UHGOPMAYUU.

Copepxanue TeMbl: Vcronb30BaHue CPENICTB CTeraHorpaduu A 3alIUThHI (PailioB.

@dopMBI ¥ METOJBI TPOBEACHHS 3aHITHHA 1O TeMe, NMPUMEHSIEMbIe 00pa30BaTeIbHBIC
texHonoruu: [IpakTuueckoe 3aanue.

Buael camocToATenbHOM MOATOTOBKM CTYAEHTOB 1o Teme: l[loaroroBka oryera mno
MPAKTUYECKON paboTe, MOArOTOBKA K MTPOMEKYTOUHOM aTTECTAIINH.

Tema 9 Ilpocpammno-annapamuule cpedcmed u Memoovl 0becneyetust UHGHOPMAayUOHHOU
bezonacrocmu.

Copepxannie Tembl: OCHOBHBIE BUJbBI CETEBBIX M KOMIIBIOTEPHBIX yrpo3. CpeactBa u
METO/TBI 3AIIUTHI OT CETEBBIX KOMITBIOTEPHBIX YTPO3.

@opMBl U METOJBI TPOBEACHHS 3aHITUN MO TeMe, MpUMEHseMble 00pa3oBaTeiIbHbIC
TEXHOIOTHH: JIEKIIMOHHOE 3aHsTHE.

Bunel caMocTosTenbHON MOATOTOBKU CTYACHTOB MO Teme: [1oAroToBka K KOHTPOIBHBIM
BOTIPOCaM coOeceIoOBaHus, MOATOTOBKA K MPOMEKYTOIHON aTTeCTAIINU.

Tema 10 Hacmpotixa 6e3onacnoz2o cemesozo coeOuHeHus.

Copepxannie Tembl: Co3laHue 3alUIIEHHOTO KaHalla CBSI3U CPEJCTBAMHU BUPTYaIbHOMN
YaCTHOM CETH.

@opMBl ¥ METOJBI TPOBEICHHS 3aHITHI TO TeMe, MpPUMEHseMble 00pa3oBaTelIbHBIC
TexHojoruu: [IpakTrnaeckoe 3a1anue.

Bunel camocTosITenbHOM TOATOTOBKM CTyAEHTOB Mo Teme: l[loaroroBka oryera 1O
MPAKTHIECKON paboTe, OJrOTOBKA K TPOMEKYTOUHOM aTTECTAIIHH.

Tema 11 Kpunmoepaguueckue memooul 3auumuol uHghopmayuu.

Conepxanne Tembl: CHUMMETpUYHBIE M AaCCUMETPHUYHBIE CHCTEMBbl IIM(POBAHUS.
[Mudposble mnoanucu (OnekTpoHHble noAnmUcH). WHpacTpykTypa OTKpBITBIX —KIIOUEH.
Kpunrorpaduueckue npoToKoIbI.



@opMBI ¥ METOJBI TPOBEACHHS 3aHIATUN 1O TeMe, MpPUMEHSeMble 00pa3oBaTeIbHBIC
TeXHOJIOTHH: JICKIIMOHHOE 3aHATHE.

Buapl camocTosSTENbHON MOATOTOBKHU CTYJIEHTOB 1O TeMe: [1oAroToBka K KOHTPOJbHBIM
BOITPOCaM cOOECe0BaHMs, TIOITOTOBKA K MTPOMEKYTOUYHON aTTECTAIUH.

Tema 12 Aumusupychsie cpedcmea 3awumsl UHGopmayu.

Copneprxanue TeMbl: VM3ydeHne HACTPOEK CPeACTB aHTUBUPYCHOH 3aIIUTHI HHPOPMALIUH.

@opMbl U METOJBI NPOBEACHHS 3aHITUN MO TeMe, MpUMEHseMble 00pa3oBaTeiIbHbIC
texHosioruu: IIpakTuyeckoe 3aganue.

Bunel camocTosTensHOM MOArOTOBKM CTyAeHTOB mo Teme: lloaroroBka oTuera 1o
NPaKTUYECKOH paboTe, MOArOTOBKA K IPOMEKYTOUHOW aTTECTAIUH.

5 Meroauyeckne YyKazaHusl sl OOYYAIOIIMXCH MO M3YYEHHI0 M PpPealu3aluu
AMCUUIIMHBI (MOIYJIs1)

5.1 Meroanueckue peKOMeHAAUMH OOYYAWIIUMCH M0 M3YYEHHUI0 [UCUMIUIMHBI H 10
o0ecIeYeHN 0 CaMOCTOSITeJIbHOM padoThI

Texymias camocrositenbHas padoTa 1o Kypey «MubopMaonHas 6€301MacHOCTb 1 3aIInTa
uH(pOpMallMn» HampaBlieHa HA YIIyOJeHHe U 3aKperyieHue 3HaHUN, Ha pa3BUTHE MPAKTHUECKUX
YMEHUH U BKIIFOYAET TaKHe BUIBI padOT, KaK:

- paboTa ¢ JeKIMOHHBIM MaTepUaJIOM;

- paboTa c peKOMEHI0BaHHOM JINTEPATYPOIl MPH IMOATOTOBKE K MPAKTHYECKUM 3aHIATHSIM;

- IOJrOTOBKA K IK3aMEHY.

[Tpu nzyuennn qucuuumabl «MHGOpManonHas 0e30macHOCTh U 3aIUTa HH()OPMAIHH
PEKOMEHIIyeTCSI PEUTHHIOBas TEXHOJIOTUS OOydeHHus, KOTopas TO3BOJSET pean30BaTh
HENPEPBhIBHYI0O U KOMIUIEKCHYIO CHUCTEMY OLICHHMBAaHUS Y4YEOHBIX JOCTHUKEHUH CTYIEHTOB.
HenpepbpIBHOCTh 0O3HauaeT, YTO TEKyIIHE OIEHKH HE YCPEAHSIOTCS (Kak B TPaTUIMOHHOMN
TEXHOJIOTHH), @ HEMIPEPHIBHO CKJIAABIBAIOTCA HA MPOTSHKEHUU CEMecTpa MpU M3Y4EHUHU MEPBOTO
WK BTOpOro Moayisi. KomiuiekcHOCTh 03HavaeT ydeT Beex (hopM yueOHOM U TBOPUECKOM pabOoThI
CTYyJICHTa B TEUYEHUE CEMECTpa.

PelTHHT HampaBiieH Ha MOBBIIIEHUE PUTMUYHOCTH U 3()(PEKTUBHOCTH CaMOCTOSITENbHOMN
pabotel  cTyneHToB. OH  OCHOBBIBA€TCS Ha IIMPOKOM  HCIOJB30BaHUU TECTOB U
3aMHTEPECOBAHHOCTH KaXJIOTO0 CTYJIEHTa B IMOJy4Ye€HUH Ooyiee BBICOKOW OIIEHKM 3HAHUN MO
JUCLATIIINHE.

[TpuHIMOBI peTHHTA: HEMPEPBIBHBIA KOHTPOJb (B MJl€alie HAa KaKAOM U3 ayAMTOPHBIX
3aHATHI) W Tody4yeHHe Oosiee BBICOKOM OLIGHKM 3a paloTy, BBINOJHEHHYIO B cpok. [lpu
NPOBEICHUH NMPAKTUUYECKUX 3aHATHH HEOOXOIMMO NpeaycMaTpUBaTh IIUPOKOE HCIOIb30BaHUE
AKTHUBHBIX U UHTEPAKTUBHBIX (POPM (KOMIBIOTEPHBIX CUMYJISLIUMN, IETOBBIX U POJIEBBIX UTP).

PeliTuHr Britoyaet B ceOs J1Ba BUJAa KOHTPOJIS: TEKYIUH, MPOMEXYTOUHBIA U UTOTOBBIH
10 TUCLMIUIMHE.

Texymuit koHTponb (TK) - ocHOBHas 4acTh PeMTUHrOBOW CHUCTEMBI, OCHOBaHHAs Ha
OerjoM ompoce pa3 B HeAeNno Wik B JBe Heaenu. Dopmbl: OlieHKa 3a cady TEOPEeTHYECKUX
MHUHHM3a4€TOB, BBHIMOJIHEHUE WHAWBUAYAIBHBIX 33JaHUA M NpPaKTHUECKUX paboT. Bakueiimei
dopmoii TK, mo3Bomstomeld OMpPOCHTh BCEX CTYJAEHTOB Ha OJIHOM 3aHSITHU SBIISFOTCS
TEOPETUYECKUE MOAYJIH, HAa KOTOPBIX CTYAEHTHI CaMOCTOATEIBHO OTBEYAalOT HA BOIPOCHI IS
CaMOCTOSITEIIbHOM OIIEHKH.

KoHTponbHBIE BOMPOCH! AJISi CAMOCTOSITENIFHONW OLIEHKHM KayecTBa OCBOCHMS YUeOHOI
JUCLATIIINHBI

Tema 1. Benenue B uHpopMaIioHHyI0 6€30MaCHOCTb
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Noabkown

0.
. Kakue riaBHble rocyjapcTBEHHBIE OpraHbl B 00JacTy o0ecriedeHns HHPOPMALMOHHOM

Yro Takoe nHpopmarmoHHast 6e301macHOCTh?

[Tepeuncnute OCHOBHBIE YTPO3bl HH(DOPMAITMOHHOM 0€30MMaCHOCTH.
Kakue cymiecTByroT Moeny HHPOPMALMOHHON Oe301acHOCTH?
Kakue MeTozp! 3amuThl HHGOpPMALUK BBIIEISIOT?

Uro Takoe npaBoOBbIe METOIbI 3AIIUTHI HHPOPMALIUHU?

YTo Takoe OpraHU3alMOHHBIC METOBI 3aIUTH HHpOpMaHn?

Uro Takoe TEXHUYECKHE METO/IbI 3aIUThl HH(pOpMauu?

YTo TaKoe MmporpaMMHO-arnapaTHble METObI 3alUTH HHpOpMauu?
UYro Takoe KpunTorpapuuecKue METO bl 3alIUThI HH(pOpMAIN?

Yro Takoe puzndeckue METoAbI 3aUThH HHpopManuu?

Oe3omacHOCTH?
[lepeuncnure BUABI 3alIUIAEMON HH(DOPMAITUH.

Tewma 2. [IpaBoBoe obecrieueHre nHOOPMAITMOHHON OE30MTACHOCTH

IIpaBo. Mcrounuku npasa.

Kakue ocHOBHbIE 3aKOHBI B 00J1aCTH 3alUThl MHGopMauu B PO?

[lepeuncnure ocHOBHBIE LIenH U 3a1a4n PO B obmactu obecriedeHns THPOPMAMOHHOM
0e30MacHOCTH

Crpaterus HalMoOHAIBHOU Oe30macHoCTH. JloKTpruHA HHPOPMAITMOHHON 0€30ITaCHOCTH.
Yro Takoe KoHpHUAEeHMATbHAS HHPOopMaLus?

Uro Takoe nepcoHaibHbIE JAHHbIE?

B kakux ciaydasx BO3MOXHO MCIIOJIb30BaTh [IEPCOHAIbHbBIE JaHHbIE 03 coryacus
oOnanarens?

OxapakTepu3yiiTe OMOMeTpHUYECKHE JaHHbIE KaK IEPCOHAIbHbIC JaHHBIE.

Uro takoe npodeccruoHanbHas TaiiHa?

UYro Takoe ciyxeOHas TaitHa?

Uto Takoe KoMMepuecKas TaitHa?

Yo Takoe peKUM KOMMEPUECKOHN TalHbI?

Uro Takoe rocyiapcTBeHHas TaiiHa?

Onummre NpaBoBOM PEXUM roCyAapCTBEHHON TaliHBI.

©3-149.

®3-152.

®3-98.

@®3-390.

©3-395-1.

©3-126.

®3-374 u ®3-375.

[TocTanoBnenue npaButenbeTBa Nel119.

Tewma 3. OpranuzannonHoe odecredeHne nHHOpPMaIMOHHOM 0€301MacCHOCTH

Kakne ocHOBHBIE MEXTyHApOIHBIE CTAaHIAPTHI B 001acTH HHPOPMAITMOHHON
6e3omacHOCTH?

«OpaHxeBasi KHUTa»

ISO/IEC 15408.

Kak cBs3aHbI MEXTyHapOHbIE CTAHIAPTHI U cTaHAApThI PD?

I'OCT P UCO/M3K 27002-2012.

'OCT P UCO/MDBK 27005-2010.

CTO BP UBBC-1.1-2007. «Ayaut uHpopMaMOHHOI 0€30MacCHOCTI.
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PC BP UBBC-2.2-2009. «MeToauKa OIEHKH PUCKOB HapyIIEeHHs HH(OPMAIIMOHHON
0€30MacHOCTH.

ITpuxa3z ®Cb Ne378.

[Tpukaz ®CTIK Ne21.

[Tpuxa3z @CTOK Nel7.

[Tpukaz ®CTIK Ne3 1.

[Tpuxa3z @CTIOK Ne28.

ITpukaz ®CTIK Ne638.

[Tpuxa3z @CTIK Ne9.

ITpukaz ®CTIK Nel19.

ITpuxa3z I'octexkomuccuu Nel 14.

PykoBopsiiye 1oKyMeHThI [ 0CTeXKOMUCCHH.

Mepsl 3amuThl HHGOPMAIMH B TOCYAAPCTBEHHBIX HH(POPMAIIMOHHBIX CUCTEMaX.
(Metoanueckuii tokymeHT OCTOK).

Uro Takoe noimTHKa 0€30macHOCTH?

Cnyx06a 6e3onacuoctu npeanpusatus. CTpykrypa. OyHKuu.

TumoBast HHCTPYKIMS COTPYTHHKA 110 00ecreueHUI0 HH(POPMAIMOHHON 0€30MaCHOCTH.
DxoHoMHUYecKast pa3Benka. [[pOMBIIIICHHBIH MIMTHOHAXK.

Tewma 4. TexHuYeCKHUE CPEACTBA M METOIbI 3aITUTHI HHPOPMAITHH

Yro Takoe MHKEHEpHas 3aIiuTa 00beKTOB?

Kakum ciocoOom onuceiBaeTcs MHKeHepHas 3amuTa. OnucaTb MOJEINb.
Kakue cpenctsa NpUMEHSIIOTCS 1S 3alIMTHI 1-ro nepumMerpa?

Kakwue cpencta npuMeHSIIOTCS 1S 3aIUTHI 2-TO epuMeTpa?

Kakwue cpenctsa NpUMEHSIFOTCS 1S 3alMTHI 3-TO IepuMeTrpa’?
IToxapHbIE CUTHAJIM3ALUN.

OxpaHHbIE CUTHATIM3aLUU

buomerpus. buomerpuyeckue xapakTepUCTUKH.

Yro Takoe TEXHUYECKHE KaHaJIbl yTeUYKH HH(popMauu?

. [lepeuncivTe OCHOBHBIC BH/IbI TEXHHUECKUX KAHAIOB YTEUKH WHPOPMAITUU?

. Uto Takoe creunponepka?

. Uto Takoe crenuccienosanue?

. Uto Takoe crernoociaeaoBanme?

. Ilepeuncivte METOBI 3aMUTHI HHGOPMAITUN OT YTEUKU 0 3PUTEITHHOMY KaHAITY.

. [lepeuncrnure METOBI 3aIIUTHI HH(GOPMAIIUU OT YTEUKHU MO SJIEKTPOMArHUTHOMY KaHamy.
. [lepeuncivre METOBI 3aIUTHI HHGOPMAIIUN OT YTEUKHU T10 IJICKTPHUSCKOMY KaHaTYy.

. [lepeuncimte METOBI 3aTUTHI HHPOPMAITUN OT YTEUKH MO0 WHAYKIIHOHHOMY KaHATY

. [lepeuncrnure METOBI 3aIUTHI MH(OPMALIUY OT YTEUKHU IO MapaMEeTPUIECKOMY KaHaIy.
. [lepeuncivte METOBI 3aUTHI MHOPMAITUN OT YTEUKU MO BO3IYITHOMY KaHATYy.

. Ilepeuncnure MeTO B! 3aIIUTHI HHGOPMAIIUK OT YTEYKH N0 BUOPAIIMOHHOMY KaHAaIy.

. I[lepeunciure METOBI 3aUTHI HHYOPMAITUN OT YTEUKHU MO aKYCTOIICKTPHUSCKOMY

KaHaiy.

. Ilepeuncnure MeTOBI 3a1IUTHI HH(GOPMALIUU OT YTEYKU MO ONTHKO3JIEKTPOHHOMY

KaHaly.

. Ilepeuncnure cpeacTBa U METO/IBI 3aIIUTHI HHPOPMALIMK OT YTEUKH HH(pOpMAaLIUY B

TCJ'IC(I)OHHLIX JIMHHUAX.

Tema 5. [IporpamMHo-anmapaTHbIe CPECTBA U METOABI obecreueHus] HHPOPMALMOHHOM

0€30I1aCHOCTH

1.

UYrto Takoe mporpaMMHO-anmapaTHbIe CPEeICTBA 3alIUThl HHPopMarun?
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Kakue MexaHu3Mbl pealiu3yioT IpOrpaMMHO-aIIAPATHBIE CPEICTBA 3aIUThHI
uHpopmanun?

Kakue KoMITbIOTepHBIE YTPO3bI OE30MACHOCTH CYIIECTBYIOT?

Yro Takoe cereBas pazBeaka? Kakue MeToabl 3a1IUTHI IPOTUB HEE CYILIECTBYIOT?

Urto takoe unbekius? Kakue BUIbl HHbEKIMN CylIecTBYIOT? Kakue MeTo bl 3aUThI
IIPOTUB HUX CYILIECTBYIOT?

Urto Takoe oTka3 B o0cnyxxkuBaHuu? Kakue MeTo/1bl 3alIUThI POTUB HETO CYIIECTBYIOT?
OCHOBHBIE BU/IbI IPOTPAMMHBIX YSI3BUMOCTEH.

baknopsl.

UYro Takoe nepenosinenue 6ydepa? MeTo sl 3alUTHI.

. Uto Takoe nedexTsl HopMaTHBIX CTPOK? MeTO bl 3aIIUTHI.

. UTo Takoe 1es0uncIeHHbIe TepenoaHeHuss? MeToabl 3aluThl.

. Omubxu 06pabOTKH NCKITIOUEHUH. MeTOIbI 3alUThI.

. Bueapenue komana. MeTojpl 3alUTHI.

. HexoppekTHbie 00paboTku omrOok. MeToAb! 3aIUThI.

. 'oHkn. MeToan! 3aIIUTEI.

. BeinmonHeHue koja ¢ 3aBbIIIEHHBIMU TPUBHIIETHSIMH.

. Ataka «YenoBek 1o cepeluHe».

. Uto Takoe IP-cnydunr? Kakue MeToap! 3aIUTH TPOTHUB HETO CYIIECTBYIOT?

. ARP.

. DHCP.

. NAT.

. PAT.

. IPv4. IPV6.

. Uto Takoe ARP-ciyppunr? Kakue MeTo 11 3a1IUTHI TPOTHB HETO CYIIECTBYIOT?
. Uto Takoe DNS Cache Poisoning? Kakue MeTo/ bl 3a1IUTHI IPOTUB HErO CYIIECTBYIOT?
. Uro Takoe NetBIOS/NBNS spoofing? Kakue MeTo1bI 3aIIUTHI IPOTUB HETO

CYILIECTBYIOT?

VPN.

CouunanbHas UHXKEHEpUSL.

®poa. Metoibl 60psOBI ¢ HPOIOM.

UYro takoe ¢ummHr? Kakre MeTo bl 3aIlIUThI MPOTUB HETO CYIIECTBYIOT?
Kapaunar. MeTobl 3alIUThI OT KapAWHTA.
Darkweb.

DMZ.

AHOHUMA3EPBHI.

ITpokcu-cepsepsl.

Pe3epBHOE KONIMPOBAHHUE.

Honey pot.

DLP-cuctemsl. SIEM-cuctemsl.
CxaHnepsl 0€3011acCHOCTH.

CucreMbl 0OHApY>KEHUST BTOPKEHUI.
Cuctembl IpeAOTBpAIIEHUS BTOPKCHHI.
Bpenonocusie nmporpammel. KomnbsioTepHbie BUpychl. Buibl BUPYCOB.
OKCIUIOUTHI.

Mexanu3m paboThI BHpYcCa.
AHTHBUPYCHI. BubI aHTUBUPYCOB.
Mexanu3mbl pabOTH aHTHBHUPYCA.
MexceTeBoOM IKpaH.

Tema 6. Kpunrorpapuueckue MeTo1bl 31U TH HHPOPMAIUH



1. Yro takoe mmpp? Kakue Bumpl mudpos cymecTByroT?

2. Yto takoe cummeTpuuHbii mudp? Kakue cummeTpudHbie HQGPHI UCITOIB3YIOTCS
ceituac?

3. UYrto Takoe accumerpuunsblii mudp? Kakue accumerpuunblie mupbl UCIOIb3YIOTCS

ceituac?

[TpuHIMIT TOCTPOCHUS] CHMMETPUYHBIX MIHU(POB.

[TpuHIMIT TOCTPOCHUS ACCUMETPUIHBIX MHU(POB.

CrangaptHble UQPHL.

[Torounsie muUppPHI.

Uro Takoe xenr-pynkiusa? Kakue Bubl xem-GyHKINUNA Bl 3HaeTe?

Hepeso Mepkuna.

0. Yto Takoe nudposas moanucs?

11. ludposas noamnucs RSA.

12. ludpoas noanuck Inb-I"amans.

13. Yro Takoe HHPPACTPYKTypa OTKPBITHIX KIIOUEH?

14. J)Kvu3HeHHBI UK KIIF0Ya.

15. Ayrentudukanus, uaeHTU(HUKAIUS, BepHPHUKALNS, aBTOPU3ALIHSI.

16. IIpocrefinme TpOTOKOIBI UACHTU(DUKAITIH.

17. OcuoBHoii npotokon Kerberos.

18. IPSec.

19. Blockchain.

20. YUro Takoe creranorpadus? [lonstue creranHokoHTeHHepa.

21. Kakue BUIBI CTETAHOKOHTEHHEPOB CYIIECTBYIOT?

22. MeTonbl co3/IaHUsI CTETAHOKOHTEHHEPOB HA OCHOBE TEKCTOBOI HH(POPMAIIHH.

23. MeToabl co3/IaHusI CTETAHOKOHTEHHEPOB HAa OCHOBE BUICOMH(OPMAITUU M CTOTI/KaPOB.

24. Metonbl co3/1aHUsI CTETAaHOKOHTEHHEPOB Ha OCHOBE ayJIHMOUH(OpMaluu.

25. lludpoBsie BOJSHBIC 3HAKH.

HoOoo~No O A

OcnosHas 1ienb TK: cBoeBpeMeHHas OLieHKa YCIIEBaEMOCTH CTYAEHTOB, T00YXK1a01as UX
paboTaTh paBHOMEPHO, UCKJIIOYasl MaJlble 3arpy3Ku WU MEPErpy3KU B TEUCHHE CEMECTPA.

Jlex1mOHHbIE 3aHATHS JKEIaTeIbHO MPOBOJUTH B PEXKUME MIPE3EHTALUI ¢ IEMOHCTpaIel
IIPUMEHEHHS OCHOBHOTO MaTepuala, M3JaraéMoro B TeME. OTO CYIIECTBEHHO YJIYYIIAeT
JUHAMHUKY JICKIIH.

Ienecoobpa3Ho oOecneunBaTh CTYAEHTOB Ha 1-2 JeKUuU BHepea pa3fgaTOYHbIM
MaTepuajIoM B 3JIEKTPOHHOM BUE (CI0XKHBIE CXEMbl, TpaUKH, aHATUTHUECKNE UCCIETOBAHUS U
OTIOPHBINA KOHCNEKT). OCHOBHOE BpeMsl JIEKIIUH Jy4dllle TPaTUTh Ha MOJAPOOHbIE aHAIUTHYECKUE
KOMMEHTapUU U OCOOEHHOCTH MIPUMEHEHUSI PACCMaTPUBAEMOI0 MaTepuaa B NpopecCHOHaIbHON
JESATEIIBHOCTH CTYICHTA.

[IpakTueckue paboThI CleyeT NPOBOJUTH B KOMIIBIOTEPHOM KJlacce JIN0O B ayIUTOPUH
C  MYyJIbTUMEIUMHBIM  00OpYyIOBAaHMEM,  HCHONb3YSd  OPUTHMHAJIBHYHD  METOJUKY U
npodeccuoHanbHbIe MporpaMMbl. MOKHO peKOMEHI0BAaTh YCTAHOBKY OPUTHHAIBHBIX MPOTpaMm
Ha [IK cTyneHTOB M BBINIOJIHATE pAJ 3a4a4 JoMa. B aToM ciydae B Kiacce OCHOBHOE BHUMaHUE
KOHILEHTPUPYETCS] Ha METOJAMKE HUCIIOJIb30BAHMS HA3BAHHBIX MIPOrPaMM U aHAJIN3€ MOTYyYEHHBIX
pE3yJIbTaTOB.

[Ipomexyrounbiii koHTposib (IIK) - 3TO mpoBepka 3HaHUI CTYAEHTOB MO pa3aeny
nporpaMmel. @opmel: Onpoc MO TEOPUM COIVIACHO CIMCKY BOIPOCOB JUISI CaMOCTOSITENIBHOMN
OILICHKH YCBOEHHMSI MaTepHara.

Henp IIK: moOGyauTh CTYyIEHTOB OTUMTAThCA 3a YCBOGHHE paszjeia JAUCHUILUIAHBI
HAaKOMUTEIbHBIM 00pa3oM, T.€. CHaJaJia 3a IIepBbIi, 3aTeM 3a BTOPOH, 3aTeM 3a TPETUH pa3aesbl U
T.1. B KOHEYHOM UTOre MHOTHE CTYAE€HTHl MOTYT MOJYYUTh UTOIOBBIE OLIEHKH IO JTUCLUIUINHE
«aBTOMATOM).



Wtoroseiii koHTpons mo aucuuiummHe (MKJ[) - 3To mpoBepka ypoBHS y4eOHBIX
JIOCTMKEHUH CTYJIEHTOB MO BCEl nucHUIUIMHE 3a cemecTp. DopMbl KOHTpOs: sk3ameH. Llenb
UTOTOBOI'O KOHTPOJISA: MPOBEpKa 0Aa30BBIX 3HAHUN IUCLUIUIMHBI, MOJIYYEHHBIX IPU U3YyUYEHUH
MOJ1yJisl, JOCTATOYHBIX JJISl IOCTEAYIOUIEro 00yYeHusl.

Bomnpocs! k 9k3aMeny Ui OLIEHKH Ka4eCTBA OCBOCHHUS y4eOHOW AUCIUIUINHBI

1. llenmn rocyaapcTBa B 00acTu odecrieueHuss HHPOpMaIMOHHON 0€30MMacHOCTH.

2. OcHOBHBIE HOPMATUBHBIC aKThl PD, CBs3aHHBIE C TPABOBOM 3aLIUTON HH(POPMAIIHH.

3. Buibl KOMIBIOTEPHBIX MPECTYILIICHUM.

4. Cmocobbl ¥ MeXaHH3Mbl COBEpUICHHS HWH(POPMALMOHHBIX KOMITBIOTEPHBIX
MPECTYIJICHUM.

5. OcHOBHBIE MapaMeTpbl U YepThl MH(POPMAITMOHHONW KOMIBIOTEPHOW MPECTYIHOCTU B
Poccun.

6. Komnerorepusliii Bupyc. OCHOBHBIE BUJIbl KOMIIBIOTEPHBIX BUPYCOB.

7. MeTo/b1 3a1UThl OT KOMITBIOTEPHBIX BUPYCOB.

8. Tunbl aHTUBUPYCHBIX ITPOTPAMM.

9. 3amuTel OT HECAHKIIMOHWPOBAHHOTO jAocTymna. Maentudukanus u ayreHTUPHUKAIUSL
10JIb30BATEIS.

10. OcHOBHBIE YTPO3bl KOMITBIOTEPHOU 0€30MacCHOCTH MpU paboTte B ceTh HTepHeT.

11. Bugsl 3amuimaeMoit nHGopMarmm.

12. TocynapcTBeHHas TaifHa Kak 0COOBII BUJI 3alIUIIIAeMOI HHPOPMAITUH.

13. KornduaenuuanpHas nHGoOpMarms.

14. Cucrema 3amMThl TOCYAApPCTBEHHOM TAMHBI.

15. IlpaBoBOi1 pexxuM 3alUThl TOCYAAPCTBEHHOM TalHBI.

16. 3amuTa MHTEIIEKTYallbHOM COOCTBEHHOCTH CpPEACTBAMHM MATEHTHOTI'O U aBTOPCKOTO
npasa.

17. MexayHapoaHOE 3aKOHOAATEIHCTBO B 00JACTH 3aIUTHI HH()OPMALIUH.

18. TIporpammHO-anmapaTHbIe CpeCTBa obecriedyeHUs HH()OPMAIIMOHHOW O€30MTaCHOCTH B
MH(OPMAILIMOHHBIX CETSX.

19. CummMeTpudHbIe TH(PHI.

20. AccumeTpHuuHbI€ MUPPHI.

21. Kpunrorpagpuyeckue npoTOKOJIbI.

22. Kpunrorpapuueckre Xen-) yHKIHH.

23. DneKTpoHHAas MOAHCH.

24. Opranu3zaimoHHoe obecrneueHne HHPOPMAIIOHHON 0€30MacHOCTH.

25. Cnyx0a 6€301MacHOCTH OpPTraHU3alINN.

26. Metozp! 3auIuThl UHPOPMAITUHU OT YTEUKH B TEXHUYECKUX KaHAaX.

27. ImxeHepHas 3aI1MTa U 0XpaHa oObEKTOB.

Pacnipenenenne oO0beMOB pazIMYHOrO BHUAA KOHTPOJIEH MOYKHO MPOMIUIIOCTPUPOBATH
cienyomuMu udpamMu Ha MPUMEPE CEMECTpa: TEKYIIHMH KOHTPoJb — 40 yCIOBHBIX OaylioB;
IPOMEXKYTOUHBIA KOHTPOJIb - 30 YCIOBHBIX 0aJIJIOB; HTOTOBBIM KOHTPOJIb - 30 yCIOBHBIX OasIoB.
Bes mucummnnaa onenuBaercs B 100 yCcliOBHBIX OaiioB, €CiIM BCSI TUCHMIUIMHA OIICHUBAETCS
udpoit, orauuHoi ot 100 G6anmioB, TO MOA YCIOBHBIM OaljioM clieyeT MOHUMATh MPOLEHT OT
MaKCHMaJIbHOTO YKClia OAJIIOB.

ITpu 3TOM NIEeHCTBYET ciieyromas CucTeMa MepeBoia PEUTHHIOBBIX (YCIOBHBIX) OaylIoB B
OOBIYHYIO ITKATTY Ka4e€CTBEHHBIX OIEHOK: «OTaudHo» (5) - 91—100 yCI0BHBIX 0aIOB; «XOPOIIOY
(4) - 75-90 ycnoBHBIX 0OaiioB; «YIOBIETBOPUTEIbHO» (3) - 61—74 yClOBHBIX OaIoB;
«HeynosnerBoputenbHO» (2) - < 61 ycIoBHBIX 0aioB.

[TpuBenennsie nUdPBI TOBOPAT O TOM, YTO Ha JIFOOOH cTaguu 00y4eHHe CTy/I€HTa MOXKHO
CUMTaTh YJOBJIETBOPUTEIbHBIM, €CIIM OH HaOupaeT He MeHee 61 ycioBHbIX OamioB. Tak,
Hanpumep, HaOpaB B xoxe TK wu IIK 61 OamnoB, cTyZeHT rapaHTupyer cebe OLIEHKY
«Y 1OBJIIETBOPUTETHLHOY.



5.2 OcobGennocTn OopraHm3anvm Oﬁy‘leﬂl/lﬂ Jig JIMI € OrpaHMY€HHBIMH BO3MOKHOCTAMH
3A0POBbS U HHBAJIU/A0B

[Tpr HEOOXOIMMOCTH OOYJAIOIIUMCS U3 YUCIIA JIUI C OTPAHHYEHHBIMA BO3MOYKHOCTSIMU
3JI0POBBS U HHBAIHIOB (110 3asBJICHHUIO 00YYArOIIErocs) MPeI0CTaBIIsIeTCs yueOHas
uH(pOpMAIIKs B JOCTYIMHBIX (pOpMax ¢ y4eTOM MX WHANBUAYAIBHBIX MICUXO(DU3MIECKIX
0COOEHHOCTEH:

- JUIS JIULL C HAPYLIEHUSIMU 3PEHUS: B TIeUaTHOU (hopMe yBeTMUEHHBIM LIPUPTOM; B hopme
AJIEKTPOHHOTO  JIOKYMEHTA; WHMBUlyaJIbHbIC KOHCYJIbTAIIUU c MIPUBJICYCHUEM
TUdI0CYpIOTIEPEBOIUNKA; HHANBUAYAIbHbIC 331aHUS, KOHCYIbTAIMH U JP.

- JUTsL JIMIT C HAPYIIEHUSIMU CITyXa: B TIedaTHOU (hopMme; B (hopMe 3JIEKTPOHHOTO JOKYMEHTA;
WHJIUBUlyaJIbHbIE KOHCYJbTAallUW C NPHUBJICUYECHUEM CYpPAONEPEBOIUNKA; HWHANBUIYAJIbHbIC
3a/1aHus], KOHCYJbTAllUU U Jp.

- 17151 JIUI] C HAPYILIEHUSIMU OMIOPHO-JIBUTATENILHOTO armapaTta: B ne4atHoii oopme; B popme
AJIEKTPOHHOTO JOKYMEHTA; WHIUBUIyAJIbHBIC 33/IaHUsI, KOHCYJIbTAIIUU U JIP.

6 @oHa OLEHOYHBIX CPEACTB JIfl MPOBeIeHUs] TEKYIIero KOHTPOJISl M MPOMeKYTOYHOI
arrecTauMu 00y4aroIMXCcs M0 JUCUMILINHE (MOTYJIIO0)

B cootBerctBum c¢ tpeboBanusmu DPI'OC BO pans arrectanuu 0oOydaroImIUXCs Ha
COOTBETCTBUE WX IEPCOHATBHBIX JIOCTMIKCHUH IUTAHUPYEMBIM pe3yiibTaTaM OOYYCHHS I10
JTUCIUILIMHE (MOJIYJI0) CO3/1aHbl (JOH/IBI OLIEHOYHBIX CPEICTB. THUIMIOBBIE KOHTPOJIbHBIC 3a/1aHNUS,
METOJIMYECKUE MaTepualibl, OINPEIACIAIONIME MNPOUEAYPhl OLUECHHUBAaHUS 3HAHWM, YMEHHUU H
HABBIKOB, & TAKXKE KPUTEPUH U IOKA3aTeNH, HEOOXOJUMbIE JJIsl OLICHKH 3HaHUH, yMEHUN, HABBIKOB
U XapakTepu3yllnue dTambl (HOPMHUPOBAHHS KOMIIETCHIIMH B  IPOIECCE OCBOCHUS
00pasoBarebHOI MTPOrpamMMBbl, IpeAcTaBicHsbl B [Ipunoxennn 1.

7 Y4eOHO-MeTOAMYeCKOe M HH(POPMALMOHHOE o0ecneyeHue TUCHMIINHBI (MOYJIs1)

7.1 Ocnoenas numepamypa

1. 3amura undopmaruu : yuedbnoe nmocooue / A.Il. XKyk, E.II. XKyk, O.M. Jlenenrkun,
A.N. TumomkuH. — 3-¢ u3a. — Mocksa : PUOP : UHOPA-M, 2023. — 400 c. — (Bricmiee
obpaszoBanue). — DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-369-01759-3. - Tekcr :
anekTpoHHbIH. - URL: https://znanium.ru/catalog/product/1912992 (lara oOpamienus -
05.09.2025)

2. Pauenko, T. A. IndopmarmonHas 6€301acHOCTb : yueOHO-MeTouueckoe nocooue / T.
A. Paueuxo. — Tomestrn : TI'Y, 2024. — 135 c¢. — ISBN 978-5-8259-1612-5. — Tekcr :
AIIEKTPOHHBIH // Jlanb : 3JIEKTPOHHO-OUOINOTEeYHAs CUCTEMA. — URL:
https://e.lanbook.com/book/427130 (mara obOpamenus: 09.09.2025). — Pexum goctyna: s
aBTOPH3. MOJIb30BATENCH.

3. PomanpkoB B.A. Benenne B kpuntorpaduio : YueOHoe mocobOue [DIeKTpOHHBIN
pecypc] : WsmarenbctBo  DPOPYM | 2022 - 240 - Pexum  jgoctyma:
https://znanium.com/catalog/document?id=400556

7.2 Jlonoanumenvhas numepamypa

1. Axwmapos, I1.b. KoaupoBanue u 3ammura nHpopmanuu : yuebnoe mocooue / I1.B.
AxmapoB .— MWxeck : ®I'BOY BO MWxesckas I'CXA, 2016 .— 136 c. — URL:
https://lib.rucont.ru/efd/363163 (nara ob6pamenus: 04.08.2025)



2. babam, A. B., Mudopmammonnas Oe3zomacHocTh. JlabopaTOpHBI NpakTUKyM +
ellpunoxenue : yaebnoe nocobue / A. B. babam, E. K. bapanoga, }0. H. MensaukoB. — Mocka
: KnoPyc, 2022. — 131 c¢. — ISBN 978-5-406-10084-4. — URL: https://book.ru/book/944619
(mara obpamenust: 09.09.2025). — TekcT : AIEKTPOHHBIH.

3. Menbaukos, B. 1., Undpopmanmnonnas 6e3onacHOCTb. : yueOHUK / B. I1. MenbHUKOB,
A. U. Kynpusnos, ; nox pex. B. I1. MensnukoBa. — Mocksa : KaoPyc, 2021. — 267 ¢. — ISBN
978-5-406-08259-1. — URL: https://book.ru/book/939292 (nmata obpamenus: 09.09.2025). —
TeKCT : AIeKTPOHHBIN.

4. TIporpammHoO-amnmaparHas 3amura uHpopMauu : YueOHoe mocobue [DIeKTPOHHBIH
pecypc] : HzmarenbctBo DPOPYM , 2019 - 352 - Pexum  gocryma:
https://znanium.com/catalog/document?id=340852

7.3 Pecypcol unghopmayuonno-menekommynuxayuonnou cemu '""Hnmepnem',
6KII0uas npogeccuonanbHvle 0azvl OAHHBIX U UHDOPMAUUOHHO-CRPABOUHDLE
cucmemul (npu HeodXO0UMOCMU):

1. CIIC KoncynwsrautlLmtoc - Pexum mocryna: http://www.consultant.ru/

2. DnextpoHHas Oubnuoreynas cuctema ZNANIUM.COM - Pexum pocryna:
https://znanium.com/

3. DnextpoHHO-0MbIMOTeyHast cuctema "BOOK.ru"

4. DnextpoHHO-OnbOMMOTEeUHas cucrema "ZNANIUM.COM"

5. DnextpoHHO-0MbMMOTEeYHas cucrema "JIAHB"

6. DnekrpoHHO-OMOMMOTeYHas cuctema "PYKOHT"

7. Open Academic Journals Index (OAJI). [Ipodeccuonanbnas 6a3a naHHbIX - Pexxum
nocrymna: http://oaji.net/

8. Ilpesumenrtckas OuOmmoreka wuM. b.H.Empumaa (6a3a JgaHHBIX — pa3IMYHBIX
npodeccnoHabHBIX o0nacteil) - Pexxum moctyna: https://www.prlib.ru/

8 MarepuajbHO-TeXHHYECKOe oO0ecrevyeHHe IUCHUILIMHBI (MOAYJs) W IepeveHb
MH(OPMALMOHHBIX TEXHOJIOTHI, MCNOJb3yeMbIX NPH OCYHIECTBJIEHHH 00pa30BaTeJbHOIO
npouecca no JUCHUIVINHE (MOAYJII0), BKJIIOYas epeYeHb NPOrpaMMHOro odecreveHust

OcHOBHOE 000pYIOBaHUE:

e Byanp-I'eHeparop akyCTHUECKMX U BUOPOAKYCTUUECKUX MIOMEXOBBIX CUTHAJIOB

e MynbT. MeauiiHbplii koMmIiekT Ne 2: IIpoekrop Panasonic PT-LX26HE, motonounoe
kpemieHne Tuarex Corsa, kiemmHbli Moaynb Kramer WX -1N, konnektop VGA, 3kpan Lumien
Ecopicture

e [TepconanbHbiit kommbrotep Nel "B-tronix professional 3872\2015"

e Cmapt-AB (ma ©Oaze CKM-21.2)- IIporpamMmHO-anmapaTHbiii KOMIUIEKC OILCHKH
3G(EeKTUBHOCTH  3alMTHl peyeBOM MHQOpPMAIMK OT YTEYKH MO aKyCTUYECKOMY U
BUOPOAKYCTHUECKOMY KaHajlaM

e Conara-P3.1 CpeactBo akTUBHOM 3alUTHl HH(POPMALIUK OT YTEUKH 3a CUET MOOOYHBIX
AIIEKTPOMArHUTHBIX KOJIEOAHUH U HAaBOJOK

e Cniektpoananuzarop IFR2397

IIporpamMmmHoe o0ecIieyeHue:

e Microsoft Windows 7 Ultimate Russian
o VMware Workstation 9 for Linux andWindows




MUHOBPHAYKHU POCCHUN
BJIAJIUBOCTOKCKMII TOCYJIAPCTBEHHBI YHUBEPCUTET
KA®EIPA THOOPMALIMOHHOM BE30IIACHOCTHU
@DOoH/] OLIEHOYHBIX CPEICTB
JUISl IPOBEJICHUSI TEKYILET0 KOHTPOJISt
Y IPOMEXKYTOYHOM aTTECTAlMU MO TUCHUILINHE (MOIYIIIO)

NHOOPMALNMNOHHASA BE3OITACHOCTD U 3AINUTA UTH®OPMALIUU

Hanpasnenue u HanpaBiIeHHOCTh (IPOQIIIB)
01.03.04 INpuknannas maremaruka. Lludposas skoHOMUKa

I'ox nabopa na OIIOII
2023

dopma 00ydeHus
OuHas

Bnagusoctok 2025



1 Ilepedennb (popMHEpyeMbIX KOMIIETEH M

Haszsanne OITOII BO,
COKpalleHHOe

Kon u popmynupoBka KoMHeTeHIN

nu

Kon u popMynrpoBka HHANKATOPA TOCTIKCHUS
KOMITCTEHITHU

01.03.04 «IIpuknanHa
s MaTeMaTHKa»
(B-IIM)

VK-8 : Criocob0eH co3aBars 1 Mo
JIEp)KUBATh B IOBCEJHEBHOM KHU3HU
1 B Ipo(ecCHOHANILHOM JeATeIbHO
CTH Oe30macHbIe YCIOBHS KHU3HEE
ATEILHOCTH JUIsl COXPaHEHUS! IPUPO
JTHOM cpejibl, 00ecredeHns ycTonun
BOT'O Pa3BUTHUs OOLIECTBA, B TOM YU
CJIe TIPH Yyrpo3€ ¥ BO3HUKHOBEHHUH U
pe3BBIYANHBIX CUTYallUi U BOCHHBI
X KOH(JIMKTOB

VYK-8.2B : Biageet HaBBIKaMU KyJIbTYpHI Oe3011a
CHOCTH U PUCK OPUEHTHUPOBAHHBIM MBIIICHUEM
I10 BOIIpOcaM 0e30MacHOCTH M COXPaHEHHS OKPY
JKaroUe cpenbl

KOMHeTeHHI/IH CUHNTACTCA C(l)OpMHpOBaHHOI;'I Ha JaHHOM 3TaIl€ B CJIydac, €CJIU IIOJIYYCHHBIC
PE3YyIbTAaThI 06yqu1/m o AUCHUIIIIMHEC OLCHCHBI ITOJOXKHTCIBbHO (I[I/IaHaSOH KPUTCPUCB
OLICHUBAHU PE3YJILTATOB 06yquI/m «BAaYTCHO», KYAOBJIICTBOPHUTCIIBHO», «XOPOLIO», ((OTJ'II/I‘IHO»).
B ClIyd4ac OTCYTCTBUSA IMOJIOKUTECILHOM OICHKHW KOMIICTCHLMA Ha JAaHHOM 3J3Tall€¢ CUYUTaCTCsA

Hec(OPMUPOBAHHOM.

2 Iloka3aTe/iM OLlEHNBAHUS IVIAHUPYEMBIX Pe3yJIbTaTOB 00y4eHHus

Komnerenmust YK-8 «Croco6eH co3naBaTh ¥ MOJEPKUBATh B TOBCEAHEBHOM KU3HU U
B MMPOeCCUOHAIBHOM JIEATETLHOCTH O€30MacCHbIC YCIOBUS JKU3HEACATEILHOCTH JIJIsl COXpaHEHUS
MPUPOIHOI cpesibl, 00ecTieueHusl yCTOMUMBOrO pa3BUTHS OOIIECTBA, B TOM YHCIIE IPU YTPoO3e U

BO3HUKHOBEHUH YPE3BbIYAMHBIX CUTYallUll U BOCHHBIX KOH(IMKTOBY

Ta6muma 2.1 — Kpurepuu OlleHKH WHIUKATOPOB JIOCTHKEHUS KOMITCTCHIINH

Kon u popmynmpoBka HHAMKAT
opa JOCTH)XEHHS KOMIIETCHIINU

Kputepun oneHHBaHMS Pe3yabT
aToB O0yJYCHUS

VYK-8.2B : Bnameet HaBbIKAMH K
YIIBTYpBI 0€30IIACHOCTH B PUCK
OpPUCHTHUPOBAHHBIM MBIILICHUE
M TIO BOIIpOcaM 0e30MacHOCTH
U COXpaHEHUS OKPY)KAOIICH Cp
eJIbl

CoopmupoBasiieecs: cucTeMar

MYECKOE 3HAaHHE COBPEMEHHBIX

3aKOHOB, CTAaHJAPTOB, METOJIOB

Y TEXHOJIOTUH B 00JIACTH 3aIHT
Bl HHpOpPMAIUN

CdopmupoBasmieecs cucteMat

HYeCcKoe 3HaHUE TpeOOBaHUH K

3ammTe MHQOPMAITIH OTIpeieie
HHOT'O THIIA

CdopmupoBabieecs: cicTeMar

MYeCKOe YMEHHE HCIIOb30BaTh

COBPEMEHHBIE MPOTrPAMMHO-AIIIT
apaTHbIe CpeCTBA 3aIUThHI HH(D
OpMaLyu

PesynbraThl 00y4eHUs 110 TUCIUITIHHE
Ko | Tmu
Il I
pe | pe Pesynbrar
3- | 3-
Ta | Ta
Pl 3H | coBpeMeHHBIX 3aKOHOB, CTaH/a
1 aH | PTOB, METOJIOB U TEXHOJIOTHHI B
e | obmactd 3amKTH MHPOPMAITIH
3H .
P/ - TpeOOBaHUH K 3amuTe HHPOpM
2 e | UMM OTIPENIENIeHHOro THIA
v
PIL | ae HCIOJIb30BATH COBPEMEHHBIC P
3 | OTPAMMHO-AMapaTHbIe CpesicT
o Ba 3aIIUTHI HHPOPMALIUT
v
P/l | me | obGecrieunBath 3amUTy HHPOPM
4 HU | amuu
e

CdopmupoBabieecs: cHcTeMar
MYECKOE YMEHHE 00eCIIednBaTh
3amuUTy HHOOPMAIIH




CdopmupoBasiieecs: cucremar
Ha | BnageHust COBpeMEHHBIMU METO
P MYECKOE BJIaJICHUE COBPEMEHHEI
BbI | namu o0ecrieueHHs 3alUThl UH
5 MH METOIaMH oOecIieueHus 3a
K ¢dbopmarmn
IIUTH THPOPMALTNU
3 Cdopmuposasimieecs cuctemMar
P ap | COBPEMCHHBIX METOJIOB H CPE/IC | MECKOE 3HAHHE COBPEMCHHBIX
6 v | TB 3AUWATH nHpOpMannuu METOJIOB ¥ CPEZICTB 3aLIUTHI HH
dopmarmun
Y Cdopmuposasmieecs cuctemMar
P/l | me | aHanu3upoBaTh HHPOPMAIMOHH | MUECKOE YMEHHE aHAIN3UPOBAT
7 HU | yro 6€30IacHOCTH OpraHM3alud | b HHPOPMAIMOHHYIO Oe30TacH
e OCTh OPTaHH3ALIH
Cdopmuposasimeecs cuctemMar
BJIAJICHUS] COBPEMEHHBIMHU TEXH
Ha MYECKOE BIIaJICHUE COBPEMEHHEI
PA OJIOTHSIMU ¥ METOJIaMH 00ecTied
BBI . MU TEXHOJIOTHSIMU M METOJIaMHU
8 eHus1 HH(pOpMaIMOHHOH Oe30ma
K obecrieueHnst HHPOPMAITIOHHO
CHOCTH OpraHH3aLuH N
11 6€30aCHOCTH OpraHu3aliu
. CcdopmupoBasiieecs: cucremar
3H | COBPEMEHHBIX TEXHOJIOTHIA, MET
P/ MYECKOE 3HAHUE COBPEMEHHBIX
aH | OJMK U CPEICTB 3aIUTH HHPOP N
9 TEXHOJIOTUH, METOZMK U CPEACT
ue | Mauuu
Ba 3aIUTHl HHPOPMAITUH
Y Cdopmuposagiieecs: CuCTeMaT
P/l | me | ynpaBusaTh nHpOpMALMOHHOM O | MYeckoe yMEHHE YIPaBISTh UH
10 | HE | e30macCHOCTHIO OpTaHU3AINA (bopManOHHOH OE30MaCHOCTh
e 10 OpraHu3alyu
CcdopmupoBasmeecs: cucremar
Ha | BmageHust MmeToiaMy OLICHKH pU
P N HYECKOE BJIaJIEHUE METOJAMHU O
BHI | ckOB MH(OpMAIMOHHOH Oe30ma
11 LEHKH PHCKOB HHPOPMAITHOHHO
K CHOCTH o
it 6e30macHOCTH

3 IlepeyeHb OLICHOYHBIX CPEICTB

Tabnuua 3anonHseTCsS B COOTBETCTBHH ¢ paszesioM 1 PaGoueli mporpaMmbl JUCIUATUTHHBL
(Moyist).

Tab6muma 3 — [lepeyeHpb OIIEHOUHBIX CPEACTB MO IUCIUILIAHE (MOIYITIO)

KonTponupyemble muiaHupyeMble pe3

YJIBTaThl O0ydeHHS

HaumenoBanue o1ieHOYHOTO CpeACTBa U mp

KoHTponupyemble TeMBI

encrasienne ero B POC

HUCIUIIIINHBI

Texkylmui KOHTPOJIb

ITpomexyrounas at

TeCTalMs
Ounast popma oOyueHUst
P/1 3HaHUE : COBPEMEHHBIX 3a TpakTHueckas pago Co6
KOHOB, CTaHJapTOB, METO LB Ta obeceioBaHne
. .1. Beenenue B unopma
JIOB M TEXHOJIOTUI B 00J1a A 5 bop
IIUOHHYIO 0€30MaCHOCTh
CTH 3aIIUTHI HHGOPMALIMT
m (opman Tect CobecenoBanne
1.2. IIpumeHenue I/IH(l)OE) IMpaktryeckas pado Cob
MAaIMOHHBIX TEXHOJIOT U Ta ooeceioBanne
JUTSL U3yUYCHHS BOTIPOCOB O
PraHu3aIHOHHO-TIPABOBOT
0 oGecrieuenus uupopma | TecT CobecenoBanne
LIMOHHOM 6€30MacHOCTH
IIpaktrueckas pado
Tap p CobecemoBanue




1.3. [IpaBoBoe obecneueH

ne uHpopMarnronHoi 6e3 | Tect CobecenoBanue
OTACHOCTH
P2 3HaHue : TpeOOBaHMil K 32 TpaxTuueckas paGo
ure undopmanuu onpen | 1.3. [paBosoe obecneueH | 1 Cobecenosanme
€IICHHOTO THTIA ue nHGOopMaHOHHOU 6e3
OMacHOCTH Tect CobeceroBanue
[pakTudeckas padbo Co6
1.5. Opranuzanuonsoe 06 | 1q obeceioBaHuC
ecriedeHre HHHOpMaIioH
HOii be3omacHoCTH Tect CobecemoBanue
[MpakTuyeckas pabdo Co6
1.6. Peanmsanus pabotel | 14 0beCcCOBAHNC
UHPPACTPYKTYPBI OTKPHIT
e Tect CobeceoBanue
PI3 VYMeHune : NCIIOIb30BaTh C IpakTiueckas pa6o
OBpeMeHHbIe NporpaMMH | 1.4, Mcnosnps3oBanHue Kpum | g Cobecenopanne
O-amnmnapaTHbIe CPEACTBA 3 | Torpad)MIeCKUX CPEICTB 3
AU TH KHOpMALIH aUThl HHpOPMaIHH Tect CobecenoBanue
[MpakTuyeckas pado Co6
1.7. Texunueckue cpeact | ra 0beceoBaHNE
Ba U METOJ(bI 3AIUTHI MH
(opmartnu Tect CobeceioBanue
[paktudeckas padbo
1.9. Iporpammuo-anmapa | + P p CobeceoBanne
THBIE cpecTBa U MeTonsl | T2
obecriedeHnst MHPOpMAI
OHHOW 06e30MacHOCTH Tecr Cobecenoanne
IIpakTudeckas pabo Cob
1.10. Hacrpoiika 6e3onac | 1q ObeceoBaHne
HOTO CETEBOIO COEMHEHN
1 Tect CobecenoBanmue
IMpakTryeckas pado Cob
1.12. AuTUBUpYCHBIE CPE | T4 obecenosanne
JICTBA 3alIUTH HHHOPMAI
Hu Tect CobeceoBanue
PJ14 VMenue : 00ecreunBaTh 3 TpakTiyeckas pa6o
amuTy HHGOpMALKK 1.4. Vicnionb30oBanue KPHI | g Cobecenoanue
Torpau4ecKux CPeacTB 3
AUWTBL MHpOpMALIH Tecr CobeceioBanue
IMpakTryeckas pado Cob
1.5. Opranuzanionsoe o6 | g 0beCceAOBaHUC
ecrieueHre HHQOPMAILOH
HOi Ge3onacHoCTH Tect CobecenoBanue
[IpakTuaeckas pabo
p p CobecenoBanne

1.6. Peanmzarus paboThl
HHPPACTPYKTYPHI OTKPHIT
BIX KJIIOYEH

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo

1.7. Texuuueckue cpeacT | ta Cobecenopanne
Ba ¥ METOJBI 3aIUTEI UH
opmartum Tect CobecemoBanue
IIpakTrueckas pado
1.9. IIporpammHo-anmnapa p p Cobece0Banme
THBIE cpesicTBa 1 MeToapl | 1@
obecriedeHnst MHPOpMAI
OHHOM 0€3011aCHOCTH Tecr Cobecenoanue
[MpakTuyeckas pabdo Co6
1.10. Hacrpoiika 6e3onac | 1q 0beCeIOBAHNC
HOT'O CETEBOI0 COEIUHEHHI
1 Tecr CobecenoBanme
[pakTudeckas padbo Co6
1.12. AHTHBHpYCHBIE CPE | 1q obeceioBaHuC
JICTBA 3aIIUTHI HHPOPMAII
L Tect CobecenoBaHue
PS5 HaBpix : BnageHus cope IpakTuyeckas paGo
MEHHBIMH MeToIamMu 00ec | 1.7. Texaudueckue cpeact | ra Cobecenopannue
TICYCHUS 3alIUThI I/IH(IJOPM Ba U METOJbI 3allUThHI NH
anuu
1 opmartum Tect CobecenoBanue
[Mpaktuyeckas pabo Co6
1.8. Cpezcrsa creraHorpa | ta obecenoBanme
¢un I 3amuTH HHGOPM
annn Tecr CobecenoBanue
IIpakTrueckas padbo
1.9. TIlporpammHo-annapa p p CobecenoBanue
THBIE cpeacTBa U MeToxsl | T8
obecrieueHust HHGOpMaIH
OHHOI 0€30I1aCHOCTH Tecr CobecenoBanue
[Mpaktuyeckas pabo Cob
1.10. HacTpoiika 6e3onac | 14 obecenosanme
HOI'O CETEBOr'0 COEIUHEHU
A Tect CobecenoBanue
IIpakTudeckas pabo Cob
1.11. Kpunrrorpaduuecku | 14 0beCeoBanrE
€ METO/IbI 3aIUTHl HHPOP
Malun Tect CobeceoBanue
[Mpaktuyeckas pabo Cob
1.12. AuTUBUpYCHBIE CPE | T4 00€ccIoBaHmne
JICTBA 3alIUTHI HHPOPMAIL]
nn Tecr CobecenoBanue
P16 3HaHUE : COBPEMEHHBIX M TTpaktiyeckas pa6o
€TOIOB ¥ CPEICTB 3aIUT Ta Cobecenobanne
1.1. BBenenue B nundopma
bl HH(OpMaLUH
[IMOHHYIO 0€301MacCHOCTh
Tect CobecegoBanue
IIpaktrueckas pado
p p CobecenoBanue

1.4. Ucnonb30BaHue KpUI
TorpadUIecKux CpecTB 3
aIuTel HHGOpMAaLUH

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo

1.6. Peanusauus pabotsl | 14 Cobecenosarne
HHOPACTPYKTYPBHI OTKPBIT
BIX KJIHOUCH Tect CobecemoBanue
[paktudeckas pado CoGeceopate
1.7. Texauueckue cpeacT | g
Ba U METOJbI 3IUTHI HH
(opmarum Tect CobecenoBanue
P17 YMeHue : aHanu3upoBaTh TpaxTuueckas paGo Cot
undopmanuonayio 6ezon | 1.5. OpranusanuoHHoe 06 | g obecenioBanue
4CHOCTb OpraHU3aLNH ecrieueHne HHPOPMaIOH
Ho#i be3onacHoCTH Tect CobecemoBanue
[pakTudeckas padbo Co6
1.6. Peanusaus paGoTsl | 1q obeceioBaHuC
HUHOPACTPYKTYPHI OTKPHIT
e Tect CobeceioBanue
[MpakTuyeckas pado Co6
1.7. Texuuueckue cpeact | ra 0bcceoBaHNE
Ba M METO/IbI 3aLUTHl HH
opmartum Tect CobecenoBanue
1.9. HporpaMMHO-aHHapa HpaKTquCKaﬂ pa60 CO6CCG,Z[OB3HI/IC
THBIE cpeicTBa U MeTonsl | T2
obecriedeHnst MHPOpMAI
OHHOM 06€30MacHOCTH Tecr CobecenoBanne
P18 HaBpix : BnageHus cope IpaxTnueckas paGo Cot
MCHHBIMH TCXHOJIOTUSIMHU 1.4. Ucnionp30Banue KpHM | pq 00CCCA0BAHNC
U MeToJaMu obecrieueHus | torpadpuyecKux CpeicTB 3
nH(MOPMAMOHHOH Oe30ma
¢opman alUThl MHpOpMaruu Tect CobeceoBanue
CHOCTH OpraHH3alHu
[Tpaktuyeckas pado CoGecenopane
1.5. OpraamsanuonHOe 00 | T4
ecriedyeHre HHPOPMAaILOH
Hoii GesonacHocTH Tecr CobeceioBanue
1.9. TIporpammHo-armapa | [[PaKTHecKas pabo CobecenoBanme
THBIE cpejicTBa U MeToasl | @
obecriedeHns HHGOpMaIH
OHHOM 6e30macHOCTH Tecr Cobecenoanne
5 [Tpaktuyeckas pado CoGecenopane
1.10. Hactpoiixa 6e3omac | t4
HOT'O CETEBOr0 COCIMHEHH
1 Tecr CobecenoBanue
[IpakTuaeckas pabo CoeceroBanme
1.11. Kpunrorpadpuueckn | g A
€ METO/IbI 3aIUTHl HHPOP
Manun Tect CobecenoBanue
P19 3HaHUE : COBPEMEHHBIX T€ IpaxTuueckas paGo CoBeceonantte

XHOJIOTUH, METOAMK U Cpe
JICTB 3aIIUTH HHPOPMAITH
"

1.4. Ucnonb30BaHue KpUI
TorpadUIecKux CpecTB 3
aIuTel HHGOpMAaLUH

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo

1.6. Peanusauus pabotsl | 14 Cobecenosarne
UH(PPACTPYKTYPHI OTKPHIT
e Tecr CobeceoBanue
[paktudeckas pado Co6
1.7. Texuuueckue cpeact | tq obeceioBaHuC
Ba M METO/IbI 3aIUTHI HH
(opmawn Tecr CobeceoBanue
[MpakTuyeckas pabdo Co6
1.8. Cpencrea creranorpa | ta 0beCeIOBAHNC
¢bun 1715t 3aIKTH THPOPM
anin Tecr CobeceoBanue
[pakTudeckas padbo
1.9. IIporpammHo-anmnapa p p Cobece0Banme
THBIE cpeicTBa U MeToapl | 1@
obecriedeHnst MHGOpMAI
OHHOH 0€30MMacHOCTH Tecr Cobecenosane
[MpakTuyeckas pado Co6
1.10. Hacrpoiika 6e3onac | 1q 0bcceoBaHNE
HOTO CETEBOT'0 COCITUHCHU
1 Tect CobecenoBanue
[Mpaktuyeckas pabo Co6
1.11. Kpuntorpahuuecku | 14 obecenoBanme
€ METO/IbI 3aIUThl HH)OP
Mali1u Tecr CobecenoBanue
[MpakTuyeckas pabdo Co6
1.12. AHTUBUpYCHEIE Cpe | Ta obeceioBaHne
JICTBA 3allIMThI HH(pOPMAII
un Tect CobeceoBanue
P10 YMeHue : ynpaBiiate HHD Ipaktiueckas pa6o Cot
OpManuoHHOH Oe3omacHo | 1.5. OpranmsanuoHHOE 06 | T4 obeceioBaHNe
CTBIO OpTraHU3alluu €CIICYECHHE HH(I)opMauI/IOH
HO¥i Ge30macHoCTH Tect CobecenoBanue
IIpakTudeckas pabo Cob
1.6. Peanusauus pabotsl | 14 ObeceoBaHIE
UHOPACTPYKTYPHI OTKPHIT
bIX KIIFOH4EH Tect CobecenoBanue
P11 HaBrIk : B1ageHust METOL Tpaktiueckas pa6o
6 CobecenoBanne
aMM OLICHKH PUCKOB UH(O | 1.6. Peannszamus paGoTsl Ta
PMaIMOHHOMN 6€30MacHOC | HH(PACTPYKTYPHI OTKPHIT
TH i
BIX KIIFOHCH Tect CobecenoBanue
[MpakTudaeckas padbo
1.9. IIporpammHo-anmnapa p p CobeceoBanue
THEIE cpefcTBa U MeToxsl | T8
obecriedeHnst HH(GOpMaIm
OHHOH 6€30MacHOCTH Tecr CobecenoBanue
[IpakTudeckas pado
P p CobecenoBanue

1.10. Hacrpoiika 6e3omac
HOTO CETEBOT0 COEIUHEHU
S

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo Co6
1.11. Kpunrrorpaduaecku | g 0becenOBAHMC
€ METOJIbI 3aIUThl UH(OP
Maluu Tect CobecemoBanue
[paktudeckas pado Co6
1.12. AuTHBHpYCHBIE CPE | 12 obecenoBanme
JICTBA 3aIIUTHI HHPOPMAII
i Tect Cobecenopanue

4 Onucanue npouexypbl OlleHUBAHUS

KagyectBo chopMuUpOBaHHOCTH KOMIETEHIMI Ha JAaHHOM JTame OICHHUBACTCS 110
pe3ysbTaTaM TEeKYIIMX W MPOMEKYTOYHBIX aTTECTAIMi MPH IMOMOIIY KOJIMYECTBEHHOH OIIEHKH,
BhIpa)KEHHOU B Oayutax. MakcumainbHas cymMma 0ayuioB 1o JucuuiuinHe (Momyiro) paBHa 100

Oasuiam.

OLEHOYHOE CPENICTBO
Bun yuebHoll nesrensHOCTH Teer IIpaxTaeckue Y Wroro
3a1aHusl
JICKIIMOHHbIE 3aHSTHS 20 20
IIpakTHyeckue 3aHsATUS 40 60
IIpomexyTouHas aTTecTanys 20 20
Hroro 40 40 20 100

CYMMa 6aJ'IJ'IOB, Ha6paHHBIX CTYACHTOM II0 BCEM BHaM y‘IC6HOI>i ACATCIIbHOCTU B paMKax
JAUCHUIIIMHBI, ICPEBOAUTCA B OLICHKY B COOTBCTCTBHHU C TaﬁHHHeﬁ.

Cymma 6ato
s O1ieHKa 110 TPOMEX
YTOYHOH aTTecTaIu XapakTepuCcTHKa KauyecTBa ChOPMUPOBAHHOCTH KOMIIETEHINT
O TUCIUILIA "
HE
CTyzeHT 1eMOHCTpHpPYET CHOPMHUPOBAHHOCTH JUCIMILTHHAPHBIX KOMIICTCHIINH, 00Ha
PY)XHBaeT BCECTOPOHHEE, CHCTEMAaTHYECKOe U TITy00Koe 3HaHHe y4eOHOro MaTepraia
o191 10 100 «3a4TeHo» / , YCBOWJI OCHOBHYIO JINTEPATYPY U 3HAKOM C JOIOJHUTEIBHON JIUTEpaTypoil, pekome
«OTJINYHOY HJ/IOBaHHOU IPOTPaMMOii, yMeeT CBOOOIHO BBIMOJIHATE NPAKTUYECKHE 3aJaHusl, P
YCMOTpEHHBIE TPOrpaMMOi, CBOOOIHO ONIEpHPYET NPHOOPETEHHBIMH 3HAHUSAMH, YME
HUSIMH, TIPIMEHSIET UX B CUTYAIHSIX MOBBIIICHHON CIIOKHOCTH.
CTyzeHT 1eMOHCTpUpPYeT CHOPMHUPOBAHHOCTS JUCIUILIMHAPHBIX KOMIIETEHITHN: OCHO
ot 76 110 90 «3a4TeHO» / BHBIC 3HAHUS, YMEHUSI OCBOCHBI, HO JIOITyCKAIOTCSl HE3HAUUTEIbHBIC OIIHOKH, HETOUH
«XOPOIIO» 0CTH, 3aTPYAHECHUS P aHATUTHYECKUX OTIEpaNusX, HepeHoce 3HAHUI U yMEHUH Ha H
OBbI€, HECTAH/IAPTHBIE CUTYAIHH.
CryzieHT AeMOHCTPHUpYeT CPOPMHUPOBAHHOCTD TUCIUIUIMHAPHBIX KOMIIETEHIIUI: B X0
«3a4TeHo» / Jie KOHTPOJIBHBIX MEPOIIPHATHI JOMYCKAIOTCS 3HAYNTENBHBIE OIIMOKH, TPOSIBISETCS O
ot 61 mo 75 «YIOBJIETBOPUTENb | TCYTCTBUE OT/EJIbHBIX 3HAHUH, YMEHHM, HABHIKOB 110 HEKOTOPBIM TUCHMITIIMHAPHBIM K
HO» OMIIETEHIUSAM, CTYACHT HUCIBITHIBACT 3HAUNTENbHbIC 3aTPYIHEHUS IPH OIIEPUPOBAHH
Y 3HAHMSIMH M YMEHHSIMH IPH X IIEPEHOCE Ha HOBBIE CHTYAIIHH.
e 3aTeHO / V crynenTa He cOPMHPOBAHEI AUCIUIIMHAPHBIE KOMIICTEHIIUH, TIPOSIBIISIETCS HEZIOC
ot 41 1o 60 «HEY/IOBJIETBOPUTE Y OpMHpOBA P - TP
TaTOYHOCTh 3HAHUH, YMEHHI, HABBIKOB.
JILHO»
«HE 3a4TECHOY /
JlucuunirHapHble KOMIIETEHIIMH He copMupoBaHsbl. [IposBisercs mojaHoe WK Ipak
ot 0 110 40 «HEYIOBJIETBOPUTE o o
IEHOY THYECKHU ITOJIHOC OTCYTCTBUE 3HAHUHN, YMEHUU, HABBIKOB.

S IlpumMepHbIe OLICHOYHBIE CPeACTBA

5.1 IlpumepHBIii epevyeHb BOIMPOCOB MO0 TeMaM

1. Yro Takoe uHpopmManmoHHas 0€30MacHOCTb?
2. Tlepeuncnure OCHOBHBIE YTPO3bl HH(POPMAITMOHHON 0€30MaCHOCTH.




©Co~N kAW

10.

Kakue cymiecTByioT Moeny HHPOPMALMOHHOM Oe30macHOCTH?

Kakune meToap! 3amuThl HHGOPMAIUH BHIICTSIOT?

IIpaBo. McTrounuku npasa.

Kakue ocHOBHBIE 3aKOHBI B 001acTH 3amuThl HHGopmaruu B PO?
Oxapaktepu3yiiTe OMOMETPHUECKHUE JAHHBIE KaK MTEPCOHAIBHBIE TaHHBIC.
Yro Takoe npodeccuoHaibHas TaitHa?UTo Takoe ciy>xeOHast TaitHa?

UYro Takoe KoMMepuecKas TaiiHa?

Kakne OCHOBHBIE MEXIyHAapOAHBIE CTAaHAAPTHI B 00JaCTH HH(POPMALUOHHOM

Oe3omacHocTu?

11.
12.
13.
14.

«OpamxeBast kauranISO/IEC 15408.

Kak cBsizanbl MeXyHApOIHBIE CTAHAAPTHI U CTaHAAPTHI PD?

CTO BP UBBC-1.1-2007. «Ayaut nHpOpMaAIIMOHHOH 0€30TaCHOCTHY.

PC BP UBBC-2.2-2009. «MeToauka OIICHKA PUCKOB HapyIeHUss HHHOPMAITHOHHON

0€30I1aCHOCTHY.

15.
16.
17.
18.
19.
20.
21.
22.
23.
24,

Yto Takoe MoJMTUKa 6€30MacHOCTH?
Uro Takoe UHXKEHEepHas 3aluTa 00bEKTOB?
buometpus. buomerpudeckue xapakTepUCTHKU.
UTo Takoe TEXHUYECKUE KaHAJIbI yTeUYKH UHGOPMALIHH?
[Tepeuncnure OCHOBHBIE BH/IbI TEXHUYECKHUX KaHAIOB yTeUKU HH(pOpManun?
Urto Takoe creunpoBepka?
UYro Takoe cnernuccieaoBanue?
Uro Takoe crierio0cieioBaHue?
Yto Takoe mporpaMMHO-amapaTHble CPeACTBa 3aIlIUThl HHpopMarmu?
Kakne MexaHW3Mbl pPEaM3yIOT MPOTpaMMHO-aNMapaTHbIE CPEICTBA 3allUThI

uHpopmanun?

25.
26.
27.

Kakue koMnbloTepHbI€ yrpo3bl O€30M1ACHOCTH CYILIECTBYIOT?
Yro Takoe cereBas pazBeaka? Kakue MeToabl 3a1IUTHI IPOTUB HEE CYILIECTBYIOT?
Urto takoe unbekius? Kakue Buibl HHBEKIMMA cyniecTBYOT? Kakue MeTo bl 3auTh

MMPOTHUB HUX CymeCTBYIOT?

28.

Uro Takoe oTkaz B oOcayxuBaHuu? Kakue MeTOAbl 3alUThl MPOTHUB HETO

CYILLECTBYIOT?

29.
30.
31.
32.
33.

ceryac?

34.
35.
36.
37.

OcHOBHBIE BUbI IPOIPAMMHBIX ySI3BUMOCTEH.

Yro takoe mmdp? Kaxue Buas! mumdpos cymecTByoT?

Uto Takoe cuMMeTpuYHBIN mudp?

Kakne cumMeTpruyHble IUQPbI HCHOIB3YIOTCS ceiuac?

Uro Takoe accumerpuunblil mmgp? Kakue accumeTpuyHble MHPPHI UCTOIB3YIOTCS

[TpuHIMI TOCTPOEHUS CHMMETPUYHBIX MIH(POB.
[TpuHIMI MOCTPOEHHS ACCUMETPUYHBIX IIU(PPOB.
CranpaptHble UQPHI.

[Torounsle mupoI.

Kpamkue memoouueckue ykasanus

CobecenoBanre MPOBOJIUTCS B YCTHOW (opMe BO BpeMs MOCIEIHEro 3aHATHS MO TeMe.
OOyuaronemMycs 3a1aeTcst 2 CIy9alHBIX BOMPOCA M3 CIUCKAa BOMPOCOB. OOyJaromuics T0JKEeH
OTBETHUTH Ha BOTPOCHI B TeUECHUE 5 MUHYT. Bo Bpems npoBenieHus: codece10BaHus NCIIOIb30BaHNE
JUTEPATYPHI U APYTUX HHPOPMAIIMOHHBIX PECYPCOB HE JOMYCKaeTCs.

IlIxana oyenku

Ne bansl Onucanue

4 32-40 CTYIEHT NOJHOCTHIO OTBETHJ Ha 3aJaHHBIE BOIPOCHI

3 24-31 CTyZIeHT CMOT IIOYTH IOJIHOCTHIO OTBETUTH HA 3aJJaHHBIE BOIIPOCHI

2 15-23 CTyzeHT J1aJl HeTIOJHBIN OTBET Ha BOIPOCH], HO CMOT NEPeaaTh OCHOBHYIO CYTh BOIIPOCa
1 0-14 CTyZeHT He CMOT MM ()parMEeHTapHO OTBETHII Ha 3a/IaHHBIE BOIIPOCHI




5.2 IIpumepsnl 3a1aHNUii 1Sl BLITIOJTHEHHS] MPAKTHYECKUX PadoT

Tema 1. Ilpumenenue HHGOPMAIMOHHBIX TEXHOJIOTMHA JUISI W3Yy4YEHHS BOIIPOCOB

OpPraHru3alfluOHHO-IIPAaBOBOI'O obecnieueHus HH(l)OpMaHHOHHOﬁ 0€30IaCHOCTH.

Tewma 2. Mcnionb3oBanue KpUNTOrpaQuUecKux CPeCTB 3alIUTh HHPOPMAIIHH.

Tewma 3. Peanuzarust paboTel HHPPACTPYKTYPBI OTKPBITHIX KITFOUCH.

Tema 4. CpencrBa creranorpaduu JUIst 3alUTH HH()OPMAITHH.

Tema 5. Hactpoiika 6€301macHOTO CETEBOTO COCTMHECHHUSI.

Tema 6. AHTUBHPYCHBIE CPEJICTBA 3aIUTH HH(POPMAITUH.

Kpamkue memoouueckue ykaszanus

Ha BwImosiHeHHE OJHOW TPAaKTHUECKOH pabOThl OTBOAWMTCS HE Ooyiee 3 JBYXYaCOBBIX

3aHatuid. [lociie BBIMOJIHEHUS KaXKIOM MPaKTHUYECKOH padOThl CTYNEHT MOJIKEH HpPEICTaBUTh
OTYET O €€ BBIMOJHEHUHU, a TAKXKE, 110 YKA3aHUSM MPErogaBaTes, BHIIOJHUTD JOMOTHUTEIIbHbBIC
MPaKTUYECKHE 3aJaHus IO TEME NMPAKTHUYECKOU padoTHhI.

LlIxana oyenku

No

Banaer Omnucanne

5

CTyneHT npenocTaBIseT OTIET HONPaKTUIECcKOH paboTe 0hOpPMIIEHHBIH B CTPOTOM COOTBETCTBH
32-40 U ¢ TpeOOBaHUAME By3a. JleMOHCTPHPYET X0 BBIOIHEHUS 3a1aHKsI, OTBEYaeT Ha BOIPOCHI I10 3
aJIaHUIO.

CTYICHT MPEIOCTaBISICT OTYET MOMPAKTUICCKOM paboTe 0OPMIICHHBIH B CTPOrOM COOTBETCTBU
26-31 U ¢ TpeOOBaHUSIMH By3a. JIeMOHCTPHPYET XOJ1 BHIOJHECHUS 3aIaHKs, HO HE OTBEYACT Ha BOIPOC
Bl 10 3aJaHHIO.

CTyIeHT mpeiocTaBiIseT OTYET HOMPAKTUUECKOi paboTe 0OPMIICHHBIN B CTPOTOM COOTBETCTBH
18-25 U ¢ TpeboBaHUAMHE By3a. Ho He criocoOeH MmpoAeMOHCTPHPOBATh X0 BEIOTHEHHS 3aaHuUs, OTB
e4aeT Ha BOIPOCHI 110 33JIaHHIO.

CTyZ[eHT MpeaoCTaBIACT OTUET HOHpaKTI/IquKOﬁ pa60Te O(l)OpMJ'ICHHLIﬁ C OLIMOKAMH COOTBETCT
11-24 BHU C Tpe6OBaHI/IHMI/I By3a. HC ACMOHCTPHUPYET X0 BBIIIOJHCHUA 3aJaHusA, OTBEYACT Ha BOIIPOCHI
110 3aJaHUI0 C HCTOYHOCTAMM.

CTyzneHTOM JEeMOHCTPUPYET OTYET, HO HE MOXKET PAacCKa3alH HY O BBINOJHEHHUH 33IaHHs, HU OT
BETHUTH HAa BOIPOCH! 110 HeMy. JInbo oTUeT He nmpeaocTaBiIeH

5.3 KoHTpOJIbHBII TeCT

1. K IIpaBOBbIM MCTOaM, O6€CH€‘II/IB8.IOH_[I/IM I/IH(I)OpMaI_II/IOHHYIO 6630HaCHOCTB,

OTHOCATCA:

a) Pa3zpaboTka anmapaTHBIX CPEJCTB 0OeCIeueHHs MPAaBOBbIX JaHHbBIX

0) Pa3zpaboTka 1 yCTaHOBKa BO BCEX KOMITbIOTEPHBIX ITPABOBBIX CETAX KYPHAJIOB ydyeTa
JIEUCTBUI

B) PazpaboTka 1 KOHKpeTH3aIHsl TPaBOBbIX HOPMAaTUBHBIX aKTOB 0OECIIEUEeHUS
0€30MacHOCTH

2. OCHOBHBIMH HCTOYHHUKAMH yrpos HH(I)OpMaHHOHHOﬁ 0E30IMaCHOCTH SIBJISIIOTCS BCE

YKa3aHHBIC B CIIUCKE!

a) XUIIeHNe KECTKUX JUCKOB, MOJKIIOUYECHHUE K CETH, HHCAUEPCTBO

0) [lepexBaT AaHHBIX, XMILIEHUE JAHHBIX, N3MEHEHUE ApXUTEKTYPbl CUCTEMBI

B) XUIIEHHUE TAHHBIX, MOJKYI CUCTEMHBIX aIMUHUCTPATOPOB, HAPYIIEHUE PETIaMEHTa
paboThI

3. Buzbl nuaopMaiiioHHo#i 06e30nacHOCTH:
a) [lepconanbHas1, KOpIIOpaTUBHAsA, TOCYAAPCTBEHHAS

0) Knnuentckas, cepepHasi, ceTeBas
B) JIokanpHas, rimobanbHas, CMEITaHHas



4. Uemn wuHpopManMOHHON 0€30MaCHOCTH — CBOEBPEMEHHOE OOHapy>XeHHE,
IpeaynpexIeHHe:

e a) HecaHKIIMOHMPOBAHHOIO JOCTYIIA, BO3JIEUCTBUS B CETH
e 0) NHcaiinepcTBa B opraHu3anuu
e B) Upe3BblualiHbIX CUTYyaLIUI
5. OcHoBHBIE 00BEKTHI HHOPMALIMOHHON OE€30MaCHOCTH
o a) KommbrorepHsie ceTu, 6a3bl JaHHBIX
e 0) MudopmanrionHble CUCTEMBI, TICUXOJIOTMYECKOE COCTOSHUE MOJIb30BaTeNeH
e B) busHec-oprueHTHPOBaHHbIE, KOMMEPUECKHUE CUCTEMBI
6. OCHOBHBIMU pHCKaMH HH(POPMAIIMOHHOW 0€30MTaCHOCTH SIBJISIFOTCSI:
o a) lckaxenue, yMeHbIIeHHE 00bEMA, TEPEKOAMPOBKA UH(OPMAIHH
e 0) Texnnueckoe BMEIIATEILCTBO, BEIBEICHUE U3 CTPOSI 00OPYIOBAHUS CETH
o B) [loreps, uckaxxenue, yreuka UHGpOpMaLUU
7. K oCHOBHBIM IpUHIIUNIAM oOecrieueHus: THPOPMAITMOHHOM 0€30MaCHOCTH OTHOCHUTCS:
e a) DKOHOMUYECKOU 3(PPEKTUBHOCTU CUCTEMBI OE30MACHOCTH
e ©0) MHorommarGopMeHHON peann3aui CHCTEMBI
e B) YcwWieHHUs 3alIUIIEHHOCTH BCEX 3BEHBEB CUCTEMBI
8. OCHOBHBIMU CYObEKTaMH UH(POPMAIIMOHHOM OE30TaCHOCTH SIBJISIFOTCSL:
e a) PykoBoguTenu, MeHeIKephl, aAMUHUCTPATOPbI KOMIIAHUN
e ©0) Opraunsl npaBa, rocyaapcTBa, Onu3Heca
o B) CereBble 0a3bl TaHHBIX, (PacpBOILTHI
9. K OCHOBHBIM (pYyHKIMSIM CUCTEMBI 0€30IIaCHOCTH MOKHO OTHECTH BCE NMEPEUUCIIEHHOE:
e a) YCTaHOBJIEHHUE PETIaMEHTa, AyIUT CUCTEMBI, BBISIBICHUE PUCKOB
e ) YcraHOBKa HOBBIX O(UCHBIX IPUIOKEHUH, CMEHA XOCTHHT-KOMITaHUH
e B) BHenpenue ayreHTuuKanuy, IpoBepKa KOHTAKTHBIX JaHHBIX M10JIb30BaTeNeH
10. IIpuHIKMTIOM HHPOPMALIMOHHOM G€30MaCHOCTH ABJSAETCA NPUHIUI HEAONMYIICHUS:
o a) HeonpaBnaHHbBIX orpaHudeHuil npu pabote B ceTu (CucTeme)
e 0) PuckoB 6e30macHOCTH CEeTH, CHCTEMBI
o B) IIpesymnuunn cekpeTHOCTH
11. [IpyHIMTIOM NOJTUTUKYA UHPOPMALIMOHHON O€30MaCHOCTH SABISETCS MPUHIIHIL:
e a) HeBO3MOXXHOCTH MHUHOBATh 3alllUTHBIE CPEJICTBA CETH (CHCTEMBI)
e ©0) YcuieHus OCHOBHOTO 3B€HA CETH, CUCTEMBI
e B) [lonHOro G10KMpPOBaHUS HOCTYIA NPU PUCK-CUTYAIUSIX

12. IIpyHUIMIIOM MOMUTHUKY UH(DOPMALIMOHHONW O€30MaCHOCTH SIBJISIETCS MTPUHIIMIIL:

e a) YcuieHus 3amumEHHOCTH CAaMOTO HE3ANTUIIIEHHOTO 3BEHA CETH (CUCTEMBI)



o 0) Ilepexona B 6e30macHOE COCTOSIHUE PAOOTHI CETH, CHCTEMBI
e B) [lonHoro moctyna nmoibs30BaTeNeH KO BCEM pecypcam CETH, CUCTEMBI

13. IIpuHUIMTIOM MOMUTUKH UH(DOPMALIMOHHON OE30MMaCHOCTH SIBJIAETCS MPUHLIHUIL

e a) Paznenenus nocrymna (00s13aHHOCTEH, TPUBUJICTH ) KIIMEHTaM CEeTH (CUCTEMBI)
e 0) OnHOYpPOBHEBOM 3AIUTHI CETH, CHCTEMBbI
e B) COBMECTHMBIX, OJHOTHITHBIX IIPOTPAMMHO-TEXHUYECKUX CPEJCTB CETH, CHCTEMBI

14. K 0CHOBHBIM THUIIaM CPEICTB BO3/ICUCTBUS HA KOMIIBIOTEPHYIO CETh OTHOCHUTCSI:

o a) KommbrotepHslii cO0i
e 0) Jlornyeckue 3aKaaaKu («MHUHBI»)
e B) ABapuiiHOE OTKJIFOUEHHUE MUTAHUS

15. Korga monydeH cram 1o e-mail ¢ mpritoxk€HHbIM (paityiom, Ciemyer:

e a) [IpounTaTh NpUIOKEHHUE, ECITH OHO HE COJIEPKUT HUUETO LIEHHOTO — yJAIUTh

e 0) Coxpanuts npuiiokenue B nanke «Crnam», BeIACHUTD 3aTteM [P-anpec reneparopa
criama

e B) YIanuTh NMCHMO C MPUIIOKEHUEM, HE pACKphIBasi (HE YnUTasi) €ero

16. Ipuanun Kupxroda:

o a) CekpeTHOCTD KITI0Ya OIpe/IeNieHa CEKPETHOCTBIO OTKPBITOTO COOOIICHUS
e 0) CekpeTHOCTH MH(POPMAIIMH OIPEEIeHa CKOPOCTHIO NIEpeIaun JaHHBIX
e B) CeKkpeTHOCTb 3aKPHITOr0 COOOIIEHUS ONPENEIISIETC CEKPETHOCTHIO KITI0UYa

17. OUII — sTo0:

e a) DJIeKTpOHHO-LM(POBOI peodpa3oBaTeb
e 0) DneKkTpoHHO-1IM(POBas MOANKCH
e B) DIEKTpOHHO-IIM(POBOIL mporeccop

18. Haubomee pacmpocTpaHeHbl  yrpo3bl  MHPOPMAIMOHHON  0Oe30MmacHOCTH
KOPIIOPAaTUBHOMN CUCTEMBI:

e a) [lokynka Henuuensuonnoro 10
e 0) OmunbOKM FKCIUTyaTallMi ¥ HEYMBIIIJIEHHOTO U3MEHEHUS PeXUMa PabOThl CUCTEMBbI
o B) Co3HarenbHOE BHEAPEHUE CETEBBIX BUPYCOB

19. Haunbounee pacmpocTpaHeHbl yrpo3bl HHPOPMAITMOHHOM 0€30MacHOCTH CETH:
e a) PacnipenenéHuslii JOCTYM KIMEHTA, OTKa3 000PYIOBaHUS
e 0) MopanbHbII H3HOC CETH, MHCANIEPCTBO
o B) CO00ii (0TKa3) 000pya0BaHMS, HEJETaThbHOE KOMUPOBAHUE TaHHBIX
20. Haubonee pactipocTpaHeHbI CpECTBA BO3ICUCTBHS Ha CETh oduca:
e a) Cnalwlii Tpa@uK, HHPOPMAIIMOHHBIM 00MaH, BUPYChl B UHTEPHET

e ©0) Bupycsl B ceTu, TOrHuecKue MUHBI (3aKiIa] 1K1 ), THPOPMAIIMOHHBIN MepexBar
o B) KomneiorepHsie cOou, U3MEHEHHE a]MUHUCTPUPOBAHUS, TOMOJIOTUN



21. Yreukoit nHpOpMaIK B CUCTEME HA3bIBACTCS CUTYAIIH, XapaKTepuzyemas:
a) Ilorepeil 1aHHBIX B cUCTEME
0) Mzmenenuem popmbl nHGOpMAITUU

B) M3Menennem conepxanus HHGOpMaLUU

22. CpoiictBamu wuH(pOpManuy, HauOoiee aKTyalbHBIMH TpU  OOECreYeHUuHr

MH(pOPMaLIMOHHON 06€30MaCHOCTH SBISIOTCS:

a) LlemocTHOCTD
0) JloctynmHOCTb
B) AKTyaJIbHOCTb

23. Yrpo3a uapopMaroHHOK cucTteMe (KOMITbIOTEPHOM CEeTH) — 3TO:
a) BepositHoe coOpiTne
0) /lerepMuHIpOBaHHOE (BCET1a ONPEAEIEHHOE) COOBITHE

B) [leproanyecku moBTOpstOIIEeCs: COOBITHE

24. Wndopmanusi, KOTOPYIO CIEIyeT 3alluiiarth (10 HOpMaTHUBaM, MpaBUIIaM CETH,

CUCTEMBI), Ha3bIBAETCA:

a) PernamenTupoBaHHOU
0) [IpaBoBoit
B) 3amuinaemMon

25. Pa3HoBugHOCTAMH yrpo3 0Oe3omacHOCTH (CeTH, CHUCTEMBbI) SBISIOTCA BCE

MNEPCUUCIICHHBIC B CIIMCKE:

a) HpOFpaMMHBIe, TCXHUYCCKHUEC, OPTaHU3aAITUOHHLBIC, TCXHOJIOTUYICCKHUEC
6) CepBepHLIe, KIIMCHTCKUC, CITYTHUKOBBIC, HA3CMHBIC
B) HI/IIIHI)IG, KOpIOpaTUBHLBIC, CONUAJIBHBIC, HATUOHAJIbHBIC

26. OxoHYATENIbHO, OTBETCTBEHHOCTH 3a 3allMIIEHHOCTh JAHHBIX B KOMIIBIOTEPHON CETH

HECET:
e a) Brnanenen cetu
e 0) AIMUHUCTpPATOp CETH
o B) [Tonp30Barens cetn
27. IlonuTrka 6€30MacCHOCTH B CUCTEME (CETH) — 3TO KOMILIEKC:
e a) PykoBojacts, TpeOoBaHuUll oOecrieueHUs: HEOOXOAMMOI0 YPOBHS 0€30M1acHOCTH
e 0) MHcTpyK1Mii, aITOPUTMOB MOBEAEHUS I0OJIb30BATEINS B CETH
e B) HopMm undopmarnmonnoro npasa, coOII0AaeMbIX B CETH
28. Hambonee BaXHBIM MpU peaTU3aAlUK 3aAMATHBIX MEP TOJUTHKH O€30MacHOCTH
ABIIETCS:

a) AynuT, aHaiau3 3aTpaT Ha IPOBEJEHUE 3allUTHBIX MEp
0) Aynut, ananu3 6€30MacHOCTH
B) AyIUT, aHAJIU3 YSI3BUMOCTEH, pUCK-CUTYyallui



Kpamxue memoouueckue ykazanus

Ilepen pemieHHeM TECTOB BHHMATENBHO CIEAYET O3HAKOMBCS C KaXKIBIM BOIPOCOM U
npeJlaraéMbIMd  BapUaHTaMHU OTBETOB. 3aTeéM HEOOXOIMMO ONHpasChb HA TEOPETHUECKUI
MaTepuai, CBSA3aHHBIM C TEMOW BOIPOCA CONOCTABUTH €0 C IMPUBEACHHBIMH BapHaHTAMHU.
BriOupaercst TOT OTBET, KOTOPBI TOUHO OTPaXKACT U3NI0KEHHBIE (DAKTHI.

LlIxana oyenku
Ne | bamusl | Onmcanue
1 CTyIeHT JlaJl BepHBI OTBET Ha TECTOBBIH BOIPOC
1 ]0 CTyIeHT i)l He BEpHBIH OTBET Ha TECTOBBIH BOIIPOC
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