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1 Iessn, nuianHnpyeMble pe3yabTaThl 00y4eHHUs 10 JUCHHUIIIMHE (MOIYJII0)

[enbto ocBoeHus: qucuuIuivHbl «MHpopMalonHas 6€30MacHOCTh U 3aluTa HHPOPMaILUN»
ABNsieTcd (OPMHUPOBAHUE Yy CTYICHTOB CHUCTEMBbl 3HaHMH B 001acTH HHPOPMALMOHHOM
0€30macHOCTH ¥ MPUMEHEHHs Ha TIPAKTUKE METOJIOB M CPEJICTB 3aLIUTHI HH()OPMAIIHH.

3a1a4y OCBOCHUS TUCLMIUIMHBL: (POPMUPOBAHUE YMEHHS 00ECIIEUUTh 3aIUTy HHGOpMALUU
1 00BeKTOB MH(popMaTH3aLUU; HOPMUPOBAHHE YMEHHSI COCTABIATh 3asSBUTEIBHYIO JTOKYMEHTAIIUIO
B HAJ30pHBIC TOCYIAapCTBEHHBIE OpraHbl HH()POKOMMYHUKAIIMOHHOW oOTpaciu; (HopMUpOBaHHE
HaBBIKOB BBINOJIHEHHsT PAabOT B 00JacTH TEXHUYECKOTO PEryIUpOBaHMA, cepTU(UKALUU
TEXHUYECKUX CPEJICTB, CHUCTEM, IIPOLIECCOB, OOOPYIOBaHUS M MaTepHalioB; (opMupoBaHHE
HABBIKOB 00€CMEYeHHs] 3alUThl OOBEKTOB HHTEJUIEKTYaJbHOW COOCTBEHHOCTH M PE3YJIbTaTOB
UCCIIeIOBaHUH M pa3palOTOK Kak KOMMEpYECKOW TalHbl MpEeanpusATHs; HacTpoika H
o0cCITy>)KMBaHUE aImMmapaTHO-IPOTPAMMHBIX CPEJICTB.

[TnanupyembIMH pe3ynbTaTaMu OOydeHHs MO AMCLUUIUIMHE (MOAYIIO), SBISIOTCS 3HAHMA,
yMEHHUs, HaBbIKH. llepedeHb MIaHUPYEMBIX PE3yJAbTaTOB OOy4YEHHs MO JUCLMIUIMHE (MOAYIIO),
COOTHECEHHBIX C IUIAHUPYEMBIMH pe3yJbTaTaMd OCBOCHHS 00pa30BaTENbHOW IPOrpaMMBl,
npezcTaBieH B Tadiuue 1.

Tabmuua 1 — Komnerenmuu, popMupyeMbie B pe3yiIbTaTe U3yUeHUS AUCIUILTUHBI (MOJTYJIs)

K Konu Pe3ynpraTel 00y4eHHs IO TUCIUILTHHE
Hazeanue OIIOII BO, o $opmypoBica
(dbopmynHupoBKa WHIUKaTOpa Kon
COKpAIIeHHOE
KOMIIETCHIIUH AOCTIKCHHA pe3yib DopMyIHpOBKa Pe3yiIbTaTa
KOMITETCHIINU
TaTa
11.03.02 OIIK-3 : OIIK-3.5k : Pl 3HaHUE | COBPEMEHHBIX
«MadoxoMmyHnuKanuoHasle | Crocobex INonw3yercs 3aKOHOB,
TEXHOJIOTHH U CUCTEMBI MIPUMEHSTH METOJaMU 1 CTaHJApTOB, METOJIOB
CBSI3N» METOBI TIOKCKA, HaBBIKAMU Y TEXHOJIOTUH B
(b-1K) XpaHeHus, obecrieyeHus 00J1aCTH 32U ThI
00paboTKH, HHGOPMAITHOHHON HHPOPMALTUH
aHanm3a u 0e30macHOCTH B P10 | YMeHnue | ynpaBisTh
MIPEACTAaBICHUS B | CHCTEMax CBS3H nH(pOPMaMOHHOH
TpedyemMoM 0€301acHOCTBI0
¢dopmare OpraHu3aIu
uH(pOpPMaLUH 13 P11 HaBpix | Bmagenuns merogamu
Pa3MUYHBIX OIIEHKU PUCKOB
HCTOYHHKOB H 0a3 WHPOPMALTMOHHON
JTAHHBIX, 0e30MmacHOCTH
colrozast mpu P12 3Hanue | TpeGoBaHMIA K
3TOM OCHOBHBIC 3aIHATE I/IHCI)OpMaU.I/II/I
TpeGoBaHus ONPEEICHHOTO TUIA
MH(OPMALHOHHOI PIA3 | YMeHue | ucHonb30BaTh
6€30macHOCTH COBPEMEHHBIE
MPOTPaMMHO-
ammapaTHbIe
CpPE/ICTBA 3aIUTHI
nH(popManun
P14 | Ymenue | obecrieunBaTh
3ammTy nHGOPMaLUU
P15 HaBpix | BrmageHus
COBPEMEHHBIMHU
METOAaMHU
obecrieyeHus
3aIIHUTHI
nHpopManun




PI6 3HaHuEe | COBPEMEHHBIX
METO/IOB Y CPEJICTB
3aIUTHI
nHpOpMaLNH

PA7 | YMmeHue | aHanu3upoBaTh
MH(GOPMATHOHHYTO
6e30macHOCTh
OpTaHM3aIU

P18 HaBrix | Bmamenus
COBPEMEHHBIMU
TEXHOJIOTUSIMHU U
METOAaMH
obecrnieyeHus
nH(pOPMaMOHHOH
6e3omacHOCTH
OpraHM3aIMN

P19 3HaHUE | COBPEMEHHBIX
TEXHOJIOTUH,
METOJUK U CPE/CTB
3aIIUTHI
HHOOPMAITUH

2 MecTo qucuuminnsl (MoayJsi) B ctpykrype OINIOII

Huctunnuna «MupopManmonHas 0e30mMacHOCTh W 3amuTa WHGOpPMaluu» BXOJUT B
6a3oByto yacth bioka 1 Jluctumnnuuel (Moaynn) yueOHOTO TUIaHa.

3. O0beM AUCHUNIMHBI (MOTYJISA)

O0beM nmUCIMIUIMHBI (MOIYNIS) B 3a4CTHBIX CIWHHUIIAX C YyKa3aHHEM KOJHMYECTBA
aKaJeMHYeCKUX 4YacoB, BBIJCICHHBIX Ha KOHTAaKTHYIO paboTy ¢ oOydarommmucs (1Mo BHIAM
Y4eOHBIX 3aHATUI) U HA CAMOCTOSITEILHYIO pa0oTy, IPUBEICH B TabIHUIIE 2.

Tabmuma 2 — O0mias Tpy10eMKOCTh JUCITUTITHHBI

Tpyno- .
CeMeeTp | enocts OO0BeM KOHTAKTHOH paboThI (dac)
dopma 4 (020) B dopma
Haszganue OI1OIT BO 00yue- actre YT AynuropHas Heaymt= | cpe | arrec-
s Vi1 Kypc TOpHast R
(300, 3.E)) Bcero
0300) nek. | mpak. | ma6. | ITIA | KCP
11.03.02
Mugoxommymkauontvie | g0 | gy 5 4 73 |36 | 36 | o |1 0o | 7 )
TEXHOJIOTHU U CHCTEMbI
CBSI3U

4 CTpyKTypa U coiepkaHue JMCUUILIHHBI (MOTYJIsA)

4.1 Ctpykrypa JucuuIuidnubl (Moayas) aiasa OP®O

Tematuueckuil 11aH, OTPAXKAIOIMINUN COJEPKAHUE AUCITUIUTHHBI (MIEpEeYeHb Pa3/IeJIOB U TEM),
CTPYKTYpPUPOBAHHOE MO BUIAM Yy4YeOHBIX 3aHATUH C yKa3aHHEM HX OObEMOB B COOTBETCTBUH C
y4eOHBIM IIJIAaHOM, TTpHUBEeH B Tabmuie 3.1

Tabmuma 3.1 — Pa3genbl nucummuiHbl (MOIYNs), BHIBI YY€OHOW NEATEILHOCTH U (DOPMBI
Tekymero KouHtpos aiust OPO

Koin-Bo 4acCoB, OTBCJICHHOC Ha

Koz pe- Jlex ITpakTt Ja6 CPC ®opma
Ne Ha3zBanune Tembl 3yJbTara

o0OyueHus

TEKYILETO KOHTPOIIS




BBenenue B

1 | undopmManoHHYIO PJI1, P16 2 0 0 2 CobecenoBanue
0€30MacHOCTh

[Ipumenenue
MH(GOPMAIIHOHHBIX
TEXHOJIOTHH ISl N3y9IeHHs

OTYET 10 IPAKTUYECKON
2 | BOIIPOCOB OpraHU3allMOHHO- PI1 0 2 0 3 p

pabote
MIPaBOBOTO OOECTICYEeHUS
MH(GOPMALIMOHHOM
6€3011aCHOCTH
ITpaBoBoe obecnieueHne
3 | nadopmMannoHHOH Pa1, P12 6 0 0 3 CobecenoBanue
0e300acCHOCTH
Henoms3osanne PJi3, P14, OTYET IO MPAKTHUCCKOU
4 | xpunrorpaduueckux cpeacts | PI6, P8, 0 6 0 3 aGoTe p
3aIKTH HHpOpMAUU P19 p
I
5 N P17, P8, 6 0 0 3 CobecenoBanne
HHPOPMAIIMOHHOM P10
6€30MacHOCTH
PlI2, P1I4,
Peanuzanms paboTsl P16, PA7, .
OTYET I10 IPAKTUYECKON
6 | nHdpacTpyKTYpB OTKPBITHIX P19, 0 6 0 3 aGote
KJTFOUeH PJ110, p
P11
TexHuuyeckue cpencTpa u P13, P14,
7 | MeTOIBI 3aIMTHI P15, P16, 6 0 0 3 CobecenoBanne
nHdopmamu P17, P119
3 Cpencrta creraHorpaduu PJIS, PII9 0 6 0 3 OTYET IO MPAKTUICCKON
JUTS 32U TH HHOPMAIHH ’ pabote
[IporpammHo-anmnaparHbie P13, PJI4,
CpeacTBa U METOJIBI PIIS. P17
9 | obecneuenus P I[S’ P H9’ 8 0 0 3 CobecenoBanune
nH(pOpPMaOHHOM P i[l | ’
0e300aCHOCTH
Hacrpoiika 6e3onacHoro PJ3, P14, OTYET I10 IPAKTUYECKON
10 PAS, P18, 0 8 0 3
CETEeBOT0 COCMHCHUS PJIO. PJII 1 pabote
Kpunrorpaduueckne meronsr | PJIS, PAS,
11 S TH MHbOpMALLH P19, PJII 1 8 0 0 3 CobecenoBanue
P/3, P/14, .
12 AHTHBHPYCHBIE CPEICTBA PJIS. P19 0 ] 0 3 OTYET I10 IPAKTUYECKON
3aInThl HHGOpPMaIN P )’11 | ’ pabore
Htoro no tadaune 36 36 0 35

4.2 CopepsxaHue pa3iesioB M TeM TUCHUILIHHBI (MoayJs) niass ODO

Tema 1 Bsedenue 6 ungopmayuorHuyo 6e30nacHocmo.

Conepxanne Tembl: WubopmannoHHass Oe3omacHOCTh. OCHOBHBIE TOHATHA. Mojenu
nH(popmanmoHHoM 6e3omacHocTy. Buibl 3anumniaeMoit HH(GpOpMaIIUH.

@opMBl U METOABI TPOBEACHHS 3aHATHI MO TeMe, MNpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTHH: JICKIIMOHHOE 3aHITHE.

Bunabl camocTOsATEIRHON MOATOTOBKHA CTYACHTOB IO TeMe: [1oAroToBka K KOHTPOJIBHBIM
BOIpOcaM coOeceIoBaHus, MOATOTOBKA K MPOMEKYTOYHON aTTeCTAIIUU.

Tema 2 Ilpumenenue uUHGOPMAYUOHHBLIX MEXHONO2UU Ol U3YHEHUSI BONPOCOB
OP2aHU3AYUOHHO-NPABOBO2O 0ObecneyeHUs. UHDOPMAYUOHHOU OE30NaACHOCT.

Conepxanrie TeMbl: Vcmonp3oBaHue 0a3 JaHHBIX [JIs HAXOXKICHUS W W3Y4YEHUS
HOPMAaTUBHBIX JOKYMEHTOB B 00J1aCTH HHPOPMAIIIOHHOM 0€30MacHOCTH.

@opMbl U METOIBl MPOBEICHUS 3aHATUM MO TeMe, MNPUMEHsEMble 00pa30BaTeIbHbIC
texHozioruu: [IpakTuyeckoe 3amanue.

Buasl camocTosTenbHOW MOATOTOBKM CTYIEHTOB Mo Teme: IloaroroBka otdera mo
MpaKkTUYECKON paboTe, MOAr0TOBKA K MPOMEXKYTOYHOU aTTECTaIUU.



Tema 3 Ilpasosoe obecneuenue uHpHOpMayuoHHoU Oe30naAcHOCmu.

Copnepxanne TeMbl: OCHOBHBIE HOPMATHUBHO-TIPABOBBIC aKThl B 00JacTH WH(GOPMALIMOHHON
6e3onacHoctu. [IpaBoBble  0OCOOCHHOCTH — oOecriedeHUsi 0e30MacHOCTH KOH(UICHINATBHOM
nH(pOpMaIUK U TOCYAapCTBEHHOM TalHBI.

@opMbl M METOJbl NPOBEAEHUS 3aHATUH IO TeMme, NpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTUH: JIEKITMOHHOE 3aHSTHE.

Buael camocTosTeNbHOM MOATOTOBKU CTYAEHTOB MO Teme: I[lonroroBka K KOHTPOJIBHBIM
BOIIpOCaM cobeceI0BaHusl, OATOTOBKA K MPOMEXKYTOYHOM aTTeCTaIlH.

Tema 4 Hcnonvzosanue kpunmozpaghuueckux cpeocmas 3auumsl UHGopmayuu.

Conepxxanmne Tembl: Co3naHue 3amHU(ppPOBAHHBIX (aiIOB M KPUNTOKOHTEHHEPOB M HX
pacmudpoBaHue.

@opMbl M METOJBl NPOBEAEHUS 3aHATUH IO TeMme, NpUMEHseMble 00pa3oBaTelbHbIC
texHosoruu: [IpakTrueckoe 3aganue.

Buzabl camMocTOATENFHON IMOATOTOBKM CTYIACHTOB 10 Teme: I[loAroToBka oTyera 110
NPaKTUYECKO paboTe, MOAr0TOBKA K IPOMEKYTOUHOU aTTeCTallHH.

Tema 5 Opeanuszayuonnoe obecneuenue UHGHOPMayuoOHHOU 6e30NaACHOCMU.

Conepxxanne Tembl: OCHOBHBIE CTaHAApPTHl B 00jacTu obOecredeHus: WHGOPMAIMOHHON
6e3onacHoctH. [TomuTHka 6€30MacHOCTH. DKOHOMUYECKast 0€30MacCHOCTh MPEATPUSTHSL.

@opMbl M METOJbl NPOBEAEHUS 3aHATUH IO TeMme, NpUMEHseMble 00pa3oBaTelbHbIC
TEXHOJIOTUH: JICKITMOHHOE 3aHSTHE.

Buapl caMoCTOATENBHOW TOATOTOBKU CTYIEHTOB MO Teme: [10AroToBKa K KOHTPOJIBHBIM
BOIIpOCaM cobeceI0BaHusl, OATOTOBKA K MPOMEXKYTOUHOM aTTeCTaIlH.

Tema 6 Peanuzayus pabomul unpacmpykmypsbi OmKpulmslX KIH0Yell.

Conepxxkannie Tembl: (Co3llaHue YIOCTOBEPSIIOUIETO LIEHTPA, TEeHEepalus OTKPBITBIX H
CEeKPETHBIX KJIIOUCH, CO3JIlaHue CEePTU(UKATOB OTKPBITBIX KIIIOUEH, CO3JIaHHUE dJICKTPOHHOU
MOAMKCH, POBEPKA FIEKTPOHHOU MOATHUCH.

®opMbl U METOIBI TPOBEICHUS 3aHATUM MO TeMe, MNPUMEHsIEMble O0Opa30BaTeIbHbIC
texHosioruu: IIpaktuyeckoe 3ananue.

Buapel caMoCTOATENBHOM NOATOTOBKM CTYIEHTOB 10 TeMe: IloaroroBka oryera 110
MpaKTUYECKON paboTe, MOArOTOBKA K MPOMEKYTOYHON aTTECTaIUU.

Tema 7 Texunuueckue cpedcmea u Memoowl 3auumsl UHGOPMaAYUU.

Conepxannie TeMbl: MmkeHepHas 3ammTa 00beKTOB. 3amuTa WHPOpPMAIUA OT YTEUKHU IO
TEXHUYECKUM KaHalaMm.

@opMBl U METOABI NPOBEIACHMS 3aHATHUI 1O TeMe, NpPUMEHsEeMble 00pa30BaTEIbHbIC
TEeXHOJOTHH: JIeKIInOHHOE 3aHsATHE.

Buael camocTosTENPHONM NOATOTOBKM CTYAEHTOB IO Teme: 1IoAroroBka K KOHTPOJBHBIM
BOIpocaM cobeceloBaHus, TOATOTOBKA K MPOMEKYTOYHON aTTeCTALIUU.

Tema 8 Cpedcmea cmeeanoepaghuu 05 3auumovl UHGOPMAYUU.

Coneprxkanne Tembl: Vcmons30Banmne cpeacTB cTeraHorpaduu 1J1s 3auThl (Haiiios.

@opMBl U METOABI TPOBEACHHS 3aHATHH 1O TeMe, NpPUMEHseMble O0pa3oBaTeIbHBIC
texHosoruu: [IpakTrueckoe 3aganue.

Buapl caMoCTOSITETbHON IMOATOTOBKM CTYIEHTOB 1O TeMe: [loAroroBka oTdeTa IIo
MPAKTHYECKON paboTe, MOArOTOBKA K TPOMEKYTOUYHOM aTTeCTaIIH.

Tema 9 Ilpoecpammno-annapamusvle cpedcmea u memoovl obecnederus: UHGoOpMayuoHHoU
beszonacHocmu.
Conepxanrie TeMbl: OCHOBHBIC BHJIBI CETEBBIX M KOMITBIOTEPHBIX yrpo3. CpeicTtBa



METO/IbI 3aLIUTHI OT CETEBBIX KOMIIBIOTEPHBIX YIPO3.

®opMBl U METOABI TPOBEICHUS 3aHATHUA TO TeMe, MNPUMEHsIEMbIe OOpa30BaTEIbHbIC
TeXHOJIOTHH: JIEKIIMOHHOE 3aHsTHE.

Buapl camocTosTENPHOM NOATOTOBKU CTYAEHTOB MO Teme: 11oAroroBka K KOHTPOJbHBIM
BOIIpOCaM coOece0BaHus, TIOITOTOBKA K MTPOMEKYTOYHON aTTECTAIUH.

Tema 10 Hacmpotixa 6e3onacnozo cemesozo coeOuHeHus.

Conepxanrie TeMbl: Co3gaHue 3alIMIICHHOTO KaHaJla CBS3U CPEACTBAMHU BHUPTYaJbHOU
YaCTHOM CETH.

®opMBl U METOABI TPOBEICHUS 3aHATHUA TO TeMe, MNPUMEHsIEMbIe O0O0pa30BaTEIbHbIC
texHosoruu: IIpaktuyeckoe 3aganue.

Buapl caMocCTOATENBHOM NOATOTOBKM CTYIEHTOB 10 TeMe: IloaroroBka oryera 1o
MpaKTUYECKON paboTe, MOArOTOBKA K MPOMEKYTOYHON aTTECTaIUH.

Tema 11 Kpunmoepaguueckue memoowl 3auumol ungopmayuu.

Copepxanne Tembl: CUMMETpUYHBIE U aCCUMETPHUHbIe cUcTeMbl mudpoBanus. L{udpossie
noanucu (DnekTpoHHble noanucu). MHpacTpykTypa OTKpBITHIX Kitoueil. Kpunrorpaduueckue
MIPOTOKOJIBI.

@opMBl U METOABI TPOBEACHHS 3aHATHH MO TeMe, MNpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTUH: JICKITMOHHOE 3aHTHE.

Bunel camocTosiTeNnbHOM MOATOTOBKU CTYAEHTOB MO Teme: [lonroroBka K KOHTPOJIBHBIM
BOIIpOcaM cobeceI0BaHusl, OATOTOBKA K MPOMEXYTOUHOM aTTeCTaliH.

Tema 12 Aumusupycuvie cpedcmea 3auumol UHGOPMAYUU.

CopepxaHnie TeMbl: V3yueHHe HACTPOCK CPEICTB aHTUBUPYCHOM 3aIUTHI HH()OPMAIIHH.

®opMBl W METOABI TPOBEICHUS 3aHATHUA TO TeMe, MNPUMEHsIEMbIe O0Opa30BaTEIbHBIC
texHosoruu: IIpaktuyeckoe 3aganue.

Buapel caMocTOATENBHOM NOATOTOBKM CTYIEHTOB 10 TeMe: IloaroroBka oryera 1o
MpaKkTUYECKON paboTe, MOAr0TOBKA K MPOMEKYTOYHON aTTECTaIlUU.

5 Metoanueckue yKazaHus 1Jis 00y4arOIIMXCH M0 U3YYEHUIO U PeaTu3alui JUCHUIIMHBI
(MoayJis)

5.1 MeTtoauueckue PEKOMEHIallUA OﬁyanOH.II/IMCﬂ mo M3YYCHUMIO NUCHUIUVIMHBI M 10
o0ecrneYeHHuI0 CAMOCTOATEIbLHOM paﬁoTbI

Texymas camocrosaTensHas padoTa o Kypcy «MHdopManmonHas 0€30MacHOCTh U 3aIIUTa
MHpOpMaLMK) HalpaBieHa Ha ynIyOJeHue M 3aKpeIuleHUe 3HAHUM, Ha pa3BUTHE NMPaKTHYECKUX
YMEHHUH U BKIIIOYAET TaKUe BUJBI paboT, KaK:

- paboTa C JEKIMOHHBIM MAaTEPUATIOM;

- paboTa ¢ peKOMEH0BaHHOH JINTepaTypoOi MPH MOATOTOBKE K MPAKTHUECKUM 3aHATUSAM;

- IOATOTOBKA K 3K3aMEHY.

[Tpu n3yuenun aucuuiuinHbl «MH(popManoHHas 6€30MaCHOCTh M 3aIluTa MH(OPMAIN»
PEKOMEHJyeTCsl PEeUTHHroBas TEXHOJNOTHs OOy4YeHHs, KOTopas IMO3BOJSET pealn30BaTh
HENPEPBhIBHYI0O U KOMIUIEKCHYIO CHUCTEMY OIICHMBAHMsSI Y4E€OHBIX JOCTH)KEHHUH CTY/IEHTOB.
HenpepbIBHOCTh O3HauaeT, 4TO TEKyLIME OLEHKM HE YCPEAHAITCH (Kak B TPaauLMOHHOMN
TEXHOJIOTMH), & HEIPEPBIBHO CKJIAAbIBAIOTCS HA NPOTSHKEHUH CEMECTpPa IPU U3yUEHUH IIEPBOTO WM
BTOporo moayns. KoMijiekcHOCTh O3HayaeT ydeT Bcex (Gopm ydeOHOl M TBOpUYECKOM paboThI
CTYJICHTa B TE€YECHUE CEMECTpa.

PefiTuHr HampaBieH Ha MOBBIIIEHHE PUTMHUYHOCTH U 3(PPEKTHBHOCTH CAMOCTOSTEIHHOMN
paboThI cTyneHTOB. OH OCHOBBIBAETCS] HA IIMPOKOM HCIOJIb30BaHUH TECTOB U 3aMHTEPECOBAHHOCTH
KaX/I0T0 CTYJICHTa B TIOJIY4YEeHUH 00Jiee BHICOKOH OIEHKH 3HAHUH 110 TUCLUITIIMHE.



[TpyHUMIBI pEeHTUHIA: HENpPEPBIBHBIM KOHTPOJb (B MJ€ale Ha KaXKIOM U3 ayIUTOPHBIX
3aHATUH) W ToNMyuyeHue Oojee BBICOKOM OIEHKH 3a paboTy, BBINOJHEHHYIO B cpok. [lpu
NPOBEIECHUN NPAKTUYECKUX 3aHATHH HEOOXOAMMO MpeaycMaTpuBaTh IIMPOKOE HCIOJIb30BaHUE
aKTHBHBIX U HHTEPAKTUBHBIX (POPM (KOMITBIOTEPHBIX CHMYJISLIUH, IEIOBBIX U POJICBBIX HTD).

PeiiTunr BKiTtO4aeT B ceOs JBa BHIAa KOHTPOJIS: TEKYIIHH, TPOMEKYTOUHBIH U UTOTOBBIH O
JUCLIUIINHE.

Texymmii koHTpoIb (TK) - OCHOBHAs YacTh PEUTUHIOBON CHCTEMBI, OCHOBaHHAsI Ha OETIOM
OIIpoCe pa3 B HEAECNO WIK B 1Be Henenu. DOopMbl: OLEHKA 3a clady TEOPETUYECKUX MUHHU3a4ETOB,
BBINIOJIHEHHE HMHIUBUAYAIBHBIX 3aJaHUA M TNpakTHUecKuX paboT. Baxwueimeir ¢opmoit TK,
MTO3BOJISIOIIEH OITPOCUTH BCEX CTYACHTOB HA OJJTHOM 3aHITHH SBIIIOTCS TEOPETUYECKHE MOJIY/IH, Ha
KOTOPBIX CTYZEHTBI CAMOCTOSITEILHO OTBEYAIOT HA BOIPOCHI AJIs1 CAMOCTOSITEIBHON OLIEHKH.

KoHTponbHBIE BOMPOCHI JISi CAMOCTOSITENIFHOW OLIEHKM KadecTBa OCBOCHHS y4eOHOM
JUCLUIUIAHEI

Tema 1. BBenenue B MH(pOpMaIIMOHHYIO0 6€30M1aCHOCTh

Yro Takoe nH(popMannoHHAast 0€301acHOCTh?
[lepeuncnure OCHOBHBIE YTrPo3bl HHHOPMALMOHHON O€30MaCHOCTH.
Kakue cymiecTByoT Moieny HHPOPMALMOHHON Oe30macHOCTH?
Kakue metop! 3a1MThl HHPOPMAIUK BBIAEISAIOT?
YTo Takoe MpaBoBbIE METO/ABI 3aIUTHI HHYOpMauu?
Yrto Takoe OpraHU3alMOHHBIE METO/IbI 3aIUTH HH(popMaImn?
YTo Takoe TEXHMYECKHE METO/IbI 3AIUTHI HHPOPMAIN?
Yro Takoe MporpaMMHO-aInapaTHbIE METO/IbI 3alUThI HH(pOpMaUN?
Yro Takoe KpUNTOTpaguIeCKUe METO Il 3aIIUTHI HHPOPMALIUHN?
Yro Takoe puznveckue METObI 3aUTHl HH(OpMALUH?
Kakue rinaBHbIe rocy1apcTBEHHBIC OpraHbl B 00s1acTH obecrieueHust nH(POPMAIIMOHHOH
6e3omacHocTu?
[Tepeuncnure BUIBI 3aIIUIIAEMON HHPOPMAIIHY.

Tema 2. [IpaBoBoe obecrieueHre HHPOPMAIIMOHHOW O€30TTACHOCTH

meYXNANRE DN =

—_ —_ —
\S]

—

[IpaBo. McTounuku npasa.
Kakue ocHOBHbIE 3aKOHBI B 00J1aCTH 3a1UThl MHGopMaru B PO?
[Tepeuncnure ocHOBHBIE 1IeH U 3a1a4n PO B obmactu obecrieyeHnss HHPOPMALMOHHOM
0e30macHOCTH
Crparerust HaUMOHAIBHOM Oe3omacHoCTH. JIoKTprHA HHPOPMALIMOHHOM 6€30MMacHOCTH.
Uro Takoe koH(puAeHIIMATbHAST HHPOpMALIHSI?
Yro Takoe nepcoHaIbHbIC JaHHbIE?
B kakux ciayyasx BO3MOXHO UCIIOJIb30BaTh EPCOHANIBHBIE JaHHBIE O€3 coryiacus
oOnamareis?
8. Oxapaktepusyiite OnoMeTpuyecKre JaHHbIe KaK EPCOHATIbHbBIC JaHHbIE.
9. Yro Takoe mpodeccruoHanbHas TaitHa?
10. Yto Takoe cimyxeOHas TaiiHa?
11. Yro Takoe kommepueckas TaiiHa?
12. Yro Takoe pexuM KOMMEpPUECKOH TalHbI?
13. Yo Takoe rocygapcTBeHHas TaiiHa?
14. Onummure nMpaBoBON PEKUM T'OCYIaPCTBEHHOM TalHBI.
15. @©3-149.
16. ®3-152.
17. ©3-98.
18. @3-390.
19. ®3-395-1.
20. ®3-126.
21. ©3-374 u ©3-375.
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10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

20.
21.
22.
23.
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ITocranoBnenue npasutenbcTsa Nel119.
Tema 3. OpranuzannonHoe odecrieueHrne HHHOPMAITMOHHON 0€30MTaCHOCTH

Kakue ocHOBHbIE MeXTyHapOHbIE CTaHAAPThI B 001acTH MH(POpMAIIMOHHON 6e30nacHOCTH?
«OpanxeBasi KHUTa
ISO/IEC 15408.
Kak cBsi3aHbI MeXIyHapOHbIE CTAaHAAPTHI U CTaHAapThl PO?
'OCT P UCO/MDK 27002-2012.
I'OCT P UCO/MDBK 27005-2010.
CTO BP UBBC-1.1-2007. «Ayaut uHPOPMALMOHHON O€30MaCHOCTH.
PC BP UBBC-2.2-2009. «MeTonKa OLIEHKH PUCKOB HapyIIeHNs HHPOPMAITMOHHOMN
0e30macHOCTI.
ITpuxa3z ®Cb Ne378.
[Tpukaz ®CTIOK Ne21.
ITpuka3z @CTIOK Nel7.
[Tpuxa3z @CTIOK Ne31.
[Tpukaz ®CTIK Ne28.
ITpuxa3z @CTIOK Ne638.
[Tpuxa3z @CTIK Ne9.
ITpuxa3z ®CTOK Nel19.
ITpuxa3z I'octexkomuccuu Nel 14.
PykoBogsuue 1oKkyMeHThI [ OCTEXKOMUCCHUHU.
Mepsl 3amuThl HH(GOPMAIMK B TOCYAAPCTBEHHBIX HH()OPMAITMOHHBIX CUCTEMAX.
(Meronnueckuit nokymenT ®CTIK).
Yro Takoe MoJuTHKa 6€30MacHOCTH?
Cayx0a 6ezonacHoctu npeanpusitus. CTpykrypa. OyHKIUH.
Tunoast HHCTPYKLMS COTPYAHUKA 110 00ecrieueHUI0 HH(POPMaMOHHON 0€30M1aCHOCTH.
DKoHOMHUYECKas pa3Beka. [[pOMBINUIEHHBIN IIMHOHAXK.
Tema 4. TexHuuecKue CpeICTBA U METOABI 3aIIUTH HH(OpMAITIH

Urto Takoe WHKEHEepHas 3amuTa 00beKTOB?

Kakum cioco6oM onuceIBaeTcsi HHXKEeHepHas 3aiura. OnucaTb MOJIEINb.
Kakwue cpenctsa mpuMeHstOTCS 1715 3alMThI 1-ro nepumerpa?

Kakue cpenctsa MpUMEHSIOTCS IS 3aIMTHI 2-TO IIepuMeTpa’?

Kakue cpencta NpuMEHSIOTCS 7S 3alIUTHI 3-T0 iepuMeTpa’?

[ToxxapHble CUTHATU3aUH.

OxpaHHBIE CUTHAIN3AUU

buomerpus. buomerpuyeckne XxapakTepUCTUKH.

Yro Takoe TEXHUYECKHE KaHaJIbl yTeUKH UH(pOpMan?

[Tepeuncante OCHOBHbBIE BUbI TEXHUUECKUX KaHAIOB YTEUKH HHpopMaun?

. Yto Takoe crennpoBepka?

. Yto Takoe crnenucciaenoBanue?

. Uto Takoe cneroociaeqoBanue?

. IlepeuncauTe METOBI 3aUTUTH HHPOPMALIUK OT YTEUKH 110 3pUTEITHHOMY KaHAIYy.

. IlepeuncnuTe METOABI 3aIIUTH HHPOPMAIHH OT YTEUKH IO JIEKTPOMATHUTHOMY KaHAaIy.
. TlepeuncnuTe METOABI 3aIIUTH HHPOPMAIMH OT YTEYKH 110 JIEKTPUICCKOMY KaHAITY.

. Ilepeuncnute METOBI 3aTUTH HHPOPMAIIMK OT YTEUKH 110 WHIYKIIMOHHOMY KaHATy

[Tepeuncante MeTOABI 3aLUTH HHOOPMAIIMK OT YTEUKH 10 MTapaMeTPUYECKOMY KaHay.
[Tepeuncanre METOABI 3aIUTH HHOOPMAIMH OT YTEUYKH 110 BO3IYITHOMY KaHAIY.

. [lepeuncnute MeToAB! 3aIUTHI HHMOPMALIUK OT YTEUKHU 10 BUOPALIMOHHOMY KaHaITy.

. [lepeuncnure MeTOABI 3aIUTHI HHPOPMALIUN OT YTEUKHU 110 aKyCTOIIEKTPHUECKOMY KaHaIy.
. IlepeuncnuTe METOABI 3aIIUTHI HHPOPMAIIMH OT YTEUKH 110 ONITUKOAIEKTPOHHOMY KaHaIly.

. Ilepeuncnute cpeacTBa U METO/IBI 3ALUTHI UH(OPMAIMK OT YTEUKH UH(OpMAIUK B



TeneOHHBIX JIMHUSX.
Tema 5. IlporpammHo-anmapaTHbIe CPEACTBA M METOABI oOecrieueHus WHOOPMAIMOHHOM
0€30MacHOCTH

UYro Takoe mporpaMMHO-AIapaTHRIE CPEACTBA 3aIIUTH HHDOopMarmu?
Kakmne MexaHn3Mbl peannsyroT porpaMMHO-aIIapaTHbIe CPEACTBa 3alIUThl HHGopmanuu?
Kakmne koMIbrOTepHBbIE YyTPO3bl OE30MACHOCTH CYIIECTBYIOT?
Uro Takoe cereBas pazBeaka? Kakne MeToapl 3alIUTHI MPOTUB HEE CYIIECTBYIOT?
Urto Takoe nubeknus? Kakue BUabl HHBEKIMH CylIecTBYIOT? Kakue MeToIbl 3alUThl IPOTUB
HUX CYIECTBYIOT?
Urto Takoe oTKa3 B oOcykuBaHuu? Kakue METOIbI 3aI[UThI TPOTHB HETO CYIIECTBYIOT?
OcCHOBHBIE BU/IBI IPOTPAMMHBIX YS3BUMOCTEH.
Baknopsl.
9. Yro Ttakoe nepenonaHeHue 6ydepa? MeToapl 3amuTHI.
10. Yro takoe aedexTsl HopMaTHBIX CTPOK? METOIBI 3aIUTHI.
11. Yto Takoe 1enouncieHHbIe epenoaHeHus? MeToabl 3alluThI.
12. Ommbku 06pabOTKH UCKIIOYEHUH. METO b 3alTUTHI.
13. Buenpenue komana. MeTobl 3alIUTHI.
14. HexoppekTHbie 00paboTKH OmMOOK. MEeTOIbI 3alTUTHI.
15. Touku. MeToap! 3amIuThl.
16. BeinosHeHue KoJia C 3aBBIIIICHHBIMU MPUBUICTUSMH.
17. Ataka «YenmoBek 1o cepeuHe».
18. Yo Takoe IP-cnyddunr? Kakue MeTosbl 3a1UTh IPOTUB HETO CYLIECTBYIOT?
19. ARP.
20. DHCP.
21. NAT.
22. PAT.
23. IPv4. IPv6.
24. Yto Takoe ARP-criydpunr? Kakue MeTo bl 3alIUTHI TPOTHB HETO CYIIECTBYIOT?
25. Yto takoe DNS Cache Poisoning? Kakue MeToapl 3a1IUTHI POTUB HET'O CYIIECTBYIOT?
26. UYro takoe NetBIOS/NBNS spoofing? Kakue MeTOIbI 3a1IUTHI TPOTUB HETO CYIIECTBYIOT?
27. VPN.
28. CommanbHas HHXEHEPHS.
29. ®poxa. Metobl 60pbOBI ¢ HPOIOM.
30. Yro takoe ¢pummHr? Kakue MeTo bl 3alIUThI IPOTUB HETO CYLIECTBYIOT?
31. Kapausr. MeToibl 3a1IUThI OT KapAUHTA.
32. Darkweb.
33. DMZ.
34. AHoHMMali3epHl.
35. Tlpokcu-cepBepsl.
36. Pe3epBHOE KOMMPOBAHUE.
37. Honey pot.
38. DLP-cuctemsbl. SIEM-cuctemsi.
39. CkaHepbl 6€30MMaCHOCTH.
40. Cuctembl 0OHapYKECHHUS BTOPKEHUI.
41. CucrteMbl NPeIOTBPALICHHUS BTOPKEHUM.
42. BpenoHocHble nporpamMmmbl. KoMmnbroTepHbie BUpYChl. Buabl BUpyCoOB.
43. DKCIUIOUTHI.
44. Mexanu3M pabOThI BUpYCa.
45. AHtuBHpychl. Buibl aHTUBHPYCOB.
46. MexaHu3mbl pabOTHI aHTUBHpYCA.
47. MexceTeBoi dKpaH.
Tema 6. Kpunrorpadgudeckre MeToAb! 3aUThl HH()OpMAITHH
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UYro takoe mudp? Kakue Buabl mudpoB CymecTByOT?
Yro takoe cummeTpuuHblid mudp? Kakue cuMMeTpruHble MU PHI UCIOIB3YIOTCS ceilyac?
Uro takoe accumeTpuuHbii mmdp? Kakue accumerpuynbie MUQPPHI UCTIONB3YIOTCS ceiyac?
[TpuHIUI TOCTPOSHUSI CHMMETPUYHBIX MHU(PPOB.
[TpuHIMIT TOCTPOCHUS ACCUMETPUYHBIX IHU(POB.
CrangapTHbie HQPHI.
[Torounsie M PHI.
Uro Takoe xemnr-pynkiusa? Kakue Buabl xeni-GyHKIWA Bbl 3HaeTe?
9. JlepeBo Mepkia.
10. Yto Ttakoe nudposas moanuce?
11. Iudposas nognuce RSA.
12. Hudposas noxnuce Dnb-I"amarns.
13. Yto Takoe HHPPACTPYKTypa OTKPHITHIX KITtoUen?
14. JKu3HEeHHbIN UK KITIOYa.
15. Ayrentudukanus, naeHTU(UKAIS, BeprUPHUKAINS, aBTOPU3ALIHUSI.
16. Tlpocreiinmme TpoOTOKOIBI UACHTH(DUKAIIH.
17. Ocuosnoii mpoTokon Kerberos.
18. IPSec.
19. Blockchain.
20. Yo Takoe creranorpadus? [lonsarue creranHokoHTeiHEpa.
21. Kakwue BUJIbI CTETaHOKOHTEHHEPOB CYIIECTBYIOT?
22. Mertobl CO3/1aHUS CTETAHOKOHTEHHEPOB HAa OCHOBE TEKCTOBOM MH(pOpPMALIUU.
23. Merobl cO3aHMs CTETAaHOKOHTEHHEPOB Ha OCHOBE BUICOMH(POPMAITUH H CTOII/KaPOB.
24. Metonbl cO3aHUs CTETAHOKOHTEHHEPOB HA OCHOBE ayAHOWH(OpMaLIUK.
25. Hudpossie BoASIHBIE 3HAKH.

OcHoBHas nenb TK: cBoeBpeMeHHas OLIEHKa yCIIEBAEMOCTH CTYAEHTOB, MOOYXAarommas ux
paboTaTh paBHOMEPHO, UCKIIOYAsi MaJlble 3arpy3Ky WIH MEPETPY3KH B TEUCHUE CEMECTpa.

JIeKUMOHHBIE 3aHATUSA KEIATEIbHO MPOBOJUTH B PEKUME MPE3CHTAMK C JIEMOHCTpaluen
IIPUMEHEHNsI OCHOBHOI'O MaTepHalia, U3JaraéMoro B TeMe. DTO CYLIECTBEHHO YIy4IlaeT IUHAMHUKY
JIEKIUH.

IlenecooOpa3Ho obOecrneunBaTh CTYAEHTOB Ha 1-2 JieKUMM BHepel pa3laTOYHBIM
MaTepuajoM B 3JEKTPOHHOM BHUJE (CIOXKHBIE CXEMBbI, TpaduKU, aHATUTHUYECKUE HCCIICIOBAHUS U
OTOpHBINA KOHCIEKT). OCHOBHOE BpeMs JICKLMH JIydllle TPAaTHTh Ha MOAPOOHBIC aHATUTHYECKHE
KOMMEHTapH1 U OCOOEHHOCTH MPHMEHEHHUS paccMaTpHUBAEMOIo MarepHaia B MpodecCHOHaIbHOU
JeATEIbHOCTH CTYJEHTA.

[TpakTnueckue pabOThI CleyeT NPOBOAUTH B KOMIIBIOTEPHOM KJIacce JINOO B ayJUTOPHH C
MYJIBTUMEIUHHBIM 000pY/IOBaHUEM, MCIOJB3YSl OPUTHHAIBHYIO METOIUKY M NMpoQeccHOHANbHbIE
nporpaMMbl. MOKHO pEKOMEHI0BATh YCTAaHOBKY OpUTMHaibHBIX nporpamMm Ha IIK cTyneHTOB M
BBINIOJHATH PsI 3a/1ad JoMa. B 3ToM ciiyyae B Kjlacce€ OCHOBHOE BHHUMAaHHE KOHIIEHTPUPYETCS Ha
METOAMKE MCIIOJIb30BAaHNS Ha3BaHHBIX POTPAMM U aHAJIU3€ MOIYUYEHHBIX PE3yIbTaTOB.

ITpomexyrounbiii koHTponb (IIK) - 3TO mpoBepka 3HaHMI CTYIEHTOB IO pas3fieiy
nporpaMMmbl. @opMbl: Opoc 1Mo TEOPUH COINIACHO CIIUCKY BOIIPOCOB JIJISl CAMOCTOSITENILHOM OLEHKU
YCBOEHUSI MaTepuana.

[lens IIK: noOyauTh CTYIEHTOB OTYMTATbCA 3a YCBOEHHME pasjiena IUCLUIUIMHBI
HaKOTIMTEJIFHBIM 00pa3oM, T.e. CHadasa 3a MepBbIi, 3aTeM 3a BTOPOH, 3aTEM 3a TPETHH pa3ieibl U
T.J. B KOHEYHOM HTOreé MHOrME€ CTYAEHTHl MOTYT IOJYyYHUTh WUTOTOBBIE OLICHKH IO JUCLUILINHE
«aBTOMAaTOM).

Hroroseiii koHTpoak 10 auciuiuirnHe (MK/]) - aTo mpoBepka ypoBHS Y4EOHBIX JOCTHXKCHHIMA
CTYNCHTOB II0 BCEH AMCUMIUIMHE 3a cemecTp. Dopmbl KOHTpOisA: 3k3aMeH. llenp uTOroBoro
KOHTPOJIS: MpoBepka O0a30BbIX 3HAHMM JHUCUUIUIMHBI, TOJYYEHHBIX HpPU H3YyYEHUH MOy,
JIOCTATOYHBIX JJIS MOCIEAYIONIEro 00ydeHusl.

Bonpocs! k 3k3aMeHy [UIsl OIIEHKH Ka4yecTBa OCBOCHUS yUEOHOM JUCIUTUTHHBI
1. llenmu rocyagapcTBa B 001acTH odecriedeHuss HHPOPMaIMOHHON 0€30MMacHOCTH.
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2. OcHOBHBIE HOPMATUBHBIE aKThl PD, CBs3aHHBIE ¢ TPABOBOM 3aIIUTON MH(POPMALIUH.

3. Bubl KOMIIBIOTEPHBIX NPECTYIICHUM.

4. CiocoObI 1 MEXaHU3MBbI COBEpPILICHUSI TH(POPMAITMOHHBIX KOMITBIOTEPHBIX MPECTYIIIICHHIA.

5. OcHOBHBIE TapaMeTpbl M 4YepThl WH(OPMAIMOHHON KOMIBIOTEPHON NPECTYMHOCTH B
Poccun.

6. Komnerorepssiii Bupyc. OCHOBHBIE BU/IbI KOMIIBIOTEPHBIX BUPYCOB.

7. MeTroasl 3aIUTHI OT KOMITBIOTEPHBIX BUPYCOB.

8. Turbl aHTUBUPYCHBIX MPOTPaAMM.

9 . 3ammTHl OT HECAaHKIMOHHUPOBAHHOTO nocTymna. MnaeHTudukanus u ayTeHTUDUKAIH
M0JIb30BATENSI.

10. OcHOBHBIE YyTpO3bl KOMITBIOTEPHON 0€30MaCHOCTH MPH padoTe B ceTu HTepHeT.

11. Buasl 3anumaemMoit nHGOpMAIIHH.

12. T'ocynapcTBeHHas TaitHa Kak 0COOBIN BHT 3aIIAIIIAeMO HH(GOPMAITHH.

13. KondunennuansHast nuHpopMarus.

14. Cuctema 3a1iuThl rOCYAAPCTBEHHON TalHBI.

15. IIpaBoBO¥# peXUM 3aIIUThI TOCYAaPCTBEHHOM TaiHBI.

1 6. 3amura MHTEIUIEKTYyaJbHOH COOCTBEHHOCTH CPEACTBAMU IMATEHTHOTO M aBTOPCKOTO
npasa.

17. MexayHapoJHOE 3aKOHOAATEIBCTBO B 00JACTH 3aIIUTHI HH()OPMALIHH.

18. [IporpaMMHoO-amnmapaTHeie CpeAcTBa oOecreueHus: NHPOPMAITMOHHON 0€30MacHOCTH B
MH(GOPMALIMOHHBIX CETAX.

19. CumMmeTpuvHbIe U QPHI.

20. Accumerpuunble UQPHL.

21. Kpunrorpadudeckue mpoTOKOJBI.

22. Kpunrorpadpuueckue xem-QpyHKINH.

23. DneKTpoHHAas MOAIHKCH.

24. OpraHu3aimoHHoe obecrneueHne HHPOPMAIIHOHHOW 0€30MacHOCTH.

25. Cnyx0a 6€301aCHOCTH OpPraHU3aLNH.

26. MeTopl 3auThl HHPOPMAIMH OT YTEUKH B TEXHHYECKUX KaHaIax.

27. nxeHepHas 3aluTa 1 0XpaHa 0ObEeKTOB.

Pacripenenenrie 00bEMOB pa3IMYHOIO BUAA KOHTPOJEH MOXKHO MPOMUIIOCTPUPOBATH
CIeNyIOMMMH IU(ppaMU Ha MpPUMEpE ceMmecTpa: TeKyIIHid KOHTposib — 40 YCIOBHBIX OasioB;
MPOMEXYTOUHBIA KOHTPOJIb - 30 YCIOBHBIX OaioB; UTOTOBBIH KOHTPOJb - 30 yCIOBHBIX 0aioB.
Bes guctmmumaa onennBaetcss B 100 yClIOBHBIX 0ayuioB, €CM BCS JTUCHUILIMHA OICHUBACTCS
mudpoi, ornuuHoit ot 100 6amioB, TO MOA YCIOBHBIM OajioM ClEIyeT MOHHUMAaTh MPOIEHT OT
MaKCHUMAaJIbHOTO YKCiIa OauioB.

[Ipu sTOM nEHCTBYeT clieayrolias CUCTeMa NEPEeBOIa PEUTHHTOBBIX (YCIOBHBIX) 0aioB B
OOBIYHYIO KAy Ka9eCTBEHHBIX OLEHOK: «OTiaruHo» (5) - 91-100 ycrnoBHBIX 0amioB; «X0OpOIIO»
(4) - 75-90 ycnoBHBIX OaOB; «YmoBieTBOpUTenbHO» (3) - 61—74 ycClOBHBIX OaJjIoOB;
«HeynoBneTBoputensHo» (2) -

[TpuBenennbpie HUGPBI TOBOPAT O TOM, UYTO HA JHOOOH CTaguu OO0yuyeHHE CTYAEHTa MOXHO
CUMTATh YIOBJIETBOPUTENBbHBIM, €Clii OH HaOupaer He MeHee 61 ycnoBHbIX OamnoB. Tak,
Hanpumep, HabpaB B xome TK u IIK 61 OamnoB, cTygeHT rapaHtupyeT cebe OIEeHKY
«Y IOBJIETBOPUTEIBHO.

5.2 OcoOeHHOCTH oOpraHu3amuu OOyYEeHHSI [JIS1 JIHI[ ¢ OTPAHHYEHHBIMH BO3MOKHOCTSIMHU
310POBbSI 1 HHBAJTUI0B

ITpu HEOOXO0MMOCTH 00YYaIOLIMMCS U3 YHUCIIA JIULL C OFPAaHMYEHHBIMH BO3MOKHOCTSIMU 3/10pPOBbS U
MHBAJIUAOB (110 3asBJICHUIO 00YYaIOLIErocs) NpeaocTaBiseTcs yueOHas HHPOpMaLus B TOCTYITHbIX
¢dopMax ¢ yueToM UX UHJIWBUIYaAJbHBIX ICUXO(PU3NUECKUX 0COOEHHOCTEH!

- JUIS JIUI] ¢ HApYIICHUSMHU 3pEHHs: B MeYaTHON (opMe YBETHYECHHBIM mpudtom; B Gpopme



AIIEKTPOHHOI'O JIOKYMEHTA; WHAVBU1yaJIbHbIE KOHCYJIBTaIluU c NpUBJICYCHHEM
TU(dI0CYpIOTIEPEBOAUNKA; NHANBUAYATbHbBIE 3aaHHsI, KOHCYJIbTAlUU U JIp.

- 17151 ML C HapYLIEHUAMU ciIyXa: B e4aTtHoi gopme; B (hopMe 3IEKTPOHHOTO TIOKYMEHTA;
MHAVBUYaJIbHbIE KOHCYIBTAllMM C IPUBJICYEHUEM CYypIONEPEBOAUNKA; UHIMBUYaJIbHbIC 3a/1aHNUS,
KOHCYJIbTAIlH U JIp.

- ISl JIAL ¢ HApyIIEHUSIMH ONOPHO-ABUraTeIbHOIO anmnapaTa: B nedaTHoi opme; B popme
AJIEKTPOHHOI'O JOKYMEHTA; MHIMBUIyalIbHbIE 3a/1aHUs1, KOHCYJIbTALUU U JIP.

6 ®oH] OLEHOYHBIX CPEACTB /JIA NMPOBEAECHUS] TEKYLIEro KOHTPOJS M NMPOMEKYTOYHOI
arrecTauMu 00y4aroIMXCcs N0 JMCUMILINHE (MOTYJIIO0)

B coorBerctBum ¢ TpeboBanmsimu DPI'OC BO gms arrectarmuu  oOydarommxcs Ha
COOTBETCTBUE UX TEPCOHANBHBIX JOCTHKECHUN IJIAHHUPYEeMbIM pe3ylbraraM OOy4YeHUS IO
JTUCIUTUINHE (MOJIYITIO) CO3/MaHbl (DOHABI OICHOYHBIX CPEICTB. THIIOBBIC KOHTPOJBHBIC 3aJaHUS,
METOAMYECKUE MaTepHaJIbl, ONPEACIISIONINE MPOICAYPhl OIICHUBAHUS 3HAHUH, YMEHHH W HaBBIKOB,
a TaKkKe KPUTEpUU M TOKa3aTelau, HEeoOXOAWMBbIE M OLEHKM 3HAHWW, YMEHUH, HaBBIKOB W
XapaKTepU3yIolre 3Tanbl POPMUPOBAHUS KOMIIETCHIIUHM B MPOIECCE OCBOEHHUs 00pa30BaTEIbHOM
porpamMmBsl, npeacTaBieHsl B [Ipunoxennn 1.

7 Y4yeOHO-MeTOAMYECKOE M NH(POPMALMOHHOE 00eceuyeHue TUCIUIJIMHBI (MOIYJIs1)

7.1  Ocnoenaa numepamypa

1. babam A.B., BapanoBa E.K. MonenupoBanue CHUCTEMBbI 3allUTHI WHPOPMALUU:
[Tpaktukym : YuebHoe mocobue [DnekTponHsbIil pecypc] : PUOP , 2020 - 320 - Pexxum gocrtymna:
https://znanium.com/catalog/document?id=357569

2. 3ammra nHopmanuu : yuedHoe mocodue / A.Il. Kyk, E.Il. XKyk, O.M. Jleneurkus,
A.N. TumomkuH. — 3-¢ m3a. — Mocksa : PUOP : UHOPA-M, 2023. — 400 c. — (Bsicmee
obpazoBanmue). — DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-369-01759-3. - Tekcr :
anekTpoHHbId. - URL: https://znanium.ru/catalog/product/1912992 (nara obpamenus: 26.02.2024).

3. Kazapun O. B., 3a6abypun A. C. [IPOTPAMMHO-AIIIIAPATHBIE CPEJACTBA
3AHIUTBI UHOOPMAILIUN. 3AIIUTA TTPOITPAMMHOI'O OBECIIEUEHUS. YueOHuk wu
NMpPaKTUKYM JJIsI  By30B [OJekTpoHHBIM pecypc] , 2020 - 312 - Pexum pocrymna:
https://urait.ru/book/programmno-apparatnye-sredstva-zaschity-informacii-zaschita-
programmnogo-obespecheniya-452368

7.2 /[onoanumenvnas numepamypa

1. Axmapos, [1.b. KogupoBanue u 3amuta uHopmanuu : ydebHoe nmocodbue / ILB.
AxmapoB .— MxkeBck : ®I'BOY BO WMxesckas ['CXA, 2016 .— 136 c¢. — URL:
https://lib.rucont.ru/efd/363163 (mara oOpamenus: 16.02.2024)

2. Beenenne B kpunrorpaduio : YdyeOHOoe mocobme [DIEKTpOHHBIN pecypc|

M3narensctBo ®OPYM , 2020 - 240 - Pexum mocrtyna: https://znanium.com/catalog/document?
1d=345516

3.  TlporpammHo-anmapaTtHas 3ammuTa HHPOpMAIMK : YdeOHoe mocodue [DIIeKTpOHHBIN
pecypc] :  HWzpmarenbctBO  @D®OPYM , 2019 - 352 - Pexum  goctyna:
https://znanium.com/catalog/document?id=340852

7.3 Pecypcovt ungpopmayuonno-menekommynuxkayuonnou cemu ""UHnmepnem',
6KNI04as npogeccuonanvuvie 0a3vl OAHHLIX U UHOOPMAUUOHHO-CHPAGOUHDbLE
cucmemsl (npu HeobX00UMOCmu):

1. CIIC Koncynpraatllmtoc - Pexxum noctyma: http://www.consultant.ru/



2. OnektponHass OubOnuoreunass cucreMa ZNANIUM.COM - Pexum poctyma:
https://znantum.com/

3. DOnexrpoHHo-6MOMMOTEeYHast cuctema "ZNANIUM.COM"

4. DnexrpoHHO-OMOMMOTEeYHast cucreMa "PYKOHT"

5. DNeKTpOoHHO-OuOIMoTeuHass cuctema m3garenbcerBa "FOpait" - Pexxum pocryna:
https://urait.ru/

6. Open Academic Journals Index (OAIJI). [Ipodeccronanbras 6a3a maHHBIX - Pekum
noctyma: http://oaji.net/

7. [Ipesunentckast Oubnmoreka wuMm. b.H.Enmenmua (0a3a [JaHHBIX pa3iIHMYHBIX
npodecCHoHANBHBIX 00nacTeil) - Pexxum gocryma: https:// www.prlib.ru/

8 MarepuajbHO-TeXHHYECKOe o0ecrneyeHre AUCHMIUIMHBI (MOAYJsA) W IepeYeHb
HH(POPMALMOHHBIX TEXHOJOTHUIi, HCNIOJb3yeMbIX NPH OCYLIECTBJEHUH 00pa30BaTEeIbHOIO
npouecca no JMcuuIinae (MoayJii0), BKJI04Yasi epevyeHb MPOrpaMMHOro odecrnevyeHust

OcCHOBHOE 000PYI0BAHUE:

- Byanp-I'eHepaTop akycTHYeCKHX M BUOPOAKYCTHUECKUX TOMEXOBBIX CUTHAJIOB

- Mynbr. menuiiabiii komruiekt Ne 2: IIpoekrop Panasonic PT-LX26HE, mortonounoe
kperienne Tuarex Corsa, kiemMHbIi Moayinb Kramer WX -1N, koraektop VGA, skpan Lumien
Ecopicture

- [lepconanbubrii komnbioTep Nel "B-tronix professional 3872\2015"

Cmapt-AB (Ha ©6aze CKM-21.2)- IlporpamMmMHO-anmapaTHbIi KOMIUIEKC OIICHKH
3QGEKTUBHOCTH  3aIIUTHl  pEUYeBOM HMHPOpPMALMM OT YTEUKH IO AKyCTUYECKOMY U
BUOPOAKyCTHUECKOMY KaHajlaM

- Conara-P3.1 CpencTBo akTHBHOM 3alUThl MHGOPMAIMM OT YTEUKU 3a CUET MOOOYHBIX
AIIEKTPOMArHUTHBIX KOJICOAHUH U HAaBOJOK
- Cnektpoananuzarop [FR2397

IIporpamMmHoOe oOecrieueHue:

- Microsoft Windows 7 Ultimate Russian
- VMware Workstation 9 for Linux andWindows
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1 Ilepeyenb popMHEpyeMbIX KOMIIETEHIHIT

Hassanne OITOIT BO, Koz u popmynupoBka KOMITETEHITH
COKpallleHHOE "

11.03.02 «npokomMm

Kon u ¢hopmynipoBKka HHANKATOPA JOCTHKEHHS
KOMIIETEHIIUH

OIIK-3 : CnocobeH NpuMeHATh MET
YHUKAIIMOHHBIC TEXHO | OJIbI MOMCKA, XPaHEeHHUs, 00paboTKHy,
JIOTUH U CUCTEMBI CBS3 | aHajHM3a M MPEeACTaBICHUS B TpeOye
w» MoM (hopmaTe HHPOPMAITUH U3 PasIl
(B-UK) WYHBIX HCTOYHUKOB M 0a3 JaHHBIX,
coOJIr0O1ast TIPH ATOM OCHOBHBIE TPE
6oBaHM HHPOPMANMOHHOH Oe3oma
CHOCTH

OIIK-3.5k : ITonb3yeTcs MeToiaMu U HaBBIKAMHU
obecnieueHnst HHPOPMAITMOHHOMN 6€30MacHOCTH B
CHCTEMaX CBSI3U

Komnerenius cunraercst cOpMUPOBAHHOM Ha JTAaHHOM 3Tale B ClIydae, €ClIi MOTy4YeHHbIE
PE3YIbTAThI O6y‘-IeHI/I$[ 10 JJUCHUIINIMHE OLCHCHBI IIOJOXUTCIBHO (I[I/I&H&?;OH KPHUTCPHUCB
OLICHMBAHUSI PE3YJBTATOB O0YUEHHS «3aU4TCHOY, «YIOBIETBOPUTEIBHOY, «XOPOIIO», KOTIMIHOY). B
CIyd4ac OTCYTCTBUA MMOJI0KUTEILHOM OLCHKM KOMIICTCHIIMA Ha JaHHOM DJOTall€ CUYHUTACTCA
Hec(OPMHUPOBAHHOM.

2 [loka3aTe/u OlleHUBAHUS NJAHUPYEMBbIX Pe3yJIbTATOB 00y4YeHHUs

Komnerenuus OIIK-3 «Criocoben mpuMeHATh METO/IbI TOMCKA, XpaHEeHHUs1, 00paboTKH,
aHaIM3a U IpeJICTaBlIeHHus B TpeOyemMoM GopMarte nH(POpMAIIUU U3 Pa3IMYHBIX HCTOYHUKOB U 0a3
JAHHBIX, COOJIIOAAst IPU ITOM OCHOBHBIE TPeOOBaHUs MH()OPMAIIMOHHON 0€30IacCHOCTI

Ta6muma 2.1 — Kputepuu OlleHKH UHANKATOPOB TOCTHXKCHUS KOMITETEHIIUN

PesynbraTsl 00y4yeHuUs! O AUCLUILTHHE
T
Kox i popmymuposka upgukar | K " Kpurepuu onieHuBaHus pe3ysibT
0pa IOCTWXEHUs KoMmeTeHuun | O | aToB O0yUCHUS
pe Pesynbrat
3- | P¢
3_
Ta
Ta
OIIK-3.5k : [Tonb3yercst MeTox, Ccopmupoasmieecst CHCTEMAT
aMHM ¥ HaBBIKaMH 00eCTIeYeHHS P 3u COBPEMEHHBIX 3aKOHOB, CTAHAA | HWYecKoe 3HaHHE COBPEMEHHBIX
undopmarmonnoii 6esomacuoct | A | @ | pros, meronos u Texnosoruii B 3aKOHOB, CTaHJ]APTOB, METOIOB
U B CUCTEMAX CBSA3U 1 1e | o6nactu 3ammuTh HHGOPMAIUK U TEXHOJIOTUH B 00TACTH 3aIIUT
bl UHPOPMALIUU
P 3n Ccopmupoasmieecst CHCTEMAT
n - TpeOOBaHUit K 3ammTe HHQOPM WYecKoe 3HaHUe TPeOOBaHMI K
5 e | UM OTIPEIENEHHOrO THIIA 3amuTe MHHOPMAIHH OIpeIeie
HHOTO THIIA
v CdopmupoBasIeecst cHCTEMAT
P y | HCTOB30BaTh COBPEMEHHBIC TP | HYECKOE YMEHHE HCTIONb30BATh
bl e | CTPAMMHO-aNNapaTHbie CPEJICTB | COBPEMEHHbIE MPOrPAMMHO-aIIl
3 pe | @33WHTH nHpopManun apaTHBIE CPE/CTBA 3AIIUTHI HH()
OpMaIuu
v
P CdopmupoBasimeecs cucteMar
M o0ecreynBaTh 3aMUTy HHPOPM
i MYECKOe YMEHHE 00eCTednBaTh
eH | ammu
4 e 3amuTy HHGOPMAIHH
H CoopmupoBasIeecs: cucTeMar
P BJIaICHHsI COBPEMEHHBIMU METO
aB MYECKOE BIIaJJIEHUE COBPEMEHH
bl JaMU 00eCTIeYeHHS 3aIUThHl HH
Bl BIMH METOJIaMH 00ECTICUCHUS 32
5 (dhopmaruu
K IIATH HHPOPMAITHH




P 3n CcopmupoBasireecst CHCTEMAT
1 | am COBPEMCHHBIX METOJIOB M CPEIC | HMYECKOE 3HAHHE COBPEMEHHBIX
6 ye | TB 3QUIATEI uHpopMauu METOJIOB ¥ CPEACTB 3alIUTHI UH
dbopmaru
P y CdopmupoBasieecst cucreMar
1™ aHAIM3UPOBATh HHPOPMAMOHH | HYecKkoe yMEHHE aHATH3UPOBAT
7 eH | yro 6e30macHOCTh OpraHu3auvy | b HHPOPMALMOHHYIO OE30MacHO
ue CTb OpPraHu3aluu
Ccopmupoasmieecst CHCTEMAT
H | BnajgeHms COBpeMEHHBIMH TEXH
P HAYECKOE BIIAJICHUE COBPEMEHH
aB | ONOTMSAMH M METOJaMu obecred
b . BIMH TEXHOJIOTHSIMU M METOIAM
Bl eHust ”HpOpMaLMOHHOK Oe30ma
8 u obecrieueHust HHHOPMALMOHH
K CHOCTH OpraHH3aLuu .
0if 0€30I1aCHOCTH OpPraHU3aIuu
. Ccopmupoasmieecst CHCTEMAT
P 3H | COBpPEMEHHBIX TEXHOJOTHH, MET
MYECKOe 3HAHUE COBPEMEHHBIX
I | av | oxmuk u cpencTs 3amuTE HHGOP o
TEXHOJIOTUH, METOAUK U CPEACT
9 ue | mManun
Ba 3aIIUTH HH(OpMAIHH
P v CdopmupoBasieecst cucteMar
b M | ympaBisATh HHGOPMAIMOHHON O | MYecKoe yMEHHE YIPaBisATh HH
10 | € | esomacHocThio opranusaium (hopmarmoHHOM 6€30acHOCTh
ne 10 OpraHU3alnuu
H Ccopmupoasmieecst CHCTEMAT
P BJIaJICHUS] METOJIaMH OIICHKH PH
aB . MYECKOe BIIaJICHUE METOJAMH O
pi CKOB MH()OPMAITOHHON Oe301a
Bl [IEHKH PUCKOB HH(POPMaIHOHHO
11 CHOCTH o
K it 6e3onacHOCTH

Tabnuua 3amoiHAETCs B COOTBETCTBUU ¢ pasznenoM | PabGoueil mporpamMMbl TUCIMILUIHHEI
(Momyst).

3 IlepeyeHb OLICHOYHBIX CPEICTB

Ta6muia 3 — [lepeueHb OIIEHOYHBIX CPEACTB MO IUCIUILTAHE (MOIYIIIO)

HanMeHoOBaHHE OLICHOYHOTO CPEACTBA U TP
Kourponupyembie mianupyemsie pesy | KoHTponmpyembie TeMbI encrasnenue ero 8 ®OC
JIBTAThI 00y YCHHSI JUCITUTLTHHBI 5 TIpoMeskyTouHas at
Texylmuii KOHTPOJIb
TecTarms
Ounas ¢popma oOydeHus
P/l 3HaHHUE : COBPEMCHHBIX 32 | 1.1, Beenenue B unopm | ITpaxruueckas pa6o Cobecenoantie
KOHOB, CTAaHIAPTOB, MCTO AIMOHHYI0 0€30MaCHOCTh Ta
JIOB U TEXHOJIOTUH B 00712 Lo 10
CTH 3alIUTHl THPOPMALIUH -~ 1 IPUMCHCHHC HH(;OOP
MAIIMOHHBIX TEXHOJIOT Ui
J1s1 u3y4deHusi BorpocoB o | Ipaktudeckas pabo
A Y P P p CobecegoBanue
praHu3alMOHHO-IIPABOBO Ta
ro obecrieueHus HHGOPM
AIIMOHHOM 0€30IacHOCTH
1.3. TIpaBoBoe obecnieueH
. [IpakTnueckas pado
re nHHOpMAIIMOHHOH 6e3 a CobecenoBanue
OIACHOCTH
P12 3uanue : TpeboBanmii k 32 | 1.3. [IpaBoBoe obecnieueH
. IMpakTudeckas pado
muTe nHGOopMaNKu onpes; | ue nHPOPMAIMOHHON 6e3 a CobecenoBanue
CJICHHOTO THIIA OTIaCHOCTH
1.5. OpranuzaioHHoe 0
P 1 INpakTryeckas pado
OecrieueHre HHPOPMAITUO ra CobecenoBanue
HHOU 0€301acHOCTH




1.6. Peanu3anns paGoTs

[IpakTuueckas padbo

HHPPACTPYKTYPBI OTKPBIT a CobGecenoBanue
BIX KIItOUEeH
P3 VYmMmenue : ucnonb3osats ¢ | 1.4. Mcnonb3oBaHue Kpuil
IMpakTudeckas pado
OBpEMEHHBIEC IPOTPAMMHO | TOTpadUUECKUX CPEJICTB 3 a CobecenoBanne
-anmaparHbie CPECTBA 32 | AIIUTHI HH(pOpMALUH
WHTB! HHGOpMALIH 1.7. TexHnueckue cpeacT
INpakTryeckas pado
Ba U METOJIBI 3AIUTHI HH ra CobecenoBanue
(dopmarn
1.9. IIporpamMHo-anmapa
THBIC cpesicTBa U MeTonbl | [lpakTuueckas pabo
ped A P P CobecenoBanue
obecnieyeHus nadopmaim | Ta
OHHOI 0€30ITaCHOCTH
1.10. Hactpoiika 6e3omac
[Ipaktuueckas padbo
HOTO CETEBOTO COC/IMHEHH | CobecegoBanue
s
1.12. AaTuBUpyCHBIE Cpe
Py P IMpakTudeckas pado
JICTBA 3aIIUTH HHPOPMAI a CobecenoBanue
uu
P14 YMenne : o0ecrieyuBarh 3 1.4. Vicionb3oBaHue KpUIl
INpakTHdeckas pado
amuTy UHQOPMAIHH TorpaduIecKux CpejCTB 3 a CobecenoBanue
AT HHQOpMAIIH
1.5. OpranuzannoHHoe 0
P 5 INpakTHyeckas pado
OecrieueHre HHPOPMAITHO a CobecenoBanue
HHOW 0€301acHOCTH
1.6. Peanu3zamus paboTbt
- [Ipaktuueckas padbo
WH(PACTPYKTYPBI OTKPBIT Tap p CobecenoBanue
BIX KIItOUEH
1.7. Texauueckue cpeact
pen IpakTudeckas pado
Ba ¥ METOJIbI 3AIIUTHI HH a CobecenoBanue
(dhopmaruu
1.9. IIporpamMHo-anmnapa
THBIE cpesicTBa U Metonbl | [IpakTmdeckas pabo
pedl A P P CobecenoBanue
obecrieueHns nHGOpManK | Ta
OHHOI1 6e30macHOCTH
1.10. Hactpoiika 6e3omac
INpakTryeckas pado
HOTO CETEBOTO COSJIMHEHH | CobecenoBanue
st
1.12. AuTUBUpYCHBIE Cpe
Py P IpakTHyeckas pabo
JICTBA 3aLIUTHI HH(pOpMAII a CobecenoBanue
1704
PS5 HaBebik : B1anenus cospe 1.7. Texnuueckue cpeacr
A A D pen [IpakTuueckas padbo
MEHHBIMHA METOJaMU 00eC | Ba M METOIBI 3aIIUTHI MH a CobecenoBanue
MEeYCHHUs 3alUuThl HHOpM | dopmaruu
armn 1.8. CpencrBa creranorpa
-0 Pell P [pakTrndeckas pabo
¢bum amst 3amuTH HHGOPM a CobecenoBanue
aryu
1.9. TIlporpammHo-anmapa
THBIC cpesicTBa U Metonbl | [IpakTmdeckas pabo
pedl A P P CobecenoBanue
obecrieueHns nvHGopManu | Ta
OHHOI1 Oe30macHOCTH
1.10. Hactpoiika 6e3omac IpaxTaaeckas paco
HOTI'O CETEBOI'0 COCTMHCHU Ta Cobecenosanmne
s
1.11. KpunTorpaduuecku
P pag [Ipaktuueckas padbo
€ METOJIbI 3aIIUThl HHPOP a CobecenoBanue
Manuu
1.12. AaTuBUpyCHBIE Cpe
Py P IpakTudeckas pado
JICTBA 3aIIUTH HHPOPMAI CobecenoBanue

nn

Ta




PJI6

3HaHHE : COBPEMCHHBIX M

1.1. Beenenune B uH(bOpM

INpakTHdeckas pado

CobecenoBanue
€TOJOB U CPEICTB 3aLUUTHL | aOHHYIO 0€30aCHOCTh Ta
uHpopManuu
Gop 1.4. Ucnonp30BaHNe KPUIT TpaxTiaeckas pa6o
TOorpaUYEeCcKuX CPeACTB 3 CobecegoBanue
Ta
aIuTH HHGOpMAaLUH
1.6. Peanm3anns paboTs 0 6
aKTHYIecKas pabo
HHPPACTPYKTYPBI OTKPHIT p p CobecenoBanue
BIX KITIOUEH Ta
1.7. Texuuueckue CpeacT TpakTiueckas paco
Ba M METOJIbI 3aIIIUTHI MH CobecenoBanue
Ta
¢dopmarmu
Pa7 ‘YMeHue : aHanmu3upoBaTh 1.5. OpranuzannoHHoe 0 Tpaxtuaecxas pao
nH(popManHoHHYI0 Oe30om | OecnedeHue HHYOPMAIIO a CobecenoBanue
ACHOCTb OpTaHHU3AIIU HHOI 6e30IMacHOCTH
1.6. Peanmu3arus paboThI TipaxTaacckas pao
HHPPACTPYKTYPHI OTKPHIT a CobecenoBanue
BIX KITFOUEH
1.7. Texuuueckue cpeact TpakTuucckas paco
Ba M METOBI 3aIIUTHI UH CobecenoBanue
Ta
(dhopmarnmu
1.9. IlporpaMmHo-anmnapa
THBIC Cpe/icTBa U MeTobl | IlpakTuueckas pabo CobeceoBatie
obecrieueHust vHpopManu | Ta
OHHOI1 6€30IacCHOCTH
P8 Hasslk : BnageHus coBpe 1.4. Mcnionb30BaHKE KpHUIL TpaxTiueckas paco
MCHHBIMH TEXHOJIOTHAMH TOrpa(UIEecKUX CPEeaCTB 3 a CobecenoBanue
1 MeTonamu obecriedeHus: | amuThl HHpopMau
uHopmaumonHoii Gesona | 5 Opranusannonnoe o | 5
aKTHIecKas pado
CHOCTH OpraHu3alnn OecriedueHre HHPOPMAITHO Tap P CobecenoBanue
HHOI1 6e30ITacHOCTH
1.9. IlporpammHo-anmnapa
THBIC cpesicTBa 1 MeTonsl | [IpakTmueckas pabo Cobecenoparie
obecrieyeHns vHGopManu | Ta
OHHOI1 Oe30macHOCTH
1.10. Hactpoiika 6e3omac TpaxTuucckas paco
HOT'O CETEBOTI'0 COCJMHCHU CobecenoBanue
Ta
s
1.11. Kpunrorpaduyuecku Tpaxtuucckas paco
€ METO/IbI 3alIUTHI HHPOP a CobecenoBanue
MaIluu
P9 3HaHue : coBpeMeHHbIX Te¢ | 1.4. Mcnonb3oBanue Kpui Tpaxtwaecxas paco
XHOJIOTHH, METOJIUK M Cpe | TOrpauIecKuX CPeacTB 3 CobecenoBanue
Ta
JICTB 3aIUTHI HH(OOPMAIH | aMUTHI HHPOPMAIUU
1 1.6. Peanu3zanns paboTsl TipaxTaacckas pao
HHPPACTPYKTYPHI OTKPHIT a CobecenoBanue
BIX KITFOUEH
1.7. Texuuueckue cpeact TpaxTuucckas paco
Ba M METOBI 3aIIUTHI UH a CobecenoBanue
(dhopmarnmu
1.8. CpencrBa creranorpa Mpaxaseckas paGo
¢un amst 3amuTs HHGOPM a CobGecenoBanue
aruu
1.9. IlporpaMmHo-anmnapa
THBIE cpecTBa 1 MeToasl | [IpakTmueckas pabo Cobecenopatie
obecnieueHus nHpOpManu | Ta
OHHOIi 6€30MacHOCTH
1.10. Hacrpoiika Ge3omac Tpaxraacckas paGo
HOTO CETEBOTO COCTMHEHH CobGecenoBanue

Aa

Ta




1.11. Kpunrorpaduyuecku
[IpakTuueckas padbo
€ METO/IbI 3alIUTHI HHPOP a CobecenoBanue
MaIluu
1.12. AaTHBHpYCHBIE Cpe
Py P IMpakTudeckas pado
JICTBA 3aIUTHI HHPOPMAI a CobecenoBanue
uu
P10 YMeHue : ynpasisiTh UH 1.5. OpranuzaioHHoe 0
A yip ¢ p ! INpakTryeckas pado
OpMAIMOHHOM Oe30TacHO OecrieueHre HHPOPMAITUO ra CobecenoBanue
CTHIO OpTaHU3AIUH HHOU 0€301acHOCTH
1.6. Peanu3zamus paboTbt
WA p INpakTHyeckas pabo
UH(PACTPYKTYPHI OTKPHIT a CobecenoBanue
BIX KIIIOYEH
P11 HaBbik : B1aneHus mero, 1.6. Peanmu3anus paboThI
A A A WA p [IpakTuueckas pado
aMHM OL[EHKH PUCKOB HH(PO | HUHPPACTPYKTYPHI OTKPBIT a CobGecenoBanue
pMalroHHO 6e30macHoC BIX KIItOUEeH
™ 1.9. TIIporpammHo-amnmapa
THBIE cpenicTBa U Metonbl | [IpakTrdeckas pabo
pel A p p CobecenoBanue
obecnieueHus nHGoOpManu | Ta
OHHOIi 6€30MacHOCTH
1.10. Hactpoiika 6e3omac
INpakTHdeckas pado
HOTO CETEBOTO COS/IMHEHH | CobGecenoBanue
st
1.11. Kpuntorpadguuecku
P rpag INpakTHyeckas pado
€ METO/IBI 3aIUTHI HHDOP a CobecenoBanue
MaIiH
1.12. AHTUBUpYCHBIE Cpe
Py P [Ipaktuueckas padbo
JICTBa 3aIIUTHI HH(pOpMAI] a CobecenoBanue
un

4 Onucanme nmpoucaypbl O€eHUBaHUSA

KauectBO cpopMHUpPOBAaHHOCTH KOMIICTCHIIMH Ha JaHHOM JTale OICHUBAETCS 10
pe3yibpTaTaM TEeKYIIUX W MPOMEKYTOYHBIX aTTECTAlMi MPHU MOMOIIU KOJWYECTBEHHOH OICHKH,
BBIpOKCHHOUW B Oammax. MakcumanbpHash cymMma OaioB MO AMCHHUIUIMHE (MOAynmio) paBHa 100
Oammam.

Buy yuebHoii nesitensao | OLEHOYHOE CPEeCTBO
T CobecenoBanne [pakTnueckue paboThI HUroro
Jlexuun 10 10
IIpakTuueckue

60 60
3aHATUA
ITpomexyTouHast aTTecTa 20 20
LHs
aCaMOCTosITenLHa;[ pabor 10 10
Hroro 40 60 100

Cymma GansioB, HaOpaHHBIX CTYJEHTOM IO BCEM BHaM yUeOHOH NeATeNTbHOCTH B PaMKax
JVCLIUATUTMHBL, IEPEBOIUTCS B OLIEHKY B COOTBETCTBUU C TAOJIUIICH.

O1eHKa IO TPOMEKY

CymmMa GaioB °
TOYHOM aTTCCTAlluU

XapakTepHcTHKa Ka4ecTBa ¢(hOPMHUPOBAHHOCTH KOMIIETEHIIHH
0 JUCLUILUINHE




«3auTeHoy /

CTyaeHT IeMOHCTPHPYET CHOPMHPOBAHHOCTh NHUCIHILUTHHAPHBIX KOMIICTEHINH, 00
Hapy’KMUBaeT BCECTOPOHHEE, CHCTEMAaTHIECKOe U NTy0OKoe 3HaHUE y4eOHOTro MaTep
Maja, yCBOWJI OCHOBHYIO JTUTEPATYpPy U 3HAKOM C JOIOJIHUTEIBHOMN TUTEPATY PO, pe

ot 91 zio 100 «OTIINYHOY KOMCHJIOBAaHHOM MPOrpaMMOid, yMeeT CBOOOTHO BBITIOHATH MPAKTUUCCKHUE 3a/IaHMs,
MIPEIyCMOTPEHHBIC IPOTPaMMOi, CBOOOIHO ONEpHPYET NPHUOOPETEHHBIMH 3HAHUSIM
U, YMEHUSIMH, IPUMEHSET UX B CUTYaLUsAX TOBBILIEHHOHN CIOXHOCTH.
CTyneHT IeMOHCTPHPYET CPOPMUPOBAHHOCTD IUCIHUILTHHAPHBIX KOMIIETCHIUIA: OC
ot 76 10 90 «3auTeHO» / HOBHBIC 3HAHUs, YMEHUSA OCBOCHBI, HO JOITYCKAIOTCS HE3HAYNTEIIbHBIC omvn61<1/1, HET
«XOPOLIO» OYHOCTH, 3aTPYIHEHHUS IIPU aHATUTUYECKUX OINEpallUsiX, IEPEHOCE 3HAHUN U YMEHHU
1l Ha HOBBIE, HECTAHJAPTHBIC CUTYaLlUH.
CTyneHT 1eMOHCTpUpyeT chOPMUPOBAHHOCTh AUCIUIUIMHAPHBIX KOMIIETCHINH: B X
«3a4TeHO» / 0/1¢ KOHTPOJIBHBIX MEPOIPUSITHI JOMYCKAIOTCS 3HAYMTENIbHBIE OIIMOKH, IPOSIBIISIETC
ot 61 no 75 «YJIOBIIETBOPUTENbH s1 OTCYTCTBHE OTJICJIbHBIX 3HAHUI, YMEHUN, HABBIKOB 110 HEKOTOPBIM JUCUUTUITMHAPH
o» BIM KOMIICTCHIIWSIM, CTYICHT HCIIBITBIBACT 3HAYNUTEIBHBIC 3aTPYIHEHUS IIPU OIIEPUP
OBaHMHU 3HAHUSMHU M YMEHHUSAMM IIPU UX IICPEHOCE HA HOBBIC CUTYALWH.
«HE 324TCHOY /
or 41 110 60 S — VY crynenra He C(bOleI/IpOBaIiLI JHCLUTIIIMHAPHBIE KOMIIETCHIIUH, TIPOSBIICTCS HENO
CTaTOYHOCTB 3HAaHWW, YMCHUH, HABBIKOB.
HO»
«HE 3a4TCHOY /
JucuunnuHapHble KOMIIETeHIMM He chopmupoBaHbl. [IposiBasercs mosHoe HIH
ot 0 110 40 «HEYJI0BJIECTBOPHTEH

HO»

MPaKTUYCCKU MMOJIHOC OTCYTCTBUE 3HaHHﬁ, yMeHI/Iﬁ, HAaBBIKOB.

5 IlpumepHbIe OLICHOYHBIE CPeACTBA

5.1 IlpumepHBIii IepeYeHb BONPOCOB 0 TeMaM

Tema 1. BBenenue B nHpopManmoHHy0 0€3011aCHOCTh
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Oe3omacHocTH?
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Yro takoe nHpOopMaMOHHAsE OE30MACHOCTH?

[lepeuncnure OCHOBHBIE yIpo3bl HHOOPMALIMOHHON OE30MTACHOCTH.
Kakue cymiecTByroT MoJie HHPOPMALMOHHON Oe30macHOCTH?
Kakue meTonbl 3auuThl HHGOPMAIMK BBIIENAIOT?

Urto Takoe mpaBOBBIE METOIBI 3AIIUTH HH(MOpPMAIUN?

Yro Takoe opraHu3alMOHHBIE METO/IbI 3aLIUTHI HH(pOpMAIUN?

Yro Takoe TEXHUYECKHUE METOIbI 3alIUThI HH(pOpMAIN?

Yro Takoe mporpaMMHO-annapaTHbe METO/Ibl 3alUThl HHpOpMaLUn?
Yro Takoe Kpunrorpaduyeckrue MeTo bl 3aUThl HHPOpMALUU?

Uto Takoe ¢pu3ndecKue METOIbI 3alUTHl HHPOpMAIHH?

Kakue riaBHble rocy1apcTBEHHBIE OpraHbl B 00JacTH o0ecriedyeHnss HHPOPMALMOHHOM

[Tepeunciure BUIBI 3aTUIIIAEMON HH(POPMAIIUH.

Tema 2. [IpaBoBoe obecnieueHre MHPOPMAIIMOHHOM O€30MTaCHOCTH

W=

IIpaBo. McTrounuku npasa.
Kaxkue ocHOBHBIC 3aKOHBI B 001acTH 3aIUThl HHDOpMaIuu B PD?
[Tepeuncaure ocHOBHBIE Lienu U 3a1aun PO B obnactu obecriedyeHnss HHPOPMALMOHHOM

0€e301acHOCTH

Nk

oOnanarens?
8. Oxapakxtepusyiite OMoMeTprudecKre JaHHbIe KaK EPCOHAIbHbBIE JaHHbIE.
9. Yro Takoe npodeccuoHaibHas TaiiHa?
10. Yto Takoe ciyxkeOHas TaiiHa?
11. Yro Takoe koMMepueckas TaiiHa?
12. Yro Takoe pexuM KOMMEPUYECKOU TaliHbI?

Crparerust HaLMOHAIBHOM Oe3omacHocTU. JlokTprHa HHDOPMAIIMOHHOW OE30MaCHOCTH.
Uro Takoe KoHpUACHIIUATbHAS HHPOPMAITHS?

Uto Takoe nepcoHaabHbIE JaHHbIE?

B kakux cimyyasix BO3MOXKHO HCIOJIb30BaTh NMEPCOHANBHBIE TaHHBIE 0€3 cormacus
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Yro Takoe rocy1apcTBeHHas TaliHa?
Onumure nMpaBoBOW PEKUM I'OCYIapCTBEHHOMN TalHBI.
®3-149.
®3-152.
®3-98.
®3-390.
®3-395-1.
®3-126.
®3-374 u ©3-375.
[TocranoBnenue npasutenbcTBa Nel119.
Tema 3. OpranuzanuonHoe odecnieyeHre HHPOPMALIMOHHOM 6€301MacHOCTH

Kakue ocHOBHBIE MEXTyHapOAHbIE CTAaHIAPTHI B 001acTH HH(OPMAIIMOHHOHN Oe30macHoCTh?
«OpanxeBasi KHATa»
ISO/IEC 15408.
Kak cBsi3aHbI MEXyHAapOIHbIE CTAHAAPTHI U CTaHIAPTH PD?
I'OCT P ICO/MDK 27002-2012.
I'OCT P ICO/MDK 27005-2010.
CTO BP UBBC-1.1-2007. «Aynut nHbOpPMAITMOHHONW O€30TTaCHOCTHY.
PC BP UBBC-2.2-2009. «MeTouKa OLEHKH PUCKOB HapyIlIeHUs] UH(HOPMAIIMOHHON
0e30macHOCTI.
[Tpuka3z ®Cb Ne378.
ITpuxa3z @CTOK Ne21.
[Tpuxa3z ®CTIOK Nel7.
[Tpukaz ®CTIK No31.
ITpuxa3z ®CTOK Ne28.
[Tpuxa3z ®CTIK Ne638.
ITpuka3z @CTIK Ne9.
ITpuxa3z ®CTIK Nel19.
[Tpuka3s I'octexxomuccun Nel 14.
PykoBonsiue 1oKkyMeHTbI I 0CTEXKOMUCCHUM.
MepsI 3amuThl HHGOPMAIMY B TOCYAAPCTBEHHBIX HH()OPMAITMOHHBIX CUCTEMaX.
(Metoanueckuii nokymeHT ®CTOK).
Yro Takoe NoAUTHKA 6€30MacHOCTH?
Cny»x06a OezonacHocTu npeanpuatus. CTpykrypa. OyHKIUH.
TunoBast HHCTPYKLUS COTPYIHUKA 110 00eCTIeYeHNI0 NHPOPMALIMOHHOM O€30MacHOCTH.
OxoHoMHUYECKast pa3Besika. [IpOMBIIITIEHHBIN MIMTHOHAXK.
Tema 4. Texaudyeckue cpeACcTBa U METOJIBI 3alTUTHI HHPOPMAITUH

Yro Takoe MHKEHEepHas 3aIuTa 00bEKTOB?

Kakum criocobom onuceiBaeTcss MHXXEHepHas 3amura. Onucarb MOJIENb.
Kakwue cpencrsa NpuMEHSIOTCS U1 3aIIMTHI 1-ro nepumerpa?

Kakwue cpencta mpUMEHSIFOTCS U1 3aIIUTHI 2-T0 iepumeTpa’?

Kakwue cpencta mpuMeHsIOTCS U1 3aIIUTHI 3-T0 iepumeTpa’?

[TosxapHble CUTHAIU3ALUH.

OxpaHHbIE CUTHAJIU3ALNH

buometpus. buomerpuueckue xapakTepUCTHKH.

Yro Takoe TEXHUUECKUE KaHaJIbl yTeUKH HH(popMauu?

[lepeuncnure OCHOBHBIE BUJIbI TEXHUUECKUX KaHAJIOB yTEUKU UH(pOpManun?

. Uto Takoe cnemnmpoBepka?

. Yto Takoe crienuccieaoBanue?

. Yrto Takoe crnernoodcienosanne?

. IlepeuncnuTe METOABI 3aIIUTH HHPOPMAIIMH OT YTEUKH 110 3PUTEITLHOMY KaHaTYy.
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[lepeuncnure METOBI 3AIIUTHI MH(OOPMALIUY OT YTEUKH IO SJICKTPOMArHUTHOMY KaHAIy.
[Tepeunciure MeTOABI 3aIUTH HHGOPMAITUH OT YTEUYKH IO SJEKTPUICCKOMY KaHaTy.
[Tepeuncnute METOIBI 3aIIUTHI HMH(GOPMALIUK OT YTEUKU MO UHAYKIIMOHHOMY KaHAITy
[Tepeuncnute METOIBI 3aIUTHI MH(OOPMAILIUY OT YTEUKH IO MMApaMETPUICCKOMY KaHaTYy.
[lepeuncnure MeTOBI 3aIIUTHI HH(GOPMALIMK OT YTEUKU MO BO3AYIIHOMY KaHAJy.
[Tepeuncnute METOIBI 3aIUTHI MH(GOPMAIIUU OT YTEUKU MO0 BUOPAIIMOHHOMY KaHaTy.
[Tepeuncnute METOIBI 3aMUTHI HH(OPMALIUN OT YTEUKH IO aKYCTOIIECKTPHISCKOMY KaHAITY.
[Tepeuncnure METOBI 3aIIUTHI HH(GOPMALIUK OT YTEUKU MO ONTHUKOAIEKTPOHHOMY KaHay.
[lepeuncnure cpeacTBA M METOMABI 3aIIUTH HHPOPMAIHH OT YTEUYKH HHPOPMAIIHH B
TeneOHHBIX JIMHHSIX.

Tema 5. I[IporpaMMHoO-anmapaTHble CpPeICTBA M METOIbI oOecreueHuss MHPOPMAIMOHHOM

0€e30I1acCHOCTH

MRS

Yro Takoe nNporpaMMHoO-anapaTHbIe CPEeICTBA 3aLUTH HH(opMaIu?

Kakne MmexaHM3Mbl peasin3yloT POrpaMMHO-aIIapaTHbie CPeACTBA 3aIIUTHl HHPOPMALUU?
Kakue koMIploTepHbIe yrpo3bl OE30MACHOCTH CYIIECTBYIOT?

Yro Takoe cereBas pa3enka? Kakue MeTO/Ibl 3aLUTHI IPOTUB HEE CYLIECTBYIOT?

Yro takoe unbekuA? Kakne Buabl mHbEKIMH cyliecTBy0T? Kakue MEeTObI 3aIUThI IPOTHUB
HUX CyILIECTBYIOT?

Yro Takoe oTKa3 B o0cyxuBaHuu? Kakue MeTo/ bl 3aIUTHI IPOTHUB HETO CYILECTBYIOT?
OcHoBHBIE BUIbl IPOTPAMMHBIX YSA3BUMOCTEH.

Baknopsl.

Yro Takoe nepenoiaHenue Oydepa? MeTosl 3aIUTHI.

Yro Takoe nedekTsl popMaTHBIX CTPOK? MeTO bl 3aIIUTHI.

Yro Takoe 1eI0UUCIICHHbIE NTepenoHeH sI? MeToabl 3aluThI.

Ommbku 00pabOTKH UCKITIOUEHUN. MeTOIbI 3aIIUTHI.

Buenpenue koman1. MeTobl 3a1IUTHI.

HekoppekTHbie 00paboTku omuboK. MeToab! 3alIUThI.

I'onku. MeToab! 3a1IUTHI.

BeinonHenune koja ¢ 3aBbIIICHHBIMY TPUBUIIETUSMHU.

Artaka «YenoBek 1o cepeiuHe».

Yro Takoe [P-criypunr? Kakue MeToap! 3aIUTH POTUB HETO CYIIECTBYIOT?

ARP.

DHCP.

. NAT.

PAT.

[Pv4. IPv6.

Uro Takoe ARP-ciyppunr? Kakue MeTo b1 3a1IUTHI TPOTHB HETO CYIIECTBYIOT?

UYro takoe DNS Cache Poisoning? Kakue MeTObI 3a1IUTHI TPOTUB HETO CYIIECTBYIOT?
UYro Takoe NetBIOS/NBNS spoofing? Kakue MeTop! 3aTUTH IPOTHB HETO CYIIECTBYIOT?
VPN.

ConuanpHas HHXEHEpUs.

®poxa. Metonbl 60prOBI ¢ HpoaOM.

Uro takoe ¢pummHr? Kakue MeTo bl 3aIUThI TPOTUB HETO CYLIECTBYIOT?

Kapaunr. MeToasl 3a1uThl OT KapAUHTa.

Darkweb.

DMZ.

AHOHUMAaM3EPHI.

[Tpokcu-cepsepsl.

Pe3epBHOE KONIMpOBaHUE.

Honey pot.

DLP-cucremsl. SIEM-cucremsl.

CkaHepsl 0€30TTaCHOCTH.



40. Cuctembl 0OHApY>KEHUS BTOP>KEHHIA.
41. Cucremsbl IpeOTBpAILIEHUSI BTOPKEHHH.
42. BpenoHnocHsle nporpammsl. KoMiberoTepHble BUpychl. Buibl BUpycoB.
43. DKCIUIOUTSI.
44. Mexanu3Mm paboOThI BUpYCa.
45. AHTuBHpYCHL. Buabl aHTUBHpYCOB.
46. MexaHu3mbl pabOThl aHTUBUpYCA.
47. MexceTeBOM dKpaH.
Tema 6. Kpunrorpadudeckre MeToab! 3aIUThl HH(POpMaIH

Uro Takoe mmdp? Kakue Buap! mudpoB CymecTByOT?
Yro Takoe cummeTpuuHbli mudpp? Kakue cuMMeTprudHble IUQPPhI HCHONb3YIOTCS ceifuac?
Yro Takoe accumeTpuuHblil mudp? Kakue accumerpuunbie mudpsl HCTIONB3YIOTCS ceiiuac?
[TpuHIMI TOCTPOEHUS CUMMETPUYHBIX HIH(POB.
[TpuHIUI TOCTPOSHUS ACCUMETPUYHBIX HIH(POB.
CranaapTHble IIU(PBHIL.
[Torounsle muQpsI.
Yro Takoe xeu-pyHnkius? Kakue Buabl xem-QyHKINN Bbl 3HaeTe?
HepeBo Mepkia.
Yro Takoe 1udpoBast MoMucCh?
[Tudposas noanucsy RSA.
[Hudposas noanucey Imb-I"amars.
Yro Takoe HHPPACTPYKTYPa OTKPBITHIX KITIOUeii?
JKu3HEeHHBIN TUKIT KITIOYA.
AyTteHTHQUKanus, nIeHTH(GUKALNS, BepUDUKALHs, aBTOPU3ALIHSL.
[Tpocreiime MpoTOKOIBI UASHTH(PHUKALINY.
OcnoBHoli mpoTokoi Kerberos.
IPSec.
Blockchain.
Uro Takoe creranorpadus? [ToHsTHe cTeraHOKOHTEHHEpa.
Kakue BUIbI CTEraHOKOHTEHHEPOB CYLIECTBYIOT?
MeTobl co31aHus CTETAaHOKOHTEHHEPOB HA OCHOBE TEKCTOBOW MH(POPMALINH.
MerToabl co31aHus CTErAaHOKOHTEHHEPOB HA OCHOBE BUACOMH(DOPMALIUHI U CTOI/KAPOB.
MeTobl cO31aHUS CTETAaHOKOHTEHHEPOB HA OCHOBE ayJMOMH(pOPMALINH.
[{udpoBble BOASHBIE 3HAKU.

Kpamxue memoouueckue ykazanus

CobecenoBanne MPOBOAMUTCS B YCTHOM (hopMe BO BpeMs IOCIETHETO 3aHSITHSA 10 TEMe.
OOGyJaroremMmycsi 3agaeTcsi 2 CIIydyalHBIX BOIpOCa U3 CIHCKa BOMpocoB. OOyyaromuics MOKEH
OTBETUTHh Ha BOMNPOCHI B TeUeHHE 5 MUHYT. Bo Bpemst mpoBeneHust codece1oBaHNs UCIIOJIb30BaHUE
JUTEPATYphl U APYTUX UHPOPMAIIMOHHBIX PECYPCOB HE JIOMYCKAETCS.
LlIxana oyenku
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Ne Bamer Onwucanne

4 32-40 CTyAEHT MOJHOCTBIO OTBETHJI HA 33JJaHHBIE BOITPOCHI

3 24-31 CTyaeHT CMOT MOYTH MOJTHOCTHIO OTBETUTH Ha 3aJJaHHBIC BOIPOCHI

2 15-23 CTyJeHT 1a)l HEIIOIHbIH OTBET Ha BOIIPOCHL, HO CMOT IIepelaTh OCHOBHYIO CYTh BOIIPOCA
1 0-14 CryzeHT He cMOT WK ()parMeHTapHO OTBETHII Ha 3aJaHHBIE BOIPOCHI

5.2 Ilpumepsl 3a1aHUI 1151 BHINOJHEHHUS NPAKTHYECKUX padoT

Tema 1. Ilpuvenenwe wuHGOPMAIMOHHBIX TEXHOJOTUH JUII WM3YYEHHS BOIPOCOB
OpraHU3alMOHHO-IIPABOBOI0 o0ecreyeHnss HHPOPMALMOHHOM O€30MMacHOCTH.

Tema 2. Mcnionb30Banue KpUNTOrpaprUecKuX CPECTB 3aLIUTH UH()OPMALIHH.

Tema 3. Peanuzanuus paboTsl HHGPACTPYKTYPBI OTKPBITHIX KITHOUEH.

Tema 4. CpenctBa creraHorpauu JUist 3alUThl UHOOPMALHH.



Tema 5. Hactpoiika 6€30acHOTO CETEBOIO COEAMHEHUSI.

Tema 6. AHTUBHpYCHBIE CPECTBA 3AIIUTHI UH(POPMALIUH.

Kpamxue memoouueckue ykazanus

Ha BeImomHEHWE OTHOW MPaKTUYECKOW padOThl OTBOAMTCS HE Oojiee 3 JBYX4acOBBIX
3aHsaTHi. [locie BBITIOIHEHHS KaKI0M MPAKTHUECKON pabOThI CTYJAEHT JOJDKEH MPECTaBUTh OTYET
O €€ BBINOJHEHUU, a TaKXKe, MO YyKa3aHUSIM MPENoAaBaTeNsl, BBIIOJHUTH JOMOJHUTEIbHBIC
MPaKTUYECKHE 3aJaHUs TI0 TEME MPAKTHYECKON pabOoTHI.

LlIxana oyenxu

Ne Bamaer Omnucanne

CTyzeHT IeMOHCTPHUPYET YMEHHSI HA HTOrOBOM YPOBHE: YMEET CBOOOIHO BBIMOIHATH MPAKTUIECK
5 49-60 Ue 3a/1aHns, IPeyCMOTPEHHBIE TPOrpaMMOH, CBOOOHO OIEpHPYET NPHOOPETEHHBIMH YMCHUSIMU
, IPUMEHSET UX B CHTYalUsIX MOBBIIICHHON CIOKHOCTH.

CTyJeHT IeMOHCTPUPYET YMEHHS Ha CPEAHEM YPOBHE: OCBOWJI OCHOBHBIC YMEHUS, HO IOy CKAIOT
4 37-48 Csl He3HAUUTEJIbHbIEC OIUOKH, HETOYHOCTH, 3aTPYAHECHUS IIPH aHATUTHIECKHUX ONEPAIIX, TIEPEHO
ce yMECHUI Ha HOBBIE, HECTAHAPTHBIE CUTYaLlUH.

CTy,I(eHT JACMOHCTPUPYET YMCHUS U HABBIKM Ha 06a30BOM YPOBHE: B XOI€ KOHTPOJIbHBIX MEPOIPUST
3 24-36 THI JOIYyCKAKTCA 3HajH/ITCJ'II>HLIe 0H.II/I6KI/I, TIPOABJIACTCA OTCYTCTBUE OTACIIBHBIX yMeHHﬁ, HaBBIKO
B 10 JUCHUIITIMHAPHOW KOMIIETCHIMH, UCTIBITBIBAIOTCA 3HAYUTEIILHBIC 3aTPYAHCHUA IIPU OIIEPUPO
BaHUM YMCHUSIMU U ITPU UX NEPEHOCE HA HOBBIC CUTYallUU.

) 11-23 CTyzmeHT 1eMOHCTPHUpPYET YMEHHUS M HaBBIKH Ha yPOBHE HIDKE 0a30BOr0: MPOSIBISIETCA HEJOCTATOY
HOCTb YMEHHUH U HaBBIKOB.

1 0-10 CTyaeHTOM TIPOSBISIETCS MOTHOE WM MPAKTUIECKHU TTOJTHOE OTCYTCTBHE YMEHHI M HABBIKOB.
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