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1 Iessn, nuianHnpyeMble pe3yabTaThl 00y4eHHUs 10 JUCHHUIIIMHE (MOIYJII0)

[enbto ocBoeHus: qucuuIuivHbl «MHpopMalonHas 6€30MacHOCTh U 3aluTa HHPOPMaILUN»
ABNsieTcd (OPMHUPOBAHUE Yy CTYICHTOB CHUCTEMBbl 3HaHMH B 001acTH HHPOPMALMOHHOM
0€30macHOCTH ¥ MPUMEHEHHs Ha TIPAKTUKE METOJIOB M CPEJICTB 3aLIUTHI HH()OPMAIIHH.

3a1a4y OCBOCHUS TUCLMIUIMHBL: (POPMUPOBAHUE YMEHHS 00ECIIEUUTh 3aIUTy HHGOpMALUU
1 00BeKTOB MH(popMaTH3aLUU; HOPMUPOBAHHE YMEHHSI COCTABIATh 3asSBUTEIBHYIO JTOKYMEHTAIIUIO
B HAJ30pHBIC TOCYIAapCTBEHHBIE OpraHbl HH()POKOMMYHUKAIIMOHHOW oOTpaciu; (HopMUpOBaHHE
HaBBIKOB BBINOJIHEHHsT PAabOT B 00JacTH TEXHUYECKOTO PEryIUpOBaHMA, cepTU(UKALUU
TEXHUYECKUX CPEJICTB, CHUCTEM, IIPOLIECCOB, OOOPYIOBaHUS M MaTepHalioB; (opMupoBaHHE
HABBIKOB 00€CMEYeHHs] 3alUThl OOBEKTOB HHTEJUIEKTYaJbHOW COOCTBEHHOCTH M PE3YJIbTaTOB
UCCIIeIOBaHUH M pa3palOTOK Kak KOMMEpYECKOW TalHbl MpEeanpusATHs; HacTpoika H
o0cCITy>)KMBaHUE aImMmapaTHO-IPOTPAMMHBIX CPEJICTB.

[TnanupyembIMH pe3ynbTaTaMu OOydeHHs MO AMCLUUIUIMHE (MOAYIIO), SBISIOTCS 3HAHMA,
yMEHHUs, HaBbIKH. llepedeHb MIaHUPYEMBIX PE3yJAbTaTOB OOy4YEHHs MO JUCLMIUIMHE (MOAYIIO),
COOTHECEHHBIX C IUIAHUPYEMBIMH pe3yJbTaTaMd OCBOCHHS 00pa30BaTENbHOW IPOrpaMMBl,
npezcTaBieH B Tadiuue 1.

Tabmuua 1 — Komnerenmuu, popMupyeMbie B pe3yiIbTaTe U3yUeHUS AUCIUILTUHBI (MOJTYJIs)

Kon un Pe3ynbTaThl 00y4YeHH 110 AUCIUIIINHE
Hazsanue Konn (dopMympoBKa
OIIOII BO, (opMyIHpOBKa HUHAMKATOpa Kon
COKPAIIEHHOE KOMITETEHIIUH AOCTIKCHHS pesynb ®OopMyJIMPOBKa Pe3ybTaTa
KOMITeTEHIINU
TaTa
09.03.03 OIIK-1 : Criocoben OIIK-1.2k : Pemaer Pl 3HaHuEe | COBPEMEHHBIX 3aKOHOB,
«[IpuknagHas | mpUMEHSTH npodeccroHaNbHEIE CTaHAAPTOB, METOOB U
uH(pOpMaTHKa» | eCTEeCTBEHHOHAYYHbIC | 3aJa49H C TEXHOJIOTHH B 001acTu
(b-1IN) 1 OOLLIEMH)KEHEPHbIE | MPUMEHEHHEM 3alUThl HHPOPMALTUH
3HAHUSA, METOIbI €CTECTBEHHOHAYYHBIX P12 3nanue | TpeOoBaHMH K 3aIIUTE
MaTeMaTHYECKOTo U OOIIEHHKEHEPHBIX uHpopManuH
aHanaM3a u 3HaHUI OIpEeeTIEHHOTO THIA
MOJCIIMPOBAHNUA, PJ13 VYMeHne | ucnojab30BaTh
TEOPETHIECKOTO COBPEMEHHBIE
AKCTIEPUMEHTAIBHOTO IIPOrpaMMHO-aIapaTHbIE
UCCIIEZIOBAHUS B CpPEeACTBA 3AIIUTHI
npodeccHOHaIbHON nH(pOopManuK
ACATCITBHOCTH P14 YMmenne | obecrieunBaTh 3aLIATY
nH(pOpMaIUH
PAS HaBbik | BiageHUs COBPEMEHHBIMU

MeToaMu 00eCIIeYeHHs
3alIUThl HHPOPMALIUH

OIIK-3 : Cnocoben OIIK-3.1k : PA10 | Ymenue | ynmpaBisTh

pemats ctanfaptHele | [Ipumenser nH(OPMaIMOHHON
3aJaun HNPUHLUIBL, METOIBI U 0€301acHOCTBIO
npodeccroHaTBHO CpPE/ICTBA PEIICHUS OpTaHM3aIN
HEATCIILHOCTH Ha CTaHJAPTHBIX 3a]a4 P11 HaBpixk | BiageHust METOIAMU
OCHOBE npodecCHOHANTBHOM OIICHKU PUCKOB
UH(GOPMALMOHHON U | JEeATEIbHOCTH Ha HH()OPMAINOHHOIH
6ubnuorpaduyeckoit | ocHOBe 0€30MacHOCTH
KYJIBTYPBI C MH(POPMAIMOHHOH 1 P16 3HaHMe | COBPEMEHHBIX METOIOB U
MPUMEHEHUEM oubnrorpaduyeckoit CPEICTB 3aIUTHI
UH(POPMALOHHO - KyJIBTYPBI C nHpopManum
KOMMYHUKAIMOHHBIX | MPUMEHCHHEM PN7 VMeHHe | aHATH3HPOBATH
TEXHOJIOTHH H C nH(pOPMaIHOHHO- HHPOPMALHOHHYO
YY€TOM OCHOBHBIX KOMMYHHUKAIMOHHBIX 6e30MacHOCTh
TpeOoBaHUit TEXHOJIOTUH U ¢ OpraHM3aIiu
uH(pOpMaLHOHHOH Y4€TOM OCHOBHBIX

6e3onmacHocTH TpeOoBaHuit

HHPOPMAITHOHHON




0e30macHOCTH PAS8 HaBblk | BianeHus CoBpeMEHHBIMU
TEXHOJIOTUSIMU U
METOAAaMH 00eCIICUCHHS
nHGOPMANOHHOM
6e30macHOCTH
OpraHu3aLHU

P9 3HaHuE | COBPEMEHHBIX
TEXHOJIOTHI, METOJIUK U
CPEACTB 3aIIUTHI
nHbopMaLuu

2 MecTo aucuumiannbl (MoayJsi) B ctpykrype OINIOII

Huctunnuna «MupopManmonHas 0e30mMacHOCTh W 3amuTa WHGOpMAluu» BXOJUT B
6a3oByto yacth bioka 1 Jluctumnnuael (Moaynn) yueOHOTO TUTaHa.

3. O0beM AUCHUNIMHBI (MOTYJISA)

O6veM juCcHMIIMHBL (MOXYNsA) B 3a4ETHBIX €IMHHMIAX C YKa3aHHEM KOJIMYEeCTBA
aKaJIeMUYECKUX YacoB, BBIACICHHBIX HA KOHTAKTHYIO paboTy ¢ oOydarommucs (1o BHIAM
y4eOHBIX 3aHATUI) U HA CAMOCTOSITEIbHYIO paboTy, IPUBEAEH B Tabaue 2.

Tabnuna 2 — O61mas TpyJ0eMKOCTh AUCIUTIITMHBI

Tpyzo- OO0BeM KOHTAKTHO# paboThI (dac)
CCMCCTp CMKOCTh
e[ S0 | s | (000 o | P | e | S
OI1OIT BO Y VI 0, YHHIOp TopHas
Hi ( > 3.E) Bcero Tamym
0300)
nek. | mpak. | 1na0. IA KCP
09.03.03
[TpuknagHas (6]x(0) b1.b 5 5 73 36 36 0 1 0 107 €]
uHpopmaTHKa

4 CTpyKTYypa U cojiepKaHue TUCUUILIHHBI (MOTYJIsA)

4.1 Crpykrypa gucuuniauasl (MoayJas) xisgs OPO

TemaTHueckuil TIaH, OTpaXKaroIUK coAepkKaHUe ATUCHUILUIMHBI (IEpEUEHb Pa3AeiioB U TEM),
CTPYKTYpUPOBAHHOE IO BUIAaM Yy4eOHBIX 3aHATUH C yKa3aHHMEM HX OObEMOB B COOTBETCTBUM C
y4eOHBIM IIJIaHOM, ITpUBEJEH B Tabmuue 3.1

Tabmuua 3.1 — Paznmensl qucuuruiHbel (MOAYAs), BUIBI yU4eOHOW AEATEIBHOCTH M (HOPMBI
Tekymiero koutpos s OO

Kon pe- Kon-Bo yacoB, oTBeIcHHOE HA
Ne Ha3zBanue TeMbl 3yJIbTaTa
00yUYeHHS

dopma
Jlex IIpakr JIa6 CPC TEKYILEro KOHTPOJIs

BBenenue B
1 | nadopmannoHHyIO Pa1, P16 2 0 0 2 CobecenoBanue
6e30aCHOCTh
[Ipumenenue
nH(OpPMAaIIMOHHBIX
TEXHOJIOTHIl [T U3y4CHUS
2 | BONIPOCOB OPraHU3ALOHHO- Pa1 0 2 0 3
MPaBOBOT0 00CCIICYCHUS
nH(pOpPMaOHHOM
0e300aCHOCTH
[IpaBoBoe obecnieuenne
3 | urdopMannOHHOK PI1, P12 6 0 0 3 CobecenoBanue
0€30MacHOCTH

OTYET 110 MPAKTHUECKON
pabote




Hcnonws3oBanue P13, P14, .
OTYeT IO MPAaKTHIECKO

4 | xpunrorpapuueckux cpencts | P16, P8, 0 6 0 3 aGoTe
3alUThI HHpOpMAIUU PJ19 p
Cpmenos | o,
5 . P17, PS8, 6 0 0 3 CobecenoBanue
HHPOPMAIIMOHHON PIII0
6€30MacHOCTH
PII2, P14,
Peamsaus paGore1 P16, PIT7, OTYET IO MPAKTHUECKOH
6 | nHOPAaCTPYKTYpPBI OTKPHITHIX P9, 0 6 0 3 aGoTe p
KITroueit PJI10, pabor
P11
TexHuyeckue cpescTBa U P13, P/14,
7 | MeTOJIbI 3aLIUThHI PS5, P16, 6 0 0 3 CobecenoBanue
nHpOpMaIMU PI7, P19
CpexctBa creranorpaduu OTYeT IO MPAKTHYECKOit
8 JUIS 3aIIUTHl HHGOpPMaIu PI5, PID 0 6 0 3 pabote
IIporpaMmHo-anmapaTHele PII3, PII4,
CpeaCTBa U METOJIBI PIIS. PII7
9 | obecneuenus P 118’ P 119’ 8 0 0 3 CobecenoBanue
nH(OpPMaIMOHHOM P )’11 | ’
6€30MacHOCTH
Hacrpoiika 6e30nacHoro PJ3, P4, OTYET I10 MIPAKTHIECKON
10 PS5, P/I8, 0 8 0 3
CETEBOr'0 COSANHEHUS PJI9. PIT11 pabote
Kpunrorpaduueckue meronst | PJIS, PAS,
11 samuTH MHGOpMALLIH PJIO. PIII 1 8 0 0 3 CobecenoBanne
PI3, P14, .
12 AHTHBHPYCHBIE CPE/ICTBA PJI5. PJI9 0 ] 0 3 OTYET I10 MIPAKTHIECKON
3aIUThl HHQOpMaLuu P )’11 | ’ pabote
Hroro no radmue 36 36 0 35

4.2 Copepxxanue pa3esoB M TeM JUCUUILVIMHBI (Moayas) aiast ODO

Tema 1 Beeoenue 6 unghopmayuonnyro 6€30nacnocme.

Conepxanne Tembl: WupopmannoHHass Oe3omacHOCTh. OCHOBHBIC TOHATHA. Mojenn
uHpopManroHHo! Oe3omacHocTH. Bupl 3amumaemoi nHGopManuy.

@opMbl M METOJBl NPOBEACHUS 3aHATUH IO Teme, NpUMEHseMble 00pa3oBaTelIbHbIC
TEXHOJIOTUH: JICKITMOHHOE 3aHSTHE.

Buzabl caMocTOSATENBHON MOATOTOBKM CTYACHTOB 1O TeMe: [1oAroroBka K KOHTPOJIBHBIM
BOIIPOCaM coOece0BaHusl, OTOTOBKA K MPOMEKYTOYHOM aTTeCTaIUH.

Tema 2 IlpumeHnenue UHGDOPMAYUOHHBIX MEXHONO2UU Ol U3YUEHUs  BONPOCO8
OP2aHU3AYUOHHO-NPABOBO20 0OeCneyeHUsl UHPOPMAYUOHHOU OE30NACHOCHIU.

Conepxkanre TeMbl: Mcmonp3oBaHnue 0a3 AaHHBIX I HAXOXKIACHUS W W3Y4YEHUS
HOPMATHBHBIX IOKYyMEHTOB B 00J1acTH UH(OPMAIIMOHHON 0€30MacHOCTH.

®opMBl W METOABI TPOBEICHUS 3aHATHUA TO TEeMe, NPUMEHsIEMbIe O0O0pa30BaTEIbHBIC
texHosoruu: IIpaktuyeckoe 3aganue.

Buapel caMocCTOATENbHOM NOATOTOBKM CTYIEHTOB 10 TeMe: IloaroroBka oryera 1o
MpaKTUYECKON paboTe, MOArOTOBKA K MPOMEKYTOYHON aTTECTaIUH.

Tema 3 IIpasosoe obecneuenue ungopmayuono 6€30nacHocmu.

Copneprxanue Tembl: OCHOBHbIE HOPMaTHBHO-IIPABOBbIE aKThl B 00JIACTH MH(POPMALMOHHOM
6e3onmacHoctu. [IpaBoBble  ocoOeHHOCTH — obOecriedeHusi 0e30MacHOCTH KOH(UICHINATBHOM
nH($OpPMalUU ¥ TOCYJapCTBEHHOM TalHBI.

@opMbl M METOJbl NPOBEAEHUS 3aHATUH IO TeMme, NpUMEHseMble 00pa3oBaTelIbHbIC
TEXHOJIOTMH: JIeKIInOHHOE 3aHsATHE.

Buasl camocToATeNnbHOM MOATOTOBKU CTYAEHTOB 1O Teme: IloAroroBka K KOHTPOJBHBIM
BOIIpOcaM cobeceI0BaHusl, OATOTOBKA K MPOMEXYTOUHOM aTTeCTaIlH.



Tema 4 Hcnonvsoeanue Kpunmozpaguueckux cpeocme 3auuml UHGopMayuu.

Copnepxanue Tembl: Co3maHue 3amMpoBaHHBIX (AHIOB M KPUNTOKOHTEHHEPOB U MX
pacmudpoBanue.

@opMbI M METOJBl TPOBENCHUS 3aHATUH 1O TeMme, NpUMEHseMble 00pa3oBaTeIbHbIC
texHosoruu: [IpakTudeckoe 3a1aHue.

Bunsl camocTosiTensHOW MOATOTOBKM CTyA€HTOB Mo Teme: IloaroroBka ordera 1o
MPaKTUYECKOH paboTe, MOArOTOBKA K IPOMEKYTOUYHOU aTTEeCTAIIHH.

Tema 5 Opeanuzayuonnoe obecneyenue UHGOpMayuoHHol 6e30nacHocmu.

Copnepxanne Tembl: OCHOBHBIE CTaHAAPTHI B obOyacTu obecrieyeHHs WHGOPMaLMOHHON
6e3onacHoctu. [Tonutuka 6e3onacHoCTH. DKOHOMHYECKasi 0€30MaCHOCTh MPEATIPHUITHS.

@opMBl MU METOABI NPOBEACHMS 3aHATUI 1O TeMe, NPUMEHsAEMble 00pa30BaTEIbHBIC
TEXHOJIOTUH: JIEKIIMOHHOE 3aHATHE.

Bunpl caMocTOATENBHON MOATOTOBKM CTYAEHTOB IO Teme: [loAroroBka K KOHTPOJIBHBIM
BOIIPOCaM cOOece0BaHusl, OJArOTOBKA K IPOMEKYTOYHOM aTTeCTALUH.

Tema 6 Peanuzayus pabomul ungpacmpykmypsvi OmKpblmslX KI0Yell.

Conepxkaanie Tembl: (Co3aHue YIOCTOBEPSIIONIETO IIEHTPA, TEHEpalusi OTKPBITBIX H
CEKPETHBIX KIIOYEH, co37JaHue CepTU(PHUKATOB OTKPBHITHIX KIIOYEH, CO3JAaHHE JIEKTPOHHOU
MOJIIMCH, IPOBEPKA AIEKTPOHHOM MOAIUCH.

®dopMBl W METOABI TPOBEICHUS 3aHATHA TO TEeMe, NPUMEHsIEMble OOpa30BaTeIbHBIC
TexHonoruu: Ilpakrtuueckoe 3aganue.

Buapel caMocTOATENbHOM NOATOTOBKM CTYIEHTOB 10 TeMe: IloaroroBka oryera 1o
MpaKTUYECKON paboTe, MOArOTOBKA K MPOMEKYTOYHOU aTTECTaIlUH.

Tema 7 Texnuueckue cpedcmea u Memoowl 3aujumsl UHGOPpMaAyUU.

Cogepxanne Tembl: MHkeHepHas 3amuTa 0ObeKTOB. 3ammura HHPOPMAIMH OT yTEYKU IO
TEXHUUYECKUM KaHaJaM.

@opMBl U METOJABI TPOBEACHMS 3aHATHI MO TeMe, NpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTMM: JIeKIIMOHHOE 3aHsATHE.

Bunpl camocTosTENbHON MOATOTOBKM CTYIEHTOB IO Teme: [loArotoBka K KOHTPOJIBHBIM
BOIpocaM codeceloBaHus, MOATOTOBKA K MPOMEKYTOYHON aTTeCTallUU.

Tema 8 Cpeocmea cmezanoepaguu 05 3auumol UHGOPMAYUU.

Copepxanue TeMbl: Vcnonb3oBaHue cpecTB cTeranorpaduu Ams 3aiuThl (ailios.

@DopMBI M METOJABI TPOBEACHHS 3aHATHH TIO0 TeMe, NPUMEHsSEMbIe 00pa30BaTeIbHBIC
texHosoruu: [IpakTrueckoe 3a1anHue.

Bunbl camocToATenpbHONW TOATOTOBKHM CTYAGHTOB 1O Teme: [loAroTroBka orTdera IO
MPAKTHYECKON paboTe, MOrOTOBKA K TPOMEKYTOUHOH aTTeCTaITHH.

Tema 9 Ilpoepammuo-annapamuvie cpedcmea u memoosbl odecneyeHus UHGOPMAYUOHHOU
bezonacrocmii.

Copnepxannie TeMbl: OCHOBHBIE BHJBI CETEBBIX M KOMIBIOTEPHBIX yrpo3. CpeactBa u
METO/IbI 3aIIUTHI OT CETEBBIX KOMIBIOTEPHBIX YTPO3.

®dopMBI M METOJABI TPOBEACHHS 3aHATHH TI0 TeMe, NPUMEHsSEMbIe 00pa30BaTeIbHBIC
TEXHOIOTHH: JIEKIIMOHHOE 3aHITHE.

Buabl caMOCTOSITEIEHON MOATOTOBKH CTYIEHTOB 1O Teme: [1oAroToBka K KOHTPOJBHBIM
BOIIPOCaM coOeceIoBaHus, MMOArOTOBKA K MPOMEKYTOYHOM aTTECTALINH.

Tema 10 Hacmpotixa 6e3onacnozo cemesozo coeOuHeHus.

Cognepxxanre Tembl: Co3laHMe 3alMILIEHHOIO KaHalla CBSI3U CPEACTBAMU BUPTYAJIbHOM
YaCTHOU CETH.

@opMBl U METOJABI TPOBEACHHS 3aHATHI 1O TeMe, NpUMEHseMble 00pa3oBaTeIbHbIC



TexHOoJoruu: [IpakTnyeckoe 3agaHue.
Buael caMocTOSITENbHOW MOATOTOBKM CTYAEHTOB N0 TeMe: IloAroroBka ortyera 1Mo
MPAKTHYECKON paboTe, MOArOTOBKA K TPOMEKYTOUHOM aTTecTaIiH.

Tema 11 Kpunmoepaguueckue memoowt 3auumol ungopmayuu.

Copneprxanue TeMbl: CHMMETpPHUYHBIE U ACCUMETpUYHBIE cCUCTeMBI mudpoBanus. Lludpossie
nognucu (DNeKTpoHHbIE moanucu). MHppacTpykTypa OTKpBITHIX Kiodeil. Kpunrorpaduueckue
MIPOTOKOJIBI.

@opMbl M METOJBl NPOBEACHUS 3aHATUH IO Teme, NpUMEHseMble 00pa3oBaTelIbHbIC
TEXHOJIOruM: JIeKInoHHOE 3aHsATHE.

Bunel camocTosTeNnsHOM MOATOTOBKU CTYAEHTOB MO Teme: [loAroroBka K KOHTPOJIBHBIM
BOIIPOCaM coOeceI0BaHusl, OATOTOBKA K MPOMEXKYTOYHOM aTTeCTaIUH.

Tema 12 AnmusupycHvie cpedcmea 3auumol UHGopMayuu.

Coneprkanne TeMbl: 3yueHrne HacTpOEK CPEICTB AHTUBUPYCHOM 3alIUThl MH(POPMAIIUH.

®dopMBl W METOIBI TPOBEICHUS 3aHATHA TO TeMe, NPUMEHsIEMbIe OOpa30BaTeIbHbIC
TexHOoJoruu: [IpakTnyeckoe 3agaHue.

Buael caMocTOsATENbHOW MOATOTOBKM CTYAEHTOB N0 TeMe: IloaroroBka ortyera 1o
MPAKTHYECKON paboTe, MOArOTOBKA K MPOMEKYTOUHOM aTTeCTaIiH.

5 MeToanueckue yKkazanus Ajs 00y4yaomuxcs M0 M3YYeHHI0 M pean3alii JUCHUTLIUHBI
(MmonxyJis)

5.1 Meroauueckne peKOMeHIAUMH OO0y4YAIIUMCS M0 HU3YYEHUI0 [IMCUHUIUIMHBI W 10
ofecrevyeHn 0 CaMOCTOSITeIbHOI padoThl

Texymas camocrosiTenbHas padbora mo kypcy «MHpopmanmonHas 6€30MacHOCTh W 3allluTa
uHpOpMaLMKy) HamNpaBjieHa Ha yrIyOJeHue M 3aKpeIuleHHe 3HAHUM, Ha pa3BUTUE NMPAKTHUECKUX
YMEHHH U BKJIIOUAET TaKUE BUIbI paboT, KakK:

- paboTa ¢ JeKIMOHHBIM MaTEePUaIIOM;

- paboTa c peKOMEH0BaHHOM JINTepaTypOil IPH MOATOTOBKE K MPAKTHUYECKUM 3aHATUSM;

- IOATOTOBKA K 3K3aMEHY.

[Tpu m3yuenun aucuuiuinHbl «MH(popMmaoHHas 6e30MacHOCTh M 3aIluTa MH(OPMAIH»
pEKOMEHAYeTCS pEUTHHrOBasi TEXHOJOTus OOydeHHus, KOTOpass IO3BOJISIET pPEaJu30BaTh
HEMPEPbIBHYI0O M KOMIUIEKCHYI0 CUCTEMY OLICHMBAaHUS YYEOHBIX JOCTHXKEHMH CTYIEHTOB.
HenpepplBHOCTD 03HAuaeT, 4YTO TEKYLIME OLICHKHM HE YCpPeAHsIoTCS (Kak B TPaIULMOHHON
TEXHOJIOTHH), & HEIPEPBIBHO CKJIAIbIBAIOTCS HA MPOTSHKEHUH CEMECTpPa MPH U3yUEHUU IIEPBOTO WU
BTOpOro Mofayns. KoMImiaekcHOCTh O3Ha4aeT ydeT Bcex (opM yueOHOH M TBOpuUecKoil paboThl
CTYyJIEHTa B TEYEHHE CEMECTPA.

PeliTUHTr HampaBiieH Ha MOBBIIIEHHE PUTMUYHOCTU U 3(P(EKTUBHOCTH CaMOCTOSATEIbHON
paboThl cTyneHTOB. OH OCHOBBIBAETCS HA IIMPOKOM HCIOJIb30BaHUH TECTOB U 3aMHTEPECOBAaHHOCTH
KaX/IOTO CTYJICHTa B TIOJY4YEeHUH 00Jiee BHICOKOM OIEHKH 3HAHUH 110 TUCIUILIHHE.

[TpuHIMOBI pelTHHIa: HENpepbIBHBIA KOHTPOJb (B HA€ale Ha KaXJOM M3 ayIUTOPHBIX
3aHATHI) W TOdydeHue Oosiee BBICOKOM OIGHKM 3a paboTy, BBIIOJHEHHYIO B Cpok. llpum
IIPOBEJCHUHN MPAKTUUECKUX 3aHATHH HEOOXOJMMO IpeaycMaTpuBaTh LIMPOKOE HCIOIb30BaHHUE
aKTHBHBIX U MHTEPAKTUBHBIX (GOPM (KOMIIBIOTEPHBIX CUMYJIALUHI, JETOBBIX U POJIEBBIX UID).

PefiTunr BkiouaeT B ceOs [Ba BUIA KOHTPOJIS: TEKYILIHi, TPOMEXYTOUHBIM 1 UTOTOBBIN 110
JTUCIUIINHE.

Texymmii koHTposb (TK) - ocHOBHas 4acTh PEUTHUHIOBON CHCTEMBI, OCHOBaHHAsI Ha OETIoM
OIIpOCe pa3 B HEJEIIO WM B Be Henenu. QOpMBI: OLICHKA 34 CAa4y TCOPETUYECKUX MUHU3AYETOB,
BBITIOJIHCHHE WHIMBHAYAIbHBIX 3aJaHU W MpaKTHUYeCKuX pador. Baxkneimeir dopmoit TK,
MIO3BOJIAOILEH ONPOCUTH BCEX CTYAECHTOB Ha OJHOM 3aHATHH SIBJISIFOTCSI TEOPETUUECKUE MOYIIH, Ha



KOTOPBIX CTYACHTBI CAMOCTOATCIIbHO OTBCHAIOT HA BOIIPOCHI JJI1 CaMOCTOSITEIIHLHOM OLICHKU.
KoHTposibHBIE BONPOCHl ISl CAMOCTOATEIBHOW OIIEHKM KauyecTBa OCBOEHUS YyueOHOMU
JUCUUTIIIUHBI
Tema 1. BBenenue B uHpoOpMamoHHy0 0€30MacHOCTh

Uro Takoe nHopmaImoHHasi 6€301macHOCTh?
[Tepeuncante OCHOBHbIE YTPO3bl HH(POPMAIIMOHHOM 0€30MacCHOCTH.
Kakwue cymecTByroT Moieny HHPOPMAIMOHHOMW 0€30MacHOCTH?
Kakue meTob! 3a1uThl HHPOPMAIIUH BBIACSAIOT?
Yro Takoe MpaBOBbIE METOABI 3aIUTH HH(popMaIuu?
Yro Takoe OpraHU3alMOHHBIC METO/bI 3aIUTH HH(pOpMaIm?
Uro Takoe TEXHUYECKHUE METOIbI 3aIUTHI HHGOpMaIUu?
Yro Takoe mporpaMMHO-aIMapaTHBIE METO/IbI 3alUTHI HH(pOpMAIUn?
UYro Takoe kpuntorpaduueckue MeTo bl 3aluThl HH(pOpMaLun?
Yro Ttakoe (hruznyeckre METO b 3aIUThl HHPOpMALUU?
Kakwue rnaBHBIE rocy1apcTBEHHBIC OPTraHbl B 00s1acTH oOecrieueHust nHOPMAITMOHHOMH
6e3omacHoctu?
[Tepeuncante BUABI 3aIUIAaeMON HHPOPMAITUH.

Tema 2. [IpaBoBoe obecnieueHrne nHPOPMAITMOHHOMN 6€30MaCHOCTH

— —_
N el e B o

f—

IIpaBo. McTounuku npasa.
Kakue ocHOBHBIE 3aKOHBI B 00J1aCTH 3a1UTH HHQOopMaIu B PO?
[Tepeunciure oCHOBHBIC 1IeNH U 3a1auu PO B obmactu obecrieueHrss ”HPOPMAITMOHHOM
0e3onacHoCTH
Crparerust HaMOHAIBHOHN Oe3omacHocTH. JlokTprHa HHDOPMAIIMOHHONH OE30TTaCHOCTH.
UYro Takoe koH(puaeHIaTbHAs HHbOopMaIus?
Yro Takoe nepcoHaNbHbIE 1aHHbIE?
B kakux ciayyasx BO3MOXHO HUCIOJIb30BaTh MEPCOHANIbHBIE JaHHbIE 0€3 coryiacus
oOnamxareis?
8. Oxapaktepu3yiite OMOMETpUYECKHE JaHHBIE KaK IEPCOHATIBHBIC TaHHBIC.
9. Yro Takoe nmpodeccruoHaabHas TaiiHa?
10. Yo Takoe cimy>keOHas TaiiHa?
11. Yto Takoe koMMepuecKas TaitHa?
12. Yto Takoe peXxruM KOMMEPUYECKOU TaHBI?
13. Yro Takoe rocynapcTBeHHasl TaiiHa?
14. Onumure nMpaBoBON PEKUM T'OCYTaPCTBEHHOM TalHBI.
15. ®3-149.
16. ®3-152.
17. ®3-98.
18. ©3-390.
19. ®3-395-1.
20. ®3-126.
21. ®3-374 u ®3-375.
22. Ilocranosnenue npasurenscrsa Nell19.
Tema 3. OpranuzanoHHoe odecrneueHue HHPOPMAIMOHHON 0€30MaCHOCTH

w1

Nownk

Kakune ocHOBHBIE MEXTyHapOIHBIE CTaHAAPTHI B 001acTH HH(pOpMaImoHHON 6e30nacHoCTH?
«OpanxeBas KHUTa»

ISO/IEC 15408.

Kak cBsi3aHbl MEeXIyHapOJHbIE CTAaHAAPTHI U cTaHaapThl PO?

I'OCT P UCO/MDK 27002-2012.

I'OCT P ICO/MDK 27005-2010.

CTO BP UBBC-1.1-2007. «Aynut nHbOpPMAITMOHHONW 0€30TTaCHOCTHY.
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10.
I11.
12.
13.
14.
15.
16.
17.
18.
19.

20.
21.
22.
23.
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PC BP UBBC-2.2-2009. «MeToauKa OI[eHKH PUCKOB HapyIIeHHs HH(OPMAIIMOHHON
0e30macHOCTI.
ITpuxa3z @Cb Ne378.
[Tpuxa3z @CTIOK Ne21.
[Tpukaz ®CTIK Nel7.
ITpuxa3z @CTIOK Ne31.
[Tpuxa3z @CTIK Ne28.
[Tpukaz ®CTIK Ne638.
ITpuxa3z @CTIK Ne9.
[Tpuxa3z ®CTIOK Nel19.
ITpuxa3s I'octexkomuccuu Nel 14.
PykoBogsmue 10KyMeHTHI [ 0CTEXKOMUCCHH.
Meps! 3amuThl HH(GOPMALMK B TOCYAAPCTBEHHBIX MH()OPMAIIMOHHBIX CUCTEMAX.
(Meroaunueckuit nokymeHT ®CTOK).
Yro Takoe moauTHKa 6€30MacHOCTU?
Cnyx0a 6ezonacHoctu npeanpusitusa. CTpykrypa. OyHKIUH.
TumnoBas HHCTPYKIUS COTPYTHHUKA 110 00eCIIeYeHUI0 HHPOPMAITMOHHON O€30MaCHOCTH.
DOxoHoMHUYEcKast pa3Besika. [IpOMBIIITIEHHBIHN IMHOHAX.
Tema 4. TexHuueckue cpesicTBa U METOAbI 3aIUTH HH(OpMaIK

Yro Takoe MHKEHEpHas 3aluTa 00BEKTOB?
KakuMm cioco6oM onuceiBaeTcst UHKEHepHas 3amura. Onucarb MOJEIb.
Kakwue cpenctsa MpUMEHSIIOTCS 7S 3alIUTHI 1-ro nepumerpa?
Kakwue cpencta mpuMeHSIFOTCS 7S 3aIUTHI 2-T0 iepuMeTpa’?
Kakue cpeactBa npuMeHsoTcs )15 3alIUThI 3-ro nepumerpa?
IToxapHble CUTHAJIM3ALUU.
OxpaHHBIC CUTHATN3AIUN
buomerpus. buomerpuyeckue xapaKTepUCTHKH.
Yro Takoe TEXHUYECKHE KaHAJbl yTEYKH UH(pOopMaIn?
[Tepeuncante OCHOBHbBIE BUbl TEXHUUECKUX KaHAIOB YTEUYKH HHpOpManun?
Yro Takoe cnennposepka’?
Yro Takoe cnenucciieoBanue?
Yro Takoe crertodciaesoBanme?
[Tepeuncante METOBI 3aIUTH HHOOPMAIIMH OT YTEUKH 10 3PUTEIILHOMY KaHaTYy.
[lepeuncnure MeTOIbI 3aIIUTHI HH(OOPMALIUK OT YTEUKH IO 3JIEKTPOMAarHUTHOMY KaHAIy.
[Tepeuncante MeTOABI 3aUTH MHOOPMAIIMK OT YTEUKH 10 3JIEKTPUUECKOMY KaHAITy.
[Tepeuncante METOABI 3aIUTH HHOOPMAIIH OT YTEUKH 110 HHIYKIMOHHOMY KaHaITy
[Tepeuncanre MeTOABI 3aUTH MHGOPMAIMK OT YTEUKH 110 MapaMeTPUYECKOMY KaHaIy.
[Tepeuncanre METOABI 3aLIUTH HHOOPMAIIMK OT YTEUKH 110 BO3YITHOMY KaHaIy.
[Tepeuncaure MeTOABI 3aIIUTH HH()OPMAITUH OT YTEUKH 110 BUOPAIMOHHOMY KaHAITy.
[Tepeuncanre MeToAbI 3aUTHI HHGOPMAIIMK OT YTEUKH 110 aKyCTOIEKTPHUECKOMY KaHay.
[Tepeuncanre MeTOABI 3aUTH HHYOPMAIIUH OT YTEYKH 110 ONTHKOIIEKTPOHHOMY KaHaJYy.
[lepeuncnure cpeacTBa U METOABI 3AILMTHI HHPOPMAIMK OT YTEUKH UHPOPMAIIIH B
Tese(h)OHHBIX JINHUSX.

Tema 5. I[IporpaMMHO-amnmapaTHble CPEeICTBA M METOIBI OOecTeueHuss HH()OPMAIMOHHOMI

0€e301acHOCTH

AR

Yrto Takoe mporpaMMHO-aMIapaTHbIE CPEACTBA 3aIIUThl HHpopMarmu?

Kakmne MexaHU3MBbI peaii3yIOT MIPOrpaMMHO-AIIapaTHBIE CPEACTBA 3aIUTh HHDOopMarmu?
Kakune koMIproTepHBIC YyTPO3bl 0€30MaCHOCTH CYIICCTBYIOT?

Yro Takoe cereBas pa3Beaka? Kakue MeTo bl 3a1UThI IPOTUB HEE CYIIECTBYIOT?

Uro Takoe nabeknus? Kakue BUIbl HHBEKINH CyecTBY0T? Kakue MeTo bl 3aUThl TPOTHB
HUX CYILIECTBYIOT?
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Uro Takoe oTKa3 B oOcayxkuBaHuu? Kakue METOIbI 3aIIUThI TPOTUB HETO CYIIECTBYIOT?
OCHOBHBIE BU/IbI POTPAMMHBIX YSI3BUMOCTEH.

baknopsl.

Uro Takoe nepenonHeHue 0ydepa? MeToabl 3aIHTHL.

. YUto takoe nedexTrsr popMaTHBIX CTPOK? MeETOIbI 3alTUTHI.
. UTo Takoe 1eJ0YUCIICHHbIC TepenoTHeHHsI? MEeTO bl 3aIUTHI.

Ommbku 00padOTKH UCKITFOUEHUH. MEeTO bl 3aIIUTHI.

. Buenpenue komana. MeToabl 3aIIUTHI.

. HexoppexTabie 00paboTku omubok. MeToap! 3aluThl.
. T'oukn. MeToan! 3alTUTHI.

. BrinmonHeHue koaa ¢ 3aBHIIEHHBIMU PUBUJICTUSMHU.

Artaka «YenoBek 1o cepeauHe.

. Yto takoe IP-ciyhpunr? Kakue MeTo 61 31T TPOTUB HETO CYIIECTBYIOT?

. ARP.

. DHCP.

. NAT.

. PAT.

. 1Pv4. IPv6.

. Urto Takoe ARP-ciy(hpunr? Kakue MeTo b1 3a1IUThI TPOTUB HETO CYLIECTBYIOT?

. Uro Takoe DNS Cache Poisoning? Kakue MeTOIbI 3aIIUTHI IIPOTHB HETO CYIIECTBYIOT?
. YUto takoe NetBIOS/NBNS spoofing? Kakue MeTop! 32U TH IPOTHUB HETO CYIIECTBYIOT?
. VPN.

. CounanbHasi HH)XEHEPHUSL.

. ®poxa. Metoasl 60pbOBI ¢ GpoIOM.

. Uro takoe pummur? Kakue MeToap! 3alIUThH IPOTUB HETO CYIIECTBYIOT?
. Kapaunar. Meto/ibl 32U THI OT KapIUHTA.

. Darkweb.

. DMZ.

. AHOHUMaM3epHI.

. IIpokcu-cepBepsl.

. Pe3epBHOe KonmpoBaHue.

. Honey pot.

. DLP-cuctemsbl. SIEM-cucreMsl.

. Ckanepsl 6€30MaCHOCTH.

. Cuctembl 0OHapyKEHHS BTOP>KEHUH.

. CucreMbl pe1OTBpAIICHUS] BTOP>KEHUN.

. Bpenonocusie nporpammsel. KoMnbroTepHbie BUpYChl. Buabl BUpYyCOB.

. OKCILJIOUTHI.

. Mexanu3Mm paboTHI BUpYCa.

. AHTHBUpPYCHI. BBl aHTUBUPYCOB.

. Mexanu3mbl pabOThI aHTUBUPYCA.

. MexcereBoil 3KpaH.

Tema 6. Kpunrorpadudeckre MeToab! 3aliUThl HH(GOpMaIK

Uro takoe mudp? Kakue Buabl mudpoB CymecTByOT?

Urto Takoe cummMmeTpuuHbIid mudp? Kakne cumMerpudHbie mudphl HCTIOIB3YIOTCS ceifdac?
UYro Takoe accumeTpuuHbii mmdp? Kakue accumeTpuyHbie APl HCTIONB3YIOTCS ceidyac?

[TpuHIUI TOCTPOSHUSI CHMMETPUYHBIX MU(PPOB.

[TpuHIMI MOCTPOEHUS ACCUMETPUYHBIX LIH(POB.

CrannaptHeie UGB

[Totounsle mudpsI.

Yro takoe xem-pynkuusa? Kakue Buapl xen-QyHKIHiA Bbl 3HaeTe?
HepeBo Mepkna.



10. Yo Takoe mudpoBas noanucs?

11. Hudposas noanucey RSA.

12. Iudposas nognuck Iab-I"amans.

13. Yto Takoe HHPpaCTPyKTypa OTKPBITHIX KIIFOUYEH?

14. JKu3HeHHEBII UK KIIF0Ya.

15. Aytentudukarnus, uaeHTHPUKAIUS, BepUuUKaIvsl, aBTOPU3ALIHSL.

16. Tlpocreiimme MPOTOKOIBI HACHTH(PHUKALINN.

17. OcnoBHo#t nmpoTokoin Kerberos.

18. IPSec.

19. Blockchain.

20. Yro takoe creranorpadus? Ilonarue cteraHoKOHTEHHEpa.

21. Kakue BUIbI CTETAHOKOHTEHHEPOB CYLIECTBYIOT?

22. MeTobl CO3/1aHMs CTETAaHOKOHTEHHEPOB HAa OCHOBE TEKCTOBOW MH(OpMAITUH.
23. Merobl CO3/1aHUS CTETAHOKOHTEHHEPOB HA OCHOBE BUACOMH(DOPMAIIUH U CTOI/KAJAPOB.
24. Metonbl CO3/1aHUS CTETAaHOKOHTEHHEPOB HAa OCHOBE ayHOUH(OPMALINH.

25. IludpoBsie BOISHBIC 3HAKH.

OcnoBHas nenb TK: cBoeBpeMeHHast OIIEHKA yCIIEBAEMOCTH CTYACHTOB, MOOYKIaromas ux
paboTaTh paBHOMEPHO, HCKJIIOYAsi MaJible 3arpy3Ky WIH NMEPETPy3KH B TEUEHUE CEMECTpa.

JlekIMOHHBIE 3aHATHUA KEJIATEIBbHO MPOBOAWTH B PEXKHMME MPE3CHTALMM ¢ JAeMOHCTpauuen
IIPUMEHEHNS OCHOBHOT'O MaTepuala, U3J1araéMoro B TeéMe. JDTO CyIIECTBEHHO YIIy4IlaeT JUHAMUKY
JIEKIAH.

Ilenecoobpa3Ho oOecrneynBaTh CTYIEHTOB Ha 1-2 JIeKUMM BIEpea pa3laTOYHBIM
MaTepUajoM B 3JEKTPOHHOM BHJE (CIOXKHBIE CXEMBbl, TpaduKH, aHATUTHUYECKUE HCCIICOBAHUS U
OTOpHBINA KOHCTEKT). OCHOBHOE BpeMsl JIKIMH JIydllle TPaTUTh Ha MOAPOOHBIC aHATUTHYECKHE
KOMMEHTApHH U OCOOCHHOCTH NMPHMEHEHHsI pacCMaTpHUBAEMOro mMarepuajia B MpodecCHOHATbHON
JESITEIbHOCTH CTY/IEHTA.

[TpakTdeckue paboOTHI ClieqyeT MPOBOAUTH B KOMIIBIOTEPHOM KJlacce JIMOO B ayTUTOPHH C
MYJIBTUMEIUHHBIM 000PYIOBaHUEM, UCIIONB3YSl OPUTHHAIBHYIO METOAUKY U MPO(ecCHOHATbHbIC
nporpamMmmbl. MOXHO pEKOMEHA0BATh YCTAaHOBKY OpHMIMHaibHbIX nporpamMm Ha IIK cryneHtoB u
BBITIOJHATH PsIZ 3a7ad JoMa. B 3ToM ciiydae B KilacC€ OCHOBHOE BHHUMAaHHE KOHLIECHTPUPYETCS Ha
METOJIMKE MCIOJIb30BaHUsl HA3BAHHBIX MIPOrPAMM U aHAJIW3€ MOJIYYEHHBIX PE3YJIbTaTOB.

[Tpomexxyrounsiii koHTposib (ITK) - 5TO mpoBepka 3HAHWI CTYIEHTOB TIO pas3eiy
nporpaMMbl. @opMbl: Onpoc 1Mo TEOPUH COINIACHO CIIMCKY BOIIPOCOB JJISl CAMOCTOSITEILHOM OLIEHKU
YCBOEHHUS MaTepuaa.

enp IIK: moOyauTh CTYIEHTOB OTYHTATbCA 3a YCBOGHHE pasliena IUCHUIUIMHBI
HAKOIUTENIBbHBIM 00pa3oM, T.€. CHadajla 3a IEpBbIi, 3aTeM 3a BTOPOI, 3aTeM 3a TPETUH pa3leibl U
T.1. B KOHEYHOM UTOre MHOTME CTYAEHTHI MOTYT MOJYYHWTh MTOrOBBIE OLIEHKH IO AMCIUIUIMHE
«aBTOMATOM.

Utorossiii koHTposb 1o aucuumianHe (MKJ) - aTo npoBepka ypoBHs y4EOHBIX TOCTUKEHUIN
CTYAEHTOB MO Bcell aucuuIuIMHE 3a cemecTp. Dopmbl KOHTpoJs: 3k3aMeH. Llenp uTorosoro
KOHTpOJISI: TpoBepKa O0a30BBIX 3HAHUK JMCLUUIUIMHBL, TOJYYEHHBIX NpPU H3YYEHUH MOMIYJ,
JIOCTATOYHBIX JJIs MOCIEAYIOEro o0y4eHusl.

Bonpocs! k sk3aMeHy U1 OIICHKU Ka4ecTBa OCBOCHUS YU€OHOM JUCIUILTHHBI

1. Llenu rocypapcTBa B o0actu odecniedueHrs HHHOPMAIMOHHON 0€30MaCHOCTH.

2. OcHOBHBIC HOpMATHBHBIC aKThl PD, cBsi3aHHBIE C IPABOBOM 3aIIMTON MH(POPMAITUH.

3. Buapl KOMIIBIOTEPHBIX MPECTYIIIICHUM.

4. CriocoObl 1 MEXaHU3MBI COBEPIICHUSI HH()OPMAITHOHHBIX KOMIIBIOTEPHBIX MPECTYTUICHHM.

5. OcHOBHbIE TapaMeTpbl U YepThl MH(YOPMALMOHHOW KOMIBIOTEPHON MNPECTYMHOCTH B
Poccun.

. Komnrorepnsiit Bupyc. OCHOBHBIE BU/IbI KOMITBIOTEPHBIX BUPYCOB.
. MeTtozpl 3alIUTHl OT KOMIIBIOTEPHBIX BUPYCOB.
. TUIIBI aHTUBUPYCHBIX IPOTPaMM.
. 3alUThl OT HECAaHKIMOHUPOBAHHOTO 1octyna. Mnentudukanus u ayTeHTUUKAIHS
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10JIb30BATE.

10. OcHOBHBIE yIpo3bl KOMITBIOTEPHON O€30MacHOCTH MpH padoTe B ceTh HTepHET.

11. Buasl 3anumaeMoit nHGopMauu.

12. T'ocynapcTBeHHas TaifHa Kak 0COOBIM BUJI 3aIUIaeMOl HHPOPMAITUH.

13. Kondunenuunansuas nHGpOpMaIus.

14. Cuctema 3a1iuThl rOCyAApCTBEHHON TalHBI.

15. IIpaBOBOM peKNUM 3aIIUTHI TOCYAAPCTBEHHON TalHBI.

1 6. 3amuTa MHTEIIEKTYalbHOM COOCTBEHHOCTH CpEICTBAMU IMATEHTHOTO M aBTOPCKOTO
mpasa.

17. MexayHapoJHOE 3aKOHOAATEIbCTBO B 00JIACTH 3aILUThHI HH()OPMALIUH.

18. [IporpaMMHoO-amnmapaTHbie CpeAcTBa obecrneueHus: HHPOPMAIMOHHON 0e30MacHOCTH B
MH(POPMALIMOHHBIX CETSX.

19. CummeTpuyHbIe THQPHI.

20. AccumeTpudHblie MUPPHL.

21. Kpunrorpaduueckue mpoTOKOIHI.

22. Kpunrorpadudeckue xem-(yHKIIHH.

23. DneKkTpoHHas! MOANHKCH.

24. Opraau3anoHHoe obecnedeHrne NHGHOPMAITMOHHON O€30MTaCHOCTH.

25. Cayx6a 6€30MacHOCTH OpPTraHU3AIIHH.

26. MeTozp! 3aIIMTHI UHPOPMALIUU OT YTEUKH B TEXHUUECKUX KaHAJaX.

27. NmxeHnepHas 3amuTa U oxpaHa oObeKTOB.

Pacnpenenenre 00BEMOB pa3IMYHOTO BHJA KOHTPOJIEH MOXKHO MPOWLIIOCTPHUPOBATH
CICIyIOMMMH TM(PpaMi HAa TPUMEPE CeMecTpa: TEKYIIMd KOHTPoJib — 40 YCIOBHBIX 0OaJlIOB;
MIPOMEKYTOYHBI KOHTPOJb - 30 YCIOBHBIX OQJJIOB; UTOTOBBIA KOHTPOJb - 30 YCIOBHBIX OajlioB.
Bes aucuumuinna onenuBaercss B 100 yclnoBHBIX OaijioB, €ClU BCS TUCHMIUIMHA OLIEHUBAETCS
uudpoit, ormuyHoit ot 100 GaymwioB, TO MOA YCIOBHBIM OQJIJIOM CJIEIyeT MOHUMATh MPOICHT OT
MaKCHMaJIbHOTO YHUCIa OajIoB.

[Tpu 5TOM HEHCTBYET CleAylomias CUCTeMa MepeBOAa PEHTUHTOBBIX (YCIOBHBIX) OaijioB B
OOBIYHYIO KAy KaueCTBEHHBIX OLICHOK: «OTiaumaHO» (5) - 91—100 ycioBHBIX 0amioB; «Xopomioy»
(4) - 7590 ycnoBHbBIX OamnoB; «YaoBineTBOpuTeNnbHO» (3) - 61—74 yClOBHBIX OaljoB;
«HeynoBnerBoputenbHo» (2) -

[TpuBenenHble UGPHI TOBOPIT O TOM, YTO Ha J000W cTaguu oOydeHHE CTYyAEHTa MOKHO
CUMTATh YIOBJIETBOPUTENIBHBIM, €CIIM OH HaOupaer He MeHee 61 ycinoBHBIX OamioB. Tak,
Hanpumep, HaOpaB B xome TK wu IIK 61 OamnoB, cTygeHT rapaHtupyer cebe OLEHKY
«Y IOBIETBOPUTETILHOY.

5.2 OcobeHHocTH OpraHu3anuu oﬁyqe}ma i JUI ¢ OrpaHHY€HHBIMH BO3MOKHOCTAMM
3A0POBbS U HHBAJIUI0B

[Tpu HEOOXOIMMOCTH 00YJAFOIIIMMCS U3 YUCJIA JIUII C OTPAHMYEHHBIMUA BO3MOKHOCTSIMH 370POBbBSI U
WHBAJIMOB (TI0 3asBJICHUIO 00YUaIOIIErocs) MPe0CTaBIsIeTCs yueOHass nH(OpMaIus B TOCTYITHBIX
dbopMax ¢ yueToM UX UHIWBUIYATbHBIX ICUXO(PU3UIECKUX OCOOEHHOCTEH:

- JUIsL JIUI] ¢ HApYUICHUSIMHU 3PEHUs: B NeYaTHON (opMe yBEITHMUEHHBIM mpupTOoM; B Gpopme
3JIEKTPOHHOT'O JIOKYMEHTA; VHJUBUYyaJIbHbIE KOHCYJIBTallu1 c IIPUBJICUCHUEM
TU(IIOCYpIOTIEPEBOUNKA; MHIMBUAYAIbHBIC 33aHUs, KOHCYJIbTALlUU U JP.

- JJIs JIML ¢ HApYIIEHUsIMU CllyXa: B Ie4aTHOM (opme; B popMe 3JIEKTPOHHOTO JOKYMEHTA;
VHJUBUYaJIbHbIE KOHCYJBTALMU C IPUBJICYEHUEM CYPAONEPEBOAUYNKA; HHANBUAYAJIBHBIEC 3a1aHUA,
KOHCYJIbTallu! U JIp.

- ISl TUI] C HapyUICHUsIMHU OTIOPHO-ABUTaTEIBHOIO ammnapara: B nedatHoi gopme; B popme
AJIEKTPOHHOI'O JOKYMEHTA; HHIUBUyaJIbHBIC 3a1aHHs], KOHCYJIbTAlUU U JP.

6 @DoHJ OIIEHOYHBIX CpeaAcCTB IJisl NMPOBEACHUA TEKYLIECIo KOHTPOJIA M HpOMe)KyTOqHOﬁ



arrecTauMu 00y4aroIMXcs N0 JMCUMILINHE (MOTYJIIO0)

B coorBerctBum ¢ TpeboBanmsimu DPI'OC BO gms arrectamuu  0Oydarommxcs Ha
COOTBETCTBUE UX TEPCOHANBHBIX JOCTHKEHUHN IJIAHHUPYyEeMbIM pe3ylbraraM OOy4YeHUs IO
JTUCIUTUINHE (MOJYIIO) CO3MaHbl (DOHABI OICHOYHBIX CPEICTB. THUIOBBIC KOHTPOJBHBIC 33JaHUS,
METOAMYECKUE MaTepHAaJIbl, ONPEACIISIONINE MPOICAYPhl OIICHUBAHUS 3HAHUH, YMEHHH W HaBBIKOB,
a TaKkKe KPUTEpUU M TOKa3aTeiau, HEeoOXOAWMBbIE M OLEHKM 3HAHWW, YMEHUH, HaBBIKOB W
XapaKTepU3yIolre 3Tanbl POPMUPOBAHUS KOMIIETCHIIUM B MPOIECCE OCBOEHHUs 00pa30BaTEIbHOM
porpamMmsl, npeacTaBieHbl B [Ipunoxennn 1.

7 Y4yeOHO-MeTOAMYECKOE M NH(POPMALMOHHOE 00ecneuyeHue TUCIUIJIMHBI (MOIYJIs1)

7.1  Ocnoenasa numepamypa

1. babdam A.B., bapanoBa E.K. MonenupoBanue CHUCTEMBI 3alUTHI WHPOPMALWU:
[Tpaktukym : YuebHoe mocobue [DnekTponHbIi pecypc] : PUOP , 2020 - 320 - Pexxum gocrymna:
https://znanium.com/catalog/document?id=357569

2. 3Bammra nHopmanuu : yuedHoe mocodue / A.Il. Kyk, E.Il. XKyk, O.M. Jleneurkus,
A.N. TumomkuH. — 3-¢ m3a. — Mocksa : PUOP : UHOPA-M, 2023. — 400 c. — (Bsicmee
obpazoBanmue). — DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-369-01759-3. - Tekcr :
anekTpoHHbId. - URL: https://znanium.ru/catalog/product/1912992 (nara obpamenus: 26.02.2024).

3. Kazapun O. B., 3a6abypun A. C. [IPOTPAMMHO-AITIIAPATHBIE CPEJACTBA
3AHIUTBI UHOOPMAILIUN. 3AIIUTA TTPOITPAMMHOI'O OBECIIEUEHUS. YueOHuk wu
NMpPaKTUKYM JJIsI  By30B [OyekTpoHHBIM pecypc] , 2020 - 312 - Pexum pocrymna:
https://urait.ru/book/programmno-apparatnye-sredstva-zaschity-informacii-zaschita-
programmnogo-obespecheniya-452368

7.2 /[onoanumenvnas numepamypa

1. Axmapos, [1.b. KogupoBanue u 3ammuta uHopmanuun : ydebHoe nmocodbue / ILB.
AxmapoB .— IbxkeBck : ®I'BOY BO Wxesckas ['CXA, 2016 .— 136 c¢. — URL:
https://lib.rucont.ru/efd/363163 (mara oOpamenus: 16.02.2024)

2. Beenenne B kpunrorpaduio : YdyeOHOoe mocobme [DIEKTpOHHBIN pecypc|

MznarensctBo ®OPYM , 2020 - 240 - Pexum mocrtyna: https://znanium.com/catalog/document?
1d=345516

3.  TlporpammHo-anmapaTtHas 3ammTa HHPOpMAIMK : YdeOHoe mocodue [DIIeKTpOHHBIN
pecypc] :  HWzpmarenbctBO  @D®OPYM , 2019 - 352 - Pexum  gocryna:
https://znanium.com/catalog/document?id=340852

7.3 Pecypcovr ungpopmayuonno-menekommynuxkayuonnou cemu ""UHnmepnem',
6KNI04as npogeccuonanvuvie 0a3bl OAHHLIX U UHOOPMAUUOHHO-CHPAGOUHDbLE
cucmembol (npu HeobX00UMOCmu):

1. CIIC Koncynpraatllmtoc - Pexxum noctyma: http://www.consultant.ru/

2. OnexktponHas Oubnuoreunass cucrema ZNANIUM.COM - Pexum pocryna:
https://znanium.com/

3. DOnexrpoHHo-OmOMmMoTeyHas cuctema "ZNANIUM.COM"

4. DOnextpoHHO-OMOMMOTeuyHast cucrema "PYKOHT"

5. DOneKTpOHHO-0MOIMoTeuHast cuctemMa usnatenberBa "FOpaitt" - Pexxum mocryna:
https://urait.ru/

6. Open Academic Journals Index (OAJI). [Ipodeccuonanbras 6a3a qaHHBIX - Pexxum
noctyma: http://oaji.net/

7. [Ipesunentckast Oubnmoreka um. b.H.Enpumna (6a3a [gaHHBIX pa3iMYHBIX
npodeccruoHambHBIX o0macTeil) - Pexxum nocryna: https://www.prlib.ru/



8 MarepuajbHO-TeXHHYECKOEe o0ecredyeHre JUCHMIUIMHBI (MOAYJf) W IMepedYeHb
MH(POPMANMOHHBIX TEeXHOJIOTHIi, HCIIOJIb3yeMbIX IPH OCYHIeCTBJEHHH 00pa30BaTeJbHOI0
npouecca no JMCuMIvInHe (MOIYJII0), BKJIYasi lepevyeHb MNPOrPaMMHOI0 odecredeHnst

OcHOBHOE 000pPYIOBAHUE:

- Byanp-I'eHepaTop akyCTHUYeCKHX M BUOPOAKYCTHUECKUX MOMEXOBBIX CUTHAJIOB

- Mynbr. meauiinbiii kommiuekt Ne 2: Ilpoextop Panasonic PT-LX26HE, mortonounoe
kpemieHne Tuarex Corsa, kaeMMHbIH Moxynb Kramer WX -1IN, konHektop VGA, skpan Lumien
Ecopicture

- [Tepconanpubiil KommboTep Nel "B-tronix professional 3872\2015"

Cmapt-AB (ma 06aze CKM-21.2)- [IporpamMmHO-anmapaTHbIi KOMIUIEKC OLIEHKH
3QQPEKTUBHOCTH  3aIIUTHl  pEYeBOM HMHPOpPMAMM OT YTEUYKH IO aAKyCTUYECKOMY |
BUOPOAKYCTHUECKOMY KaHajIaM

- Conara-P3.1 CpencTBo akTHBHOM 3amUThl MHOOPMAIIMH OT YTEYKU 32 CUET MOOOYHBIX
AIIEKTPOMAarHUTHBIX KOJIEOaHUM U HABOJIOK
- Cnextpoananuzarop IFR2397

[IporpammHoe obecrieueHue:

- Microsoft Windows 7 Ultimate Russian
- VMware Workstation 9 for Linux andWindows
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1 Ilepeyenb popMHEpyeMbIX KOMIIETEHIHIT

Hassanue OITOII BO, | Koxa n popmynuposka komnereHun | Ko u opMyIMpoBKa HHAMKATOPA JOCTIKEHUS
COKpaIeHHOe u KOMIETEHIINU

09.03.03 «ITpuknagna | OIIK-1 : CnocobGeH npuMeHSTh ecT OIIK-1.2k : Pemaet npodeccuoHaibHble 3a/1a41
st ”HopMaTHKa» €CTBCHHOHAYYHBIC H OOLICHH)KEHED | C MPHUMEHEHUEM €CTCCTBCHHOHAYYHBIX M OOILCHH
(b-ITN) HBIE 3HAHMSI, METOJIBI MAaTEMATHUYEC JKEHEPHBIX 3HAaHUI
KOI'0 aHaJIM3a U MOJEIMPOBAHUS, TE
OPETHUYECKOTO U IKCIIEPHMEHTAIIEHO
T'O UCCIICIOBAaHUS B TPOQECCHOHANb
HOMH J1eATeNbHOCTH

OI1K-3 : CiocobeH periath cTaHma OIIK-3.1x : [IpuMeHseT NpUHLIUIIBL, METOJIBI U CP
PTHBIE 3a1a9¥ IPo(ecCHOHANBHOM €/ICTBA PEIICHUS CTAaHIAPTHHIX 33/1a4 Ipodeccro

JIeATeTFHOCTH Ha OCHOBE HH(pOpMA HaJIbHOM AEATETHHOCTH Ha OCHOBE HH(POPMAINOH
IIMOHHOW 1 Oubnmorpadmdeckoit Ky | Hoif n 6nbnmorpaduaeckoil KyIbTyphl ¢ IPUMECHE
JIBTYPHI C IPUMEHEHNEeM HH(popMaL, | HHEeM HH(GOPMAIMOHHO-KOMMYHHUKAIIMOHHBIX TEX
HOHHO - KOMMYHHKAI[HOHHBIX TEXH | HOJIOTHI M C YY€TOM OCHOBHBIX TPEOOBAHUMN HH(

OJIOTHI ¥ C yYETOM OCHOBHBIX TpeO | OpMAaIMOHHOH 0€30MacHOCTH

OBaHUH HH(POPMAIIMOHHOM Oe30mac
HOCTH

KommiereHnust cuutaercsi cOpMUPOBAHHOW HA JAHHOM JTalle B Clydae, eCiH IOJyYeHHbIe
pe3yabTaThl OOY4YEeHUs MO JWCIMIUIMHE OLEHEHBI IIOJIOKUTENBHO (IMarna3oH KPUTEPHEB
OLICHUBAHUSI PE3YJBTATOB O0YUCHHS «3aU4TCHOY, YIOBICTBOPUTEIBHOY, «XOPOIIOY, KOTIHMIHO»). B
cllydae OTCYTCTBHSI TIOJIOXKHMTEIBHOW OLCHKM KOMIICTCHLMsS HA JIAHHOM OTale CYHTaeTCs
HeCc(OPMHUPOBAHHOM.

2 Iloka3zaTe M OLlEHNBAHUS IVIAHUPYEMBIX Pe3yJIbTATOB 00yUeHus

Komnerenuus OIIK-3 «CriocobeH pemiats cTaHAapTHBIE 3a]1a4l IPOQecCHOHATbHON
NeSITEILHOCTH HAa OCHOBE MH(POPMALIMOHHOW 1 OnbIuorpaduiyeckoil KyJabTyphbl ¢ IPUMEHEHUEM
MH(POPMALMOHHO - KOMMYHHMKAIIMOHHBIX TEXHOJIOTMH U C y4€TOM OCHOBHBIX TPEOOBaHUIM
MH(POPMALIMOHHOM O€30MacHOCTI»

Ta6muia 2.1 — Kputepuu OlleHKH UHANKATOPOB TOCTHXKCHHS KOMITETEHIIUN

PesynbTaThl 00yueHUs IO JUCIUIIMHE
K T
Kon u popmynmupoBka HHAUKAT u Kpurepuu orieHHBaHUS pe3ynbT
opa IOCTIKEHHs KoMmeTeHuun | % | g aToB 00yUeHUS
pe e Pesynbrar
5 | P
3_
Ta
Ta
OIIK-3.1x : [IpumMenseT npuHI P 3u Ccopmupoasiieecst CHCTEMAT
UIIbI, METO/IbI ¥ CPEJICTBA Pellie 1 | am COBPEMEHHBIX METOJIOB U CPE/IC | HYECcKOoe 3HaHHE COBPEMEHHBIX
HUSI CTaH/APTHBIX 3a]a4 npode 6 ye | TB 3QUIATEI uH(pOpMaLH METO/IOB ¥ CPEJICTB 3aILUThI HH
CCHOHAJIBHOM JESTEIbHOCTH Ha (dopmanun
gCHOBe HHq)OpMaHHOHHOH u 61 P v CdopmupoBasieecst cucreMar
THOTpaUIECKOl KyIBTYpb © j | M | awamsuposars MHPOPMAIMOHH | MYECKOE YMEHME aHATU3UPOBAT
NMPHMEHEHHEM HHOPMALHOHHO - | en | yio Gesonachocts opranmsaim | b MH(GOpPMALMOHHYIO Ge30nacHo
-KOMMYHHKaIIHOHHBIX TEXHOJOT e CTb OpraHM3aLHH
uil ¥ ¢ y4eTOM OCHOBHBIX Tpebo C
- o OpPMHPOBABIIEECS CHCTEMAT
BaHUH I/IH(I)OpMaHI/IOHHOH 6e3om H BJIaJICHUS] COBPEMEHHBIMHU TEXH (1) PMHP
P HAYECKOE BIIAJICHUE COBPEMEHH
aCHOCTH aB OJIOTHSIMHA M METOZAaMH o0ecreq
b . BIMH TEXHOJIOTHSIMU M METOIAM
Bl eHust ”HpOpMaLMOHHON Oe30ma
8 u obecrievueHust HHHOPMALMOHH
K CHOCTH OpraHH3aluH .
oli 6e30MaCHOCTH OpraHu3alux




N CdopmupoBasieecst cucreMar
P 3H | COBPEMECHHBIX TEXHOJIOTHI, MET
MYECKOE 3HAHHE COBPEMEHHBIX
IO | an | ox;uk u cpencts 3aiuThl HHGOP .
TEXHOJIOTHA, METOAUK U CPEICT
9 he | manuu
Ba 3alIUTHl HHPOPMAIINU
A4 CdopmupoBasieecst cucreMar
P .
i M YIPaBIATE HHPOPMAIIMOHHOH 6 | MICCKOC yMEHHE yIPABIATL MH
1o | €1 | esomacHocThIo Opranusauyn (opMarOHHO# 6e30macHOCTh
He 10 OpraHu3aluu
H CdopmupoBasieecst cucreMar
P BJIJICHUS] METOJITAMH OLICHKH PH
aB 8 MYECKOe BIAJCHHE METOJAMH O
a CKOB MH(OPMALMOHHOM Oe30ma
BI LCHKU PUCKOB HH(POPMAIIMOHHO
11 CHOCTH .
K i 6ezomacHOCTH

Komnerennus OIIK-1 «CniocobeH NpuMeHsATh €CTeCTBEHHOHAYYHbIE U OOIEHH)KEHEPHBIE
3HaHUS, METOJbl MATEMATHUYECKOI0 aHAJIN3a U MOJIETTMPOBAHUS, TEOPETUUECKOTO U
HKCIEPUMEHTAIBHOTO UCCIIE0BAHUS B MPO()ECCHOHAIBHON AEATEIbHOCTI

Ta6JII/II_Ia 22— KpI/ITCpI/II/I OLICHKU MHAUKATOPOB JOCTUIKCHUA KOMIICTCHIIUN

Kox u popmynmupoBka HHIUKAT
opa JOCTHKEHUS KOMIIETEHIINH

PeSyJ’IBTaTI)I O6y‘ICHI/I$I 110 JUCHUIIIIUHE

Kputepuu onieHuBaHus pe3ysbT
aToOB 00yUYeHUS

OIIK-1.2k : Pemaet mpodeccno
HaJIbHBIC 3a/1a4U C IPUMCHCHUE
M €CTCCTBCHHOHAYYHBIX U O6LL[C
WHXXEHEPHBIX 3HAHUN

CdopmupoBasieecst cucreMar
MYECKOE 3HAHUE COBPEMEHHBIX
3aKOHOB, CTAHIaPTOB, METO/IOB
Y TEXHOJIOTHI B 00JIACTH 3aIIUT
bl HHPOPMALIUU

CdopmupoBasimeecst cucreMar

MUYECKOe 3HAaHNE TPEOOBaHHUN K

3amurTe HHQOpMaIuY orpeesne
HHOTO THUIa

CdopmupoBasieecst cucreMar

HNYCCKOC YMCHUE HCTI0JIb30BATh

COBPEMEHHBIE IPOrPAMMHO-ATIIT
apaTHbIe CPEJICTBA 3aLUTHI HH)
opMaluu

CdopmupoBasieecst cucreMar
WYecKoe yMEeHUe 00ecreuynBaTh
3aIIUTy HHPOPMAIUU

T
K
u
on
i
pe Pesynprar
pe
3_
3_
Ta
Ta
P 3H | COBpEMECHHBIX 3aKOHOB, CTaHIA
pill aH | pTOB, METOJOB M TEXHOJIOTHH B
1 e | obmactu 3amuThl HHGOPMAIHH
P 3H N
b A TpeOOBaHUi! K 3amuTe HHHOPM
allMU OMPEICICHHOTO TUIIA
2 ue
v
P o HCII0JIb30BaTh COBPEMEHHBIC TP
I e | OTPAMMHO-aNNAPATHbIC CPE/ICTR
3 ne | @33ImHThl uHpopManuu
P v
1 M o0ecreunBaTh 3aMUTy HHPOPM
eH | amuu
4 1T
ue
P H
ap | BIaleHUA COBPEMEHHBIMHU METO
A b | Zlamu obecrieueHus 3alUThl HH
5 K (dopmarm

Cchopmupoasmieecst CHCTEMAT
MYECKOE BJIaJIeHUE COBPEMEHH
BIMH METOJIaMH 00eCTICUCHHS 32
MIUTHI THPOPMAITIH

Tabnuia 3amoiHSETCs B COOTBETCTBUU ¢ pasznenioM | PabGoueit mporpamMMbl TUCIHMILTHHBI
(Motyst).

3 IlepeveHb OLIEHOYHBIX CPEACTB



Tabnuua 3 — [lepedeHpb OLIEHOYHBIX CPEICTB MO TUCIUIUTMHE (MOIYIIIO)

KonTponupyemsle IIaHupyeMBbIe pe3y
JBTATHl O0yUYECHHUS

Kontponupyemslie TeMbl
JUCHUIIHHBI

HaumeHOBaHHE OIICHOYHOTO CPEACTBA U TP
encrasienue ero B ®OC

Texyuuii KOHTPOJIb

IIpomesxyTouHas at
TeCTaIus

Ounas popma oOydeHHUs

P/l

3HaHHE : COBPEMEHHBIX 32
KOHOB, CTaHIAPTOB, METO

JIOB U TEXHOJIOTUH B 00J1a
CTH 3alUThl HHPOPMALTUH

1.1. Beenenue B uabOpM
AIMOHHYI0 0€301acHOCTh

INpakTHdeckas pado
Ta

CobecemoBanue

1.2. [Ipumenenue uHdOp
MalMOHHBIX TEXHOJIOT Ui
JUISL ©3YYCHUSI BOIIPOCOB O
PraHu3aOHHO-IIPABOBO
ro obecriedeHus MHHOPM
aIIOHHOU 0E30IaCHOCTH

INpakTHyeckas pabo
Ta

CobeceoBanue

1.3. IIpaBoBoe obecnieueH
ue MHPOPMAITMOHHOH Oe3
OIAaCHOCTH

INpakTHyeckas pabo
Ta

CobecegoBanue

PII2

3HaHue : TpeOOBaHUH K 3a
muTe nHGOpPMAIUU OTpe]
€JICHHOTO THIIA

1.3. TIpaBoBoe obecnieueH
re nHHOpMaAIIMOHHOH 6e3
OIACHOCTH

[IpakTrueckas padbo
Ta

CobecenoBanue

1.5. OpranuzanuoHHOE O
6ecrieueHne NHHOPMAIIO
HHOI 6e30I1acHOCTH

IMpakTudeckas pado
Ta

CobecemoBanue

1.6. Peanmu3arus paboThI
HHQPPACTPYKTYPHI OTKPHIT
BIX KITFOUEH

INpakTrdeckas pado
Ta

CobeceoBanue

P/I3

YMeHue : ucroab30BaTh C
OBPEMEHHBIE POTPAMMHO
-anmnapaTHble Cpe/ICTBA 3a
MIUTHI HTHPOPMAITHH

1.4. Vicnonb30BaHNE KPHII
TOrpaMIecKUX CPEICTB 3
amuTh! HHGOpPManuK

IpakTHyeckas pabo
Ta

CobecegoBanue

1.7. Texuuueckue cpeacr
Ba U MCTOAbI 3allIlUThl UH
(dopmarmu

[IpakTuueckas padbo
Ta

CobecemoBanue

1.9. IlporpaMmHo-anmnapa
THBIE CPE/ICTBA M METOJIBI
obecrieueHnst HHGOPMAIH
OHHOI 6€30MacHOCTH

IMpakTudeckas pado
Ta

CobecemoBanue

1.10. Hacrpoiika 6e3omac
HOTO CETEBOTO COCTMHEHH
st

INpakTHdeckas pado
Ta

CobecemoBanue

1.12. AHTUBUPYCHBIE CpE
JICTBA 3aLIHUTHI HH(pOpMAI
uu

INpakTHdeckas pado
Ta

CobecemoBanue

P/I4

VMenne : o0ecrieynBaTs 3
amuty nHGopManuu

1.4. Vcnonb30BaHue KpUIl
TOrpaUIECKUX CPEICTB 3
amuTH HHQGOpMAIIH

INpakTHdeckas pado
Ta

CobecemoBanue

1.5. OpranusanuoHHoe o
OecrieueHre HHPOPMAITHO
HHO#1 06€3011aCHOCTH

INpakTHyeckas pado
Ta

CobeceoBanue

1.6. Peanu3zamus paboTbt

HHQPPACTPYKTYPBI OTKPBIT
BIX KIItOUEH

[Ipaktuueckas padbo
Ta

CobecegoBanue

1.7. Texauueckue cpeact
Ba U MCTOAbI 3alllUThI HH
(dhopmarmu

IMpakTudeckas pabdo
Ta

CobecemoBanue




1.9. IlporpamMmHo-anmnapa

THBIE CPEACTBA U METOABL [Ipaktnueckas pado | CobGecenoBaHue
obecrieueHust vHpopManu | Ta
OHHOM 0€30macHOCTH
1.10. Hacrpoiika 0e3omac
P IpakTudeckas pado
HOTO CETEBOrO COC/IMHEHH | CobecemoBanue
Pl
1.12. AHTHBUpYCHBIE CpE
Py P INpakTHdeckas pado
JICTBA 3aIUTHI HH(pOPMAI a CobGecenoBanue
U
PI5 HaBrik : B1agenus coBpe 1.7. Texauueckue cpeact TpaxTiaeckas pa6o
MEHHBIMH MeToZaMu o0ec | Ba M METOZBI 3AILMTHI HH a CobeceoBanue
TIeYEHUSI 3aUThI HHPOpM | (opmarmu
anuu 1.8. CpezncrBa creraHorpa
-0 Lpe P [Ipaktuueckas padbo
¢buu amst 3amuTh KHPOPM a CobecenoBanue
anuu
1.9. IlporpaMmHo-anmnapa
THBIE CPEJICTBA U METOJIBI [pakTrnueckas pado CobecenoBatie
oOecrieyenust uHpopmam | Ta
OHHOM 0€30IacHOCTH
1.10. Hacrpoiika 6e3omac
P IMpakTudeckas pado
HOTO CETEBOrO COC/IMHEHH | CobecemoBanue
Pl
1.11. Kpunrorpabudecku
P pag INpakTrdeckas pado
€ METO/IbI 3aIIUTHI HHPOP a CobeceoBanue
Maryu
1.12. AaTHBHPYCHBIE CPE
Py P [IpakTryeckas padbo
JICTBA 3aIUThI HH(pOpMAI] a CobeceoBanue
un
pJi6 3HAHHUE : COBPEMCHHBIX M 1.1. Beenenue B uabOpM INpakTHdeckas pado
CobecemoBanue
€TOJOB U CPEICTB 3aLUUTHL | aOHHYIO 0€30TaCHOCTh Ta
uHpopManuu
1.4. cnonp30Banue KpUI
P [Ipaktuueckas padbo
TOrpaguIecKux CpeacTs 3 a CobecenoBanue
aIUTHl HHpOpMAIHH
1.6. Peanuzanmst paboThI
LA p IpakTudeckas pado
HHQPPACTPYKTYPHI OTKPHIT a CobecemoBanue
BIX KJIIOYEH
1.7. Texauueckue cpeacT
pel INpakTHdeckas pado
Ba M METOJIbI 3aI[UThI NH a CobecemoBanue
(dopmarn
pPa7 YMeHue : aHau3upoBaTh 1.5. OpranusanuoHHoe o TpaxTiaeckas pa6o
MHPOPMAITMOHHYIO 0e301 OecrieueHre HHPOPMAITHO a CobecenoBanue
aCHOCTh OpTaHU3aINH HHOM 0€30ITaCHOCTH
1.6. Peanmuzanms paOboOTHI
WA p [IpakTuueckas padbo
HHQPPACTPYKTYPbI OTKPHIT a CobecenoBanue
BIX KJIIOYEH
1.7. TexHU4ECKHE CPEACT
pen IpakTudeckas pado
Ba M METO/IbI 3AI[UThI UH a CobecemoBanue
(dhopmanuu
1.9. IIporpamMHo-anmnapa
THBIE CPEJICTBA U METOJIBI MpakTiueckas paco
obecneuenns undopmanu | Cobecenosanne
OHHOM 0€30IMacHOCTH
P8 Hagebik : B1anenus cope 1.4. Vicionb30BaHme KpHIT
[IpakTnueckas pado
MEHHBIMHA TEXHOJIOTHUSIMH Torpad)uuecKux CpeacTB 3 a CobecenoBanue
U MeToJamMu o0ecrieyeHrs: | aImuThl HHpOpMauu
uHOpMaLHOHHOf Gesona | 5 OpraHuzanroHHOE O I 6
aKTHYECKas pado
CHOCTH OpraHu3alnn Gecredenye HHPOPMAIIHIO p p CobecenoBanue

HHOH 0€30I1aCHOCTH

Ta




1.9. IlporpamMmHo-anmnapa
THBIE CPE/ICTBA U METO/IbI

[IpakTuueckas padbo

CobecegoBanue
obecrieueHust vHpopManu | Ta
OHHOI1 6€30IacHOCTH
1.10. Hactpotika 6e3omac
P [MpakTnueckas pabo | CoGecenosanue
HOTO CETEBOrO COC/IMHEHH |
st
1.11. Kpunrrorpaduueckn TpaxTieckas pa6o
€ METO/IbI 3alIUTHI HHPOP a CobecenoBanue
MaIiu
P19 3HaHue : coBpeMeHHbIX T¢ | 1.4. Mcnonb30Banue Kpun IpaxTaaeckas paco
XHOJIOTUH, METOJIUK U cpe | TorpaduuecKux cpeacTs 3 a CobecenoBanue
JICTB 3alUTHl MHPOPMAIK | alIuThl HHPOpMAIH
n 1.6. Peanusanust paboTe!
[Ipaktuueckas padbo
HHQPPACTPYKTYPbI OTKPHIT a CobecenoBanue
BIX KIItOUEH
1.7. Texnuueckue cpeact TpakTiueckas pa6o
Ba ¥ METOJIbI 3AIIUTHI HH a CobecenoBanue
(dhopmaruu
1.8. CpencrBa creraHorpa Tpaxraacckas paGo
¢bum a1t 3amuTH HHGOPM a CobGecenoBanue
aryu
1.9. IlporpammHo-anmnapa
THBIE cpesicTBa M MeTonbl | [IpakTmueckas pabo Cobecenoparie
obecrieyeHns vHGopMany | Ta
OHHOI1 Oe30macHOCTH
1.10. Hactpoiixa 6e3omac TpaxTuucckas pa6o
HOIO CETEBOrO COCAUHEHH | CobecenoBanue
s
1.11. Kpunrorpaduyecku Tpaxtuucckas paco
€ METO/IbI 3alIUTHI HHPOP a CobecemoBanue
MaIluu
1.12. AHTUBHpYCHBIE CpE TpaxTieckas pa6o
JICTBA 3aIUTHI HHPOPMAI a CobecenoBanue
uu
P10 YMeHue : ynpasisiath HHO 1.5. OpranuzannoHHoe 0 TipaxTaacckas pao
OPMAITOHHOW 0€30I1acHO OecrnieueHre HHHOPMAIIO CobecenoBanue
Ta
CTHIO OpTaHU3aIUH HHOI1 0e30ITacHOCTH
1.6. Peanu3zamus paboTbt TpaxTuucckas paco
UHPPACTPYKTYPhl OTKPBIT CobecenoBanue
Ta
BIX KIIIOUEH
P11 HaBbik : B1ageHus meron 1.6. Peanmu3anms paboThI Tpaxtuucckas paco
aMHM OL[EHKH PUCKOB HH(PO | UHPPACTPYKTYPHI OTKPBIT a CobecenoBanue
pMalroHHO 6e30macHoC BIX KIItOUEeH
™ 1.9. IIporpammHo-amnmapa
THBIC CPE/ICTBA M METOMB! | T[pakTuueckas pabo
obecneuenus uHGoOpMaIM | 14 Cobecenosanne
OHHOIi 6€30MacHOCTH
1.10. Hactpoiika 6e3omac TipaxTaacckas pao
HOTO CETEBOTO COSJIMHEHH | CobecenoBanue
st
1.11. Kpuntorpaguuecku TpaxTuucckas paco
€ METO/IBI 3aIUTHI HHDOP a CobecenoBanue
Manuu
1.12. AHTUBUpYCHBIE CpE TpakTiueckas paco
JICTBA 3aIIUTHI HH(POpMAI] CobecenoBanue

nn

Ta

4 Onucanue nmpoueaypbl O€HUBAHUA




KauectBO cpopMHUpPOBAaHHOCTH KOMIICTCHLMH Ha JaHHOM JTale OICHHUBACTCS IO
pe3ynLTaTaM TCKYIIII/IX u HpOMe)KYTO'-IHI)IX aTTCCTaHI/II\/II HpI/I IIOMOIITN KOJ'II/IIICCTBGHHOI\/’I OILICHKU,
BBIPOKCHHOW B Oayutax. MakcuMmajbHas cymMMa OayuloB MO JAMCHUILIMHE (MOIy/da0) paBHa 100
oayuam.

Bup yue6Hoii gestensao | OLICHOUHOE CPEACTBO
CTH CobecenoBanue [pakTiueckue padoOTHI Hroro
Jlexnuu 10 10
IIpakTnueckue

60 60
3aHATUA
IpomexyTouHast aTTecTa 20 20
st
CamocrosiTenbHast paboT 10 10
a
HUroro 40 60 100

CymmMma 6anioB, HAOPAHHBIX CTYJACHTOM IO BCEM BUIAM y4eOHOW JEATEIILHOCTH B PaMKax
JTUCIUTIITMHBI, TIEPEBOUTCS B OIICHKY B COOTBETCTBUU C TaOIHUIICH.

Cymma 6auioB | Omenka 1o mpoMexy
. XapakTepucTHKa KauecTBa chOPMUPOBAHHOCTH KOMIIETEHIINU
10 JUCHUIIJINHE TOYHOHU aTTCCTAlluH
CTyneHT IEMOHCTPHUPYET CHOPMUPOBAHHOCTh JUCIUILIMHAPHBIX KOMIIETCHITUIA, 00
Hapy>KHUBAaeT BCECTOPOHHEE, CHCTEMATHIECKOe U NIyOOKOE 3HAHHE YICOHOTO MaTep
0191 10 100 «3a4TeHO» / Haja, yCBOUI OSHOBHyIO nanV:paTypy U 3HAKOM C JIOTIOJIHUTENbHON JINTEPaTypOH, pe
«OTIIMYHOY KOMEHJIOBaHHOM POrpaMMoid, yMeeT cBOOOTHO BBIIONHATH MPAKTUUECKHUE 3aAaHHS,
MPEyCMOTPEHHBIC IPOTPaMMO¥, CBOOOIHO OIEPHPYET NPUOOPETCHHBIME 3HAHUSIM
U, YMEHUSIMH, IPUMEHSIET UX B CUTYaLUsIX [TOBBILIEHHOHN CI0XKHOCTH.
CTyIeHT IeMOHCTPHUPYET c(HOPMUPOBAHHOCTh JUCLMIUIMHAPHBIX KOMIIETCHILIHUH: 0C
ot 76 110 90 «3auTeHo / HOBHBIE 3HAHMSI, YMEHHSI OCBOCHBI, HO JIOIYCKAIOTCSA HE3HAYUTEIbHEIE 01113/161(1/1, HET
«XOPOIIO» OYHOCTH, 3aTPyIHEHUS NPU aHATIUTHUECKUX OIEepaLusiX, IepeHoce 3HaHUM U yMEHU
/i Ha HOBBIE, HECTAH/IAPTHBIE CUTYALIUH.
CTyneHT NeMOHCTpUpPYET CHOPMUAPOBAHHOCTh TUCIATUIMHAPHBIX KOMITCTCHITHIA: B X
«3a4TeHO» / 0J1¢ KOHTPOJBHBIX MEPONIPHUITHI JOMYCKAIOTCS 3HAUYUTENBbHBIE OIINOKH, TIPOSIBIISIETC
ot 61 10 75 «YIOBIETBOPUTEIHH 51 OTCYTCTBHE OT/IEJIbHBIX 3HAHUH, YMEHUN, HABBIKOB 110 HEKOTOPBIM JUCLUIUIMHAPH
o» BIM KOMIIETEHIIMSIM, CTY/ICHT HCIBITHIBAET 3HAUNTEIbHBIEC 3aTPYIHEHUS MIPU ONIEPUP
OBaHWHU 3HAHWAMU U YMECHHSMMU IIPU UX IIEPEHOCE HAa HOBBIC CUTYAIIUH.
«HE 3a4TCHOY /
or 41 10 60 P —— VY crynenra He C(bOEMHpOBa}iLI JUCLUILIMHAPHBIE KOMIIETEHIIH, IPOSIBIISIETCS HENLO
CTaTOYHOCTh 3HAaHUW, YMEHUI1, HABBIKOB.
HO»
«HE 3aYTCHOY /
o1 0 10 40 P — JucuuninuHapHble KOMIETEHIUH HE C(?OpMI/IpO]iaHBI. IIposiBnsieTcst monHoe WU
on MPAKTUYECKHU TOJIHOE OTCYTCTBHE 3HAHUM, YMEHUN, HABBIKOB.

S IIpuMepHBbIE OLICHOYHBbIE CPEACTBA

5.1 llpumepHbIil IepeyeHb BONPOCOB MO0 TeMaM

Tema 1. BBenenue B HH(GOpPMaIMOHHYIO 6€30M1aCHOCTh

Nk

Uro Takoe nHpopmamoHHasi 6€301macHOCTh?

[Tepeuncnute OCHOBHBIE YyTpO3bl HH(OOPMALIMOHHON OE30MMaCHOCTH.
Kakue cymiecTByroT MoJ1eny HHPOPMALMOHHOM O€30MacHOCTH?
Kaxune meTompl 3amuThl HHGOPMAIIMH BBIICISIOT?

Uto Takoe mpaBOBbIE METOABI 3aIIUTHI HHPOPMAIUH?

Urto Takoe opraHu3alMOHHbBIE METOIBI 3aITUThI HHpOpMauu?

Uro Takoe TEXHUYECKUE METOAbI 3alIUThl HHpOpMAIUU?




10.
11.

12.

Nk

10.
11.
12.
13.
14.
15.
16.
17.
18.
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. Uro Takoe mporpaMMHO-anmnapaTHbIE METO/IbI 3aIUTHl HHpOpMaUn?

Yro takoe kpunrorpaduyeckue MeTO bl 3alUThl HHPOpMALUU?
Yro Takoe pu3nUEecKre METO/IbI 3alUTh MH(opMaru?
Kakue riaBHbIe rocyapcTBEHHBIE OpraHbl B 00JacT o0ecrieyeHnss HHPOPMALMOHHOM
0e3onacHocTu?
[Tepeuncante BUABI 3alUIaeMON HH(DOpMAITUH.
Tema 2. [IpaBoBoe obecrieueHre HHPOPMAIIMOHHOW OE30TTACHOCTH

. IIpaBo. McTouHuKku mpaBa.

Kakue ocHOBHBIE 3aKOHBI B 00J1aCTH 3aUThl HH(popMaru B PO?

. Ilepeuncnute ocHOBHBIE 11eNU U 3a7a4u PO B obnactu obecnieueHuss ”HPOPMaITMOHHOMN

0€301acHOCTH

Crparerust HaMOHATBHOU Oe3omacHocTU. JlokTprHa HHOOPMAIIMOHHOW OE30TTaCHOCTH.
Uro Takoe koH(pUIeHIIHATbHAsS HHPpOpMaIIHs?

Yro Takoe nepcoHaIbHbIC JaHHbIC?

B kakux ciydasix BO3MOXHO HCIIOJIb30BaTh MEPCOHABHBIC TaHHBIC 0€3 COrIacus
oOnamareis?

Oxapakrepu3yiiTe OHOMETPUUCCKUE TaHHBIC KaK MEPCOHAIBHBIC JaHHBIC.

. Uro takoe npodeccuonanpHas TaitHa?
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.

UYro Takoe ciyxeOHas TaitHa?
Yro Takoe KoMMepUecKas TaiiHa?
Uto Takoe pexkuM KOMMEPUYECKOW TalHBI?
Yro Takoe rocy1apcTBEHHas TaliHa?
OnuirTe NpaBoOBOM PEXUM rOCYJapCTBEHHOM TalHBI.
O3-149.
®3-152.
®3-98.
®3-390.
®3-395-1.
O3-126.
®3-374 u ©3-375.
[TocTanosnenue npaBurenbcTBa Nel119.
Tema 3. OpranuzanronHoe obecrieyeHrne nHGOPMaAITMOHHON 0€30MMacHOCTH

Kakue ocHOBHBIE MEXTyHapOAHbIE CTAaHIAPTHI B 001acTH MH(OPMAIIMOHHOHN Oe30macHoCTH?

«OpanxeBasi KHUTa

ISO/IEC 15408.

Kak cBsi3aHbI MEXyHAapOIHbIE CTAHAAPTHI U CTaHAAPTH PD?

I'OCT P ICO/MDK 27002-2012.

I'OCT P ICO/MDBK 27005-2010.

CTO BP UBBC-1.1-2007. «Ayaut uHPOPMALTMOHHON OE30MaCHOCTH.
PC BP UBBC-2.2-2009. «MeToanka OIEHKH PUCKOB HAPYIICHUS HHPOPMAITMOHHOMN
0e301acHOCTI.

[Tpuxa3z ®Cb Ne378.

ITpuxa3z @CTOK Ne21.

ITpuxa3z ®CTIOK Nel7.

[Tpukaz ®CTIK Ne31.

ITpuxa3z ®CTOK Ne28.

[Tpuxa3z ®CTIK Ne638.

[Tpukaz ®CTIK Ne9.

ITpuxa3z @CTOK Nel19.

ITpukas ['octexkomuccum Nel 14.

PyxoBoasume 1okyMeHThl ['ocTexkomuccuu.



19.

20.
21.
22.
23.
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Mepsl 3amuThl HHGOPMAIMK B TOCYAAPCTBEHHBIX HH()OPMAITMOHHBIX CUCTEMAX.
(Meroanueckuit nokymeHT ®CTIK).
UYro Takoe noauTHka 6e30mnacHocTr?
Cayx0a 6e3onacHoctu npeanpusitus. CTpykrypa. OyHKIUH.
TumnoBast HHCTPYKIIUS COTPYIHUKA 1O 00ecTieueHnI0 HHGOPMAIIMOHHON O€30MacCHOCTH.
OKoHOMUYecKas pa3Benka. [[pOMBIIITIEHHBIH IMTHOHAXK.

Tema 4. TexHruECKUE CPENICTBA U METOBI 3aIIUTH HH()OpMAITIH

Yro Takoe MH)KEHEpHas 3aluTa 00bEKTOB?
Kakum cioco6oM omnuchiBaeTCst HHKEHEpHas 3ammra. Onucarb MOJIENb.
Kakwue cpenctsa mpuMeHsIOTCS U1 3alIUTHI 1-ro nepumetpa’?
Kakwue cpenctsa NpUMEHSFOTCS U1 3aIIUTHI 2-T0 iepumeTpa’?
Kakwue cpencta mpuMeEHSIIOTCS U1 3aIIUThI 3-T0 iepumeTpa’?
[ToxxapHble CUTHATU3AIUY.
OxpaHHBbIE CUTHAJIM3ALUH
buomerpus. buomerprnueckne xapakTepUCTUKH.
Yro Takoe TEXHUUECKUE KaHaJIbl yTeYKH HH(popManun?
[Tepeuncante OCHOBHBIE BU/IbI TEXHUUECKUX KaHAJIOB YTEUKHU HHPOpMALIUU?
Uro Takoe cnermpoBepka?
Yro Takoe cnenucciaenoBanue?
Yro Takoe crnenodcienoBanue?
[Tepeuncanre MeTOBI 3a1UTH HHOOPMAIMK OT YTEUKH 10 3pUTEIILHOMY KaHaIy.
[Tepeuncante METOBI 3aLIUTH HHOOPMAIIMH OT YTEUKH I10 3JEKTPOMAarHUTHOMY KaHaJy.
[Tepeuncaure METOABI 3aIUTH HHOOPMAIMH OT YTEUKH I10 SJIEKTPUISCKOMY KaHAITy.
[Tepeuncanre METOBI 3aLUTH UH(OOPMALIMK OT YTEUKH 110 UHAYKLIMOHHOMY KaHay
[Tepeuncante METOBI 3aLIUTH HHOOPMAIMH OT YTEUKH I10 MapaMeTPUIECKOMY KaHaIy.
[lepeuncnure MeTO B! 3aLIUTHI HH(OPMALIMU OT YTEUKU MO BO3AYIIHOMY KaHAJy.
[Tepeuncanre MeTOAbI 3aUTH MHOOPMAIIMK OT YTEUKH 110 BUOPALIMOHHOMY KaHaIy.
[Tepeuncante METOABI 3aIUTH HHYOPMAITH OT YTEUKH 110 aKyCTOIEKTPHUECKOMY KaHaIy.
[Tepeuncanre MeTOABI 3aUTH MHOOPMAIMK OT YTEUKH 110 ONTUKONIEKTPOHHOMY KaHay.
[Tepeuncanre cpeacTBa U METO/bI 3AIUTHI MHPOPMALIUU OT YTEUKH HHPOPMALIUU B
TeneOHHBIX JIMHUSX.

Tema 5. [IporpammHoO-anmapaTHble CpeICTBa M METOAbI olecrnedeHus HH(OpMaIMOHHON

0€30IacHOCTH

MRS

©NA

1.
12.
13.
14.
15.
16.
17.

UYro Takoe mporpaMMHO-aIapaTHbIC CPEICTBA 3aMUTHI HHPOPMAITIH?

Kakmne MexaHN3MBI pean3yloT MPOrpaMMHO-aMIapaTHbIE CPECTBA 3alIUThl HHpopMaru?
Kakue KoMIbloTepHBIE YTPO3bl OE30MACHOCTH CYIIECTBYIOT?

Urto Takoe cereBas pa3peaka? Kakue MeTOIbI 3aIIUTHI IPOTUB HEE CYIIECTBYIOT?

UYro takoe unbekIms? Kakue Buabpl MHBEKIN cymiecTBytoT? Kakue MeTobI 3alIUThHI POTHUB
HUX CYyILIECTBYIOT?

UYro Takoe oTka3 B oOcmyxuBaHuu? Kakue MeTO bl 3aIUThI TPOTHB HETO CYIIECTBYIOT?
OcHOBHBIE BUIBI IPOTPAMMHBIX YSI3BUMOCTEH.

Baknopsl.

UYro Ttakoe nepemnonHeHue 0ydepa? MeTo bl 3alUTHL.

Uro takoe nedexThl OpMaTHBIX CTPOK? METO I 3aIUTHI.

UTo Takoe 1EeI0UYHCICHHbIE IEPENONHEHUA? MeToIbl 3alUThI.

Ommbku 00pabOTKH UCKITIOUEHUH. MeTO/IbI 3aIIUTHI.

Buenpenue koman1. MeTobl 3alUTHI.

HexkoppekTHbie 06paboTKH omrO0OK. MeTOoIbI 3alTUTHI.

I'oaxu. MeToap! 3aIIIUTHI.

BrImostHeHNE K0/1a C 3aBBIIICHHBIME TPUBUICTUSIMHU.

Artaka «YenoBek 1Mo cepenHe».



18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
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Yro Takoe [P-cniypunr? Kakue MeToap! 3aIUThl IPOTUB HETO CYIIECTBYIOT?
ARP.
DHCP.
NAT.
PAT.
IPv4. IPv6.
Yro Takoe ARP-criyd¢unr? Kakne MeTo bl 32U THI TPOTHB HETO CYHIECTBYIOT?
UYrto takoe DNS Cache Poisoning? Kakue MeTO b1 3aIIUTHI TPOTUB HETO CYIIECTBYIOT?
Uro takoe NetBIOS/NBNS spoofing? Kakue MeToas! 3alIUTh TPOTHB HETO CYIIECTBYIOT?
VPN.
CornmanbHas UHXEHEpHSI.
®poxa. MeTosr 60psOBI ¢ HPOIOM.
Uro Takoe ¢pummHr? Kakve MeToIbI 3aUThl TPOTHB HETO CYIIECTBYIOT?
Kapauur. MeTo/ibl 3a1IUThI OT KapAHHTA.
Darkweb.
DMZ.
AHOHUMA3EPBHI.
[Tpokcu-cepBepsl.
PesepBHOe KomupoBaHHeE.
Honey pot.
DLP-cucremsl. SIEM-cucteMmsl.
Ckanepbl 0€301MacHOCTH.
CucteMbl 00HApY>KEHUS] BTOPKEHHIA.
CucTteMbl IPeIOTBPALICHHS BTOP>KEHUH.
Bpenonocusle nporpammsel. KomnbrorepHsie BUpychl. Buasl BUpycoB.
OKCIJIONTHI.
MexaHnusm paboThl BUpYyca.
AHTHBUPYCHI. BUJIbI aHTUBUPYCOB.
MexaHu3mbl pabOTHI aHTUBHpYCA.
MexceTeBou dKpaH.
Tema 6. Kpunrorpadudeckre MeToAb! 3aUThl HH()OpMAITIH

UYro Takoe mmdp? Kakue Buapl mudppoB CyniecTByOT?

Yro Takoe cumMmeTpuuHbIi mudp? Kakue cuMMeTprudHbie IH(PHI UCHONB3YIOTCS ceiyac?
UYro takoe accumetpuuHbiil mupp? Kakue accumerpuunbie mudpel HCIONB3YIOTCA ceifuac?
[TpuHIMI TOCTPOSHUS CUMMETPUYHBIX IIH(POB.

[TpuHIUT TOCTPOSHHUS ACCHMETPUYHBIX HIH(POB.

CrannmapTHbie mUQpHIL.

[Torounsie MU pPHI.

UYro takoe xem-pyHkius? Kakue Buasl Xem-QyHKIH Bbl 3HaeTe?
HepeBo Mepkia.

Yro Takoe 1uQpoBast MoMuch?

. Hudposas noanucs RSA.

. Hudposas noanuces Dnp-I'amans.

. Uro Takoe HHPPACTPYKTYpa OTKPBITHIX KITIOUEH?

. JKW3HEeHHEBII UK KJI04a.

. AyteHTHdUKaNMs, UAeHTHPUKALNS, BepUDUKALHS, aBTOPH3ALIHAL.
. IIpocreiinue TpOTOKOIBI UACHTU(DUKAIIH.

. OcnHoBHoit npoTtokoi Kerberos.

IPSec.

. Blockchain.
. Uro Takoe cteranorpadus? [lonsarue creranHokoHTeiHepa.
. Kakue Bupl CTEraHOKOHTEHHEPOB CYIIECTBYIOT?



22.
23.
24.
25.

MeTobl cO31aHUS CTETAaHOKOHTEIHEPOB HA OCHOBE TEKCTOBOW MH(POPMALIUH.
MeTo/p1 co31aHNS CTEraHOKOHTEHHEPOB Ha OCHOBE BUICOMH(DOPMALIMK U CTOI/KaIpPOB.
MeToabl co31aHus CTErAaHOKOHTEHHEPOB HAa OCHOBE ayJMOMH(pOPMALINH.
[TudpoBsie BOISHBIC 3HAKH.
Kpamxue memoouueckue ykazanusi
CobecenoBanue MpPOBOAMUTCS B YCTHOM (hopMe BO BpeMs IOCIETHEro 3aHATHUSA 10 TEMe.

OOyuaromiemycsi 3a1aeTcs 2 CiaydaHBIX BOMPOCA U3 CHHCKa BOMpocoB. OOyyaromuics NOHKEH
OTBETUTHh Ha BOMPOCHI B TeUeHHE 5 MUHYT. Bo Bpemsi mpoBeieHus: coO0eceoBaHMs UCIIOIb30BaHUE
JUTEPATYPHI U IPYTHX HH(POPMAIIMOHHBIX PECYPCOB HE JOIYCKACTCS.

IlIxana oyenku

Ne Bamnmst Omnucanue

4 3240 CTyJeHT NOJIHOCTBIO OTBETUII HA 3aJIJaHHBIEC BOIIPOCHI

3 24-31 CTyJeHT CMOT MOYTH MOJIHOCTBIO OTBETUTH Ha 3aJJaHHBIC BOIIPOCHI

2 15-23 CTyJeHT J1aJl HeIIOJIHbIM OTBET Ha BOIPOCHI, HO CMOT IIepeiaTh OCHOBHYIO CYTh BOIIPOCA
1 0-14 CTyaeHT He CMOT Wi (hparMEeHTapHO OTBETHII HA 3alaHHbBIC BOIIPOCHI

5.2 IIpumepsl 3a1aHUI /151 BHINOJHEHHUS MPAKTHYECKUX padoT

Tema 1. IlpumeneHnne HWHPOPMAIMOHHBIX TEXHOJOTUNH ISl H3Y4YEHHsS BOIPOCOB

OpTraHHu3alluOHHO-IIPABOBOTO obecneueHus HH(I)OpMaHI/IOHHOI}’I 0€e30IacHOCTH.

Tema 2. Mcrionb30Banue KpUNTOrpapuUECKUX CPECTB 3aLIUTH HH()OPMAIIHH.

Tema 3. Peasinzarust paboThl HHPACTPYKTYPBI OTKPBHITHIX KITIOUEH.

Tema 4. Cpencta creraHorpaduu ist 3alIUTH HHOOPMAIIHH.

Tema 5. Hactpoiika 6€301macHOTO CETEBOr0 COCAMHEHUSI.

Tema 6. AHTUBHpYCHBIE CPEJCTBA 3AIIUTHI HH(POPMAIIHH.

Kpamxue memoouueckue yxazanus

Ha BwImonHeHWE OMHOW MPAaKTHYECKOM pabOThl OTBOAUTCS HE Oojee 3 JABYX4acOBBIX

3aHaTui. [locre BBIMONHEHUS KaXI0i MPAKTHUECKOW pabOThl CTYIEHT JOJIKEH MPEICTaBUTh OTUET
0 €¢ BBINOJHEHUH, a TakXkKe, MO YyKa3aHUSIM TMPENnoAaBaTesi, BBINOIHUTH JOMOJHUTEIbHBIC
MPAKTUYECKHE 3a/IaHus IO TeME MPAKTUYECKOM pabOTHI.

Illkana oyenxu

Ne

Bamisr Onucanne

CTyIeHT IeMOHCTPHPYET YMEHHUS Ha UTOTOBOM YPOBHE: YMEET CBOOOIHO BBIOJIHATH PAKTHYECK
49-60 W€ 3a/1aHus, IPeyCMOTPEHHBIE ITPOrPaMMO¥, CBOOOHO ONIEpUPYET NPHOOPETEHHBIMH YMEHUSIMU
, IPUMEHSET UX B CHUTYallUsIX ITOBBIIICHHON CI0KHOCTH.

CTyJeHT IeMOHCTPUPYET yMEHHS Ha CPEAHEM YPOBHE: OCBOWJI OCHOBHBIC YMEHUS, HO IOMYCKAIOT
3748 Csl HE3HAUUTEJIbHbIEe OIMOKY, HETOYHOCTH, 3aTPYAHECHUS IIPH aHATUTHIECKHUX ONEePaLUsX, IIEPEHO
C€ yMCHUI Ha HOBBIE, HECTAHJAPTHBIC CUTYaLHH.

CTy,JIeHT JACMOHCTPUPYET YMECHUSA U HABBIKK Ha 6a30BOM YPOBHE: B XOA€ KOHTPOJIbHBIX MEPOIIPUA
24-36 THIA JOITYyCKarOTCsL 3Ha:{I/ITeIII)HBIe 0HII/I6KI/I, MPOABJIACTCS OTCYTCTBUE OTAC/IBHBIX yMeHHﬁ, HaBBIKO
B 110 JUCHUIITIMHAPHOW KOMIICTCHIIMH, UCTIBITBIBAIOTCA 3HAYUTEIIBHBIC 3aTPYAHCHUA IIPU OTICPUPO
BaHWM YMEHUAMMU U IIPU UX IEPCHOCE HA HOBBLIC CUTYallUU.

11-23 CTy)IeHT ACMOHCTPUPYET YMECHUA U HABBIKM Ha YPOBHE HUIKC 06a30Boro: MIPOABJIACTCA HEAOCTATOY
HOCTH yMeHI/Iﬁ M HABBIKOB.

0-10 CTy,I(eHTOM TMIPOSIBJIACTCA IMOJIHOC WJIN NPAKTUYCCKU ITOJIHOC OTCYTCTBUC yMeHI/Iﬁ Y HaBBIKOB.
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