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1 Iessn, nuianHnpyeMble pe3yabTaThl 00y4eHHUs 10 JUCHHUIIIMHE (MOIYJII0)

[enbto ocBoeHus: qucuuIuivHbl «MHpopMalonHas 6€30MacHOCTh U 3aluTa HHPOPMaILUN»
ABNsieTcd (OPMHUPOBAHUE Yy CTYICHTOB CHUCTEMBbl 3HaHMH B 001acTH HHPOPMALMOHHOM
0€30macHOCTH ¥ MPUMEHEHHs Ha TIPAKTUKE METOJIOB M CPEJICTB 3aLIUTHI HH()OPMAIIHH.

3a1a4y OCBOCHUS TUCLMIUIMHBL: (POPMUPOBAHUE YMEHHS 00ECIIEUUTh 3aIUTy HHGOpMALUU
1 00BeKTOB MH(popMaTH3aLUU; HOPMUPOBAHHE YMEHHSI COCTABIATh 3asSBUTEIBHYIO JTOKYMEHTAIIUIO
B HAJ30pHBIC TOCYIAapCTBEHHBIE OpraHbl HH()POKOMMYHUKAIIMOHHOW oOTpaciu; (HopMUpOBaHHE
HaBBIKOB BBINOJIHEHHsT PAabOT B 00JacTH TEXHUYECKOTO PEryIUpOBaHMA, cepTU(UKALUU
TEXHUYECKUX CPEJICTB, CHUCTEM, IIPOLIECCOB, OOOPYIOBaHUS M MaTepHalioB; (opMupoBaHHE
HABBIKOB 00€CMEYeHHs] 3alUThl OOBEKTOB HHTEJUIEKTYaJbHOW COOCTBEHHOCTH M PE3YJIbTaTOB

UCCIIEIOBaHU M pa3pabOTOK Kak KOMMEpPYEecKOW TaiHbI
o0cCITy>)KMBaHUE aImMmapaTHO-IPOTPAMMHBIX CPEJICTB.

NpeaNpUsATHS;

HAaCTpOMKa |

[TnanupyemMbIMu pe3ynbTaTaMd OOy4YeHUs MO AMCLUUIUIMHE (MOAYIIO), SBISIOTCS 3HAHMS,
yMEHHUs, HaBbIKH. llepedeHb MIaHUPYEMBIX PE3yJAbTaTOB OOy4YEHHs MO JUCLMIUIMHE (MOAYIIO),
IUTAHUPYEMBIMH ~ pe3yJIbTaTaMi OCBOCHHS 00pa30BaTENBHON IPOrpaMMBbl,
npecTaBieH B Tabnuie 1.

COOTHCCCHHBIX C

Tabmuua 1 — Komnerenmuu, popMupyeMbie B pe3yiIbTaTe U3yUeHUS AUCIUILTUHBI (MOJTYJIs)

Pe3ynbraTel 00y4YeHHs 110 AUCLUILINE
Haszsanue OITOIT Kon u ¢popmynupoBka Kog 1 dopmymiposxa
WHIIKATOPa JOCTIKCHUS Kon
BO, COKpAaIeHHOEC KOMIICTCHIIN KOMITCTCHIIHH
pesyns |  PopMyIHpOBKa pe3yNbTarT:
TaTa
09.03.02 OIIK-1 : Ciocoben OIIK-1.2k : Pemaer Pl 3HaHuEe | COBPEMEHHBIX
«MadopMannoHHBIe | IPUMECHATH npodeccroHaNbHEIE 3aKOHOB,
CHCTEMBI U €CTEeCTBEHHOHAYYIHBIC U 3a7a9y C MPUMEHEHUEM CTaHAAPTOB,
TEXHOJIOT UM OO0IIenHKEHEPHbIE €CTECTBEHHOHAYYHBIX U METOJIOB H
(b-1C) 3HAHUS, METOIbI 001IenHKXEHEPHBIX TEXHOJIOTHIi B
MaTeMaTHYECKOro 3HaHUI 00J1aCTH 3aLIUTHI
aHanIH3a u uH(pOpMaLUn
MOJICTIMPOBAHNS,
TEOPETHIECKOTO U
9KCTIEPUMEHTAIIBHOTO
HCCIIEJIOBaHNUS B
npodecCuoHaNbHOM
JIeSITeIbHOCTH
OIIK-2 : Cnocoben OIIK-2.2k : Ucnonp3yer P2 3nanue | TpeboBaHMI K
MOHUMATh HPUHIUIIBI COBPEMEHHBIE 3aIuTe
paboThl COBPEMEHHBIX nH(OPMaLMOHHBIE uH(pOpMaLUH
HHPOPMAMOHHBIX TEXHOJIOTHH U OIIpeIeTICHHOTO
TEXHOJIOTHH 1 IIpOTrpaMMHBIE CPEICTBa, B THIIA
IIPOrPaMMHBIX CPEICTB, B | TOM YHCIIE PI13 | Ymenue | ucnonb3oBarhb
TOM UHCTIE OTEYECTBEHHOTO COBPEMEHHBIE
OTEUECTBEHHOTO IIPOU3BOJCTBA, VIS HIpOrpaMMHO-
MPOU3BOJICTBA, U peleHus 3aaa4 anmnapaTHbIE
UCTIONB30BaTh UX MPU npoecCHOHABHOMN CpeJICTBA 3aIHUTh
pellIeHny 3a1a4 JIESTENIbHOCTU uH(pOpMaLH
podeCCHOHATBHOM
JIeSITeIEHOCTH
OIIK-3 : Ciocoben OIIK-3.1k : [Ipumenser P14 | Ymenue | obecreunBaTh
pemIaTs CTaHIAPTHBIC MIPUHIAIIBL, METOBI U 3aIIUTY
3amaqn CPEACTBA PEIICHUS nH(popManun
npodeccCuoHaNbHOM CTaHJIapTHBIX 3aJ1a4 PJI5 HaBbik | Bnanenus
JIeATEeILHOCTH Ha OCHOBE | MpodeccHOHAIBHON COBPEMECHHBIMH
MH(OPMALMOHHOM 1 JIESITeIbHOCTU Ha OCHOBE METOIaMHU
oubnuorpaduyeckoit MHGOPMALIMOHHOW U obecreyeHus
KYJIBTYPBI C onbmmorpadmaeckoi 3aLUThI
MIPUMEHEHHAEM KYJIBTYPHI C nHpopManuu




HH(pOPMALMOHHO- MIPUMEHEHNEM PII6 3HaHHE | COBPEMEHHBIX
KOMMYHHUKAIMOHHBIX HHGOPMAMOHHO- METOJIOB U CPEJIC
TEXHOJIOTHH ¥ C YIETOM KOMMYHHUKAIIHOHHBIX 3aLUTHI
OCHOBHBIX TpeOOBaHHH TEXHOJIOTHH U C yU4ETOM WHPOPMAITUH
nH(GOPMAIMOHHOH OCHOBHBIX TpeOOBaHHH
6e30macHoCTH HH(pOPMAITHOHHO PI7 | Ymenue | aHanusuposath
0e30MacHOCTH MH(OPMALHOHHY
0e30macHOCTh
OpraHM3aIyu
P8 HaBbix | Bragenust
COBPEMEHHBIMU
TEXHOJIOTUSIMH U
METOAaMHU
obecmieyeHus
UH(pOPMALUOHHO
6e3onacHoCcTU
OpraHM3aIyu
ITIKB-4 : Criocoben [IKB-4.1k : Ynpasnser P10 | Ymenue | ynpaBusiTh
OCYIIECTBIISAT JIOCTYIIOM K TIPOTPaMMHO- WH(POPMALMOHHO
yHpaBieHue (BBIIOMHATh | anmapaTHBIM CPEICTBAM 6€e301acHOCTBI0
paboTEI Mo MHPOPMAIIMOHHBIX CITYXKO0 OpraHu3aIu
00CITy>KUBaHHIO) nH()OKOMMYHUKaIHOHHOH | PJI11 HaBbixk | Bnamenus
JIOCTYIIOM K IIPOTPAMMHO- | CHCTEMBI METOAAaMH OLEHK
anmapaTHBIM CPEICTBAM PHCKOB
HH()OPMALMOHHBIX uH(pOPMALUOHHO
CITy’K0, MOHUTOPUHT 0e30macHOCTH
COCTOSIHHSI 000PYTOBaHUS P19 3HaHue | COBPEMEHHBIX
U yYeT OTKa30B TEXHOJIOTHH,
00opyoBaHUs METOIMK U
MHPOKOMMYHHUKAIIMOHHOM CPEICTB 3allUThI
CHUCTEMBI WHOOPMALTUT

2 MecTo nucuMiuiaibl (MoayJis) B crpykrype OITIOII

Jucuurmumna «MHpopmanmonHas 0e30macHOCTh M 3amuTa HHGOpMAalMM» BXOIUT B
6a3oByro yacth bioka 1 Jlucuurumaer (Moaysm) y4eOHOTO TUTaHa.

3. O0beM TUCHMILUTHHBI (MOYJIA)

O0bEM  AUCUUILIMHBI

(MOI[yJISI) B 3a4CTHBIX CAWHUIAX C YKa3aHUEM KOJIMUYCCTBA

aKaJeMHUYECKHX 4YacoB, BBIJEICHHBIX Ha KOHTaKTHYIO paboTy c oOydarommmucs (1O BHIAM
y4eOHBIX 3aHATHI) U HAa CAMOCTOSITENIbHYIO PaboTy, NpUBeeH B TabnuLe 2.

Tabnuna 2 — O6mas TpyJ10eMKOCTh JUCIATLTTHBI

Tpyno- O6beM KOHTAKTHOH paboThl (4ac)
Cemectp | eMKocTh
Hassanue OITOIT ®opma Yacte (020) Bueaynu- Popma
o0yye- WIH Kype AynuropHas CPC aTTec-
BO yII 300 TOpHAas
HuUs ( R (.E) Beero TaluKu
0300)
nek. | mpak. [ ma6. | ITA | KCP
09.03.02
Vagopvaunonkie | o0 | ) g 5 73 36 | 36 0 1 0 107 )
CHCTEMBI 1
TEXHOJIOTUH

4 CTpyKTYypa U cojiepKaHue TUCUUILTHHBI (MOTYJIs)

4.1 Crpykrypa gucuuniauasl (moayJas) xisga OPO

TemaTnueckuil IIaH, OTpaXKaroIlUK coAepKaHUe AUCLUILIINHBI (IEPEUEHb PAa3AeiioB U TEM),



CTPYKTYpPUPOBAHHOE MO BUIAM Yy4eOHBIX 3aHATUH C yKa3aHHEM HX OObEMOB B COOTBETCTBUH C
y4eOHBIM IIJIaHOM, MpUBeaeH B Tabnuue 3.1

Tabnuna 3.1 — Pa3nensl qucturuivHbel (MOIynsi), BUABI Y4EOHOUH NEATENbHOCTH U (HOPMBI
TeKymero Koutpos aias OPO

Kog pe- Koin-Bo "yacoB, 0OTBEiCHHOE HA
®dopma
Ne Ha3Banue Tembl 3yJbTara
Jlex Ipakr JIa6 CPC TEKYIIETO KOHTPOJIS
00yueHus
Bsenenue B
1 | uadopmanronnyio PI1, P16 2 0 0 2 CobecenoBanue
6€301acHOCTb
[Ipumenenue
HHPOPMAITMOHHBIX
TCXHOHOFI/Iﬁ JJIsL H3y‘-leHl/Iﬂ OTYET MO IT aKTI/I‘IeCKOﬁ
2 | BOIPOCOB OpPraHU3alOHHO- Pa1 0 2 0 3 p
pabote
MIPaBOBOTO OOECIIEYCHUS
HHPOPMAIIMOHHON
06e300aCHOCTH
ITpaBoBoe obecnieueHne
3 | nadopmanmonHoit PA1, P12 6 0 0 3 CobecenoBanue
0e300aCHOCTH
Venoms3opanne PJI3, PJi4, OTYET IO MPAKTHUECKOHN
4 | xpunrorpapuueckux cpeacts | P16, P8, 0 6 0 3 p
pabote
3alUThI HHpOpMAIUU PJ19
Cpmenos | o,
5 . P17, PaS8, 6 0 0 3 CobecenoBanue
HHPOPMAILIMOHHON PIII0
6€30MacHOCTH
PII2, P14,
Peanuzanus paGoTe P16, PA7, .
OTYET I10 MPAKTHIECKON
6 | nHOPACTPYKTYpPHI OTKPHITHIX P9, 0 6 0 3
o pabote
KJTIOUei PJ110,
P11
TexHuyeckue cpescTBa U P13, P14,
7 | MeTOJIbI 3aLTUThI PS5, P16, 6 0 0 3 CobecenoBanue
nHpOpMaIUU PI7, P19
3 CpexctBa creranorpaduu PJIS, PII9 0 6 0 3 OTYeT IO MPAKTUYECKOit
JUIS 321U TH HHPOPMAIHH pabote
[IporpammHoO-amnmapatHbie PII3, PII4,
CpeaCTBa U METOJIBI PIIS. PII7
9 | obecneuenus P 118’ P Hg’ 8 0 0 3 CobecenoBanue
nH(OpPMaIMOHHOM P )’11 | ’
6€30MacHOCTH
Hacrpoiika 6e3onacHoro PJ3, P4, OTYET I10 MIPAKTHIECKON
10 ceTeBI;ro COCIMHEHHS PII5, PII8, 0 8 0 3 aboTe ’
A P19, P11 P
Kpunrorpaduueckue meronst | PJIS, PAS,
11 samuTH MHGOpMALLIH PJIO. PIII 1 8 0 0 3 CobecenoBanne
PI3, P14, .
AHTHBHPYCHBIE CPE/ICTBA OTYET I10 MIPAKTHIECKON
12 PS5, P19, 0 8 0 3
3aIUThl HHQOpMaLuu Pl pabote
Hroro no radsmue 36 36 0 35

4.2 Copeprxxanue pa3iesoB M TeM JTUCUUILVINHBI (MoayJas) aiast ODO

Tema 1 Beeoenue 6 unghopmayuonnyro 6€30nacnocme.

Copnepxanne Tembl: WupopmannoHHass Oe3omacHOCTh. OCHOBHBICE TOHATHA. Mojenu
uH(opManroHHO! Oe3omacHocTy. Bups! 3amumnaemoi nHGopManuy.

@opMbl M METOJBl NPOBEACHUS 3aHATUH IO Teme, NpUMEHseMble 00pa3oBaTelIbHbIC
TEXHOJIOTUH: JICKITMOHHOE 3aHSTHE.

Buzabl caMocTOSATENBHON MOATOTOBKM CTYACHTOB 1O TeMe: [1oAroroBka K KOHTPOJIBHBIM
BOIIPOCaM coOece0BaHusl, MOATOTOBKA K MPOMEXKYTOYHOM aTTeCTAIUH.

Tema 2 Ilpumenenue ungopmayuoHHviX mMexHoNO2Ul  ONsl  U3YYEHUsI 8ONPOCO8
OP2aHU3AYUOHHO-NPABOBO2O ODeCneyeHUs UHPOPMAYUOHHOU OE30NACHOCHIU.



Co;[epxcaHHe TEMBI. I/ICHOHLBOBaHI/Ie 63.3 JAHHBIX JId HaAXO0XICHUSI U I/ISyIIeHI/ISI
HOPMAaTUBHBIX JOKYMEHTOB B 00J1aCTH HHPOPMAIIMOHHOM 0€3011acHOCTH.

@opMBl U METOABI TPOBEACHHS 3aHATHI MO TeMe, NpUMEHseMble 00pa3oBaTeIbHbIC
texHosioruu: IIpaktudeckoe 3aganue.

Buael caMocTOSITENbHOM MOATOTOBKM CTYAEHTOB 1o TeMe: IloaroroBka oryera 1o
MPAKTHYECKON paboTe, MOArOTOBKA K TPOMEKYTOUHOM aTTeCTaI|H.

Tema 3 [Ipasosoe obecneuerue uHGOPMaAyUOHHOU OE30naACHOCIU.

Copnepxanue Tembl: OCHOBHBIE HOPMaTHBHO-TIPABOBBIE aKThl B 00JIACTH MH(POPMALMOHHOM
oe3omacHoctu. IIpaBoBble  0COOEHHOCTH  oOOecreueHus: 0€30MacHOCTH KOH(PUACHIIMAIBLHOM
UH(pOpPMAIMU B TOCYAapPCTBEHHON TaliHBI.

@opMbI M METOJBl TPOBENCHUS 3aHATUH 1O TeMme, NpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTUH: JICKINOHHOE 3aHATHE.

Buapl camocTosiTeIbHON MOATOTOBKM CTYAEHTOB MO TeMme: [1oaroToBka K KOHTPOJIBHBIM
BOTIpOCaM coOeceI0BaHusl, MOATOTOBKA K MMPOMEXKYTOYHOM aTTeCTAIIH.

Tema 4 Hcnonv3oeanue Kpunmozpaguueckux cpeocme 3auumsl UHGopMayuu.

Copnepxanue Tembl: Co3maHue 3amm@poBaHHBIX (HANIOB M KPUNTOKOHTEHHEPOB U MX
pacmudpoBanue.

@opMBI M METOJBl TPOBEACHUS 3aHATUH 1O TeMme, NpUMEHseMble 00pa3oBaTeIbHbIC
texHosoruu: [IpakTudeckoe 3a1aHue.

Bunsl camocTosiTensHOW MOATOTOBKM CTyA€HTOB Mo Teme: IloaroroBka ordera 1o
NPaKTUIECKOH paboTe, MOArOTOBKA K IPOMEKYTOUYHOU aTTEeCTAIIHH.

Tema 5 Opeanuzayuonnoe obecnevenue UHGOPMayuoHHol 6e30nacHoCmu.

Copnepxanne Tembl: OCHOBHBIE CTaHAAPTHI B obOyacTu obecreyeHus MHGOPMaLMOHHON
6e3onacHoctu. [Tonutuka 6e3onacHOCTH. DKOHOMHYECKasi 0€30MaCHOCTh MPEATIPHUITHS.

@opMBl MU METOABI NPOBEACHMS 3aHATHUI 1O TeMe, NpPUMEHsAEMble 00pa30BaTEIbHBIC
TEXHOJIOTUH: JIEKIIMOHHOE 3aHATHE.

Bunpl caMocTOATENBHON MOATOTOBKM CTYAEHTOB IO Teme: [loAroroBka K KOHTPOJIBHBIM
BOIIPOCaM coOece0BaHusl, OJArOTOBKA K TPOMEKYTOYHOM aTTeCTALUH.

Tema 6 Peanuzayus pabomul ungpacmpykmypsvi OmKpblmslX KI0Yell.

Conepxxkaanie Tembl: (Co3laHue YIOCTOBEPSIIONIETO IIEHTpPA, TEHEpalusl OTKPBITBIX H
CEKPETHBIX KIIOYEH, co37JaHHe CepTU(PHUKATOB OTKPBHITHIX KIIOYEH, CO3JAaHHUE AIEKTPOHHOU
MOJIMCH, IPOBEPKA AIEKTPOHHOM MOAIHUCH.

®dopMBl W METOABI TPOBEICHUS 3aHATHA TO TEeMe, NPUMEHsIEMbIe OOpa30BaTeIbHBIC
TexHojoruu: Ilpaktuueckoe 3aganue.

Buapel caMocTOoATENbHOM NOATOTOBKM CTYIEHTOB 10 TeMe: IloaroroBka oryera 1o
MpaKTU4YECKON paboTe, MOAr0OTOBKA K MPOMEKYTOYHOM aTTECTaIlUH.

Tema 7 Texnuueckue cpedcmea u Memoowl 3aujumsl UHGOpMaAyUU.

Cogepxanne Tembl: MHkeHepHas 3amuTa 00beKTOB. 3ammura HHPOPMAIMH OT YTEYKU O
TEXHUUYECKUM KaHaJaM.

@opMBl U METOABI TPOBEACHMS 3aHATHI MO TeMe, NpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTMM: JIeKIIMOHHOE 3aHsATHE.

Bunpl camocTosTENbHON MOATOTOBKM CTYIEHTOB IO Teme: [loAroroBka K KOHTPOJIBHBIM
BOIpocaM cobeceoBaHus, MOATOTOBKA K MPOMEKYTOYHON aTTeCTallUH.

Tema 8 Cpeocmea cmezanoepaguu 05 3auumol UHGOPMAYUU.

Copepxanue TeMbl: Vcnonb3oBaHue cpecTB cTeranorpaduu A 3auThl (ailios.

@DopMBI M METOJABI TPOBEACHHS 3aHATHH 1O TeMe, NPUMEHsSEMbIEe 00pa3oBaTeIbHBIC
texHosoruu: [IpakTrueckoe 3a1anue.



Buapel caMoCTOATENBHOM NOATOTOBKM CTYIEHTOB 10 TeMe: lloaroroBka oryera 110
MpaKTUYECKON paboTe, MOArOTOBKA K MPOMEKYTOYHON aTTECTaIUU.

Tema 9 Ilpoepammuo-annapammuvie cpedcmea u memoosbl odecneyeruss UHGOPMAYUOHHOU
bezonacrocmii.

Cognepxanne TeMbl: OCHOBHBIE BHJBI CETEBBIX M KOMIBIOTEPHBIX yrpo3. CpeacTtBa u
METO/IbI 3aIIUTHI OT CETEBBIX KOMIBIOTEPHBIX YTPO3.

®dopMbl M METOJABI TPOBEACHHS 3aHATHH 10 TeMe, NPUMEHsSEMbIe 00pa30BaTeIbHBIC
TEXHOJIOTHH: JIEKIIMOHHOE 3aHITHE.

Buael caMOCTOSTENIEHOM TMOATOTOBKH CTYJAEHTOB 10 Teme: [ToAroToBka K KOHTPOJBHBIM
BOIPOCaM coOeceI0BaHusl, MOITOTOBKA K MMPOMEKYTOYHOM aTTECTAIUH.

Tema 10 Hacmpotixa 6e3onactozo cemesozo coeOuHeHus.

Cognepxxanre Tembl: Co3laHKe 3alMILIEHHOTO KaHala CBSI3U CPEACTBAMHU BUPTYaJIbHOM
YaCTHOH CETH.

®dopMBl W METOIBI TPOBEICHUS 3aHATHA TO TeMe, NPUMEHsIEMbIe OOpa30BaTeIbHbIC
texHosioruu: [Ipaktuyeckoe 3ananue.

Buael caMocTOsATENbHOW MOATOTOBKM CTYAEHTOB N0 TeMe: IloaroroBka ortyera 1o
MPAKTHYECKON paboTe, MOArOTOBKA K MPOMEKYTOUHOM aTTeCTaIiH.

Tema 11 Kpunmoepaguueckue memoowl 3auumol ungopmayuu.

Copneprxanue TeMbl: CHUMMETPHUYHBIE U ACCUMETpUYHBIE cCUCTeMBI mudpoBanus. Lludpossie
nognucu (DneKTpoHHbIE Toanucu). MHppacTpyKkTypa OTKpBITHIX Kitodeil. Kpunrorpaduueckue
MIPOTOKOJIBI.

@opMbl M METOJBl NPOBEACHUS 3aHATUH IO Teme, NpUMEHseMble 00pa3oBaTelbHbIC
TEXHOJIOruM: JIeKInoHHOE 3aHsATHE.

Bunel camocTosTeNnsHOM MOATOTOBKU CTYAEHTOB MO Teme: [lonroroBka K KOHTPOJIBHBIM
BOIIPOCaM coOeceI0BaHusl, OATOTOBKA K MPOMEKYTOYHOM aTTeCTaIIH.

Tema 12 Anmusupycuvie cpedcmea 3auumol UHGopMayuu.

Coneprkanne TeMbl: 3yueHne HaCTpOEK CPEICTB AHTUBUPYCHOM 3alIUThl MH(POPMALIUH.

®dopMBl M METOIBI TPOBEICHUS 3aHATHA TO TEeMe, NPUMEHSIEMbIe OOpa30BaTeIbHbIC
TexHoJoruu: [IpakTnyeckoe 3agaHue.

Buael caMocTOsITENbHOW MOATOTOBKM CTYAEHTOB N0 TeMe: IloAroroBka ortyera 1o
MPAKTHYECKON paboTe, MOArOTOBKA K TPOMEKYTOUHOM aTTeCcTaIiH.

5 MeToanueckne yKkazaHus Ajs 00y4aomuxcs M0 M3YYeHHI0 M peau3alii JUCHUTLIUHBI
(MmonxyJis)

5.1 Meroauueckne peKOMeHIAUMH OO0y4YAIIUMCS M0 HU3YYeHUK0 [MCUUIUIMHBI W 10
ofecrevyeHn 0 CaMOCTOSITeIbHOI padoThl

Texymas camocrosiTenbHas pabora mo kypcy «MupopmanmonHas 6€30MacHOCTh W 3allluTa
uH(pOpMallMK) HaMpaBieHa Ha yIIyOJIeHHe W 3aKpeIjieHHe 3HAHWM, HA Pa3BUTHE MPAKTUYECKUX
YMeHI/II\/JI U BKJIFOYACT TaKHUEC BUbI pa60T, KakK:

- paboTa C JeKIIMOHHBIM MaTEPUAIIOM;

- paboTa ¢ peKOMEHI0BAaHHOM JTUTEPATYPOU MPH MOATOTOBKE K MPAKTUICCKUM 3aHSATHUSM;

- MOAATOTOBKA K 3K3aMeHY.

[Mpu w3yueHnn aucuuiuinHbl «MHbOpMaIMOHHAs 0E30MACHOCTh M 3alluTa HMH()OPMAITHI
pPEKOMEHAYETCSl PEUTHHTOBasi TEXHOJOTHs OOydYeHHUs, KOTOpas IMO3BOJSIET pPEaTnu30BaTh
HETPEPhIBHYI0O M KOMIUIGKCHYIO CHUCTEMY OIICHUBAaHUS YYEOHBIX JOCTHXKCHHH CTYICHTOB.
HenpepsIBHOCTh 03HAYaeT, UYTO TEKYIIHWE OICHKH HE YCPEeAHSIOTCS (Kak B TPaIUIMOHHOMN



TEXHOJIOTMH), & HEIPEPBIBHO CKJIAIbIBAIOTCS HA NPOTSHKEHUH CEMECTPa MPU U3yUYEHUH IIEPBOTO WM
BTOporo moayns. KoMijiekcHOCTh O3HayaeT ydeT Bcex (opm ydeOHOl M TBOpUYECKOM paboThI
CTYyJIEHTa B TEYECHHE CEMECTPA.

PefiTiHr HampaBieH Ha TMOBBIIIEHHE PUTMHUYHOCTH U 3(PPEKTHBHOCTH CAMOCTOSTEIHHOMN
paboThI cTyneHTOB. OH OCHOBBIBAETCS] HA IIMPOKOM HCIOJIb30BaHUH TECTOB U 3aMHTEPECOBAHHOCTH
KaX/I0T0 CTYJICHTa B TIOJIY4YEeHUH 00Jiee BHICOKOH OIEHKH 3HAHUH 110 TUCLUITIINHE.

[TpyHUMIIBI peHTHHIA: HENpPEpPHIBHBIA KOHTPOJb (B MJ€ale Ha KaXKIOM U3 ayIUTOPHBIX
3aHATHM) W TOdydeHue Oosiee BBICOKOM OIEHKM 3a paboTy, BBIIOJHEHHYIO B Cpok. llpum
NPOBEICHUN NPAKTUYECKUX 3aHATHH HEOOXOAMMO MpeayCcMaTpUBaTh IIMPOKOE HCIIOJIb30BaHUE
aKTUBHBIX U UHTEPAKTUBHBIX (hOpM (KOMIIBIOTEPHBIX CUMYJIALIUN, IETOBBIX U POJIEBBIX UTP).

PeliTunr BkiItoyaeT B ceOs 1Ba BUAA KOHTPOJIS: TEKYLIHHA, TPOMEXYTOUHBIM U UTOTOBBIN 110
JUCLIUIINHE.

Texymuii koHTpOab (TK) - OCHOBHAst 4acTh PEUTHHTOBOM CHCTEMBI, OCHOBAHHAsI Ha OETIIOM
OIpoCe pa3 B HEJENIO WIH B B Henenu. DopMbl: OLIEHKA 3a cladyy TEOPETUUECKUX MUHHU3A4YETOB,
BBHINTOJIHEHNE WHIUBUAYAIBHBIX 3aJaHUd WM TpaKTHUeCKuX padoT. Baxwneimeir ¢opmoit TK,
MO3BOJIAIOILEH OMPOCUTH BCEX CTYACHTOB Ha OJHOM 3aHATHH SIBJIIOTCS TEOPETUYECKUE MOYIIH, HA
KOTOPBIX CTYZEHTBI CAMOCTOSITEILHO OTBEYAIOT HA BOIPOCHI AJIs1 CAMOCTOSITENIbHON OLIEHKH.

KoHTposbHBIE BONPOCHl [UIsI CAMOCTOATEIBHOW OIIEHKM KauecTBa OCBOEHUS YyueOHOMU
JUCLIUTUINHEI

Tema 1. BBenenue B uHpopManmoHHy0 0€30MacHOCTh

Uro Takoe nHpopmaImoHHass 6€301macHOCTh?
[Tepeuncante OCHOBHBIE YTPO3bl HH(POPMAIIMOHHON 0€30IaCHOCTH.
Kakwue cymecTByroT Moieny HHPOPMALIMOHHON 0€30MacHOCTH?
Kakue meTob! 3a1uThl HHPOPMAIIUH BBIACAIOT?
Yro Takoe MpaBOBbIE METOBI 3aIUTH HH(popMaruu?
Yro Takoe OpraHU3allMOHHBIC METObI 3aIUTH HH(pOpMaIm?
UTro Takoe TEXHUYECKHUE METOIbI 3aIUTHI HHGOpMaIUu?
Yro Takoe mporpaMMHO-aIMapaTHBIE METO/IbI 3alUTHI HH(pOpMAIUn?
UYro Takoe kpuntorpaduueckre MeTo bl 3alUThl HH(pOpMaun?
Yro Ttakoe hruznyeckre METO b 3aIUThl HHPOpMaLUu?
Kakwue rnaBHBIE rocy1apcTBEHHBIC OpPTraHbl B 00s1acTH obecrieueHust nHOPMAITMOHHOMH
6e3omacHoctu?
[Tepeuncante BUABI 3aIUIaeMON HHPOPMAITUH.

Tema 2. [IpaBoBoe obecnieueHrne HHPOPMAITMOHHOMN 6€30MaCHOCTH

— —_
N el e B o

—

IIpaBo. McTounuku npasa.
Kakue ocHOBHBIE 3aKOHBI B 00J1aCTH 3a1UTH HHQOpMaIru B PO?
[Tepeunciute oCHOBHBIC 11eNH U 3a1auu PO B obmactu obecrieueHruss ”HPOPMAITMOHHOM
0e3omacHoCTH
Crparerust HaMOHAIBHOMN Oe3omacHoCcTH. JlokTprHa HHDOPMAIIMOHHOW OE30ITaCHOCTH.
UYro Takoe koH(puUAeHIHaTbHAs HHbOopMaIus?
Yro Takoe nepcoHaNbHbIE TaHHbIE?
B kakux ciayyasx BO3MOXHO HUCIOJIb30BaTh MEPCOHANIbHBIE JaHHbIE 0€3 coryiacus
oOnamareis?
8. Oxapakxtepu3yiite OMOMETpHUYECKHE JaHHBIE KaK EPCOHATIbHBIC TaHHBIC.
9. Uro Takoe npodeccruoHaabHas TaiiHa?
10. Yo Takoe cimykeOHas TaiiHa?
11. Yto Takoe koMMepuecKkas TaitHa?
12. Yto Takoe pekruM KOMMEPUYECKOU TalHBI?
13. Yro Takoe rocynapcTBeHHasl TaiiHa?
14. Onumure MpaBoBON PEKUM T'OCYIaPCTBEHHOM TalHBI.
15. ®3-149.
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16.
17.
18.
19.
20.
21.
22.

20.
21.
22.
23.
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O3-152.
®3-98.
®3-390.
®3-395-1.
®3-126.
®3-374 u ©3-375.
[TocTanosnenue npasutenbeTBa Nell19.
Tema 3. OpranuzanronHoe obecrieyeHrne HHGOPMaAITMOHHON 0€30MMacHOCTH

Kakue ocHOBHbBIE MEXIyHapOIHbIE CTAaHAAPTHI B 0071acTH HH(pOpMaIIMOHHON O6e30nmacHoCTH?
«OpankeBasi KHUTa

ISO/IEC 15408.

Kak cBsi3aHbl MEXAyHapOJHbIE CTAaHAAPTHI U CTaHAApThl PD?

I'OCT P UCO/M3K 27002-2012.

I'OCT P ICO/MDBK 27005-2010.

CTO BP UBBC-1.1-2007. « AynuTt nHGOPMAITMOHHOHN 0€30ITaCHOCTIY.

PC BP UBBC-2.2-2009. «MeToiMKa OLIEHKH PUCKOB HapyIeHUs HHPOPMaITMOHHOMN
0e301acHOCTI.

[Tpuxa3z @Cb Ne378.

. IIpuka3z ®CTOK Ne21.
11.
12.
13.
14.
15.
16.
17.
18.
19.

[Tpuxa3z @®CTIK Nel7.
[Tpukaz ®CTIOK Ne31.
ITpuxa3z @CTIOK Ne28.
[Tpuxa3z @®CTIOK Ne638.
[Tpukaz ®CTIK Ne9.
ITpuka3z @CTOK Nel19.
ITpukas I'octexxomuccun Nel 14.
PyxoBoasiue nokymeHTsl ['ocTexkomuccuu.
Mepsl 3amuThl HHGOPMAIMK B TOCYAAPCTBEHHBIX HH()POPMAITMOHHBIX CUCTEMAX.
(Metoanueckuii mokymeHT @CTOK).
Yro Takoe MoJUTHKa 6€30MacHOCTH?
Cnyx6a 6ezonacHocTu npeanpusatus. CTpykrypa. OyHKIMH.
TunoBas MHCTPYKIUS COTPYIHHUKA 110 00eCeYeHUI0 HH(POPMALIMOHHON 6€30IaCHOCTH.
OxoHOMHUYECKast pa3Belka. [IpOMBIIITIEHHBIN IITHOHAKXK.
Tema 4. Texuuueckue cpeicTBa U METObI 3aLTUTHI HHOPMAIUU

Yro Takoe MH)XEHEpHas 3aIlnuTa 00beKTOB?

Kakum cnocobom onuceiBaeTcs MHXeHepHas 3amura. Onucarb MOJAEIb.
Kaxkwue cpencTBa npuMeHsIIOTCS IS 3alUTHI 1-r0 nepumerpa?

Kakue cpenctsa MpUMEHSIIOTCS 7S 3aIUTHI 2-T0 IepuMeTpa’?

Kakwue cpenctsa mpuMeHSIIOTCS 7S 3aIUTHI 3-T0 iepumMeTpa’?

[TosxapHble CUTHAIM3ALUH.

OxpaHHbIE CUTHATU3ALNUN

buomertpus. buomerprnyeckne xapakTepUCTUKH.

Yro Takoe TeXHUYECKHE KaHabl yTeUKH UH(popMan?

[lepeuncantTe OCHOBHBIE BUbI TEXHUUECKUX KAHAIOB YTEUKH HH(pOpMaun?

. Uro Takoe cnenmpoBepka?

. Uto Takoe crenuccienoBanue?

. Uro Takoe crenoocieaoBanue?

. IlepeuncauTte METOIBI 3aTUTHI HHPOPMAIIMH OT YTEUKH 10 3pUTEILHOMY KaHaIYy.

. [lepeuncnure MeTOBI 3aIIUTH HHPOPMALIUU OT YTEUKHU IO JIEKTPOMArHUTHOMY KaHaITy.

HequHCHHTC METOJABI 3alIIMThI HH(l)OpMaHHH OT YTCUKH I10 DJICKTPHUYCCKOMY KaHaly.
Hepe‘II/ICHI/ITe MCTOABI 3allIMTHI I/IH(l)OpMaI_II/II/I OT YTCUKHU 110 NHAYKIIMOHHOMY KaHaJly



18. Tlepeuncnute METOIBI 3AIIUTHI UH(OOPMALIUY OT YTEUKH IO MMApaMETPUIECKOMY KaHay.
19. Ilepeuncnure MeTOIbI 3aIUTHI HHOOPMALIUK OT YTEUKHU 10 BO3AYIIHOMY KaHAIY.
20. Ilepeuncnute METOIbI 3aIIUTHI UH(YOPMALIMK OT YTEUKH 110 BUOPAITMOHHOMY KaHAIy.
21. Ilepeuncnure METOBI 3aLIUTH HH(YOPMAIIMH OT YTEUKH 110 aKyCTOAIEKTPHUYECKOMY KaHaTYy.
22. Ilepeuncnute MeTO/ bl 3aIIUTHI HHOOPMALIMU OT YTEUKH [0 ONTUKOAJIEKTPOHHOMY KaHaIy.
23. Ilepeuncnute cpencTBa U METOBI 3aLTUTHI HHGOPMAITUHU OT YTEUKH HHPOPMAITUHU B
TeNeOHHBIX JIMHUSX.
Tema 5. I[IporpaMMHoO-anmapaTHble CpelCTBa M METOJbl oOecreueHus: MHPOpMaIMOHHOM
0e3omacHoOCTH
1. YTto Takoe nporpaMMHO-anmnapaTHbIe CPEICTBA 3ALIUTH HHPOpMAIIH?
2. Kakue MexaHU3MBbI peau3yIoT IporpaMMHO-anapaTHbIe CPEeICTBA 3aUThI HHGOpMaIUu?
3. Kakue koMIbIOTepHBIE YyTPO3bl 0€30MaCHOCTH CYIIECTBYIOT?
4. Yo Ttakoe cereBas pa3Benka? Kakve MeTObl 3alIUTHI IPOTUB HEE CYIIECTBYIOT?
5. Yro takoe unbekusa? Kakue BUbl HHbEKIUHI CylIecTBYIOT? Kakue MeTo bl 3alUThI IPOTUB
HUX CYILECTBYIOT?
6. Uto Takoe oTka3 B 00cmyxuBaHnu? Kakue MeTobl 3aIIUTH IPOTHUB HETO CYIIECTBYIOT?
7. OCHOBHBIE BUJIbI IPOTPAMMHBIX YSI3BUMOCTEH.
8. Bbakmopsl.
9. Uro Takoe nepenonHenue 6ydepa? MeToabl 3aIUTHI.
10. Yro Ttakoe aedexThl HOpMATHBIX CTPOK? METOIBI 3aIUTHI.
11. Yrto Takoe 1e10YnCICHHbIE TePEenoJHeHUsA? MeTO bl 3aIHThI.
12. Ommbku 06paboTKH UCKITIOUEHUI. MeTO bl 3aIUTHI.
13. Buenpenue komana. MeTo bl 3aIIUTHI.
14. HexoppekTHble 00pabOTKH OMMOOK. MEeTOIbI 3alTUTHI.
15. T'onku. MeToabl 3allUTHI.
16. BoinmonHeHue Kojia ¢ 3aBbIILIEHHBIMU TPUBUIIETHUSIMHU.
17. Araka «YenoBek 1o cepeuHe.
18. Yo Takoe IP-cnyddunr? Kakue MeToabl 3a1IUTH IPOTUB HETO CYIIECTBYIOT?
19. ARP.
20. DHCP.
21. NAT.
22. PAT.
23. IPv4. IPv6.
24. Yro takoe ARP-cniyd¢punr? Kakue MeTos! 3aUThl IPOTHB HETO CYIIECTBYIOT?
25. Yto Takoe DNS Cache Poisoning? Kakue MeTo ! 3a1IUTEl IPOTHB HETO CYIIECTBYIOT?
26. UYro takoe NetBIOS/NBNS spoofing? Kakue MeTOIbI 3aIUTHI TPOTHUB HETO CYIIECTBYIOT?
27. VPN.
28. CounanbHasi UHKEHEPHUS.
29. ®poxa. Metobl 60pbOBI ¢ HPOIOM.
30. Yo takoe pummHr? Kakue MeTobl 3alIUThHI MPOTUB HEr'O CYIICCTBYIOT?
31. Kapaunr. MeToibl 3alIUThI OT KapAUHTA.
32. Darkweb.
33. DMZ.
34. AHoHMMaNi3epHl.
35. IIpokcu-cepBephI.
36. Pe3epBHOE KOMMpPOBAaHMUE.
37. Honey pot.
38. DLP-cucremsl. SIEM-cuctemsi.
39. Ckanepsbl 6€30MaCHOCTH.
40. Cucrembl 0OOHapyKEHUS BTOP>KEHUH.
41. CucreMsl NIpegOTBpAIIEHNs BTOPKEHUH.
42. BpenonocHsle nporpaMmbl. KoMmbelorepHbie BUpychl. Bunibl BUpycoB.



43. DKCIUIOUTBHI.
44. MexaHu3M paboThl BUpyca.
45. AntuBupycsl. Bunbl aHTUBHPYCOB.
46. MexaHu3mbl paOOTHI aHTUBHpYCA.
47. MexceTeBOM IKpaH.
Tema 6. Kpunrorpadudeckre MeToab! 3aIUThl HH()OpMAIUH

UYro takoe mudp? Kakue Buabl mudpoB CymecTByOT?
Urto Takoe cummMmeTpuuHbIid mudp? Kakne cumMerpudHbie mudphl HCIIOIB3YIOTCS ceidac?
Yro Ttakoe accumeTpuuHbiil mudp? Kakue accumerpudnblie mudpsl UCTIONIB3YIOTCS ceifyac?
[TpuHIIUT TOCTPOEHUS CUMMETPUYHBIX THU(POB.
[TpuHIMIT TOCTPOCHUS ACCUMETPUYHBIX MU(POB.
CrannaptHeie IUAQPHL.
[ToTounbie mHQPHL.
UYro Ttakoe xem-¢pynkiusa? Kakue Buapl xeui-GyHKIUI Bbl 3HaeTe?
HepeBo Mepkna.
Uro Takoe nudpoBas moAMUChH?
[Mudposas moamucey RSA.
[Mudposas noanuck Dib-I"amas.
UYro Takoe nHGPACTPYKTYpa OTKPBITHIX KITFOUYEH?
JKM3HEHHBIN TUKIT KITH0Ya.
AytenTudukamnus, uacHTUGUKAINS, BEpUPUKALIHS, aBTOPU3ALIHS.
[Tpocreiimme TPOTOKOIBI UASHTHPUKAIIUH.
OcnoBHoii ipoTokoi Kerberos.
IPSec.
Blockchain.
Yro Ttakoe creranorpadus? Ilonarue cteranHokoHTelHEpa.
Kaxkue BUIbI CTETaHOKOHTEHHEPOB CYIIECTBYIOT?
MeToabl co3aaHUs CTETAHOKOHTEHHEPOB HAa OCHOBE TEKCTOBOM MH(pOpPMALINH.
MeTtob1 co31aHMsI CTETaHOKOHTEITHEPOB Ha OCHOBE BUICOMH(OPMAIH U CTOI/KaJApPOB.
MeTobl co31aHUs CTETAHOKOHTEHHEPOB HAa OCHOBE ayTMOWH(pOPMAIIHH.
[udposbie BOASIHBIC 3HAKU.
OcnoBnas 1nens TK: cBoeBpeMeHHas OIleHKa yCIIeBAeMOCTH CTYAEHTOB, MOOYX Aarommas ux
paboTaTh paBHOMEPHO, UCKITIOUAsT MaJIbIe 3arpy3KH WIH MEPETPY3KU B TCUCHUE CEMECTpa.

JleK1moHHbIE 3aHSTHS KEJATEJbHO MPOBOJUTH B PEKUME MPE3EHTAIMM ¢ JeMOHCTpalen
MIPUMEHEHUs OCHOBHOI'O MaTepHalia, U3JaraéMoro B TeMe. DTO CYLIECTBEHHO YIy4llaeT IUHAMHUKY
JIEKIIWM.

[lenecooOpa3Ho obecrneunBaTh CTYACHTOB Ha 1-2 JIEKIIMM BIEpe] pa3laTOYHBIM
MaTepUajIoM B 3JEKTPOHHOM BHJE (CIOXKHBIE CXEMBbI, TpadUKU, aHATUTHUYECKUE HCCICIOBAHUS U
ONOpHBIA KOHCNEKT). OCHOBHOE BpeMsl JIEKIMH JIydllle TPAaTUTh Ha MOAPOOHBIE aHAIUTHYECKHE
KOMMEHTapH1 U OCOOCHHOCTH MPHUMEHEHHUs pacCMaTpUBAEMOro Marepuaia B MpodecCHOHaIbHOU
JESTEIIBHOCTH CTY/IEHTA.

[TpakTueckue pabOTHI CleyeT MPOBOAUTH B KOMIIBIOTEPHOM KJlacce JINOO B ayTUTOPHH C
MYJIBTUMEIUAHBIM 000pYIOBaHHEM, MCIONB3Ysl OPUTHHAIBHYIO METOAUKY M NMpodeccHOHANbHbBIE
nporpaMmMbl. MOXHO PEKOMEHJ0BATh YCTAaHOBKY OpHUrMHaibHbIX nporpamm Ha [IK crynentoB u
BBIIIOJIHATH Psi 3aJa4 Joma. B 3ToM ciydae B Kjlacce OCHOBHOE BHHUMAaHUE KOHIIEHTPHUPYETCS Ha
METOAMKE UCIOJIb30BAaHUS Ha3BaHHBIX MPOTPAMM U aHAJU3€ MOTYUYEHHBIX Pe3yIbTaTOB.

[Tpomexyrounbiii koHTpoib (IIK) - 3TO mpoBepka 3HAHMI CTYIEHTOB IO pa3zeiy
nporpammbl. @opmsel: Onpoc Mo TEOPUHU COMIACHO CIUCKY BOIIPOCOB ISl CAMOCTOATENIbHOM OLICHKU
YCBOEHUSI MaTepuania.

Hens IIK: moOyauTh CTYACHTOB OTYMTATBCS 32 YCBOEHHE paslena JUCIUTUIMHBI
HAKOIMUTENBHBIM 00pa3oM, T.e. CHadalla 3a MepBbIi, 3aTeM 3a BTOPOIl, 3aTeM 3a TPETUH pa3liesbl U
T.J1. B KOHEYHOM WTOre MHOTHE CTYACHTHI MOTYT IOJYYWUTh UTOTOBBIE OILEHKH MO JUCIMIUIUHE
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«aBTOMATOM.

Utorossiii koHTposb 1o aucuurinHe (MKJ) - aTo npoBepka ypoBHs y4eOHBIX TOCTHKEHUIN
CTYICHTOB TO BCeH AMCHUIUIMHE 3a ceMecTp. DopMbl KOHTpOIsS: dK3aMeH. Llenb HUTOroBOrO
KOHTPOJIS: IpoBepka O0a30BbIX 3HAHMM JWUCLUMUIUIMHBI, IOJYYEHHBIX HIOPHU HM3YyYEHUH MOy,
JIOCTATOYHBIX JJIs MOCIEAYIONIEro o0yueHusl.

Bomnpocs! k 3k3aMeHy JUIsl OLIEHKHM KayecTBa OCBOCHUS yUEOHOM JUCIUTUIMHBI

1. Llenu rocypapcTBa B o0actu obecnieueHrs HHYOPMAIMOHHON 0€30MMaCHOCTH.

2. OCHOBHBIC HOpMATHBHBIC aKThl PD, cBsI3aHHBIE C IPABOBOM 3aIIMTON MH(POPMAITUH.

3. Buapl KOMIIBIOTEPHBIX MPECTYIIIICHUM.

4. CiocoObl 1 MEXaHU3MBbI COBEPILIEHUSI THPOPMAITMOHHBIX KOMIIBIOTEPHBIX MPECTYIIIICHUH.

5. OcHOBHBIE TapaMeTpbl U YepThl MH()OPMALMOHHONW KOMIBIOTEPHON NPECTYMHOCTH B
Poccun.

6. KomnbrorepHbliii BUpyc. OCHOBHBIE BUIbI KOMIIBIOTEPHBIX BUPYCOB.

7. MeTop!l 3alUThl OT KOMIIBIOTEPHBIX BUPYCOB.

8. Tumbl aHTUBUPYCHBIX MTPOrPAMM.

9 . 3ammThl OT HECAHKIIMOHUPOBAHHOTO aAocTymna. Maentudukamms u ayTeHTHPHUKAIUSA
10JIb30BATES.

10. OcHOBHBIE yIpo3bl KOMITBIOTEPHON O€30MacHOCTH MpHU padboTe B ceth HTepHET.

11. Buasl 3anumaeMoit nHGopMaLuu.

12. T'ocynapcTBeHHas TaifHa Kak 0COOBIM BUJI 3aIUIaeMOi HHPOpMAITUH.

13. Kondunenuuansaas nHGpOpMaIus.

14. Cuctema 3a1iuThl rOCYAApPCTBEHHON TalHBI.

15. IIpaBOBOM peKUM 3aIIUTHI TOCYAAPCTBEHHON TalHBI.

1 6. 3amuTa WHTEIIEKTYalbHOM COOCTBEHHOCTH CPEICTBAMU IMATEHTHOTO M aBTOPCKOTO
mpasa.

17. MexayHapoJHOE 3aKOHOAATEIBCTBO B 00JIACTH 3aILUThHI HH()OPMALIUH.

18. [IporpaMMHo-amnmapaTHbie CpeAcTBa obecrnieueHus: NHGOPMAIMOHHON 0e30MacHOCTH B
MH(POPMALIMOHHBIX CETSX.

19. CummeTpuuHbIe TTHQPHI.

20. AccumeTpudHble MUQPHL.

21. Kpunrorpaduueckue mpoTOKOIHI.

22. Kpunrorpadudeckue xem-(yHKIIHH.

23. DneKkTpoHHas! MOANKCH.

24. Opraau3annoHHoe obecnedeHrne NHGOPMAITMOHHON O€30MTaCHOCTH.

25. Cnyx6a 6€30MacHOCTH OpPTraHU3AIIHH.

26. MeTozp! 3aIIMTHI UHPOPMALIUU OT YTEUKH B TEXHUUECKUX KaHAJaX.

27. NmxeHnepHas 3amuTa 1 oxpaHa oObEKTOB.

Pacnpenenenre 00BEMOB pa3IMYHOTO BHJA KOHTPOJIEH MOXKHO HPOWLIIOCTPHUPOBATH
CICIyIOMMMH TM(PpaMi HA TPUMEPE CeMecTpa: TEKYIIMd KOHTPoJb — 40 YCIOBHBIX 0OaJlIOB;
MIPOMEKYTOYHBI KOHTPOJIb - 30 YCIOBHBIX OaJJIOB; UTOTOBBIA KOHTPOJb - 30 YCIOBHBIX OajlioB.
Bes aucuumuinna onenuBaercss B 100 yclnoBHBIX OaijioB, €ClU BCS TUCHMIUIMHA OLIEHUBAETCS
uudpoit, ormuyHoit ot 100 GaywioB, TO MOA YCIOBHBIM OQJIJIOM CJIEIyeT MOHUMATh MPOICHT OT
MaKCHMaJbHOTO YHUCIIa OaljIoB.

[Tpu 5TOM AEHCTBYeT Cleaylomias CUCTeMa MepeBOAa PEHTUHTOBBIX (YCIOBHBIX) OaljioB B
OOBIYHYIO KAy KaueCTBEHHBIX OLICHOK: «OTiauaHO» (5) - 91—100 yciioBHBIX 0amioB; «Xopomioy»
(4) - 7590 ycnoBHbIX OamnioB; «YaoBineTBOpuTenbHO» (3) - 61—74 yClOBHBIX OaljoB;
«HeynoBnerBoputenbHo» (2) -

[TpuBenenHble UGPHI TOBOPIT O TOM, YTO Ha 000 cTaguu oOydeHHE CTYAEHTa MOKHO
CUMTATh YJIOBJICTBOPUTENIBHBIM, €CIIM OH Habupaer He MeHee 61 ycinoBHBIX OamnoB. Tak,
Hanpumep, HaOpaB B xome TK wu IIK 61 OamnoB, cTygeHT rapaHtupyer cebe OLEHKY
«Y IOBIIETBOPUTETIHLHOY.

5.2 OcobeHHocTH OpraHu3anuu oﬁyqeuuﬂ i JUI ¢ OrpaHHY€HHBIMH BO3MOKHOCTAMM



3A0POBbS U HHBAJIUI0B

[Tpu HEOOXOIMMOCTH 00YJAFOIIIUMCS U3 YUCIIA JIUII C OTPAHMYEHHBIMUA BO3MOKHOCTSIMH 370POBbSI U
WHBAJIKOB (TI0 3asBJICHUIO0 00YUaIOIIErocs) MPeoCTaBIsIeTCs yueOHass nH(OpMaIis B TOCTYITHBIX
dbopMax ¢ yueToM UX UHIWBUIYaATbHBIX ICUXO(PU3UIECKUX OCOOEHHOCTEH:

- JUISL JIUI] ¢ HapYUICHUSIMH 3PEHUs: B NeYaTHON (opMe yBEITHUEHHBIM mpudToM; B Gpopme
3JIEKTPOHHOT'O JIOKYMEHTA; VHJUBUYyaJIbHbIE KOHCYJIBTall1 c IIPUBJICUCHUEM
TU(IIOCYpIOTIEPEBOUNKA; MHIMBUAYAIbHBIC 33aHUs, KOHCYJIbTAllUU U JP.

- JJI JIUL ¢ HApYIIEHUsIMU CllyXa: B Ie4aTHOM (Gopme; B hopMe 3JIEKTPOHHOTO JOKYMEHTA;
VHUBUYaJIbHbIE KOHCYJIBTALMU C IPUBJICYEHUEM CYPAONEPEBOAUNKA; HHANBUAYAJIbHBIE 3a1aHUA,
KOHCYJIbTallu! U JIp.

- ISl TUI] C HapyUICHUsIMHU OTIOPHO-ABUTaTEIBHOTO almnapara: B nedatHoi gopme; B popme
AJIEKTPOHHOI'O JJOKYMEHTA; NHIUBUyaJIbHBIC 3a/1aHHs], KOHCYJIbTAlUU U JP.

6 ®oHI OLEHOYHBIX CPEACTB /JIfl MPOBEAEeHHS TEKYLIero KOHTPOJISA U NMPOMEKYTOYHOM
aTTecTAMU O0YYAKOIIMXCS 10 JUCHUIJINHE (MOILYJII0)

B coorBerctBun ¢ tpeboBanusiMu PI'OC BO pns arrecranum  oOydaromuxcs Ha
COOTBETCTBUE HUX TEPCOHAIBHBIX JOCTHKEHUM IJIaHUPYEeMbIM pe3ylbraraM oOOy4eHUs I10
JUCLUIUIMHE (MOJYI0) co3/laHbl (DOHIBI OLEHOYHBIX CPEJICTB. THIOBBIE KOHTPOJBHBIC 33JaHUS,
METOJIMYECKUE MaTepHalIbl, ONPEAEIAIOIUE MPOLETYpPhl OLICHUBaHUs 3HAHUM, YMEHUH M HAaBBIKOB,
a TaKkKe KPUTEPUM U I0Ka3aTeld, HEOOXOAUMbIC Ul OLIEHKM 3HAHWN, YMEHMH, HABBIKOB U
XapaKkTepU3yIoIlue ATarbl (OPMUPOBAHUS KOMIETEHUUI B MpoIlecce OCBOEHUS 00pa30BaTebHON
MpOTrpaMMmBbl, nipecTanieHbl B [Ipunoxenun 1.

7 YueOHO-MeToau4YecKoe U MH(OpPMAIMOHHOE o0ecnevyeHre JUCHUIIHHBI (MOTYJIs)

7.1  Ocnoenaa numepamypa

1. babamr A.B., bapanoBa E.K. MonenupoBanue CUCTEMBbI 3alllUThl HHPOPMALUU:
[Ipaktuxkym : Yuebnoe mocobue [DnektponHsblii pecypc]| : PUOP , 2020 - 320 - Pexxum gocrtyna:
https://znanium.com/catalog/document?id=357569

2. 3amwuta uHpopMaimu : yuedHoe nmocodue / A.Il. XKyk, E.IT. XKyk, O.M. JlenemxkuH,
AWN. TumomkuH. — 3-¢ m3a. — Mocksa : PUOP : UHOPA-M, 2023. — 400 c. — (Bsicmee
oOpaszoBanue). — DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-369-01759-3. - Tekcr :
anekTpoHHbId. - URL: https://znanium.ru/catalog/product/1912992 (nara o6pamenus: 26.02.2024).

3. Kazapun O. B., 3a6a0ypun A. C. [IPOTPAMMHO-AIIITAPATHBIE CPEJACTBA
3AIIUTBI UHOOPMAILIMU. 3ALIUTA ITPOI'PAMMHOI'O OBECIIEYEHUS. Y4eOHuk u
NPAKTUKYM JUIsl By30B [OnekTpoHHbBIM pecypc] , 2020 - 312 - Pexum pocryma:
https://urait.ru/book/programmno-apparatnye-sredstva-zaschity-informacii-zaschita-
programmnogo-obespecheniya-452368

7.2 [ononnumenvnasa numepamypa

1. Axmapos, I1.Lb. KogupoBanue u 3amura mHbopmanuu : ydeOHoe mocoodme / I1.b.
AxmapoB .— IxkeBck : ®I'BOY BO IMxesckas I'CXA, 2016 .— 136 c¢. — URL:
https://lib.rucont.ru/efd/363163 (marta o6pamenuns: 16.02.2024)

2. Beenenne B kpunrorpadguio : YuyeOHoe mocobue [DneKTpoHHBIH pecypc]

WznatensctBo ®OPYM |, 2020 - 240 - Pexxum nmoctyma: https://znanium.com/catalog/document?
1d=345516

3.  IIporpammMHo-amnmapaTHas 3aiiuTa WHpopMamuu : YueOHoe mocodue [DICKTPOHHBIN
pecypc] :  WMsmarenbctBo  DOPYM |, 2019 - 352 -  Pexum  jgocryna:



https://znanium.com/catalog/document?id=340852

7.3 Pecypcovt ungpopmayuonno-menekommynuxkayuonnou cemu "UHnmepnem',
6KNI04as npogeccuonanvuvie 0a3vl OAHHLIX U UHOOPMAUUOHHO-CHPAGOUHDbLE
cucmembol (npu HeobX00UMOCmMU):

1. CIIC Koncynpraatllmtoc - Pexxum noctyma: http:// www.consultant.ru/

2. OnexktponHas Oubnuoreunas cucrema ZNANIUM.COM - Pexum pocryna:
https://znanium.com/

3. DOnexrpoHHo-OmOMmMoTeyHas cuctema "ZNANIUM.COM"

4. DnextpoHHO-OMOMMOTEeYHast cucreMa "PYKOHT"

5. DOneKTpOHHO-0MOIMoTeuHast cuctemMa usgatenberBa "HOpaiit" - Pexxum mocryna:
https://urait.ru/

6. Open Academic Journals Index (OAJI). [Ipodeccuonanbhas 6a3a maHHBIX - Pexxum
noctyma: http://oaji.net/

7. [Ipesunentckass Oubnmoreka uMm. b.H.Enpumna (6a3a [gaHHBIX pa3iMYHBIX
npodeccrnoHambHBIX o0macTeil) - Pexxum nocryna: https://www.prlib.ru/

8 MarepuajbHO-TeXHHYECKOEe o0ecreyeHue AUCHMIUIMHBI (MOAYJis) W TepeYeHb
HH(OPMAIMOHHBIX TEXHOJIOTHii, HCIO/Ib3yeMbIX MPH OCYILIECTBJICHHH 00pPa30BATEJILHOIO
npouecca no AUCHMILINHE (MOYJ/II0), BKJIKOYAs NepevyeHb MPOrPpaMMHOro odecreyeHust

OcHOBHOE 000PYI0BAHUE:

- Byanp-I'eHepaTop akycTHYeCKMX M BUOPOAKYCTHUECKUX TOMEXOBBIX CUTHAJIOB

- Mynbtr. menuiinblii koMriekT Ne 2: IIpoekrop Panasonic PT-LX26HE, mortonounoe
kperuienue Tuarex Corsa, kieMMHbINH Moy Kramer WX -1N, konnektop VGA, 3kpan Lumien
Ecopicture

- [lepconanbublii komnbioTep Nel "B-tronix professional 3872\2015"

Cmapt-AB (Ha ©Oaze CKM-21.2)- IlporpammHo-anmapaTHbIi KOMIUJIEKC OLEHKU
3QGEKTUBHOCTH  3aIUUTHl  peuyeBOM HMHPOpPMALMM OT YTEUKH IO aAKyCTUYECKOMY U
BUOPOAKYCTHYECKOMY KaHaJaM

- Conara-P3.1 CpenctBo akTMBHOM 3amIuThl MHPOPMAIIMK OT YTEYKH 32 CUET MOOOYHBIX
AIIEKTPOMArHUTHBIX KOJICOAHUH U HAaBOJOK
- Cnextpoananuzarop [FR2397

[TporpaMMHOe oGecrieueHue:

- Microsoft Windows 7 Ultimate Russian
- VMware Workstation 9 for Linux andWindows
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1 Ilepeyenb popMHEpyeMbIX KOMIIETEHIHIT

Hassanne OITOIT BO,
COKpAII[EHHOE

Konx 1 popmynipoBKka KOMIIETCHITH

u

Kon u ¢hopmynipoBKka HHANKATOPA JOCTHKEHHS
KOMIIETEHIIUH

09.03.02 «Madopmar
WOHHBIC CHCTEMBI U TE
XHOJIOTHI
(B-UC)

OIIK-1 : CnocobeH NpuMEeHSITh eCT
€CTBEHHOHAYYHbIC M OOLICHHXEHED
HBIE 3HAHUS, METOIBI MaTEMaTH4YEC
KOTO aHaJIN3a M MOJICITNPOBAHMS, TC
OPETHUYECKOTO U IKCIIEPHMEHTAIIEHO
T'O UCCIICIOBAaHUS B TPOQECCHOHANb
HOMU JeATeNbHOCTU

OIIK-1.2k : Pemaet npodeccuoHaibHble 3a/1a41
C IPUMCHEHNEM €CTECTBCHHOHAYYHBIX U OOLIECHH
KEHEPHBIX 3HaHUH

OIIK-2 : CiocoOeH MOHMUMATh MPH
HITUIIBI paOOTHI COBPEMEHHBIX HH(O
PMAaIMOHHBIX TEXHOJIOTHI U TIporpa
MMHBIX CPEJICTB, B TOM YHCJIE OTE€UE
CTBEHHOTO MIPOU3BOJICTBA, H UCIIONb
30BaTh UX [PU PELICHUH 33714 IIPO
(eccHOHATBHOW eI TENBHOCTH

OIIK-2.2k : Ucmonb3yeT coBpeMeHHbIe HHpopMa
[IMOHHBIC TEXHOJIOTUHU U IPOTPAMMHBIE CPEIICTBA,
B TOM YHCJI€ OT€YECTBEHHOTO TIPOU3BOJICTBA, JUIS
pemenust 3a1a49 npodecCHOHATEHON e TETLHOCT
u

OIIK-3 : Crioco6eH peniath cTaHma
PTHBIE 3a/1a9H IPo(ecCHOHANTBHO
JIeATeIbHOCTH Ha OCHOBE HH(pOpMA
LUOHHOU M O6ubIHnorpaduyeckoit Ky
JBTYPBI C IPUMEHEHHEM HH(OopMarl
HNOHHO-KOMMYHHKAIIHOHHBIX TEXHO
JIOTHH ¥ C y4ETOM OCHOBHBIX TPeOo
BaHWH HH(POPMAIIMOHHOH Oe30macH
OCTH

OIIK-3.1k : IlpumeHseT NpUHLUIIBL, METO/BL U CP
€/ICTBA PEIICHUS CTAaHAAPTHBIX 33/1a4 Ipodeccro
HaJIbHOM AEATEIHHOCTH Ha OCHOBE HH(OPMALOH
HOI 1 OubIHOrpaguuecKoil KyJabTyphl ¢ TPUMEHE
HHEM HH(POPMAIIMOHHO-KOMMYHHKAI[HUOHHBIX TEX
HOJIOTHH U C Y4E€TOM OCHOBHBIX TpeOOBaHHU HH(
OpMaI[OHHON 0€30MacCHOCTH

[IKB-4 : CriocobeH ocyIIecTBIATh
ynpaBJeHUe (BBIIOIHATE pabOTHI IT
0 00CITy’)KHBaHUIO) JIOCTYIIOM K PO
IpaMMHO-AIIIapaTHEIM CPEICTBAaM 1
H(pOPMAIIMOHHBIX CITykK0, MOHHTOP
HHT COCTOSHHS 000PYy/I0BAaHHS U YU
€T 0TKa30B 000py10BaHHS HH(POKO
MMYHHKAIHOHHOW CHCTEMBI

[IKB-4.1x : YopasisieT 10CTyIIOM K IPOrpaMMHO
-annapaTHbIM CpPeACTBaM HH()OPMALMOHHBIX CITy
#0 NH(OOKOMMYHHUKAIMOHHON CHCTEMBI

Komnerenmus cunraercst cOpMUPOBAHHOM Ha JTaHHOM 3Tale B ClIydae, €ClIi MOTy4YeHHBIE
PE3YIbTAaThI O6yquI/I$[ 10 JUCHUIINIMHE OLCHCHBI IIOJOXUTCIBHO (I[I/I&H&?;OH KPHUTCPHUCB
OLICHMBAHUSI PE3YJBTATOB O0YUEHHS «3aU4TCHOY, «YIOBIECTBOPUTEIBHOY, «XOPOIIO», KOTIMIHOY). B
CIyd4ac OTCYTCTBUA MMOJI0KUTEIbHOM OLCHKM KOMIICTCHIIMA Ha JaHHOM DJOTall€ CUYHUTACTCA
Hec(OPMHUPOBAHHOM.

2 [loka3aTe/ U OlleHUBAHUS NJAHUPYEMBbIX Pe3yJIbTATOB 00y4YeHHUs

Komnerenuus ITKB-4 «CriocoGeH oCyIIeCTBIATh yIIpaBlieHHE (BBITOTHATH PaOOTHI 1O
00CITy>KMBaHHUIO) TOCTYIIOM K IMMPOTPaMMHO-aNNapaTHBIM CPeACTBAM WH()OPMAITMOHHBIX CITYXKO,
MOHUTOPHHT COCTOSTHUS 000py/I0BaHUS U YUET OTKa30B 000pYyJ0BaHUS HH(POKOMMYHHKAIIMOHHOMN
CHCTEMBD»

Ta6muma 2.1 — Kpurepuu OolleHKH WHIUKATOPOB TIOCTHKEHUS KOMITCTCHIIHH

Pe3ynbraTel 00y4eHUs 10 TUCIUTUINHE

Kon u popmynmupoBKka HHAMKAT Kputepuu oneHuBaHus pe3ysbT




opa JOCTHXKEHUSI KOMIIETEHI[U K T aToB O0yUCHUS
u
on
I
pe Pesynbrar
pe
3_
3_
Ta
Ta
ITKB-4.1x : YrpaBusieT JOCTyT o CcopmupoBasiieecst CHCTEMAT
P 3H | COBPEMEHHBIX TEXHOJOTHH, MET
OM K NPOrpaMMHO-aNNapaTHbIM UYECKOe 3HaHHE COBPEMEHHBIX
J | aH | o&muk M cpencTB 3amUTHl HHPOP N
cpencTBaM MH(GOPMALIMOHHBIX C 9 e | maunm TEXHOJIOTUH, METOAUK U CPEACT
Ty>k0 MH(POKOMMYHHKAIIMOHHO Ba 3aIIUTHI HHPOpPMALINH
1 CHCTCMBI P 4 CcopmupoBasireecst CHCTEMAT
1™ YIpPaBIATh HHGOPMAIIMOHHOM O | MuYeckoe yMEHHE yIpaBIsTh HH
10 | €1 | esomacHocTbio Opramusaiuu (hopMaIoHHO 6€30MacHOCTb
ue 10 OpraHu3aluu
H CdopmupoBasieecst cucreMar
P BIIAJICHUS] METOJJaMH OIICHKH PH
aB . MYECKOe BIAJICHHE METOJAMH O
a CKOB MH(OPMALMOHHOM Oe30ma
BI L[EHKH PUCKOB HH(POPMAIMOHHO
11 CHOCTH .
K i 6ezomacHOCTH

Komnerennus OIIK-1 «CniocobeH NpuMeHsATh €CTeCTBEHHOHAYYHbIE U OOIEHH)KEHEPHBIE
3HaHUS, METOJbl MATEMATHUYECKOI0 aHAJIN3a U MOJIETTUPOBAHUS, TEOPETUUECKOTO U
HKCIEPUMEHTAIBHOTO UCCIIEJOBAHUS B MPO()ECCHOHAIBHON AEATEIBHOCTI

Ta6JII/II_Ia 22— KpI/ITCpI/II/I OLICHKU MHAUKATOPOB JOCTUKCHUA KOMIICTCHIIUN

Pe3ynpTaTel 00y4eHHS 1O TUCIUILTHHE
K T
Kon u popmynmpoBKka HHAUKAT " Kpurepuu orieHHBaHUS pe3yibT
Opa IOCTIKEHHs KomneTeHuun | 04 | aToOB 00yUYeHUS
pe Pesynprar
pe
3_
3_
Ta
Ta
OIIK-1.2k : Pemaet npodeccuo CcopmupoBasieecst CHCTEMAT
HaJIbHbIE 33/1a4M C NpUMeHeHue | P 3H | COBpPEMEHHBIX 3aKOHOB, CTaHJa | MYECKOE 3HAHHUE COBPEMEHHBIX
M €CTECTBEHHOHAy4HbIX 1 o0me | J[ | aH | proB, METOZOB M TEXHOJOTHH B 3aKOHOB, CTaHAAPTOB, METO/IOB
WHXEHEPHBIX 3HaHUI 1 ue | obmactu 3ammTsl nHGOpPMaNUH Y TEXHOJIOTHH B 00JIACTH 3aIIUT
bl HHPOPMALIUU

Komnerenmus OIIK-2 «Crnioco6eH NoOHUMAaTh MPUHIIUITBI PAaOOTH COBPEMEHHBIX

MH(POPMALIMOHHBIX TEXHOJIOTHH U MIPOrPaMMHBIX CPEJCTB, B TOM YHCIIE OTEYECTBEHHOTO
MIPOM3BOJICTBA, U MCIIOJIL30BATh UX MPH PELICHUH 33134 MPO(hecCHOHANBHON A TETHbHOCTI

Ta6mmma 2.3 — Kpurepuu OlleHKH WHIUKATOPOB TIOCTHKEHUS KOMITCTCHITHH

PesynbpraTel 00y4eHHUS [0 AUCIUILTIHE
K T
Kon u popmynmupoBka HHAUKAT " Kpurepuu orieHHBaHUS pe3ynbT
Opa IOCTIKEeHMs KoMneTeHuuu | O | aToB 00yUeHUS
pe Pesynbrar
pe
3_
3_
Ta
Ta
OIIK-2.2k : Mcnionb3yeT coBpe P 3 CdopmupoBasiieecs cucTeMar
MEHHbIE HH(POPMAIIMOHHBIE TEX | an TpeOOBaHUi K 3amure HHGOPM MUYECKOE 3HAaHNE TPEOOBaHUN K
HOJIOTHH H TIPOTPAMMHBIE CPenC | de | UMM ONUPENENEHHOTO THIIA 3amure nHGopManuu onpeeie
TBA, B TOM YHCJIC OTEYECTBEHHO HHOTO THIIa
TO TIPOM3BOACTBA, JUIS PEIICHUS




3a7a4 npodeccCHOHANBHOI JesT
CIEHOCTH

CdopmupoBasieecst cucreMar

HNYCCKOC YMCHHUE HCII0JIb30BATH

COBPEMEHHBIE IPOrPAMMHO-ATIIT
apaTtHble CPECTBa 3aIIUThI HH(}
opMaluu

Y | ucnons3osats copeMenHbIE TP
M | orpamMmHO-ammapaTHBIC CPEACTB

€H | a 3ammThl HHOOPMAIUU
ue

W T4 =

Komnerenmus OIIK-3 «CniocobeH pemats cTaHIapTHBIC 3a/1a4d TPodecCHoHaTbHON
JESITEIbHOCTH Ha OCHOBE MH(GOPMAIIMOHHON 1 OMOIMOrpaduieckoi KylIbTyphl C IPUMEHEHHEM
WH(HOPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUN M C YI€TOM OCHOBHBIX TPEOOBaHUI
nH(pOpMaITMOHHOM 0€30MMacHOCTH»

Tabnuna 2.4 — Kpurepun o1ieHKA HHARKATOPOB TOCTHKEHUS KOMITIETCHIIUN

Pe3ysipraThl 00y4eHHS IO TUCIUILTHHE
K T
Kon 1 popMymupoBKa HHAUKAT - Kpurepun olieHUBaHUS pe3yIbT
opa JI0CTHKeHus KomneTenun | O4 | aToB 00yueHUsI
pe Pesynprar
pe
3_
3_
Ta
Ta
OIIK-3.1k : [Ipumensier npun v
p PHHIL P CcopmupoBasreecst CHCTEMAT
HIIBI, METOJIBI K CPEIICTBA PEIIIC M obecreynBath 3auTy HHPOPM
a WYecKoe yMEeHue 00ecreunBarTh
HUsI CTaHIAPTHBIX 33124 npode eH | amuu
. 4 3aIIUTy HHPOPMAIIUU
CCHOHANBHOM JICATEIbHOCTH Ha ue
gCHOBe HHq)OPMaLVIHOHHOH 1 01 P H BTACHIA COBPEMEHHBIMH METO CoopMupoBaBIIEecs CHCTEMAT
MHOrpaduIECKON KyIbTypbI C i aB T —— HAYECKOE BIIAJICHUE COBPEMEHH
MPUMEHEHHEM HH(OPMAIIHOHHO s BI BIMH METOZIaMHU 0becIiedeHus 3a
-KOMMYHHKAIIMOHHBIX TEXHOJIOT K (Gopmanyn IHTE! HHGOPMALIH
uil ¥ ¢ y9eTOM OCHOBHBIX Tpe0o
Bammit MHGOPMALMOHHOH Gezon | P 3n Ccopmupoasmieecst CHCTEMAT
ACHOCTH 1| an COBPEMEHHBIX METOJIOB M CPENIC | HYecKoe 3HAHHE COBPEMEHHBIX
6 e | TB 3QUTHL uHpopmarum METOJIOB M CPEJICTB 3alIATHI HH
(hopmarn
P Y Cchopmupoasmieecst CHCTEMAT
1 M AQHAJIM3UPOBATh NHPOPMALIMOHH | HYeckoe yMEHHE aHAIH3UPOBAT
. €H | yro 6€30IacHOCTh OpraHM3alNH | b HH(GOPMAMOHHYIO OE30ITacHO
ne CTh OpraHU3aInu
CcopmupoBasiieecst CHCTEMAT
H | BnajgeHus COBpEeMEHHBIMH TEXH
P MYECKOE BIIaJICHUE COBPEMCHH
aB | OJOTMSAMHM M METOIaMH obecred
I . BIMHU TEXHOJIOTHSIMU M METOZaM
Bl eHMs THPOPMAIMOHHOW Oe301ma
8 u obecrieueHust HHHOPMAIMOHH
K CHOCTH OpraHH3aluu .
0oif 0€30I1aCHOCTH OpTaHU3aINN

Tabnuna 3anoiHsAeTCsl B COOTBETCTBUU C paznenoM 1 Paboueit mporpammbl AMCHMITIIUHBI
(Momyms).

3 IlepeyeHb OLIEHOYHBIX CPE/ICTB

Ta6mmma 3 — [lepeueHb OIIEHOYHBIX CPEACTB MO TUCIUILTAHE (MOIYIIIO)

HaunMeHOBaHHE OIIEHOYHOTO CPECTBA U TP
encrasienne ero B DOC

KonTtponupyemslie TeMbl
JIUCIUTINHBI

KonTponupyemsle mianupyemsie pe3y

IIpomexxyTouHas art
JBTATHl 00yIEeHHS

Texkymui KOHTPOIb
Y ™ TECTAIHS




OuHas popma oOydeHuUs

P11 3HaHue : COBpeMEHHBIX 32 | 1.1. Benenue B undopm | IlpaxTuueckas pabo Cobecenonatie
KOHOB, CTaHAApTOB, METO aIOHHYI0 0€30MacHOCTh Ta
JIOB M TEXHOJIOTHH B 00J1a TR,
CTH 3aIUTHI HHOPMAIHN < L /PUMCHCHHC ““@OE’
MAaIMOHHBIX TEXHOJIOTHH
715 u3y4deHus BorpocoB o | IpakTudeckas pabo
A Y P P P CobecenoBanue
PraHU3aIIOHHO-TIPAaBOBO Ta
ro obecriedeHNs MHHOPM
aIIMOHHOH 0€30I1acCHOCTH
1.3. IIpaBoBOe obecmeueH
N ITpakTuyeckas pabo | CobecenoBanue
ne nHhOopMaIMOHHON 03 a
OIIaCHOCTH
P2 3nanue : TpeboBanmii k 3a | 1.3. IIpaBoBoe obecreueH
. [Ipaktuueckas padbo
mure nHdopManuu onpes | ue nHpopMaluOHHON 6e3 a CobecenoBanue
CJICHHOTO THIIA OIACHOCTH
1.5. OpranuzanoHHOE O
p 1 IMpakTudeckas pado
OecrieueHne HHPOPMAIIUO a CobecenoBanne
HHOU 06€30IacHOCTH
1.6. Peanu3zarust paboThl
A P INpakTHdeckas pado
HHPPACTPYKTYPHI OTKPHIT a CobGecenoBanue
BIX KITFOUEeH
P13 YMeHue : UCIoJIb30BaTh C 1.4. Vicnionb3oBaHKe KpUII
INpakTHyeckas pado
OBpPEMCHHBIC IIPOrPAMMHO | TOTpadUUecKHx CpPeacTs 3 a CobecenoBanue
-anmapartHble CpeICTBa 3a | AIIUTHI HH(OpMAaIIH
IATE! HHOPMAIHH 1.7. TexHMYECKHE CPEACT
[Ipaktuueckas padbo
Ba M METOJbI 3aIUTHI UH a CobecenoBanue
(dhopmaruu
1.9. IlporpaMmHo-anmnapa
THBIE cpecTBa U Metonbl | [IpakTndeckas pabo
ped A P p CobecemoBanue
oOecrieyenust uHpopma | Ta
OHHOIi 6e30nacHOCTH
1.10. Hactpotika 6e3omac
IMpakTudeckas pado
HOTO CETEBOrO COC/IMHEHH | CobecenoBanue
st
1.12. AaTHBHUpYCHBIE Cpe TIpakTiyeckas pado
ACTBa 3aWKThl MHpOpMAL | . CobecenoBanue
uu
P4 Ymenue : obecnieunBath 3 | 1.4. Micnonb3oBaHue KpHIl
IpakTHyeckas pabo
amuTy nHGopManuH TOrpaUIecKuX CPeacTB 3 a CobecenoBanue
aIuTH HHQOpMAaIH
1.5. Opraau3anuoHHOE O
P 1 [IpakTuueckas padbo
Oecrieuenne HHPOPMALIUO a CobecenoBanue
HHOU 06€30IacHOCTH
1.6. Peanmu3arust paboThI
WA P INpakTudeckas pado
HHPPACTPYKTYPHI OTKPHIT a CobecenoBanue
BIX KIItOUeH
1.7. Texuuueckue cpeacT
INpakTryeckas pado
Ba U METOJIBI 3AIIUTHI HH ra CobecenoBanue
(dopmarm
1.9. IIporpamMHo-anmapa
THBIC cpesicTBa 1 MeTonbl | [lpakTuueckas pabo
pei A P P CobecenoBanue
obecnieyeHus nadopmarm | Ta
OHHOI1 Oe30macHOCTH
1.10. Hactpoiika 6e3omac
[Ipaktuueckas padbo
HOTO CETEBOTO COC/IMHEHH | CobecenoBanue
s
1.12. AaTHBHpYCHBIE Cpe
Py P IpakTudeckas pado
JICTBA 3aIIUTH HHPOPMAI CobecenoBanue

nn

Ta




P15

Hagebik : B1anenus cope

1.7. Texnuueckue cpeacr

[IpakTuueckas padbo

MEHHBIMHA METOJaMU 00eC | Ba M METOIBI 3aIIUTEHI MH CobecenoBanue
Ta
MeYeHUs 3aUuThl HHOpM | (dopmaruu
arnn 1.8. CpencrBa creranorpa
-0 Lbelt P IMpakTudeckas pado
¢bum a7st 3amuTH HHGOPM a CobecenoBanue
aryu
1.9. IlporpammHo-amnmapa
THBIC CPEACTBA U MCTOIbI HpaKTH‘leCKaﬂ pa6() Cob
obecnieyenus uHdopmany | ta 00€CENOBAHUC
OHHOI 0€30MacHOCTH
1.10. Hactpoiika 6e3omac
IMpakTudeckas pado
HOTO CETEBOrO COC/IMHEHH | CobecenoBanne
st
1.11. Kpunrorpadpuyecku
P pag INpakTryeckas pado
€ METO/IbI 3aIIUTHI HHPOP a CobecenoBanue
MaIiH
1.12. AHTUBUpPYCHBIE CpE
Py P INpakTHyeckas pabo
JICTBA 3aLIUTHI HH(pOpMAII a CobecenoBanue
1704
pJi6 3HAHHUE : COBPEMCHHBIX M 1.1. Beenenue B uabOpM INpakTHdeckas pado
CobecenoBanue
€TOJOB U CPEICTB 3aLUUTHL | aOHHYIO 0€30TaCHOCTh Ta
uHpopManuu
Gop 1.4. Ucnonp30BaHue KPUII N 5
pakTu4eckas pabo
TOrpaguIecKux CpeacTs 3 a CobecenoBanue
aIuTH HHGOpMAaLUH
1.6. Peanmu3anust paboTHI
LA p IpakTudeckas pabdo
HHQPPACTPYKTYPHI OTKPHIT a CobecenoBanne
BIX KJTIOYEH
1.7. Texuuueckue cpeact
Ba ¥ MCTOJbI 3allUTHI NH HpaKTquCKaﬂ pa60 C06GCGZ[OB3HI/IC
(popmanuu Ta
Pa7 ‘YMeHue : aHanmu3upoBaTh 1.5. OpranuzannoHHoe 0 Tpaxtuaecxas pao
WHPOPMALIMOHHYIO Oe30m | OecriedeHre HHPOPMAIUO CobecenoBanue
Ta
ACHOCTH OpTaHU3aAINH HHOU 0€30IacHOCTH
1.6. Peanmu3ariust paboThI
A P INpakTryeckas pado
HHQPPACTPYKTYPHI OTKPHIT a CobecenoBanue
BIX KJTIOUEH
1.7. Texaudeckue cpeact
pen IpakTHyeckas pabo
Ba M METOBI 3aIIUTHI UH a CobecenoBanue
(dhopmarnmu
1.9. IlporpaMmHo-anmnapa
THBIC Cpe/icTBa U MeTobl | IlpakTHueckas pabo CobeceoBatie
obecrieueHust vHpopManu | Ta
OHHOI1 6€30IacHOCTH
P8 Hasbik : BnageHus cospe 1.4. Mcnionb30BaHKE KpHUIL TpaxTiueckas paco
MCHHBIMH TEXHOJIOTHSAMH TOrpa(UIecKUX CPeaCTB 3 a CobecenoBanue
1 MeToamu o0ecriedeHrs: | amuThl HHpopMau
HHPOPMALMORHOI 6e301a || 5 OprapmsaumonHoe o a 5
aKTH4IecKas pabo
CHOCTH OpraHu3alnu OecrieueHre HHPOPMAITIO Tap P CobecenoBanue
HHOU 0€301acHOCTH
1.9. IlporpammHo-anmnapa
THBIC cpesicTBa 1 MeTonbl | [IpakTmueckas pabo Cobecenoparie
obecrieyeHns vHGopMany | Ta
OHHOW 0€30MacHOCTH
1.10. Hactpoiika 6e3omac
INpakTHyeckas pabo
HOIO CETEBOrO COCAUHEHH | CobecenoBanue
s
1.11. Kpunrorpagpuyecku
P pag [IpakTnueckas pado
€ METOJIbI 3alIUThI HHPOP CobecenoBanue

Maluu

Ta




P9 3HaHwue : coBpeMeHHbIX Te | 1.4. Mcnons3oBaHue Kpun Tpaxtuucckas paco
XHOJIOTUH, METOJUK U cpe | TorpaduuecKux cpeicTs 3 a CobGecenoBanue
JICTB 3alIUTHI MHGOPMALK | amuThl HHGOpMaIK
1 1.6. Peanm3anns paGoTs!
IMpakTudeckas pado
HHPPACTPYKTYPHI OTKPHIT a CobecenoBanue
BIX KJIIOU€il
1.7. Texuuueckue cpeacT TpaxTiaeckas pa6o
Ba M METOJIBI 3aITUTHI HH ra CobecenoBanue
(dopmarn
1.8. CpenctBa creraHorpa TpakTuucckas paco
WM JUTS 321U TEl HHPOPM obeceoBaHme
Ta Cobd
anuu
1.9. IlporpaMmHo-anmnapa
THBIE Cpe/cTBa U MeToabl | IIpakTHueckas pabo CobeceoBatie
obecrieueHust vHpopManu | Ta
OHHOM 6e301acHOCTH
1.10. Hactpotiika 6e3onac | IIpaktudeckas pado
HOTO CETEBOr0 COCIUHEHH | Ta CobecenoBanue
s
1.11. Kpunrrorpagpuueckn TpaxTiaeckas pa6o
€ METO/IbI 3alIUTHI HHPOP a CobecenoBanue
MaIruu
1.12. AHTUBUPYCHBIE CpE IpaxTaaeckas paco
JICTBA 3alIUTHI HH(pOpMAILl a CobecenoBanue
uu
P10 YMeHue : ynpasisTe HHG 1.5. OpraHu3aioHHOe 0 Tpaxtuueckas pao
OpMalMOHHON 6e30macHo ecrieyeHre HHQopMaImo obeceoBaHme
0 0 a Cob
CTBIO OpTraHU3alUH HHOH 6e30macHOCTH
1.6. Peanm3anns paboTs Tpaxtuaccxas paco
HHPPACTPYKTYPHI OTKPHIT a CobecenoBanue
BIX KIItOUeH
P11 HaBrIk : Bi1azieHHs METO/T 1.6. Peanu3zarust paboThbl TpaxTiaeckas pa6o
aMH OICHKH PUCKOB HH(PO | HMHPPACTPYKTYPHI OTKPHIT a CobecenoBanue
pMaInuoHHOM 6e30macHoC BIX KITFOUEH
™ 1.9. TIporpaMmMHo-anmapa
THBIE cpecTBa U MeTonpl | [IpakTHueckas pabo Cobecenoparie
obecrieyeHns vHGoOpMany | Ta
OHHOI1 Oe30macHOCTH
1.10. Hactpoiika 6e3omac TpaxTuucckas paco
HOIO CETEBOrO COCAUHEHH | CobecenoBanue
s
1.11. Kpunrorpaduyuecku Tpaxtuucckas paco
€ METO/IbI 3alIUTHI HHPOP a CobecenoBanue
Manuu
1.12. AHTUBHpYCHBIE CpE TpaxTieckas pa6o
JICTBA 3aIIUTHI HHPOPMAI a CobecenoBanue
uu

4 Onucanne mpoueaypbl OlleHUBAHUS

KauectBO cpopMHUpPOBAaHHOCTH KOMIICTCHLMH Ha JaHHOM JTale OICHUBACTCS IO
pe3ynLTaTaM TCKYIIII/IX u HpOMe)KYTO'-IHI)IX aTTCCTaHI/II\/II HpI/I IIOMOIITN KOHI/I‘ICCTBGHHOI\/’I OILICHKU,
BBIPOKCHHOW B Oayutax. MakcuMajbHas cymMMa OayuloB MO AMCIUILIMHE (MOIyda0) paBHa 100
oayuam.

Bup yue6Hoii estensao | OLICHOUHOE CPEACTBO

CTH CobecenoBanue

[pakTiueckue padoOTHI Hroro

Jlexun 10 10




[IpakTrueckue

60 60
3aHATUA
IIpomexyTouHas aTTecta 20 20
ous
gaMOCTO}ITCHBHaH pabor 10 10
Hroro 40 60 100

CymmMa 6ainsioB, HAOpaHHBIX CTYAEHTOM IO BCEM BUIAM y4eOHOW JEATENbHOCTH B paMKax
JTUCITUTLIMHBL, IEPEBOUTCS B OLIEHKY B COOTBETCTBHUHU C TaOIHUIICH.

CymMma OaiioB

10 JUCLUITIIMHE

O1eHKa 10 IPOMEXY
TOYHOHU aTTeCTaluu

XapaKTepI/ICTI/IKa KadueCTBa C(bOpMPIpOBaHHOCTI/I KOMIICTCHIUHU

«3a4TeHOY /

CTyaeHT 1eMOHCTPHUPYET CHOPMHPOBAHHOCT JUCIUILUTHHAPHBIX KOMIIETEHINH, 00
Hapy>XUBaeT BCECTOPOHHEE, CHCTEMAaTHUECKOE U NIyOOKoe 3HaHHE y4eOHOro MaTep
1aJla, yCBOMJI OCHOBHYIO JIUTEPATypy U 3HAKOM C JONOJIHUTEIBbHOU JIUTEpaTypol, pe

«HEYOBIIETBOPUTEND
HO»

ot 91 70 100 «OTIIUYHO» KOMEHJIOBAaHHOM MPOTpaMMOid, yMeeT CBOOOTHO BBITIONHATH MPAKTHUCCKHIE 3aTaHMs,
MIPEIyCMOTPEHHBIE IPOTPaMMOi, CBOOOIHO ONEpHpyeT NPHOOPETEHHBIMH 3HAHUSIM
Y, YMEHUSIMU, IPUMEHSAET UX B CUTYalLUsIX MOBBIIIEHHOH CI0KHOCTH.
CTyneHT AeMOHCTPHPYET CPOPMUPOBAHHOCTD AUCHHUILTHHAPHBIX KOMIIETCHIUIA: OC
ot 76 10 90 «3a4TeHO» / HOBHBIC 3HAHUSA, YMEHUSA OCBOCHBI, HO JIONYCKAIOTCS HE3HAYUTEIbHBIC OLHvl/I6KI/I, HET
«XOPOIIO» OYHOCTH, 3aTPYTHEHUS [IPU aHAJTUTUYECKUX OINEpalusix, IEPEHOCE 3HAHUM U YMEHHU
Y Ha HOBBIC, HECTAHJAPTHHIC CUTYallUH.
CTyneHT 1eMOHCTpUpyeT chOPMUPOBAHHOCTh AUCIUIUIMHAPHBIX KOMIIETCHIUH: B X
«3a4TeHO» / 0J1¢ KOHTPOJIEHBIX MEPOIIPUSITHH JOMYCKAIOTCS 3HAYUTENbHBIE OIIMOKH, IPOSIBIISIETC
ot 61 o 75 «YJIOBJIETBOPUTENLH s1 OTCYTCTBHE OTJICJIbHBIX 3HAHUI, YMEHUN, HABBIKOB 110 HEKOTOPBIM JUCHUIUITMHAPH
o» BIM KOMIIETCHIIVSIM, CTYICHT HCIIBITBIBACT 3HAYNUTEIBHBIC 3aTPYIHEHUS IIPU OLIEPHUP
OBaHMHU 3HAHUAMHU M YMEHUSAMHU IPU UX TIEPEHOCE HA HOBBIEC CUTYALIUH.
«HE 3a4TCHOY /
or 41 10 60 S — VY crynenra He C(bOIiMHpOBa}{LI JHCLHUIIIIMHAPHBIC KOMIICTCHIIUH, TIPOSBIICTCS HENO
CTaTOYHOCTDH 3HAHWW, YMCHHUH, HABBIKOB.
HO»
«HE 3a4TEHOY /
ot 0 110 40 JIMCUMIUTHHAPHBIC KOMIIETCHIIMH HE c(hopMHUpOBaHbL. [IposIBIsSETCSA MONHOE HIIH

MPAKTUYCCKHU MMOJIHOC OTCYTCTBUE 3HaHHfI, yMeHHfI, HAaBBIKOB.

S IlpumepHBIe OLICHOYHBIE CPeACTBA

5.1 IlpumepHBbIii IepevyeHb BONPOCOB M0 TeMaM

Tema 1. BBenenue B nHpopManmoHHy0 6€301aCHOCTh

FONY XN AW =

—_— —

Oes3omacHocTH?

_
N

Yro takoe nHpopMalMOHHAsE 6€30MaCHOCTH?

[lepeuncnanre OCHOBHBIE YTPO3bl HHYOPMAIIMOHHON 0€301TaCHOCTH.
Kakue cymiecTByroT MoJien HHPOPMALMOHHON Oe30macHOCTH?
Kakune meTobl 3auThl HH(GOPMAIMU BBIIENAIOT?

Urto Takoe mpaBOBBIE METOBI 3AIUTH HH(MOpMAITUN?

Yro Takoe opraHu3alMOHHbIE METO/IbI 3aLIUTHI HH(pOpMaLUN?

Yro Takoe TEXHUYECKUE METO IbI 3alIUThI HH(pOpMaIn?

Yro Takoe mporpaMMHO-anapaTHbIE METO/IbI 3alIUTEl HHpOpMaLUn?
Yro Takoe Kpunrorpaduyeckrue MeTo bl 3alUThl HHPOpMALUU?

Uro Takoe GU3HUYECKUE METOBI 3alTUTHI HHPOpMAITUH?

Kakue riaBHble rocy1apcTBEHHbIE OpraHbl B 00JacTH o0ecreyeHuss HHPOPMALMOHHOM

[lepeuncnure BUbI 3alUIIaeMoil HHPOpPMAIIUH.

Tema 2. IIpaBoBoe obecnieyeHrne MHPOPMALTMOHHONW OE30MaCHOCTH
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Kakue ocHOBHBIE 3aKOHBI B 001aCTH 3aIUThl HH(OopManuu B PO?
[Tepeuncnure ocHOBHBIE LieH U 3anaun PD B obnactu obecneyeHust ”HPOPMAITHOHHOM
0e30macHOCTH
Crparerus HalMOHAILHON Oe30macHOCTH. JJokTpruHa MHGOPMAITMOHHONW 0€30MTaCHOCTH.
Yro Takoe KOHpUIEHIIMATIbHA HHPOpMaLKs?
Yro Takoe nepcoHalbHbIe JaHHbIE?
B kakux cimyyasix BO3MOXHO HCIOJIb30BaTh MEPCOHANBHBIE TaHHBIE 03 coriacus
oOmanmarens?
OxapakTtepu3syiite OMoMeTpruecKre JaHHbIE KaK IEPCOHAIbHbIE TaHHBIE.
Uro takoe npodeccuonanpHas Taiina?
Yro Takoe ciry:xeOHas TaitHa?
Uto Takoe koMMepUuecKkas TaiiHa?
Yto Takoe peKuM KOMMEPUYECKON TalHbI?
Yro Takoe rocylapcTBeHHas TaliHa?
OnuiuTe TpaBoOBOM PEKUM rOCYJapCTBEHHOM TailHBI.
®3-149.
®3-152.
®3-98.
®3-390.
®3-395-1.
®3-126.
®3-374 u ©3-375.
[TocranoBnenue npaButenbcTBa Nel119.
Tema 3. Opranu3zanmoHHoe odecreueHne HHPOPMAITMOHHON 0€30acCHOCTH

Kakue ocHOBHbBIE MEXyHApOIHbIE CTAHAAPTHI B 007aCTH HH)OPMALIMOHHON O€30MacHOCTH?

«OpaHnxeBasi KHUTa»
ISO/IEC 15408.
Kak cBs3aHbl MEXKIyHApOIHBIE CTAHIAPTHI U CTaHAAPTHI PD?
I'OCT P ICO/MDK 27002-2012.
'OCT P ICO/MDK 27005-2010.
CTO BP UBBC-1.1-2007. «Aynut nHbOPMAITMOHHONW O€30MTaCHOCTI.
PC BP UBBC-2.2-2009. «MeToauKa OLEHKH PUCKOB HapyIIEHUs! HH()OPMAIIHOHHOK
0€30MacHOCTIY.
ITpuxaz ®@Cb Ne378.
[Tpuxa3z ®CTOK Ne21.
[Tpukaz ®CTIK Nel7.
ITpuxa3z @CTOK Ne31.
[Tpuxa3z ®CTIOK Ne28.
[Tpukaz ®CTIK Ne638.
ITpuka3z @CTIK Ne9.
[Tpuxa3z ®CTIK Nel19.
ITpuxka3s I'octexkomuccuu Nel 14.
PykoBogsmme nokymeHTsl ['octexkoMuccuu.
Meps! 3amUThl HTHPOPMAILIMK B TOCYAAPCTBEHHBIX HHPOPMAIIIOHHBIX CUCTEMAX.
(Meroanueckuit nokymenT ®CTIK).
Yro Takoe noauTHka 06e3omnacHocTu?
Cny»x06a 6ezonacHocTu npeanpuatus. CTpykrypa. OyHKIIUH.
TumnoBast HHCTPYKIUS COTPYIHUKA 110 00ECTICUSHUIO0 NHPOPMALIMOHHOM O€30MacHOCTH.
DOxoHoMHUYecKast pa3Beska. [IpOMBINIIEHHBIHN MIMHOHAXK.
Tewma 4. TexHuueckue cpeicTBa U METObI 3aLTUTHI HHGOPMAITUU



1. Yro Takoe MH)KEHEpHAas 3aIuTa 0OBEKTOB?
2. Kakum crnoco6oM onuchIBaeTCsl MHKeHEpHas 3amuTa. OnucaTh MOJENb.
3. Kakue cpencta NpuMEHSIOTCS U1 3alUThI 1-ro nepumerpa?
4. Kakue cpeacTBa NPUMEHSIOTCA JUIs 3alllUThl 2-T0 epumeTpa’?
5. Kakue cpenctBa mpuMEHSIIOTCS 1)1 3alUTHI 3-r0 IepuMeTpa’?
6. IloxapHble cUTHAJIN3ALINH.
7. OxXpaHHbIE CUTHAIM3AIUN
8. buometpus. buomerpuyeckue XxapakTepUCTUKH.
9. UYro Takoe TeXHMYECKUE KaHAJbl YTEUKH HH(pOpMaIuu?
10. Ilepeuncnure OCHOBHBIE BH/Ibl TEXHUUECKHUX KaHAIOB yTeUKHU HH(popManun?
11. Yro Takoe cnenmpoBepka?
12. Yro Takoe cnenucciaeoBaHue?
13. Yro takoe cnenobdcienosanue?
14. ITlepeuncnure METOJBI 3aIUTHI HH(POPMALIMK OT YTEUKH IO 3pUTEILHOMY KaHaIy.
15. Tlepeuncnute METOIBI 3aIUTH HH(GOPMAIIMU OT YTEUKH IO AIEKTPOMArHUTHOMY KaHaIy.
16. Ilepeuncnure METOIbI 3alUTHI HH(GOPMALIMU OT YTEUKH IO IEKTPHUUECKOMY KaHAIY.
17. Ilepeuncnure METOIBI 3aLUTUTHI HH(GOPMAIIMU OT YTEUKH 10 UHAYKIIMOHHOMY KaHaIy
18. Ilepeuncnure MeTOIbI 3aIIMTHI HH(OOPMALIUK OT YTEUKHU IO MMapaMeTPUIECKOMY KaHaly.
19. Ilepeuncnurte METObI 3aIIUTHI HHPOPMALIUU OT YTEUKH MO BO3AYIIHOMY KaHAIy.
20. Ilepeuncnure METOIBI 3aUTUTHI HH(OPMAIIMH OT YTEUYKH 110 BUOPAITMOHHOMY KaHATYy.
21. Ilepeuncnure METO/bI 3aALIUTHI UH(OPMALMU OT YTEUKH 110 aKyCTOAIEKTPUUECKOMY KaHaIYy.
22. Ilepeuncnure METOJIbI 3aLIUTHI HH(GOPMAIIMK OT YTEUKH [0 ONTUKOAIEKTPOHHOMY KaHaIly.
23. Tlepeuncnure cCpeaCcTBA M METOBI 3AIIUTHI MHPOPMALIUU OT YTEUKH HHPOPMALIUU B
Tes1e()OHHBIX JTUHUSX.
Tema 5. [IporpammHO-anmapaTHble CpPEeACTBa M METOAbI oOecrnedeHus HH(OpMaIMOHHON
0e301MacHOCTH
1. Yro Takoe mporpaMMHo-anmnapaTHble CpeCTBa 3alUThl UH(opMaru?
2. Kaxmne MexaHU3MBI pean3yloT IpOrpaMMHO-aNapaTHBIE CPENICTBA 3alUTh HH(opMaIimn?
3. Kakue koMnbloTepHbIE yTpo3bl 0€30MaCHOCTH CYILECTBYIOT?
4. Yo Takoe cereBas pa3Benka? Kakue MeTobl 3aIlUThI IPOTUB HEE CYLIECTBYIOT?
5. Uro takoe unbekiusa? Kakue Buabl mHbEKIMH cymiecTByoT? Kakre MeToibl 3aIUThI IPOTHUB
HUX CYLIECTBYIOT?
6. Uro Takoe oTka3 B oOcaykuBaHUU? Kakue METO/IbI 3aIIUThI TPOTUB HETO CYIIECTBYIOT?
7. OCHOBHBIE BUJIbI TIPOTPAMMHBIX ySI3BUMOCTEM.
8. Bbaknopsl.
9. Uro takoe nepenonHeHue 0ydepa? MeToabl 3aIHUTHI.
10. Yto Takoe aedekTsl (hopMaTHBIX CTPOK? METO bl 3aIHTHI.
11. Yro Takoe 11e104NCICHHbIE IEPENOIHEHUSA? METoabI 3aIUThI.
12. Omunbxu 06pabOTKH UCKITIOYeHUI. MEeTOIbI 3aIUTHI.
13. Bueapenue komana. MeToabl 3alUTHI.
14. HekoppekTHble 00pabOTKH OIMIOOK. MeTOoAbI 3alIUTHI.
15. TI'oraku. MeToap! 3aIlIIUTHL.
16. BrinmomHeHHe KO/a C 3aBBIIIEHHBIMU MPUBUIICTUSAMU.
17. Araka «YenoBek 1o cepeiuHe».
18. Yto Takoe IP-ciyddpunr? Kakue MeTompl 3alIUTHI MPOTHUB HETO CYIIECTBYIOT?
19. ARP.
20. DHCP.
21. NAT.
22. PAT.
23. IPv4. IPv6.
24. Yro takoe ARP-cniypdunr? Kakue MeToas! 3aUThl IPOTHB HETO CYIIECTBYIOT?
25. Yro takoe DNS Cache Poisoning? Kakue MeTOIbI 3aIIUTHI TPOTUB HETO CYIIECTBYIOT?
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45.
46.
47.

NN R DD

|\ T NG T NG T N T NG T N S S g g e e T T S Sy
GEON-SoxuohRBD=S w0

UYro takoe NetBIOS/NBNS spoofing? Kakue MeToas! 3al1UTHl IPOTHB HETO CYIIECTBYIOT?
VPN.
CornmanbHas UHXEHEpHsI.
®poxa. MeTosr 60psOBI ¢ GPOIOM.
Uro Takoe ¢pummHr? Kakue MeToIbI 3aIUThI TPOTHB HETO CYIIECTBYIOT?
Kapaunar. MeTofp! 3aluThl OT KapAHHTA.
Darkweb.
DMZ.
AHOHUMA3EPBHI.
[Tpokcu-cepsepsl.
PesepBHOe KomupoBaHHeE.
Honey pot.
DLP-cucremsl. SIEM-cucteMmsl.
Ckanepbl 0€301MacHOCTH.
CucremMbl 0OHAPYKEHUS BTOPKCHUI.
CucTteMbl IpeIOTBPALICHHS BTOPKEHUH.
Bpenonocusie mporpammbl. KommnbioTepHbie BUPYCHI. BUIBI BUPYCOB.
OKCIJIONTHI.
MexaHnu3m paboThl BUpyca.
AHTUBUPYCHI. BUbl aHTHBHPYCOB.
MexaHnu3mbl pabOTHl aHTUBHpYCA.
MexceTeBou dKpaH.
Tema 6. Kpunrorpadudeckre MeTOAbI 3aUThl HH()OpMAITHH

UYro Takoe mmdp? Kakue Buapl mudppoB CyniecTByOT?
Yro Takoe cumMmeTpuuHbIi mudp? Kakue cuMMeTprudHbie IH(PHI HCHONB3YIOTCS ceiyac?
UYro takoe accumetrpuuHbiil mupp? Kakue accumerpuunbie mudpel HCMONB3YIOTCA ceifuac?
[TpuHIIMIT TOCTPOCHHUSI CUMMETPUYHBIX MU(POB.
[TpuHIUT TOCTPOSHHUS ACCHMETPUYHBIX HIH(POB.
CrannmapTHbie mUQpHIL.
[Torounsie MU pPHI.
UYro takoe xem-pyHkius? Kakue Buabl Xxem-QyHKIHI Bbl 3HaeTe?
HepeBo Mepkia.
Yro Takoe 1uQpoBast MoMuch?
[Mudposas noanuce RSA.
[Tudposas noanuck Iab-I"amans.
Yro Takoe HHPPACTPYKTYPa OTKPBITHIX KITIOUEH?
JKU3HEeHHBIN UK KJIIOYA.
AyTteHnTHUKanus, ieHTHGUKaLKs, BepUPUKAIHs, aBTOPH3ALIHAL.
[Ipocreitmme MpOTOKOIBI UAECHTU(DHUKAIINH.
OcHoBHoi#1 ipoTokon Kerberos.
IPSec.
Blockchain.
UYro takoe creranorpadus? [lousTue creraHOKOHTEHHEpA.
Kaxue BUbI cTETaHOKOHTEHHEPOB CYIECTBYIOT?
MeToapl Co3aHusl CTETaHOKOHTEHHEPOB Ha OCHOBE TEKCTOBOM MH(MOPMAIIHH.
MeTobl cO31aHUs CTETAaHOKOHTEHHEPOB HA OCHOBE BUACOMH(DOPMALIUHN U CTOI/KAPOB.
MeTopl co3AaHNsI CTEraHOKOHTEHHEPOB Ha OCHOBE ayIMOMH(pOpMAIUH.
[{udpoBble BOASHBIE 3HAKU.
Kpamxue memoouueckue ykazanus
ColecenoBanue MPOBOAUTCS B YCTHOW (hopmMe BO BpeMs MOCIEIHEr0 3aHITHS MO TEeME.

OOyuaromemycst 3aaercsi 2 cilydaliHbIX BONpOca M3 cmucka BompocoB. OOydaromuiics NomKeH
OTBETUTH Ha BONPOCHI B T€UCHHE 5 MUHYT. Bo Bpemst mpoBeneHus: codece10BaHNs MCIIOIb30BaHUE



JTUTEPaATYPhl U APYTUX HHPOPMAIIMOHHBIX PECYpCOB HE JIOMYCKAETCS.
IlIxana oyenku

Ne Bamnmst Omnucanue

4 3240 CTyJeHT MOJIHOCTBIO OTBETUII HA 3aJIJaHHBIEC BOIIPOCHI

3 24-31 CTyJIeHT CMOT MOYTH MOJIHOCTBIO OTBETUTH Ha 3aJJaHHBIC BOIIPOCHI

2 15-23 CTyaeHT aJl HeTIOJHBIA OTBET Ha BOIPOCHL, HO CMOT IepeaTh OCHOBHYIO CYTh BOIIPOCa
1 0-14 CryzeHT He cMOT WM ()parMEeHTapHO OTBETHII Ha 3aJaHHBIE BOIIPOCH

5.2 llpumepsl 3a1aHUH JJIS1 BBIOJTHEHUS MPAKTHYECKUX padoT

Tema 1. Ilpumenenue uHGOPMAIMOHHBIX TEXHOJOTUN Ui M3YYEHUS BOIPOCOB
OpraHU3aIl[MOHHO-TIPAaBOBOT0 0OecreyeHs] HHPOPMAIMOHHOM 0€301acHOCTH.

Tema 2. Mcnionb30Banue KpUNTOrpagrUeCKuX CPECTB 3aLIUTHI UH()OPMALIHH.

Tema 3. Peanu3zarust paboTsl HHQPACTPYKTYPBI OTKPBITHIX KITIOUEH.

Tema 4. CpenctBa creranorpadun Jij1s 3alIATH HHPOPMAIIHH.

Tema 5. Hactpoiika 6€301acCHOTO CETEBOIO COESMHEHUS.

Tema 6. AHTUBHPYCHBIE CPEICTBA 3AIIUTHI HHPOPMALIUH.

Kpamxue memoouueckue ykazanusi

Ha BeImonmHeHWE OMHOW MPaKTUYECKOW pabdOThl OTBOAMTCS HE Ooiiee 3 JIBYX4acOBBIX
3aHaTui. [locie BBIMONHEHUS KaX10i MPAKTHUECKOW pabOThl CTYIEHT JOJIKEH IPEICTaBUTh OTUET
O €€ BBIIOJHEHUM, a TakXke, 0 YKa3aHUSAM IPENOAABATENs, BBIIOJHUTH JOIOJIHUTEIbHbBIE
NpPaKTUYECKHE 3aaHus TI0 TeME MPAKTUIECKOH paboThI.

IlIxana oyenku

Ne Bamaer Omnucanne

CTyzeHT IeMOHCTPHUPYET YMEHHSI Ha HTOTOBOM YPOBHE: yMEET CBOOOIHO BEHIIOIHATH MPAKTHIECK
5 49-60 Ue 3a/1aHns, IPeyCMOTPEHHBIE IPOTrpaMMOH, CBOOOHO OIIEpHPYeT NIPHOOPETEHHBIMH YMCHUSIMU
, IPUMEHSET UX B CHTYalUsIX MTOBBIIIEHHON CIOKHOCTH.

CTyzeHT IeMOHCTPHUPYET YMEHHMS Ha CPEIHEM YPOBHE: OCBOMII OCHOBHEBIE YMEHHUSI, HO JOITYyCKAaIOT
4 3748 csl He3HAUUTEIbHBIC OUIMOKH, HETOYHOCTH, 3aTPYAHCHHS IIPH aHATUTUIECKUX OIIEPAIHsX, IEPEHO
Ce YMEHHUi1 Ha HOBbIE, HECTAHJAPTHBIC CUTYALUH.

CTyZmeHT IeMOHCTPHUpPYET YMEHHMS M HaBBIKM Ha 6a30BOM YPOBHE: B X07Ie KOHTPOIBHBIX MEPOIIPHS
THH JOITyCKAIOTCS 3HAYUTEIbHBIE OLIMOKH, MIPOSBIAETCS OTCYTCTBHE OTACIBHBIX YMEHHH, HABBIKO

3 24-36 o
B I10 JUCLUIUIMHAPHON KOMIICTEHIINH, UCIIBITBIBAIOTCS 3HAUUTEIbHbIE 3aTPYJHEHUS [IPU ONIEPUPO
BaHUM YMCHMSMU U TIPU UX IIEPEHOCE Ha HOBBIC CUTYAIIUU.

5 11-23 CTyZeHT IeMOHCTPUPYET YMEHHUS U HaBBIKH Ha yPOBHE HIDKE 6a30BOr0: MPOSIBISIETCS HEJOCTATOY

HOCTH yMeHPIfI 1 HABBIKOB.

1 0-10 CTyaeHTOM NPOSBISIETCS MTOJTHOE WM MPAKTUYECKHU ITOJIHOE OTCYTCTBHE YMEHHN M HAaBBIKOB.
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