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1 Iessn, nuianHnpyeMble pe3yabTaThl 00y4eHHUs 10 JUCHHUIIIMHE (MOIYJII0)

[enbto ocBoeHus: qucuuIuivHbl «MHpopMalonHas 6€30MacHOCTh U 3aluTa HHPOPMaILUN»
ABNsieTcd (OPMHUPOBAHUE Yy CTYICHTOB CHUCTEMBbl 3HaHMH B 001acTH HHPOPMALMOHHOM
0€30macHOCTH ¥ MPUMEHEHHs Ha TIPAKTUKE METOJIOB M CPEJICTB 3aLIUTHI HH()OPMAIIHH.

3a1a4y OCBOCHUS TUCLMIUIMHBL: (POPMUPOBAHUE YMEHHS 00ECIIEUUTh 3aIUTy HHGOpMALUU
1 00BeKTOB MH(popMaTH3aLUU; HOPMUPOBAHHE YMEHHSI COCTABIATh 3asSBUTEIBHYIO JTOKYMEHTAIIUIO
B HAJ30pHBIC TOCYIAapCTBEHHBIE OpraHbl HH()POKOMMYHUKAIIMOHHOW oOTpaciu; (HopMUpOBaHHE
HaBBIKOB BBINOJIHEHHsT PAabOT B 00JacTH TEXHUYECKOTO PEryIUpOBaHMA, cepTU(UKALUU
TEXHUYECKUX CPEJICTB, CHUCTEM, IIPOLIECCOB, OOOPYIOBaHUS M MaTepHalioB; (opMupoBaHHE
HABBIKOB 00€CMEYeHHs] 3alUThl OOBEKTOB HHTEJUIEKTYaJbHOW COOCTBEHHOCTH M PE3YJIbTaTOB
UCCIIeIOBaHUH M pa3palOTOK Kak KOMMEpYECKOW TalHbl MpEeanpusATHs; HacTpoika H
o0cCITy>)KMBaHUE aImMmapaTHO-IPOTPAMMHBIX CPEJICTB.

[TnanupyembIMH pe3ynbTaTaMu OOydeHHs MO AMCLUUIUIMHE (MOAYIIO), SBISIOTCS 3HAHMA,
yMEHHUs, HaBbIKH. llepedeHb MIaHUPYEMBIX PE3yJAbTaTOB OOy4YEHHs MO JUCLMIUIMHE (MOAYIIO),
COOTHECEHHBIX C IUIAHUPYEMBIMH pe3yJbTaTaMd OCBOCHHS 00pa30BaTENbHOW IPOrpaMMBl,
npezcTaBieH B Tadiuue 1.

Tabmuua 1 — Komnerenmuu, popMupyeMbie B pe3yiIbTaTe U3yUeHUS AUCIUILTUHBI (MOJTYJIs)

Pe3ynbraTel 00y4YeHHs 110 AUCLUILINE
Hazpanue OIIOIT Kon n popmymmposka Koz u opwyritponica
WHIIKATOPa JOCTIKCHUS Kon
BO, COKpAaIeHHOEC KOMIIETCHIIUH KOMITCTEHIIUH
pesyns |  PopMyIHpOBKa pe3yNbTarT:
TaTa
09.03.02 OIIK-1 : Ciocoben OIIK-1.2k : Pemaer Pl 3HaHuEe | COBPEMEHHBIX
«MadopMannoHHBIe | IPUMECHATH npodeccroHaNbHEIE 3aKOHOB,
CHCTEMBI U €CTEeCTBEHHOHAYYIHBIC U 3a7a9y C MPUMEHEHUEM CTaHAAPTOB,
TEXHOJIOT UM OO0IIenHKEHEPHbIE €CTECTBEHHOHAYYHBIX U METOJIOB H
(b-1C) 3HAHUS, METOIbI 001IenHKXEHEPHBIX TEXHOJIOTHIi B
MaTeMaTHYECKOro 3HaHUI 00J1aCTH 3aLIUTHI
aHanIH3a u uH(pOpMaLH
MOJEJIMPOBaHY, P13 YMeHne | ucnosib30BaTh
TEOPETHIECKOTO U COBpPEMCHHBIE
9KCTIEPUMEHTAIIBHOTO pOrpaMMHO-
HCCIIEJIOBaHNUS B ammapaTHbIE
npodeccroHanbHOI CpPE/CTBA 3aIUTh
JIeSITeIbHOCTU uH(popManun
P15 Hasrpik | Biagenus
COBPEMEHHBIMH
METOJaMu
obecrieyeHus
3aIIHUTHI
nH(popManun
OIIK-2 : Criocoben OIIK-2.2k : Ucnonb3yer P16 3HaHue | COBPEMEHHBIX
MOHMMATh IPUHITUIIE] COBPEMCHHBIE METOJIOB H CPENIC
pabOTHI COBPEMEHHBIX nH(pOPMAaHOHHEIE 3alIUTBhI
MH(POPMALIMOHHBIX TEXHOJIOTHH U nHbOpMaLUI
TEXHOJIOTUH U nporpaMMHBIE CPEACTBA, B PI7 YMeHue | aHanu3upoBath
MPOrpaMMHBIX CPEJCTB, B | TOM YUCIIE UH(OPMaLMOHHY
TOM 4HCIIE 0TE4ECTBEHHOTO 6e30macHOCTb
OTEYECTBEHHOTO TIPOU3BOJICTBA, JUIS OpraHu3aluu
IIPpOMU3BOACTBA, U pemecHus 3aaa4 PI[8 Hasbik BJIAJCHUS
HCTIOJIB30BATh UX IPHU HpO(beCCI/IOHaHBHOP'I COBPEMEHHBIMH
pemenun 3aaa4 JACATCIBHOCTHU TEXHOJIOTUAMHU U
npodeccuoHanbHOI METOAAMU
NeATEILHOCTHU obecrieueHus
WH(POPMALIMOHHO
6e3omacHoCTH
OpraHM3aluu




OIIK-3 : Cnocoben OIIK-3.1xk : Ilpumenser P2 3nanue | TpeboBaHMI K
pelaTh CTaHAapTHBIC HPUHIMIBL, METOIBI 1 3aluTe
3a1a9u CpeJICTBA PEIICHUS uH(pOpMaLUH
npodeccHoHaTBHOI CTaHAAPTHBIX 3a/1a4 OIIpeIeTICHHOTO
JIeSITeIFHOCTH HAa OCHOBE | MpodeccHoHaTbHOM THIIA
nH(GOPMAIMOHHOHN U JIeSITeIFHOCTH Ha OCHOBE
GubMorpaduueckoit MHPOPMAIIMOHHOHN U PII4 | Vmenne | obecneumsats
KYIBTYPEI C 6ubIuorpaduIecKoit saumry
IpHMEHEHHEM KYIBTYPEI C uH(opMaLn
MH(OPMaLMOHHO- HPUMEHEHUEM
KOMMYHHUKaIHOHHBIX MH(OPMaMOHHO-
TEXHOJIOTHH ¥ C YIETOM KOMMYHHUKaIMOHHBIX
OCHOBHBIX TpeOOBaHHH TEXHOJIOTHH ¥ C YIETOM
nH(GOPMAITMOHHOH OCHOBHBIX TpeOOBaHHH
6e3omacHOCTH nH()OPMAIMOHHOM

0e30macHoOCTH
ITKB-4 : Cnocoben INKB-4.1x : Ynpasmuser P9 3HaHME | COBPEMEHHBIX
OCYIIECTBIISITH JIOCTYIIOM K IPOrpaMMHO- TEXHOJIOTUH,
yIIpaBJieHHE (BBIIOJIHATh | amllapaTHbIM CPEACTBaM METOAUK U
paboTHI 110 MH(OPMALMOHHBIX CITYKO CPEJICTB 3aIlUThI
00CITyKHBaHHUIO) MH()OKOMMYHHUKAIOHHOH uH(pOpMaLH
JIOCTYTIOM K IIPOTPaMMHO- | CHCTEMBI P10 | Ymenue | ynpaBusiTh
amIapaTHBIM CPeNICTBAM nH(pOPMaMOHHO
MH()OPMAMOHHBIX 6€e301acHOCTBI0
CITy>k0, MOHUTOPUHT OpraHM3aIMN
COCTOSIHUS 000PYIOBaHUS P11 Hasbix | Bnamenus
U y4€T OTKAa30B METOJaMHU OLIEHK
000py0BaHUs PHCKOB
MH()OKOMMYHHUKAIOHHOMH MH(OPMALMOHHO
CHCTEMBI 0€e30I1aCHOCTH

2 MecTo qucuuminnbl (MoayJsi) B ctpykrype OINIOII

Huctunnuna «MupopManmonHas 0e30mMacHOCTh W 3aluTa WHGOpPMAlUU» BXOJUT B
6a3oByto yacth bioka 1 Jluctumnnuuel (Moynn) yueOHOTO TUIaHa.

3. O0beM AUCHUNIMHBI (MOIYJIA)

O0bEM  HUCIUILIMHBI

(Momyns) B 3a4eTHBIX €OUHHUIIAX C YyKa3aHHEM KOJUYECTBa

aKaJeMHUYeCKUX 4YacoB, BBIJCICHHBIX HAa KOHTAaKTHYIO paboTy ¢ oOydarommmucs (1O BHIAM
Y4eOHBIX 3aHSATUI) U HA CAMOCTOSITEILHYIO pa0doTy, IPUBEICH B TabIUIIE 2.

Tabmuma 2 — O0mas Tpy10eMKOCTb JUCITUTITHHBI

Tpyno- OO0BeM KOHTAKTHOI paboThI (dac)
CeMCCTp €MKOCTh
Hassanne OITOII ®opma YacTtp (020) Bueaynu- Popva
o0yue- MU KypC AynuTopHast CPC aTTec-
BO vII (300 TOpHast
HIA > (3.E)) Bcero Tatuu
03D0)
nek. | mpak. | ma6. | IIA | KCP
09.03.02
Mugopvaumontvie | 640 | gy p 5 73 36 | 36 0 1 0 107 )
CHCTEMBI 1
TEXHOJIOTUH

4 CTpyKTypa U co/iepKaHue TMCUUILITHHBI (MOTYJIsA)

4.1 Ctpykrypa qucuuiuiansl (Moayas) aiasa O®O

Tematuueckuil 1IaH, OTPAXKAIOIINUNA COJEPIKAHUE AUCITUIUTHHBI (IEpEeYeHBb Pa3/IeJIOB U TEM),



CTPYKTYpPUPOBAHHOE MO BUIAM Yy4eOHBIX 3aHATUH C yKa3aHHEM HX OObEMOB B COOTBETCTBUH C
y4eOHBIM IIJIaHOM, MpUBeaeH B Tabnuue 3.1

Tabnuna 3.1 — Pa3nensl qucturuivHbel (MOIynsi), BUABI Y4EOHOUH NEATENbHOCTH U (HOPMBI
TeKymero Koutpos aias OPO

Kog pe- Koin-Bo "yacoB, 0OTBEiCHHOE HA
®dopma
Ne Ha3Banue Tembl 3yJbTara
Jlex Ipakr JIa6 CPC TEKYIIETO KOHTPOJIS
00yueHus
Bsenenue B
1 | uadopmanronnyio PI1, P16 2 0 0 2 CobecenoBanue
6€301acHOCTb
[Ipumenenue
HHPOPMAITMOHHBIX
TCXHOHOFI/Iﬁ JJIsL H3y‘-leHl/Iﬂ OTYET MO IT aKTI/I‘IeCKOﬁ
2 | BOIPOCOB OpPraHU3alOHHO- Pa1 0 2 0 3 p
pabote
MIPaBOBOTO OOECIIEYCHUS
HHPOPMAIIMOHHON
06e300aCHOCTH
ITpaBoBoe obecnieueHne
3 | nadopmanmonHoit PA1, P12 6 0 0 3 CobecenoBanue
0e300aCHOCTH
Venoms3opanne PJI3, PJi4, OTYET IO MPAKTHUECKOHN
4 | xpunrorpapuueckux cpeacts | P16, P8, 0 6 0 3 p
pabote
3alUThI HHpOpMAIUU PJ19
Cpmenos | o,
5 . P17, PaS8, 6 0 0 3 CobecenoBanue
HHPOPMAILIMOHHON PIII0
6€30MacHOCTH
PII2, P14,
Peanuzanus paGoTe P16, PA7, .
OTYET I10 MPAKTHIECKON
6 | nHOPACTPYKTYpPHI OTKPHITHIX P9, 0 6 0 3
o pabote
KJTIOUei PJ110,
P11
TexHuyeckue cpescTBa U P13, P14,
7 | MeTOJIbI 3aLTUThI PS5, P16, 6 0 0 3 CobecenoBanue
nHpOpMaIUU PI7, P19
3 CpexctBa creranorpaduu PJIS, PII9 0 6 0 3 OTYeT IO MPAKTUYECKOit
JUIS 321U TH HHPOPMAIHH pabote
[IporpammHoO-amnmapatHbie PII3, PII4,
CpeaCTBa U METOJIBI PIIS. PII7
9 | obecneuenus P 118’ P Hg’ 8 0 0 3 CobecenoBanue
nH(OpPMaIMOHHOM P )’11 | ’
6€30MacHOCTH
Hacrpoiika 6e3onacHoro PJ3, P4, OTYET I10 MIPAKTHIECKON
10 ceTeBI;ro COCIMHEHHS PII5, PII8, 0 8 0 3 aboTe ’
A P19, P11 P
Kpunrorpaduueckue meronst | PJIS, PAS,
11 samuTH MHGOpMALLIH PJIO. PIII 1 8 0 0 3 CobecenoBanne
PI3, P14, .
AHTHBHPYCHBIE CPE/ICTBA OTYET I10 MIPAKTHIECKON
12 PS5, P19, 0 8 0 3
3aIUThl HHQOpMaLuu Pl pabote
Hroro no radsmue 36 36 0 35

4.2 Copeprxxanue pa3iesoB M TeM JTUCUUILVINHBI (MoayJas) aiast ODO

Tema 1 Beeoenue 6 unghopmayuonnyro 6€30nacnocme.

Copnepxanne Tembl: WupopmannoHHass Oe3omacHOCTh. OCHOBHBICE TOHATHA. Mojenu
uH(opManroHHO! Oe3omacHocTy. Bups! 3amumnaemoi nHGopManuy.

@opMbl M METOJBl NPOBEACHUS 3aHATUH IO Teme, NpUMEHseMble 00pa3oBaTelIbHbIC
TEXHOJIOTUH: JICKITMOHHOE 3aHSTHE.

Buzabl caMocTOSATENBHON MOATOTOBKM CTYACHTOB 1O TeMe: [1oAroroBka K KOHTPOJIBHBIM
BOIIPOCaM coOece0BaHusl, MOATOTOBKA K MPOMEXKYTOYHOM aTTeCTAIUH.

Tema 2 Ilpumenenue ungopmayuoHHviX mMexHoNO2Ul  ONsl  U3YYEHUsI 8ONPOCO8
OP2aHU3AYUOHHO-NPABOBO2O ODeCneyeHUs UHPOPMAYUOHHOU OE30NACHOCHIU.



Co;[epxcaHHe TEMBI. I/ICHOHLBOBaHI/Ie 63.3 JAHHBIX JId HaAXO0XICHUSI U I/ISyIIeHI/ISI
HOPMAaTUBHBIX JOKYMEHTOB B 00J1aCTH HHPOPMAIIMOHHOM 0€3011acHOCTH.

@opMBl U METOABI TPOBEACHHS 3aHATHI MO TeMe, NpUMEHseMble 00pa3oBaTeIbHbIC
texHosioruu: IIpaktudeckoe 3aganue.

Buael caMocTOSITENbHOM MOATOTOBKM CTYAEHTOB 1o TeMe: IloaroroBka oryera 1o
MPAKTHYECKON paboTe, MOArOTOBKA K TPOMEKYTOUHOM aTTeCTaI|H.

Tema 3 [Ipasosoe obecneuerue uHGOPMaAyUOHHOU OE30naACHOCIU.

Copnepxanue Tembl: OCHOBHBIE HOPMaTHBHO-TIPABOBBIE aKThl B 00JIACTH MH(POPMALMOHHOM
oe3omacHoctu. IIpaBoBble  0COOEHHOCTH  oOOecreueHus: 0€30MacHOCTH KOH(PUACHIIMAIBLHOM
UH(pOpPMAIMU B TOCYAapPCTBEHHON TaliHBI.

@opMbI M METOJBl TPOBENCHUS 3aHATUH 1O TeMme, NpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTUH: JICKINOHHOE 3aHATHE.

Buapl camocTosiTeIbHON MOATOTOBKM CTYAEHTOB MO TeMme: [1oaroToBka K KOHTPOJIBHBIM
BOTIpOCaM coOeceI0BaHusl, MOATOTOBKA K MMPOMEXKYTOYHOM aTTeCTAIIH.

Tema 4 Hcnonv3oeanue Kpunmozpaguueckux cpeocme 3auumsl UHGopMayuu.

Copnepxanue Tembl: Co3maHue 3amm@poBaHHBIX (HANIOB M KPUNTOKOHTEHHEPOB U MX
pacmudpoBanue.

@opMBI M METOJBl TPOBEACHUS 3aHATUH 1O TeMme, NpUMEHseMble 00pa3oBaTeIbHbIC
texHosoruu: [IpakTudeckoe 3a1aHue.

Bunsl camocTosiTensHOW MOATOTOBKM CTyA€HTOB Mo Teme: IloaroroBka ordera 1o
NPaKTUIECKOH paboTe, MOArOTOBKA K IPOMEKYTOUYHOU aTTEeCTAIIHH.

Tema 5 Opeanuzayuonnoe obecnevenue UHGOPMayuoHHol 6e30nacHoCmu.

Copnepxanne Tembl: OCHOBHBIE CTaHAAPTHI B obOyacTu obecreyeHus MHGOPMaLMOHHON
6e3onacHoctu. [Tonutuka 6e3onacHOCTH. DKOHOMHYECKasi 0€30MaCHOCTh MPEATIPHUITHS.

@opMBl MU METOABI NPOBEACHMS 3aHATHUI 1O TeMe, NpPUMEHsAEMble 00pa30BaTEIbHBIC
TEXHOJIOTUH: JIEKIIMOHHOE 3aHATHE.

Bunpl caMocTOATENBHON MOATOTOBKM CTYAEHTOB IO Teme: [loAroroBka K KOHTPOJIBHBIM
BOIIPOCaM coOece0BaHusl, OJArOTOBKA K TPOMEKYTOYHOM aTTeCTALUH.

Tema 6 Peanuzayus pabomul ungpacmpykmypsvi OmKpblmslX KI0Yell.

Conepxxkaanie Tembl: (Co3laHue YIOCTOBEPSIIONIETO IIEHTpPA, TEHEpalusl OTKPBITBIX H
CEKPETHBIX KIIOYEH, co37JaHHe CepTU(PHUKATOB OTKPBHITHIX KIIOYEH, CO3JAaHHUE AIEKTPOHHOU
MOJIMCH, IPOBEPKA AIEKTPOHHOM MOAIHUCH.

®dopMBl W METOABI TPOBEICHUS 3aHATHA TO TEeMe, NPUMEHsIEMbIe OOpa30BaTeIbHBIC
TexHojoruu: Ilpaktuueckoe 3aganue.

Buapel caMocTOoATENbHOM NOATOTOBKM CTYIEHTOB 10 TeMe: IloaroroBka oryera 1o
MpaKTU4YECKON paboTe, MOAr0OTOBKA K MPOMEKYTOYHOM aTTECTaIlUH.

Tema 7 Texnuueckue cpedcmea u Memoowl 3aujumsl UHGOpMaAyUU.

Cogepxanne Tembl: MHkeHepHas 3amuTa 00beKTOB. 3ammura HHPOPMAIMH OT YTEYKU O
TEXHUUYECKUM KaHaJaM.

@opMBl U METOABI TPOBEACHMS 3aHATHI MO TeMe, NpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTMM: JIeKIIMOHHOE 3aHsATHE.

Bunpl camocTosTENbHON MOATOTOBKM CTYIEHTOB IO Teme: [loAroroBka K KOHTPOJIBHBIM
BOIpocaM cobeceoBaHus, MOATOTOBKA K MPOMEKYTOYHON aTTeCTallUH.

Tema 8 Cpeocmea cmezanoepaguu 05 3auumol UHGOPMAYUU.

Copepxanue TeMbl: Vcnonb3oBaHue cpecTB cTeranorpaduu A 3auThl (ailios.

@DopMBI M METOJABI TPOBEACHHS 3aHATHH 1O TeMe, NPUMEHsSEMbIEe 00pa3oBaTeIbHBIC
texHosoruu: [IpakTrueckoe 3a1anue.



Buapel caMoCTOATENBHOM NOATOTOBKM CTYIEHTOB 10 TeMe: lloaroroBka oryera 110
MpaKTUYECKON paboTe, MOArOTOBKA K MPOMEKYTOYHON aTTECTaIUU.

Tema 9 Ilpoepammuo-annapammuvie cpedcmea u memoosbl odecneyeruss UHGOPMAYUOHHOU
bezonacrocmii.

Cognepxanne TeMbl: OCHOBHBIE BHJBI CETEBBIX M KOMIBIOTEPHBIX yrpo3. CpeacTtBa u
METO/IbI 3aIIUTHI OT CETEBBIX KOMIBIOTEPHBIX YTPO3.

®dopMbl M METOJABI TPOBEACHHS 3aHATHH 10 TeMe, NPUMEHsSEMbIe 00pa30BaTeIbHBIC
TEXHOJIOTHH: JIEKIIMOHHOE 3aHITHE.

Buael caMOCTOSTENIEHOM TMOATOTOBKH CTYJAEHTOB 10 Teme: [ToAroToBka K KOHTPOJBHBIM
BOIPOCaM coOeceI0BaHusl, MOITOTOBKA K MMPOMEKYTOYHOM aTTECTAIUH.

Tema 10 Hacmpotixa 6e3onactozo cemesozo coeOuHeHus.

Cognepxxanre Tembl: Co3laHKe 3alMILIEHHOTO KaHala CBSI3U CPEACTBAMHU BUPTYaJIbHOM
YaCTHOH CETH.

®dopMBl W METOIBI TPOBEICHUS 3aHATHA TO TeMe, NPUMEHsIEMbIe OOpa30BaTeIbHbIC
texHosioruu: [Ipaktuyeckoe 3ananue.

Buael caMocTOsATENbHOW MOATOTOBKM CTYAEHTOB N0 TeMe: IloaroroBka ortyera 1o
MPAKTHYECKON paboTe, MOArOTOBKA K MPOMEKYTOUHOM aTTeCTaIiH.

Tema 11 Kpunmoepaguueckue memoowl 3auumol ungopmayuu.

Copneprxanue TeMbl: CHUMMETPHUYHBIE U ACCUMETpUYHBIE cCUCTeMBI mudpoBanus. Lludpossie
nognucu (DneKTpoHHbIE Toanucu). MHppacTpyKkTypa OTKpBITHIX Kitodeil. Kpunrorpaduueckue
MIPOTOKOJIBI.

@opMbl M METOJBl NPOBEACHUS 3aHATUH IO Teme, NpUMEHseMble 00pa3oBaTelbHbIC
TEXHOJIOruM: JIeKInoHHOE 3aHsATHE.

Bunel camocTosTeNnsHOM MOATOTOBKU CTYAEHTOB MO Teme: [lonroroBka K KOHTPOJIBHBIM
BOIIPOCaM coOeceI0BaHusl, OATOTOBKA K MPOMEKYTOYHOM aTTeCTaIIH.

Tema 12 Anmusupycuvie cpedcmea 3auumol UHGopMayuu.

Coneprkanne TeMbl: 3yueHne HaCTpOEK CPEICTB AHTUBUPYCHOM 3alIUThl MH(POPMALIUH.

®dopMBl M METOIBI TPOBEICHUS 3aHATHA TO TEeMe, NPUMEHSIEMbIe OOpa30BaTeIbHbIC
TexHoJoruu: [IpakTnyeckoe 3agaHue.

Buael caMocTOsITENbHOW MOATOTOBKM CTYAEHTOB N0 TeMe: IloAroroBka ortyera 1o
MPAKTHYECKON paboTe, MOArOTOBKA K TPOMEKYTOUHOM aTTeCcTaIiH.

5 MeToanueckne yKkazaHus Ajs 00y4aomuxcs M0 M3YYeHHI0 M peau3alii JUCHUTLIUHBI
(MmonxyJis)

5.1 Meroauueckne peKOMeHIAUMH OO0y4YAIIUMCS M0 HU3YYeHUK0 [MCUUIUIMHBI W 10
ofecrevyeHn 0 CaMOCTOSITeIbHOI padoThl

Texymas camocrosiTenbHas pabora mo kypcy «MupopmanmonHas 6€30MacHOCTh W 3allluTa
uH(pOpMallMK) HaMpaBieHa Ha yIIyOJIeHHe W 3aKpeIjieHHe 3HAHWM, HA Pa3BUTHE MPAKTUYECKUX
YMeHI/II\/JI U BKJIFOYACT TaKHUEC BUbI pa60T, KakK:

- paboTa C JeKIIMOHHBIM MaTEPUAIIOM;

- paboTa ¢ peKOMEHI0BAaHHOM JTUTEPATYPOU MPH MOATOTOBKE K MPAKTUICCKUM 3aHSATHUSM;

- MOAATOTOBKA K 3K3aMeHY.

[Mpu w3yueHnn aucuuiuinHbl «MHbOpMaIMOHHAs 0E30MACHOCTh M 3alluTa HMH()OPMAITHI
pPEKOMEHAYETCSl PEUTHHTOBasi TEXHOJOTHs OOydYeHHUs, KOTOpas IMO3BOJSIET pPEaTnu30BaTh
HETPEPhIBHYI0O M KOMIUIGKCHYIO CHUCTEMY OIICHUBAaHUS YYEOHBIX JOCTHXKCHHH CTYICHTOB.
HenpepsIBHOCTh 03HAYaeT, UYTO TEKYIIHWE OICHKH HE YCPEeAHSIOTCS (Kak B TPaIUIMOHHOMN



TEXHOJIOTMH), & HEIPEPBIBHO CKJIAIbIBAIOTCS HA NPOTSHKEHUH CEMECTPa MPU U3yUYEHUH IIEPBOTO WM
BTOporo moayns. KoMijiekcHOCTh O3HayaeT ydeT Bcex (opm ydeOHOl M TBOpUYECKOM paboThI
CTYyJIEHTa B TEYECHHE CEMECTPA.

PefiTiHr HampaBieH Ha TMOBBIIIEHHE PUTMHUYHOCTH U 3(PPEKTHBHOCTH CAMOCTOSTEIHHOMN
paboThI cTyneHTOB. OH OCHOBBIBAETCS] HA IIMPOKOM HCIOJIb30BaHUH TECTOB U 3aMHTEPECOBAHHOCTH
KaX/I0T0 CTYJICHTa B TIOJIY4YEeHUH 00Jiee BHICOKOH OIEHKH 3HAHUH 110 TUCLUITIINHE.

[TpyHUMIIBI peHTHHIA: HENpPEpPHIBHBIA KOHTPOJb (B MJ€ale Ha KaXKIOM U3 ayIUTOPHBIX
3aHATHM) W TOdydeHue Oosiee BBICOKOM OIEHKM 3a paboTy, BBIIOJHEHHYIO B Cpok. llpum
NPOBEICHUN NPAKTUYECKUX 3aHATHH HEOOXOAMMO MpeayCcMaTpUBaTh IIMPOKOE HCIIOJIb30BaHUE
aKTUBHBIX U UHTEPAKTUBHBIX (hOpM (KOMIIBIOTEPHBIX CUMYJIALIUN, IETOBBIX U POJIEBBIX UTP).

PeliTunr BkiItoyaeT B ceOs 1Ba BUAA KOHTPOJIS: TEKYLIHHA, TPOMEXYTOUHBIM U UTOTOBBIN 110
JUCLIUIINHE.

Texymuii koHTpOab (TK) - OCHOBHAst 4acTh PEUTHHTOBOM CHCTEMBI, OCHOBAHHAsI Ha OETIIOM
OIpoCe pa3 B HEJENIO WIH B B Henenu. DopMbl: OLIEHKA 3a cladyy TEOPETUUECKUX MUHHU3A4YETOB,
BBHINTOJIHEHNE WHIUBUAYAIBHBIX 3aJaHUd WM TpaKTHUeCKuX padoT. Baxwneimeir ¢opmoit TK,
MO3BOJIAIOILEH OMPOCUTH BCEX CTYACHTOB Ha OJHOM 3aHATHH SIBJIIOTCS TEOPETUYECKUE MOYIIH, HA
KOTOPBIX CTYZEHTBI CAMOCTOSITEILHO OTBEYAIOT HA BOIPOCHI AJIs1 CAMOCTOSITENIbHON OLIEHKH.

KoHTposbHBIE BONPOCHl [UIsI CAMOCTOATEIBHOW OIIEHKM KauecTBa OCBOEHUS YyueOHOMU
JUCLIUTUINHEI

Tema 1. BBenenue B uHpopManmoHHy0 0€30MacHOCTh

Uro Takoe nHpopmaImoHHass 6€301macHOCTh?
[Tepeuncante OCHOBHBIE YTPO3bl HH(POPMAIIMOHHON 0€30IaCHOCTH.
Kakwue cymecTByroT Moieny HHPOPMALIMOHHON 0€30MacHOCTH?
Kakue meTob! 3a1uThl HHPOPMAIIUH BBIACAIOT?
Yro Takoe MpaBOBbIE METOBI 3aIUTH HH(popMaruu?
Yro Takoe OpraHU3allMOHHBIC METObI 3aIUTH HH(pOpMaIm?
UTro Takoe TEXHUYECKHUE METOIbI 3aIUTHI HHGOpMaIUu?
Yro Takoe mporpaMMHO-aIMapaTHBIE METO/IbI 3alUTHI HH(pOpMAIUn?
UYro Takoe kpuntorpaduueckre MeTo bl 3alUThl HH(pOpMaun?
Yro Ttakoe hruznyeckre METO b 3aIUThl HHPOpMaLUu?
Kakwue rnaBHBIE rocy1apcTBEHHBIC OpPTraHbl B 00s1acTH obecrieueHust nHOPMAITMOHHOMH
6e3omacHoctu?
[Tepeuncante BUABI 3aIUIaeMON HHPOPMAITUH.

Tema 2. [IpaBoBoe obecnieueHrne HHPOPMAITMOHHOMN 6€30MaCHOCTH
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IIpaBo. McTounuku npasa.
Kakue ocHOBHBIE 3aKOHBI B 00J1aCTH 3a1UTH HHQOpMaIru B PO?
[Tepeunciute oCHOBHBIC 11eNH U 3a1auu PO B obmactu obecrieueHruss ”HPOPMAITMOHHOM
0e3omacHoCTH
Crparerust HaMOHAIBHOMN Oe3omacHoCcTH. JlokTprHa HHDOPMAIIMOHHOW OE30ITaCHOCTH.
UYro Takoe koH(puUAeHIHaTbHAs HHbOopMaIus?
Yro Takoe nepcoHaNbHbIE TaHHbIE?
B kakux ciayyasx BO3MOXHO HUCIOJIb30BaTh MEPCOHANIbHBIE JaHHbIE 0€3 coryiacus
oOnamareis?
8. Oxapakxtepu3yiite OMOMETpHUYECKHE JaHHBIE KaK EPCOHATIbHBIC TaHHBIC.
9. Uro Takoe npodeccruoHaabHas TaiiHa?
10. Yo Takoe cimykeOHas TaiiHa?
11. Yto Takoe koMMepuecKkas TaitHa?
12. Yto Takoe pekruM KOMMEPUYECKOU TalHBI?
13. Yro Takoe rocynapcTBeHHasl TaiiHa?
14. Onumure MpaBoBON PEKUM T'OCYIaPCTBEHHOM TalHBI.
15. ®3-149.
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16.
17.
18.
19.
20.
21.
22.

20.
21.
22.
23.
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O3-152.
®3-98.
®3-390.
®3-395-1.
®3-126.
®3-374 u ©3-375.
[TocTanosnenue npasutenbeTBa Nell19.
Tema 3. OpranuzanronHoe obecrieyeHrne HHGOPMaAITMOHHON 0€30MMacHOCTH

Kakue ocHOBHbBIE MEXIyHapOIHbIE CTAaHAAPTHI B 0071acTH HH(pOpMaIIMOHHON O6e30nmacHoCTH?
«OpankeBasi KHUTa

ISO/IEC 15408.

Kak cBsi3aHbl MEXAyHapOJHbIE CTAaHAAPTHI U CTaHAApThl PD?

I'OCT P UCO/M3K 27002-2012.

I'OCT P ICO/MDBK 27005-2010.

CTO BP UBBC-1.1-2007. « AynuTt nHGOPMAITMOHHOHN 0€30ITaCHOCTIY.

PC BP UBBC-2.2-2009. «MeToiMKa OLIEHKH PUCKOB HapyIeHUs HHPOPMaITMOHHOMN
0e301acHOCTI.

[Tpuxa3z @Cb Ne378.

. IIpuka3z ®CTOK Ne21.
11.
12.
13.
14.
15.
16.
17.
18.
19.

[Tpuxa3z @®CTIK Nel7.
[Tpukaz ®CTIOK Ne31.
ITpuxa3z @CTIOK Ne28.
[Tpuxa3z @®CTIOK Ne638.
[Tpukaz ®CTIK Ne9.
ITpuka3z @CTOK Nel19.
ITpukas I'octexxomuccun Nel 14.
PyxoBoasiue nokymeHTsl ['ocTexkomuccuu.
Mepsl 3amuThl HHGOPMAIMK B TOCYAAPCTBEHHBIX HH()POPMAITMOHHBIX CUCTEMAX.
(Metoanueckuii mokymeHT @CTOK).
Yro Takoe MoJUTHKa 6€30MacHOCTH?
Cnyx6a 6ezonacHocTu npeanpusatus. CTpykrypa. OyHKIMH.
TunoBas MHCTPYKIUS COTPYIHHUKA 110 00eCeYeHUI0 HH(POPMALIMOHHON 6€30IaCHOCTH.
OxoHOMHUYECKast pa3Belka. [IpOMBIIITIEHHBIN IITHOHAKXK.
Tema 4. Texuuueckue cpeicTBa U METObI 3aLTUTHI HHOPMAIUU

Yro Takoe MH)XEHEpHas 3aIlnuTa 00beKTOB?

Kakum cnocobom onuceiBaeTcs MHXeHepHas 3amura. Onucarb MOJAEIb.
Kaxkwue cpencTBa npuMeHsIIOTCS IS 3alUTHI 1-r0 nepumerpa?

Kakue cpenctsa MpUMEHSIIOTCS 7S 3aIUTHI 2-T0 IepuMeTpa’?

Kakwue cpenctsa mpuMeHSIIOTCS 7S 3aIUTHI 3-T0 iepumMeTpa’?

[TosxapHble CUTHAIM3ALUH.

OxpaHHbIE CUTHATU3ALNUN

buomertpus. buomerprnyeckne xapakTepUCTUKH.

Yro Takoe TeXHUYECKHE KaHabl yTeUKH UH(popMan?

[lepeuncantTe OCHOBHBIE BUbI TEXHUUECKUX KAHAIOB YTEUKH HH(pOpMaun?

. Uro Takoe cnenmpoBepka?

. Uto Takoe crenuccienoBanue?

. Uro Takoe crenoocieaoBanue?

. IlepeuncauTte METOIBI 3aTUTHI HHPOPMAIIMH OT YTEUKH 10 3pUTEILHOMY KaHaIYy.

. [lepeuncnure MeTOBI 3aIIUTH HHPOPMALIUU OT YTEUKHU IO JIEKTPOMArHUTHOMY KaHaITy.

HequHCHHTC METOJABI 3alIIMThI HH(l)OpMaHHH OT YTCUKH I10 DJICKTPHUYCCKOMY KaHaly.
Hepe‘II/ICHI/ITe MCTOABI 3allIMTHI I/IH(l)OpMaI_II/II/I OT YTCUKHU 110 NHAYKIIMOHHOMY KaHaJly



18. Tlepeuncnute METOIBI 3AIIUTHI UH(OOPMALIUY OT YTEUKH IO MMApaMETPUIECKOMY KaHay.
19. Ilepeuncnure MeTOIbI 3aIUTHI HHOOPMALIUK OT YTEUKHU 10 BO3AYIIHOMY KaHAIY.
20. Ilepeuncnute METOIbI 3aIIUTHI UH(YOPMALIMK OT YTEUKH 110 BUOPAITMOHHOMY KaHAIy.
21. Ilepeuncnure METOBI 3aLIUTH HH(YOPMAIIMH OT YTEUKH 110 aKyCTOAIEKTPHUYECKOMY KaHaTYy.
22. Ilepeuncnute MeTO/ bl 3aIIUTHI HHOOPMALIMU OT YTEUKH [0 ONTUKOAJIEKTPOHHOMY KaHaIy.
23. Ilepeuncnute cpencTBa U METOBI 3aLTUTHI HHGOPMAITUHU OT YTEUKH HHPOPMAITUHU B
TeNeOHHBIX JIMHUSX.
Tema 5. I[IporpaMMHoO-anmapaTHble CpelCTBa M METOJbl oOecreueHus: MHPOpMaIMOHHOM
0e3omacHoOCTH
1. YTto Takoe nporpaMMHO-anmnapaTHbIe CPEICTBA 3ALIUTH HHPOpMAIIH?
2. Kakue MexaHU3MBbI peau3yIoT IporpaMMHO-anapaTHbIe CPEeICTBA 3aUThI HHGOpMaIUu?
3. Kakue koMIbIOTepHBIE YyTPO3bl 0€30MaCHOCTH CYIIECTBYIOT?
4. Yo Ttakoe cereBas pa3Benka? Kakve MeTObl 3alIUTHI IPOTUB HEE CYIIECTBYIOT?
5. Yro takoe unbekusa? Kakue BUbl HHbEKIUHI CylIecTBYIOT? Kakue MeTo bl 3alUThI IPOTUB
HUX CYILECTBYIOT?
6. Uto Takoe oTka3 B 00cmyxuBaHnu? Kakue MeTobl 3aIIUTH IPOTHUB HETO CYIIECTBYIOT?
7. OCHOBHBIE BUJIbI IPOTPAMMHBIX YSI3BUMOCTEH.
8. Bbakmopsl.
9. Uro Takoe nepenonHenue 6ydepa? MeToabl 3aIUTHI.
10. Yro Ttakoe aedexThl HOpMATHBIX CTPOK? METOIBI 3aIUTHI.
11. Yrto Takoe 1e10YnCICHHbIE TePEenoJHeHUsA? MeTO bl 3aIHThI.
12. Ommbku 06paboTKH UCKITIOUEHUI. MeTO bl 3aIUTHI.
13. Buenpenue komana. MeTo bl 3aIIUTHI.
14. HexoppekTHble 00pabOTKH OMMOOK. MEeTOIbI 3alTUTHI.
15. T'onku. MeToabl 3allUTHI.
16. BoinmonHeHue Kojia ¢ 3aBbIILIEHHBIMU TPUBUIIETHUSIMHU.
17. Araka «YenoBek 1o cepeuHe.
18. Yo Takoe IP-cnyddunr? Kakue MeToabl 3a1IUTH IPOTUB HETO CYIIECTBYIOT?
19. ARP.
20. DHCP.
21. NAT.
22. PAT.
23. IPv4. IPv6.
24. Yro takoe ARP-cniyd¢punr? Kakue MeTos! 3aUThl IPOTHB HETO CYIIECTBYIOT?
25. Yto Takoe DNS Cache Poisoning? Kakue MeTo ! 3a1IUTEl IPOTHB HETO CYIIECTBYIOT?
26. UYro takoe NetBIOS/NBNS spoofing? Kakue MeTOIbI 3aIUTHI TPOTHUB HETO CYIIECTBYIOT?
27. VPN.
28. CounanbHasi UHKEHEPHUS.
29. ®poxa. Metobl 60pbOBI ¢ HPOIOM.
30. Yo takoe pummHr? Kakue MeTobl 3alIUThHI MPOTUB HEr'O CYIICCTBYIOT?
31. Kapaunr. MeToibl 3alIUThI OT KapAUHTA.
32. Darkweb.
33. DMZ.
34. AHoHMMaNi3epHl.
35. IIpokcu-cepBephI.
36. Pe3epBHOE KOMMpPOBAaHMUE.
37. Honey pot.
38. DLP-cucremsl. SIEM-cuctemsi.
39. Ckanepsbl 6€30MaCHOCTH.
40. Cucrembl 0OOHapyKEHUS BTOP>KEHUH.
41. CucreMsl NIpegOTBpAIIEHNs BTOPKEHUH.
42. BpenonocHsle nporpaMmbl. KoMmbelorepHbie BUpychl. Bunibl BUpycoB.



43. DKCIUIOUTBHI.
44. MexaHu3M paboThl BUpyca.
45. AntuBupycsl. Bunbl aHTUBHPYCOB.
46. MexaHu3mbl paOOTHI aHTUBHpYCA.
47. MexceTeBOM IKpaH.
Tema 6. Kpunrorpadudeckre MeToab! 3aIUThl HH()OpMAIUH

UYro takoe mudp? Kakue Buabl mudpoB CymecTByOT?
Urto Takoe cummMmeTpuuHbIid mudp? Kakne cumMerpudHbie mudphl HCIIOIB3YIOTCS ceidac?
Yro Ttakoe accumeTpuuHbiil mudp? Kakue accumerpudnblie mudpsl UCTIONIB3YIOTCS ceifyac?
[TpuHIIUT TOCTPOEHUS CUMMETPUYHBIX THU(POB.
[TpuHIMIT TOCTPOCHUS ACCUMETPUYHBIX MU(POB.
CrannaptHeie IUAQPHL.
[ToTounbie mHQPHL.
UYro Ttakoe xem-¢pynkiusa? Kakue Buapl xeui-GyHKIUI Bbl 3HaeTe?
HepeBo Mepkna.
Uro Takoe nudpoBas moAMUChH?
[Mudposas moamucey RSA.
[Mudposas noanuck Dib-I"amas.
UYro Takoe nHGPACTPYKTYpa OTKPBITHIX KITFOUYEH?
JKM3HEHHBIN TUKIT KITH0Ya.
AytenTudukamnus, uacHTUGUKAINS, BEpUPUKALIHS, aBTOPU3ALIHS.
[Tpocreiimme TPOTOKOIBI UASHTHPUKAIIUH.
OcnoBHoii ipoTokoi Kerberos.
IPSec.
Blockchain.
Yro Ttakoe creranorpadus? Ilonarue cteranHokoHTelHEpa.
Kaxkue BUIbI CTETaHOKOHTEHHEPOB CYIIECTBYIOT?
MeToabl co3aaHUs CTETAHOKOHTEHHEPOB HAa OCHOBE TEKCTOBOM MH(pOpPMALINH.
MeTtob1 co31aHMsI CTETaHOKOHTEITHEPOB Ha OCHOBE BUICOMH(OPMAIH U CTOI/KaJApPOB.
MeTobl co31aHUs CTETAHOKOHTEHHEPOB HAa OCHOBE ayTMOWH(pOPMAIIHH.
[udposbie BOASIHBIC 3HAKU.
OcnoBnas 1nens TK: cBoeBpeMeHHas OIleHKa yCIIeBAeMOCTH CTYAEHTOB, MOOYX Aarommas ux
paboTaTh paBHOMEPHO, UCKITIOUAsT MaJIbIe 3arpy3KH WIH MEPETPY3KU B TCUCHUE CEMECTpa.

JleK1moHHbIE 3aHSTHS KEJATEJbHO MPOBOJUTH B PEKUME MPE3EHTAIMM ¢ JeMOHCTpalen
MIPUMEHEHUs OCHOBHOI'O MaTepHalia, U3JaraéMoro B TeMe. DTO CYLIECTBEHHO YIy4llaeT IUHAMHUKY
JIEKIIWM.

[lenecooOpa3Ho obecrneunBaTh CTYACHTOB Ha 1-2 JIEKIIMM BIEpe] pa3laTOYHBIM
MaTepUajIoM B 3JEKTPOHHOM BHJE (CIOXKHBIE CXEMBbI, TpadUKU, aHATUTHUYECKUE HCCICIOBAHUS U
ONOpHBIA KOHCNEKT). OCHOBHOE BpeMsl JIEKIMH JIydllle TPAaTUTh Ha MOAPOOHBIE aHAIUTHYECKHE
KOMMEHTapH1 U OCOOCHHOCTH MPHUMEHEHHUs pacCMaTpUBAEMOro Marepuaia B MpodecCHOHaIbHOU
JESTEIIBHOCTH CTY/IEHTA.

[TpakTueckue pabOTHI CleyeT MPOBOAUTH B KOMIIBIOTEPHOM KJlacce JINOO B ayTUTOPHH C
MYJIBTUMEIUAHBIM 000pYIOBaHHEM, MCIONB3Ysl OPUTHHAIBHYIO METOAUKY M NMpodeccHOHANbHbBIE
nporpaMmMbl. MOXHO PEKOMEHJ0BATh YCTAaHOBKY OpHUrMHaibHbIX nporpamm Ha [IK crynentoB u
BBIIIOJIHATH Psi 3aJa4 Joma. B 3ToM ciydae B Kjlacce OCHOBHOE BHHUMAaHUE KOHIIEHTPHUPYETCS Ha
METOAMKE UCIOJIb30BAaHUS Ha3BaHHBIX MPOTPAMM U aHAJU3€ MOTYUYEHHBIX Pe3yIbTaTOB.

[Tpomexyrounbiii koHTpoib (IIK) - 3TO mpoBepka 3HAHMI CTYIEHTOB IO pa3zeiy
nporpammbl. @opmsel: Onpoc Mo TEOPUHU COMIACHO CIUCKY BOIIPOCOB ISl CAMOCTOATENIbHOM OLICHKU
YCBOEHUSI MaTepuania.

Hens IIK: moOyauTh CTYACHTOB OTYMTATBCS 32 YCBOEHHE paslena JUCIUTUIMHBI
HAKOIMUTENBHBIM 00pa3oM, T.e. CHadalla 3a MepBbIi, 3aTeM 3a BTOPOIl, 3aTeM 3a TPETUH pa3liesbl U
T.J1. B KOHEYHOM WTOre MHOTHE CTYACHTHI MOTYT IOJYYWUTh UTOTOBBIE OILEHKH MO JUCIMIUIUHE
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«aBTOMATOM.

Utorossiii koHTposb 1o aucuurinHe (MKJ) - aTo npoBepka ypoBHs y4eOHBIX TOCTHKEHUIN
CTYICHTOB TO BCeH AMCHUIUIMHE 3a ceMecTp. DopMbl KOHTpOIsS: dK3aMeH. Llenb HUTOroBOrO
KOHTPOJIS: IpoBepka O0a30BbIX 3HAHMM JWUCLUMUIUIMHBI, IOJYYEHHBIX HIOPHU HM3YyYEHUH MOy,
JIOCTATOYHBIX JJIs MOCIEAYIONIEro o0yueHusl.

Bomnpocs! k 3k3aMeHy JUIsl OLIEHKHM KayecTBa OCBOCHUS yUEOHOM JUCIUTUIMHBI

1. Llenu rocypapcTBa B o0actu obecnieueHrs HHYOPMAIMOHHON 0€30MMaCHOCTH.

2. OCHOBHBIC HOpMATHBHBIC aKThl PD, cBsI3aHHBIE C IPABOBOM 3aIIMTON MH(POPMAITUH.

3. Buapl KOMIIBIOTEPHBIX MPECTYIIIICHUM.

4. CiocoObl 1 MEXaHU3MBbI COBEPILIEHUSI THPOPMAITMOHHBIX KOMIIBIOTEPHBIX MPECTYIIIICHUH.

5. OcHOBHBIE TapaMeTpbl U YepThl MH()OPMALMOHHONW KOMIBIOTEPHON NPECTYMHOCTH B
Poccun.

6. KomnbrorepHbliii BUpyc. OCHOBHBIE BUIbI KOMIIBIOTEPHBIX BUPYCOB.

7. MeTop!l 3alUThl OT KOMIIBIOTEPHBIX BUPYCOB.

8. Tumbl aHTUBUPYCHBIX MTPOrPAMM.

9 . 3ammThl OT HECAHKIIMOHUPOBAHHOTO aAocTymna. Maentudukamms u ayTeHTHPHUKAIUSA
10JIb30BATES.

10. OcHOBHBIE yIpo3bl KOMITBIOTEPHON O€30MacHOCTH MpHU padboTe B ceth HTepHET.

11. Buasl 3anumaeMoit nHGopMaLuu.

12. T'ocynapcTBeHHas TaifHa Kak 0COOBIM BUJI 3aIUIaeMOi HHPOpMAITUH.

13. Kondunenuuansaas nHGpOpMaIus.

14. Cuctema 3a1iuThl rOCYAApPCTBEHHON TalHBI.

15. IIpaBOBOM peKUM 3aIIUTHI TOCYAAPCTBEHHON TalHBI.

1 6. 3amuTa WHTEIIEKTYalbHOM COOCTBEHHOCTH CPEICTBAMU IMATEHTHOTO M aBTOPCKOTO
mpasa.

17. MexayHapoJHOE 3aKOHOAATEIBCTBO B 00JIACTH 3aILUThHI HH()OPMALIUH.

18. [IporpaMMHo-amnmapaTHbie CpeAcTBa obecrnieueHus: NHGOPMAIMOHHON 0e30MacHOCTH B
MH(POPMALIMOHHBIX CETSX.

19. CummeTpuuHbIe TTHQPHI.

20. AccumeTpudHble MUQPHL.

21. Kpunrorpaduueckue mpoTOKOIHI.

22. Kpunrorpadudeckue xem-(yHKIIHH.

23. DneKkTpoHHas! MOANKCH.

24. Opraau3annoHHoe obecnedeHrne NHGOPMAITMOHHON O€30MTaCHOCTH.

25. Cnyx6a 6€30MacHOCTH OpPTraHU3AIIHH.

26. MeTozp! 3aIIMTHI UHPOPMALIUU OT YTEUKH B TEXHUUECKUX KaHAJaX.

27. NmxeHnepHas 3amuTa 1 oxpaHa oObEKTOB.

Pacnpenenenre 00BEMOB pa3IMYHOTO BHJA KOHTPOJIEH MOXKHO HPOWLIIOCTPHUPOBATH
CICIyIOMMMH TM(PpaMi HA TPUMEPE CeMecTpa: TEKYIIMd KOHTPoJb — 40 YCIOBHBIX 0OaJlIOB;
MIPOMEKYTOYHBI KOHTPOJIb - 30 YCIOBHBIX OaJJIOB; UTOTOBBIA KOHTPOJb - 30 YCIOBHBIX OajlioB.
Bes aucuumuinna onenuBaercss B 100 yclnoBHBIX OaijioB, €ClU BCS TUCHMIUIMHA OLIEHUBAETCS
uudpoit, ormuyHoit ot 100 GaywioB, TO MOA YCIOBHBIM OQJIJIOM CJIEIyeT MOHUMATh MPOICHT OT
MaKCHMaJbHOTO YHUCIIa OaljIoB.

[Tpu 5TOM AEHCTBYeT Cleaylomias CUCTeMa MepeBOAa PEHTUHTOBBIX (YCIOBHBIX) OaljioB B
OOBIYHYIO KAy KaueCTBEHHBIX OLICHOK: «OTiauaHO» (5) - 91—100 yciioBHBIX 0amioB; «Xopomioy»
(4) - 7590 ycnoBHbIX OamnioB; «YaoBineTBOpuTenbHO» (3) - 61—74 yClOBHBIX OaljoB;
«HeynoBnerBoputenbHo» (2) -

[TpuBenenHble UGPHI TOBOPIT O TOM, YTO Ha 000 cTaguu oOydeHHE CTYAEHTa MOKHO
CUMTATh YJIOBJICTBOPUTENIBHBIM, €CIIM OH Habupaer He MeHee 61 ycinoBHBIX OamnoB. Tak,
Hanpumep, HaOpaB B xome TK wu IIK 61 OamnoB, cTygeHT rapaHtupyer cebe OLEHKY
«Y IOBIIETBOPUTETIHLHOY.

5.2 OcobeHHocTH OpraHu3anuu oﬁyqeuuﬂ i JUI ¢ OrpaHHY€HHBIMH BO3MOKHOCTAMM



3A0POBbS U HHBAJIUI0B

[Tpu HEOOXOIMMOCTH 00YJAFOIIIUMCS U3 YUCIIA JIUII C OTPAHMYEHHBIMUA BO3MOKHOCTSIMH 370POBbSI U
WHBAJIKOB (TI0 3asBJICHUIO0 00YUaIOIIErocs) MPeoCTaBIsIeTCs yueOHass nH(OpMaIis B TOCTYITHBIX
dbopMax ¢ yueToM UX UHIWBUIYaATbHBIX ICUXO(PU3UIECKUX OCOOEHHOCTEH:

- JUISL JIUI] ¢ HapYUICHUSIMH 3PEHUs: B NeYaTHON (opMe yBEITHUEHHBIM mpudToM; B Gpopme
3JIEKTPOHHOT'O JIOKYMEHTA; VHJUBUYyaJIbHbIE KOHCYJIBTall1 c IIPUBJICUCHUEM
TU(IIOCYpIOTIEPEBOUNKA; MHIMBUAYAIbHBIC 33aHUs, KOHCYJIbTAllUU U JP.

- JJI JIUL ¢ HApYIIEHUsIMU CllyXa: B Ie4aTHOM (Gopme; B hopMe 3JIEKTPOHHOTO JOKYMEHTA;
VHUBUYaJIbHbIE KOHCYJIBTALMU C IPUBJICYEHUEM CYPAONEPEBOAUNKA; HHANBUAYAJIbHBIE 3a1aHUA,
KOHCYJIbTallu! U JIp.

- ISl TUI] C HapyUICHUsIMHU OTIOPHO-ABUTaTEIBHOTO almnapara: B nedatHoi gopme; B popme
AJIEKTPOHHOI'O JJOKYMEHTA; NHIUBUyaJIbHBIC 3a/1aHHs], KOHCYJIbTAlUU U JP.

6 ®oHI OLEHOYHBIX CPEACTB /JIfl MPOBEAEeHHS TEKYLIero KOHTPOJISA U NMPOMEKYTOYHOM
aTTecTAMU O0YYAKOIIMXCS 10 JUCHUIJINHE (MOILYJII0)

B coorBerctBun ¢ tpeboBanusiMu PI'OC BO pns arrecranum  oOydaromuxcs Ha
COOTBETCTBUE HUX TEPCOHAIBHBIX JOCTHKEHUM IJIaHUPYEeMbIM pe3ylbraraM oOOy4eHUs I10
JUCLUIUIMHE (MOJYI0) co3/laHbl (DOHIBI OLEHOYHBIX CPEJICTB. THIOBBIE KOHTPOJBHBIC 33JaHUS,
METOJIMYECKUE MaTepHalIbl, ONPEAEIAIOIUE MPOLETYpPhl OLICHUBaHUs 3HAHUM, YMEHUH M HAaBBIKOB,
a TaKkKe KPUTEPUM U I0Ka3aTeld, HEOOXOAUMbIC Ul OLIEHKM 3HAHWN, YMEHMH, HABBIKOB U
XapaKkTepU3yIoIlue ATarbl (OPMUPOBAHUS KOMIETEHUUI B MpoIlecce OCBOEHUS 00pa30BaTebHON
MpOTrpaMMmBbl, nipecTanieHbl B [Ipunoxenun 1.

7 YueOHO-MeToau4YecKoe U MH(OpPMAIMOHHOE o0ecnevyeHre JUCHUIIHHBI (MOTYJIs)

7.1  Ocnoenaa numepamypa

1. babamr A.B., bapanoBa E.K. MonenupoBanue CUCTEMBbI 3alllUThl HHPOPMALUU:
[Ipaktuxkym : Yuebnoe mocobue [DnektponHsblii pecypc]| : PUOP , 2020 - 320 - Pexxum gocrtyna:
https://znanium.com/catalog/document?id=357569

2. Kyx A.IL, Kyk E.IL, Jlenemkun O.M. u ap. 3amuta unpopmarmu : Yue6Hoe nocodue
[OnexTponnbrii pecypc] : PHUOP - Pexum noctyma: https://znanium.com/catalog/document?
1d=339378

3. Kazapun O. B., 3a6abypun A. C. [IPOTPAMMHO-AIIIIAPATHBIE CPEJACTBA
3AIIUTBI UHOOPMALNN. 3ALIUTA TTPOI'PAMMHOI'O OBECIIEUEHUS. Yuebnuk wu
IPAaKTUKYM [UIsl  By30B [OnekTpoHHBIM pecypc] , 2020 - 312 - Pexum pocryna:
https://urait.ru/book/programmno-apparatnye-sredstva-zaschity-informacii-zaschita-
programmnogo-obespecheniya-452368

7.2 /lononnumensnaa tumepamypa

1. Axmapos, I[1.b. KomupoBanune u 3amurta mHpopmanuu : ydeOHoe mocodue / I1.B.
AxmapoB .— HWxesck : ®I'bBOY BO Wxesckas I'CXA, 2016 .— 136 c¢. — URL:
https://lib.rucont.ru/efd/363163 (narta obpamenus: 20.02.2023)

2. buprokoB A.A. Wnadopmanmonnas 6e30macHOCTh [DIEKTPOHHBIA pecypc|
WU3narenscTBO "JIMK [Ipecc" . 2017 - 434 - Pexum JOCTYyTIA:
https://e.lanbook.com/book/93278#book

3. by3or I'A. 3amura nHbOpMAITIN OTPAHUYECHHOTO JOCTYIA OT YTEUKH MO TEXHHUYESCKUM
KaHanaMm [OnekTpoHHbIi pecype] : U3narensctBo "l'opsiuas nunus-Tenekom" , 2018 - 586 - Pexum
noctyna: https://e.lanbook.com/book/111027#book



4. Beenenne B kpunrorpaduio : YyeOHoe mocobme [DIEeKTpOHHBIN pecypc|
M3narensctBo @®OPYM , 2020 - 240 - Pexum moctyna: https://znanium.com/catalog/document?
1d=345516

5.  Epoxun B.B., [loronsmmesa /[.A., Crenmuenko W.I. be3onacHocTs nH(pOpMAIIMOHHBIX
cucreM : YueOHbie mocoous [Dnexktponnsiid pecype] : ®JIMHTA , 2015 - 182 - Pexxum moctymna:
https://e.lanbook.com/book/62972#book

6. IIporpammHo-anmapaTtHas 3ammTa HHPOpMAIMK : YdeOHoe mocodue [DIIeKTpOHHBIN
pecypc] :  HWzpmarenbctBO  @D®OPYM , 2019 - 352 - Pexum  goctyna:
https://znanium.com/catalog/document?id=340852

7.3 Pecypcovr ungpopmayuonno-menekommynuxkayuonnou cemu "UHnmepnem',
6KNI04as npogeccuonanvuvie 0a3vl OAHHLIX U UHOOPMAUUOHHO-CHPAGOUHDbLE
cucmemsl (npu HeobX00UMOCmu):

1. PYKOHT - Pexum nocrymna: KogupoBanue u 3ammura uHbopManuu : yaeOHoe mocoone

/

2. CIIC KoncynwsrantlLimtoc - Pexxum noctymna: http://www.consultant.ru/

3. OnektponHass Oubnmuoreunas cucrema ZNANIUM.COM - Pexum pgocryma:
https://znanium.com/

4. DOneKTpoHHO-OnOMroTeyHass cucrema usnarensctBa "Jlawp" - Pexxum pocrtyna:
https://e.lanbook.com/

3. DneKTpoHHO-0MOIMOTeyHast cucrema u3aarenbcTtBa "FOpait" - Pexum nocryma:

https://urait.ru/

6.  Open Academic Journals Index (OAJI). [IpodeccuonansHas 6a3a JaHHBIX - Pexxum
noctyna: http://oaji.net/

7. [Ipesunentckass Oubnmoreka wm. b.H.Enpnmua (6a3a maHHBIX —pa3sIudYHBIX
npodeccuoHaIbHbIX o0nacTeil) - Pexum noctyna: https://www.prlib.ru/

8 MarepuajbHO-TeXHHYECKOe o0ecneyeHHe AUCUMIUIMHBI (MOAYJsl)) H IepevYeHb
HH(GOPMALIMOHHBIX TEeXHOJIOTHii, HCIOJb3yeMbIX NPH OCYLIeCTBJIEHHH 00pPa30BaTeJbHOIO
npouecca no JUCHUILVINHE (MOAYJII0), BKJIOYAasl epeYeHb NIPOrpaMMHOro odecrevyeHust

OcHOBHOE 000PYI0BAHUE:

Byanb-I'enepaTop akycTuueckux U BUOPOAKyCTHUECKUX TTIOMEXOBBIX CUTHAJIOB
Mynstr. Meauiinbiii komriekT Ne 2: IIpoektop Panasonic PT-LX26HE, moTtonodyHoe
kperienne Tuarex Corsa, knemMMHbIH Moxynb Kramer WX -1IN, konnektop VGA, skpan Lumien
Ecopicture
ITepconanbublii komnbroTep Nel "B-tronix professional 3872\2015"
Cmapr-AB (ma 0Oaze CKM-21.2)- IlporpaMMHO-anmapaTHbIii KOMIUIEKC OLIEHKU
3 (PEeKTUBHOCTH  3alUTBl  peueBOM WHGOpPMAIMM OT YTEYKH TI0 aKyCTHUYECKOMY W
BUOPOAKYCTHYECKOMY KaHajJaM
Comnara-P3.1 CpeactBo akTUBHOM 3alIUThl HUH(POPMALIMKU OT YTEUKH 3a CUET MOOOYHBIX
AJIEKTPOMArHUTHBIX KOJIEOAHUH U HAaBOJOK
Cnekrpoananuzatop IFR2397

[IporpaMMHoe obecrieyeHue:
Microsoft Windows 7 Ultimate Russian
VMware Workstation 9 for Linux andWindows
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1 Ilepeyenb popMHEpyeMbIX KOMIIETEHIHIT

Hassanne OITOIT BO,
COKpAII[EHHOE

Konx 1 popmynipoBKka KOMIIETCHITH

u

Kon u ¢hopmynipoBKka HHANKATOPA JOCTHKEHHS
KOMIIETEHIIUH

09.03.02 «Madopmar
WOHHBIC CHCTEMBI U TE
XHOJIOTHI
(B-UC)

OIIK-1 : CnocobeH NpuMEeHSITh eCT
€CTBEHHOHAYYHbIC M OOLICHHXEHED
HBIE 3HAHUS, METOIBI MaTEMaTH4YEC
KOTO aHaJIN3a M MOJICITNPOBAHMS, TC
OPETHUYECKOTO U IKCIIEPHMEHTAIIEHO
T'O UCCIICIOBAaHUS B TPOQECCHOHANb
HOMU JeATeNbHOCTU

OIIK-1.2k : Pemaet npodeccuoHaibHble 3a/1a41
C IPUMCHEHNEM €CTECTBCHHOHAYYHBIX U OOLIECHH
KEHEPHBIX 3HaHUH

OIIK-2 : CiocoOeH MOHMUMATh MPH
HITUIIBI paOOTHI COBPEMEHHBIX HH(O
PMAaIMOHHBIX TEXHOJIOTHI U TIporpa
MMHBIX CPEJICTB, B TOM YHCJIE OTE€UE
CTBEHHOTO MIPOU3BOJICTBA, H UCIIONb
30BaTh UX [PU PELICHUH 33714 IIPO
(eccHOHATBHOW eI TENBHOCTH

OIIK-2.2k : Ucmonb3yeT coBpeMeHHbIe HHpopMa
[IMOHHBIC TEXHOJIOTUHU U IPOTPAMMHBIE CPEIICTBA,
B TOM YHCJI€ OT€YECTBEHHOTO TIPOU3BOJICTBA, JUIS
pemenust 3a1a49 npodecCHOHATEHON e TETLHOCT
u

OIIK-3 : Crioco6eH peniath cTaHma
PTHBIE 3a/1a9H IPo(ecCHOHANTBHO
JIeATeIbHOCTH Ha OCHOBE HH(pOpMA
LUOHHOU M O6ubIHnorpaduyeckoit Ky
JBTYPBI C IPUMEHEHHEM HH(OopMarl
HNOHHO-KOMMYHHKAIIHOHHBIX TEXHO
JIOTHH ¥ C y4ETOM OCHOBHBIX TPeOo
BaHWH HH(POPMAIIMOHHOH Oe30macH
OCTH

OIIK-3.1k : IlpumeHseT NpUHLUIIBL, METO/BL U CP
€/ICTBA PEIICHUS CTAaHAAPTHBIX 33/1a4 Ipodeccro
HaJIbHOM AEATEIHHOCTH Ha OCHOBE HH(OPMALOH
HOI 1 OubIHOrpaguuecKoil KyJabTyphl ¢ TPUMEHE
HHEM HH(POPMAIIMOHHO-KOMMYHHKAI[HUOHHBIX TEX
HOJIOTHH U C Y4E€TOM OCHOBHBIX TpeOOBaHHU HH(
OpMaI[OHHON 0€30MacCHOCTH

[IKB-4 : CriocobeH ocyIIecTBIATh
ynpaBJeHUe (BBIIOIHATE pabOTHI IT
0 00CITy’)KHBaHUIO) JIOCTYIIOM K PO
IpaMMHO-AIIIapaTHEIM CPEICTBAaM 1
H(pOPMAIIMOHHBIX CITykK0, MOHHTOP
HHT COCTOSHHS 000PYy/I0BAaHHS U YU
€T 0TKa30B 000py10BaHHS HH(POKO
MMYHHKAIHOHHOW CHCTEMBI

[IKB-4.1x : YopasisieT 10CTyIIOM K IPOrpaMMHO
-annapaTHbIM CpPeACTBaM HH()OPMALMOHHBIX CITy
#0 NH(OOKOMMYHHUKAIMOHHON CHCTEMBI

Komnerenmus cunraercst cOpMUPOBAHHOM Ha JTaHHOM 3Tale B ClIydae, €ClIi MOTy4YeHHBIE
PE3YIbTAaThI O6yquI/I$[ 10 JUCHUIINIMHE OLCHCHBI IIOJOXUTCIBHO (I[I/I&H&?;OH KPHUTCPHUCB
OLICHMBAHUSI PE3YJBTATOB O0YUEHHS «3aU4TCHOY, «YIOBIECTBOPUTEIBHOY, «XOPOIIO», KOTIMIHOY). B
CIyd4ac OTCYTCTBUA MMOJI0KUTEIbHOM OLCHKM KOMIICTCHIIMA Ha JaHHOM DJOTall€ CUYHUTACTCA
Hec(OPMHUPOBAHHOM.

2 [loka3aTe/ U OlleHUBAHUS NJAHUPYEMBbIX Pe3yJIbTATOB 00y4YeHHUs

Komnerenuus ITKB-4 «CriocoGeH oCyIIeCTBIATh yIIpaBlieHHE (BBITOTHATH PaOOTHI 1O
00CITy>KMBaHHUIO) TOCTYIIOM K IMMPOTPaMMHO-aNNapaTHBIM CPeACTBAM WH()OPMAITMOHHBIX CITYXKO,
MOHUTOPHHT COCTOSTHUS 000py/I0BaHUS U YUET OTKa30B 000pYyJ0BaHUS HH(POKOMMYHHKAIIMOHHOMN
CHCTEMBD»

Ta6muma 2.1 — Kpurepuu OolleHKH WHIUKATOPOB TIOCTHKEHUS KOMITCTCHIIHH

Pe3ynbraTel 00y4eHUs 10 TUCIUTUINHE

Kon u popmynmupoBKka HHAMKAT Kputepuu oneHuBaHus pe3ysbT




opa JOCTHXKEHUSI KOMIIETEHI[U K T aToB O0yUCHUS
u
on
I
pe Pesynbrar
pe
3_
3_
Ta
Ta
ITKB-4.1x : YrpaBusieT JOCTyT . CcopmupoBasiieecst CHCTEMAT
P 3H | COBPEMEHHBIX TEXHOJOTHH, MET
OM K NPOrpaMMHO-aNNapaTHbIM UYECKOe 3HaHHE COBPEMEHHBIX
J | aH | o&muk M cpencTB 3amUTHl HHPOP N
cpencTBaM MH(GOPMALIMOHHBIX C 9 e | maunm TEXHOJIOTUH, METOAUK U CPEACT
Ty>k0 MH(POKOMMYHHKAIIMOHHO Ba 3aIIUTHI HHPOpPMALINH
1 CHCTCMBI P 4 CcopmupoBasireecst CHCTEMAT
1™ YIpPaBIATh HHGOPMAIIMOHHOM O | MuYeckoe yMEHHE yIpaBIsTh HH
10 | €1 | esomacHocTbio Opramusaiuu (hopMaIoHHO 6€30MacHOCTb
ue 10 OpraHu3aluu
H CdopmupoBasieecst cucreMar
P BIIAJICHUS] METOJJaMH OIICHKH PH
aB . MYECKOe BIAJICHHE METOJAMH O
a CKOB MH(OPMALMOHHOM Oe30ma
BI L[EHKH PUCKOB HH(POPMAIMOHHO
11 CHOCTH .
K i 6ezomacHOCTH

Komnerenuus OIIK-3 «CriocobeH pemiats cTaHAapTHBIE 3a/1a4l IPOPeCcCHOHATbHON
NeSITEILHOCTH Ha OCHOBE MH(POPMALIMOHHOW 1 OnbIuorpaduaeckoil KyJabTyphbl ¢ IPUMEHEHUEM
MH(POPMALMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUH U ¢ YYETOM OCHOBHBIX TpeOOBaHUMN
MH(POPMALIMOHHOM O€30MacHOCTI»

Ta6nuia 2.2 — Kputepuu OlleHKH UHANKATOPOB TOCTHXKCHHUS KOMITETEHIIUN

PesynbraTsl 00y4yeHuUs! O AUCLUILTHHE
T
Kox i popmymuposka upgukar | K " Kpurepuu onieHuBaHus pe3yyibT
Opa IOCTWXEHUs KoMneTeHuun | O | aToB O0yUCHUS
pe pe Pesynbrat
3_
Ta |
Ta
OIIK-3.1k : IIpumensieT npuHILL P 3u Ccopmupoasmieecst CHCTEMAT
WIIBI, METOJIBI M CPEJICTBA pelle 1| an TpeOoBaHUH K 3amuTe HHPOPM MYEeCcKOe 3HaHHE TPeOOBaHMUI K
HUSI CTaHAAPTHBIX 3a71a4 mpode 5 e | @UUAH OIPEIENEHHOrO THIIA 3amuTe MHHOPMAIHH OIpeIeie
CCHOHAIIBHO JIeATeTbHOCTH Ha HHOTO THIIA
OCHOBE HH(OPMALIMOHHOW U 01
GimorpauuecKoil KyJIbTypHl C
NpPUMEHEHHEM HHPOPMALMOHHO | P M CdopmupoBasiieecs cucreMar
-KOMMYHHKAIHOHHBIX TexHonor | Jf | M | OOCCHCUMBATL SAMUTY MHOOPM | oo v venme obecnieunBats
A U C YUCTOM OCHOBHBIX Tpe60 4 CH auu 3aLLUTY I/IH(I)OpMaLlI/II/I
BaHMI HH(POPMAIIMOHHOH Oe301 ue
ACHOCTH

Komnerennus OIIK-1 «Cnioco6eH NpUMEHSITh €CTECTBEHHOHAYYHbBIE U O0IIIEHHKEHEPHBIE
3HaHUA, METObl MATEMATHUYECKOI0 aHAJIU3a U MOJIETTUPOBAHUS, TEOPETUYECKOTO U
HKCIIEPUMEHTATIHLHOTO UCCIIEIOBAHUS B MPOPECCHOHATBHON AEITETLHOCTIY

Ta6muia 2.3 — Kputepuu OlIeHKH UHANKATOPOB TOCTHXKCHHUS KOMITETEHIIUN

Pe3ynbraTsl 00y4eHus 10 JUCLUIUINHE

Kon u popmynmupoBka HHAUKAT Kputepuu oneHuBaHus pe3yibT



opa JOCTHXKCHUA KOMIICTCHIINH

aToB O0YYCHUS

OIIK-1.2k : Pemaer npodeccuo
HaJIbHBIE 33/1a4M C IPHMECHEHHUE
M €CTECTBEHHOHAYUYHbIX U 0011e
MHXEHEPHBIX 3HaHUI

CcopmupoBasiieecst CHCTEMAT

MUYECKOE 3HAHUE COBPEMEHHBIX

3aKOHOB, CTaHAAPTOB, METO/IOB

Y TEXHOJIOTHH B 00JIACTH 3aIIUT
BI HH(OpMAITIH

CcopmupoBasiieecst CHCTEMAT

MYECKOE YMEHHE UCTIONb30BaTh

COBPEMEHHBIE IIPOTPAMMHO-ATII
apaTHbIE CPEICTBA 3aIIUTHI HH(}
OpMaIin

T
K
u
on
I
pe Pesynbrar
pe
3_
3_
Ta
Ta
P 3H | COBpPEMCHHBIX 3aKOHOB, CTaHJa
pil| aH | pTOB, METOJOB U TEXHOJOTUH B
1 e | obmactu 3amuThl HHGOPMAIH
Y
P " HCIIOJIb30BaTh COBPEMCHHBIC TP
I e | OTPAMMHO-aNNApaTHbIe CPE/ICTB
3 pe | @3auHThl nHpopManuH
P H | pnanenns coBpemennsiMu Meto
i aB [ mamu oOecrieueHHs 3allIUTHI UH
5 Bl ¢opmanun
K

CcopmupoBasiieecst CHCTEMAT
MYECKOE BIIaZICHHE COBPEMEHH
BIMH METO/IaMHU o0ecriedeHHs 3a
IIUTHI HHPOPMALIUU

Komnerenmus OIIK-2 «Crnioco6eH NOHUMAaTh MPUHIIUITBI PpA0OTH COBPEMEHHBIX

I/IH(I)OpMaI_II/IOHHBIX TEXHOJIOTUH U MMporpaMMHbBIX CPEACTB, B TOM YHUCJIC OTCYCCTBCHHOI'O
MMPONU3BOACTBA, N UCITIOJB30BATh UX NIPH PCIICHUHU 3a1a4 HpO(beCCI/IOHaJ'ILHOI\/JI JACATCIIBHOCTH

Ta6mmma 2.4 — Kpurepuu OleHKH WHIUKATOPOB TIOCTHKEHUS KOMITCTCHIIHH

PesynbTaThl 00yUeHUs! 0 JUCUUIIMHE
K T
Koz u hopmynupoBka HHAMKAT " Kputepun oneHHBaHUs Pe3yJIbT
Opa IOCTIKEeHMs KomMneTeHuun | O | aToB 00yUeHUS
pe Pesynbrar
pe
3_
3_
Ta
Ta
OIIK-2.2k : Mcnionb3yeT coBpe P 3 CdopmupoBasieecs cucreMar
MCHHBIC HH(OPMAIIMOHHBIE TEX 1 | an COBPEMCHHBIX METOJIOB M CPEIC | HMYEeCKOe 3HAHHE COBPEMEHHBIX
HOJIOTHH M IPOrPAMMHbIE CPEsiC | ¢ pe | TB 3UHTHI nHpopManuH METOJIOB ¥ CPE/ICTB 3aINTHl HH
TBa, B TOM YHCJIC OTEYECTBEHHO dopmarn
'O MPOU3BOJICTBA, IS PELICHHs v s
. OpPMHPOBABIIEECs] CUCTEMAT
3aj1a4 npodeccHoHabHOM gesiT | P | bopmnp
CIBHOCTI il AHAIM3UPOBATh HHPOPMAIIMOHH | HYECKOe YMEHHE aHaIu3HUpOBAT
. CH | yi0 Ge30macHOCTb OpraHu3auyu | b HHPOPMAIMOHHYIO 6E30MacHO
ue CTb OpraHKU3aIun
CdopmupoBasieecst cucreMar
H | BnageHus COBpEeMEHHBIMH TEXH
P MYECKOE BIIaJICHUE COBPEMECHH
aB | OJOrMsAMH M METOJIaMu obecred
I . BIMHU TEXHOJIOTHSIMU M METO[aM
bl | eHus UHQOPMALMOHHOMW Oe30ma
8 1 obecrievyeHust HHHOPMAIMOHH
K CHOCTH OpTraHH3alUH .
oif 0€30I1aCHOCTH OpPTaHU3aINN

Tabmuira 3amosHAETCS B COOTBETCTBHM ¢ pasfeioM | Pabouel mporpamMMbl JTUCIMILIAHBI
(Momyms).

3 IlepeyeHb OLIEHOYHBIX CPE/ICTB

Ta6mmma 3 — [lepeueHb OIIEHOYHBIX CPEACTB MO TUCIUILIAHE (MOIYIIIO)



KoHTponipyeMsle IiaHupyeMble pesy
JIbTaThl 00yYEeHUS

KonTponupyemblie Tembl
JUCHUIIHHBI

HaumeHoBaHHE OIIEHOYHOTO CPEACTBA U TP
encrasienne ero B DOC

Tekymuii KOHTPOJIb

ITpomexxyToyHas at

TecTarms
OuHas popma oOyUeHHUS
P/l 3HaHHUE : COBPEMCHHBIX 32 | 1.1, BBenenue B uHpOPM INpakTryeckas pado CobecenoBante
KOHOB, CTaHAAPTOB, MCTO AIMOHHYI0 0€301TaCHOCTh Ta
JIOB U TEXHOJIOTUH B 00712 o0
CTH 3aLIUTHl UHPOPMALIUI -~ 1 IPHMCHCHHC HH@O}\?
MAIIMOHHBIX TEXHOJIOT Ui
J1s1 u3y4deHus BorpocoB o | IpakTuyeckas pabo
. y p P p CobecegoBanue
praHn3alMOHHO-TIPABOBO Ta
ro obecrnedeHuss tHGopM
AIIMOHHOM 0€30IacHOCTH
1.3. IIpaBoBoe obecnieueH
. [Ipaktuueckas padbo
re nHHopMaIMOHHOH 6e3 a CobecenoBanue
OIACHOCTH
P12 3unanue : TpeboBanmii k 32 | 1.3. [IpaBoBoe obecnieueH
. IMpakTudeckas pado
muTe nHpopMaIHK onpex | ue HH(GOpMaIMOHHON 6e3 a CobecenoBanue
CJICHHOTO THIIA OIMACHOCTH
1.5. OpranusaionHoe o
p 1 INpakTHdeckas pado
OecriedueHre HHPOPMAITHO a CobecenoBanue
HHOI1 6e30ImacHOCTH
1.6. Peanu3aitusi paboThI
INpakTHyeckas pado
UH(PACTPYKTYPHI OTKPHIT a CobecenoBanue
BIX KIItOUeH
PA3 YwMmenue : ucnons3osats ¢ | 1.4. Mcnonb3oBaHue Kpul
[Ipaktuueckas padbo
OBpPEMECHHBIC POrPaAMMHO | TOrpaduuecKux CpeicTs 3 a CobecenoBanue
-anmnaparHble CPeACTBa 32 | AIIUTHI HH(pOpMALUH
LHTBI MH(popMALHH 1.7. Texauueckue cpeact
IpakTudeckas pado
Ba ¥ METOJIbI 3AIIUTHI HH a CobecenoBanue
(dhopmanuu
1.9. IIporpamMHo-anmnapa
THBIE cpeicTBa 1 MeTosl | [IpakTmueckas pabo
pedl A P P CobecenoBanue
obecrieueHns nHGOpManK | Ta
OHHOI1 6e30macHOCTH
1.10. Hactpoiika 6e3omac
INpakTryeckas pado
HOTO CETEBOTO COSJIMHEHH | CobecenoBanue
st
1.12. AuTUBUpYCHBIE Cpe
Py P INpakTHyeckas pabo
JICTBA 3aLIUTHI HH(pOpMAII a CobecenoBanue
1704
P/14 Ymenue : obecrieunBath 3 | 1.4. Mcmons3oBaHne Kpui
[IpakTuueckas padbo
amuTy UHQOPMAIIH Torpad)uuecKux CpeacTB 3 a CobecenoBanue
aIuThl MHGOpMaIK
1.5. OpranuzannoHHoe 0
P 1 INpakTudeckas pado
6ecrieueHne HHHOPMAIIO a CobecenoBanue
HHOI 6e30IMacHOCTH
1.6. Peanm3zanns paboTsl
WA P INpakTryeckas pado
HHQPPACTPYKTYPHI OTKPHIT a CobecenoBanue
BIX KITFOUEH
1.7. Texuuueckue cpeact
pen INpakTHyeckas pabo
Ba M METOBI 3aIIUTHI UH a CobecenoBanue
(dhopmarnmu
1.9. IlporpaMmmHo-anmnapa
THBIC Cpe/icTBa U MeToabl | IlpakTuueckas pabo
pen A P p CobecegoBanue
obecrieueHust vHpopManu | Ta
OHHOI1 6€30IacHOCTH




1.10. Hactpoiika 6e30mac

[IpakTuueckas padbo

HOTO CETEBOro COC/MHEHH | CobecenoBanue
s
1.12. AaTUBUpYCHBIE Cpe
Py P IMpakTudeckas pado
JICTBA 3aIUTHI HHPOPMAI a CobecenoBanue
uu
P15 HaBrik : B1agenus coBpe 1.7. Texuuueckue cpeacT IpaxTiieckas pa6o
MEHHBIMH METOJIaMHU 00eC | Ba M METObBI 3aIUTHI HH Ta CobecenoBanue
MeYeHNS 3aUTH HHpOpM | opmarmn
anuu
I 1.8. Cpencraa cTeranorpa Ipairueckas pato
¢bun a5t 3amuTE HHPOPM a CobecenoBanue
anuu
1.9. IlporpaMmHo-anmnapa
THBIC Cpe/icTBa U MeTobl | IlpakTuueckas pabdo
pen A P p CobecegoBanue
obecrieueHust vHpopManu | Ta
OHHOI1 6€30IacHOCTH
1.10. Hactpotika 6e3omac
IMpakTudeckas pado
HOTO CETEBOrO COC/IMHEHH | CobecenoBanue
st
1.11. KpI/IHTOFpa(bI/I‘{CCKH HpaKTH‘leCKaﬂ pa6()
€ METO/IbI 3aIuThl HHGOpP | T3 CobecemnoBanue
MaIiu
1.12. AuTuBUpYCHBIE Cpe
Py P INpakTHyeckas pado
JICTBA 3aLIUTHI HH(pOpMAI a CobecenoBanue
uu
P16 3uanue : CoBpeMeHHBIX M | 1.1, Beenenne B uaopm | ITpaxTmueckas pa6o Cobecenonanie
€TOMIOB U CPE/ICTB 3alIMTHI | aMOHHYIO O0€30MacCHOCTh | Ta
uHpopManun
1.4. Vicnonb30BaHNE KPHII
IpakTryeckas pabo
TOrpaUIecKuX CPeacTB 3 a CobecenoBanue
aIuTH HHGOpMAaIIH
1.6. Peanmu3anus paboThI
WA p [IpakTuueckas padbo
HHQPPACTPYKTYPBI OTKPHIT a CobecenoBanue
BIX KIItOUEeH
1.7. Texuuueckue cpeacT
pel IMpakTudeckas pado
Ba ¥ METOJIBI 3aIIUTHI HH a CobecenoBanne
(opmarn
Pa7 YMeHue : aHan3upOoBaTh 1.5. OpranuzannoHHoe 0 TpaxTiaeckas pa6o
nH(popManHoHHYIO Oe3om | OecnedeHue HHYOPMAIIO ra CobecenoBanue
aCHOCTh OpTaHU3aINH HHOUW 0€301acHOCTH
1.6. Peanu3zamus paboTbt
WA p IpakTHyeckas pabo
UH(PACTPYKTYPHI OTKPHIT a CobecenoBanue
BIX KIIIOUEH
1.7. Texuuueckue cpeacr
pen [IpakTuueckas padbo
Ba U METO/Ibl 3aLUTHl UH a CobecenoBanue
¢bopmarmu
1.9. IlporpaMmHo-anmnapa
THBIE cpenicTBa U Metonbl | [IpakTrdeckas pabo
pel A p p CobecenoBanue
obecnieueHus nHGoOpManu | Ta
OHHOIi 6€30MacHOCTH
P8 Hagrik : Bnanenus cope 1.4. Vicionb3oBaHue KpUIl TpaxTieckas pa6o
MEHHBIMH TE€XHOJIOTHSIMHU TorpaduIecKux CpesCTB 3 a CobGecenoBanue
¥ MeToJamMu o0ecriedeHrst | amuThl HHpopMaIu
uH(OpMaALMORHOi 6e30ma | | 5 Opragusamonnoe o o 5
aKTHYecKas pabo
CHOCTH OpraHu3altii Gecrieyenre HHPOPMAIIHO Tap p CobecenoBanue
HHOW 0€301acHOCTH
1.9. IIporpammMHuo-anmapa
THBIC cpeficTBa U MeToapl | [lpakTuueckas pabo
pea A P p CobecegoBanue

obecrieyeHnss HHGOpMAIH
OHHOM 6e30IMaCHOCTH

Ta




1.10. Hactpoiika 6e30mac
[IpakTuueckas padbo
HOTO CETEBOro COC/MHEHH | CobecenoBanue
s
1.11. Kpunrorpapuyecku
P pag IMpakTudeckas pado
€ METO/TbI 3aIIUTHI HHPOP a CobecenoBanne
MaIuu
P19 3HaHue : coBpeMeHHbIX T¢ | 1.4. Mcnonb3oBanue Kpun
o [pakTrnueckas pado
XHOJIOTHH, METOJTUK ¥ Cpe | TOrpauIecKuX CPeacTB 3 p p Cobece1oBanne
JICTB 3aIUTHI MH(OOPMAIH | ammuTHl HHPOPMAIUU Ta
"
1.6. Peanu3anus paboTsI
WA p [IpakTuueckas pado
HHPPACTPYKTYPBI OTKPBIT a CobecenoBanue
BIX KIItOUEeH
1.7. Texnuueckue cpeact
pel IMpakTudeckas pado
Ba M METO/BI 3aITUTHI HH a CobecenoBanue
(opmarn
1.8. CpencrBa creraorpa
pei P INpakTrdeckas pado
¢bum 1t 3amuTE HHGOPM a CobecenoBanue
anun
1.9. IIporpammMHo-anmapa
THBIC cpeicTBa U MeTonbl | [lpakTuueckas pabo
ped A P P CobecenoBanue
obecnieyeHus nadopmarm | Ta
OHHOI1 Oe30macHOCTH
1.10. Hactpoiika 6e3omac
[IpakTuueckas padbo
HOTO CETEBOTO COC/IMHEHH | CobecegoBanue
s
1.11. Kpunrorpapuyecku
P paj IpakTudeckas pabdo
€ METO/IbI 3alIUTHI HHPOP a CobecenoBanne
MaIuu
1.12. AHTHUBUpPYCHBIE CpE
Py P INpakTHdeckas pado
JICTBA 3aIUTHI HH(pOPMAI a CobecenoBanue
uu
P10 YMeH#He : ynpapisTe HH 1.5. OpranuzannoHHoOe 0 IIpakTidaeckas pa6o
OpPMAIMOHHOM Oe30TacHO OecrieueHue MHPOPMAIHO | g CobecenoBanue
CTBIO OpPTaHU3AINN HHOI1 0€30ITacHOCTH
1.6. Peanu3zamus paboTbt
WA p [Ipaktuueckas pado
HHQPPACTPYKTYPbI OTKPHIT a CobecenoBanue
BIX KIItOUEH
P11 HaBbik : B1anenus mero, 1.6. Peanm3anns paboTs
A g A LA p IpakTudeckas pado
aMH OICHKH PUCKOB HH(PO | HUHPPACTPYKTYPHI OTKPHIT a CobecenoBanue
pMalroHHOM 6e30macHoC BIX KJIIOYEH
™ 1.9. IlporpammHo-anmnapa
THBIE cpeicTBa 1 MeTosl | [IpakTmueckas pabo
e A p p CobecenoBanue
obecrieueHns nHGOpManK | Ta
OHHOI1 6e30macHOCTH
1.10. Hactpoiika 6e3omac
INpakTryeckas pado
HOTO CETEBOTO COSJIMHEHH | CobecenoBanue
st
1.11. Kpuntorpaguuecku
P rpag INpakTHyeckas pabo
€ METO/IbI 3aIUTHI HHDOP a CobecenoBanue
Manuu
1.12. AxTHBHUpYCHBIE Cpe
Py P [IpakTnueckas pado
JICTBA 3aIIUTHI HH(POpMAI] a CobecenoBanue
uu

4 Onucanue nmpoueaypbl O€HUBAHUA

KagectBo C(bOpMHpOBaHHOCTH KOMHCTCHI_II/Iﬁ Ha JaHHOM JTall€ OLCHHBACTCA IIO
pe3yibraTaM TCKYIIHUX W HNPOMCKYTOUYHBIX aTTeCTaHI/Iﬁ npu oMo KOJIMYCCTBCHHOM OLCHKH,




BbIp@)XKEHHOUW B Oamnax. MakcuMmanbHas cymMma OaijioB mo AucuuiuinHe (Monynmio) paBHa 100

Oaytam.
Bup yueGHoii nesirensao | OLEHOUHOE CPEACTBO
cTH CobecenoBanne INpakTnaeckne paboTHI HWroro
Jlexkun 10 10
[IpakTrueckue

60 60
3aHATUA
i'lui?MemyTo'{Haﬂ arTectal, 20
gaMOCTOXTeHLHaH pabor 10 10
HUroro 40 60 100

Cymma 6anioB, HAOpaHHBIX CTYACHTOM IO BCEM BHJaM YUEOHOW JCSITEIHPHOCTH B pamMKax
JCIIATUTMHBL, TICPEBOIUTCS B OIICHKY B COOTBETCTBUU C TAOJUIICH.

CymMma OanioB

0 JUCHHUITIIINHE

O1neHKa 10 IPOMEXY
TOYHOH aTTeCTalnuu

XapaKTepI/ICTI/IKa KaduecCTBa Cq;)OpMI/IpOBaHHOCTI/I KOMIICTCHI WU

«3a4TeHOY /

CTyIeHT 1eMOHCTPUPYET CHOPMHPOBAHHOCT JHUCLMILUTHHAPHBIX KOMIIETEHIIUH, 00
Hapy>KMBaeT BCECTOPOHHEE, CUCTEMAaTHYECKoe U NTy0oKoe 3HaHHE y4eOHOro Marep
1aJla, yCBOMJI OCHOBHYIO JIUTEPATypy U 3HAKOM C JONOJIHUTEIbHOU JIUTEpaTypoH, pe

or 91 1o 100 COTIIHYHON KOMEHIOBaHHOM MMPOTpaMMOid, yMeeT CBOOOTHO BBITIONHATH MPAKTHUCCKHIE 3aAaHHS,
MIPEayCMOTPEHHBIE IPOTrPaMMO, CBOOOIHO ONepHpyeT NPUOOPETEHHBIMH 3HAHUSAM
U, YMEHUSIMH, IPUMEHSIET UX B CUTYaLUsIX ITOBBILICHHOHN CJIOXKHOCTH.
CTyneHT IEMOHCTPHPYET CPOPMUPOBAHHOCTh JUCIHUILTHHAPHBIX KOMIICTCHIHIA: OC
ot 76 110 90 «3a4TEHO) / HOBHBIE 3HAHUS, YMEHUS OCBOEHBI, HO JIOIYCKAIOTCSl HE3HAYUTEIILHBIE 0111}461(1/1, HET
«XOPOLIO» OYHOCTH, 3aTPYIHEHUS IIPH aHATUTUYECKUX OINEpalUaxX, IEPEHOCE 3HAHUU U YMEHU
1 Ha HOBBIC, HCCTAaHAPTHBIC chyaunn.
CTyneHT NeMOHCTpUpPYeT CHOPMUPOBAHHOCTh AUCIUATUIMHAPHBIX KOMIIETCHITHIA: B X
«3a4TeHo» / 0J1€ KOHTPOJIBHBIX MEPONPHUIATHII JOMYCKAIOTCSA 3HAUYUTENbHBIE OIINOKH, POSBISIETC
ot 61 1o 75 «YJIOBJIETBOPUTENIBH s1 OTCYTCTBHE OTJICJIbHBIX 3HAHUH, YMEHUI, HABBIKOB 110 HEKOTOPBIM JUCLUIUITMHAPH
o» BIM KOMIIETCHIIMSIM, CTYICHT HMCIBITBIBACT 3HAUNTEIBHBIC 3aTPYIHEHUS MU ONIEPUP
OBaHMHW 3HAHWSMHU ¥ YMECHHAMM IIPU UX IIEPEHOCE HA HOBBIC CUTYALNH.
«HE 3a4TCHOY /
ot 41 10 60 P —— VY crynenra He cdoolenpOBaHuLI JMCLUIIIIMHAPHBIE KOMIIETEHIIUH, TIPOSBIISECTCS HENO
CTaTOYHOCTB 3HAaHWW, YMCHUI, HABBIKOB.
HO»
«HE 3a4TCHOY /
o1 0 10 40 P — JucuuninuHapHble KOMIETEHUUH HE C(}iOpMI/IpO]zaHBI. IIposiBnsieTcst monHoe WiIu
How MPaKTUYECKHU I1OJTHOC OTCyTCTBI/Ie 3HaHWH, yMeHl/II/I, HaBBIKOB.

5 HpHMepHI)Ie OLCHOYHbBIC CpEACTBA

5.1 IlpumepHBIil IepeYeHb BONPOCOB MO0 TeMaM

Tema 1. BBenenue B MH(GOpPMaIIMOHHYIO0 6€30M1aCHOCTh

XN R WD =

UYro Takoe nHGOpMAITMOHHAS OE30MTaCHOCTh?

[Tepeunciure OCHOBHBIE YTPO3bl HH()OPMAITMOHHOM 0€30MMaCHOCTH.
Kakue cymiecTByroT MoJieny HHPOPMALMOHHON Oe30MacHOCTH?
Kakwne MeTopl 3anuThl HHGOPMAIMH BBIIEISIOT?

Yro Takoe mpaBOBbIE METO/IBI 3AIIUTHI HHPOPMAIIH?

Yro Takoe opraHu3alMOHHBIE METO/IbI 3aLIUTHI HH(pOpMAIUN?

Yro Takoe TEXHUYECKHE METOIbI 3alIUThI HH(pOpMAIHN?

Yro Takoe mporpaMMHO-aNIapaTHbIE METOBI 3alUTHl HH(OpMaLUH?
Yro Takoe KpuUnrorpadguyeckre METo bl 3aIIUTHl HHPOpPMALIUHU?
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Uro takoe pu3nUECKrue METOIbI 3alUTHI HHPOPMAITUU?
Kakwue rnaBHble rocyJapCTBEHHbIE OpraHbl B 00JaCTH 0OecreueHus: HHPOpPMaIOHHOM
6e3omacHoctu?
[lepeuncante BUABI 3alIUIIAEMON HH(POPMAITUH.
Tewma 2. [IpaBoBoe obecnieueHre HHPOPMAITMOHHOMN 6€30MaCHOCTH

IIpaBo. Mcrounuku npasa.
Kakne ocHOBHBIE 3aKOHBI B 00J1aCTH 3amuThl HHQopMaru B PO?

. Ilepeuncnute ocHOBHBIE 1€ U 3aaun PD B o61acTu obecnedeHuss HOOPMAITMOHHOM

0e30IMmacHOCTH

Crparerus HalMOHALHOM Oe30macHOCTH. [JJokTprHa MHGOPMAITMOHHONW O€30MTaCHOCTH.
Uro takoe koHpUACHIIUATbHAS HHPOpMAITHS?

Yro Takoe nepcoHalbHbIe JaHHbIE?

B kakux cimyyasix BO3MOXHO HCIOJIb30BaTh EPCOHANIBHBIE TaHHBIE 0€3 coracus
oOmamarens?

Oxapakrepu3yiite OMOMETPHUECKHE JaHHBIE KaK MTePCOHATBHBIC JTaHHBIC.

. YUto Takoe npodeccuoHanbHas TaiiHa?
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.

Yro Takoe ciry:xeOHas TaitHa?
Yro Takoe KoMmMepuecKas TaitHa?
UTto Takoe pexuM KOMMEPUECKOU TaliHbI?
UYro Takoe rocy1apcTBeHHas TaliHa?
OnuimTe TpaBoOBOM PEKUM rOCyJapCTBEHHOM TailHBI.
®3-149.
®3-152.
®3-98.
®3-390.
®3-395-1.
®3-126.
®3-374 u ©3-375.
[ToctanoBnenue npaButenbcTBa Nol119.
Tema 3. OpranuzannonHoe odecreyeHre HHPOPMALIMOHHOM O€30MMacHOCTH

Kakne ocHOBHBIE MEXTyHapOAHbIE CTAaHIAPTHI B 001acTH HH(DOPMAIIMOHHON Oe30macHoCTh?
"OpansxeBast KHUTA"

ISO/IEC 15408.

Kak cBsi3aHbI MEXXIyHApOIHbIE CTAHAAPTHI U CTaHIAPTHI PO?

I'OCT P ICO/MDK 27002-2012.

I'OCT P ICO/MDK 27005-2010.

CTO BbP UBBC-1.1-2007. «Ayaut nHbOpMAITMOHHONW 0€30TTaCHOCTHY.

PC BP UBBC-2.2-2009. «MeTouKa OLEHKH PUCKOB HapyIIEHUs] UH()OPMAIIHOHHON
0€e301acHOCTIY.

[Tpuka3z ®Cb Ne378.

ITpuxa3z ®CTOK Ne21.

[Tpuxa3z ®CTIK Nel7.

ITpuxa3z @CTOK Ne31.

ITpuxa3z ®CTOK Ne28.

[Tpukaz ®CTIK Ne638.

ITpuka3z @CTIK Ne9.

[Tpuxa3z ®CTIK Nel19.

[Tpuka3s I'octexxomuccuun Nel 14,

PykoBogsmue nokymeHTsl ['ocrexkoMuccuu.

Meps! 3amUThl HHPOPMALMK B FTOCYAAPCTBEHHBIX HHPOPMAIIMOHHBIX CUCTEMAX.
(Meroanueckuit nokymeHT ®CTIK).



20.
21.
22.
23.

NN RPN =

[\ NS I NS I NS I e e i e
PO, OO0 N WD = OO

Yto TaKoe IMOIUTHKA 0€30I1acHOCTH?
Cny»x06a OezonacHocTu npeanpuatus. CTpykrypa. OyHKIUH.
TunoBast FHCTPYKIIHSI COTPYAHUKA MO 00ecTrieueHn 0 HH(HOPMALIMOHHON O€30MaCHOCTH.
OxoHOoMHUYECKast pa3Besika. [IpOMBIIITIEHHBIN MITHOHAXK.
Tema 4. Texaudyeckue cpeACcTBa U METOJIBI 3alTUTHI HHPOPMAITUH

Yro Takoe MH)KEHEepHas 3aIuTa 00beKTOB?
Kaxum criocobom onuceiBaeTcss MHXXEeHepHas 3amura. Onucatb MOJENb.
Kaxkue cpenctBa npuMeHstoTCs U1 3alUTHl 1-ro nepumerpa?
Kakwue cpencta mpUMEHSIFOTCS U1l 3aIIUTHI 2-T0 iepumeTpa’?
Kakwue cpencta mpuMeHsIOTCS IS 3aIIUTHI 3-T0 iepumeTpa’?
[ToxxapHble CUTHAJIU3AIUY.
OxpaHHbIE CUTHAJIU3ALNH
buomerpus. buomerpuueckue xapakTepUCTUKH.
Yro Takoe TEXHUUECKUE KaHaJIbl yTeUKH HH(popMauu?
[lepeuncnure OCHOBHBIE BUJIbI TEXHUUECKUX KaHAJIOB yTEUKU UH(pOopManun?
Urto Takoe cnennpoBepka’?
Yro Takoe cnenucciaeaoBanue?
Yro Takoe crenoodcienosanue?
[Tepeuncnute METOIBI 3aIIUTHI HH(GOPMALIUK OT YTEUKHU IO 3PUTEIHHOMY KaHAIy.
[Tepeuncante METOABI 3aIIUTH HHOOPMAIH OT YTEUYKH I10 3JICKTPOMAarHUTHOMY KaHaTYy.
[lepeuncnure METOIBI 3aIIUTHI HH(OPMALIUK OT YTEUKHU IO SJICKTPUUECKOMY KaHAIy.
[Tepeuncanre MeTOBI 3aLIUTH UH(YOPMAIIMK OT YTEUKH 110 UHAYKIIMOHHOMY KaHay
[lepeuncanre METOABI 3aIUTH HHOOPMAIMH OT YTEYKH I10 MTAPAMETPUIECKOMY KaHAIy.
[lepeuncnute METOIBI 3aIIUTHI HH(GOPMALIMK OT YTEUKU MO BO3AYIIHOMY KaHATy.
[Tepeuncante METOABI 3aIUTH HHOOPMAITH OT YTEUKH 110 BUOPALIMOHHOMY KaHaIy.
[lepeuncnure MeTOBI 3aIIUTHI HH(OPMALIMU OT YTEUKU MO aKyCTOIJIEKTPUUECKOMY KaHaIy.
[Tepeuncnute METOIBI 3aIIUTHI HH(GOPMALIUK OT YTEUKU MO ONTHUKOAIEKTPOHHOMY KaHay.
[Tepeuncaure cpeacTBa M METOBI 3AIIUTHI MHPOPMALIUU OT YTEUKH HHPOPMALIUU B
TeaeOHHBIX JINHUSAX.

Tema 5. [IporpammHO-anmapaTHble CpPEeICTBA M METOAbI oOecrneyeHus HH(OpMaIMOHHON

0€e301acHOCTH

AR

®=NA

11.
12.
13.
14.
15.
16.
17.
18.
19.

Yro Takoe mporpaMMHoO-anmnapaTHbIe CpeICTBA 3aLUTh UH(opMaru?

Kakne MmexaHM3MBbl peasin3yIoT MPOrpaMMHO-aIIapaTHbie CPEACTBA 3aIIUTHI HHPOPMALUU?
Kaxkune koMIbroTepHBIe yTpo3bl 0€30MaCHOCTH CYIIECTBYIOT?

Yro Takoe cereBas pa3enka? Kakue MeTO/bl 3aLIUTHI IPOTUB HEE CYLIECTBYIOT?

Yro takoe unbekiusa? Kaknue Buabpl mHbEKIM cyliecTBy0T? Kakue MeToIbl 3aIUThI IPOTHUB
HUX CYIIECTBYIOT?

Yro Takoe oTKa3 B o0cimyxuBaHuu? Kakue MeTo/ bl 3aIIUTHI IPOTUB HETO CYILECTBYIOT?
OcHoBHBIE BUbI IPOTPAMMHBIX YSA3BUMOCTEH.

Baknopsl.

Yro Takoe nepenoiHenue Oydepa? MeToab! 3aIUTHI.

Yro takoe aedexThl HopMaTHBIX CTPOK? MeETObI 3aIUTHI.

Yro Takoe 1eI0UUCIICHHbIE NTepenoHeHusI? MeToabl 3aluThl.

Ommbku 00pabOTKH UCKITIOYEHUH. MeTO/ bl 3aIIUTHI.

Buenpenue koman1. MeTo/ibl 3alUTHI.

HexoppekTHbie 00paboTkH OmHO0K. MeToIbI 3aIUTHI.

I'oaxu. MeTop! 3aIITUTHL.

BeinonHenune koja ¢ 3aBbIILIEHHBIMY TPUBUIIETUSMHU.

Araka "YenoBek no cepeaune".

UYro takoe [P-cniydpunr? Kakue MeTop! 3a1UTHl IPOTHUB HETO CYIIECTBYIOT?

ARP.



20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.

NN R DD =

[\ T NS T NS I NS I N e e i e
W — O 0XINUNhWN— OO

DHCP.
NAT.
PAT.
IPv4. IPv6.
Uro Takoe ARP-ciyppunr? Kakue MeTo b1 3aIUTHI TPOTHB HETO CYIIECTBYIOT?
Yro takoe DNS Cache Poisoning? Kakue MeTObI 3a1IUTHI TPOTUB HETO CYIIECTBYIOT?
UYro Takoe NetBIOS/NBNS spoofing? Kakue MeTop! 3aIUTH IPOTHB HETO CYIIECTBYIOT?
VPN.
ConuanpHas HHXEHEpUsl.
®poxa. Metobl 60psOBI ¢ HpoIOM.
Uro takoe ¢pummHr? Kakue MeTo/ bl 3aIUThI TPOTUB HETO CYLIECTBYIOT?
Kapaunr. MeTtoasl 3a1uThl OT KapAUHTa.
Darkweb.
DMZ.
AHOHUMAaM3EPHI.
[Tpokcu-cepsepsl.
Pe3epBHOE KONIMpOBaHUE.
Honey pot.
DLP-cucremsl. SIEM-cucremsl.
CkaHepsl 0€30TTaCHOCTH.
Cucrembl 0OHApYKEHHS BTOPIKEHUH.
Cucrembl Ipe10TBpaIIEHUS] BTOPKEHUN.
Bpenonocusie nmporpammel. KomnbsrorepHbie BUpychl. Buasl BUpyCOB.
OKCIUIOUTHI.
Mexanusm paboThI BUpYycCa.
AHTHBUDPYCBHI. BUIBI aHTUBUPYCOB.
MexaHu3mbl pabOTH aHTHBHpYCA.
MexceTeBOM dKpaH.
Tema 6. Kpunrorpadudeckue MeToAbI 3aUTH HHGOPMAITTH

Yro Takoe mmpp? Kakue Bup! muppoB CymecTByoT?

Yro Takoe cummeTpuuHbIi mudp? Kakne ciMMeTpudHbIe IUQPBI HCTIONB3YIOTCS ceiyac?
Uro Takoe accumeTpuuHbli mudp? Kakue accumeTpuunbie mm@phl UCIIOJIB3YIOTCS ceiyac?
[TpuHIMI TOCTPOCHUS CUMMETPHYHBIX IIH(POB.

[TpuHIUT TOCTPOSHHS ACCHMETPHYHBIX MIH(POB.

CrannaptHble UL

[Torounsie U pHI.

Uro Takoe xem-¢pyuknusa? Kakue Buabl xen-QyHKIMNA BBl 3HaeTe?
HepeBo Mepxkia.

Yro Takoe 1udpoBast moAmuch?

. Iudporas noamuck RSA.

. Hudposas moanuce Dib-I"amans.

. Urto Takoe nHppacTpyKTypa OTKPBITHIX KIIOYE?
. JKu3HEeHHBIN UK KITIOYa.

AyTtenTudukanys, nieHTHGUKanms, BepupuKaIys, aBTOPH3aIHs.

. IIpocreiinue TpoOTOKOIBI UACHTH(DUKAITIH.
. OcnoBHoi1 mpotokon Kerberos.
. IPSec.

Blockchain.

. Uro Takoe cteranorpadus? [lonsarue creranHokoHTeiHEpa.

. Kakue Bupl CTEraHOKOHTEHHEPOB CYIIECTBYIOT?

. MeTtozp! co3fjaHusl CTETAHOKOHTEHHEPOB Ha OCHOBE TEKCTOBOM MH(pOpMAIIHH.

. MeTozp! co3aHusl CTETAHOKOHTEHHEPOB Ha OCHOBE BUACOMH(OPMALIMHU U CTOI/KaIPOB.



24. Mertobl CO37aHMsI CTETAHOKOHTEHHEPOB Ha OCHOBE ayIMOMH(GOpMAITUH.
25. lludpoBsie BOASHBIC 3HAKH.
Kpamxue memoouueckue ykazanus

CobecenoBanne MPOBOAMUTCS B YCTHOM (hopMe BO BpeMs IOCIETHETO 3aHSITHSA 10 TEMe.
OO6yJaroremMycsi 3aaeTcsi 2 CIIy4yalHBIX BOINpOCa U3 CIHCKa BOMpocoB. OOyyaromuics MOKEH
OTBETHUTH Ha BOMPOCHI B TeUueHUE 5 MUHYT. Bo Bpems mpoBeneHus coOece10BaHuUs HCIOIb30BaHHE

JUTEPATYphl U APYTUX UHPOPMAIIMOHHBIX PECYPCOB HE JIOIMYCKAETCS.

LlIxana oyenxu

Ne Bamner Onwucanne

4 32-40 CTyAEHT MOJHOCTBIO OTBETHJI HA 3aJJaHHBIE BOITPOCHI

3 24-31 CTyaeHT CMOT MOYTH MOJTHOCTHIO OTBETUTH Ha 33JJaHHBIC BOIPOCHI

2 15-23 CTyJeHT 1aJl HEIIOIHbIH OTBET Ha BOIIPOCHL, HO CMOT IIEpelaTh OCHOBHYIO CYTh BOIIPOCA
1 0-14 CryzeHT He cMOT WK ()parMeHTapHO OTBETHII Ha 3aJaHHbIC BOIPOCHI

5.2 Ilpumepsnl 3a1aHUI 1151 BHINOJHEHHUS NPAKTHYECKUX padoT

Tema 1. Ilpumenenne wuHGOPMAIMOHHBIX TEXHOJOTUN JUII M3YYEHHS BOIPOCOB

OpraHU3aI[MOHHO-TIPABOBOTO 0OecreueHus] HHPOPMAIIMOHHOM 0€30IacHOCTH.

Tema 2. Vicionp3oBaHue KPUNITOTPAPUUESCKIX CPEICTB 3aIUTH HHPOPMAITHH.
Tema 3. Peanuzanus paboTsl UHGPACTPYKTYPBI OTKPHITHIX KITFOUEH.

Tema 4. CpenctBa cTreraHorpaduu ist 3alIUTH UHOOPMALIHH.

Tema 5. Hactpoiika 6€30macHOro ceTeBOro COeAMHEHUSI.

Tema 6. AHTUBUPYCHBIE CPEJICTBA 3AIIUTHI HH()OPMAITUH.

Kpamxue memoouueckue ykazanus

Ha BeImoONMHEHWE OTHOW MPAKTUYECKOW padOThl OTBOAMTCS HE Oojiee 3 JIBYX4acOBBIX

3aHaTui. Ilocne BRIMOTHEHUS KaX(HOﬁ HpaKTHqCCKOﬁ pa6OTBI CTYACHT HOJDKCH NPCACTABUTL OTUYCT
O CC BLIIOJHCHHHU, a TaAKKC, IIO0 YKa3aHUAM MPCNOoAaBaTClisd, BBIINOJIHUTE AOMNOJHUTCIBHBIC

MPaKTUYECKHE 3aJaHUs TI0 TEME MPAKTHIECKOW paboTHI.

Ilxana oyenuxu

Ne

Bamnsr

Onucanne

49-60

CTyJeHT IeMOHCTPUPYET yMEHHS Ha HTOIOBOM YPOBHE: YMEET CBOOOIHO BBIIIOJIHATH IPAKTHYECK
W€ 3a/1aHus, IPeTyCMOTPEHHBIE TPOrpaMMOH, CBOOOHO OIIEpHPYET IPHOOPETEHHBIMH YMCHUSIMU
, IPUMEHACT UX B CUTYalUsIX [IOBBIILICHHON CII0KHOCTH.

3748

CTyJeHT IeMOHCTPUPYET YMEHHS Ha CPEJHEM YPOBHE: OCBOWJI OCHOBHBIE YMEHUS, HO IOIYCKAIOT
sl He3HAUUTEJIbHbIE OIUOKH, HETOYHOCTH, 3aTPYAHECHUS IIPH aHATUTUYECKHUX ONEPAIIX, TIEPEHO
ce yMCHUI Ha HOBBIE, HECTAHIAPTHHIC CUTYaLlUH.

24-36

CTy,Z[eHT JACMOHCTPUPYET YMCHUS U HABBIKK Ha 06a30BOM YPOBHE: B XOZI€ KOHTPOJIbHBIX MEPOIIPUST
THI JOITYCKAarOTCA 3HAYUTCIIbHBIC OIHI/I6KI/I, MPOABJIACTCA OTCYTCTBUE OTACIIBHBIX yMeHHﬁ, HaBBIKO
B 110 Z[HCL[HHHHHapHOﬁ KOMIETCHIWHU, UCTIBITHIBAOTCSA 3HAUYUTEIIbHBIC 3aTPYAHCHUS IIPU OIEPUPO
BaHUU YMCHHUAMU U IIPHU UX IIEPEHOCE HA HOBBIC CUTYyALIUHU.

CTyZmeHT IeMOHCTPHUPYET YMEHHMS M HaBBIKH Ha yPOBHE HIDKE 0a30BOT0: MPOSBISIETCS HEJOCTATOY
HOCTb YMEHHH U HaBBIKOB.

CTy)ICHTOM TMPOSABIIACTCA INOJIHOC WM NPAKTUYECKU ITOJIHOC OTCYTCTBUC yMCHI/Iﬁ 1 HAaBBIKOB.




