MHWHOBPHAYKHU POCCUN

BJIAJUBOCTOKCKUI IT'OCYJIAPCTBEHHBI YHUBEPCUTET SKOHOMUKU 1
CEPBUCA

KA®EJIPA THOOPMAIIMOHHBIX TEXHOJIOI' M1 U CUCTEM

PaGouas nporpamma AUCHUTUTHHBI (MOYJIs)
NH®OPMAIIMOHHAS BE3OITACHOCTbDb U 3AIIUTA HH®OPMALIUHA

Hanpasienue 1 HanpaBiaeHHOCTD (TIPO(UIIb)
09.03.04 Ilporpammuas unxkeHepus. [IporpaMMHas nHxeHepus

['on Habopa na OIIOII
2020

dopma 00yueHHst
OYHast

Bnagusoctok 2022



Pabouast mporpamma mucturuimabl (Momynsi) «MHpopmanmonHas 0e301macHOCTh M 3aluTa
uHpopManum» cocTtaBieHa B coorBercTBuHM ¢ TpeboBanmsiMu ®I'OC BO mno HampaBieHHIO
noaroroBku 09.03.04 Ilporpammuas uHxeHepus (yTB. mpukazom MuHoOpHayku Poccum ot
19.09.2017r.  Ne920) wu Ilopsimkom oOpraHu3allid M OCYIIECTBICHHUS 0Opa30BaTEIHHOU
JIESTEJIbBHOCTH 10  00pa30BaTENIbHBIM  INPOrpaMMaM BbICIIEro oOpa3oBaHHMs — Hporpammam
OakaysaBpuaTa, IporpaMMaM CHEHHMAIUTETa, MporpaMMaM MarucTparypsl (yTB. HpPHUKa30M
Muno6pnayku Poccun ot 05.04.2017 r. N301).

CocraBurenb(un):

Bopwesnuxos A.E., cmapwuil npenooasamens, Kageopa ungopmayuonnvix mexuonoeutl u
cucmem, Aleksey.Borshevnikov@vvsu.ru

Iasnuxos C.H., kanouoam mexuuueckux Hayk, npogeccop, Kageopa ungopmayuonnwvix
mexHnonocuti u cucmem, Pavlikov.SN@vvsu.ru

Tapacos B.C., accucmenm, Kageopa ungopmayuonnvix mexnonro2uii u cucmenm,

Valentin. Tarasov@vvsu.ru

VYTBepxkneHa Ha 3acemaHud Kadeapbl WHPOPMALIMOHHBIX TEXHOJOTHH M CHCTEM OT
31.05.2022 , npotokoi Ne 7

COI''TACOBAHO:
3aBenyromuii kadenpoit (pazpadborunka AOKYMEHT HOIMUCAH
Aytom Cb Ap (p P ) SJEKTPOHHOMU MOAIIUCHIO
Kwiixosa E.B. Ceprudukar 1575633692
[Homep Tpan3akumu 00000000009802A0
Bnanenern Kuiikosa E.B.




1 Iessn, nuianHnpyeMble pe3yabTaThl 00y4eHHUs 10 JUCHHUIIIMHE (MOIYJII0)

[enbto ocBoeHus: qucuuIuivHbl «MHpopMalonHas 6€30MacHOCTh U 3aluTa HHPOPMaILUN»
ABNsieTcd (OPMHUPOBAHUE Yy CTYICHTOB CHUCTEMBbl 3HaHMH B 001acTH HHPOPMALMOHHOM
0€30macHOCTH ¥ MPUMEHEHHs Ha TIPAKTUKE METOJIOB M CPEJICTB 3aLIUTHI HH()OPMAIIHH.

3a1a4y OCBOCHUS TUCLMIUIMHBL: (POPMUPOBAHUE YMEHHS 00ECIIEUUTh 3aIUTy HHGOpMALUU
1 00BeKTOB MH(popMaTH3aLUU; HOPMUPOBAHHE YMEHHSI COCTABIATh 3asSBUTEIBHYIO JTOKYMEHTAIIUIO
B HAJ30pHBIC TOCYIAapCTBEHHBIE OpraHbl HH()POKOMMYHUKAIIMOHHOW oOTpaciu; (HopMUpOBaHHE
HaBBIKOB BBINOJIHEHHsT PAabOT B 00JacTH TEXHUYECKOTO PEryIUpOBaHMA, cepTU(UKALUU
TEXHUYECKUX CPEJICTB, CHUCTEM, IIPOLIECCOB, OOOPYIOBaHUS M MaTepHalioB; (opMupoBaHHE
HABBIKOB 00€CMEYeHHs] 3alUThl OOBEKTOB HHTEJUIEKTYaJbHOW COOCTBEHHOCTH M PE3YJIbTaTOB
UCCIIeIOBaHUH M pa3palOTOK Kak KOMMEpYECKOW TalHbl MpEeanpusATHs; HacTpoika H
o0cCITy>)KMBaHUE aImMmapaTHO-IPOTPAMMHBIX CPEJICTB.

[TnanupyembIMH pe3ynbTaTaMu OOydeHHs MO AMCLUUIUIMHE (MOAYIIO), SBISIOTCS 3HAHMA,
yMEHHUs, HaBbIKH. llepedeHb MIaHUPYEMBIX PE3yJAbTaTOB OOy4YEHHs MO JUCLMIUIMHE (MOAYIIO),
COOTHECEHHBIX C IUIAHUPYEMBIMH pe3yJbTaTaMd OCBOCHHS 00pa30BaTENbHOW IPOrpaMMBl,
npezcTaBieH B Tadiuue 1.

Tabmuua 1 — Komnerenmuu, popMupyeMbie B pe3yiIbTaTe U3yUeHUS AUCIUILTUHBI (MOJTYJIs)

Konn Pe3ysbTaThl 06y4eHHUs MO JUCIUILIHHE
Hazsanue Konn (dopMyHpoBKa
OIIOII BO, (opMyIHpOBKa UHJMKaTOpa Kon
COKpallCHHOE KOMIIETEHIINN AOCTHIKCHUS pe3yib ®DopMyIHpOBKa pe3yibTaTa
KOMIIETEHITUH

Tara
09.03.04 OIIK-1 : Ciocoben OIIK-1.2k : Pemaer Pl 3HaHUE | COBPEMEHHBIEC 3aKOHBI,

«[IporpammHas | IPUMEHSTH npodeccroHaIBHEIE CTaH/APTHI, METOJIBI H
HUHKCHEPUS €CTECTBEHHOHAYYHBIC | 3aJa4H C TEXHOJIOTHH B 001aCTH
(b-NH) 1 OOILLIEMHKEHEPHbIE | MPUMEHEHHEM 3a1UThl HHGOPMALIUI
3HaHMS, METOIbI €CTECTBEHHOHAYYHBIX P13 YMeHue | UCmoib30BaTh
MaTeMaTHYECKOro U OOLIEUHKEHEPHBIX COBPEMEHHbIE
aHanIM3a u 3HaHUNI NporpaMMHO-aIIapaTHbIE
MOJICTTHPOBAHNS, CpE/ICTBA 3aLUThI
TEOPETHIECKOTO U nHpOpMaIUu
9KCIIEPUMEHTAIbHOI0 PS5 HaBpik | BiaseHuUs: COBpEMEHHBIMU
HCCJICIOBAaHMS B METOAaMH 00€eCIIEYeHUS
npodeccroHanpHOI 3aMUTE HHPOPMAUU
JIeSITEIbHOCTU
OIIK-3 : Cnocoben OIIK-3.1k : P12 3nanue | TpeOoBaHMI K 3aIIUTE
pemats ctanfapTHeie | [Ipumenser uH(pOpMaLH
3aJaun MPUHLUIBI, METOIBI U OIPEIEIEHHOr0 THIIA
poQeCcCHOHATBHOM CpelicTBa pENICHUS P14 YMmenne | obecrieuyuBaTth 3alIUTy
JIeITEIFHOCTH Ha CTaHAAPTHHIX 3a/a4 nHpOpMaII
OCHOBE npodeccroHaNbHOI

UH(GOPMAMOHHOM U | JEeATEIbHOCTH Ha
6ubmuorpaduyeckoit | ocHOBe

KYJIBTYPBI C HH(POPMALMOHHON U
MPUMEHEHHUEM oubnrorpaduyeckoit
HH()OPMALTMOHHO - KYJIBTYPHI C
KOMMYHHUKAIMOHHBIX | IIPUMEHCHHAEM
TEXHOJIOTHI U C UH()OPMALMOHHO-
Y4ETOM OCHOBHBIX KOMMYHHUKAIMOHHBIX
TpeboBaHuUit TEXHOJIOTUH U ¢
uH(pOPMALUOHHO YYETOM OCHOBHBIX
6e3onmacHoOCTH TpeboBaHuit
HHGPOPMAITHOHHON

06€e30I1aCHOCTH




2 MecTo qucuuminnbl (MoayJsi) B ctpykrype OINIOII

Huctunnuna «MupopManmonHas 0e30mMacHOCTh M 3amuTa UHGOpPMAlUu» BXOJUT B
6a3oByto yacth bioka 1 Jluctumnnuuel (Moynn) yueOHOTO TUIaHa.

3. O0beM AUCHUNIMHBI (MOTYJIA)

O0beM nmUCIMIUIMHBI (MOIYNIS) B 3a4CTHBIX CIWHHUIIAX C YyKa3aHHEM KOJHYECTBA
aKaJeMHYeCKUX 4YacoB, BBIJCICHHBIX HAa KOHTAaKTHYIO paboTy ¢ oOydarommmucs (MO BHIAM
Y4eOHBIX 3aHATUI) U HA CAMOCTOSITEILHYIO pa0oTy, IPUBEICH B TabIuUIIE 2.

Tabmuia 2 — O0mas Tpy10eMKOCTh JUCITUTITHHBI

Tpyno- O0BeM KOHTAKTHO# paboThI (dac)
CCMCCTP €MKOCTh
s | (OO0 | daers | SO Ayropuzs Breayan- | cpe | e
OI10II BO Y VI mép YAUTOp TopHas
HIA ( > 3.E.) Bcero Taln
0300)
nek. | mpak. | 1ma0. A KCP
09.03.04
ITporpammHas 0dO bl.b 5 4 73 36 36 0 1 0 71 €]
HHKCHEPHUsI

4 CTpyKTypa U co/iepKaHue TUCUUILTHHBI (MOTYJIsfA)

4.1 Crpykrypa gucuuniauasl (monyJs) xisga OPO

TemaTHueckuil TIaH, OTpaXKaroIUK coAepkKaHUe AUCLUILUIMHBI (IEPEUEHb PA3ACIOB U TEM),
CTPYKTYpUPOBAHHOE IO BUIAM Yy4YeOHBIX 3aHATUN C yKa3aHHMEM HX OObEMOB B COOTBETCTBUM C
y4eOHBIM IIJIaHOM, ITpUBEJEH B Tabmuue 3.1

Tabmuua 3.1 — Paznmensl qucuuruiiHel (MOAYAs), BUIBI y4eOHOM AEATENBHOCTH U (HOPMBI
Tekymiero Koutpods aiast OPO

Kox pe- Kon-Bo yacoB, OTBeAEHHOE Ha
dopma
Ne Ha3zBanune TeMbl 3yJIbTaTa
Jlex IIpakr J1ab CPC TEKYyLIEro KOHTPOJIS
00yUeHHs
BBenenne B
1 | uadopmannoHHyIO Pa1 2 0 0 2 CobecenoBanue
06€301MacHOCTh
IIpumenenue
HH()OPMAIIMOHHBIX
TEXHOJIOTUH ISl U3y ICHHS .
OTYeT IO MPAaKTHIECKOi
2 | BOIIPOCOB OpraHU3alMOHHO- PJI1 0 2 0 3 aGote
MPaBOBOTO 00CCIICYCHUS p
HHPOPMAIIMOHHON
0€3011aCHOCTH
[IpaBoBoe obecnieuenue
3 | uadopmanuoHHOH P11, P12 6 0 0 3 CobecenoBanue
0e30MMacHOCTH
Henonssoanie OTYET IO IPAKTHIECKON
4 | xpunTorpaguyecKux CpeACTB P13, P14 0 6 0 3 aGoTe P
3aIUThl HHOpPMALUH P
OpraHu3anoHHOES
obecrieueHue
5 . P12, P14 6 0 0 3 CobecenoBanue
HHPOPMAIIMOHHON
0€30I1aCHOCTH
Peansauns pabore: OTYET IO MPAKTHYECKOH
6 | nH)pacTpyKTYpH OTKPHITHIX P2, P14 0 6 0 3 P
N pabote
KIIro4ei
Texuuueckue cpeacTpa u
ped PII3, P14,
7 | MeTombI 3aIUTHI PIIS 6 0 0 3 CobecenoBanne
nHdopmamu
Cpencrta creraHorpaduu OTYET IO MPAKTHUECKOH
g | “PeR pag PII5 0 6 0 3 P
IUTS 3aIUTH HHPOPMAIHH pabote



ITporpaMmHo-anmapartHble
CpPEICTBA K METOMBI
9 | obecneuenus Pﬂ;ﬁ;ﬂzh 8 0 0 3 CobecenoBanue
HHPOPMAIIMOHHON
6€30MacHOCTH
Hactpoiika 6e3omacHoro P13, P/14, OTYET I10 NMPAKTHUECKOHN
10 0 8 0 3
CETEBOT0 COECIUHCHUS PJ15 pabote
11 | Kpunrorpaguuccine wetozp: PIIS 8 0 0 3 CobecenoBanne
3aIIUTHl HH)OpMaLUU
AHTHBUPYCHBIE CPEJIICTBA P/3, P/14, OTYET I10 IIPAKTUYECKON
12 0 8 0 3
3aIUThl HH(OpMaIN PS5 pabote
Hroro no radmue 36 36 0 35

4.2 CopepsxaHue pa3iesioB M TeM TUCHUILIHHBI (MoayJs) niass ODO

Tema 1 Bsedenue 8 un@opmayuorHuyo 6e30nacHocme.

Conepxanne Tembl: WuHbopmannoHHass Oe3omacHOCTh. OCHOBHBIE TOHATHA. Mojenu
nHpopmanmoHHoM Oe3o0macHocTr. Buibl 3anumniaeMoit HH(GpOpMaIIUH.

@opMBl U METOABI TPOBEACHHS 3aHATHH MO TeMe, MNpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTHH: JICKIIMOHHOE 3aHITHE.

Bunpl camocTOsATEIRHON MOATOTOBKH CTYACHTOB 1O TeMe: [1oAroToBka K KOHTPOJIBHBIM
BOIpOcaM coOeceIoBaHus, MOATOTOBKA K MPOMEKYTOYHON aTTeCTAIIUH.

Tema 2 Ilpumenenue uUHGOPMAYUOHHBLIX MEXHONOUU Ol U3YHEHUSI BONPOCOB
OP2aHU3AYUOHHO-NPABOBO2O 0becneyeHUs. UHDOPMAYUOHHOU DE30NaACHOCT.

Conepxanane TeMbl: Vcmonp3oBaHue 0a3 JaHHBIX [JIs HAXOXKICHUS € W3Y4YEHUS
HOPMAaTUBHBIX JOKYMEHTOB B 00J1aCTH HHPOPMAIIIOHHOM 0€30MacHOCTH.

@opMbl U METOIBl MPOBEICHUS 3aHATUM MO TeMe, MNPUMEHsEMble 00pa30BaTeIbHbIC
texHozioruu: [IpakTuyueckoe 3ananue.

Buasl camocTosTeNnbHOM MOATOTOBKH CTYIEHTOB Mo Teme: IloaroroBka otdera mo
MpaKTUYECKOU paboTe, MOAr0OTOBKA K MPOMEXKYTOYHOU aTTECTaIUU.

Tema 3 IIpasoeoe obecneuenue uH@dopmayuoHHoU 6e30nacHoCmu.

Copnepxanuie TeMbl: OCHOBHbIE HOPMaTUBHO-IIPaBOBBIE aKThl B 00JacTH MH(OPMaLMOHHON
O6e3onacHoctu. [IpaBoBble  OcOOEHHOCTH  obOecredeHusi 0e30MacHOCTH KOH(UIEHINANIbHOM
UH(POPMALIUU B TOCYTAPCTBEHHOHN TaiHBI.

@opMbl M METOJbl NPOBENEHUS 3aHATUH IO TeMme, IpPUMEHseMble 00pa30BaTENIbHbIC
TEXHOJIOTMM: JIeKIIMOHHOE 3aHsATHE.

Bunpl camocTosTENbHON MOATOTOBKM CTYIEHTOB IO Teme: [loAroroBka K KOHTPOJIBHBIM
BOIpOcaM cobece0BaHusl, TOArOTOBKA K TPOMEXYTOUHOH aTTecTaliy.

Tema 4 Hcnonvzosanue kpunmoepaghuueckux cpeocmae 3auumsl UHGopmayuu.

Copepxanne Tembl: Co3manue 3amupoBaHHBIX (DaliIoB U KPUNTOKOHTEHHEPOB U MX
pacmmdpoBaHue.

®dopMBl W METOIBI TPOBEICHUS 3aHATHA TO TeMe, NPUMEHsIEMble OOpa30oBaTeIbHBIC
TexHojoruu: Ilpakrtuueckoe 3aganue.

Buapel caMocToATENbHOM NOATOTOBKM CTYIEHTOB 10 TeMe: IloaroroBka ortyera 1Mo
MpaKTUYECKON paboTe, MOArOTOBKA K MPOMEKYTOYHOM aTTECTaIUH.

Tema 5 OpeanuzayuonHnoe obecnevenue UHGOPMAYUOHHOU O€30NACHOCMU.

Copepxanne Tembl: OCHOBHBIE CTaHAApPTHI B oOnacTu obecreyeHHs WHOOPMALMOHHON
6e3onacHoctu. [lonmutuka 6e30nacHOCTH. DKOHOMHUYECKas 0€30MaCHOCTh MPEATIPHSITHS.

@opMbI W METOJBl TPOBEACHUS 3aHATHH 10 TeMme, NpPUMEHsIeMble 00pa3oBaTEIbHBIC



TexHoaoruu: JIEKIIMOHHOE 3aHsITHE.
Buael camocTOSTENBHONM MOATOTOBKH CTYAEHTOB MO Teme: [loAroroBka K KOHTPOJIbHBIM
BOIpOcaM codeceloBaHus, MOATOTOBKA K MPOMEKYTOYHON aTTeCTAlIUH.

Tema 6 Peanuzayus pabomol uHgpacmpykmypvl OmKpbImsbiX KIOYell.

Conepxanne TeMbl: Co3gaHMe YOOCTOBEPSIOIIETO LIEHTpA, TIeHEpalus OTKPBITBIX MU
CEKPETHBIX KIIIOUeH, CO3MaHue CEePTH(PHUKATOB OTKPHITHIX KIIOYEH, CO3laHHE AIEKTPOHHOU
MOANKCH, POBEPKA FIEKTPOHHOU MOAIHICH.

@opMbl M METOJBl NPOBEACHUS 3aHATUH IO Teme, NpUMEHseMble 00pa3oBaTelIbHbIC
texHosioruu: [IpakTuueckoe 3aianue.

Bunbl caMoCTOSTENIbHONM MOATOTOBKUA CTyAeHTOB 1o Teme: lloaroroBka otuera 1o
NPaKTUYECKOH paboTe, MOArOTOBKA K POMEKYTOUHOU aTTEeCTAlIHH.

Tema 7 Texuuueckue cpedcmea u Memoowl 3auumsl UHGOPMaAYUU.

Conepxanmne Tembl: HXeHepHas 3amuTa 00bEKTOB. 3amura HHQOpMAIMK OT YTEUKH T10
TEXHHYECKUM KaHaJIaM.

@opMbl M METOJBl NPOBEACHUS 3aHATUH IO Teme, NpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTUH: JICKITMOHHOE 3aHSTHE.

Buzabl caMocTOSATENBHOM MOATOTOBKM CTYACHTOB 1O TeMe: [1oAroroBka K KOHTPOJIBHBIM
BOIIPOCAaM COOeCeI0BaHus, TOATOTOBKA K IPOMEXKYTOUHON aTTeCTalluu.

Tema 8 Cpeocmea cmezanozpaguu 03 3auumul UHGOPMAYUU.

Copneprxanue Tembl: Vcrionb30BaHe CpeCTB cTeraHOTpaduu TSt 3alIUTHI (PaiiiioB.

@opMBl M METOABI MPOBEICHMS 3aHATHH IO TeMe, IMPUMEHSEMbIE 00pa30BaTeIbHBIC
texHosorun: [IpakTrueckoe 3aganue.

Buael caMocTOSTENbHOW MOATOTOBKM CTYAEHTOB 10 TeMe: IloaroroBka ortyera 1o
NpaKTHYECKOI padoTe, MOAr0TOBKA K IPOMEXKYTOUYHOM aTTeCTalNH.

Tema 9 IIpocpammno-annapammuvie cpedcmea u mMemoobl 0OecneyeHus: UHGOPMAYUOHHOU
bezonacrocmi.

Conepxanre Tembl: OCHOBHBIC BHJBI CETCBBIX M KOMIIBIOTEPHBIX yrpo3. CpeactBa u
METO/IBI 3AIIUTH OT CETEBBIX KOMITBIOTEPHBIX YIPO3.

dopMbl ¥ METOJBI TPOBEACHUS 3aHATUH 10 TeMe, NPUMEHSIEMbIe 00pa30BaTEIbHBIC
TEXHOJIOTUH: JIEKIIMOHHOE 3aHSTHE.

Buibl caMOCTOSATENBHON MOATOTOBKUA CTYACHTOB MO TeMe: I10AroToBKa K KOHTPOJIBHBIM
BOIMpOCaM coOeceI0BaHusl, MOATOTOBKA K MPOMEKYTOYHOM aTTECTAIUH.

Tema 10 Hacmpotixa be3onacnozo cemegozo coeOuHeHus.

Copnepxanue Tembl: Co3laHue 3alIMIIEHHOIO KaHaja CBSI3M CpPEACTBAMH BHUPTYaJbHOU
YaCTHOH CETH.

@opMbl M METOJBl NPOBEACHUS 3aHATUH IO Teme, NpUMEHseMble 00pa3oBaTelIbHbIC
texHosioruu: [IpakTuueckoe 3aianue.

Buasl caMocTOsTENBHONM MOATOTOBKM CTYIEHTOB Mo TeMme: lloaroroBka otdera 110
NPaKTUYECKOH paboTe, MOArOTOBKA K IPOMEKYTOUYHOU aTTEeCTAlINH.

Tema 11 Kpunmoepaghuueckue memoowt 3aujumul uHGOpmayuu.

Copnepxanme TeMbl: CHMMETPHYHBIE U aCCUMETPHYHBIE CUCTeMBI mudpoBanus. L{udposeie
noanucu (DnekTpoHHble noanucu). MHbpacTpykTypa OTKpBITHIX Kitodeil. Kpunrtorpaduueckue
IIPOTOKOJIBL.

@opMBl U METOJABI TPOBEACHMS 3aHATHI 1O TeMe, NpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTHH: JIEKIIMOHHOE 3aHSTHE.

Buasl camoCTOATENBHON MOATOTOBKM CTYyAEHTOB IO Teme: [IoaroroBka K KOHTPOJIBHBIM
BOIIpocaM cobeceloBaHus, MOATOTOBKA K MPOMEKYTOYHON aTTeCTallUH.



Tema 12 Aumusupychnvie cpedcmea 3auumsi UHGopmayuu.

Copepxanue TeMbl: MI3yueHre HACTPOEK CPEACTB aHTUBUPYCHOM 3aIIUTHI HH()OPMALIUH.

@opMbl U METOIBl TMPOBEICHUS 3aHATUM MO TeMe, MNPUMEHsIEMble O0O0pa30oBaTeIbHbIC
texHosioruu: [IpakTuueckoe 3aianue.

Buasl camocTosiTenbHOW MOATOTOBKM CTYIEHTOB Mo Teme: IloaroroBka otdera mo
MpaKkTUYECKOU paboTe, MOArOTOBKA K MPOMEKYTOYHON aTTECTaIUU.

5 Metoanueckue yKazaHus J1Jis1 00y4arOIIMXCH MO0 U3YYECHUIO U PeaTu3alu JUCHUIIIMHBI
(Monay.Jis1)

5.1 MeToguyeckne peKOMEHIANWH OOYyYAIOIIMMCH MO W3YYeHHMI0 [UCUMILUIMHBI H 10
o0ecrneyeHNI0 CAMOCTOATEILHOI padoThI

Texymas camocrositenbHast padota o kypey «HMHpopmannonHas 6€30MacHOCTh U 3allIUTa
uH(pOpMalMKy) HalpaBjieHa Ha yIIyOJeHHE W 3aKpeIyieHHe 3HaHWM, Ha pa3BUTHE NMPAKTUYECKUX
YMEHHUH U BKIIOYAET TaKUe BUJbI paboT, KaK:

- paboTa C JeKIIMOHHBIM MaTePUaAJIOM;

- paboTa ¢ peKOMEH0BaHHOM JINTEPATYpOH MPH MOATOTOBKE K MPAKTHUECKUM 3aHATUSAM;

- IOATOTOBKA K 3K3aMEHY.

[Tpn m3yuennn aucuuruinabl «MHbOpMaMOHHAs 0E30MaCHOCTh W 3aIluTa WH(OPMAIHI»
PEKOMEHyeTCsl PEHTHHroBas TEXHOJNOIWs OOy4YeHHs, KoTopas MO3BOJSET pealn30BaTh
HEMPEPbIBHYI0O M KOMIUIEKCHYIO CHUCTEMY OIICHMBAaHUS YYEOHBIX JOCTHXKCHHMHA CTYICHTOB.
HenpeppIBHOCTh 03HayaeT, 4YTO TEKYIIUME OLCHKHM HE YCpeAHsSIOTCS (Kak B TPaJULMOHHOMN
TEXHOJIOTUH), @ HEMIPEPBIBHO CKJIAIBIBAIOTCS HA MPOTSHXKEHUU CEMECTpa MPH U3yUYE€HUH NEPBOTO WIIH
BTOPOTO MOJyJs. KOMITJIEKCHOCTh O3Ha4aeT ydeT Bcex (GopM ydeOHOH M TBOpUECKOHl paboThI
CTyJIEHTa B TCYCHHE CEMECTPA.

PeliTuHr HampaBieH Ha MOBBIIIEHHE PUTMHUYHOCTH U 3(PPEKTHUBHOCTH CAMOCTOSTEIHHOMN
paboThI cTyneHToB. OH OCHOBBIBAETCS] HA IIMPOKOM HCTIOIB30BaHUH TECTOB U 3aMHTEPECOBAHHOCTH
KaX/I0T0 CTYJICHTa B IIOJTy4EeHUH 00Jiee BHICOKOH OLIEHKH 3HAHUH 110 TUCLUIIIMHE.

[TpyHUMIIBI pEeHTUHIA: HENPEPBIBHBIM KOHTPOJb (B MJ€ale Ha KaXKIOM U3 ayIUTOPHBIX
3aHATUH) W ToNMyuyeHue Oosee BBICOKOM OIEHKM 3a paboTy, BBINOJHEHHYIO B cpok. [lpu
NPOBEIECHUN NPAKTUYECKUX 3aHATHH HEOOXOAMMO NpeaycMaTpuBaTh IIMPOKOE HCIOJIb30BaHUE
aKTHBHBIX U HHTEPAKTUBHBIX (POPM (KOMITBIOTEPHBIX CHMYJISALIUHI, IETIOBBIX U POJIEBBIX HTD).

PeiiTunr BKiTIO4aeT B ceOs JBa BHIa KOHTPOJIS: TEKYIIHH, TPOMEKYTOUHBIH U UTOTOBBIH 1O
JUCLIUIINHE.

Texymmii koHTposb (TK) - ocHOBHAs YacTh pEUTUHIOBOW CHCTEMBI, OCHOBaHHAsI Ha OETIOM
OIIpOCe Pa3 B HEAECNIO WIK B 1Be Henenu. DopMbl: OLEHKA 3a clady TEOPETUYECKUX MUHHU3a4ETOB,
BBIMIOJIHEHUE HWHIUBUAYAIBHBIX 3aJaHUA M TNpakTHUecKuX paboT. Baxwueimeir ¢opmoit TK,
MO3BOJIAIOIIEH OMPOCUTH BCEX CTYACHTOB Ha OJJHOM 3aHSITHH SIBIISIFOTCSI TEOPETUYECKUE MOJTIYIIH, Ha
KOTOPBIX CTYZEHTBI CAMOCTOSITEILHO OTBEYAIOT HA BOIPOCHI AJIs1 CAMOCTOSITEIIBHON OLIEHKH.

KoHTponbHBIE BOMPOCHI JIi CAMOCTOSITENIFHOW OLIGHKM KadecTBa OCBOCHHS Yy4eOHOM
JUCLUIUIAHEI

Tema 1. BBenenue B MH(pOpMaIIMOHHYIO 6€3011aCHOCTh

Yro Takoe nH(popMannoHHAsT 0€301aCHOCTh?

[Tepeuncanre OCHOBHBIE YTPO3bl HH(POPMALIMOHHOM 0€30IaCHOCTH.
Kakue cymecTByoT Moienu HHPOPMALMOHHON Oe30macHoCTH?
Kakue metop! 3a1MThl HHQOPMAIUK BBIACIAIOT?

Yro Takoe MpaBoOBbIE METOABI 3aIIUTH HH(popMaru?

Yro Takoe OpraHU3alMOHHBIC METO/IbI 3aIUTH HH(popMaIumn?

Yro Takoe TEXHUYECKHE METO/IbI 3alUThI MH(OopMaIu?

Nk b=



10.
11.

12.

Nk

10.
11.
12.
13.
14.
15.
16.
17.
18.
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. Uro Takoe MmporpaMMHO-aIIapaTHbIe METO/bI 3alUTH HH(OpMaIu?

Yro Takoe kpuntorpadguueckue MeTo bl 3aluThl HH(pOpManun?
UYro Takoe (huznueckre MeTo bl 3auThl HHopMau?
Kakue rnaBHbBIE rocy1apcTBEHHBIC OpraHbl B 00s1acTH o0ecrieueHust H(POPMAITMOHHOH
6e3omacHoctu?
[Tepeuncanre BUABI 3a1UIaeMoi HHGOpMAIUH.
Tema 2. [IpaBoBoe obecrieueHre HHPOPMAIIMOHHOW OE30TTACHOCTH

. IIpaBo. UcTouHuku npasa.

Kakue ocHOBHBIE 3aKOHBI B 00J1aCTH 3a1UTH HHQOopMaru B PO?

. Ilepeuncnute ocHOBHBIE 11eNU U 3aAa4u PO B obiactu obecnieueHuss ”HGOPMaITMOHHON

0e30macHOCTH

Crparerust HalMOHAIBHOUN Oe3omacHocTH. JlokTprHA HHDOPMAIIMOHHOW OE30TTaCHOCTH.
Uro Takoe kKoH(puAeHIIMATbHAST HHPOpMAIIHSI?

UYrto Takoe nmepcoHaNbHbIE TaHHbIE?

B kakux ciaydasx BO3MOXHO UCTIOJIB30BaTh NIEPCOHANILHBIC JaHHBIC 0€3 COTJIacHs
oOnamareis?

Oxapakrepu3yiiTe OHOMETpUYECKUE JaHHbBIE KaK IEPCOHANILHBIC TAHHBIC.

. Uro Takoe npodeccuoHaibHas TaiiHa?
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.

UYro Takoe ciyxeOHas TaitHa?
Yro Takoe KOMMepuecKasl TaiiHa?
Uto Takoe pexuM KOMMEpPUYECKOUN TalHbI?
Yro Takoe rocyiapcTBeHHasl TaiiHa?
Onwuiurre NpaBoBOI pexXUM rocyJapCTBEHHOM TaliHBI.
O3-149.
®3-152.
®3-98.
®3-390.
®3-395-1.
O3-126.
®3-374 u ©3-375.
[TocTanosnenue npasutenbeTBa Nell19.
Tema 3. OpranuzanronHoe obecrieyeHrne nHGOPMaAITMOHHON 0€30MMacHOCTH

Kakue ocHOBHbBIE MEXTyHapOIHbIE CTaHAAPTHI B 001acTH HH(pOpMaIMOHHON 6e30nmacHoCTH?

«OpanxeBasi KHUTa

ISO/IEC 15408.

Kak cBsi3aHbl MEXAyHapOJHbIE CTAaHAAPTHI U CTaHAapThl PD?

I'OCT P UCO/M3K 27002-2012.

I'OCT P ICO/MDBK 27005-2010.

CTO BP UBBC-1.1-2007. « Aynut nHGOPMAITMOHHOHN 0€30ITaCHOCTIY.
PC BP UBBC-2.2-2009. «MeTorKa OLIEHKH PUCKOB HapyIIeHNs HHPOPMaITMOHHOM
0e301acHOCTI.

[Tpuxa3z @Cb Ne378.

ITpuxa3z @CTIOK Ne21.

[Tpuxa3z @CTIK Nel7.

[Tpukaz ®CTIOK Ne31.

ITpuxa3z @CTIOK Ne28.

[Tpuxa3z @®CTIOK Ne638.

[Tpukaz ®CTIK Ne9.

ITpuxa3z @CTOK Nel19.

ITpukas I'octexxomuccun Nel 14.

PykoBogsume 10kyMeHThI [ 0CTeXKOMUCCHHU.



19.

20.
21.
22.
23.
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Mepsl 3amuThl HHGOPMAIMK B TOCYAAPCTBEHHBIX HH(POPMAITMOHHBIX CUCTEMAX.
(Meroanueckuit nokymenT ®CTIK).
UYto Takoe MoIuTHKa O€30MacHOCTH?
Cnyx0a 6ezonacHoctu npeanpusatus. CTpykrypa. @yHKIMH.
TumnoBast HHCTPYKITUS COTPYIHUKA IO 0OecreueHni0 HHPOPMAITMOHHON 0€30TTaCHOCTH.
OKoHOMUYecKas pa3Benka. [[poOMBIIITICHHBIH MIMHOHAXK.

Tema 4. TexHruECKUE CPENICTBA U METOBI 3aIIUTH HH()OpMAITIH

Yro Takoe MH)KEHEpHas 3aIlnuTa 00bEKTOB?
Kakum ciocoGoM onuceIBaeTcsi MHKEHepHad 3amurTa. OnucaTb MOJIEINb.
Kakwue cpenctsa mpuMeHsIOTCS 1715 3alMTHI 1-ro nepumerpa?
Kakwue cpenctsa MpUMEHSIIOTCS IS 3aIUTHI 2-T0 IepuMeTpa’?
Kakwue cpencta mpuMeHSIOTCS 715 3aIlMUTHI 3-T0 iepuMeTpa’?
[ToxapHble CUTHATU3AIUH.
OxpaHHBIE CUTHATIU3ALUN
buomerpus. buomerpuyeckne xapakTepUCTUKH.
Yro Takoe TEXHUYECKHE KaHaIbl yTeUKH HH(popMauu?
[Tepeuncante OCHOBHbBIE BUbI TEXHUUECKUX KaHAIOB YTEUKH HHpopMaun?
Uro Takoe crienmpoBepka’?
Yro Takoe cnenuccienoBanue?
Yro Takoe cnerodcnenoBanme?
[Tepeuncanre MeTOABI 3aUTH MHOOPMAIIMK OT YTEUKH 10 3PUTEIILHOMY KaHAIY.
[Tepeuncante MeTOABI 3aIUTH HHOOPMAIIMH OT YTEUKH 10 3JEKTPOMArHUTHOMY KaHaJYy.
[Tepeuncanre METOABI 3aIUTH HHOOPMAIH OT YTEUKH T10 SJEKTPUISCKOMY KaHAITy.
[Tepeuncanre MeTOABI 3alUTH MHOOPMALIMK OT YTEUKH 110 MHIYKIIMOHHOMY KaHaIly
[Tepeuncante METOABI 3aIUTH HHOOPMAIIMH OT YTEUYKH I10 MTapaMeTPUIECKOMY KaHay.
[lepeuncnure MeTO B! 3aIIMTHI HH(OPMALIUK OT YTEUKHU IO BO3AYIIHOMY KaHAIy.
[Tepeuncanre MeTOABI 3aUTH HHOOPMAIIUK OT YTEUKH 110 BUOPALIMOHHOMY KaHaITy.
[Tepeuncante METOABI 3aIUTH HH()OPMAITUH OT YTEUKH 110 aKyCTOIIEKTPHUECKOMY KaHaIy.
[Tepeuncanre MeToOAbI 3aIUTHI MHOOPMAIIUK OT YTEUKH 110 ONTHKOIIEKTPOHHOMY KaHaIy.
[Tepeuncaure cpeacTBa M METObI 3AIUTHI HHPOPMALIUU OT YTEUKH HHPOPMALIUU B
TeNeOHHBIX JIMHUSX.

Tema 5. [IporpammHoO-anmapaTHble CpeICTBa M METOAbI olecrnedeHus HH(OpMaIMOHHON

0€30IacHOCTH

MRS

©NA

1.
12.
13.
14.
15.
16.
17.

Yro Takoe mporpaMMHO-AIIapaTHRIE CPEACTBA 3aIIUThl HHDOopMarmu?

Kakmne MexaHN3MBbI peann3yroT MporpaMMHO-aIapaTHbIE CPEACTBa 3aUThl HHpopmaruu?
Kakme KoMITbIOTepHBIE YTPO3BI OE30MACHOCTH CYIIECTBYIOT?

Urto Takoe cereBas pa3Benka? Kakue METObI 3allIUTHI IPOTUB HEE CYNIECTBYIOT?

Uro Takoe nunbekiusa? Kakue BUIbI HHBEKIUN CYIEeCTBYIOT? Kakue MeTopl 3alIUThl IPOTHB
HUX CYyILIECTBYIOT?

UYro Takoe oTka3 B o0caykuBaHuu? Kakre METO/IbI 3a1IUThI TPOTUB HETO CYLIECTBYIOT?
OcHOBHBIE BUIBI TPOTPAMMHBIX YSI3BUMOCTEH.

Baknopsl.

UYro Ttakoe nepenonHenue 0yddepa? Metoabl 3alIUTHI.

Yro takoe nedeKTh POPMATHBIX CTPOK? METOIbI 3alTUTHI.

Uto Takoe 1enoYrciIeHHbIE TepenoaHeHns? MeTo bl 3alUTHhI.

Ommbku 06paboTKK UCKITIOUEHUI. MeTO bl 3aIUTHI.

Buenpenne komana. MeTonsl 3a1nThI.

HexoppekTHbie 00pabOTKH OMTUOOK. METOIbI 3aIUTHI.

['onku. MeToibl 3aIMTHI.

BrImostHeHUE KOJ1a C 3aBBIMICHHBIMA TTPHUBUIICTHUSIMHU.

Artaka «YenoBek 1Mo cepenHe».



18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
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Yro takoe [P-criyppunr? Kakue MeTo ! 3a1IUTHI TPOTHB HETO CYIIECTBYIOT?
ARP.
DHCP.
NAT.
PAT.
[Pv4. IPv6.
Yro takoe ARP-cniyhpunr? Kakne MeToab! 3aUTH POTUB HETO CYIIECTBYIOT?
UYrto takoe DNS Cache Poisoning? Kakue MeTOIbI 3aIITUTHI POTHB HETO CYIIECTBYIOT?
UYro Takoe NetBIOS/NBNS spoofing? Kakue MeTObI 3aIUTHI TPOTUB HETO CYIIECTBYIOT?
VPN.
ComnuanbHas ”HXEHEpHSI.
®poa. Metoasr 60pEOBI ¢ PpogoM.
Uro Takoe ¢pummHr? Kakue MeTo bl 3alUThI MPOTHB HETO CYIIECTBYIOT?
Kapausr. Meroab! 3alMThI OT KapAKHTa.
Darkweb.
DMZ.
AHOHUMA3EPBHI.
[Tpokcu-cepBepsl.
PesepBHOE KOmMpOBaHHE.
Honey pot.
DLP-cucremsl. SIEM-cuctemsl.
Ckanepbl 0€30MacHOCTH.
Cucrtembl 00HapYKEHUS! BTOPKEHUH.
CucTembl Tpe10TBPALCHHUS BTOPKEHUH.
Bpenonocusle nporpammsel. KomnbrorepHsie BUpychl. Buasl BUpycoB.
OKCIJIONTHI.
Mexanusm paboTsl BUpYyca.
AHTUBHpYCHI. Buibl aHTUBHPYCOB.
MexaHu3mbl pabOTHI aHTUBHpYCA.
MexceTeBoM IKpaH.
Tema 6. Kpunrorpadudeckre MeToAb! 3aUThl HH()OpMAITIH

UYro Takoe mudp? Kakue Buapl mudpoB CymecTBYOT?

Yro takoe cummeTpuuHbli mu¢pp? Kakue cuMMeTpuyHbie Ul HCIOIB3YIOTCS ceifyac?
UYro takoe accumeTpuuHblil mudp? Kakue accumerpuynblie MHUPPbI UCTIONB3YIOTCS ceiyac?
[TpuHIMI MTOCTPOEHUSI CHMMETPUYHBIX MU(PPOB.

[TpuHIUI TOCTPOEHHS ACCUMETPUYHBIX IIH(POB.

CrannapTHbie UDPHI.

[Torounsle MU pPHI.

Yro Ttakoe xem-¢pynkuusa? Kakue Buapl xem-QyHKIUI Bbl 3HaeTe?
HepeBo Mepkina.

Yro takoe uuppoBasi MOAMUCH?

. Hudposas noanucs RSA.

. Hu¢posas noanuce Imib-I"amans.

. Uro Takoe nHPPACTPYKTypa OTKPHITHIX KIFOUeH?

. JKW3HEeHHEBII MUK KIIroyYa.

. AyteHTHdUKaNMs, UAeHTHPUKALNS, BepUDUKALHS, aBTOPH3ALIHAL.
. IIpocTeiimme mpoTOKOIBI HACHTU(HUKAITUH.

. OcnHoBHoit mpoTokon Kerberos.

IPSec.

. Blockchain.
. Uro takoe creranorpagus? [lonsTue creraHokOHTENHHepa.
. Kakue Bupl CTEraHOKOHTEHHEPOB CYIIECTBYIOT?



22. Metonbl CO3/1aHUS CTETAHOKOHTEHHEPOB HA OCHOBE TEKCTOBOM MH(pOpPMALIUH.

23. MeTo/bl CO3/1aHMs CTETAaHOKOHTEWHEPOB HA OCHOBE BHICOMH(OPMAIIUU U CTOTI/KaIPOB.
24. Metobl CO3/1aHUS CTETAHOKOHTEIHEPOB HAa OCHOBE ayMOMH(POPMALIUH.

25. Hudpossie BoASIHBIC 3HAKH.

OcHoBHas nenb TK: cBoeBpeMeHHas OllEHKa yCIEeBAEMOCTH CTYACHTOB, MOOYKIaroIIasi uxX
paboTaTh paBHOMEPHO, UCKJIIOYasi MaJIble 3arpy3Ku WU MEPETPY3KU B TEUCHHE CEMECTPA.

JleKMOHHBIE 3aHSTHS KEJIATEIbHO MPOBOJUTH B PEKUME MPE3ECHTALMM ¢ JeMOHCTpalen
IIPUMEHEHNsI OCHOBHOT'O MaTepHala, U3J1aracMoro B TeMe. JTO CYIIECTBEHHO YIIy4IlaeT JUHAMUKY
JICKLIUM.

IlenecooOpa3Ho obecrneunBaTh CTYIEHTOB Ha 1-2 JeKuMM BIEpea  pa3JaTOYHBIM
MaTepHaoM B 3JIEKTPOHHOM BHJIE (CIIOKHBIE CXEMbl, I'padMKH, aHATUTUYECKHE HCCIEIOBaHUS U
OTIOpHBINA KOHCIEKT). OCHOBHOE BpeMs JIEKLUH JIydllle TPAaTHTh Ha MOAPOOHBIC aHATUTHYECKHE
KOMMEHTapUH U OCOOCHHOCTH NMPHMEHEHHsI pacCMaTpUBAEMOro Marepuanga B IpodecCHOHATbHON
JESATEIIBHOCTH CTYIEHTA.

[TpakTueckue pabOTHI CleyeT MPOBOAUTH B KOMIIBIOTEPHOM KJlacce JINOO B ayTUTOPHH C
MYJIBTUMEIUHHBIM 00OPYOBaHUEM, UCIOJb3Ysl OPUTHHAIBHYIO METOAUKY U MpodecCHOHaNbHbIE
nporpaMMbl. MOKHO pEKOMEHI0BAaTh YCTAaHOBKY OpUTMHaibHBIX nporpamMm Ha IIK cTyneHTOB M
BBITNIOJHATH PSIZ 3a/1ad JoMa. B 3ToM ciiyyae B Kjlacce OCHOBHOE BHHUMAaHHE KOHIIEHTPUPYETCS Ha
METOJIMKE HUCIOJIb30BaHUsl HA3BAHHBIX IPOIPAMM U aHAJIN3€ MTOJIyYEHHBIX PE3YJIbTaTOB.

ITpomexyrounbiii koHTponb (IIK) - 3TO mpoBepka 3HAHMI CTYIEHTOB IO pas3zieiy
nporpamMmmbl. @opmbl: OnIpoc O TEOPHUH COMIACHO CIUCKA BOMPOCOB [IJIsl CAMOCTOSITEIbHON OLEHKHU
YCBOCHHMsI MaTepHana.

[lens IIK: noOyauTh CTYIEHTOB OTYHMTATbCA 3a YCBOEHHE pasjiena JIUCHUIUIMHBI
HAaKOMMTEIbHBIM 00pa30oM, T.€. CHayaljla 3a MepBbIi, 3aTeM 3a BTOPOM, 3aTeM 3a TPETU pa3eibl U
T.J. B KOHEYHOM HTOre MHOTME€ CTYAEHTHl MOTYT IOJYYHUTh WUTOTOBBIE OLICHKH IO TUCIUIUINHE
“aBTOMaToMm”.

Wtoroselii koHTposs no aucuumnuie (MK/) - 310 mpoBepka ypoBHS yueOHBIX JOCTHKEHUN
CTYIEHTOB IO BCEH AMCLUIUIMHE 3a ceMecTp. PopMbl KOHTpOJsA: 3K3aMeH. llenb urTorosoro
KOHTpOJIS: IpoBepka 0a30BBIX 3HAHMN JUCLUIUIMHBL, MHOJYYEHHBIX HpPU H3YYEHUH MOAYI,
JIOCTaTOYHBIX JJIS IOCIIEAYIOIET0 00yUeHHS.

Bormpocs! k 3x3aMeHy 1Sl OEHKH KayecTBa OCBOCHHS Y4EOHOM TUCIUTUIMHBI
. Ilenu rocyaapctsa B o0nacti odbecnedeHust UH(GOPMaIMOHHON 0€30IacHOCTH.

. OcHOBHBIE HOPMATUBHBIE aKThl PD, CBSA3aHHBIE C MPABOBOM 3alUTOI HH(OPMAIIHH.

. Buapl KOMIIBIOTEPHBIX IPECTYIIIICHUN.

. Crtoco0Obl 1 MEXaHU3MBbl COBEPILIEHUS HH(OPMAIIMOHHBIX KOMIBIOTEPHBIX MPECTYIICHUH.
. OcHOBHBIE TIapaMeTphl U YePTHl MH(POPMAIMOHHOW KOMITBIOTEPHOW MPECTYIMHOCTH B

D AW -

Poccun.

6. Komnerorepssiii Bupyc. OCHOBHBIE BUJIbI KOMIIBIOTEPHBIX BUPYCOB.

7. MeTroasl 3aIUTHI OT KOMITBIOTEPHBIX BUPYCOB.

8. Turbl aHTUBUPYCHBIX MPOTPaMM.

9 . 3ammTHl OT HECAaHKIMOHMPOBAHHOTO nocTymna. MaeHTudukanus u ayTeHTU(HUKAIHS
M0JIb30BAaTES.

10. OcHOBHBIE YyIpO3bI KOMITBIOTEPHON 0€30MacCHOCTH MpH padoTte B ceTu HTepHeT.

11. Buasl 3anumaemMoit nH(GOpMAIIHH.

12. T'ocynapcTBeHHas TaitHa Kak 0COOBIN BHT 3aIIAIIIAEMO HH(OPMAITHH.

13. KondunennuansHast nHpopMaus.

14. Cuctema 3a1iuThl rOCYAApPCTBEHHON TalHBI.

15. IIpaBoBO¥# peXUM 3aIIUThI TOCYAAPCTBEHHOM TailHBI.

1 6. 3amura MHTEIUIEKTYyaJbHOH COOCTBEHHOCTH CPEICTBAMU IMATEHTHOTO M aBTOPCKOTO
npasa.

17. MexayHapoJHOE 3aKOHOAATEIBCTBO B 0OJACTH 3aIIUTHI HH()OPMALIHH.

18. [IporpaMMHoO-amnmapaTHeie CpeAcTBa oOecreueHus: NHPOPMAITMOHHON 0€30MacHOCTH B
MH(GOPMALIMOHHBIX CETAX.



19. CumMmeTpuvHbIe HIH(PHI.

20. AccumerpuuHble UL

21. Kpunrorpaduyeckue npoTOKOIbI.

22. Kpunrorpaduueckue xem-QyHKINH.

23. DAeKTpOHHAs OAUCEH.

24. OpraHu3aimoHHoe obecrneueHne HHPOPMAIIMOHHOW 0€30MacHOCTH.

25. Cnyx6a 6€301acHOCTH OpPTraHU3alNH.

26. Metoabl 3alUTH HTHPOPMAIMH OT YTEUKH B TEXHUUECKUX KaHaJax.

27. UnxeHepHas 3aluTa 1 0XpaHa 00bEKTOB.

Pacnipenenenne o0BEMOB pa3IMYHOTO BHUAA KOHTPOJEH MOXKHO MPOWIIIOCTPUPOBATH
CIeNyIOMMMH IU(ppaMU Ha MPUMEpPE ceMecTpa: TeKyIIHid KOHTposib — 40 YCIOBHBIX OasioB;
MIPOMEXXYTOUHBIA KOHTPOJIb - 30 YCIOBHBIX OaiioB; UTOTOBBIH KOHTPOJb - 30 yCIOBHBIX 0OaylIoB.
Bes gucnummaa onennBaetcss B 100 yClIOBHBIX 0ayuioB, €ClIM BCS JTUCHUIIIMHA OICHUBACTCS
udpoit, orauuHoi or 100 GanoB, TO MOJ YCIOBHBIM 0ajuIoM ClelyeT MOHUMAaTh MPOLEHT OT
MaKCHMaJIbHOTO YHuCIia OaJljIoB.

[Tpu 3TOM neiicTByeT ciedyromias cucTeMa MepeBoja PeUTUHIOBBIX (YCIOBHBIX) OalyioB B
OOBIYHYIO IIKATy Ka9€CTBEHHBIX OLEHOK: «OTiamaHo» (5) - 91-100 ycrnoBHBIX 0aiioB; «XOpOIIO)
(4) - 75-90 ycnoBHBIX OayOB; «YmoBiaeTBOpUTEeNbHO» (3) - 61—74 ycClIOBHBIX OaJjoOB;
«HeynosnetBoputenbHO» (2) -

[TpuBenennbpie nUGPHI TOBOPAT O TOM, YTO HA JHOOOH CTaguu OOydeHHE CTYAECHTa MOXHO
CUMTaTh YJOBJIETBOPUTENIBbHBIM, €Clii OH HaOupaer He MeHee 61 ycnoBHbIX OamnoB. Tak,
Hanpumep, HabpaB B xone TK wu IIK 61 06amioB, cTyaeHT rapaHTupyer cebe OLEHKY
«Y IOBIETBOPUTEIBHO.

5.2 OcoOenHocTH oOpraHu3anuu OOy4YeHHs] JIS1 JIMI € OTPAHHYEHHBIMM BO3MOKHOCTSIMH
310POBbS U HHBAJIU/I0B

[Tpu HEOOX0MMOCTH 00YYAIOLIMMCS U3 YHUCIIA JIHLL C OTPAaHMYEHHBIMH BO3MOKHOCTSIMU 3/10pOBbS U
MHBAJIUAOB (110 3asIBJICHUIO 00YYaIOLIETrocst) NpeAoCTaBIsieTcs yueOHass HHPOpMAaLus B TOCTYITHbBIX
¢dbopMax ¢ yueToM UX UHJIMBUIYaAJbHBIX ICUXO(PU3NYECKUX 0COOEHHOCTEH:

- JJIs UL ¢ HApYLIEHUSIMHU 3pEHUs: B e4aTHON (GopMe yBeIHMUeHHBIM MpupTOoM; B Gpopme
AIIEKTPOHHOI'O JIOKYMEHTA; VHAUBHU1yaJIbHbIE KOHCYJIBTalluH c IPUBJICYEHUEM
TU(IIOCYPIONIEPEBOUNKA; UHIMBUAYAJIbHBIE 3aaHNS, KOHCYJIbTALUU U JP.

- 17151 JIMIL C HApYLICHUAMH CyXa: B Ie4aTHoi Gopme; B (hopMe 3IEKTPOHHOTIO TIOKYMEHTA;
MHAVBUAYaJIbHbIC KOHCYIBTAIlMM C PUBJICYEHUEM CYypIOTIEPEBOAUNKA; UHIMBUYaJIbHbIE 3a/1aHNUS,
KOHCYJIbTAIlH U JIp.

- IS AL ¢ HApYIIEHUSIMH OMOPHO-ABUTaTeIbLHOTO anmnapaTa: B nedaTHoi (opme; B popme
AIIEKTPOHHOTO JOKYMEHTA; MHIMBUIyalIbHbIE 3a/1aHuUs1, KOHCYJIbTALUU U JIP.

6 ®oHJ OLEHOYHBIX CPeICTB JJIA NMPOBEJIEHUs TeKYyIero KOHTPOJIA M NMPOMEKYTOYHOI
arrecTaliy 00y4aroImMXcs 1o JMCUMIIMHE (MOIYJII0)

B coorBerctBum c TpeboBanmsimu DPI'OC BO gms arrectanmuu  0oOydaroImmxcs Ha
COOTBETCTBUE UX TEPCOHAIBHBIX JOCTHKCHUHN TIJIAHHUPYEMBbIM pe3ylbraraM OOy4YeHUs II0
JUCHUIITHHE (MOIYNI0) CO3JaHbl (DOHIBI OLIEHOYHBIX CPENCTB. THMOBBIE KOHTPOJIbHBIC 3aaHUS,
METOAMYECKUE MaTePHAJIbI, ONIPEACIISIONINE MPOICAYPhl OIICHUBAHUS 3HAHWUH, YMEHHH W HaBBIKOB,
a TaKKC KPUTCPpUHU W IOKA3ATCIIH, HCOGXO,Z[I/IMBIG IJIsI OLICHKHU 3H3.HPII>1, YMGHHﬁ, HABBIKOB "
XapaKTepU3yIoIIre 3Tanbl (POPMUPOBAHUS KOMIIETEHIIMA B MPOIECCE OCBOEHHUs 00pa30BaTeIbHOM
porpaMMel, TipescTaBieHsl B [Ipunoxxenun 1.

7 Y4yeOHO-MeTOAMYECKOE M NH(POPMALIMOHHOE 00eceuyeHue TUCIUIJIMHBI (MOIYJIs1)



7.1  Ocnoenaa numepamypa

1. babamr A.B., bapanoBa E.K. MonenupoBanue CHUCTEMBI 3alllUThl HHPOPMALUU:
[Ipaktuxkym : Yuebnoe nmocodue [DnektponHslii pecypc]| : PUOP , 2020 - 320 - Pexxum gocrtyna:
https://znanium.com/catalog/document?id=357569

2. XKyx A.IL, Kyk E.IL, Jlenemkun O.M. u ap. 3amuta unpopmarmu : YuedHoe nocodue
[OnexTponnsrii pecypc] : PHUOP - Pexum noctyma: https://znanium.com/catalog/document?
1d=339378

3. Kazapun O. B., 3a6abypun A. C. [IPOTPAMMHO-AIIIIAPATHBIE CPEJACTBA
3AIHIUTBI UHOOPMALNN. 3ALIUTA TTPOI'PAMMHOI'O OBECIIEUEHUS. Yuebnuk wu
IIPAaKTUKYM [UIsl  By30B [OnekTpoHHBIM pecypc] , 2020 - 312 - Pexum pocryna:
https://urait.ru/book/programmno-apparatnye-sredstva-zaschity-informacii-zaschita-
programmnogo-obespecheniya-452368

7.2 /lononnumensnasn tumepamypa

1. Axmapos, I[1.b. Komupoanme u 3amurta mHpopmanuu : ydeOHoe mocodue / ILB.
AxmapoB .— HWxesck : ®I'bBOY BO Wxesckas I'CXA, 2016 .— 136 c¢. — URL:
https://lib.rucont.ru/efd/363163 (nata obpamenus: 20.02.2023)

2. buprokoB A.A. Wnadopmanmonnas 6e30macHOCTh [DIEKTPOHHBIA pecypc|

WU3narenscTBO "JIMK [Ipecc"
https://e.lanbook.com/book/93278#book

3. by3or I'A. 3amura nHbOpMAIIH OTPAHUYECHHOTO JOCTYIA OT YTEUKH MO0 TEXHHUYESCKUM
KaHanaMm [OnekTpoHHbIi pecype] : U3narensctBo "l'opsiuas nunus-Tenekom" , 2018 - 586 - Pexum
noctyna: https://e.lanbook.com/book/111027#book

4. Beenenne B kpuntorpaduro : YueOHOoe mocoOue [DIEeKTpOHHBIN pecypc]
WznatensctBo ®OPYM , 2020 - 240 - Pexxum nmoctyma: https://znanium.com/catalog/document?
1d=345516

5.  Epoxun B.B., [loronsimesa J[.A., Crenuenko N.I. be3onacHocTh nH(pOpMaIIMOHHBIX
cucteM : YueOHsle mocobust [Dnexrponnslii pecype] : ®JIMHTA , 2015 - 182 - Pexxum nocryma:
https://e.lanbook.com/book/62972#book

6.  IIporpamMHo-anmnapaTHas 3amuTa uHGopManuu : YuebHoe nmocodue [DIeKTPOHHBIN
pecypc] :  WMimarenebctBo  DPOPYM | 2019 - 352 - Pexum  jgocrymna:
https://znanium.com/catalog/document?id=340852

. 2017 - 434 - Pexum JOCTYyTIA:

7.3 Pecypcol ungpopmayuonno-menekommynukayuonnoiu cemu "Humepuem'’,
6KNIouas npogheccuonanvHvle 0a3vl OAHHLIX U UHOOPMAYUOHHO-CHPABGOUHDbLE
cucmemul (npu HeoOXO0UMOCMU):

1. CIIC Koncynwrantllmtoc - Pexxum noctyma: http://www.consultant.ru/

2. OnektponHass Oubnuotreunass cucrema ZNANIUM.COM - Pexum pgocrtyma:
https://znanium.com/

3. DnekrponHo-6ubmmoteunas cucrema "PYKOHT" - Pexxum moctyna: https://rucont.ru/

4. DOneKTpoHHO-OMOMroTeuHass cucrema usmarenscTtBa "Jlawp" - Pexxum pocrtyma:
https://e.lanbook.com/
5. DOneKTpoHHO-0MOIMoTeuHast cuctema usgatenberBa "HOpaiit" - Pexxum mocryna:

https://urait.ru/

6. Open Academic Journals Index (OAJI). [Ipodeccuonanbhas 6a3a maHHBIX - Pexxum
noctyma: http://oaji.net/

7. [Ipesunentckast Oubnmoreka um. b.H.Enpumna (6a3a [JaHHBIX pa3iMYHBIX
npodeccruoHambHBIX o0macTeil) - Pexxum nocrtyna: https://www.prlib.ru/

8 MarepuajbHO-TeXHHYECKOE o0ecreyeHue JAUCHMIUIMHBI (MOAYJs) W TepeYeHb



HH(OPMAIMOHHBIX TEXHOJIOTHMii, HCIO/Ib3yeMbIX MPH OCYILIECTBJICHUM 00pPa30oBATEJILHOIO
npouecca 1no AUCHMILINHE (MOYJII0), BKJIOYAs NepevyeHb MPOrPaMMHOro odecneyeHust

OcHOBHOE 000PYI0BAHUE:

Byanb-I'eHepaTop akycTHYECKMX M BUOPOAKYCTHUECKUX TOMEXOBBIX CUTHAJIOB
Mynsr. Menuitabiii komruiekt Ne 2: ITpoektop Panasonic PT-LX26HE, nmoromounoe
kperuienue Tuarex Corsa, kieMMHbIH Moy Kramer WX -1N, konnektop VGA, skpan Lumien
Ecopicture
[Tepconanbubrii komnbioTep Nel "B-tronix professional 3872\2015"

Cmapt-AB (ma 6aze CKM-21.2)- IIporpammHo-anmapaTHbI KOMIUIEKC OIICHKH
3QGEKTUBHOCTH  3aIUUTHl  peueBOM HMHPOpPMALMM OT YTEUYKH IO aAKyCTUYECKOMY U
BUOPOAKyCTHUECKOMY KaHajlaM

Conara-P3.1 CpenctBo akTUBHOM 3alIMThl HH()OPMAIIUK OT YTEYKH 32 CUET MOOOYHBIX
AIIEKTPOMArHUTHBIX KOJICOAHUH U HAaBOJOK
Cnekrpoananuzatop [FR2397

IIporpamMmHOe 0OeCIIEYEHHE:

Microsoft Windows 7 Ultimate Russian
VMware Workstation 9 for Linux andWindows




MHWHOBPHAYKHU POCCUN

BJIAJUBOCTOKCKUI IT'OCYJIAPCTBEHHBI YHUBEPCUTET SKOHOMUKU 1
CEPBUCA

KA®EJIPA THOOPMAIIMOHHBIX TEXHOJIOI' M1 U CUCTEM

@DoHJ OLICHOYHBIX CPEICTB
JUISl IPOBEJICHUS TEKYILETr0 KOHTPOJIS
Y IPOMEXYTOYHOM aTTECTALUH 10 TUCIUILIMHE (MOIYIIIO)

NHOOPMAILNMNOHHASA BE3OITACHOCTD U 3AINUTA UH®OPMAILIUU

Hamnpagnenue u HampaBiaeHHOCTH (MMPOGUITH)

09.03.04 IIporpammHuas unxkenepus. [IporpaMmHas UHKEHEPUS

I'ox mabopa na OIIOII
2020

dopma 00yueHus
OuHas

Bnagusoctok 2022



1 Ilepeyenb popMHEpyeMbIX KOMIIETEHIHIT

Hassanne OITOIT BO, Koz u popmynupoBka KOMITETEHITH
COKpallleHHOE "

Kon u ¢hopmynipoBKka HHANKATOPA JOCTHKEHHS
KOMIIETEHIIUH

09.03.04 «IIporpammu
ast M”EDKEHEpUs»
(b-UH)

OIIK-1 : CnocobeH NpuMEeHSITh eCT
€CTBEHHOHAYYHbIC M OOLICHHXEHED
HBIE 3HAHUS, METOIBI MaTEMaTH4YEC
KOTO aHaJIN3a M MOJICITNPOBAHMS, TC
OPETHUYECKOTO U IKCIIEPHMEHTAIIEHO
T'O UCCIICIOBAaHUS B TPOQECCHOHANb
HOMU JeATeNbHOCTU

OIIK-1.2k : Pemaet npodeccuoHaibHble 3a/1a41
C IPUMCHEHNEM €CTECTBCHHOHAYYHBIX U OOLIECHH
KEHEPHBIX 3HaHUH

OIIK-3.1x : [IpuMeHseT NpUHLIUIIBL, METOJIBI U CP
€/ICTBA PEIICHUS CTAaHIAPTHHIX 33/1a4 Ipodeccro
HaJIbHOM AEATETHHOCTH Ha OCHOBE HH(POPMAINOH
HOH 1 6nbmrorpadaeckoi KyapTypsl ¢ IPIMEHE
HHEM HH(POPMAIIMOHHO-KOMMYHHUKAIIHOHHBIX TEX
HOJIOTHI U C yY€TOM OCHOBHBIX TpeOOBaHM HH(}
OpMAaIMOHHOM 0e30MacHOCTH

OI1K-3 : CiocobeH periath cTaHma
PTHBIE 3a1a9¥ IPo(ecCHOHANBHOM
JIeATeTFHOCTH Ha OCHOBE HH(pOpMA
IIMOHHOW 1 OuOHorpaduaeckoi Ky
JIBTYpPBI C IPUMEHEHneM HH(popMar]
HOHHO - KOMMYHHKAI[HOHHBIX TEXH
OJIOTHUil U C y4ETOM OCHOBHBIX TPeO
OBaHUH HH(POPMAIIMOHHOM Oe30mac
HOCTH

KommiereHnust cuutaercsi cOpMUPOBAHHOW HA JAHHOM JTalle B Clydae, eCiH IOJyYeHHbIe
pe3yabTaThl OOY4YEeHUs MO JWCIMIUIMHE OLEHEHBI IIOJIOKUTENBHO (IMarna3oH KPUTEPHEB
OLICHUBAHUSI PE3YJBTATOB O0YUCHHS «3aU4TCHOY, YIOBICTBOPUTEIBHOY, «XOPOIIOY, KOTIHMIHO»). B
cllydae OTCYTCTBHSI TIOJIOXKHMTEIBHOW OLCHKM KOMIICTCHLMsS HA JIAHHOM OTale CYHTaeTCs
HeCc(OPMHUPOBAHHOM.

2 Iloka3zaTe M OLlEHNBAHUS IVIAHUPYEMBIX Pe3yJIbTATOB 00yUeHus

Komnerennus OIIK-1 «CnocobeH NpuMeHsATh €CTeCTBEHHOHAYYHbIE U OOILEHH)KEHEPHBIE
3HaHUS, METOJbl MATEMATHUECKOI0 aHAJIN3a U MOJIETTUPOBAHUS, TEOPETUUECKOTO U
HKCIEPUMEHTAIBHOTO UCCIIEI0BAHUS B MPO()ECCHOHAIBHON AEATEIbHOCTI

Ta6JII/II_Ia 21— KpI/ITCpI/II/I OLICHKU MHAUKATOPOB JOCTUKCHUA KOMIICTCHIIUN

Pe3yabTaThl 00y4EHUS 110 UCLUILINHE
K T
Kon u popMyTMpoBKa HHANKAT on | ™ Kpurepun oleHnBaHMs PE3YIIBT
Opa JOCTIDKEHUA KOMICTeHIMT | o | 1 aToB 00yueHHs
L | pe Pesynprar
Ta | >
Ta
OIIK-1.2k : Pemaet mpodeccno CdopmupoBasieecst cucreMar
HaJIbHBIE 337184 ¢ npuMenenre | P | 30 | cOBpeMeHHbBIE 3aKOHBI, CTAHAAD | MYECKOE 3HAHUE COBPEMEHHBIX
M €CTECTBEHHOHAYYHBIX M 00me | J[ | am | Tbl, METOABI U TEXHOJIOTHH B 00 | 3aKOHOB, CTaHAAPTOB, METOIOB
WHKEHEPHBIX 3HAHUN 1 ue | mactu sammTel nHGOPMAIHH Y TEXHOJIOTHH B 00JIACTH 3aIUT
bl HHPOPMALIUU
CdopmupoBasieecst cucreMar
P :4, HICIIOIb30BATh COBpeMeHHple p | 11CCKOC YMECHHUE HCIO/Ib30BATh
A | o | orpammuo-annapateie cpencts COBPEMEHHBIC LIPOrpaMMHO-arlIl
3 4 3AIIHTE! HEGOPMAIIH apaTHbIe CPEACTBA 3AIUTHI HH(
ne opMaluu




H CdopmupoBasieecst cucreMar

P BJIa/ICHUS] COBPEMEHHBIMU METO

aB HYECKOE BIIaJIEHHE COBPEMEHH
i JiaMu 00eCTIeueHUs 3alUThI UH

Bl BIMH METOJIaMHU 00eCTieYeHu s 3a
5 (dhopmaru

K [Tl HHPOPMALIHH

Komnerenuus OIIK-3 «CrniocoOeH pemats cTaHIapTHBIC 3a/1a4i TpodecCHoHaTbHON
NeSITeILHOCTH HAa OCHOBE MH(OPMALIMOHHOW 1 OnbIuorpaduieckoil KyJabTyphbl ¢ IPUMEHEHUEM
MH(POPMAIMOHHO - KOMMYHHKAIIMOHHBIX TEXHOJIOTHIA U C y9€TOM OCHOBHBIX TPEOOBaHHIA
nH(GOPMaIIMOHHON 06E30MacCHOCTH»

Ta6nuia 2.2 — Kputepuu OLIeHKH UHIUKATOPOB JIOCTUKEHUS KOMITETCHIINH

PC3yJ’ILTaTLI O6y'{€HI/IH 10 JUCHUILINHE

T
Kon u gopmyuposka unaukar | K " Kpurepuu olieHuBaHUS pE3YNbT
opa IOCTHXKEHHs! KomneTeHuun | O | aToB O0yUCHUS
pe PesynbraT
pe
3_
3_
Ta
Ta
OIIK-3.1k : IIpumeHsieT NpuHIL P 3u Ccopmupoasmieecst CHCTEMAT
UIBI, METOJBL U CPEJCTBA PELIE i a TpeboBaHUH K 3amuTe HHPOPM MYeCcKoe 3HaHHWE TpeOOBaHMIT K
HUSI CTAaHAAPTHBIX 3a4a4 mpode aIliy OTPeeNICHHOTO THIIA 3amuTe MHGHOPMAIHH OIpeeie
2 ne
CCHOHAIIBHOH JIeATeTbHOCTH Ha HHOTO THIIa

OCHOBe HH(OPMALIMOHHON U 01
6nuorpaduueckoit KyJIbTypsbl C
NPHMEHEHHEM HH(OPMALHOHHO M CdopmupoasIeecst CHCTEMAT
_}(VOMMyHI/IKaHI/IOHHLIX TEXHOJIOT o0ecreunBaTh 3aMUTY HHPOPM HYECKOE YMEHHE 0GeCTIeuHBaTS
20770 S y4eToM OCHOBHBDf Tpebo CH | anuu samuTy HHGOPMALIH

BaHMH WH(POPMAIIMOHHOH Oe301 ue
aCHOCTHU

=

L) =a]

Tabnuua 3amonHAeTcss B COOTBETCTBUHU ¢ pasznenoMm 1 PabGoueil mporpamMMbl TUCHMILUIMHBI
(Momyst).

3 IlepeyeHb OLIEHOYHBIX CPEICTB

Ta6muua 3 — [lepeueHb OIIEHOYHBIX CPEACTB MO TUCHUILIAHE (MOIYIIIO)

HanMeHOBaHHE OLICHOYHOTO CPEACTBA U TP

Kourponupyembie mianupyemsie pesy | KoHTponupyembie TeMsI encrasnenue ero 8 ®OC

JBTATHl 00y4YEHUS AACIHIUIAHBL [IpomexyTounas aT
Tekymuii KOHTPOJIb

TeCTalusA

OuHas popma oOyUeHHUS

P/l 3HaHHe : COBPEMCEHHBIC 38 | 1.1, BBenenue B uHMOPM INpakTryeckas pado
KOHBI, CTAHAAPThI, MCTOA AIMOHHYI0 0€301TaCHOCTh Ta

bl U TEXHOJIOTUH B 001acT
1 3aLIUThl HHPOPMAIIUU

CobecemoBanue

1.2. Ilpumenenue napoOp
MAIIMOHHBIX TEXHOJIOT Ui
JUIsl M3y4deHus BorpocoB o | Ilpaktuueckas pado
praHM3allMOHHO-TIPABOBO | Ta

ro obecrnedeHus: tHGoOpM
AIMOHHON 6E30MacHOCTH

CobecegoBanue




1.3. TIpaBoBoe obecnieueH

[IpakTuueckas padbo

re nHHOpMaAIIMOHHOH 6e3 a CobecenoBanue
OIACHOCTH
P12 3uanue : TpeboBanmii k 32 | 1.3. [IpaBoBoe obecnieueH
. IMpakTudeckas pado
muTe nHGOopMaIHK onpex | ue HHGOpMaIMoHHOH Oe3 a CobecenoBanue
€JIEHHOTO THIIa OTIaCHOCTH
1.5. OpranuzaioHHoe 0 0 5
aKTHYecKas pabo
OecrieueHue HH(I)OpMaHI/IO Tap p CobecegoBanue
HHOU 0€301acHOCTH
1.6. Peanmu3arust paboThI TpaxTiaeckas pa6o
HHPPACTPYKTYPHI OTKPHIT Ta CobecenoBanue
BIX KIItOUeH
P13 YMeHue : UCIoJIb30BaTh C 1.4. Vcnonb30Banue KpUI
INpakTryeckas pado
OBpPEMEHHBIC IPOTPAMMHO | TOTpapUUSCKUX CPEJICTB 3 ra CobecenoBanue
-anmaparHble CPeICTBA 32 | amUTHI HHpOpMaIu
IATE! HHOPMAIHH 1.7. TexuuuecKue cpeacT
INpakTHyeckas pabo
Ba M METOBI 3aIIUTHI UH a CobecenoBanue
(dhopmarnmu
1.9. IlporpaMmHo-anmnapa
THBIE CPEICTBA M METOMB | [[paxryueckas paGo
obecnieuenus nudpopManm | 1o Cobecenoanne
OHHOI1 6€30IacCHOCTH
1.10. Hactpoiika 6e3omac
INpakTrdeckas pado
HOTO CETEBOTO COCJIMHEHH | CobecenoBanue
st
1.12. AuTuBUpyCHBIE Cpe
Py P IpakTryeckas pabo
JICTBA 3aLIUTHI HH(pOpMAII a CobecenoBanue
1704
P/14 Ymenue : obecrieunBath 3 | 1.4. Mcrons3oBaHne KpHil
[IpakTuueckas padbo
amuTy UHQOPMAIIH Torpa(UIecKux CpeacTB 3 a CobecenoBanue
aIuThl MHGOpPMAIH
1.5. OpranuzannoHHoe 0
P 1 IMpakTudeckas pado
OecriedueHre HHPOPMAITHO a CobecenoBanne
HHOU 0€30IacHOCTH
1.6. Peanu3zanns paboTsl
A P INpakTryeckas pado
HHQPPACTPYKTYPHI OTKPHIT a CobecenoBanue
BIX KJTIOUEH
1.7. Texuuueckue cpeact
pen IpakTHyeckas pabo
Ba M METOBI 3aIIUTHI UH a CobecenoBanue
(dhopmarnmu
1.9. IlporpaMmHo-anmnapa
THBIC Cpe/icTBa U MeTobl | IlpakTHueckas pabo
pen A P p CobecegoBanue
obecrieueHust vHpopManu | Ta
OHHOI1 6€30IacHOCTH
1.10. Hactpotika 6e3omac
IpakTudeckas pado
HOTO CETEBOrO COC/IMHEHH | CobecenoBanue
st
1.12. AaTuBHpYyCHBIC Cpe
Py P INpakTHdeckas pado
JICTBA 3alIUTHI HH(POpMAI] a CobecenoBanue
uu
PS5 Hagebik : B1anenus cospe 1.7. Texuuueckue cpeact
A ! P pen INpakTHyeckas pado
MCHHBIMH METOJaMU 00ec | Ba M METOIBI 3aIllIUTHl HH a CobecenoBanue
TIeYEHUSI 3aUThl HHpOpM | (hopmaruu
anuu 1.8. CpezncrBa creraHorpa
-0 Lpe P [Ipaktuueckas padbo
¢buu amst 3amuTh KHPOPM CobecenoBanue

aluu

Ta




1.9. IlporpamMmHo-anmnapa
THBIC Cpe/icTBa M MeToabl | IlpakTuueckas pabo
pen A P p CobecegoBanue
obecrieueHust vHpopManu | Ta
OHHOI1 6€30IacHOCTH
1.10. Hactpotika 6e3omac
IpakTudeckas pado
HOTO CETEBOrO COC/IMHEHH | CobecenoBanne
st
1.11. Kpunrorpaduaecku
P paj INpakTHdeckas pado
€ METO/IbI 3alIUTHI HHPOP a CobecenoBanue
Maru
1.12. AHTUBUPYCHBIE CpE
Py P INpakTHyeckas pado
JICTBA 3aLIUTHI HH(pOpMAI a CobecenoBanue
uu

4 Onucanue Npoueaypbl OCHNBAHUS

KadectBO CcPOpMHUPOBAHHOCTH KOMITCTEHIIMH HAa JaHHOM JTare OICHUBACTCS I10
pe3yibraTaM TEKYIIMX W MPOMEXKYTOYHBIX aTTECTAI[Mi TPU MOMOIIM KOJUYECTBCHHOHN OILICHKH,
BEIpOXEHHOW B Oaymax. MakcuMmanbHas cymma 0auioB mo auciuruimHe (Momymoo) paBHa 100
Oamiam.

Bup yueOHOM 1esTenbHO OueHouHOE CPEsICTBO
CTH CobGecennoBanne IpakTnaeckne paboTHI Hroro
Jlexuun 10 10
[IpakTrueckue

60 60
3aHATUA
IIpomexyTouHas aTTecta 20 20
st
gaMOCTO}ITCHBHaH pabor 10 10
HUroro 40 60 100

CymmMa 6ainsioB, HAOpaHHBIX CTYAEHTOM IO BCEM BUIAM y4eOHOW JESATENbHOCTH B paMKax
JTUCITUTLIMHBL, IEPEBOUTCS B OLIEHKY B COOTBETCTBHHU C TaOIHUIICH.

Cymma basios OLueHka 1o IpoMexy
. XapakTepucTHKa KayecTBa CHOPMUPOBAHHOCTH KOMITETEHIINH
0 JUCLUIIIMHE TOYHOU aTTeCTallun
CTyaeHT 1eMOHCTPHUPYET CHOPMHPOBAHHOCT JUCIUILUTHHAPHBIX KOMIIETEHINH, 00
Hapy’>KHBaeT BCECTOPOHHEE, CHCTEMAaTHUECKOe U [Ty0oKoe 3HaHUe yueGHOro Marep
o1 91 10 100 «3a4TeHO» / Haja, yCBOMII O(jHOBHyPO J'II/IT?paTypy U 3HAKOM C JIONIOJIHUTEJIbHOU JIUTEpaTypol, pe
«OTJIIMYHOY KOMEH/IOBaHHOI IIPOTpaMMOH, yMeeT CBOOOAHO BBINOIHATH IPAKTHUECKUE 3a1aHN,
MIPeLyCMOTPEHHbIE MPOrPaMMOii, CBOOOIHO ONEPHPYET MPUOOPETEHHBIMU 3HAHUSM
Y, YMEHUSIMU, IPUMEHSAET UX B CUTYaLUsIX MOBBIIIEHHOH CI0KHOCTH.
CTyaeHT 1eMOHCTPHPYET c(HOPMUPOBAHHOCT JUCIUIUTMHAPHBIX KOMIIETEHIUH: OC
ot 76 10 90 «3a4TeHO» / HOBHBIC 3HAHUSA, YMEHUSA OCBOCHBI, HO JOIYCKAIOTCS HE3HAYUTEIbHBIE OLHvl/I6KI/I, HET
«XOpOLIO» OYHOCTH, 3aTPYIHEHHUS IIPU aHATUTUYECKUX OINEpalUAX, IEPEHOCE 3HAHUN U YMEHH
i Ha HOBBIE, HECTAHIAPTHBIE CUTYaLUU.
CTyzaeHT 1eMOHCTpUpyeT chOPMUPOBAHHOCTD AUCUUIIMHAPHBIX KOMIIETEHIIUIL: B X
«3a4TeHO» / 0J1¢ KOHTPOJIEHBIX MEPOIIPUSTHH JOITyCKAIOTCS 3HAYUTENIbHBIE OIIHOKH, IPOSIBIISIETC
ot 61 10 75 «YJIOBJIETBOPUTENILH 51 OTCYTCTBHE OTJEJIbHBIX 3HAHUH, YMECHUH, HABBIKOB 110 HEKOTOPBIM JAUCLUIUIMHAPH
o» bIM KOMIIETEHIUAM, CTYJAE€HT HCIBITHIBAET 3HAYUTEIbHBIE 3aTPYAHEHHS NIPU OIIEPUP
OBAaHMHU 3HAHUAMU M YMEHUAMM NPU UX TIEPEHOCE HA HOBBIEC CUTYALIUH.
«HE 3a4TeHO» /
or 41 10 60 P — VY cTynenTa He ctbo;zMHpOBa}iLI JUCUUILIMHAPHBIE KOMIIETEHIUH, IIPOSBIIAETCS HENO
o CTAaTOYHOCTh 3HAHMUH, YMEHHUH, HABBIKOB.




ot 0 1o 40 «HEYIOBJIETBOPUTEIb

«HE 3a4TCHOY /

MIPAaKTUYECKH TIOJTHOE OTCYTCTBUE 3HAHUH, YMEHHIA, HABBIKOB.

HO»

5 IlpumepHbIe OlIeHOYHBbIE CPeCTBA

5.1 IlpumepHBIii NepevyeHb BONPOCOB 10 TEMaM

—_ —_
N

W

Nk

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.

N —

SeY XNk DN =

Tema 1. BBenenue B uHpoOpManmoHHy0 0€30MacHOCTh

Uro Takoe nHpopmarmornHas 6€30macHOCTh?
[Tepeuncante OCHOBHBIE YTpO3bl HH(OPMAIIMOHHOM 0€30MacCHOCTH.
Kakwue cymiecTByroT Moieny HHPOPMAIMOHHOW O€301TacCHOCTH?
Kakue metonp! 3a1UThl HHQOPMAIIMH BBIACISIOT?
Yro Takoe MpaBOBbIE METO/IbI 3aIIUTH HH(OpMaIu?
Yro Takoe opraHU3aIMOHHBIC METOIBI 3aIUTHI HH(pOpMAIHN?
UTto Takoe TEXHUYECKUE METOIbI 3alIUThl HH(POpMAITUHU?
Yro Takoe mporpaMMHO-anmnapaTHbIE METO/IbI 3aIIUTHI HHpOpMaIUn?
UYro takoe kpunrorpadguyeckue MeTO bl 3alIUThl HHPOpMAUU?
Yro Takoe pU3NUECKUE METO/IbI 3alUTH HH(OopMaIu?
Kakue riaBHBIe rocyapcTBEHHBIE OpraHbl B 00J1acTH o0ecTiedeHnss MHPOPMAMOHHOMI
6e3omacHoctu?
[Tepeuncante BUABI 3alUIAeMON HH(DOPMAITUH.

Tema 2. [IpaBoBoe obecnieueHrne nHPOPMAITMOHHOMN 6€30MaCHOCTH

IIpaBo. UcTounuku npasa.
Kakue ocHOBHBIE 3aKOHBI B 00J1aCTH 3aUTH HH(popMaru B PO?
[Tepeunciute OCHOBHBIC 1IeNH U 3a1auu PO B obmactu obecrieueHrss HHPOPMaIMOHHOMN
0e3omacHoCTH
Crparerust HAMMOHAIBHOH Oe3omacHocTH. JlokTprHA HHOOPMAIIMOHHOW OE30ITaCHOCTH.
Uro takoe koHpUACHIIHATbHAS HHPOpMAIIHS?
Yro Takoe nepcoHalbHbIE JaHHbIE?
B kakux cimyyasix BO3MOXHO HCIIOJIb30BaTh IEPCOHANIBbHBIE TaHHBIE 0€3 coracus
oOnamxareis?
OxapakTepu3syiite OnoMeTpruiIecKre JaHHbIE KaK EPCOHATIbHBIC JaHHbIE.
Uro Takoe npodeccruoHanpHas TaiiHa?
Yro Takoe ciry:xkeOHas TaiiHa?
Urto Takoe koMMepUecKas TaiiHa?
Uto Takoe pekuM KOMMEPUYECKOW TalHBI?
UYro Takoe rocy1apcTBeHHas TaliHa?
Onummre nMpaBoBOW PEKUM I'OCYIapCTBEHHOMN TalHBI.
®3-149.
®3-152.
O3-98.
®3-390.
®3-395-1.
O3-126.
®3-374 u ©3-375.
[TocranoBnenue npaButenbcTBa Nel119.
Tema 3. OpranuzanmoHHoe odecrneueHue HHPOPMAIIMOHHON 0€30MaCHOCTH

Kakne ocHOBHBIE MEXTyHapOAHbIE CTAaHIAPTHI B 001acTH HH(OPMAIIMOHHOHN Oe30macHoCTh?

"OpansxeBast KHUTA"

I[I/ICIII/IHIII/IHapHLIe KOMIICTCHIUHUU HC C(l)OpMI/IpOBaHI)I. HpOSIBJIS[eTCSI IIOJIHOC WIJIN
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ISO/IEC 15408.
Kak cBsi3aHbI MEXXIyHApOIHbIE CTAHAAPTHI U CTaHIAPTHI PO?
I'OCT P ICO/MDK 27002-2012.
I'OCT P ICO/MDK 27005-2010.
CTO BbP UBBC-1.1-2007. «Ayaut nHbOpPMAITMOHHONW 0€30TTaCHOCTHY.
PC BP UBBC-2.2-2009. «MeTouKa OLEHKH PUCKOB HapyIIEHUs] HH()OPMAIIMOHHON
0€e301acHOCTIY.
[Tpuka3z ®Cb Ne378.
ITpuxa3z ®CTOK Ne21.
[Tpuxa3z ®CTIOK Nel7.
ITpuxa3z @CTOK Ne31.
ITpuxa3z ®CTOK Ne28.
[Tpukaz ®CTIK Ne638.
ITpuxa3z @CTIK Ne9.
[Tpuxa3z ®CTIK Nel19.
[Tpuka3s I'octexxomuccuun Nel 14,
PykoBogsmue nokymeHTsl ['ocrexkoMuccuu.
Meps! 3amUThl HHPOPMAILMK B FTOCYAAPCTBEHHBIX HHPOPMAIIMOHHBIX CUCTEMAX.
(Meroanueckuit nokymeHT ®CTIK).
Yro Takoe MoaUTHKa 6€30MacHOCTH?
Cnyx0a 6e3onacHoctu npeanpusatus. Ctpykrypa. OyHKium.
TunoBast HHCTPYKIUS COTPYIHUKA 110 00ECTIEUEHNI0 NHPOPMALIMOHHOM O€30MacHOCTH.
OxoHoMHUYECKast pa3Besika. [IpOMBINITIEHHBIHN MIMHOHAXK.
Tema 4. TexHuueckue cpeicTBa U METOABI 3alUTH HH(YOpMaIUK

Yro Takoe MHKEHEepHas 3aIuTa 00bEKTOB?

Kakxum crioco6om onuceiBaeTcsi MHXeHepHas 3amurta. Onucatb MOJIEb.
Kakwue cpenctBa mpuMeHsIOTCS 711 3aIUTHI 1-ro mepumetpa?

Kakwue cpencta mpuMEHSIFOTCS U1 3aIIUTHI 2-T0 iepumeTpa’?

Kakwue cpencrBa mpuMeHsIOTCS U1l 3aIIUTHI 3-TO epumeTpa?

[TosxapHble CUTHAIU3ALUH.

OxpaHHbIE CUTHAIU3ALNH

buometpus. buomeTrpruyeckue XxapakTepUCTUKH.

Yro Takoe TeXHUUECKUE KaHaJIbl YTEUKH HH(pOopMauu?

[lepeuncnure OCHOBHBIE BU/IbI TEXHUUECKHUX KaHAIOB yTEUKHU MH(pOopManun?

. Yro Takoe crniennposepka?

. Uto Takoe creruccieoBaHue?

. Yro Takoe cnenooOcienosaunue?

. IlepeuncnuTe METOABI 3aIUTH HHPOPMAIIMH OT YTEUKH 110 3PUTEITLHOMY KaHaTYy.

HCpGLII/ICJ'II/ITC METOAbI 3allIUThI I/IH(bOpMaIII/II/I OT YTCUKHU I10 DJICKTPOMArHuTHOMY KaHally.

. Ilepeuncnute MeTOABI 3aIUTHI HHPOPMALIUU OT YTEUKHU IO 3JIEKTPUUECKOMY KaHaIy.

. [lepeuncnure MeTOABI 3aIUTHI HHPOPMALIUHN OT YTEUKHU MO HHIYKIIMOHHOMY KaHAIy

. IlepeuncnuTe METOABI 3aIIUTHI HHPOPMAIIMK OT YTEUKH 110 TapaMeTPUUECKOMY KaHaITy.

. [lepeuncnute MeTOABI 3aIUTHI HHPOPMALIMU OT YTEUKHU IO BO3AYIIHOMY KaHaIYy.

. [lepeuncnure MeTOABI 3aIUTH HHPOPMAIIUH OT YTEUKHU 110 BUOPALIMOHHOMY KaHAITy.

. Ilepeuncnute MeTOABI 3aIUTHI HHMOPMALIUN OT YTEUKHU 110 aKyCTOIEKTPUUECKOMY KaHAIy.
. [lepeuncnute MeTOABI 3aIUTH THPOPMALIUU OT YTEUKHU O ONTUKOIIEKTPOHHOMY KaHaIy.

. Ilepeuncnute cpeacTBa M METOIBI 3aLTUTHI HHGOPMAIMH OT YTEYKH HH(OPMAIHH B

Tes1e()OHHBIX JTUHUSX.
Tema 5. [IporpammHO-anmapaTHble CpPeACTBa M METOAbI oOecrnedeHus HH(OpMaIMOHHON

0€e301acHOCTH

1.

Yro Takoe mporpaMMHoO-anmnapaTHbIe CpeICTBa 3alUThl UH(opMaru?
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Kakne MmexaHM3MBbl peasin3yIoT MPOrpaMMHO-aIIapaTHbIe CPEACTBA 3aIIUTHl HHPOPMALUU?
Kaxune koMIbproTepHBIC yTpo3bl 0€30MaCHOCTH CYIIECTBYIOT?
Yro Takoe ceteBas pa3Benka? Kakue METOIbI 3alIUTHI IPOTUB HEE CYIICCTBYIOT?

Yro takoe unbekius? Kaknue Buabpl MHbEKIM cyliecTBy0T? Kakue MeToIbl 3aIUThI IPOTHUB

HUX CYIIECTBYIOT?

Yro Takoe oTKa3 B o0cmyxuBaHuu? Kakue MeTo/ bl 3aIIUTHI IPOTUB HETO CYIECTBYIOT?
OcHoBHBIE BUIbl IPOTPAMMHBIX YSA3BUMOCTEH.

Baknopsl.

Yro Takoe nepenoiaHenue Oyddepa? MeToasl 3aIIUTHL.

Yro takoe aedexThl GopMaTHBIX CTPOK? MeTObI 3aIUTHI.

. UTto Takoe 1eI0UYHNCIICHHEIC HepeHOHHeHI/IH? MeTobl 3alIUThI.

Ommbku 00pabOTKH UCKITIOYEHUH. MeTO/ bl 3aIIUTHI.

. BHeapenue komana. MeToabl 3al1UTHI.
. HexoppexTabie 00paboTKu omuO0K. MeTOIbI 3alIUTHI.
. T'oukn. MeToas! 3aIIUTHI.

BrImonHeHue Kojia ¢ 3aBbIIICHHBIME TPUBHIICTUSMH.
Araka "YenoBek 1o cepeaune".

. Uro takoe IP-ciy¢punr? Kakue meTop! 3a1IUThl IPOTUB HETO CYLIECTBYIOT?

. ARP.

. DHCP.

. NAT.

. PAT.

. [Pv4. IPv6.

. YUto takoe ARP-cnyddunr? Kakue MeToapl 3alIUTHI MPOTHUB HETO CYIICCTBYIOT?

. Urorakoe DNS Cache Poisoning? Kakre MeTObI 3aIIUTHI POTUB HETO CYMIECTBYIOT?

. Urotakoe NetBIOS/NBNS spoofing? Kakue MeToas! 3amuThl IPOTHUB HETO CYIIECTBYIOT?
. VPN.

ConuanbHas UHXEHEpUS.
®poxa. Metobl 60pEOBI ¢ HpoIOM.

. Uro takoe ¢ummmHar? Kakre MeTo1bl 3alIUTHI POTUB HETO CYIIECTBYIOT?
. Kapaunar. MeToapbl 3a1IUTHI OT KapAUHTA.

. Darkweb.

. DMZ.

. AHOHMMaM3epHI.

. IIpokcu-cepBepsl.

. Pe3epBHOe KonupoBaHue.

. Honey pot.

. DLP-cucrembl. SIEM-cucTeMBl.

Cxkanepsl 0€30MaCHOCTH.
Cucrembl 0OHApYKEHHS BTOPIKEHUH.
Cucrembl Ipe10TBpAICHUS] BTOP>KEHUM.

. BpenoHnocHsle nporpammsl. KoMnbroTepHble BUPYCHl. Buasl BUpyCOB.

OKCIUIOUTEL.

. Mexanu3Mm paboThI BUpYCa.

. AHTHBUpYCHI. BUIbI aHTUBHUPYCOB.
. MexaHu3Mbl paboOThI aHTUBHpYCA.
. MexcereBoil SKpaH.

Tema 6. Kpunrorpadudeckue METOAbI 3aIUTH HHPOPMAIHH

Yro Takoe mmpp? Kakue Bup! muppoB CymecTByoT?

Yro takoe cummeTpuuHbIi mudp? Kakue cumMmeTpuyHble IUPPHI HCTIONb3YIOTCS ceilyac?
Yro Takoe accumeTpuuHbiil mudp? Kakue accumerpuunble mMudpbl KCIIONB3YIOTCS ceiiyac?
[TpuHIUI TOCTPOCHHUS CUMMETPHYHBIX IIH(POB.



[TpuHIUI TOCTPOSHHUS ACCUMETPUYHBIX HIH(POB.
CrangapTHbie IIHQPBHI.
[Totounsle mudpsI.
Yro Takoe xem-pyHkius? Kakue Buabl Xem-QyHKINN Bl 3HaeTe?
9. HepeBo Mepkina.

10. Yo Takoe uudpoas NoaIHuCch?

11. Hudposas noanuce RSA.

12. Hudpoas noamnuck Dib-I"amans.

13. Yto Takoe uHppacTPyKTypa OTKPHITHIX KIHOUen?

14. JXu3HeHHBIH IUKIT KITI0Ya.

15. Ayrentudukanus, uaeHtuduxanys, Bepudukanus, aBTOPU3aLIUL.

16. Ilpocreiimme MpOTOKOIBI HASHTH(PHUKALINN.

17. OcnoBHoit mpoTokoi Kerberos.

18. IPSec.

19. Blockchain.

20. Yto Takoe creranorpadusa? [lonaTue creraHoKOHTEHHEpA.

21. Kakue BUAbI CTETaHOKOHTEHHEPOB CYIIECTBYIOT?

22. Mertobl co3/1aHMs CTETAHOKOHTEHHEPOB Ha OCHOBE TEKCTOBOM MH(OpMAIIHH.

23. Mertoabl co31aHMs CTETAaHOKOHTEHHEPOB Ha OCHOBE BHICOMH(POPMAIIUHN U CTOT/KaAPOB.

24. Metonbl CO3/1aHUS CTErAaHOKOHTEIHEPOB HAa OCHOBE ayJHOMH(POPMALINH.

25. IudpoBsie BOASHBIC 3HAKH.

Kpamxue memoouueckue ykazanus
CobecenoBanme MPOBOAMUTCS B YCTHOH (hopMe BO BpeMs IOCIETHETO 3aHSATHSA 10 TEMeE.

Ob6yuaroniemycst 3aaeTcsi 2 ciay4yailHBIX BOIMpOCa U3 CIHCKa BOMPOcoB. OOyyarouuiicss HoKeH
OTBETUTH Ha BOMNPOCHI B TeUeHHE 5 MUHYT. Bo Bpemst mpoBeneHus: codece10BaHNs MCIIOIb30BaHUE
JUTEPaATyphl U APYTUX UHPOPMAIIMOHHBIX PECYPCOB HE JIOMYCKAETCS.
Ilxana oyenuxu

Sl

Ne bannsr Onucanue

4 3240 CTyJeHT MOJIHOCTBIO OTBETUJI Ha 3aJlaHHbIE BOIIPOCHI

3 24-31 CTyIeHT CMOT TOYTH MOJTHOCTHIO OTBETUTH Ha 3aJJaHHBIC BOIPOCHI

2 15-23 CTyzeHT J1aj HeNOJIHBIN OTBET Ha BOIPOCHI, HO CMOT IIepeAaTh OCHOBHYIO CYTh BOIIpOca
1 0-14 CTyaeHT He CMOT Wi (hparMEeHTapHO OTBETHII HA 3alaHHbBIC BOIIPOCHI

5.2 IIpumepsl 3a1aHUi /151 BHINOJHEHHUS MPAKTHYECKUX padoT

Tema 1. Ilpumenenne HWHPOPMAIMOHHBIX TEXHOJOTUH ISl H3Y4YEHHs BOIPOCOB
OpraHU3aI[MOHHO-TIPABOBOTO 0OecredeHus] HHPOPMAIIMOHHOM 0€30IacHOCTH.

Tema 2. Mcrionb30Banue KpUNTOrpaprUECKUX CPECTB 3aLIUTH HH()OPMAIIHH.

Tema 3. Peasinzarust paboThl HHPACTPYKTYPBI OTKPBHITHIX KITFOUEH.

Tema 4. CpenctBa creraHorpaduu JUIst 3alU Tl HHOOPMALIHIH.

Tema 5. Hactpoiika 6€301acHOTO CETEBOr0 COSAMHEHUSI.

Tema 6. AHTUBHpYCHBIE CPECTBA 3AIIUTHI HH(POPMAIIHH.

Kpamxue memoouueckue yxazanus

Ha BwImonHeHWE OMHOW MPaKTHYECKOM pabOThl OTBOAUTCS HE Oojee 3 JIBYX4acOBBIX
3aHaTuid. [locie BBIMONHEHUS KaXI0i MPAKTHUECKOW pabOThl CTYIEHT JOJIKEH MPEICTaBUTh OTUET
O €¢ BBINOJHEHHUH, a TaKXKe, 0 YyKa3aHUSAM IIPENOAABATENs], BBINOJIHUTE JOIOJHUTEIbHBIC
MPAKTUYECKHE 3a/IaHus TI0 TeMe MPAKTUYECKOM pabOTHI.

IlIkana oyenxu

Ne Bamisr Onucanne

CTyIeHT IeMOHCTPHPYET YMEHHUS Ha UTOTOBOM YPOBHE: YMEET CBOOOIHO BBINOJIHATH PAKTHYECK
5 49-60 W€ 3a/1aHus, IPeyCMOTPEHHBIE ITPOrPaMMO¥, CBOOOHO ONIEpUPYET NPHOOPETEHHBIMH YMEHUSIMU
, IPUMEHSET UX B CHTYalUsX ITOBBIIICHHON CI0KHOCTH.
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CTy)IeHT ACMOHCTPUPYET YMEHUA HAa CPEIHEM YPOBHE: OCBOUJI OCHOBHBIC YMCEHUA, HO JOITYCKAIOT
CsA HE3HAYUTCIIBbHBIC OH.II/I6KI/I, HETOYHOCTH, 3aTPYAHCHU NTPU aHAJIUTUICCKUX OII€palUAX, IIEPEHO
ce yMeHI/Iﬁ Ha HOBBIE, HECTAaHJAPTHLIC CUTYALlUU.

24-36

CTyZmeHT IeMOHCTPHUPYET YMEHHS M HaBBIKM Ha 6a30BOM YPOBHE: B X0 KOHTPOJIBHBIX MEPOIIPHS
THH JOITyCKAIOTCS 3HAYUTEIbHBIE OLIMOKH, MIPOSABIAETCS OTCYTCTBHE OTAEIBHBIX YMEHHH, HABBIKO
B 110 IUCLIUIUINHAPHOM KOMIIETEHIIUH, UCTIBITHIBAIOTCS 3HAUUTEIIbHbIE 3aTPyIHEHUS [IPHU ONIEPUPO
BaHUM YMEHMSMU U TIPU UX IIEPEHOCE Ha HOBBIC CUTYalUU.

CTyJeHT IeMOHCTPUPYET YMEHHS U HAaBBIKU Ha YPOBHE HIDKE 0a30BOr0: MPOSIBIAETCS HEJOCTATOY
HOCTb YMEHHUH U HaBBIKOB.

CTy,I(CHTOM TMPOABIIACTCA MOJHOC WU NMPAKTUYECKU ITOJIHOE OTCYTCTBUE yMeHI/Iﬁ 1 HABBIKOB.




