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1 Iessn, nuianHnpyeMble pe3yabTaThl 00y4eHHUs 10 JUCHHUIIIMHE (MOIYJII0)

[enbto ocBoeHus aucuuIuinebl « MTHbOpManmoHnHast 6€30MacHOCTh IPEIIPUITUS» SBIISIETCS
(dbopMHpOBaHUE Y CTYIEHTOB CUCTEMBI 3HaHUI B 00J1aCTH METOA0B o0ecrieueHHs HH(OpMAIIMOHHON
0€30MacHOCTH MPEAIPUSITHS.

3agaun OCBOCHHMS JUCLUIUIAHBL: (bopmupoBaHue yMEHUs obecneunThb
CHUCTEMaTH3UPOBAaHHbIE 3HaHMA, C(HOPMUPOBATH YMEHUS U HABBIKH, KOTOPbIE MO3BOJAT IPAMOTHO
OCYILIECTBIIATh MEHE/DKMEHT JIeATEIbHOCTBIO PEANPHUATHIA C YI4eTOM (YHKIUH 3aIIUTHI OM3HECa OT
BHYTPEHHUX M BHELIHHUX yIpO3 €ro 0e30MacHOCTH, a TAaKXKe ayIuT U KOHTPOJIb pealu3aluu JaHHOH
byHKUIMN.

[InanupyeMbIMu pe3ynbTaTaMyd OOydeHHUs MO AMCLUUIUIMHE (MOAYIIO), SIBISIOTCS 3HAHMS,
yMEHHUs, HaBblkH. llepedeHb MIaHUpYEMBIX PE3YAbTaTOB OOy4YEHMs IO JUCLMILIMHE (MOAYIIO),
COOTHECEHHBIX C IUIAHUPYEMBIMH pe3yJbTaTaMd OCBOCHHS 00pa30BaTENbHON IMPOrpaMMBl,

npeacTaBieH B Tabmure 1.

Tabnuua 1 — Komnereniuu, popmMupyemMbie B pe3yibTaTe U3yUeHUs AUCIUILTUHBI (MOJTYJIs)

K Pe3ynpTaTel 00y4eHHS IO TUCIUILTHHE
Hazpanue OIIOIT | (- o1 1 GopmympoBKa
BO. o1 ¥ GopMyITUPOBKA HHIIKATOpPa Kon
OCTIDKCHUS
COKpAMICHHOE KOMITCTCHIUH Kzi)MneTeHuHH pe3ynb DopMyIHpOBKa pe3ylbTaTa
TaTa
38.05.01 [IKB-2 : Criocoben IIKB-2.1x : OuenuBaer | PJ13 3HaHWE | BHJIOB M HCTOUYHUKOB
«OKOHOMHYECKasl | BO3/IEHCTBOBATH HA MIPEATPUHIMATEIbCKUE yrpo3
0€30MacHOCTb» | MpeAnpUHUMATENbCKHE | PHUCKU H YTPO3bI UH(pOpPMALMOHHON
(3b) PHUCKH U YyTpO3bI SKOHOMHYECKOU 0e30macHOCTH,
9KOHOMHUECKOH Oe3onacHocTH OCHOBHBIX
Ge3omnacHoOCTH OpraHu3alyu Ha TpeOoBaHUH
OpraHM3aIli{ Ha OCHOBE aHaJI3a UH(pOPMATHOHHOM
OCHOBE HX nHGOpMaINN 0e301macHOCTH
MOHHUTOPHHIa P14 | YMeHue | BBIABIATH YIpO3bl
UH(pOpMATHOHHOH
0e30MacHOCTH,
TUIAHUPOBATH U
OCYIIECTBISTh
MEPONPUSTHUS 10
3amure nHGopManuu
INIKB-2.2xk : P/1 3HaHHE | COBPEMEHHBIX
PazpabarsiBaet CPEJICTB U METOJIOB
TIPEATIOKEHHS 110 3aMMTH HHPOPMaIUH
NIPERYNPEKACHHUIO, P2 | Ymenme | momoOpats n
JOKAJIN3aluH U HCTIONIH30BaTh
HEeWTpanu3anuu COBPEMEHHBIC
MIPeANPUHIMATENbCKUX CpEe/JCTBa 3alLHUThI
PHCKOB U yrpo3 uH(popMauy Ipu
9KOHOMHYECKOI OCYILECTBICHUN
Oe3ormacHoOCTH KOMMYHHKaLUii
OpraHM3aIH

2 MecTto qucuuninubl (MoayJsi) B ctpykrype OITOII

Jucuumuinna «MHdopManonHast 6€30MacHOCTh MPEATIPUATHS» OTHOCUTCS K DJICKTHBHBIM
muciuminiaM  broka 1 Jucuumumeel (Moxynu) ydeOHoro IuiaHa. J[inst u3ydeHust JaHHOU
JUCLUIUIMHBI HEoOXoAuMbl 0a3oBble 3HaHUS B 007acTH MHGOPMALMOHHBIX TEXHOJOTHH,
IOPUCIIPYICHIIMY U DKOHOMHUKH.

3. O0beM TUCHMILUTHHBI (MOYJIA)



O6beM JuCHMIUIMHBL (MOXIYNA) B 3a4ETHBIX €IMHHUIIAX C YyKa3aHHEM KOJMYECTBA
aKaJeMHYeCKHX 4YacoB, BBIJEJICHHBIX Ha KOHTaKTHYIO paboTy c oOydarommmucs (1O BHIAM
y4eOHBIX 3aHATHI) U HAa CAMOCTOSITENIbHYIO PaboTy, IpUBEEeH B TabnuLe 2.

Tabnuna 2 — O6mas Tpy10eMKOCTh UCIATITTHBI

Tpyno- O6beM KOHTAKTHOH paboThl (4ac)

Cemectp | eMKocTh

Hassaine g)GO pqh:‘ Hacrs, I/I(JIOI/ICiO)C AynuropHas Brcay - CPC céli)ToTr::‘

OIIOIT BO Y VI1 3 d)(};p yAurop TOpHAas

Hust ( > 3.E.) Bceero Tatn
03®0)
nek. | mpak. [ ma6. | ITA | KCP
38.05.01
DKOHOMHUYECKast (61x(0] C1.JIB.A 8 3 55 18 36 0 1 0 53 3
0e30IacHOCTh

4 CTpyKTypa U coiepkaHue IMCUUILIHHBI (MO1YJIsA)

4.1 CTpykTypa JMcuuIuIuHbl (Moayas) aiasa OPO

TemaTnueckuii miaH, OTpakarolUi cofepKaHue AUCHUIUINHBI (IEpeYeHb Pa3AesioB U TEM),
CTPYKTYPUPOBAHHOE IO BUJAaM Y4YeOHBIX 3aHATUI C yKa3aHHEM UX OOBEMOB B COOTBETCTBUM C
y4eOHBIM IIJIAaHOM, MTpUBEeH B Tabmuie 3.1

Tabmuma 3.1 — Pa3gensl nucuurmuiiHbl (MOIYs), BHIBI YY€OHOW JEATEILHOCTH U (DOPMBI
Tekymero Koutpos aiust OPO

Kog pe- Kon-Bo acoB, oTBeicHHOE HaA Dopma
Ne Ha3Banue Tembl 3yJbTara P
Jlex IIpakr JIa6 CPC TEKYLIEro KOHTPOJIS
0o0y4eHHs

Bgenenue. [IpaBoBoe

obecrieueHne OTYeT IO MPAaKTHIECKOi
1 . P11, P13 3 1 0 5 P

HHPOPMAIIMOHHON paborte, cobecenoBanme

0e300aCHOCTH NPEATPUSITHS

[Ipumenenne

nH(OPMaIMOHHBIX

TEXHOJIOTHH JJISl U3yIeHHs .

OTYeT IO MPAaKTHIECKOi
2 | BONIPOCOB OPraHU3ALOHHO- Pa1 0 4 0 4
paborte, cobecenoBanue

IPaBOBOro 00ecreueHus

nH(OpMaMOHHOM

0e30MaCHOCTH

DKOHOMHUECKAs OTYeT IO MPAaKTHIECKOi
3 PJI3, P14 4 1 0 5 p

0e300aCHOCTh MPEANPHITUS paborte, cobeceoBaHne

MeToauKu MEHEIHKMEHTA
4 | uapopManOHHON Pa2 0 4 0 4
0€30M1aCHOCTH NPEATIPUSITHS
®duznyeckast 1 UHXEHEPHO-

OTYET 10 PAKTHIECKON
paborte, cobecenoBanme

OTYET 110 MPAKTHUECKON

5 | TexHuueckas 6€30MaCHOCTh P12, P/14 3 2 0 5
pabote, cobecenoBanue
MPEANPHUITHS
Meropmuxu nposesenia OTYeT IO MPAaKTHIECKO
6 | ayauTta nHPOPMAIIMOHHON Pa2 0 4 0 4 P

aboTe, cobeceroBaHNe
0e300aCHOCTH MPEATIPHUSITH P i

Kanposas 6e3zomacHoCTh

OTYET 110 MPAKTHUECKON

7 P2, P13 4 2 0 5
HpeIpHSTHS pabote, cobecejoBaHUE
[IporuBoneiicrBue
TEXHHYECKHM METOaM OTHYET I10 MPaKTHYECKOH
8 " P14 0 4 0 4 P
SKOHOMHYECKOH Pa3BEIKH U paborte, cobecenoBanne
IPOMBIIJICHHOT'O IIINHOHAaXa
IIporpammHo-amnmapatHoe
obecrieueHne OTYeT IO MPAaKTHIECKO
9 . P14 4 2 0 5 P
HHPOPMAIIMOHHON paborte, cobecenoBanme
0e300aCHOCTH NPEAPUSITHS
Yrpo3sl 6e3011acHOCTH OTYET 110 MPAKTHUECKOU
10> PII2, PII3 0 4 0 4 P

KOMITBIOTEPHBIX CETCH pabore, cobeceioBaHne
Opranuzanys 6e301IacHOro
11 | smexkTpoHHOTO P4 0 4 0 4

JIOKYMEHTO000pOTa

OTYET IO MPAKTHIECKOH
paborte, cobecenoBanne




12 Kpunrorpaguueckne MeToas! P4 0 4 0 4 OTYET IO MIPAKTUIECKON
3aUThl HHQOPMALIUH pabote, cobeceioBaHue
Hroro no radmue 18 36 0 53

4.2 Copepxxanue pa3fesoB M TeM JMCUMILVIMHBI (Moayas) aiass ODO

Tema 1 Beeoenue. Ilpasogoe obecneuenue uHpopmayuoHHot 6e30nachocmu npeonpusmusl.

Conepxanne Tembl: WupopmannoHHass Oe3omacHOCTh. OCHOBHBIC TOHATHA. Mojenn
uH(opmanmonHol Oe3onmacHocTH. Buapl 3ammmaemoit mHpopmanuu. OCHOBHBIE HOPMAaTHBHO-
NpaBoOBble aKThl B oOnacTd UHPOpMAaLMOHHOM OezomacHocTu. IIpaBoBele OCOOEHHOCTH
oOecrieyeHuss 0e30macHOCTH KOH(MUICHIHMATbHOM HMH(OpPMALMM U TOCYJapCTBEHHOM TaWHBI.
OpranuzannoHHoe o0ecrieueHre HHPOPMaLMOHHOM 6e3omacHocTH. [TonuTHka 6€30MacHOCTH.

@opMbI M METOJBl TPOBENCHUS 3aHATUH 1O TeMme, NpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTUH: JICKINOHHOE 3aHATHE, TPAKTHIECKOE 3aHATHE.

Bunpl camocTosiTeIbHON MOATOTOBKM CTYAEHTOB MO TeMme: IToaroToBka K KOHTPOJIBHBIM
BompocaM co0eceloBaHMsA, IOATOTOBKA OTYETa II0 TNPAKTUYEeCKOH paboTe, MOArOTOBKA K
NPOMEXYTOYHOU aTTeCTaIHH.

Tema 2 [Ilpumenenue UHGOPMAYUOHHBIX MEXHOAO2UL Ol U3YYEHUs  BONPOCO8
Op2aHU3aAyUOHHO-NpaAB06020 obecnevenus MHQbOpMaL]MOHHOZZ bezonacrocmu.

COHCp)KaHI/IC TeMbl: Mcnoin3oBaHue 63,3 JaHHBIX JId HaXOXIACHUA W UIYUCHUA
HOPMATHBHBIX JJOKYMEHTOB B 00J1aCTH MH(OPMAITMOHHONW 0€30MTaCHOCTH.

@opMBl M METOABI TPOBEACHHS 3aHATHH MO TeMe, NpPUMEHseMble O0pa3oBaTeIbHBIC
texHosoruu: [IpakTrueckoe 3aganue.

Buapl caMoCTOATENBHOW TOATOTOBKU CTYIEHTOB MO Teme: [10AroToBKa K KOHTPOJIBHBIM
BompocaM cobeceoBaHMs, TOATOTOBKA OTYETa IO MPAKTUYECKOH paboTe, MOArOTOBKAa K
MIPOMEXKYTOYHON aTTECTALUN.

Tema 3 dxonomuyeckas 6e30naACHOCb NPEONPUAMUSL.

ConepkaHre TeMbl: OKOHOMHYECKass Oe3omacHoCTh  mnpeAanpusTus. DOuHaHCOBBIC
MPECTYIUICHUS U METOIbI 3aIIUTHI OT HUX.

@DopMBI W METOABI TPOBEACHHS 3aHATHH TIO0 TeMe, NPUMEHsSEMbIe 00pa30BaTeIbHBIC
TEXHOJIOTUH: JICKITMOHHOE 3aHATHE, IIPAKTHYECKOE 3aHSATHE.

Bunbl caMOCTOSITENIBHON MOATOTOBKH CTYIEHTOB MO Teme: [1oAroToBka K KOHTPOJBHBIM
BompocaM co0eceoBaHMs, IOATOTOBKA OTYETa II0 TPAKTUYEeCKOH paboTe, MOArOTOBKA K
MIPOMEKYTOYHOM aTTECTAIIHH.

Tema 4 Memoouxu menedncmeHma uHGOPMAYUOHHOU HE30NACHOCTU NPEeONPUSUAL.

Copnepxanne Tembl: OOydeHre MeTOJaM TUIAHUPOBAHHS W yIpaBlIeHUS MH()OPMAIIMOHHOM
0€30MacHOCTH.

@opMBl U METOABI TPOBEACHHS 3aHATHI MO TeMe, NpUMEHseMble 00pa3oBaTeIbHbIC
texHonoruu: [IpakTuyeckoe 3a1aHue.

Buael caMOCTOSTEIEHOM TMOATOTOBKH CTYJAEHTOB 10 Teme: [ToAroToBka K KOHTPOJBHBIM
BompocaM cobeceoBaHMs, TOArOTOBKAa OTYeTa IO MPAKTUYeCKOi paboTe, MOATOTOBKA K
IIPOMEKYTOYHON aTTECTALUN.

Tema 5 Qusuyeckasn u UHICEHEPHO-MEXHUYECKAs Oe30NACHOCIb NPEONPUATNUSL.

Conepxanmne Tembl: VHKeHepHas 3amuTa 00BbEKTOB. 3amura HHQOpPMAIMK OT YTEUKH TI0
TEXHHYECKUM KaHaJIaM.

@opMbl M METOJBl TPOBEACHUS 3aHATUH IO TeMme, NpUMEHseMble 00pa3oBaTelIbHbIC
TEXHOJIOTUH: JICKIIMOHHOE 3aHATHE, IIPAKTHYECKOE 3aHsATHE.

Buzabl caMocTOSATENHOM MOATOTOBKM CTYACHTOB 1O TeMe: [1oAroroBka K KOHTPOJIBHBIM
BOIIpOCaM coOeceloBaHMs, IOATOTOBKA OTYETa IO IPAKTUYECKOM paldoTe, MOATOTOBKA K



IIPOMEKYTOYHON aTTECTaLUU.

Tema 6 Memoouxu npogedenus ayouma uH@opmMayuoHHoOU 6e30nacHOCmuU NPeOnPUIMUS.

Copneprxanme Tembl: OOydeHre METoJaM ydeTa U aHaJIu3a PUCKOB.

@opMBl M METOABI NPOBEACHMS 3aHATHH IO TeMe, IMpHUMEHSEMbIe 00pa3oBaTeIbHBIC
texHosoruu: [IpakTuueckoe 3aaanue.

Bunpr camocTosITeIbHON MOATOTOBKH CTYACHTOB 1O Teme: [1oaroToBka K KOHTPOJIBHBIM
BOIpocaM coOeceoBaHMs, NOATOTOBKA OTYETa IO MPAKTUYECKOH paboTe, TMOATOTOBKA K
IIPOMEKYTOYHON aTTECTaLUU.

Tema 7 Kaoposas 6e3onachocms npeonpusmus.

Copnepxxanmne Tembl: OcoOeHHOCTH OOecredeHus] KaJpoBOH O€30MacHOCTH TMPENIpPUSATHS.
Meponpusatust Mo 06€CTIeUeHUIO KaJpOBOi 0€30MTaCHOCTH.

@opMbl M METOJBl NPOBEAEHUS 3aHATUH IO TeMme, NpUMEHseMble 00pa3oBaTelbHbIC
TeXHOJIOTUH: JICKIIMOHHOE 3aHATHE, IPAKTHYECKOE 3aHsATHE.

Buzabl caMocTOATENHON MOATOTOBKM CTYACHTOB 1O TeMe: [1oAroroBka K KOHTPOIBHBIM
BOmpocaM co0eceoBaHMA, IOATOTOBKA OTYETa [0 NPaKTUUYEeCKoi paboTe, MOArOTOBKA K
MIPOMEKYTOYHOM aTTECTAIHH.

Tema 8 Ilpomusooeiicmeue mexXHUYECKUM MemoOam IKOHOMUYECKOU pa36eoKu U
NPOMBIULIEHHO20 WNUOHANCA.

CogepxaHue Tembl: PaccMOTpeHHE TpPUMEpPOB METOJOB 3alUTHI OT MPOMBIIUICHHOTO
MIMTAOHAXA U IKOHOMHYECKON pa3BEIKH.

@opMBl U METOABI TPOBEACHHS 3aHATHI MO TeMe, NpUMEHseMble 00pa3oBaTeIbHbIC
texHonoruu: [IpakTuyeckoe 3a1anue.

Buasl caMoCTOATENBHON TOATOTOBKM CTYIEHTOB 1O Teme: [1oAroroBka K KOHTPOJIBHBIM
BompocaM cobeceoBaHMs, TOJArOTOBKAa OTYeTa IO MPaKTUYeCKOi paboTe, MOATOTOBKA K
IIPOMEKYTOYHON aTTECTALUN.

Tema 9 Ilpoepammuo-annapamnoe obecneuenue UHDOPMAYUOHHOU OE30NACHOCU
npeonpusmusl.

Conepxanne TeMbl: OCHOBHBIE BHJBI CETEBBIX M KOMIBIOTEPHBIX yrpo3. CpencrBa u
METOABI 3alllUTHl OT CETEBbIX KOMIBIOTEPHbIX Yyrpo3. Lludpossie mnoxamucu (DIEeKTpOHHBIC
noamnucu). UndpacTpykTypa OTKpPBITBIX KIIFOUEH.

@opMbl M METOJbl NPOBEAEHUS 3aHATUH IO Teme, NpUMEHseMble 00pa3oBaTelbHbIC
TEXHOJIOTMH: JIeKIIMOHHOE 3aHATHE, TPAKTUYECKOE 3aHITHE.

Buael caMOCTOATENBHOM NOATOTOBKM CTYAEHTOB 1O TeMe: IIoaroroBka kK KOHTPOJBHBIM
BolpocaM co0eceoBaHMsA, IOATOTOBKA OTYETa II0 NPAaKTUYEeCKoi paloTe, MOArOTOBKA K
IIPOMEKYTOYHON aTTECTaLUN.

Tema 10 YVepo3svl 6e30nachocmu KOMIbIOMEPHBIX CEMeEl.

Conepxanne Tembl: V3ydeHue HACTPOEK CpPEACTB AaHTUBUPYCHOW 3alIUTHl WH(OOPMAIIHH.
W3ydyeHne HACTPOEK CpPEICTB AHTUBHPYCHOW 3amuThl HHpopMmanuu. Co3laHue 3alUIIeHHOTO
KaHaJIa CBSI3U CPEACTBAMU BUPTYAJILHOM YaCTHOU CETH.

@opMBl U METOABI TPOBEACHMS 3aHATHI MO TeMe, NpUMEHseMble 00pa3oBaTeIbHbIC
texHosoruu: [IpakTuueckoe 3aaanue.

Bunsr camocTosITeIbHON MOATOTOBKH CTYACHTOB 1O Teme: [1oaroToBka K KOHTPOJIBHBIM
BoIpocaM cobeceloBaHMsI, TOJArOTOBKAa OTYeTa IO MpaKTUYeCKoil paboTe, MOATOTOBKAa K
IIPOMEKYTOYHON aTTECTaLUU.

Tema 11 Opeanuzayus 6e30nacho2o 21eKmpoHHO20 OOKYMeHmoobopoma.
Conepxxkannie Tembl: (Co3llaHue YIOCTOBEPSIIOUIETO LIEHTPA, TEeHEepalus OTKPBITBIX H
CEKPETHBIX KJIIOUCH, CO3JIlaHue CEePTU(UKATOB OTKPBITBIX KIIIOUEH, CO3JIaHHUE dJICKTPOHHOU



MOJIIMCH, IIPOBEPKA AIEKTPOHHOM MOAIUCH.

®opMBl U METOABI TPOBEICHUS 3aHATHUA TO TeMe, MNPUMEHsIEMbIe OOpa30BaTEIbHbIC
texHosoruu: IIpaktuyeckoe 3anarue.

Buapl camocTosTENPHOM NOATOTOBKU CTYAEHTOB MO Teme: 11oAroroBka K KOHTPOJbHBIM
BOIIpOcaM coOeceoBaHMs, IOArOTOBKA OTYeTa 110 TMPAKTHYECKOH pabdoTe, MOATOTOBKA K
IIPOMEKYTOUYHOM aTTECTALIUH.

Tema 12 Kpunmoepaguueckue memoowl 3auumol uHpopmayuu.

Conepxxanne Tembl: Co3naHue 3amHM(pPOBAHHBIX (aiIOB M KPUNTOKOHTECHHEPOB M HX
pacmndposanue. Mcnonp30BaHue CpeCcTB CTeraHOrpaduu.

@opMbl M METOJbl NPOBENEHUS 3aHATUH IO Teme, NpUMEHseMble 00pa3oBaTelbHbIC
texHosioruu: IIpaktudeckoe 3aganue.

Buasl camocToATeNnbHOM MOATOTOBKU CTYAEHTOB 1O Teme: IloAroroBka K KOHTPOJBHBIM
BolpocaM co0eceloBaHMsA, IOArOTOBKA OTYETa [0 NpPaKTHYecKoi paloTe, MOArOTOBKA K
IIPOMEKYTOYHON aTTECTALUN.

5 Metoanueckue yKazaHus J1Jis 00y4arOIIMXCH M0 U3YYEHUIO U PeaTu3alui JUCHUIIIMHBI
(Monay.Jis1)

5.1 MeToguyeckne peKOMEHIANNH OOYyYAIOIIMMCH MO W3YYeHHMI0 [UCUMILUIMHBI H 10
o0ecrneYyeHNI0 CAMOCTOATEILHOI padoThI

VYenemHoe ocBoeHue aUCHMIUIMHBL  «MHpOpManuonHas 0e30MacHOCTh MHPEATPHITHS
IperoyiaraeT akTUBHYIO pabOTy CTYAEHTOB Ha BCEX 3aHATUSAX ayJUTOPHOH (OpMBI: JEKLUH,
IIPAKTUYECKHE  3aHATHs, KOHCYJABTAllMM, BBIOJIHEHHE  aTTECTALlMOHHBIX  MEPONPUATHH,
3P PEKTUBHYIO CAMOCTOSITENFHYIO PadoTy.

B mponecce msyuenuss aucuumianHbl «VHbopMmannoHHas 0€30MacHOCTh MPEANPHUITUS
HEOOXOJJMMO OpPHEHTUPOBATbCS HA CaMOCTOSATENBHYIO IIOATOTOBKY JIEKI[MOHHOTO MaTepHana,
IIOATOTOBKY K IPAKTUYECKUM 3aHATHUS, OTBETHI HA BOIPOCHI ISl CAMOKOHTPOJIS, CAMOCTOSATEIbHOE
BBITNIOJTHEHHE HEKOTOPBIX Pa3/eIoB Kypca.

KoHTponpHBIE BOMPOCHI JIi CAMOCTOSITENIHOW OLIGHKM KadecTBa OCBOCHUS y4ueOHOM
JCLATIIINHBL:

Tema 1. Bsenmenue. IIpaBoBoe obecrieyenne WHGOPMALMOHHONW  0E30MACHOCTH
HPEIIPUSITHSL.

Uro Takoe nHpopmarmornHas 6€30macHOCTh?

Kakue cymiecTByroT MoJieny HHPOPMALMOHHON Oe30MacHOCTH?

IIpaBo. McTrounuku npasa.

[Tepeuncaure BUaBI 3a1uIaeMoi HHGOpMaIum.

Kakue ocHOBHBIE 3aKOHBI B 00J1aCTH 3aUThl HH(popMaru B PO?

[lepeuncnure ocHoBHBIE LieaH U 3a1aun PD B oOnactu obecrnieueHust ”HPOpMaIIMOHHOM
Oe3omacHoCTH

Uro Takoe KoHIenHs HHPpOPMAIIMOHHOW 0€30TTacCHOCTH?

Urto Takoe noKTpuHa HHPOPMAMOHHOM Oe30macHoCTH?

Yro Takoe KOHpUIEHIIMATIbHAS HHPOpMaLns?

UYro Takoe nepcoHalbHbIe JaHHbIE?

B kakux ciyyasx BO3MOXHO MCIIOJIb30BaTh IEPCOHANIbHBIE JTaHHBIE 0€3 corylacus
oOmanmarens?

12. ITocranosnenne npaButenbcTBa Nell19.

13. ITpuxa3z ®Cb Ne378. [Tpukaz PCTIOK Ne21.

14. Ilpukaz @®CTIK Nel7.

15. OxapakrepusyiiTe OHOMETPUUECKHE TaHHBIC KaK TIEPCOHATLHBIC TaHHBIC.
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16.
17.
18.
19.
20.
21.
22.
23.

24.

25.
26.
27.
28.
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30.
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33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.

52.

COXAN RPN =

Yro Takoe npodeccuoHangbHas TaiiHa?

Urto Takoe koMMepUecKas TaiiHa?

UTto Takoe pexuM KOMMEPUECKOU TaliHbI?

Yro Takoe rocy1apcTBeHHas TaliHa?

OnuiuTe TpaBoOBOM PEKUM rOCyJapCTBEHHOM TailHBI.

®3-374 u ©3-375.

®3-63.

Kakue riaBHble rocy1apcTBEHHbIE OpraHbl B 00JacTi o0ecreyeHuss HHPOPMALMOHHOM
6e3onacHocTu?

Kakmue rocygapcTBeHHbIE OpraHbl 3aHUMAIOTCS cepTU(dUKALMEN U TULIEH3UPOBAHUEM CPEICTB

3anuThl HHGOpMauu?

Kakue ocHOBHBIE MEXTyHapOAHbIE CTAaHIAPTHI B 001acTH HH(OPMAIIMOHHOHN Oe30macHoCTh?

Pacckaxute B yem cyTh "opamxkeBoi kauru" (ISO 15408).
Kak cBsi3aHbI MEXTyHApPOIHBIE CTAHAAPTHI U CTAaHIAPTH PD?

Kakue ocHOBHBIE cTaHmapThl PD B 06macTi mHGOpPMAIIMOHHOM O€30TTACHOCTH CYIIECTBYIOT?

Oxapakrepu3yiite cranaapt ['OCT P UCO/M3K 27002-2012.
Yro Takoe moauTHKa 6€30MacHOCTH?
Crny»x6a OezonacHoCTH npeanpudTus. OyHKIHUH.
PyxoBopsume nokyMeHTsl ['octexkomuccun. OCHOBHBIE MOJIOKEHHUS.
Kakue cymiecTByIOT MPUHITUITBI IIOCTPOCHUSI CUCTEMBI 6€3011acHOCTH?
Kak aHanu3upoBaTh BHYTPEHHIOIO U BHELIHIOK CPEbI IPEAPUATHS?
3aueM HyXEH aHaJHU3 YCIIEXOB U MOPaKEHUM Ha OJTHOPOJHBIX PHIHKAX?
Kak ucrnonp3oBaTh 4yK0i ONbIT?
Hy>HO 11 IpUMEHSITh TEOPUIO OPraHU3aLUU NIPH TOCTPOESHUH CUCTEMbI 0€30M1acCHOCTH?
Cy1ecTBYIOT JIM OTpacieBast U perHoHalbHas CrIeUPUKU?
Kax mogoOpats MmeHexepa 6e30macHOCTH?
Kak ynpaBisiTh CI10)KHBIMH CUCTEMaMH 0€301acHOCTHU?
AYTCOpPCHUHT MM COOCTBEHHBIE CHIIBI?
Kak onpenenuts 10cTaTOYHOCTH (PMHAHCHPOBAHUS 0€30MaCHOCTHU?
Kak opranus3oBaTh ayauT cUCTEMBbI 6€30aCHOCTH?
Bo3MoxkeH 11 KOHTPOJIb MeHeIKepa 6€30MacHOCTH?
YTto Takoe NpOMBIIUICHHBIN MIMTUOHAXK?
KakoBbI OCHOBHBIE CTIOCOOBI TPOMBIIIIIEHHOTO HIMTHUOHAXKA?
Kakue metonpl cOopa pa3BeaiaHHbIX UCHIOIB3YIOTCS B IPOMBILIUIEHHOM IIMHOHAXE?
Yrto noHMMaeTcs 1noJ] OnepaTUBHBIMU BUJAMU pa3BeKu?
Kakyo posb UrpatroT TEXHU4ECKHE CPEICTBA IPOMBIIIIIEHHOTO IIMHOHAXa?
UTto Takoe 3JIeKTpOHHAs pa3Beaka’?
YeM MOKHO OOBSICHUTH JTyalli3M OTHOLICHUI OnM3Heca U rocyjapcTsa B cepe
IIPOMBIIIIEHHOT O MINMHOHaXa?
KTo 1 B Kakux ciaydasx MOXeT IOoIy4aTh HHPOPMALIUIO, COCTABIISAIONIY0 OaHKOBCKYIO
TalHy?
Tema 3. DxoHOMHYECKasi OE30MIACHOCTD MPEATIPUATHS

Yro Takoe 3300 KEHHOCTE?

Kakwue BB 32/10JDKEHHOCTH, TOMUMO OaHKOBCKOM, CYIIIECTBYIOT Ha PhIHKE?
Urto Takoe HeZOOPOCOBECTHOE COTPYAHUIECTBO?

Kakwue knaccugukanuu JOKHUKOB CYIIECTBYIOT?

YTo Takoe MOIICHHUYECTBO?

Kax He 1omycTUTh BOSHUKHOBEHHS 3a10JKEHHOCTH ?

KaxoBbI Tu1I0CHl 1 MUHYCBI BO3BpaTa J0JTOB Y€pe3 ayTCOPCUHT?

KaxoBbl mostHOMOUHMS CyZI€OHBIX IPUCTABOB B IIPOLIEType BO3BpaTa?

Uro Takoe CUTyallMOHHAS] OCBEIOMIICHHOCTh?

KakoBbI 6 371eMEHTOB CHCTEMBI OU3HEC-aHATUTHKN?
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12.
13.
14.
15.
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KakoBsl 3aaun noapasaeneHust Ou3Hec-pa3Beku?

Kak npeononers nmpobiemMy acCHMMETPUYHOCTH UHpOpManuu?

KakoBbl KiTt04eBbI€ MO3UIMH TOITBEPKACHUS (aKTa CyIIECTBOBAHHS KOHTpareHTa?

Kakue ucTouHuKy TeruTMMHON nH(popMariu it Ou3Heca cymecTByoT B Poccuun?

KakoBbI OCHOBHBIE ITPaBUJIA ONPEJCIICHUS HAJEC)KHOCTH KOHTpareHTa?

HazoBure kpynHeiinme 3apyOeKHble KOHCAITHUHTOBbIE KOMITAHUH.

Yrto moHUMAETCs TI0J] CTOM-(haKTOpaMH MTPHU U3yUEHUH KOHTpareHTa?

Kak n30exatp onepalnoHHbIX PUCKOB ITPH MOJTOTOBKE KOHTPAKTOB?

KaxoBbl npU3HaKy KOMIaHUH-OJHOAHEBOK?

Yro Takoe cdepa NorjaoueHU U CIausiHui?

YeM OT JIESTUTUMHOT'O TIOTJIOLICHUS OTJINYAETC PEMIEPCKUI 3aXBaT?

Kakwue tumel arpeccun U3B€CTHBI B KOHKYPEHIIMU?

KakoBbI criocoOBI MPEBEHTUBHOM 3aIUTHI OT PEHIEPCKOTO 3axBaTa?

CymecTByeT 1 KOppynuus B cepe MOrIoueHni U CAUSHUR?

MO>HO JIi IPUBJIEYD K YTOJIOBHOW OTBETCTBEHHOCTH 32 IEHCTBHS MO BpaKIcOHOMY

OTJIOIEHUIO?

Yro Takoe mIaTeXHble CUCTEMBbI?

Kakue MupoBble TU1aTeKHbIE CUCTEMbI H3BECTHBI B HACTOSAIIEE BpeMs?

Kaxkue nnarexHble cucTeMbl I€UCTBYIOT Ha TeppuTopun Poccuiickoit @deneparun?

KTo BBIpabaTbIBaeT peKOMEHIAINH 10 OCYIIECTBICHUIO OaHKOBCKOTO Haa30pa?

Kakue MexxayHapoiHble IPUHIUITBEI 0aHKOBCKOI'O HA/[30pa CYLIECTBYIOT B HACTOsIIEE BpeMs?

KakoBa poib IeHTpaibHbIX OAHKOB U MOJIPa3/IeJIeHU BHYTPEHHETO0 KOHTPOJIS?

Kakwue rocyaapcTBeHHbIE OpraHbl OCYIIECTBISIOT BAJIIOTHOE PETYJINPOBAHNUE U KOHTPOJIb B

Haleu ctpane?

Kakue ¢popmbl IpOoTUBONIPaBHBIX JEHCTBUI U3BECTHHI B Cepe MEKIYHAPOIHBIX pacueToB?

Kak ucnomnb3ytorcs ouiopHbie 30HbI 151 PUHAHCOBBIX MaXMHALIUN?

[Touemy MexIyHApOAHOE COOOIIECTBO MPUIIIO K HEOOXOIUMOCTH MTPOTUBOACHCTBUS

OTMBIBaHUS JICHEKHBIX CPEJCTB?

KaxoBbr mepsl DATD no 60pb0Oe ¢ OTMBIBAaHUEM JCHEKHBIX CPEIICTB?

Yro KpoeTcs 3a onepanusMu Mo «OOHATUYMBAHUIOY» JIEHEKHBIX CPEJICTB?

UYto noHUMaeTCst oA TEPMUHOM «KOHTPOJIb MOTUTHUECKH 3HAYUMBIX JIULD)?

Kaxkue Bunbl npeanpustuii sisitoTcs cyobekramu O3-115?

Kakoii penepanbhblii opran siBisiercs: perynsaropom mep no [TOJ1/®T B chepe cTpaxoBoit

EeSTENLHOCTH?

KakoBel Mepsl BozaeiicTBus banka Poccun no opranuzanuu [10/1/®T B 6ankoBcKoii chepe?
Tema 5. dusnueckas 1 HUHKXEHEPHO-TEXHUUYECKAsl O€30MaCHOCTb NMPEATIPUATHS

Urto Takoe MHKEHEpHAs 3aIiuTa 00BEKTOB?

KakuMm crioco6oM omnucsiBaeTcst HHKEHEpHas 3amura. Onucarb MOJIENb.

Kakwue cpenctsa mpuMeHsIIOTCS U1 3aIIUThI 1-ro nepumetpa?

Kakwue cpencrsa NpUMEHSIOTCS IS 3aIUTHI 2-T0 iepumeTpa’?

Kakwue cpencta npuMEHSIFOTCS U1 3aIIUTHI 3-T0 iepumeTpa’?

buomerpus. buomerprnueckne xapakTepUCTUKH.

Yro Takoe TEXHUUECKUE KaHaJIbl yTeUKH HH(popMaun?

[TepeuncnantTe OCHOBHBIE BU/IBI TEXHHUECKUX KaHAIOB YTEUKH HHPOpMALIUHN?
[Tepeuncanre MeTOABI 3aUTH HHOOPMAIMK OT YTEUKH 110 BU3yaIbHOMY KaHaIy.
[Tepeuncante METOBI 3aLIUTH MHOOPMAIIMH OT YTEUKH 10 3JEKTPOMAarHUTHOMY KaHaJy.
[Tepeuncaute METOABI 3aIUTH HHOOPMAITMH OT YTEUKH I10 SJIEKTPUISCKOMY KaHAITy.
[Tepeuncanre MeTOBI 3aLUTH UH(OOPMALIMK OT YTEUKH 110 UHAYKLIMOHHOMY KaHay
[Tepeuncante METOBI 3aIUTH MHOOPMAIIMH OT YTEUKH I10 MapaMeTPUYECKOMY KaHaIy.
[lepeuncnure MeTO B! 3aIIUTHI HH(OPMALIMK OT YTEUKU MO BO3AYIIHOMY KaHAJy.
[Tepeuncanre MeTOAbI 3aIUTH MHOOPMAIIMK OT YTEUKH 110 BUOPALIMOHHOMY KaHaIy.
[Tepeuncante METOABI 3aIUTH HH)OPMAITH OT YTEUKH 110 aKyCTOIIEKTPHUECKOMY KaHaIy.
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[Tepeuncante METOBI 3aIIUTH MHOOPMAIIMH OT YTEUKH 110 ONTHKO-3JIEKTPOHHOMY KaHaITy.
[lepeuncnure cpeacTBa U METOABI 3AIUTH HHPOPMAIMK OT YTEUKH UH(POpPMAIINH B
Tes1e()OHHBIX TUHUSX.
MO>HO JI UCTIONIb30BaTh BOZMOKHOCTH TIOJIMLIUH JUTSI OXPaHbl 00BEKTOB OM3Heca?
Urto Takoe ocoObIe yCTaBHBIE 3a7a4H B chepe 0OpalieHus OpyKusi?
Boopy»xeHa i1 BetoMCcTBEHHast 0XpaHa 00bEKTOB?
Kak paboraer ciy:x0a nHkaccanuu?
KTo He MoXkeT ObITh YaCTHBIM OXPAHHUKOM?
OT Kakux yrpo3 3amuuiaeT o0beKToBas oxpaHa?
3aueM HyXHa JJU4YHas oxpaHa?
Kakoii nponyckHoll pe>kxuM MOXKHO CUUTATh 3PPEKTUBHBIM U IIUBUIN30BaHHBIM?
Kakune Bo3MoxxHOCTH A7151 paboToaress (IOMUMO IITaTHRIX (DYHKIHIA) IPeaOCTaBIsSET
cHUcTeMa KOHTPOJIS JocTyna?
Kak 060cHOBaTh 3aKOHHOCTh IPUMEHEHHUS CPEACTB ayIM0 U BUJICO3ANNCH B IEPETOBOPHBIX
KOMHaTax?
MOXHO J11 COKOHOMHUTH MPH MJIAHUPOBAHUU CPEJICTB HA MPUOBITHE IPYIIIT OBICTPOTO
pearupoBaHUs MO CUTHAILY TPEBOTH?
Kak mupokxo MOKHO IPUMEHSITh HHXKEHEPHO-TEXHUIECKHE CPEICTBA OE30MTACHOCTH ISt
peleHus 3agay 6usHeca?

Tema 7. KagpoBas 6e301acHOCTD MPEIIPUATHS

Jlnst wero Hy»)Ha KaapoBas 6€30MacHOCTh?
YeM kagpoBast 6€301MaCHOCTh OTJINYAETCS OT 0€30MacCHOCTHU IepcoHana’?
UYro Takoe «MCKylLIeHHe Ou3HecoM»?
[Touemy 310ynoTpedIcHU MEHEKEPOB Hanboiee onacHsl i OusHeca?
KaxoBbI KaJpOBbl€ pUCKH OpraHU3aLH?
B uem cocTouT KOHTPOIIb IEpcoHana?
Koro He crout HaHuMaTh Ha paboTy?
Jiist 9ero u3y4aroT KaHUIaTOB IPU IpueMe Ha paboTy?
Kaxue n3BECTHBI TUIOJIOTMH JIUYHOCTH?
MoxHO 11 000UTHUCH 6€3 IICUXO0JIOrMYECKOT0 TECTUPOBAHUS ITPU PEKPYTUHTE?
KakoBsr 0011#ie mprHIUITEI TPO(YUIAKTHKHE HAPYIIEHUH CO CTOPOHBI IIepcoHana?
KakoBbl TunoBbIE (hOPMBI BHYTPEHHETO MOLLIEHHUYECTBA?
Kak npaBuisHO IpOBECTH BHYTPEHHEE CIy»)eOHOe paccieoBaHue?
3aueM HyxeH nonurpad (IeTeKTop Jxu)?
[Touemy Mepsl 1o 0OecreueH IO KaIpoBOi 6€30MacCHOCTH JOKHBI COOTBETCTBOBATD
JEHCTBYIOIIEMY 3aKOHOATEIbCTRY ?
Tema 9. IIporpammHo-ammapatHoe oOecrieueHne WHOOPMAIMOHHOW 0€30MacHOCTH

PEINPUATHS

SR DD =

Uto Takoe mporpaMMHO-aIapaTHbIC CPEICTBA 3aAMUTHI HHPOPMAITUH?

UTto Takoe mporpaMMHBIEC CPEACTBA 3aIIUTHI HHGOPMAIIIH?

Kakmne MexaHM3MBbI pealiu3yloT MPOrpaMMHO-AIIApaTHBIE CPECTBA 3aUThI HHpopMarmu?
Kax peanu3yiorcs MexaHU3MBbI POTPAMMHO-AMTIAPATHBIX CPEICTB 3aIUThI HHPOopManun?
Kakue KoMIbIoTepHbIE YTPO3bl OE30MACHOCTH CYIIECTBYIOT?

Uro takoe cHudGuHT? Kakue MeToap! 3alIUTh IPOTHB HETO CYIIECTBYIOT?

Uro Takoe [P-ciypunr? Kakue MeTO b1 3a1TUTHI TPOTHB HETO CYIIECTBYIOT?

Uro Takoe ceteBas pa3peaka? Kakue MeTobl 3a1IUTHI IPOTUB HEE CYIIECTBYIOT?

Yro takoe nepenosineHue Oydepa? Kakue MeToas! 3alUTh IPOTUB HETO CYIIECTBYIOT?
Urto Takoe nubeknus? Kakue BUabl HHBEKIMH CylIecTBYIOT? Kakue MeToabl 3alUThl IPOTUB
HUX CYIECTBYIOT?

Urto Takoe oTKa3 B oOcykuBaHuu? Kakue METOIbI 3aIUThI POTHB HETO CYIIECTBYIOT?
UYro takoe ¢ummHr? Kakie MeToabl 3alIUThI POTUB HETO CYIIECTBYIOT?



13. JlomonHUTENbHBIE CIIOCOOBI 3aIIUTHI (pe3epBHOE KonupoBaHue, honeypot, DLP-cucremsl,
ckaHepsl 6e3omacHocty, IDS, IPS).

14. Yrto Takoe kKoMnbrOTEpHBINA BUpyc? Kakue BUbI BUPYCOB CYIIECTBYIOT?

15. Onumwure MexaHu3M padboThl BUpyca. Kak BUpyC MOXET NPOHUKHYTh Ha KOMIIbIOTEP?

16. Kakwue cymiecTByoT MeXaHU3MbI paOO0THI aHTHBUpYca? ONUIINTE UX.

17. Yo Takoe daiiepBon?

18. Yro takoe mmdp? Kakue BuIbI MUPPOB CYIIECTBYIOT?

19. Yto takoe xem-pynkiusa? Kakue Buabl Xem-(QyHKIMI BbI 3HaeTE?

20. Yto Takoe mudposas noanucs? [Ipumepsr.

21. Yem uugponas oANKUCH OTINYAETCS OT SJIEKTPOHHOU MOANUCH?

22. KakoBbl OCHOBHBIE ITpaBuiia oOpaieHus ¢ Hocutensimu D117

23. Yto Takoe MHPPACTPYKTypa OTKPBITHIX KIIFOUEH?

24. Yto takoe ayreHTudukanua? Yro takoe uaeHTudukamusa? Yro Takoe Bepudukaus’?

25. Yo Takoe creranorpadus? [lonarue creranokonTeitnepa. Metoabl co3ganus
CTEraHOKOHTEMHEPOB Ha OCHOBE ayIMOMH(OPMAIIIH.

26. Peanu3zanus METOJIOB cTeraHorpauu U KpUNTorpaduu.

27. KakuMm TpeboBaHMIM JO0KHA OTBEYATh MO/IEbh 0OecreueHus] KHOepHETHUECKOM
0€30MacCHOCTH MPEAPUSITHS?

28. B ueM 3akirodaeTcs pojib IepcoHalia B BOIpocax o0ecredeHnss KuOepHeTHIeCKOM
0€301acHOCTH NPEANPUATHS?

29. KakoB MeXaHH3M MOIICHHUYECKUX ICUCTBHUI MO0 MPOHUKHOBEHUIO B CUCTEMY OaHK-KIUEHT?

30. KakoBbl OCHOBHBIE METO/IbI PACCIICIOBAHUS KHOEP-TPECTYIIICHHIA?

31. B yem 3akiro4aroTcsi OCHOBBI 00€ecIiedeHHsl ceTeBOi Oe3onacHoCTH?

Jlnis mpoBeieHus 3aHATUH JIEKIIMOHHOTO THUIIA UCTIONIb3YIOTCS y4eOHO-HaIsAHbIE T0COOUs B
dopMe MpE3eHTALMOHHOTO Marepuaia, O0O0eCHEeunBaIONIer0 TEeMaTHYECKHEe —HIUTIOCTPAlUH,
COOTBETCTBYIOIIIAE TeMaM JIEKIUH, TPEACTAaBICHHBIM B HacTosmen PI1/I.

5.2 OcoOenHocTH opraHu3anuu oOy4YeHUs] JIS1 JIUI € OTPAHHYEHHBIMM BO3MOKHOCTSMU
310POBbSI 1 HHBAJINI0B

[Tpu HEOOXOIMMOCTH OOYYAIOLIMMCS U3 YHCJIA JIUII C OTPAaHHYECHHBIMH BO3MOKHOCTSIMU 3/I0POBBS H
MHBAJIUIOB (T10 3asIBJICHUIO 00YYaIOIIET0Cs) IPEAOCTaBIIsAETCS yueOHass HHPOPMALUs B TOCTYITHBIX
dbopmax ¢ y4eToM UX HHAUBUAYATBHBIX ICUXO(PU3UIECKUX OCOOCHHOCTEH:

- JUIs JIUL] ¢ HapYUICHUSIMHU 3PEHUs: B Ne4aTHON (GopMe yBeIHMUeHHBIM mpudToM; B Gpopme
AIIEKTPOHHOIO JIOKyMEHTA,; WHAUBHU1yaJIbHbIE KOHCYJBTallH c IPUBJICYEHUEM
TU(IIOCYpIOTIEPEBOUNKA; UHIMBUAYAJIbHBIE 3aaHNs, KOHCYJIbTALUU U JP.

- 17151 JIMIL C HApYLICHUAMH CyXa: B Ie4aTtHoi Gopme; B (hopMe IEKTPOHHOTO TIOKYMEHTA,
MHAWBUAyalIbHbIE KOHCYIBTAIlMM C MPUBJICYEHUEM CYypIOTIEpEeBOAUNKA; UHIMBUYaJIbHbIE 3a/1aHNUS,
KOHCYJIbTAllUM U JP.

- U1 JIAL ¢ HApYIICHUSIMH OMTOPHO-ABUTaTEeIBLHOTO anmnapaTa: B medaTHoi (opme; B popme
AIIEKTPOHHOIO JOKYMEHTA; MHIANBHyaJIbHBIE 3a1aHUs, KOHCYJIBTALMN U JIP.

6 ®oH OLEHOYHBIX CPEACTB JISl MPOBEACHHS TEKYILIero KOHTPOJSA W NMPOMEKYTOYHOM
arTecTalMu 00y4aroIMXCH MO JMCUMILIHHE (MOTYJIIO0)

B coorBerctBum ¢ TpeboBaHmsMu DPI'OC BO s arrectanmuu  oOydyaroImuxcs Ha
COOTBETCTBUE UX TEPCOHAIBHBIX JOCTHKCHUN IJIAHUPYEMBIM pe3ylibTaraM OOy4YeHHs II0
JUCIUTIINHE (MOIYIIO) CO3MaHbl (DOHIBI OIIEHOYHBIX CPENCTB. THMOBBIE KOHTPOJILHBIC 3aaHUS,
METOJIMYECKUE MaTepHallbl, ONPEACISAIONIUE MPOLEAYpPhl OIICHUBAHUS 3HAHW, YMEHUN M HABBIKOB,
a TaKkKe KPUTCPUU M IIOKa3aTeiad, HEOOXOAWMBIC NJIsi OLEHKH 3HAHWW, YMEHUH, HaBBIKOB W
XapaKkTEepHU3YIOIIKe 3Tarbl (POPMUPOBAHUS KOMIIETCHIIMHA B MPOIECCE OCBOEHHUs 00pa30BaTEIbHOM
nporpammel, rpeacTanieHsl B [Ipunoxennn 1.



7 Y4yeOHO-MeTOAMYECKOE M NH(POPMALMOHHOE 00eceuyeHue TUCHUIJINHBI (MOIYJIs1)

7.1  Ocnoenaa numepamypa

1. babam A.B., BapanoBa E.K. MonenupoBanue CHUCTEMBI 3allUTHI WHPOPMALUU:
[Tpaktukym : YuebHoe mocobue [DnekTponHsbIil pecypc] : PUOP , 2020 - 320 - Pexxum gocrymna:
https://znanium.com/catalog/document?id=357569

2. TI'pummna H.B. OcHoBbl HMH(OpMaLMOHHOW 0€30macHOCTH Hpeanpudtus : YdeOHoe
nocobue [OnektpoHHbli pecypc] : Huppa-M , 2021 - 216 - Pexum pocrymna:
https://znanium.com/catalog/document?id=366211

3. XKyx A.IL, Kyk E.IL., Jlenemkun O.M. u np. 3amura nadopmaruu : YuedHOE mocodoue
[Onextponnslii pecypc] : PHUOP - Pexum nocryma: https://znanium.com/catalog/document?
1d=339378

7.2 [onoanumenvnas numepamypa

l. buprokoB A.A. UHdopmammonHass 06e30macHOCTh [DIEKTPOHHBIN pecypc]
N3narenscTBO "IMK [Ipecc" , 2017 - 434 - Pexnm JOCTYyTIA:
https://e.lanbook.com/book/93278#book

2. bysos I'A. 3amura HHGOpPMALIUU OTPAaHUUYEHHOTO JOCTYIA OT YTEYKH MO TEXHUYECKUM
KaHayiaM [DnekTpoHHbIi pecypce] : U3parenbctBo "lopsuas nunus-Tenekom" , 2018 - 586 - Pexum
noctyna: https://e.lanbook.com/book/111027#book

3. Beenenne B kpunrorpaduio : YdyeOHOoe mocobme [DIEKTpOHHBIN pecypc|
N3narensctBo ®OPYM , 2020 - 240 - Pexum mocrtyna: https://znanium.com/catalog/document?
1d=345516

4. ['amumos, P.P. [IporpamMHoO-anmapaTHBIE CpeICTBa 3allUThl HH()OPMAIUH @ METOJ.
ykazanus / A.A. PerakoBa; OpenOyprckuii roc. yH- T; P.P. 'amumoB .— OpenOypr : OI'Y, 2015 .—
89 c. : m1. — URL: https://lib.rucont.ru/efd/304038 (mara obpamenus: 20.02.2023)

5. Epoxun B.B., Iloronsimesa /[.A., Crenuenko W.I. be3onacHocTh nH()OpPMALIMOHHBIX
cucteM : YueOHble mocoOust [DnexrponHslii pecype] : ®JIMHTA , 2015 - 182 - Pexxum nocryna:
https://e.lanbook.com/book/62972#book

6. IlporpammHo-anmapartHas 3ammura uHGOpMaIuy : YueOHoe mocodue [DIeKTpOHHBIHN

pecypc] : W3marenmbctBO  DOOPYM | 2019 - 352 - Pexum  gocrymna:
https://znanium.com/catalog/document?id=340852
7. CarnmeeB, K. M. ®wusnyeckne OCHOBBI 3aIUTHl MHGOpMANHMK : ydeOHOE mocoOue.

Hanpasnenue moaroroBku 10.03.01 — HMudopmaunonnas Oe3omacHocts. bakamaspuat / B. W.
[Terpenko, A. @. Yunwura; K. M. CarneeB .— CraBponons : uzn-so CKOY, 2015 .— 394 ¢. —
URL: https://lib.rucont.ru/efd/578849 (nata obpamenus: 20.02.2023)

7.3 Pecypcot ungpopmayuonno-menekommynukayuonnou cemu ""Humepnem'’,
6KNI0YAA npogheccuonanvHvle 03zl OAHHLIX U UHQOPMAUUOHHO-CRPABOYHDbBLE
cucmemul (npu HeoOXO0UMOCMU):

1. CIIC KoncynwrantlLmtoc - Pexxum nocrymna: http://www.consultant.ru/

2. OnektponHass Oubnuoreunas cucrema ZNANIUM.COM - Pexum pgocrtyma:
https://znanium.com/

3. DnekrponHo-OnbimoTeunas cucrtema "PYKOHT" - Pexxum moctyna: https://rucont.ru/

4. DNeKTpoHHO-OMOMMoTeuHass cuctema usaarenbcTtBa "Jlawp" - Pexxum pocrtyma:
https://e.lanbook.com/

5. Open Academic Journals Index (OAJI). [IpodeccuonanpHas 6a3a maHHbIX - Pexum
noctyna: http://oaji.net/

6. [Mpe3unentckas Oubnmoreka wum. b.H.Enpumna (0aza [gaHHBIX —pa3inuyHBIX
npodecCHOHANIBHBIX o0nacTei) - Pexxum gocryma: https:// www.prlib.ru/



8 MarepuajbHO-TeXHHYECKOEe o0ecredyeHre JUCHMIUIMHBI (MOAYJf) W IMepedYeHb
MH(POPMANMOHHBIX TEeXHOJIOTHIi, HCIIOJIb3yeMbIX IPH OCYHIeCTBJEHHH 00pa30BaTeJbHOI0
npouecca no JMCuMIvInHe (MOIYJII0), BKJIYasi lepevyeHb MNPOrPaMMHOI0 odecredeHnst

OcHOBHOE 000pPYIOBAHUE:

Byanb-I'eHepaTop akyCTUYECKHX M BUOPOAKYCTHUYECKUX MOMEXOBBIX CUTHAJIOB
Mynbr. Menuitabiii koMiiekT Ne 2: Ilpoektrop Panasonic PT-LX26HE, nmoronounoe
kpemieHne Tuarex Corsa, kaeMMHbIH Moxynb Kramer WX -1IN, konHektop VGA, skpan Lumien
Ecopicture
[Tepconanpupiii kommbioTep Nel "B-tronix professional 3872\2015"

Cmapt-AB (Ha Oaze CKM-21.2)- IlporpaMMHO-anmapaTHbIii KOMIUIEKC OLIEHKU
3QQPEKTUBHOCTH  3aIIUTHl  pEYeBOM HMHPOpPMAMM OT YTEUYKH IO aAKyCTUYECKOMY |
BUOPOAKYCTHUECKOMY KaHajIaM

Conara-P3.1 CpencTBo akTUBHOM 3aIIUTHl HHPOPMALIUU OT YTEUKHU 3a CUET MOOOYHBIX
AIIEKTPOMAarHUTHBIX KOJIEOaHUM U HABOJIOK
Cnekrpoananuzarop IFR2397

[IporpammHoe obecrieueHue:

Microsoft Windows 7 Ultimate Russian
VMware Workstation 9 for Linux andWindows




MHWHOBPHAYKHU POCCUN

BJIAJUBOCTOKCKUI IT'OCYJIAPCTBEHHBI YHUBEPCUTET SKOHOMUKU 1
CEPBUCA

KA®EJIPA THOOPMAIIMOHHBIX TEXHOJIOI' M1 U CUCTEM

@DoHJ OLICHOYHBIX CPEICTB
JUISl IPOBEJICHUS TEKYILETr0 KOHTPOJIS
Y IPOMEXYTOYHOM aTTECTALUH 10 TUCIUILIMHE (MOIYIIIO)

NHOOPMALNMOHHASA BE3OITACHOCTD ITPEAITPUATUA

CHGHI/I&J’IBHOCTB U cricnyajn3anus

38.05.01 DxoHomMu4eckas 6€30MacHOCTh. IKOHOMHUKO-TIPABOBOE 00ECIIeUYeHNEe YKOHOMUYECKOM
6e30macHOCTH

I'og nabopa Ha OITOII
2022

®opma o0yueHus
OYHas

Bmagusoctok 2022



1 Ilepeyenb popMHEpyeMbIX KOMIIETEHIHIT

Hassanne OITOIT BO,
COKpAII[EHHOE

Konx 1 popmynipoBKka KOMIIETCHITH

u

Kon u ¢hopmynipoBKka HHANKATOPA JOCTHKEHHS

KOMIIECTCHIIMN

38.05.01 «OxoHOMUYE
cKast 0€301aCHOCTbY
(3b)

TIKB-2 : CrtocobeH Bo3/1eiicTBOBAT
b Ha MPEANPUHUMATEILCKUE PUCKH
U YyIpo3bl IKOHOMUYECKO# Oe3omac
HOCTH OpTaHHU3allii Ha OCHOBE MX
MOHHTOPHHTA

[IKB-2.1x : OueHuBaeT npeInpuHIMAaTEeNbCKUE P
HCKH M YTPO3bl 5KOHOMHUECKOH OE3011aCHOCTH Op
raHU3alluy Ha OCHOBE aHaJIN3a MH(OpPMaLUK

ITKB-2.2x : Pa3zpabaTsIBaeT MpeayIoxKeH s 1O 1Ip

eMyTIPEXACHUIO, JTOKATH3ALUH U HeHTpanu3anuu
MPEANPUHUMATENBCKUX PUCKOB U YTPO3 3KOHOMHU
YeCcKOil 6e30MacHOCTH OpraHu3auu

pe3yabTaThl

KommiereHnust cuutaercsi chOPMUPOBAHHON Ha JAHHOM JTalle B Clydae, M IOJyYCeHHbIC
06y‘ICHI/ISI Io AJUCHUIINIMHE OLICHCHBI
OLICHUBAHUSI PE3YJIETaTOB O0YyUYCHUS «3aU4TCHO, YIOBICTBOPUTEIBEHOY, «XOPOLIO», KOTIHIHOY). B
Cllydae OTCYTCTBHSI TIOJIOXKHMTEIBHOW OLCHKM KOMIICTCHIMS HA JAHHOM OTale CYHTaeTCsl
HeC(OPMHUPOBAHHOM.

IOJIOKUTENBHO  (AMana3oH KpUTEPUEB

2 Iloka3aTe/i oLeHUBAHMS JIAHUPYEMbIX Pe3yJbTATOB 00yUYeHUs

Komnerenuus ITKB-2 «Crnioco6eH Bo3/ieiicTBOBATh Ha MPEIIPUHUMATEIBCKIE PUCKU U

YTPO3bI 5KOHOMUYECKOH 0€301MacHOCTH OpraHU3aIuy Ha OCHOBE HX MOHUTOPUHT 2

Ta6mmma 2.1 — Kpurepuu OolleHKH WHIUKATOPOB TOCTHKEHUS KOMITCTCHIIHH

Kon u popmynmupoBka HHAUKAT
opa JOCTU>KEHUS KOMIIETEHIIUU

PesynbraTel 00y4eHUs 10 JUCIUTUINHE

Kpurepuu orieHHBaHUS pe3ynbT
aToB 00yUeHUS

[IKB-2.1k : OueHuBaeT npeamnp
MHUMATEJIbCKUE PUCKH U YTPO3

bl 5KOHOMHYECKOH 0€30IacHOCT
Y OpraHu3aiyy Ha OCHOBE aHall
n3a HHPOPMAIUH

3HaHWe HauboJiee pacupoCTpaH
CHHBIX BUI0B U HICTOYHHKOB YT
po3 nHdpopMannoHHON Ge30mac
HOCTH, OCHOBHBIX TpeOOBaHHI
nH(pOPMaMOHHOH 6e301acHOCT
1 B 00J1acTH MPOoQheCcCHOHANEHO
W IeATEILHOCTU

BBISIBIICHHUE YTPO3 HH(OPMALHO
HHOM 0€3011acCHOCTH, IIIAHUPOB
aHUE U OCYIIECTBICHUE MEPOIIp
MSATHA 110 3aIIUTe HHPOPMAIUN
B 00nacTu npodeccnoHaIbHON
JIeATENbHOCTH

ITKB-2.2x : Pa3pabaTriBaeT mmpe
JUTOXKECHUSI TI0 TIPETyTIPEXKICHI
10, JIOKAJIM3alliy 1 HEUTpaiu3all
UH IPEAIPUHAMATENBCKUX PHC
KOB H yTPpO3 IKOHOMUYECKO Oe
30[IaCHOCTH OpraHU3alul

3HaHHUC OCHOBHBIX COBPCMCHHBI
X CPCIACTB U METOIOB 3aIIUTHI U
H(pOpMaINH, UCTIOTB3YEMBIX B TI
podeccroHanbHON IEATETBHOCT
n

T
K
u
on
i
pe Pesynbrar
pe
3_
3_
Ta
Ta
P 3y | BYWAOB M HCTOUHUKOB yrpo3
i A “H(POPMAIMOHHON 0€30MaCHOCT
3 1, OCHOBHBIX TpeOOBaHUiT HH(O
ne .
PMaIMOHHOM Oe30MacHOCTH
P Y | BBIABIATH yTpo3bl HHPOPMAITHO
b M HHOW 0€3011aCHOCTH, ITAHUPOB
4 €H | aTh M OCYIIECTBIATH MEPOIPHUST
e | us 1o 3amuTe HHPOpMaIH
P 3H
i ay | COBPEMEHHBIX CDECTB H METOJL
OB 3aIIUTHI HH(POPMALTUH
1 ue
P Y | mogo0paTh M KCIIOTB30BATh COB
i M PEMEHHBIE CPEeICTBA 3aIUTHI H
5 eH | H)opMmanuu mpu OCyIeCcTBICH
ue | UM KOMMYHHUKaIUi

MoI00p ¥ MCTIOJIH30BAHUE COBP
E€MEHHBIX CPEJICTB 3aIUThl HH(
OpMAIMHU TIPU OCYIIECTBICHUN

KOMMYHHKAIUK B 00JIaCTH PO
(heccroHanbHOMN EATETLHOCTH




Tabnuna 3anoiHsAeTCsl B COOTBETCTBUU C paznenoM 1 PaGoueit mporpammbl AMCHMITIIUHBI

(Momyms).

3 IlepeyeHb OLIEHOYHBIX CPE/ICTB

Ta6mmma 3 — [lepeueHb OIIEHOYHBIX CPEACTB MO TUCIUIUIAHE (MOTYIIIO)

HanmeHoBaHHe OIIEHOYHOTO CPEACTBA U IIP
KoHTponupyeMble IaHupyeMble pesy | KoHTpomupyeMble TeMbl encrasienne ero s ®OC
JBTAThl 00Y4EHHUS JMCIHATUIMHBL TIpoMeskyToUHas ar
Texymui KOHTPOJIb
TecTaIus
Ounas popma oOydeHus
PJI1 3HaHME | COBDEMEHHBIX C | | | Bpesopye. [[pagosoe | !IPaKTHyeckas pa6o | 3aueT B mMMCBMEHHO
TB U METOJIOB uT i
peac CTOZIOB 3arl obecnieuenne napopmay | T it popme
bI MH(POPMAIH .
topman OHHOI1 6€3011aCHOCTH TIpe 3946T B IHCHMEHHO
JUIPUSTHS CobecenoBanue i hopwe
1.2. Ilpumenenne nudop ITpakTuyeckast pabo | 3adeT B MMCbMEHHO
MalMOHHBIX TEXHOJIOT Ui Ta it hopme
JUIsL U3Y4EHHUSI BOIIPOCOB O
praHu3allMOHHO-NIPaBOBO 3aueT B MUCbMEHHO
ro obecneuenus uadopm | Cobecenopanne it hopme
AIMOHHOHN 6e30MacHOCTH
P12 Ymenue : 1oxo0path HUC | | 4 Mero Ky Merepky | [IPaKTHUeCKas pabo | 3adeT B MCbMEHHO
TIOJE30BaTh COBPEMEHHBIE | (oo dopmannonHoii 6 | Ta i popme
CpeJICTBA 3aIMTH! MH(Op €30MaCHOCTH TPEANPHUSITH 3a4er B IHCEMEHHO
MalyHy IIpHU OCYILICCTBICH q CobecenoBanue N
MU KOMMYHHKAIHH it popme
IMpakTudeckas pabo | 3adeT B MHCEMEHHO
1.5. ®usnyeckas v UHXKe Ta it hopme
HEpHO-TEeXHUYECKas 6e30
MMACHOCTH MPEATIPUSTHS CobecenoBane 3aer B MUCHMEHHO
i popme
1.6. MeTOHKH IIPOBEEH [IpakTnueckas pado | 3aueT B IUCbMEHHO
ust ayqura uadopmamuon | T8 i popme
HOI 6€30MaCHOCTH TIPEIT 3a4eT B MHCEMEHHO
pustTHs CobecenoBanue ii hopwe
[Mpaktuueckast pabo | 3ader B MMCHBMEHHO
1.7. Kamposas 6ezomacno | T8 it popme
CTb NPEATPUATH 3a4eT B MUCBMEHHO
CobecenoBanue -
it popme
[Mpakruueckast pabo | 3ader B MUCbMEHHO
1.10. Yrpossl 6esonacuoc | T8 il popme
TH KOMITBIOTEPHBIX CeTei 3a4er B IHCEMEHHO
CobecenoBanue -
it popme
PJ13 3uanme : BUOB M MCTOMH | | | Bpesopye. TIpaosoe | !IPaKTmieckas pabo | 3auer B mMICBMEHHO
HKOB %r PO3 HHQOPMALHO | G0 neuepye uapopmanu | T it popme
HHOM DE3OMACHOCTH, OCHO | - 01 GesomacHoCTH TIpe 3a4eT B IHCEMEHHO
BHBIX TpeOOBaHuUit HHpOP CobeceoBanne
- JIPUSATHS it opme
MaIHOHHO# 6e30MmacHoCT p
u [IpakTnueckas pabo | 3aueT B IUCbBMEHHO
Ta i popme
1.3. DxoHoMuueckas 6e30 bop
MAaCHOCTh NPEANPUATUS 3a4eT B MMCbMEHHO
CobecenoBaHue -
it popme




1.7. KaapoBas 6e30macHo
CTh MIPEIIPUATHS

INpakTHdeckas pado
Ta

3a4yeT B MUCEMEHHO
it popme

CobecenmoBanue

3a4eT B MUCHbMEHHO
it popme

1.10. Yrpo3sl 6e30macHOC
TH KOMITBIOTEPHBIX CeTel

IpakTudeckas pado
Ta

3ayeTr B MUCEMEHHO
i popme

CobecenoBanue

3ayeTr B MUCEMEHHO
it popme

P/4

YMeHue : BBISBIIATH YIPO3
BI HH(OPMAITOHHOH 030
MACHOCTH, IIAHUPOBATh U
OCYIIECTBIISITh MEPOIIPHUSIT
WSl TI0 3aIIUTe HHPOpMAIL
uu

1.3. DxoHoMmuueckas 6€30
MaCHOCTb MPEANIPHUATHS

[Ipaktuueckas padbo
Ta

3a4yeT B MUCEMEHHO
it popme

CobecenoBanue

3auer B MUCbMEHHO
i Gopme

1.5. ®usuyeckas u UHXKe
HEpHO-TeXHUUECKas 0€30
MIACHOCTb NPEJIPUATUS

INpakTHyeckas pado
Ta

3auer B MUCbMEHHO
it popme

CobecenmoBanue

3ageT B MICEMEHHO
it opme

1.8. IIpotuBozeiicTBUE TE
XHHYECKUM METOIaM KO
HOMHYECKOH pa3BelKU U
MPOMBIIIJICHHOTO HIMHOHA
Ka

INpakTHdeckas pado
Ta

3a4eT B MUCEMEHHO
it popme

CobecenmoBanue

3a4eT B MUCEMEHHO
it popme

1.9. IIporpamMHo-anmapa
THOE obecrieueHne nHpop
ManMOHHOH 0e30ImacHoCT
U TIPEITPHSTHS

INpakTHdeckas pado
Ta

3a4eT B MUCEMEHHO
it popme

CobecenoBanue

3a4eT B MUCHbMEHHO
it popme

1.11. Opranuzanus 6e3om
ACHOTO 3JICKTPOHHOTO JI0
KyMeHT0o00opoTa

IpakTudeckas pado
Ta

3ayeTr B MUCEMEHHO
i popme

CobecenoBanue

3ayeTr B MUCEMEHHO
it popme

1.12. Kpunrorpadpuyeckn
€ METO/IBI 3aIUTHI HHHOP
MaIuu

[Ipaktuueckas padbo
Ta

3a4yeT B MUCEMEHHO
it popme

CobecenoBanue

3auer B MUCbMEHHO
i Gopme

4 Onucanue nmpoueaypbl OH€HUBAHUA

KauectBO cpOopMHUpPOBAaHHOCTH KOMIICTCHIIMH Ha JIaHHOM JTale OICHUBACTCS 10
pe3yibpTaTaM TEKYIIUX W MPOMEKYTOYHBIX aTTECTAlMH MPHU IMOMOIMU KOJUYCCTBEHHON OICHKH,
BBIp@KCHHOW B Oamax. MakcumanbpHasi cymMma OaJioB MO AMCHHMIUIMHE (MOAynio) paBHa 100
Oammam.

. O1eHOYHOE CPE/ICTBO

Bup yueOHo# nesTensHo - 5
T CobecenoBanue Hpaxmqecme PaBOT | 3huer HUroro
Jlexuun 10 10
IIpakTuueckue

60 60
3aHATUA
IIpomexyTouHas aTTecta 20 20
LU
aCaMOCTOﬂTCHbHaH pabor 10 10
Hroro 20 60 20 100




Cymma GaisioB, HaOpaHHBIX CTYAEHTOM IO BCEM BHaM yueOHOM NEATeNTbHOCTH B PaMKax
JTUCIUIIMHBL, IEPEBOJUTCS B OLIEHKY B COOTBETCTBHUHU C TaOIHUIIEH.

Cymma 6auioB | Omenka 1o POMEKY
o XapakTepucTuKa KadyecTBa chOPMUPOBAHHOCTH KOMIIETEHIIUU
0 JUCHUIIIINHE TOYHOHU aTTECCTAlluH
CTyneHT IEMOHCTPHPYET CHOPMUPOBAHHOCTh JUCIHUILTHHAPHBIX KOMIICTCHIUA, 00
Hapy>KHUBaeT BCECTOPOHHEE, CUCTEMATHYECKOe U NIyOOKOe 3HAaHHE YIEeOHOTO MaTep
0191 10 100 «3a4TeHO» / Haja, yCBOUI OgHOBHyIO nnTi:paTypy 1 3HAKOM C JOINOJHUTEIbHOMN JINTEPATYpPOH, pe
KOTJIAIHO KOMEHIOBAHHOM ITPOTPaMMO¥, yMEET CBOOOIHO BBIMOIHSITE MPAKTHYCCKUC 3aIaHHUS,
MPEyCMOTPEHHBIC IPOTPaMMO¥, CBOOOIHO ONEPHPYET NPUOOPETCHHBIME 3HAHUSIM
U, YMEHUSIMH, IPUMEHSIET UX B CUTYaLUsAX ITOBBILIEHHOHN CIOXKHOCTH.
CTyneHT IEMOHCTPUPYET CHOPMUPOBAHHOCTh AUCIUILIMHAPHBIX KOMIICTCHIHIA: OC
ot 76 10 90 «3a4TeHo» / HOBHBIE 3HAHMSI, YMEHHSI OCBOEHBI, HO JIOIyCKAIOTCs HE3HAYUTEIbHbIE OHI“I/I6KI/I, HET
«XOpOLIO» OYHOCTH, 3aTPYIHECHUS IIPH aHATUTUYECKUX OINEepalyax, IEPEHOCE 3HAHUM U YMEHU
1 Ha HOBBIE, HECTAHIAPTHBIC CUTYaLlUH.
CTyneHT NeMOHCTpUpPYeT CHOPMUPOBAHHOCTh TUCIUATUIMHAPHBIX KOMITETCHITHIA: B X
«3a4TeHO» / 0J1¢ KOHTPOJIBHBIX MEPONPHUITHI JOMYCKAIOTCS 3HAUYUTENbHBIE OIINOKH, TIPOSBISIETC
ot 61 1o 75 «YIOBJIETBOPHUTENBH sl OTCYTCTBUE OTACIbHBIX 3HAHUH, YMEHUH, HABBIKOB 110 HEKOTOPHIM JUCHUILUIMHAPH
o» BIM KOMIIETCHIMSIM, CTYICHT HCIBITHIBACT 3HAUNTEIbHBIC 3aTPYIHEHUS IIPU ONIEPUP
OBaHWH 3HAHWSMHU M YMECHHSMM IIPU UX IIEPEHOCE HAa HOBBIC CUTYALIUH.
«HE 3aYTCHOY /
o1 41 110 60 P —— VY cTynenTa He C(bO]zMI/IpOBaHubl JUCLMIIIMHAPHBIC KOMIICTCHLIMH, ITPOSBIIACTCA HEJ0
CTaTOYHOCTh 3HAaHWW, YMEHUI, HABBIKOB.
HO»
«HE 3a4TCHO» /
o1 0 10 40 P — JuciunnuHapHble KOMIETEHIUH HE C(‘?OpMI/IpO]iaHBI. IIposiBnsieTcst monHoe WU
o NPAKTUYECKH ITOJTHOE OTCYTCTBUE 3HAHUM, YMEHUH, HABBIKOB.

S IIpuMepHBbIE OLICHOYHBbIE CPEACTBA

5.1 llpumepHbIii IepeYeHb BOPOCOB MO0 TeMaM

[Tpumep BompocoB i1t cobece10BaHMs

Tema

MPEIPUITHSL.

1. Bseneumue.

[IpaBoBoe

obecnieueHne WHGPOPMAITMOHHON  0€30MacHOCTH

1. Yro Takoe nHpopmMarmonHas 0e30macHoOCTb?

2. Kakue cymiecTByoT Moienu HH(POpMAIMOHHONW 6€30macHOCTH?

3. [IpaBo. McTounuku npasa.

4. lepeuncnute BUABI 3aIUIIAEMON HHPOPMAITUH.

5. Kakue ocHOBHBIE 3aKOHBI B 00J1aCTH 3alTUThl HHPopManuu B PO?

6. Ilepeuncnure ocHOBHBIE 1enu U 3agauu PO B obnactu obecrnieyeHuss HHPOPMALMOHHOM

0€e301acHOCTH

7. Yto Takoe KOHIENIHs HHPOPMAIIMOHHON 0€3011acCHOCTH?

8. Uto Takoe TOKTpuHa HH(POPMAIIMOHHOH 0e30macHOCTH?

9. Yto Takoe KoOHpUACHIINATbHAs HHPOpMAIH?

10. Yro Takoe nepcoHaabHbIE TaHHbIE?

11. B kakmx ciydasx BO3MOXKHO HCIIOJB30BaTh TEPCOHANBLHBIC ITaHHBIE O€3 coriacus

oOnamareis?

12. IToctanoBnenue npasureiascTBa Nel119.
13. TIpuka3 ®Cb Ne378. IIpuxaz ®CTIK Ne21.

14. ITpuxaz ®CTIK Nel7.

15. Oxapakrepu3syiite OMOMETpHUECKUE JaHHbIE KaK MePCOHATbHBIC TaHHbBIC.
16. Uto Takoe npodeccuoHaibHas TaitHa?

17. Yro Takoe komMmMepueckas TaiiHa?

18. Uto Takoe pexuM KOMMEpPUECKO! TailHbI?

19. Yto Takoe rocyapcTBeHHas TaitHa?



20. OnuumuTe NpaBoBOM peXUM roCy1apCTBEHHON TallHBI.
21. ©3-374 u ©3-375.
22. ©3-63.
23. Kakwue maBHBIC TOCYaPCTBEHHBIE OpPTaHbI B 00jacTu oOecrieueHusT NHPOPMAITMOHHON
6e3omacHoctu?
24. Kakue rocyqapCTBEHHBIE OpPraHbl 3aHMMAIOTCS CepTU(UKANMENH W JTHIEH3UPOBAHUEM
CPEZCTB 3alIUTHI HH(pOpMAIHN?
25. Kakue OCHOBHBIE MEXIyHApOJIHBIE CTaHAAPTHl B 00JacTH HWHGOPMALMOHHON
6e3onacHocTu?
26. Pacckaxure B 4yeM cyTh "opamxeBoil kuuru" (ISO 15408).
27. Kak cBsi3aHbI MEXIyHAPOAHBIE CTAHIAPTHI U cTaHAApTHl PD?
28. Kakwme ocHoBHBIe cTaHmapTel P® B oOmacté WHPOPMAIMOHHONW OE30MaCHOCTH
CYIIECTBYIOT?
29. Oxapaxrepusyiite crangapt [OCT P MCO/M3K 27002-2012.
30. YUro Takoe nonutruka 6€30MacHOCTHU?
31. Cnyx0a 6e30macHOCTH MpeanpusaThs. OyHKITUH.
32. PykoBogsuiue 10KyMeHThI ['ocTexkomuccuu. OCHOBHBIE MOJIOKEHHUS.
33. Kakue CcymecTByOT MPUHIIUAIIBI TOCTPOSHUSI CUCTEMBI 6€30macHOCTH?
34. Kak aHanu3upoBaTh BHYTPEHHIOIO U BHEIIHIOK CPEAbl IPEANPUATHS?
35. 3aueM Hy>KEH aHAJIU3 YCIEXOB U MOPaXKEHUH HA OJJTHOPOJIHBIX PhIHKAX?
36. Kak ncnosib30BaTh 4yK0M OMBIT?
37. Hy>kHO 1 IPUMEHSTh TEOPHIO OPTraHU3allUU MPU IIOCTPOSHUH CUCTEMbI 0€3011acCHOCTH?
38. CyIecTBYIOT JIU OTpaciieBas U peruoHaIbHas crienupuku?
39. Kak nomobpats MeHemkepa 6e30macHocTr?
40. Kak ynpaBIlisiTh CIIOKHBIMUA CUCTEMAaMH 0€30TTaCHOCTH?
41. AyTCOpCHHT UM COOCTBEHHBIE CHIIbI?
42. Kak onpenenuTs J0CTaTOYHOCTh (PUHAHCHPOBAaHUS O€30MaCHOCTH?
43. Kak opranu3oBaTh ayJJUT CUCTEMbI 0€30TTaCHOCTH?
44. Bo3MOXeH JI1 KOHTPOJIb MEHEKepa O6e3omacHocT?
45. Yto Takoe NpOMBILUICHHBIH IIITHOHAK?
46. KakoBbI OCHOBHBIE CIIOCOOBI POMBILIUIEHHOTO IIMHOHAKa?
47. Kakue MeToibl cOOpa pa3BeAlaHHBIX UCTIOIB3YIOTCS B IPOMBIIUIEHHOM IITTHOHAXKE?
48. Uto moHUMAaETCs Mo/ ONEepaTUBHBIMU BUJAMU Pa3BEIKU?
49. Kakyto pojip UTparoT TEXHUYECKHE CPEICTBA MIPOMBIIIJICHHOTO HIMHOHAXAa?
50. Uto Takoe 37eKTpOHHAs pa3Beaka?
51. Yem MOXHO OOBSCHUTH Iyallu3M OTHOIICHWU OW3HEca W rocymapcTtBa B cdepe
MIPOMBINIIEHHOT O MIMHOHaXa?
52. Ko 1 B Kakux cllydasx MOXET MOJIy4aTh HHPOPMAIIHIO, COCTABIISIIONIYI0 0aHKOBCKYIO
TaiHy?
Tema 3. DxoHOMUYECKast 0€30MTACHOCTh MPEATPHUATUS
. UTo Takoe 3a/10J5KEHHOCTh?
. Kakue BupI 3a10;5KEHHOCTH, TOMUMO OAHKOBCKOM, CYIIIECTBYIOT Ha PhIHKE?
. Uto Takoe HeJOOPOCOBECTHOE COTPYAHHUECTBO?
. Kakue xmaccudukanymm qoMKHAKOB CYIIECTBYIOT?
. UT0 Takoe MOIIEHHNUYECTBO?
. Kak He 1omycTUTh BO3HUKHOBEHMSI 3a10J5KEHHOCTH?
. KaxoBbl 1u1t0CHl 1 MMHYCBI BO3BpaTa JI0JITOB Yepe3 ayTCOPCUHT?
. KaxoBbsl momHOMOYMS cyZieOHBIX TPUCTABOB B MPOLIEAYpe BO3BparTa’?
9. YUto Takoe cuTyallMoOHHAasi OCBEIOMJIEHHOCTh?
10. KakoBsI 6 2JIEMEHTOB CHCTEMBI OM3HEC-aHATTUTUKH?
11. KakoBsl 3a1aun nopasaenacHusi Ou3Hec-pa3BeaKu?
12. Kak npeononers mpo0ieMy acCuMMETPUYHOCTH HH(popMaruun?
13. KakoBbI KJIFOUEBBIC MTO3UITUU TIOITBEPKACHUS (haKTa CYIIECTBOBAHUS KOHTpareHTa?
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14. Kakuie MCTOYHHKHM JIETUTUMHON HH(pOpMALUK JIIsl Ou3Heca cymecTByioT B Poccun?

15. KakoBbl OCHOBHBIE TpaBUJiIa ONIPEIEICHHS HaIe)KHOCTH KOHTparenra?

16. HazoBute kpymnHeiinue 3apy0exHble KOHCAITUHIOBbIE KOMIIAHUU.

17. Yro moHMMaeTCs moJi CTon-(hakTopaMu MPH U3YYEHUH KOHTpareHra?

18. Kak n3z0exaTh onepaliMOHHBIX PUCKOB MPHU MOATOTOBKE KOHTPAKTOB?

19. KakoBbI Npu3HaK¥ KOMITAHUH-OJHOTHEBOK?

20. Yto Takoe cepa NOMIOMIEHUN U CIUIHUN?

21. YeM OT JETMTUMHOIO MOTJIOMICHUS OTINYAETCA peUIepCKuii 3aXBat?

22. Kakue Tumbl arpeccuu U3BECTHbI B KOHKYPEHIINH?

23. KakoBbI ctocoOBI MPEBEHTUBHOM 3aIIUTHI OT PEHAEPCKOTO 3axBarta’?

24. CymiecTByeT JId KOppyHius B cdepe NOrTIOMEHUN U CIUSHUN?

25. MOXHO 1M TpHUBIEYb K yroJOBHOH OTBETCTBEHHOCTH 3a JCHCTBUS MO BPaXaAeOHOMY
MOTJIOCHUIO?

26. YTo Takoe MIaTeKHbIE CUCTEMBI?

27. Kakue MUpOBBIE IJIATEKHbIE CUCTEMbI U3BECTHBI B HACTOSIIEE BpeMsi?

28. Kakue niaTexKHble CUCTEMBI ICUCTBYIOT Ha TeppuTopun Poccuiickoit denepanun?

29. Kto BbhIpabaThIBacT peKOMEHIALUH 110 OCYIIECTBICHNUIO OAHKOBCKOTO Haj3o0pa?

30. Kakune MexayHapOoIHbIE MPUHIUIMBI OAHKOBCKOTO HAA30pa CYIIECTBYIOT B HACTOSIIIEE
Bpems?

31. KakoBa poJib IIEHTPaJIbHBIX OAHKOB U MMO/Ipa3ieJICHUI BHYTPEHHETO KOHTPOJIS?

32. Kakne rocy1apCTBEHHBIE OPTaHbl OCYIIECTBIIAIOT BAIIOTHOE PETYJIMPOBAHUE U KOHTPOJIb
B Haiei ctpaHe?

33. Kakue Qopmbpl IpOTUBONPABHBIX AEMCTBUIA H3BECTHBI B cdepe MEXKIYHApPOIHBIX
pacueToB?

34. Kak ncnosnn3yroTrcs opuopHbie 30HbI 11 PUHAHCOBBIX MaXUHAIMI?

35. [loyemy MexmyHapomHOE COOOIIECTBO MPHUIUIO K HEOOXOIUMOCTH MPOTUBOICHCTBHS
OTMBIBAHUS JACHEKHBIX CPEICTB?

36. KakoBbl Mepbl DATD 1o 60pb0e ¢ OTMBIBAHUEM JICHEKHBIX CPENICTB?

37. Uto kpoeTcs 3a onepanusMy 1Mo «OOHATUINBAHUIO» JEHEKHBIX CPEICTB?

38. Uto noHMMaeTcs 0]y TEPMUHOM «KOHTPOJIb MTOJIMTUYECKH 3HAUUMBbIX JTUID)?

39. Kakue BubI peanpuaTuii siBisitorcest cyobekramu d3-115?

40. Kaxoii ¢enepanbHblii opraH sBisiercs peryiastopom Mmep mno IIOJ/®T B chepe
CTPaxoBOM AESITENbHOCTH?

41. KakoBbl mMepbl Bo3neicTBusi banka Poccun nmo opranuzanuu [1IO/®T B OGaHkoBCKOM
ctepe?

Tema 5. dusnueckas 1 HUHKXEHEPHO-TEXHUUYECKAsl O€30MaCHOCTb NMPEATIPUATHS

1. Yto Takoe nH)eHepHas 3anuTa 00beKTOB?

2. KakuM crioco6oM OnuchIBaeTCsl HHXEHEpHas 3aimuTa. Onucatb MOJelb.

3. Kakue cpenctBa MpUMEHSIFOTCS 171 3alMTHI 1-ro nepumerpa?

4. Kakue cpeicTBa MPpUMEHSIOTCS JJ1sI 3alUTHI 2-TO TIEpUMeETpa?

5. Kakue cpenctBa MpUMEHSIIOTCS 1S 3aIMTHI 3-T0 iepumMeTpa’?

6. buomerpus. buomerprnyeckne xapakTepUCTUKH.

7. UTO Takoe TEXHUYECKHE KaHaIbl yTeUKH HHPOpMaLuu?

8. IlepeuncnuTe OCHOBHBIC BH/IbI TEXHUYECKUX KaHAJIOB YTEUKH UH(pOpMaIn?

9. Ilepeuncnure METOIbI 3alIUTHI HH(GOPMALIMK OT YTE€UKH 10 BU3yaJIbHOMY KaHaIy.

10. Ilepeuncnure MeToAbl 3aMIUTHl MHGOPMAIMM OT YTEUYKH IO 3JIEKTPOMArHUTHOMY
KaHaiy.

11. [lepeurcnute METOABI 3AILUTHI HHPOPMALIMU OT YTEUKHU IO JIEKTPUUECKOMY KaHaIy.

12. [lepeurcnute METOABI 3aIUTHI HHPOPMAILIUN OT YTEUKHU M0 UHIYKIIMOHHOMY KaHAIy

13. TlepeunicnuTe METOABI 3aIIUTH HHPOPMAIIMK OT YTEUKH 110 TapaMeTPUUECKOMY KaHaIy.

14. Ilepeurcaute METOABI 3aILUTHI HHPOPMALIMU OT YTEUKHU O BO3AYILIHOMY KaHaIY.

15. [lepeuncnuTe METOABI 3aIUTHI HHPOPMAIIUHN OT YTEYKHU 110 BUOPAIIMOHHOMY KaHAITy.

16. Ilepeuncnaure MeTonbl 3alUThl MHPOPMALUU OT YTEUKU IO AKYCTORJIEKTPUYECKOMY



KaHay.

17. Ilepeuncnure MeTOIbl 3aIIMTHl MHPOPMAIMU OT YTEUYKH IO ONTHKO-3JIEKTPOHHOMY
KaHaly.

18. IlepeuncnuTe cpeacTBa U METOABI 3aIIUTH WHPOPMAIMK OT YTEUYKH WHPOpMALUU B
Tese(h)OHHBIX JINHUSX.

19. M0O>KHO J11 UCTIOJIb30BaTh BO3MOXKHOCTHU TOJIMIIUY JIJIsl OXpaHbl 00bEeKTOB Ou3Heca?

20. Yro Takoe ocoObIe YCTaBHBIE 3a/1a4i B chepe oOpalieHus opyxus?

21. Boopy»eHa 11 BeAOMCTBEHHAs1 OXpaHa 00bEKTOB?

22. Kak paboTtaer ciyx0a nHKaccaun?

23. KT0 HE MOXKeT ObITh YaCTHBIM OXPaHHUKOM?

24. Ot Kakux yrpo3 3aimiaeT o0beKToBas oxpaHa?

25. 3aueM HyXHa JU4Hasg oxpaHa?

26. Kakoit mpormyCKHON PeKUM MOYKHO CUUTATh Y()PEKTUBHBIM U IUBHIIN30BAHHBIM?

27. Kakue BO3MOXXHOCTHU Jisi paboronaTens (IOMHMO INTAaTHBIX (DYHKIHIA) MpeaoCcTaBIseT
cUcTeMa KOHTPOJIS JoCTyma?

28. Kak 000CHOBaTh 3aKOHHOCTb NPHUMEHEHHS CpPEICTB ayAHo U BHUACO3aINCH B
[IEPETOBOPHBIX KOMHATAX?

29. MOXHO JM COKOHOMUTH NpU IUIAHUPOBAHUM CPEACTB Ha MPUOBITHE TPyHH ObICTPOro
pearupoBaHus MO CUTHAILY TPEBOTH?

30. Kak mupoko MOYKHO MPUMEHATh WHXEHEPHO-TEXHUYECKHE CPEICTBA OE30MAaCHOCTH IS
pereHus 3aaa4y ousHeca?

Tema 7. KagpoBas 6e301acHOCTb MpeIIpUsTHS
. st aero Hy»Ha KaapoBasi 0€301aCHOCTH?
. UeM kazipoBasi 6€30I1aCHOCTb OTINYAETCS OT O€30MaCHOCTH NepcoHana?
. UTo Takoe «HCKyIIeHrne Ou3Hecom»?
. [louemy 310ynoTpebiaeHust MEHEKepOB HanboJiee onacHsl it OuzHeca?
. KakoBbI kafjpoBble puCKU opraHu3anun’?
. B uem cocrout KoHTpoIIb IEpcoHana?
. Koro He crout HanuMartp Ha padboTty?
. Jlnst uero u3y4aroT KaHIUIAaTOB IpU IpuemMe Ha paboTy?

9. Kakue u3BeCTHBI TUMOJIOTHUH JTIUYHOCTHU?

10. Mo>xHO 111 00OUTHCH 6€3 TICUXO0JOTUYECKOT0 TECTUPOBAHUS TIPU PEKPYTHUHTE?

11. KakoBbl 0011111€ TPUHIUIBI TPOPUIAKTHKN HApYIIEHUI CO CTOPOHBI IepcoHana?

12. KakoBbl TUIIOBBIE (HOPMBI BHYTPEHHETO MOIIIEHHUYECTBA?

13. Kak mpaBHJIbHO MPOBECTH BHYTPEHHEE CIIykKeOHOE pacciiejoBaHue?

14. 3auem HyxeH nonurpad (IeTeKTOp JHKK)?

15. Tlouemy Mepwl 10 0OeCIEUEHHUI0 KaJpOBOW OE30MacCHOCTH JOJIKHBI COOTBETCTBOBATh
JENCTBYIOIEMY 3aKOHOJATENbCTBY?

Tema 9. IlporpammHo-anmapatHoe oOecriedeHne HHOOPMAIIMOHHONW 0e301acHOCTH
HPENpUATHS

1. Yto Takoe mporpaMMHoO-aNmapaTHble CPeCTBA 3aUTHl HHpOopMaun?

2. Yrto Takoe mporpaMMHBIE CpPeICTBA 3alIUTHl HHPOpMALUU?

3. Kakue MexaHU3Mbl peaJu3yl0T [POrpaMMHO-aIllapaTHblE CpPEACTBA  3alMUTHI
uHpopmManuu?

4. Kak peanu3yroTcs MEXaHU3Mbl IPOrPAMMHO-AIIapaTHBIX CPEACTB 3alUThl HH(pOpMaLUN?

5. Kakue KOMIBIOTEpHBIE YTPO3bl O€30MaCHOCTH CYIECTBYIOT?

6. Uto Takoe canunr? Kakne MeTobl 3aUTH IPOTUB HETO CYIIECTBYIOT?

7. Yro Takoe IP-cnygdunr? Kakue MeTo b 3aITUTHI POTHB HETO CYIIECTBYIOT?

8. Urto Takoe cereBas pa3zpenka? Kakue MeTO/IbI 3alIUTHI IPOTUB HEE CYIECTBYIOT?

9. Uro Takoe nepenonHenue 0ydepa? Kakre MeTo b1 31U THI TPOTUB HETO CYIIECTBYIOT?

10. Yto Takoe mubekuus? Kakue BUIbI MHBbEKIUHN CylecTBYIOT? Kakue MeToabl 3alIuThl
IIPOTUB HUX CYIECTBYIOT?

11. Yro Takoe oTka3 B 00ciyxuBanun? Kakue MeTObI 32U TH IPOTHUB HETO CYIIECTBYIOT?
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12. Yro takoe ¢ummnr? Kakue MeToab! 3aIIUTH MPOTUB HETO CYIIECTBYIOT?

13. [omonHuTenbHBIE CIIOCOOBI 3alIUTHI (pe3epBHOE KomupoBaHue, honey pot, DLP-
CUCTEMBI, CKaHepbl Oe3omacHocty, IDS, IPS).

14. Yro Takoe komnbloTepHbIN Bupyc? Kakue BUAbI BUPYCOB CYIIECTBYIOT?

15. OnumuTe MmexaHu3M padboThl BUpyca. Kak BUpyC MOXKET TPOHUKHYTHh Ha KOMIIBIOTEP?

16. Kakue cymiecTByloT MeXaHU3Mbl paboThl aHTUBUpYyca? ONUIIUTE UX.

17. Yto Takoe daitepBos?

18. Yro Takoe mmdp? Kakue Buapl mudpoB CyniecTBYOT?

19. Yro takoe xem-pynkuusa? Kakue Buasl xen-QyHKIHA Bbl 3HaeTe?

20. Yto Takoe uudponas nognucs? [Ipumepsr.

21. Yem nudpoBasi HOAMUCH OTINYAETCS OT JIEKTPOHHON MOIIUCH?

22. KakoBbl OCHOBHBIE TIpaBUiIa 00OpaiieHus ¢ Hocurensimu 11?7

23. Yrto Takoe nHGPACTPYKTYpa OTKPHITHIX KITFOUEH?

24. Yro takoe ayrenTudukanma? Yro takoe uaentuukanuga? Yro takoe Bepupukanus?

25. UYro Takoe creranorpadus? Ilonstue creraHokoHTeHHEpa. MeETOabl CO3MaHUS
CTEraHOKOHTEHHEPOB Ha OCHOBE ayTMOMH(OPMAIIHH.

26. Peanuzanus METOA0OB CTeraHOTpaguu U KpUnrorpaduu.

27. Kakum TpeOOBaHMSIM [OJDKHA OTBEUATh MOJIETh OOCCIEUYCHHUS KHOEPHETUYECKOU
0€30MacHOCTH MPEANPUITHS?

28. B wem 3akirouaeTcsl pojb MEpPCOHANIA B BOMPOCAX OOecIeueHUs KHOSPHETHYECKON
0€30MacHOCTH MPEANPUSATHS?

29. KakoB MeXaHM3M MOIICHHHYECKHUX ACUCTBUI MO NMPOHUKHOBEHHIO B CHUCTEMY OaHK-
KIIUEHT?

30. KakoBBI OCHOBHBIE METO/IbI pacciie0BaHUs KHOEP-TIPECTYIIIICHUHN ?

31. B yem 3akii04aroTCs OCHOBBI OOECTIEUEHHUs CETEBOM 6e30macHOCTH?

Kpamkue memoouueckue ykazanus

CobecenoBanne MPOBOAWTCS B YCTHOW ¢opMe BO BpeMs MOCIEAHETO 3aHATHS MO TEMe.
OO0yuatomemycs 3aaercss 2 clydailHbIX BOMPOCA M3 CIHCKA BOMPOCOB. OOydaromuiicss DOKEH
OTBETUTH Ha BOIPOCHI B TeueHUEe 5 MUHYT. Bo Bpems npoBeneHus codece1oBaHuUs HCIIOIb30BaHHE
JUTEPATYPHI U APYTHX HH(YOPMAIIMOHHBIX PECYPCOB HE JOIYCKACTCS.

IlIxana oyenku

Ne Bansr Onucanne

4 16-20 CTyIeHT MOTHOCTHIO OTBETHII Ha 3aJIJaHHBIC BOIIPOCHI

3 11-15 CTyAEHT CMOT ITOYTH MOJIHOCTBIO OTBETUTH HA 3aJ[aHHbIE BOIPOCHI

2 6-10 CTyaeHT al HeTOJHbIM OTBET Ha BOIPOCHL, HO CMOT TIepeJaTh OCHOBHYIO CYTh BOIIPOCa
1 0-5 CTyIeHT He CMOT WK (parMeHTapHO OTBETHII HA 3aJJaHHBIC BOIIPOCHI

5.2 Ilpumepsl 3a1aHUH JJIS1 BBIIOJTHEHUS NMPAKTHYECKUX padoT

Ne 1. TIlpumeHeHue UWHPOPMALMOHHBIX TEXHOJOTMH JUII M3Y4YEHHUS  BOIPOCOB
OpraHU3aIMOHHO-TIPABOBOT0 00ecTIiedeHNs HHPOPMALIMOHHOW O€30MacHOCTH.

Ha ocHOBe TmpenyoKeHHOro OMHMCAaHUSA NPEINPUATHS U U3YYECHHOW HOPMATHBHO-
paclopsANTEeNbHON JOKyMEHTalmu B obnactu obecriedeHuss WHGOPMAMOHHONW O€30MacHOCTH,
TpyIIe CTYAEHTOB T0 2-3 dYenoBeKa HEOOXoauMo pa3paboTaTh OOOOIICHHYIO TOJUTHKY
OpTraHU3aIi CUCTEMBI 3aIIUTHI IEPCOHATBHBIX JAHHBIX MPEAIPUITHUS.

Ne 2. MeTtoauku MeHeHKMEHTa HH(POPMAITHOHHONW O€30MTaCHOCTH MPEIIPUSTHS

Ha ocHOBe TmpenyoKeHHOro ONHMCAaHUSA NPEINPUATHS U U3YYEHHOW HOPMATHBHO-
pacropsaUTeNbHON JOKYMEHTallu B 00JacTH oOecriedeHuss MH()OpMaIMOHHONW Oe30macHOCTH,
rpyIIIe CTyACHTOB 10 2-3 yernoBeka He0OXOAMMO:

1. 3arpy3uts [OCT P MCO/M3K TO 13335-3-2007 «MeTobl B cpeacTBa 00€CTIeUeHUS
6e3onacHocTny. YacTth 3 «MeTobl MeHeKMEHTa 0€30MacHOCTH MH(POPMAITMOHHBIX
TEXHOJIOTHID)

2. Osnakomutscs ¢ [Ipunoxenusmu C, D u E I'OCTa.



BriOpath Tpu pa3nuyHbIX HHPOPMALMOHHBIX aKTHBA OPraHU3aluH (CM. BAPHAHT).

U3 [punoxenus D 'OCTa nogo06path Tpy KOHKPETHBIX YSI3BUMOCTH CUCTEMBI 3aIUThI
yKa3aHHbIX HHPOpMaLMOHHBIX akTHBOB. [lonb3ysce [punoxenuem C 'OCTa Hanucath Tpu
yIpO3bl, peann3alnys KOTOPhIX BO3MOKHA II0Ka B CUCTEME HE YCTPaHEHbI Ha3BaHHbBIE B
MYHKTE 4 YSI3BUMOCTH.

[Tonp3ysich OTHUM U3 METOJOB (CM. BapuaHT) npeiokeHHbIX B [Ipunoxennn E 'OCTa
MIPOM3BECTH OIICHKY PUCKOB HH()OPMAIIMOHHON 0€30IacHOCTH.

O1eHKy EeHHOCTH HH(POPMALMOHHOI0 aKTHBA MPOU3BECTH HA OCHOBAaHUU BO3MOXHBIX
NOTEPH JJIs1 OPraHU3alMY B CIy4yae pealn3alyy yrpos3sl.

[ToaroToBUTH OTUET O MPOACIAHHON paboTe.
Ne3. Metoauku npoBefieHHs ayauTa HH(HOPMALMOHHONW O€30MMaCHOCTH MPEATNPUATHS
Ha ocHOBe mnpenIoKEHHOrO0 ONUCAaHUS NPEANPUATHS M H3YYEHHOM HOPMAaTHUBHO-

pactopsIIUTENILHON JTOKYMEHTAIIMK B 00JIacTH oOecredyeHus WH(POPMAIIMOHHONW 0€30MacHOCTH,
rpyIIe CTyA€HTOB Mo 2-3 yenoBeka He0OOXOAUMO:

N —

CocTaBuTb IJIaH ayAUTA.
[TpoBecTu aynut nHGOpMAITMOHHOM 0€30MMaCHOCTH B COOTBETCTBHE CO cTaHmapToM ISO
17799.
[IpoBecTu O1EHKY pe3yJbTaTOB BO3ICUCTBHI OT HECAHKIITMOHMPOBAHHOTO JJOCTYIIA K
MH(GOPMAIMOHHBIM U MPOTPAMMHBIM PECypcaM.
[ToaroToBUTH OTUET O MPOACIAHHON padoTe.

N4, TlporuBoaeiicTBHE  TEXHMYECKUM  METOJIaM  SKOHOMHUYECKOHW  pa3BEeIKd U

MPOMBIINIJICHHOT'O IIIMHUOHAaXKa

Ha ocHOBe mnpemIoKEHHOrO0 ONHUCAaHUs NPEANPUATHS W H3YYEHHOM HOPMAaTHUBHO-

pacnopsauTeNbHON JOKyMEHTaluu B 00sacTH obecredeHus HH()OpMaMOHHONW Oe30macHoCTH,
rpyIIie CTyAEHTOB 1o 2-3 yenoBeka He0OOXOANMO:

1.

2.

[Tpoananu3upoBaTh yrpo3bl, HAUMHAS C YIPO3, UMEIOIINX MaKCUMaIbHOE 3HAaUCHHE, JaJiee - C
MEHbILIEH yrpo30i U Tak jajnee A0 TeX Mop, MoKa He OyyT McuepraHbl BblICICHHbIE
peCypChI.
[TpuHATH peneHre Mo NHXXEHEPHO-TEXHUYECKOH 3allluTe 0XpaHIeMOro 00bEeKTa, Pe3yIbTaThl
0(GopMHUTE B COOTBETCTBHHU C periaamenTamu peryistopa (PCTOK PD).

Ne5. Yrpo3sr 6€301macHOCTH KOMITBIOTEPHBIX CETEH

NmeroTes aBe JOKanbHble ceTU. B Kax10il U3 HUX eCTb cepBep ¢ yCTaHOBJIEHHBIM Kerio

Winroute Firewall, ¢ npenycranoBnenasiMm VPN cepBepom. CTyneHTaM HEOOXOAMMO BBINOJIHUTH
cienytromee padouee 3amanue oA ynpasieaueM OC Linux Mint:

bl

S

10.
11.

OO0benuHuTe OBE JIOKAJIbHBIE CETH APYT C APYTOM, UTOOBI MOIH30BATENN UMENN JOCTYTI K
KOMITBIOTEPAM U CepBEpaM M3 pa3pO3HEHHBIX ceTeil. s 3TuX 3a7ad HyKHO CO3aTh MEXTY
JIBYMsi cepBepamu, noakiatoueHHbIMU K UHTEpHET, VPN TyHHEND.

Ha oaHy 13 BUpTyalbHBIX MalIMH yCTaHOBUTE wWeb-cepBep .

Ha npyryro ycranosure — Nmap .

Omnpenenure [P anpec BUpTyanpHOI MalliHbI, TJe yCTaHOBIEH web-cepBep apache.
[TpousBeauTe ckaHMpOBaHUE Web-cepBepa BCeMHU ONMUCAaHHBIMU MeToaaMu (M3ydenne
CpPeICTB CKaHMpoBaHMsI Nmap).

Ycranosure Honeyd.

O3HakoMbTeCh ¢ HHPOpMaIeH mo HacTpoiike Honeyd u cTaHmapTHBIM COIEPKUMBIM (aiina
/etc/honeypot/honeyd.conf.

Hactpoiite Honeypot namenus coaepsxanue (aiina /etc/honeypot/honeyd.conf .

3anycture .

3anycture honeyd.

[TpousBeaute ckaHupoBaHUE ceTH ¢ honeypot.



12.

13.
14.
15.

W3menute HacTpoiiku Honeypot. Y cnoxxuuTe KoHGUrypanoHHsiii ¢aiin. lo6aBbre
HECKOJIBKO JIOBYIIIEK, n3MeHuTe napopmarmio 06 OC, undopmaruio o poyrepe, 00
OTKPBITHIX MOPTaX U.T.1.
3amyctute honeyd.
[IpousBenure ckaHMpOBaHUE.
[ToaroToBUTH OTUET O MPOJIEIAHHON padoTe.

Ne6. Opranu3zanus 6€30MacHOTO JIEKTPOHHOTO TOKYyMEHTO000pOTa

CryneHTaM HEOOXOJMMO BBITIOJHHUTE ClEQyolee padodee 3aJaHHe HCIOJIb30BAHUEM

kpunrorpaduueckoro nporpammuoro GnuPG nox ynpasiennem OC Linux Mint/Windows 7:

14.
15.
16.
17.

Crenepupyiite napy kiroudeit (myOonuyuHbli, npuBatHelil) no tumy «DSA and ElGamal» oz
nMeHeM userl.
IIpoBepbTE KOPPEKTHOCTH XapAKTEPUCTUK KIIFOUEH.
3ammdpyriTe 0OBIYHBIN TEKCTOBBIN (Dailyl HA OTKPBITOM KITIOUE MOJIb30BaTeNs userl. 3atem
pacumdpyiire ero.
[ToamummuTe paHee cO3MaHHBIA TEKCTOBBIN (aiyr 1 mpocMoTpuTe (aiis ¢ mudpoBoi
HOJIHCHIO.
W3menuTe coaepKuMoe TEeKCTOBOTO (aiiia ¥ MpoBephTe MOIITMHHOCTD IIU(PPOBOI MOAMKCH.
Coznaiite apxuB (tar —cvf) u coznpaiite 11t Hero HUQPOBYIO MOAINHUCE.
[TpoBepbTe MOATMHHOCTD HUPPOBON MOAMHUCH apXUBA.
Co3paiiTe B Kataiore /mnt moakarasior co cBoeu hamuineil.
DKCMOPTUPYHUTE B CO3AAHHBIN KaTaJIOT CBOW OTKPBITHIM KIIFOY.
CreHepupyiTe Takke CBOHM KIIIOYH, HO TIOJ] UMEHEM user2.
W13 xaramora /mnt/@UO_cTyneHTa UMIOPTUPYHTE OTKPBITHIA KITI0Y user 1
VYoenureck, yTo K104 JOOABUIICS K BallleMy Ha0OpY OTKPBITBIX KIIIOUEH.
3ammdpyiire filel mis nonp3oBaress userl U COXpaHUTE €ro B AUPEKTOPUN
/mnt/®UO_crtyneHra.
3ammdpyiite u noxnumute file2 ans nonb3oBarens userl.
[TorrpoOyiiTe pacmmdponars filel.asc u file2.asc mpu momomu ximroya user2.
[Tepetinute B ceanc userl u pacumdpyiire filel u file2.
[ToaroToBUTH OTUET O MPOJIEIAHHON padoTe.

Neo7. Kpuntorpadudyeckre METOABI 3aIUTHI HHGOPMAITIH

3amanue 1:
CryneHtaMm HEOOXOAMMO TPOW3BECTH IM(POBAHUE COOOIICHUS (MHIMBHIYaJbHBIC

BapHaHThI BBIJIAIOTCS MIPEToAaBaTesieM):

—

AN e i e

mdpom ardar,

mmdpom Llezaps;
mudpom MHOroaIpaBUTHOM 3aMeHBI (2 BapruaHTa);
¢ IoMoIIbI0 KBajpara [lonubus;
C TIOMOIIIBIO Ta0HIBEl BrkeHepa;
METOJIOM IePECTaHOBOK;
¢ momouibio cuctemsl [lneitdeiipa.
3amanne 2. CTymeHTaM HEOOXOAMMO TPOW3BECTH ACTIM(PPOBAHHE COOOIICHUS

(I/IHI[I/IBI/II[yaJ'ILHBIC BAapHUaHTBI BbIAAOTCA HpeHO,I(aBaTCJICM)Z

Kpamkue memoouueckue ykazanus
Ha BbImonHeHHe OMHOTO MPAKTHYECKOTO 3aHATHS OTBOAUTCS He Oosiee 3 IBYX4acOBBIX

3aHsaTui. Ilocie BeIMOIHEHUS Ka)KI[DfI HpaKTquCKOﬁ pa6OTBI CTYACHT OOJIKCH MPEACTAaBUTL OTUCT
0 €€ BBIINIOJIHCHUH, a TAKKEC, 10 YKa3aHUAM MPEogaBaTeiisad, BbIIIOIHUTE AJOIMMOJTHUTCIBHBIC 3aaHWA
IO TCMC IMMPAKTUYCCKOI'O 3aHATHA.

Illkana oyenku

Ne

Basner Onucanue




CTyIeHT IeMOHCTPHUPYET YMEHHUS Ha HTOTOBOM YPOBHE: YMEET CBOOOIHO BBIIIOIHATD MPAKTHYECK
5 49-60 ue 3aJaHus, MPEeayCMOTPEHHBIE MPOrPaMMOii, CBOOOIHO ONepUpyeT MPHOOPETCHHBIMU YMEHUSIMH
, IPUMEHSCT UX B CUTyallUAX MTOBBILIEHHOM CJIO)KHOCTH.

CTyIeHT IeMOHCTPHPYET YMEHHUS Ha CPEIHEM YPOBHE: OCBOWII OCHOBHBIE YMEHHS, HO JIOIYCKAIOT
4 3748 Csl He3HAYUTEbHBIE OIIMOKN, HETOUYHOCTH, 3aTPyJHEHHUS IPH aHATUTUYECKHUX ONEpaLusX, IEPEHO
ce YMCHUI Ha HOBBIE, HECTAHIAPTHBIC CUTYaLUH.

CTyZ#eHT IeMOHCTPHUPYET YMEHHS M HaBBIKM Ha 0A30BOM YPOBHE: B X0/I€ KOHTPOJIBHBIX MEPONPHS
24-36 THI JIOMYCKAIOTCSI 3HAYUTEIIbHBIE OIIMOKH, IPOSIBISIETCS] OTCYTCTBUE OTICIBHBIX YMEHUI, HAaBBIKO
B 110 JUCLIUIUINHAPHON KOMIIETEHIIH, UCIIBITHIBAIOTCS 3HAUUTENbHBIC 3aTPYAHEHUS IIPU OIIEPUPO

BaHMH yMCHUSIMU ¥ IIPH UX IIEPEHOCE Ha HOBBIC CUTYAIHN.

CTy,Z[eHT JACMOHCTPUPYET YMEHUSA U HABBIKM Ha YPOBHE HHKE 6a30Boro: IPOSABJIACTCA HEAOCTATOY
HOCTH yMeHI/Iﬁ 1 HaBBIKOB.

1 0-10 CTyzAeHTOM NPOSIBIISETCS MOJHOE MM MPAKTHYECKH TIOJTHOE OTCYTCTBUE YMEHUH U HaBBIKOB.

5.3 Bonpocsl k 3a4eTy (mucsMeHnHasi gopma)

1. Yro takoe nHpopManMoHHas 6e301macHOCTh? OXapakTepu3yilTe METOIbl U OCHOBHBIE
coCTaBJIstoNIIe HH()OPMAITMOHHOW 0€30MMacHOCTH.

2. Tlepeuncnute BuAbI 3amuiiaeMoit nadopmanuu. Kinaccuduuupyiite u onummTe OCHOBHbBIE
yTpo3bl UHHOPMAITMOHHON OE30ITACHOCTH.

3. TlepeuncnuTe U OMUIIUTE MOCITH HHPOPMAIIMOHHON O€30TTaCHOCTH.

1. TlepeuncnuTe OCHOBHBIC 3aKOHBI B 0011aCTH 3amuThl uHGopMarmu PD. Onumunre
OCHOBHBIC ITOJIOKCHHSI CTPATETUN HAIIMOHAIBHOM 0e301acHOCTH U J{OKTPHHBI
nH(pOpMaITMOHHOM 0€30MMaCHOCTH.

2. OxapaxrepusyiiTe OMOMETpUYECKUE JaHHbBIE KaK IEPCOHANBHEIE TaHHbIE. B Kakux
CiIy4asx BO3MOXHO MCTIOJB30BaTh MEPCOHATIBHBIC TAHHBIE 0€3 coriacusi obmagaTess?

3. TlepeuncnuTe U OMUILINTE OCHOBHBIC MEXIYHAPOAHBIE CTAHIAPTHI B 00JIACTH
uH(popManmoHHoH O6e3omacHocTr? Kak CBsi3aHbI MEKIYHAPOIHBIC CTAHAAPTHI U
cranaaptel PO?

1. Yto Takoe nepcoHanbHbie AaHHBIE? OMUIINTE OCHOBHBIE TONIOKEHUsT DeepallbHbIX 3aKOHOB
B 00JIaCTH NEPCOHAIBHBIX JTAHHBIX.

1. Yro Takoe ciryxeOHas 1 KoMMepUeckas TaiiHa? OxapakTepu3yHnTe MPUHIMITHAIbHBIC
paznuuns. OnuIrTe OCHOBHBIC MOJI0KEeHUs DeiepanibHBIX 3aKOHOB B 00JIACTH CITYKEOHOH 1
KOMMEpPYECKON TalHa.

2. OnwumuTe MpaBOBOM pEXUM rocyAapCTBEHHOM TaliHbl. Kakue riaBHbIe rOCyJapCTBEHHBIE
opransl PO B obnactu obecrieuenus nHpopmanmoHHoi 6ezonmacHoctu? Kakue
roCy/1apCTBEHHbIE OPTaHbl 3aHUMAIOTCS cepTU(dUKAIMEH 1 TUIIEH3UPOBAaHUEM CPECTB
3anuThl HHOpMaUu?

10. Omnwummre ocHoBHble monoxeHus ['OCT P MCO/MOK 27002-2012 u T'OCT P
NCO/MDBK 27005-2010.

11. Onuiure opraHU3alMOHHBIE U TEXHUUYECKUE MEPHI M0 3aIIUTE MEPCOHAIBHBIX JaHHBIX
B cucTeMax o0pabOTKU NepCOHANIbHBIX JaHHbBIX.

12. Tlepeuucnure ¥ OMMUIIUTE TUIBI KPUNTOTPAPHUECKUX CPEACTB 3aIUTHI HHPOPMAIUH B
MH(POPMALMOHHBIX CHCTEMaX 00pabOTKU MEPCOHANBHBIX TaHHBIX.

13. Onumure TpeOoBaHUsA K 3amuTe WHGOPMAIMH, HE COJAEpXKaIleil CBEICHHS,
COCTABIISIOIIUE TOCYJAPCTBEHHYIO TaifHy, B TOCYJapCTBEHHBIX HHPOPMAIITMOHHBIX CUCTEMAX.

14. Onummre TpeOOBaHUA K 3amIUTe OOBEKTOB KPUTHYCCKOM WHOOPMAIMOHHON
UHGPACTPYKTYPHI.

15. Omnumwure TpeGOBaHME K CPEACTBAM aHTHUBHPYCHOM 3amuThl. Kiaccudunmpyiite
CpeACcTBa aHTUBUPYCHOM 3AILUTHI.

16. Onumute TpeOOBaHUS K MEKCETEBBIM IKpaHaM M CPEJICTBAM JJOBEPEHHOM 3arpy3Ku.

17. IlepeuncinTe U ONMUIIUTE OCHOBHBIE MTOJIO)KEHNSI OCHOBHBIX PYKOBOJSIIUX IOKYMEHTOB
I'ocTrexkoMuccum.



18.  Omnwmmmre Mepsl 3amMThl WHGOPMAIMKA B TOCYJAPCTBEHHBIX HH(POPMALIMOHHBIX
CHCTEMax.

19. UYro takoe nmonutHka 6e3omnacHoctu? Ciyx0a 6e30macHOCTH MpeanpusiTis (CTpYKTypa
U QYHKIUH).

1. Kak ananu3npoBaTh BHYTPEHHIOIO U BHEIIHIOK CPEAbl MPEANpUITHA? 3a4eM HYKEH aHAIIN3
YCIEXOB U MOpaXeHUH Ha OJHOPOIHBIX phiHKax? Kak mcnonb3oBaTh 4y>KOH OMbIT?
2. HyHO 11 NpuMEHATh TEOPUIO OPraHU3aLUU IPU TOCTPOCHUN CUCTEMBI OE30MMaCHOCTH?
Cyl1ecTBYIOT JIU OTpaciieBasi U peTMOHANbHAS CHICIIUPUKU?
3. Kak nonobpatp MeHemxepa 6ezomacHoctu? Kak ynpaBisiTh CI0KHBIMH CUCTEMaMHU
6e3omacHOCTH? AYTCOPCUHT WM COOCTBEHHBIC CHUITBI?
23. UYro Takoe aynut uHbopManmoHHo Oe3onacHocTu? ONUIINTE METOIUKY MPOBEACHUS
ayuTa HH(pOPMAIIMOHHOM O€30TTaCHOCTH.
24. OnummuTe METOJIUKY OIEHKH PUCKOB HapyIICHUS HH(OPMAITMOHHONW 0€30MaCHOCTH.

1. Yro Takoe mpoMBIIIICHHBIH MHoHaX? KakoBbl OCHOBHBIE CIIOCOOBI TPOMBIIIIEHHOTO
HIMHOHaXa?

2. Kakue MeToibl cOopa pa3BeIaHHbIX UCIOIB3YIOTCS B IPOMBIIIICHHOM IMuoHaxe? YTo
MMOHUMAETCS MO/ ONIEPATUBHBIMU BUJAMU PA3BEIIKH?

3. Kakyro posib UrparoT TEXHUYECKHUE CPEACTBA MTPOMBIIIUICHHOTO mruoHaxa? Yto Takoe
AJIEKTPOHHAs pa3Beaka?

4. Yem MOXKHO OOBSCHUTH Ayajl3M OTHOIICHUN OM3HECA U TOCyNapcTBa B cepe
MIPOMBIIIIEHHOTO MIMHoHaxa? KTo U B KakuX cilydasx MOXET MoIy4aTh HH()OPMAIIHIO,
COCTaBJIAIONLYI0 OAaHKOBCKYIO TaliHy?

29.  Yrto Takoe WHXEHEpHas 3amuTa 00beKTOB? Kakum crmocoOoM OmuchIBaeTCs
MHXeHepHas 3amuTa? Onucate MOJAEIb.

30. Yro Takoe Mozenb oxpaHel nepumerpa? Omnucate Mmognenb. Kakue cpencrsa
MIPUMEHSIOTCS IS 3aIUTHI 1-r0, 2-T0 U 3-TO IepUMETPOB?

31. Kakue cpeactsa NpuMEHSIOTCS AJIs 3alUThI 2-T0 epuMerpa’

32. Kaxkue cpeacrBa NpUMEHSIOTCS AJIS 3alIUTHI 3-ro nepuMerpa?

33. [lepeuniciure W ONMIIMTE  TEXHUYECKHE  CpPEACTBA  OOHAPYKCHHS
HECAHKIIMOHUPOBAHHOIO JOCTYIA K OXPaHIEMOMY OOBEKTY.

34. UYro Ttakoe Oumomerpus. OnumuTe OMOMETPUYECKHE XAPAKTEPUCTHKHU (TPUBEIUTE
MIPUMEPHI).

35. Uro Takoe TexHMYeCKHe KaHaibl yTeuku uHpopmarmu? Ilepedncnure U ONMUIINATE
OCHOBHBIE BH/Ibl TEXHUYECKHUX KaHAJIOB yTEUKHU HH(OPMALIUH.

36. OnummMre METOIUKY CIEUIPOBEPKHU, CIICUCCIEIOBAaHUS U criero0cienoBanus? B uem
COCTOMT NPUHIUIHAIBHOE pa3Inune MeX1y YKa3aHHbIMU METOJUKaMU?

37. Ilepeuncnure U OMUIIMTE METOMABI 3AIIUTHI HH(POPMALIMK OT YTEUKH 10 3pUTEIHHOMY U
BO3JIYIITHOMY KaHaJIaM.

38. [Ilepeuncnure MeTOAbl 3alIUTHl MHPOPMALUMU OT YTEUKH IO AIEKTPOMArHUTHOMY U
ANEKTPUYECKOMY KaHajlaMm.

39. TlepeuncnuTe METOMBI 3alIUTHI HPOPMAIIUU OT YTEUKH MO0 UHAYKIIMOHHOMY KaHAIy U
apaMeTpUuIeCKOMY KaHaJIaM.

40. TIlepeuncnure METOABl 3AIIUTHl HHPOPMAIMH OT YTEUKH MO BHOPAIMIOHHOMY U
aKyCTOJIEKTPUUECKOMY KaHaJIaM.

41. Ilepeuyncnute METOIBI 3aIIUTH HHOOPMAITUU OT YTEUKH.

42. Tlepeuncnute cpeicTBa U METObl 3aLIUTHl UHPOPMALUU MO ONTHKOIIEKTPOHHOMY
KaHaIIy ¥ OT YT€YKH WH(POPMAIHH B TeNCPOHHBIX TUHHSIX.

43. MOHO JI1 UCIIOJIb30BAaTh BO3MOXXHOCTH MOJIUIIUU AJIsE OXpaHbl 00beKTOB Ou3Heca? Uto
Takoe 0coObIe YCTaBHBIC 3a/1a4M B cpepe oOpaleHus: opyKus?

44. Kak pabotaet ciyx6a nakaccanuu? Krto He MOXKET ObITh YacTHBIM OXpaHHUKOM? OT
KaKuX yrpo3 3aluiaeT o0bekToBass oxpaHa? Kakoll MpOMyCKHOM pEXHM MOXKHO CUHMTATh



3 PEKTUBHBIM U IUBUIIN30BAaHHBIM?

45. Kaxue BO3MOXHOCTH 7151 pabdoTonatesns (HIOMUMO IUTAaTHBIX (DYHKLUI) MPEIOCTaBIISIET
cucreMa KoHTpois noctyna? Kak 000CHOBaTh 3aKOHHOCTh IPUMEHEHHs CPEICTB ayiauo H
BUJICO3AMKCH B IEPETOBOPHBIX KOMHATAX ?

46. MOXHO JI COKOHOMUTh IIPU IJIAHUPOBAHUU CPEJCTB HAa MPUOBITHE IPyHI OBICTPOrO
pearupoBaHus IO CUTHaldy TpeBoru? Kak IMMPOKO MOXKHO INPUMEHSATH WHKEHEPHO-TEXHHUYECKUE
cpencTBa 0€30MaCHOCTH TS PEIICHUs 3a1a9 Onu3Heca?

1. Jlms gero Hy’kHa KagpoBasi 6e3omacHocTh? YUeM kapoBasi 0€30MacHOCTh OTINYAETCS OT
6e3onacHocTy nepconana? YTo Takoe «UCKyleHre Ou3Hecom»?

2. Tlouemy 3nmoynotpebieHuss MEHEHKEpOB Hanbosiee onacHsl 1j1st On3Heca? KakoBbl kaapoBbie
pHUCKHU opranuzanuu? B uem cocTouT KOHTpOIb nepcoHana? Koro He CTOUT HAHMMATH Ha
paboty?

3. Jlns gero u3y4aroT KaHAWAATOB MPHU IpreMe Ha padoTy? Kakne n3BeCTHBI TUITOJIOTHH
mrnyHocTH? KakoBbl 0011Me MPUHLIMIBI TPOPUIAKTUKH HApYIIEHUH CO CTOPOHBI IepcoHana?

4. KakoBbl TUIIOBBIE (DOPMBI BHYTpEHHET0 MollleHHNYecTBa? Kak npaBuiibHO IPOBECTH
BHyTpeHHee ciry:ke0Hoe paccienoBanue? [loueMy mMepsl 1o obecrieueHuIo KaapoBoit
0€30IacHOCTH JOJKHBI COOTBETCTBOBATH JICHCTBYIOLIEMY 3aKOHOAATEIbCTRY?

51.  Yrto Takoe mnporpammHo-anmaparHble cpejacTBa 3amuTbl uHPopmanuu? Kakue
MEXaHHM3Mbl pEANU3yI0T MpPOTrpaMMHO-aNmNapaTHble cpeAcTBa 3ammuThl uHbopMmanuu? Kakue
KOMITBIOTEPHBIE YTPO3bI 0€30I1aCHOCTH CYIIECTBYIOT?

52. Yro takoe cereBas pa3Benka? Kakue MeTobl 3alUTHI MPOTUB Hee CymecTBYOT? UTo
Takoe MHBbeKIUA? Kakue BHMIbI MHBEKLIMH CylecTByl0T? Kakue MeTonbl 3allMThl NMPOTHB HUX
CyIIECTBYIOT?

53. B 4YeMm cyTh aTrakum «OTKa3 B oOciaykuBaHum»? Ee oTnmums oT pacmpenenecHHOM
KuOepaTaku «0TKa3 B o0CIykuBaHUI»? Kakre MeTO/IbI 3aIUThI POTUB HETO CYIIECTBYIOT?

54. IlepeuncianTe ¥ ONUIIMTE OCHOBHBIE BUJIBI IPOIrPAMMHBIX ys3BUMOCTEN. Kakue meTo b
3aIUTHl TPOTUB HUX CYIIECTBYIOT?

55. Yro takoe nepenonaenue 0ydepa? [lepeurcnuTe 0 MUIIATE METOBI 3AITUTHI.

56. Yto takoe nedextsr popmaTHbIX cTpok? [lepeuncnure o MUIINUTE METOABI 3AIIUTHI.

57. Yro Takoe LenovrciaeHHble nepenonHennsa? [lepeuncnure o mumuTe METOIbI 3aILUTHI.

58. Uro Takoe «cocTosIHME FOHKM». [lepeuncinTe OnummnTe METO bl 3aIlUTHI.

59. Yro takoe ataka «Yemosek mo cepeaune»? Uro takoe IP-cydunr? Kakue meromp
3alUTHI IPOTUB YKa3aHHBIX aTaK CyLIECTBYIOT?

60. B uem cyth TexHonmoruu VPN? MoxHo nu paccMmarpuBaTh ucnoiib3oBanne SSH kak
peanuzanuio VPN? Moser nu mudpoBaHe MOJTHOCTHIO 3aIIUTUTh IaHHBIE, TIepeaBacMble Yepes
VPN? C uem HE0OX0MMO KOMOMHHPOBATH TMOJIUTUKY, YTOOBI 0O0ecneunTh Oe3omacHocTs VPN?

61. Urto Ttakoe comumanpHas umxkeHepus? Urto takoe ¢pon. Ilepeuncnure o onwumurte
METOJIbI OOPHOBI C PPOAOM.

62. Yto takoe ¢gummHr? Kakme MeToIbl 3aIIMTHI MPOTUB HEro cymecTByoT? UTo Takoe
KapAuHT? OMUIINTE METOBI 3alIUTHl OT KapAHHTA.

63. Hasnauenwue, uenu, onucanue Honeypot. Kak Bersasisite Honeypot?

64. UYrto Takoe W IS YEro HCIOJIB3YIOTCS CpPEJICTBA KOHTEKCTHOM (QHIBTpanuu?
Oxapaxkrepusyiite DLP-cucremsl u SIEM-cucremsl.

65. Uro Takoe ckaHepwsl OezomacHoctu? Jlns dwero umcmombiyercs RPC-ckanmpoBanwme?
[lepeuncnute U ONUIINTE OCHOBHBIE METO/blI CKAHUPOBAHUSI.

66. Uto Takoe M IJI YEro UCIOJb3YIOTCS CUCTEMBbl OOHAPY>KEHHSI BTOPKEHUN M CUCTEMBbI
IIPEIOTBPALCHUS] BTOPKEHUIN?

67. UYto Takoe BpemoHOCHBIE Tporpammbl? KnaccudunupyiTe KOMIBIOTEPHBIE BHPYCHI.
OnumuTe TUMOBOM MEXaHu3M paboThl BUpyca. UTo Takoe HKCIIONT?

68. UYro Ttakoe mmdp? Kakue Buapl muppoB cymecTByloT? ONHUIINTE NPUHIUIIBI
MOCTPOCHUS U IPUHLIUITUATBHBIE OTIHYHSL.

69. UYto Takoe MOTOYHBIH M OMOYHBINH MHGPHI? ONHUIIUTE NPUHLIUIBI TTOCTPOCHUS U



IIPUHLNAININAATIBHBIE OTINYHS.

70. Uro takoe xem-pyHkuus (onucath npuHUUI padotel)? Kakue BuabI xem-QyHKIUN BbI
3Haere?

Yo takoe [lepeBo Mepkiia?

71. Yto takoe mudposas moanuck? Onumure 1udpoByto noanuch RSA u Dnp-I'amans.

72. UYrto Takoe MH(paACTPyKTypa OTKPBITHIX Kirodei? Omucarh METOJUKY paclpeieieHus
KJTIIOYei Ha mpuMepe MoAnucanus ceprudukara. Onucars 3aBUCUMOCTD ITyOJIUYHOTO U TPUBATHOTO
KIIIOUEeH

73. Uro takoe ayreHTU(UKALUS, WACHTUDUKAIMS, BepuduKanus, apropusamus. Onummre
MPUHLMIIAATIbHBIE OTINYUS MeX Ay HUMU. [IpuBeaure npumepsl.

74. Tlpocreiire MPOTOKOIBI UACHTU(DUKAIIUH.

75. Yto Takoe crteraHorpadus u cTeraHoKoHTeiHep? Kakue BUABI CTEraHOKOHTEHHEPOB
cymiectBytoT? ONUIIMTE METOABbl CO3JaHUA CTEraHOKOHTEHMHEPOB HAa OCHOBE TEKCTOBOM
uHpOpMalLny, BUICONH(POPMALIMU U ayAUOMH(DOPMAITIH.

76. Kakum TpeOOBaHMSM J[OJKHA OTBEYaTh MOJAENIb O0ECledeHHs] KUOEpHETHYECKOM
Oe3onmacHocTH mpeanpuatusa? B uem 3akimoyaeTcs poiib MEpCcoHaja B BOIpocax oOecredeHust
KHOepHeTUYeCcKOi 0€30IacHOCTH MPEATIPHUSTHS?

77. KakoB MexaHM3M MOLIEHHUYECKHUX JACUCTBUN MO NMPOHMKHOBEHHIO B CHCTEMY OaHK-
KJIUEHT?

78. KakoBBbI OCHOBHBIC METOJIBI PACCIICIOBAHIS KHOCP-TIPECTYTICHU?

Kpamxue memoouueckue ykazanusi

3aueT npoBOAUTCA B MMCbMeHHOH (hopme. OOyuaroiemycs 3aaercst 2 ciiydyaiiHbIX BOIIpoca
U3 crnucka BonpocoB. OOyuaroluiicss JOHKEH NMHUCbMEHHO OTBETUTh HAa BONPOCHI B TeueHue 60
MUHYT. Bo Bpems mpoBeneHus 3adyera MCIHOJIb30BAHUE JUTEPATYPhl M APYTUX MH(YOPMAIIMOHHBIX
pPECYPCOB HE JOITYyCKAETCsl.

IlIxana oyenku

Ne Bamnmst Omnucanne

4 16-20 CTyJeHT NOJIHOCTBIO OTBETUI HA 3aJIJaHHBIEC BOIIPOCHI

3 11-15 CTyJeHT CMOT IOYTH MOJIHOCTBIO OTBETUTH Ha 33/1aHHbIE BOIIPOCHI

2 6-10 CTyaeHT al HeTOJMHBIM OTBET HA BOIPOCH, HO CMOT ITEPEAaTh OCHOBHYIO CYTh BOIIPOCa
1 0-5 CryzeHT He CMOT WX GparMeHTapHO OTBETWII HA 3aJJaHHbIE BOIIPOCHI




