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1 Hessp, nuiannpyemMble pe3yabTaThl 00y4eHHs 110 AUCHHUIINHE (MOLYJII0)

HeJ’II/I AUCHUILIMHBI HW3Y4YCHUC BO3MO>KHOCTEH IMPUMCHCHUA IIPOrpaMMHO-aIIapaTHbBIX
CpCACTB B KOMIIBIOTCPHBIX CCTAX AJId MOBBIIMICHUA UX 3aIIUIICHHOCTH, pa60Ta B KOMIIBIOTCPHBIX

3amaun JUCIHUILIMHGI
- W3y4YeHHUE CMOCOOOB CO3JaHMS 3alIMIIEHHOTO CETEBOT0 COCAMHEHUS, 3aIUIICHHBIX

BbIUUCIUTENBHBIX ceTsX (BC) ¢ mpuMeHeHneM nporpaMMHbIX CPEICTB 3aIlUThl U UCIOIb30BAHUS
CYILIECTBYIOIINX, BCTPOEHHBIX B apxutekTypy OC, mporpaMMHO-aIapaTHbIX CPEICTB.

MIPOTOKOJIOB CBSI3M, 3aIMTHl OT HECAHKIMOHMPOBAHHOIO JOCTYMa COOOIIEHUUN AIIEKTPOHHOMN
MIOYThI, CETEBBIX PECYPCOB

- U3y4YeHHE MPUHIUIOB pabOThl OpaHIMAayIPOB, alllapaTHBIX CPEACTB MPEIOTBPALICHUS

BTOp)KeHI/If/'I, AHTUBUPYCHBIX IIPOrpaMM Ha OCHOBC MCIIOJIb30BAHUWA aAllllapaTHBIX CPCACTB 3alllUThI

- pa3BUTHUC HABLIKOB HaCTpOﬁKH M aHa/IM3a MOporpaMMHBIX CPEACTB 3allUThI, ITOJHUTHK

6C3OH3.CHOCTI/I, HCIIOJIb30BAHUSA MPOrpaMMHBIX OTJIAJYHUKOB, CCTCBBIX aHAJIM3aTOPOB

[TnanupyembIiMu pe3yibTaTaMu 00y4eHHUs MO IUCHUIUIMHE (MOAYIIO), SIBISIFOTCS 3HAHUSA,

yYMEHMsI, HaBbIKU. [lepeueHp IaHupyeMbIX pe3ysIbTaToB OOydeHUs MO JUCUUIUIMHE (MOIYJIIO),
COOTHECEHHBIX C IUIAHUPYEMBIMU pe3yJbTaTaMHd OCBOCHHUS 00pa30BaTECIbHOW MPOTrPAMMBI,
npecTaBicH B Tadymie 1.

Tabmuna 1 — Komnerenuu, popmupyemblie B pe3yinbTaTe U3YyYeHUS TUCITUTUIMHBI (MOIYIIS)

Pe3ynbTaThl 00y4eHUs MO TUCIIUTUTHHE

Konu Kon n
OpMYJIHPOBKA
Haszsanue OIIOII BO, dopMyaupoBKa (bng,u;]Kafopa Kon
COKpaIlleHHOE
KOMIIETEHIIIN JOCTHIKEHHUS pe3yib dopmynupoBKa pe3yibTaTa
KOMITCTEHITHT
TaTa
11.03.02 IIKB-3 : Crocoben | ITKB-3.2k : 3Haer PJ1 3HaHue | copepkaHue Mep Mo
«VIHpOKOMMYHUKALIMOHHbIE | peliaTh 3a1a4n COBPEMEHHYIO o0ecreyeHnIo
TEXHOJIOTHUH U CUCTEMBI po(eCCHOHAIBHON | 3TAJOHHYIO MOJETb nH(pOPMaINOHHON
CBSI3U» JEeATEeIILHOCTH C B3aUMO/ICHCTBUS 6e30macHOCTH 1
(b-UK) Y4€TOM TEKYLIETO OTKPBITBIX CUCTEM, COCTaB
COCTOSIHUS TPUHIIUIIE] MIPOTPaMMHBIX U
TeHJCHIUH MIOCTPOCHHUS U TIPOTPaMMHO-
pa3BUTHA (hyHKIIMOHMPOBAHUS ammapaTHbBIX CPE/ICTB
UH(OPMALMOHHBIX | CHCTEM U ceTei 3aIUTHI
TEXHOJIOTHH, nepenayn uHdopmanuu B
CpPEICTB nHpOpPMALUU KOMITBIOTEPHBIX
TEXHUYECKOU CHCTEMax U CeTIX
3aIIUTBI P/12 | Ymenue | mpou3BoauTh BEIOOD
nHdopmanny, CPEICTB
ceTell U CUCTEM obecrieyeHus
nepeadn WHPOPMAITNOHHOM
nHpopmannu 6e3omacHOCTH JUIsl
HCIIONIb30BAHUS UX B
KOMITBIOTEPHBIX
cHCTeMax M CeTsX C
LIeNbI0 00ecTIeYeH s
TpeGyeMoro ypoBHs
3aNTUIICHHOCTH
P13 HaBeix | HaBbIKaMu
aJIMUHUCTPUPOBAHUS

CPEICTB 3aIHTHI
HHQOPMALIIHT 1
yIpaBJICHUS
MPOIECCOM
peanu3aiyn
KOMILIIEKCa Mep I10
00ecIIeueHuIO




HH)OPMAITMOHHOM
Oe30macHOCTH Ha
00BEKTE 3aIIHTHI
I[NIKB-3.3k : P14 3HaHUE | OCHOBBI
Hcnoneiyer (hopmupoBanHus
COBPEMCHHBIE TIOJUTHKH
HHPOPMALMOHHBIE WHPOPMATNOHHOM
TEXHOJIOTHH U 0e30macHOCTH
IpOrpaMMHBbIE PS5 | YMmeHue | aHanu3upoBaTh
CpeAacrTtBa, B TOM HCXOIHBIC TAaHHBIE C
qucIe LETbI0 UX
OTEYECTBEHHOTO NPUMEHEHUS IIPH
MPOU3BOJICTBA, JUIS NPOEKTHPOBAHUN
peuieHus 3a1a4y HOJICUCTEM, CPE/ICTB
npodeccHoHaTbHOM obecreyeHus
JESATEIBHOCTH 3aIIUTHI
rHpOpMaAN
P16 HaBpix | HaBbIKAMu
aJIMIHUCTPHPOBAHHS
MIPOTPaMMHO-
annapaTHBIX CPEICTB
3aIIUTHI
“HPOPMALINH B
KOMIIBIOTCPHBIX
CHUCTEMAX U CCTAX

B mnporecce OCBOEHHS JUCIMIUIMHBI PEIIAIOTCS 3aJadd BOCIHMTAHHS TapMOHHUYHO
Pa3BUTOHN, MATPUOTHYHOW M COIMAILHO OTBETCTBEHHOW JIMYHOCTH HA OCHOBE TPAIHIIMOHHBIX
POCCHICKHMX JyXOBHO-HPABCTBEHHBIX U KYJIbTYPHO-UCTOPUYECCKHUX [IEHHOCTEH, MIPECTABICHHbIC
B Tabymie 1.2.

Ta6mmma 1.2 — I{eneBbie OpUEHTUPHI BOCITUTAHUS

BocnuTarteibHble 3a1a4n ®opmupoBanue HeHHOCTeH IeneBbie OpUEHTUPBI

(I)OpMHI)OBaHI/Ie rpamancxoifl MO3UIUU U TTATPUOTU3IMA

PasBurne NnaTpuoTrU3Ma u Fpa)KI[aHCKOﬁ

rpa)l(,I[aHCTBGHHOCTB I[I/ICI_[I/IHJ'II/IHI/IPOBEIHHOCTB
OTBECTCTBCHHOCTHU

®opMHUpPOBaHUE TYXOBHO-HPABCTBEHHBIX IIEHHOCTEM

Bocnuranue yyBcTBa foira U
OTBETCTBEHHOCTH IIEPENl CEMbEN U I'paxnaHCTBEHHOCTD OTBETCTBEHHOCTH
00IIIECTBOM

®opMuUpOBaHHE HAYYHOI'0 MUPOBO33PEeHHs U KYJIbTYPbl MbILIJIEHHS

DOopMUPOBAHUE KYJIBTYPbL
UHTEJIEKTYAJIbHOTO TPYy1a U HAy4HOH Co3unaTensHBIN TPy MoOTHUBUPOBAaHHOCTh
9TUKU

(I)OpMI/II)OBaHI/Ie KOMMYHHUKATUBHBIX HABBIKOB U KYJIbTYPbI 0o0IeHust

PazBuTre ymenus 3¢ QpekTUBHO 00IIaThCs

I'paxx1aHCTBEHHOCTD OTBETCTBEHHOCTD
U COTPYJHUYATh




2 Mecto aucuuniauHbl (MoayJsi) B ctpykrype OIIOIT

HucuuruinHa «[IporpaMMHoO-anmnapaTHble CpeAcTBa 3aIlUThl HH(MOPMALUI» OTHOCUTCA K
0a30BOil yacTW QUCHMIUIMH y4yeOHOro riaHa HampasieHus «MHpopmanmoHHass 0€30MacHOCTh
ABTOMATU3UPOBAHHBIX CUCTEM).

BxogusiMu TpeOOBaHUSAMH, HEOOXOAMMBIMU [UIS OCBOCHHUS JUCIHIUIUHBI, SBISETCS
HaJlnyue y oOyyaromuxcsi KOMIETEeHIMH, chOPMUPOBAHHBIX MPU U3YYCHUM JUCLUILIMH W/UIU
NPOXOXKJICHUU MPAKTHK «be30macHOCTh BBIUMCIUTENBHBIX ceTei», «be3omacHocTh cucrteM 0a3
JAHHBIX», «IIporpamMmMmHO-anmnapaTHbie CpelcTBa obecreueHus UH(POPMALMOHHOM
6e3omacHoCTH». Ha MaHHyI0 JUCHUIUIMHY OMUPAIOTCS «3aIlnTa BEITYCKHOW KBaTU(pUKAIIMOHHON
paboThl, BKJIKOYas TMOATOTOBKY K HpOLEIype 3allUThl U  MPOLEAYPY  3allUThl»,
«IIpon3BoacTBEHHAs IPEAIUIIIOMHAS IIPAKTUKA

3. O0beM JUCHMILIMHBI (MOTYJISA)

O0bemM JUCHUIUIMHBI (MOAYJISl) B 3a4ETHBIX €IMHMUIIAX C YKa3aHUEM KOJIMYECTBA
aKaJeMHYECKHX YacOB, BBIIEICHHBIX Ha KOHTaKTHYIO paboTy ¢ oOydaromumucs (0 BUIaM
yueOHBIX 3aHATUI) U HA CAMOCTOATEIbHYIO padOTy, IPUBE/IEH B TabauLe 2.

Tabnuna 2 — O61mas TpyJI0eMKOCTh AUCIUITITUHBI

C Tpyno- O0beM KOHTaKTHOH paboTHI (dac)
eMecTp | eMKOCTh
Popma Yactb (OPI?I)I/([) ) Bueayu- Popua
Hassanue OIIOII BO o0yue- AynuropHas CPC | arrec-
st YII Kypc TOpHast B
(300, (3.E) | Beero 1
0300) nex. | mpak. | ma6. | ITA | KCP
11.03.02
HpOKOMMYHIKALHORKEIC | () | ) B 5 5 73 o | 72 (o ]| 1] o |07 e
TEXHOJIOTHH ¥ CHCTEMBI
CBSI3H

4 CTpyKTypa U coiepKaHue M CUMILIHHBI (MO1YJIs1)

4.1 CTpykTypa aucuuiimHbl (MoayJs) nist OPO

Temarnueckuil IaH, OTPAKAIOUIMI COJAEp)KaHUE AMCLMILIMHBI (IEPEYEHb PA3AEIOB U
T€M), CTPYKTYpUPOBAHHOE 10 BUJIaM y4€OHBIX 3aHATHH C yKa3aHHEM UX 00bEMOB B COOTBETCTBUU
¢ yueOHBIM IJIaHOM, NpHBeJieH B Tabaule 3.1

Tabmuma 3.1 — Paznens! TUCHUIUIMHBL (MOAYJIS), BUABI yUeOHOU NeATeIbHOCTH U (POPMBI
TeKymero KoHTpods st OPO

Kon pe- KoJ1-Bo 4yacoB, 0TBeJleHHOE Ha
dopma
No HazBanue Tembl 3yJIbTaTa
Jlex IIpakr JIa6 CPC TEKyHIEro KOHTPOJIS
00y4eHus
Apxutekrypa
MpOrpaMMHOANIapaTHBIX P11,
cpencts 3amuthl OC. [IpuunHel P/12, HDAKTHICCKOE SalaAHME
1 | Bo3HMKHOBEHUS COOCB B P13, 0 12 0 15 P A ’
o TecT
OTIEPATHUBHOM MaMsATH, 00IIHe P14,
IPUHLUIBI TOCTPOEHUS CUCTEM PJIS, PJ16
3aIUTH




OCHOBHEIE TIOHSTHSI,
KJIaccuduKanus 3anad,
pelaeMsIX IIporpaMMHO-
anmnapaTHBIMU CPEACTBAMHU
PIlL,
UIeHTH(OUKALIH 1 PI.
2 ayTeHTH(HKAIHN. P13, 0 12 0 15 MIPaKTHIECKOe 3aaHue,
MsaorogaxropHas PJl4 TecT
uneHTuduKanus cyopexra, ¢
PI5, PLI6
HOHSTHE IPOTOKOJIA
ureHTH(UKaInH,
UIeHTHOUIHPYIOIIas
nHdopmarys
OcCHOBHEIE anmaparHble
MOJXO0JIBI K 3aIIUTE JJAHHBIX OT PJI1,
HC/. AbcTpakTHBIC MOAETH PJ12,
3 PIB 0 12 0 15 IPaKTHYeCcKoe 3aJaHue,
JOCTYTIa, X BIMSHHE Ha s
KOH(HUTYpaIHIO IPOrpaMMHO- P/i4, reet
annapaTHON YacTH 3alUThI P5, P16
uHbopMaImu.
WHcTpyMeHTH 00ecniedeH s Pl
3aIIUTHl HHYOPMAIUI P Z[Z,
4 | ONEPALMOHHBIX CHCTEM. PI3. 0 8 0 15 MIPAaKTUYECKOe 3alaHue,
JlokanpHas monuTuka P14 TECT
0e30MacHOCTH OTIEPAMOHHOM PIIS P’}I 6
cucrembl Windows ?
Wnentudukarms u
ayTeHTU(HUKANUSA CYOBEKTOB
JOCTyTIa U 0OBEKTOB P11,
5 ﬂOCTyHa'OrprquHHe PI2, 0 8 0 15 MPaKTUIECKOe 3a/1aHne
MPOTPaMMHOM cpepl. 3amura P/3,
MAaIIMHHBIX HOCUTEJCH P15, P16
nHpopmarmu. Peructpanms
cOOBITHI 0€30ITaCHOCTH.
AHTHBHpYCHas 3aILUTA. P11,
6 OOHapy>KeHNE BTOPIKESHHH. P12, 0 8 0 15 MPaKTUYECKOE 3alaHuE,
KonTtposb (anamus) P/3, TeCcT
3aIIUIICHHOCTH HHPOpMaIuu PJI5, PJ16
ObecrieyeHne 1eIOCTHOCTH PJI1,
MHQOPMAIIMOHHON CHCTEMBI U P2, MIPAKTUYECKOE 3a/IaHHE,
7 0 12 0 18
nnpopmarmu. ObecrieueHne PA3, TecT
JIOCTYITHOCTH HHpopMarmn P15, PJ16
HToro no Taéanue 0 72 0 108

4.2 Copeprxanne pa3aejioB M TeM JUCHHILIHHBI (Moayas) Aass ODPO

Tema 1 Apxumexmypa npozcpammuoannapamuuvix cpeocmg sawumosl OC. Ilpuyumnel
B03HUKHOBEHUS CDOEB 8 ONEPAMUBHOU NAMAMU, 00UUe NPUHYUNBL NOCMPOEHUs. CUCTEM 3AUUMb.

Copepxanne Tembl: [Ipeamer u 3agauu 3amuThl THGOPMAIIUU B KOMITBIOTEPHBIX CETAX C
MOMOIIBIO MPOTPAMMHO-ANTIAPATHRIX CPEACTB, €€ B3aMMOCBS3b C JIPYTUMHU JHACIUTUTHHAMHU.
Kpatkas wuctopus pa3BuTHs. AKTyaJlbHOCTh 3alllUThl KOMIIBIOTEpHOW UWHPOpMAIUU B
coBpeMeHHOM Mupe. [IpuunHBI BOZHUKHOBEHHUS amlapaTHBIX M MPOTPAMMHBIX YS3BUMOCTEH,
oOme MPUHIMIBI TOCTpoeHus cucteMm 3amuThl (triple functions). Ilonstue mnoOMUTHKH
0€30MMacHOCTH ¥ HEOOXOIUMOCTH OIICHKH PUCKOB, KPUTEPUH, UCTIOIB3YEMBIe JIJIS KITACCH(PUKAITIN
YPOBHS 3alIUIIEHHOCTH (0€30MaCHOCTH KOMITBIOTEPHBIX CEeTeH).

@dopMBI ¥ METOJIBI TIPOBEACHHS 3aHIATHH 1O TeMe, NMPUMEHSeMble 00pa3oBaTeIbHBIC
TEXHOJIOTHH: JIEKIIUS, TPAKTHUECKOE 3aHSATHE.

Butbl caMOCTOSTETEHOM IMMOATOTOBKH CTYACHTOB 10 TEME: TIOJITOTOBKA K MPAKTHYCCKOMY
3aHSTHIO.

Tema 2 Ocnosubie nousimus, Kiaccuukayus 3a0ay, peuwaemvlx NpoOSPAMMHO-
annapamueiMu  cpeocmeamu  udeHmugpuxayuu u  aymenmuguxayuu. Mnocoghaxmopras



uoenmughuxayusi cyovekma, nousmue NPOMoOKOIA UdeHmuurayuy, uoeHmuguyupyowas
uHgopmayus.

Conepxxanne Tembl: OCHOBHBIE TOHSATHSA, Kilaccu(UKauus 3amad, peraeMbIX
POrpaMMHO- anMapaTHbIMKU CPEACTBAMU UIACHTHU(PUKAIUYU U ayTeHTUpuKau. Unentudukanus
CyObeKTa ¢ TOMOUIbIO AamNMapaTHBIX CPEICTB, IOHATHE NPOTOKOJIA HUACHTU(DUKAIHIH,
uaeHtuuuupyomas  uHpopmanus. Meroasl  ayTeHTU(DHUKAMHU:  HapoJibHAas — CXeMa,
O6uomerpuueckuii u token criocoOsl, MHOTO(AKTOPHAS U B3aUMHAs ayTeHTUUKAIIH. [IpOTOKOIIBI
uaeHTU(UKAIIIY ¢ HYJIEBOH nepeadeii 3Hanuid. Cxembl uaeHTupukanuu Oeiire-duara-1llamupa,
I'mnnoy-Kyuckyorepa 1 0oCHOBHbIE IIPOOJIEMBI ITPU UX alllapaTHO-IIPOrPaMMHOM peanu3aiiu.

@opMbl 1 METOJbI NPOBEACHHS 3aHITUNA MO TeMe, MpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTUH: JICKIHS, TPAKTUIECKOE 3aHSITHE.

Bunel camocTosTenbHOM MOATOTOBKH CTYACHTOB 110 TEME: MOATOTOBKA K MPAKTHUECKOMY
3aHATHIO.

Tema 3 OcHosHvle annapamuvie n00xo0vl Kk 3auume oannvix om HCI]. Abcmpaxkmusie
MoOenu 0ocmyna, ux GlusiHue Ha KOH@uaypayuio npocpamMmHO-annapamuol 4acmu 3auumol
uHgopmayuu.

Copepxanrie Tembl: OCHOBHBIE alllapaTHbE MOAXOAbI K 3amuTe gaHHbIX oT HCI.
AOCTpaKkTHBIE MOJENH AOCTyna. MepapXuyeckuil MpUHIMIT JOCTynma K Qaitmy. AnmapaTHas
3amuTa cereBoro (¢ainoBoro pecypca. llporpammuas ¢ukcauus goctyma kK - daiiiam.
JuckpenyonHast (pa3rpaHUYUTENbHAs) MOJICTbh YIPABICHUS JOCTYIIOM Ha OCHOBE (hOpMalibHOU
monenn Take-Grant u mpobnemsl mpu ee amnmapaTHOW peanu3anuu. CrocoObl MPOrpaMMHO-
anmapatHoi ¢pukcanuu akra qoctyna. HagexxHOCTh CHCTEM OrpaHHYSHHS TOCTYTIA. Y TIpaBIeHUE
noctynoM Ha ocHoBe poisieid — RBAC. ba3oBas monens RBAC. ManpaatHas (mipeactaBuTeIbHasT)
MoJieJb YIpaBlieHus gocTynoM. [Iporpammuas peanu3anuy MaHJaTHOW MOJIEIH JIOCTYIIA. .

@opMbl U METOJBI TPOBEACHHS 3aHIATUN MO TeMe, MpUMEHseMble 00pa3oBaTeiIbHbIC
TEXHOJIOTHH: JIEKLIUS, IPAKTUUECKOE 3aHATHE.

Bunel camocTosTensHOM MOATOTOBKH CTYACHTOB 10 TEME: MOJATOTOBKA K MPAKTUYECKOMY
3aHSTHIO.

Tema 4 Uncmpymenmul obecneuenus 3auyumvl UHDOPMAYUU ONEPAYUOHHBIX CUCHIEM.
Jlokanvuas nonumuxa 6esonacnocmu onepayuoHHol cucmemsvt Windows.

Conepxxanne Tembl: MHCTpyMEHTHI W MeTOABl oOOecredeHus WHOOPMAIMOHHOM
0e30MmacHOCTH B cpefie onepanuoHHoi cuctembl Windows. OCHOBHBIE KOMIIOHEHTHI JIOKaTbHOU
MOJIMTUKU O€30MaCHOCTH, HACTPOMKa MapaMeTpOB YYETHBIX 3alUCed, MapoyibHas TOJIUTHKA,
MEXaHHU3M ayAuTa COOBITHI, yIpaBiIeHHUE MTpaBaMu JIOCTYIA U TPYNIaMH MOJIb30BaTeNeH.

@®opMbl ¥ METOABI TPOBEICHUS 3aHATHUH MO TeMe, MpPUMEHseMble 00pa3oBaTeIbHbIE
TEXHOJIOTHH: JIEKIUS, TPAKTUYECKOE 3aHATHE.

Buipl caMocTOSTENHHOM MOTOTOBKH CTYIEHTOB 10 TEME: OATOTOBKA K MTPAKTUUYECKOMY
3aHATUIO.

Tema 5 Hoewmugpuxayus u aymenmugukayus cyoOvekmos 0ocmyna u 00beKmos
docmyna.Ozcpanudenue NPocPaAMMHOU cpedbl. 3awuma MAWUHHBIX HOCumeneu UHpopmayuu.
Pecucmpayusa cobvimuii 6e3onacnocmu.

Copepxanve Tembl: Teopus | TpaKTHKAa WICHTUQUKAIUU U ayTeHTHQHUKAIIU
noJb30BarTesiel u 00beKTOB JocTymna. OrpaHudeHue JOCTYIa MPOrpaMM K CHCTEMHBIM PECypCaM.
MeToapl 3amMTBl MAIIMHHBIX HOcuTened wHdopmaruu (mudpoBaHue, KOHTPOJb OCTYIIA,
CpeACTBa 3alIUTHl OT yTedek). [IpUHIUMIBI U METOABl pErucTpanuu coOBITUH Oe30macHOCTH
(JlormpoBaHue, ayanT). .

@opMbl U METOABI MPOBEACHUS 3aHATUI MO TeMe, MpUMEHseMble 00pazoBaTeIbHbIE
TEXHOJIOTUH: JICKIHS, TPAaKTUIECKOE 3aHSTHE.



BI/I,Z[BI CaMOCTOSTEIbHOM MOATOTOBKH CTYACHTOB IO TEMC: NIOATOTOBKA K IPAKTHYCCKOMY
3aHATUIO.

Tema 6 Ammusupycnas 3awuma. OOnapyscenue emopowcenuil. Komnmponv (ananus)
3auueHHocmu UuH@opmayuu.

Copepxanne Tembl: [IpuHIUOBl pabOThl AHTHUBUPYCHBIX MpOrpaMM. MeTomabl
oOHapyxkeHus: U HeWrpanuzauuu BpenoHocHoro IIO. Kpurepun BpIOOpa M HacTpoiika
AHTUBHUPYCHBIX pemeHni. CpeacTBa u MeTo bl o0Hapy)eHus Brop:kenuit (IDS/IPS). Anroputmsl
aHaJM3a aHOMAaJIMil U CUTHATYPHBIN aHau3. PexumMbl paboThl cucTeM 0OHAPYKEHUST BTOPIKEHHIA.
Metoapl aHanu3a 3amUIIEHHOCTH (CKaHMpoBaHME Yys3BUMoOcTell, Penetration Testing).
PerymnsapHuslii  MOHUTOpPUHT 0e30MacHOCTH (KypHAIMPOBAaHHE COOBITUH, aHAJIU3 JIOTOB).
Pa3paboTka riaHoB pearupoBaHus HA UHIIUJICHTHI.

@opMbl U METOABI MPOBEACHUS 3aHATUH MO TeMe, MpPUMEHseMble 00pa3oBaTeIbHBIC
TEXHOJIOTMH: JIEKIUS, TPAKTUYECKOE 3aHATHE.

Bunbel camocTosTeNbHON MOATOTOBKH CTYAEHTOB 10 TEME: IIOJrOTOBKA K IMPAKTUYECKOMY
3aHSATHIO.

Tema 7 QObecneuenue yeroCMHOCMU UHGOPMAYUOHHOU cuUcmeMbl U UHGOpMayuu.
Obecneuenue docmynHocmu uHphopmayuu.

Copepxanne Templ: (OOecrieueHUE IEITOCTHOCTH HH(DPOPMAIIMOHHONW CHUCTEMBI U
uHpopmanuu. OOecreueHUe AOCTYITHOCTH WHQPOpPMAIUU. 3amuTa Cpelbl BHUPTYATU3AINU.
3amuTa TEXHUYECKHUX CPEACTB. 3aluTa HHPOPMAIIMOHHOM CUCTEMBI, €€ CPEJICTB, CUCTEM CBS3H U
nepeaun JaHHBIX.

@®opMbl U METOZBI MPOBEACHUS 3aHATUH O TeMe, MPUMEHsSEMbIe 00pa3oBaTEIbHbBIC
TEXHOJIOTHH: JICKIIUS, TPAKTHUECKOE 3aHATHE.

Bupl caMOCTOSATEIIBHOM MOATOTOBKH CTYICHTOB IO TEME: MOJr0TOBKA K MPAKTHYECKOMY
3aHSITHIO.

5 Mertoauyeckne yKa3aHusi AJdsi O0y4alOIIMXCHA MO W3YYEeHHI0 M Ppeaju3auuu
AUCHUIIMHBI (MOZYJIs1)

5.1 Meroanueckue peKOMeHAAUMH OOYYAWIIUMCH M0 M3YYEHHUI0 IMCUMIUIMHBI H 10
o0ecIeYeHN 0 CaMOCTOSITeJIbHOM padoThI

CamocrositensHast padora cryfeHToB (CPC) — 3TO nedaTenbHOCTh y4aluxcs, KOTOPYIO
OHHU COBEpIIAIOT 0€3 HEeMOCPEJICTBEHHON MOMOIIM M YKa3aHUH MPEToIaBaTelis, PYKOBOJICTBYSCh
C(bOpMHpOBaBHH/IMI/ICSI paHeC MNpCACTABICHUAMH O MNOPAAKE W MPAaBHUIIBHOCTU BBIIIOJIHCHUA
onepanuii. llene CPC B mporiecce o0ydeHHs 3aKiIr04aeTcs, Kak B YCBOCHUW 3HAHUH, TaK U B
q)OpMHpOBaHI/II/I YMGHI/Iﬁ ¥ HAaBBIKOB I10 UX HUCITOJIb30BAHHIO B HOBBIX YCJIOBHAX HAa HOBOM yLIC6HOM
marepuaiie. CamocTosiTelIbHas padoTa Mpu3BaHa 00ECIeYMBATh BO3MOXHOCTh OCYIIECTBIICHUS
CTyACHTaMU CaMOCTOSITEIILHON MO3HAaBaTEILHOU NCATCIIBHOCTU B 06y‘-I€HI/II/I, " ABJIICTCA BUIOM
yueOHOro Tpyaa, CHOCOOCTBYIOIIETO (OPMUPOBAHHUIO Yy CTYIEHTOB CAMOCTOSTENbHOCTU. B
JIAaHHOHW y4eOHOU mporpamMme MpHUBEIEH MepeYeHb OCHOBHBIX U JIOMOJHUTEIBHBIX UCTOYHUKOB,
KOTOpPBIC MpEIaraeTcsl U3yuuTh B Tporiecce OOJydeHus mo aucuuiuimae. Kpome toro, ams
pacHIMpeHusi ¥ yriyOJieHus] 3HAHWN MO JAHHOW NUCIHMIUIMHE I1eJIecO00pa3HO HCIOJb30BaTh:
HAYYHbIC MyOJMKAIIMKA B TEMATUYCCKHUX )KYpHAJIaX; MOJHOTEKCTOBBIC 0a3bl JAHHBIX OMOIUOTEKH;
uMerolecss B OMOIMOTeKax By3a M pervuoHa IMyOJUKAUKA Ha 3JIEKTPOHHBIX M OyMa)KHBIX
HOCHUTEIISAX. YCIENIHOE OCBOCHUE TUCIMILIMHBI MPEIIoJaracT akTUBHYIO paboTy CTYJCHTOB Ha
BCEX 3aHATHSX AayJUTOPHOW (OpMBI: JIeKUUH M TPAKTUYECKUX 3aHATUH, BBIOJIHEHUE
aTTEeCTAIIMOHHBIN MeponpusaTHii, 3((EKTUBHYIO CaMOCTOSTEIbHYIO paboTy. B mporecce
HU3YUCHUA AOUCHUILUIMHBI CTYACHTY HeO6XO}II/IMO OPHUCHTHPOBATHECA Ha CaMOCTOATCIBbHYIO



npopaboTKy JIEKIMOHHOTO MaTepuaia, MOATOTOBKY K MPAKTUUYECKUM 3aHATHUSM, BBIOJHEHHE
TECTOB, CaMOCTOSITEIBHOE H3YYEHHE HEKOTOPBIX pPa3AeioB Kypca s HMpoBeneHUs 3aHATHN
JICKIIMOHHOTO THIA HCHOJB3YIOTCS Y4eOHO-HArjsAHble ocoOusi B (opMme Mpe3eHTAMOHHBIX
MaTepHajIoB, 00ECIEeUNBAIOLINX TEMAaTUYECKHE HIUTIOCTPALIMU, COOTBETCTBYIOIIME TEMaM JIEKIIUH,
IIpEJICTaBICHHBIM B yHKTe 4 HacTosiuen PIT/]

5.2 OcoOenHocTH oOpraHu3anuu oOO0y4YeHHs I JMI ¢ OrPAHUYEHHBIMH BO3MOKHOCTAMH
3/10POBbSI H HHBAJIH/I0B

[Tpr HEOOXOIUMOCTH OOYYAFOIUMCS U3 YUCIIA JIUI] C OTPAHMYCHHBIMHA BO3MOXKHOCTSIMHU
3JI0POBbS U MHBAITHJIOB (I10 3asBICHUIO 00YUAIOMIET0oCs ) MPEAOCTABISIETCS yaeOHas
uH(pOpMaIKs B JOCTYIHBIX (POPMAX C YIETOM MX UHAMBHIYAIbHBIX ICUXO(PU3HIECKUX
OCOOCHHOCTEH:

- JUISL TUI] C HAPYIICHUSIMU 3pEHUS: B TIeYaTHOH (hopMe yBeTMUEHHBIM IIPH(PTOM; B hopme
JJICKTPOHHOIO  JIOKYMEHTa; UHIUBHULYAJIbHBIE  KOHCYJIbTAllUU c [IPUBJICYECHUEM
TU(DI0CYpOTIEPEBOIUNKA; MHANBUAYAIbHBIE 331aHUsI, KOHCYJIbTALIUU U JP.

- 17151 JIMLL C HApYIICHUSIMU CIIyXa: B IeyaTHOH (hopme; B popMe 31EKTPOHHOTO IOKYMEHTA;
VWHJUBHyAJIbHbIC KOHCYJIbTAllUd C IIPUBJICYCHHUEM CYpAOINEPEBOJUYHMKA; WHIUBHYyAIbHbBIC
3a/laHus], KOHCYJIbTAllUU U JP.

- IUTsI JTUT] C HApYIICHUSIMU OTIOPHO-/IBUTATEIIBHOTO allliapaTa: B euaTHo# popme; B hopme
3JICKTPOHHOI'O JTOKYMEHTA; HHIUBUYaJIbHBIC 3a1aHNs, KOHCYIbTALUU U OP.

6 MoH OLIEHOYHBIX CPEICTB /JIsl MPOBEeHUsI TEKYIIEro KOHTPOJISI U MPOMEKYTOYHOM
arTecTauMy 00y4aroMXCcs M0 JMCUMILINHE (MO1YJIIO0)

B cootBerctBun ¢ tpeboBanusmu DPI'OC BO pns arrectanuu oOydaroIMXcsl Ha
COOTBETCTBUE HX IEPCOHAIBHBIX JOCTHKEHUH IUIAaHUPYEMbIM pe3ylbTaTaM OOydeHHUs IO
JUCLHUIUIMHE (MOAYIIO) co37aHbl (POH/IbI OLICHOUHBIX CPEACTB. THUIIOBbIE KOHTPOJIbHBIC 3a/laHus,
METOJMYECKHE MaTepuaibl, ONPEAeNAIonue MpOoUeAyphl OLEHUBAHUS 3HAHUM, YMEHHH U
HaBBIKOB, a TAK)Ke KPUTEPUH U IIOKa3aTeIH, He0OOXO0AUMBIE [T OLICHKH 3HAaHUH, yMEHUH, HABBIKOB
U XapakTepusywoluue dTanbl (HOPMUPOBAHMS KOMIIETEHIMH B  IPOLECCE OCBOEHUs
o0Opa3oBaTenbHON MPOrpaMMBl, ipeacTaBieHsl B [Ipunoxenun 1.

7 Y4yeO6HO-MeTOAMYECKOEe U HH(POPMALIMOHHOE 00ecnieyeHue TUCHUIINHBI (MOYJIs1)

7.1 Ocnoenas rnumepamypa

1. Byrun, A. A. IlporpaMMHo-anmnapaTHble CpeACTBA 3aLIUThl MHPOPMALUKU : yueOHOe
nocobue / A. A. bByrun, H. 1. I'nyxos, C. . HockoB. — 2-e u3n., nepepad. u por. — MpKkyTek :
UpI'YIIC, 2022. — 92 ¢. — Tekcr : aneKTpoHHbIH // JlaHb : 31eKTpOHHO-0MOINOTEeYHAs cHCTEMA.
— URL.: https://e.lanbook.com/book/342113 (nara obpamenus: 25.05.2026). — Pexxum gocryna:
JUIs aBTOPH3. MTOJIb30BaTENEH.

2. XKwmypos, J. b. [IporpammHo-arnmapaTHbeie cpeIcTBa 3alIUThl HHPOPMAIUH : yaeOHOe
nocobue / /1. b. XKmypos, C. B. XKykoB. — Camapa : Camapckuii yausepcurer, 2022. — 80 ¢. —
ISBN 978-5-7883-1799-1. — TexkcT : »nekTpoHHBIH / JlaHb : SIeKTpOHHO-OMOIHOTEYHAS
cuctema. — URL: https://e.lanbook.com/book/336515 (mata obpamenus: 25.05.2026). — Pexum
JOCTYTIA: JIJIsl aBTOPU3. TIOJTH30BATEINCH.

3. Ilesuo, B. 0. IIporpamMHo-anmnapaTHas 3amura JOKadbHBIX APM ¢
ucnionp3zoBanueM I10 Secret Net : yueOHO-meTommueckoe mocoome / B. 1O. Illeuos, E. B.
bynrakosa. - Mocksa ; Bosnorna : Undpa-Umxenepus, 2024. - 80 c. - ISBN 978-5-9729-1918-5.



- Tekcr : anextponHsiid. - URL: https://znanium.ru/catalog/product/2169714 (nata oOpamieHwus:
31.05.2026)

7.2  Jonoanumenvnas aumepamypa

1. Kaszapun, O. B. IIporpammHo-anmapaTHbie CpeicTBa 3aluThl HHPOpMaluu. 3ammra
IpOrpaMMHOTO  obecrieueHus : y4eOHUK U mnpaktukym st By3oB/ O. B. Kazapus,

A. C.3a6abypun. — Mocksa : HWznmarensctBo HOpaiir, 2025.— 312c.— (Bricuiee
obpaszoBanue). — ISBN 978-5-9916-9043-0. — Tekcr : snexrponHslii // OOpazoBaTenbHas
miatdopma IOpaiitr [caiit]. — URL: https://urait.ru/bcode/562070 (mara oOparieHus:
01.09.2025).

7.3 Pecypcol unghopmayuonno-menekommynuxayuonnou cemu '"Hnmepnem',
6KI04an npogeccuonanvuvle 06a3vl OAHHLIX U UHPOPMAUUOHHO-CRPABOUHDIE
cucmemul (npu HeodXO0UMOCmMU):

O6paszoBarenbHas matdopma "FOPAUT"
DnexTpoHHO-0ubnuoreyHas cucrema "ZNANIUM.COM"
DOnekTpoHHO-Oubnoreynas cucrema "JIAHB"

4. Open Academic Journals Index (OAJI). [Ipodeccuonanbnas 6a3a naHHbIX - Pexxum
noctyna: http://oaji.net/

5. Ilpesunmenrtckas OuOmmoreka uM. b.H.EmpnuHa (0a3a JaHHBIX —Pa3IMYHBIX
npodeccnoHabHBIX o0nacteil) - Pexxum moctyna: https://www.prlib.ru/

6. Hudopmanmonno-crnpaBounas cucrema "Koucynprant [lmoc" - Pexum moctyma:
http://www.consultant.ru/

wnh e

8 MarepuajbHO-TeXHHYECKOe oO0ecrevyeHHe IUCHUILIMHBI (MOAYJs) W IepeYeHb
HHG(pOPMANMOHHBIX TEXHOJIOTHI, UCMOJIb3yeMbIX NMPH OCYILIECTBJIEHUH 00pa30BaTEIbHOIO
npouecca no JMCuMIvInHe (MO1YJII0), BKJIKYAsl MlepevyeHb MPOrpaMMHOro odecre4eHust

OcHOBHOE 000pYIOBaHUE:

e KoMIIbrOTEPBI
IIporpamMmmHOE obOecIieUeHHE:
e Microsoft Office Standard 2007 Russian
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MMPOT'PAMMHO-AIIITAPATHBIE CPEJICTBA 3AIUTHI UTHO®OPMALIUU
Hanpasnenue u HanpaBiIeHHOCTh (IPOQIIIB)
11.03.02 NH)pOKOMMYHUKAITMOHHBIE TEXHOJIOTHU M CUCTEMBbI CBS3H. 3alUIICHHAS

MH()OKOMMYHUKAIIMOHHAs UHPPACTPYKTYpa

I'ox Habopa Ha OITOII
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1 Ilepedennb (popMHEpyeMbIX KOMIIETEH M

Haszsanne OITOII BO,
COKpalleHHOe

Kon u popmynupoBka KoMHeTeHIN

nu

Kon u popMynrpoBka HHANKATOPA TOCTIKCHUS
KOMITCTEHITHU

11.03.02 «MHpOKOMM
YHUKAIIMOHHBIE TEXHO
JIOTUU U CUCTEMBI CBSI3
u»
(B-UK)

ITKB-3 : CriocobeH pemaTh 3a1aqn
npodeccroHaNBHO IeaTeIbHOCTH

C YYETOM TEKYILEro COCTOSHUS U TE
H/ICHIUH pa3BUTHsI NHPOPMALMOHH
BIX TEXHOJIOTUIl, CPEJICTB TEXHUUEC
KO 3aIIUTHl HHpOpMaNnH, ceTei 1
cHucTeM Iepenadd nHPopMauu

[IKB-3.2x : 3HaeT COBpeMEHHYIO 3TaJIOHHYIO MO
JIeNIb B3aUMOJIEHCTBUS OTKPBITHIX CUCTEM, IPUH
LIUITBI TOCTPOSHHMS ¥ (QYHKIIMOHUPOBAHUS CUCTE
M U CeTell nepenayu nHpopManuu

IIKB-3.3x : Ucnonb3yeT coBpeMeHHbIe HHHOPM
AI[MOHHBIE TEXHOJIOTHUH U MPOTPAMMHEBIE CPEICT
Ba, B TOM YHUCJIE OT€YECTBEHHOT'O MMPOU3BOJICTBA,
JUTSL peIICHUS 3a/1a4 MPO(HeCCHOHATBLHOMN eATeN

BbHOCTH

Komnerenmus cuntaercs: chopMUPOBAHHOM Ha TaHHOM 3Tarie B CiIydae, eCiIM MOoTy4YeHHbIE
pe3yibTaTtel OOydYeHHMs [0 JUCLUIUIMHE OLICHEHbl IOJOXHUTEIbHO ([IUarna3oH KpUTEpUEB
OLICHUBAHMSI PE3YJIbTATOB O0YUEHUS «3aUTEHOY, «YA0BIECTBOPUTEIBHO», «XOPOILIOY», KOTIUIHOR).
B ciydae oTcyTcTBUS MOJIOKUTEIHHOM OLIEHKM KOMIIETEHIMS Ha JAHHOM 3Tale CUUTAeTCs

Hec(OPMUPOBAHHOM.

2 [loka3aTe/iu OlleHUBAHUS NJIAHUPYEMBbIX Pe3yJIbTATOB 00y4YeHHUs

Komnerennusi I[IKB-3 «CriocobeH pemrare 3aa4yn mpodecCHOHAIBHOM IeATEITBHOCTH C
Y4€TOM TEKYIIETr0 COCTOSIHUS U TEHACHLIUN Pa3BUTHS HHPOPMAIIMOHHBIX TEXHOJIOTHA, CPECTB
TEXHUYECKOH 3alIUThl HH(POPMAIIMH, CETSH U CUCTEM MepeIadu HHPOPMAITHI

Ta6mmma 2.1 — Kpurepun OlleHKH HHANKATOPOB TOCTHYKCHHU S KOMITCTCHIINH

Kon u popmynmpoBka HHAMKAT
opa JOCTH)XEHHS KOMIIETCHIINU

Pesynbrar

Kputepun oneHHBaHMS Pe3yabT
aToB O0yJYCHUS

IIKB-3.2k : 3HaeT COBpeMEHHY
10 ATATOHHYIO MOJIENb B3aUMOJ
€ICTBHS OTKPBITBIX CUCTEM, TP
MHIIUIIBI TOCTPOCHUS U (PYHKITH
OHMPOBAHUS CUCTEM U CETEH Ie
penauyu HHGOPMAIUH

coziepkaHue Mep 1o obecrieueH
uto nH(pOpMaIMoHHOH Oe3omac
HOCTH ¥ COCTaB IPOTPaMMHBIX
U [IPOrpaMMHO-aNIMapaTHBIX Cp
€/ICTB 3aIIUTH HH()OPMAIIH B K
OMIIBIOTEPHBIX CHCTEMaX M CETs

peleHne TECTOBBIX 3aJaHUI

MIPOU3BOJUTH BHIOOP CPEJICTB O
6ecrieueHnst HHOPMAITMOHHOM
0e30MacHOCTH ISl UCII0JIb30Ba
HUS UX B KOMIIBIOTEPHBIX CHCTE
Max U CeTAX C IeJbIo obecreye
HUS TpeOyeMOTO YPOBHS 3alIH

BBITIOJTHEHUE MTPAKTUYECKUX 3a]1
aHUH

HABBIKAMH aIMUHICTPHUPOBAHU
sl CPEJICTB 3alIUTHI HHPOPMAIIH
1 ¥ YIPaBJICHUS IIPOLIECCOM pea
JIU3AIMH KOMILIEKCa Mep o 00
€CTIeYeHNI0 HHPOPMAITHOHHON
0e30macHOCTH Ha OOBEKTE 3all]

PesynbraThl 00y4eHUs 110 TUCIUIDIHHE
Ko | Tmu
Il II
pe | pe
3- | 3-
Ta | Ta
2
1
ue
X
v
PI | me
2 HHA
e
IEHHOCTH
Ha
PA BBI
3
K
WUTBI

BBINIOJIHEHUE NIPAKTUYECKUX 32/l
aHUH




[IKB-3.3x : cnons3yet coBpe PII 3H | OCHOBBI ()OPMUPOBAHUS OJIUT
MEHHbIC HHPOPMAIIMOHHBIE TEX 4 aH | vk MHOOPMALMOHHOM Oe30mac | peleHne TeCTOBBIX 3alaHNi
HOJIOTHH U TIPOTPAMMHBIE CPEJl nue | HocTH
CTBA, B TOM YHCJIC OTCUCCTBCHH Y AHAJIU3UPOBATh UCXOJHBIC TaHH
OT0 IIPOM3BOJICTBA, IJISl PELICHN BI€ C IIEJIBI0 UX IPUMEHEHHUS TIP
N PI | me BBIIIOJHEHHUE NIPAKTUYECKUX 3a/1
s 337124 Ipo(heCCHOHAIBHOI 1ie 5 | ¥ TIPOCKTHPOBAHMM MOZiCHCTEM, |
ATETBHOCTH . CpencTB 00ECIICUCHHNS 3alUTHI
nHpOpMaUN
HaBBIKAMH aIMHHUCTPUPOBAHU
Ha | s mporpaMmMHO-anmapaTHbIX cpe
PA BBINIOJIHEHUE NTPAKTUYECKUX 3a]l
6 BBl | ACTB 3alIUTHI HH(GOPMAIUN B K i
K OMIIBIOTEPHBIX CHCTEMAX U CETA
X

Tabnuua 3amonHseTCs B COOTBETCTBHH € paszesioMm 1 PabGoueli mporpaMmbl JUCIATUTHHBL
(Motyist).

3 IlepeyeHb OLIEHOYHBIX CPEICTB

Tabmuna 3 — [lepedeHb OIICHOYHBIX CPEICTB IO TUCITUTUTHHE (MOTYJIIIO)

KonTtponupyemsle Ii1aHUpyeMBbIe pe3

yIBTaThl 00yUeHHS

KonTtpoaupyemsie TeMBI 1
HCLUIUINHEI

HaumeHoBaHME OLIEHOYHOTO CPEe/ICTBA U P

encrasienne ero B POC

Texkymuil KOHTPOJIb

ITpomexyrouHas at
TecTauus

Ounas popma 00ydeHUS

P/

3HaHUE : cofepKaHue Me
p 1o obecriedeHuo HHHO
PMAalMOHHOM Oe30I1acHoC
TH ¥ COCTaB NIPOTrPaMMHEI
X ¥ IPOrpaMMHO-aImapar
HBIX CPEJICTB 3aIlUThl NH
(dbopmanmu B KOMIBIOTEPH
BIX CUCTEMAX U CETIX

1.1. Apxurekrypa mporpa
MMHOAIMIapaTHBIX CPENICT
B 3awuThl OC. [IpuunHbl

BO3HHKHOBEHHS COOEB B O
TIepaTUBHOM MMaMsTH, 001
Ue MIPUHIUIBI TIOCTPOSHU
S CHCTEM 3aIUTHI

Tect

DK3aM€H B yCTHOM
dopme

1.2. OCHOBHBIC TTOHSTHS,
KIIacCU(UKaIus 3a1a4, pe
HIAeMBIX ITPOTrPaMMHO-AI
HapaTHbIMU CPEICTBAMHU
UIEHTU(HUKALUY U ayTEeHT
udukauu. MHOrodakro
pHast HACHTUPUKAIHA CYO
BEKTA, MIOHATHE POTOKOJ
a uIeHTH()UKALUH, HIACHT
nunmpyomas nHhopMa
st

Tect

DK3aMeH B yCTHOH
dopme

1.3. OcHOBHBIE anmnaparH
bI€ TIO/IXO/IBI K 3alUTe J1a
HHBIX oT HCJI. AGcTpakt
HBIE MOJIEITH JIOCTYTIA, UX
BIIMSTHAE Ha KOHPHUTypanu
10 IPOTPaMMHO-aNapaTH
O 9aCTH 3aLTUTHl HHPOP
MaITiH.

Tect

DK3aMeH B YCTHOI
dbopme

1.4. MucTpy™meHTHI 0bect
€4eHUs 3alUTHl HH(pOopMa
UM OTIEPAIMOHHBIX CHCT
eM. JIokanbHast moNMUTHKA
0€3011acCHOCTH OTEepaLMOH
Hol cuctembl Windows

Tect

OK3aMeH B yCTHOI
dopme




1.5. Unentudukanus u ay
TeHTH(UKAUS CYOBEKTOB
JOCTYTIa © OOBEKTOB TOCT
yna.OrpaHndeHre nporpa
MMHOH cpeapl. 3anmra M
AIIMHHBIX HOCUTENEH nH)
opMauuu. Peructpanus ¢
00BITHI 6€30IMaCHOCTH.

Tect

DK3aMeH B YCTHOI
dopme

1.6. AHTHBHpYCHAS 3aIH
ta. OGHapyKeHHEe BTOPKE
Huil. KoHTpoms (aHanu3)
3aIIMIIEHHOCTH HHPOpMa
LUK

Tect

DK3aMeH B YCTHOI
dbopme

1.7. ObecrieueHue HEa0CT
HOCTH HH()OPMAITMOHHOMN
CHCTEMBI U HH(POPMAIIUH.
ObecnieueHme JOCTYITHOC
TH nH}popManuu

Tect

OK3aMeH B yCTHOMI
dbopme

PJ12

YMeHue : Ipou3BOJUTH B
BIOOD cpescTB obecrieueH
ns mHQOpMAIOHHOI 0e3
OMacHOCTH ISl UCTIONB30
BaHHUS UX B KOMIIBIOTEPH
BIX CHCTEMaX U CETsX C IIe
TBI0 o0ectieueHus Tpedye
MOTO YPOBHS 3aIHIIICHHO
cTH

1.1. Apxurektypa nporpa
MMHOAQMMapaTHBIX CPEACT
B 3awuthl OC. [IpuunHbt

BO3HUKHOBEHHS COOEB B O
TIepaTUBHOMN MaMsATH, 001
Yie TIPUHIUTIBI TOCTPOCHU
SI CUCTEM 3aIllUThI

ITpakTryeckas pado
Ta

DK3aM€H B yCTHOM
dopme

1.2. OcHOBHEIC TTOHATHS,
KIaccu(uKays 3a1ad, pe
LIaeMbIX IPOrpaMMHO-aIl
MapaTHBIMU CPEACTBAMHU
uACHTH(UKALNY U ayTEHT
nduxanun. MHorogaxkro
pHast uaeHTUGUKaIHS Cy0
'BEKTa, OHSATHE MPOTOKOI
a UACHTH(UKANH, UICHT
nunmpyomas nHhopma
1St

[MpakTuyeckas pado
Ta

DK3aMeH B yCTHOMI
dbopme

1.3. OcHOBHBIE annaparH
bI€ TIO/IXO/IBI K 3alUTe J1a
HHBIX oT HC/I. AGcTpakt
HBIE MOJIENN JIOCTYTIA, UX
BIIMSHHE Ha KOHGUTYparu
10 IPOTrPaMMHO-aNapaTH
Oif YaCTH 3aIUThI HHPOP
Malu.

[TpakTryeckas pado
Ta

DK3aM€H B yCTHOM
dopme

1.4. MucTpy™MeHTHI obect
€ueHHMs 3aIuThl HHGOopMa
[[H OTIEPAIIMOHHBIX CHCT
eM. JlokanbHas MOJIMTUKA
0€30MaCHOCTH OTePaAIUOH
HOM cucteMsl Windows

IIpakTudeckas pabo
Ta

DK3aMeH B yCTHOH
dbopme

1.5. UnenTudukanus u ay
TeHTU(UKAIHS CYOBEKTOB
JIOCTYTIa © 00BEKTOB JIOCT
yna.OrpaHuyeHue nporpa
MMHOMH cpeapbl. 3auura M
AIIMHHBIX HOCUTENCH HH)
opmaruu. Perucrpanus ¢
00BITHI O€30IMaCHOCTH.

[MpakTryeckas pado
Ta

OK3aMeH B yCTHOI
dopme

1.6. AHTHBHpYCHAs 3a1i
ta. OOHapyKEeHHE BTOPXKE
Huii. Kortpons (ananu3)

[IpakTuaeckas pabo
Ta

DK3aMeH B YCTHOI
dbopme




3aIIMIIEHHOCTH HHPOpMa
LUK

1.7. ObecrieueHue LEI0CT
HOCTH HH()OPMAITMOHHOMN
CHCTEMBI U HH(POPMAIIUH.
ObecnieueHme JOCTYITHOC
TH nH}popManuu

[MpakTuyeckas pabdo
Ta

OK3aMeH B yCTHOMI
dbopme

PI3

HaBbIk : HaBBIKAMH aaMU
HUCTPUPOBAHUS CPEJICTB 3
alUThl UHGOPMALIUK U YII
paBIICHUS POLIECCOM pea
JIM3alUH KOMIUIEKCa Mep
o obecredeHno HPOpM
aIMOHHON 0€30I1aCHOCTH
Ha 00BEKTE 3aIIUTEI

1.1. Apxurekrtypa nporpa
MMHOAIMapaTHbIX CPENICT
B 3amutsl OC. [IprnanHs!

BO3HHKHOBEHHA COOEB B O
MIepaTHBHOM IMaMsATH, 001
1€ MPUHIUIBI TOCTPOSHH
ST CHCTEM 3aIIlUThI

[pakTudeckas padbo
Ta

DK3aMeH B YCTHOI
dopme

1.2. OCHOBHBIE IIOHATHS,
KIaccu(uKaIus 3amad, pe
[IAeMBIX IIPOTPaMMHO-aIl
TIapaTHBIMU CPEACTBAMHU
uAeHTH(UKALNY U ayTEHT
nduxauun. MHorogaxkro
pHast uaeHTUdUKaIHs cyo
'BEKTa, OHSATHE MPOTOKOI
a uAeHTU(UKALNH, UICHT
nunmpyomas vHhopMa
LUt

[MpakTuyeckas pabdo
Ta

DK3aMeH B yCTHOH
dbopme

1.3. OcHOBHBIE anmnaparH
BI€ TIOIXO/IBI K 3aIUTe J1a
HHBIX 0T HCJI. AGcTpakt
HBIE MOJIEIH JIOCTYTIA, UX
BIMSHHUE Ha KOHQUTYpaLn
10 TIPOrpaMMHO-aInapaTH
Oif YaCTH 3alUThI HHPOP
Malluu.

ITpakTryeckas pado
Ta

DK3aM€H B yCTHOM
dopme

1.4. UucTpyMeHTHI obect
€ueHHMs 3aIUThl HHPOpMa
[IUY OIEPALMOHHBIX CUCT
eM. JIokanbHas oJIMTUKa
6€30I1acHOCTH OTEPaIMOH
Hoii cucteMbl Windows

IIpakTudeckas pabo
Ta

DK3aMeH B yCTHOH
dbopme

1.5. Unentudukanus u ay
TeHTH(UKAIUSA CYOBEKTOB
JI0CTyTIa ¥ 0OBEKTOB IOCT
yna.OrpaHndeHue nporpa
MMHOH cpeapbl. 3auura M
AIIMHHBIX HOCUTEJICH NH]
opMauuu. Perucrtpanus ¢
0OBITHI OE30MACHOCTH.

[TpakTryeckas pado
Ta

DK3aM€H B yCTHOM
dopme

1.6. AHTHBHpYCHAs 3a1i
ta. OGHapyKEeHHE BTOPXKE
Huil. KoHTposs (aHanm3)
3aIUIIEHHOCTH HH(pOpMa
LUK

IIpakTudeckas pabo
Ta

DK3aMeH B yCTHOI
dbopme

1.7. Obecnieuenue nenoct
HOCTH HH()OPMAITIOHHOH
CHCTEMBI 1 HH(pOPMAaIHH.
OobecrieueHne 10CTYITHOC
TH nHpOopMannu

[IpakTuaeckas pabo
Ta

DK3aMeH B YCTHOI
dopme

P4

3HaHUE : OCHOBBI (POPMHUP
OBaHUS OJUTUKU HHDOP
MAaIOHHOH 0€301macHOCT
u

1.1. Apxurekrtypa nporpa
MMHOAMNapaTHBIX CPEACT
B 3amuTel OC. IIpuunns!

BO3HHKHOBEHHsI COOEB B O

Tect

OK3aMeH B yCTHOI
dopme




TIepaTUBHOM MaMsTH, 001
Ye MIPUHLUIBI IOCTPOEHU
ST CHCTEM 3aIIlUThI

1.2. OcHOBHBIC TTOHATHSA,
KIaccu(uKaIus 3amad, pe
[IAeMBIX IIPOTPaMMHO-aIl
HapaTHBIMU CPENCTBAMHU
UICHTU(OUKALUY 1 ayTEHT
nukaa. MHOToQaxkTo
pHast LACHTUDHUKAIHA CYO
'BEKTA, MOHSATHE IPOTOKOI
a UAEHTU(UKALNY, UICHT
nounmpymomas napopma
1St

Tect

DK3aMeH B YCTHOI
dopme

1.3. OcHOBHBIE annapaTH
bI€ TIO/IXO/IBI K 3alllUTe J1a
HHbIX oT HCJl. AGctpakt
HBIE MOJIENTH JIOCTYTIA, UX
BJIMSIHUE Ha KOH(UTYpary
10 IPOrpaMMHO-aIIapaTH
Ol YacTH 3amuThl HHPOP
MaluH.

Tect

OK3aMeH B yCTHOMI
¢dopme

1.4. MacTpymeHTH obecnt
€UCHHMS 3alUTHl HHPOpMa
LM OTIEPAlMOHHBIX CHCT
eM. JIokanbHas MoJINTUKA
0€30I1acCHOCTH OTEepPaLuoH
HoH cuctembl Windows

Tect

DK3aM€H B yCTHOM
dbopme

P15

YMeHue : aHanu3upoBaTh
HUCXOJHBIC JaHHBIC C LIC/Ib
10 UX IPUMEHEHHUS TIPH TP
OEKTHPOBAaHUH MOJICHCTE
M, CPEJICTB 00eCIcueHUs
3aIIUTH HHPOPMAIHN

1.1. ApxurtexTypa mporpa
MMHOAINapaTHbIX CPENICT
B 3anutel OC. [IpuunHs
BO3HUKHOBEHUS cOOEB B O
TIepaTUBHOI MaMsTH, 001
W€ MPUHINIBI TOCTPOCHU
ST CHCTEM 3aIUThI

[MpakTuyeckas pabdo
Ta

DK3aMeH B yCTHOI
dbopme

1.2. OcHOBHEIC TTIOHSTHS,
KIaccuduKamys 3a1ad, pe
IIaeMBIX IIPOrpaMMHO-aIl
TIapaTHBIMU CPEACTBAMHA
UACHTH(UKAINHT 1 ayTEHT
nudukau. MHOToQaxkTo
pHast uaeHTUGHUKAINA CyO
'bEKTa, OHSATHE IIPOTOKOI
a uAeHTH(UKAIINH, WICHT
udunpyromas uHpopma
ust

[TpakTryeckas pado
Ta

DK3aM€H B yCTHOM
dbopme

1.3. OcHOBHBIE anmapaTH
bI€ MOJIXO/IbI K 3alIHUTE Ja
HHBIX oT HC/I. AGcTpakt
HbIE MOJICITH IOCTYIIA, UX
BJIMSIHUE Ha KOH(UTYpanu
10 TIPOrpaMMHO-aIapaTH
Olf YacTH 3aIIKUTH HHPOP
MaluH.

[TpakTryeckas pado
Ta

DK3aM€H B yCTHOM
dopme

1.4. UacTpymMeHTHI 06ect
€UeHHMS 3alUThl HHPOpMa
LUK OTIEPAIIMOHHBIX CHCT
eM. JlokanbHas oJIMTUKa
6€301acHOCTH OTIEPaITiOH
HoM cucteMbsl Windows

[IpakTuaeckas pabo
Ta

DK3aMeH B YCTHOI
dbopme




1.5. Unentudukanus u ay
TeHTH(UKAUS CYOBEKTOB
JOCTYTIa © OOBEKTOB TOCT
yna.OrpaHndeHre nporpa
MMHOH cpeapl. 3anmra M
AIIMHHBIX HOCUTENEH nH)
opMauuu. Peructpanus ¢
00BITHI 6€30IMaCHOCTH.

[paktudeckas pabo
Ta

DK3aMeH B YCTHOI
dopme

1.6. AHTHBHpYCHAS 3aIH
ta. OGHapyKeHHE BTOPKE
Huil. KonTpons (aHanu3)
3aIIMIIEHHOCTH HHPOpMa
LUK

[paktudeckas pabo
Ta

DK3aMeH B YCTHOI
dbopme

1.7. ObecrieueHue HEa0CT
HOCTH HH()OPMAITMOHHOMN
CHCTEMBI U HH(POPMAIIUH.
ObecnieueHme JOCTYITHOC
TH nH}popManuu

[MpakTuyeckas pabdo
Ta

OK3aMeH B yCTHOMI
dbopme

P16

HaBrIk : HaBEIKAMH aqMH
HUCTPHUPOBAHUSI MPOTpam
MHO-aIIapaTHBIX CPEICTB
3aIIUTH HHPOPMAIIAHU B K
OMITBIOTEPHBIX CHCTEMax
H CeTIX

1.1. Apxurektypa nporpa
MMHOAQMMapaTHBIX CPEACT
B 3awuthl OC. [IpuunHbt

BO3HUKHOBEHHS COOEB B O
TIepaTUBHOMN MaMsATH, 001
Yie TIPUHIUTIBI TOCTPOCHU
SI CUCTEM 3aIllUThI

ITpakTryeckas pado
Ta

DK3aM€H B yCTHOM
dopme

1.2. OcHOBHEIC TTOHATHS,
KIaccu(uKays 3a1ad, pe
LIaeMbIX IPOrpaMMHO-aIl
MapaTHBIMU CPEACTBAMHU
uACHTH(UKALNY U ayTEHT
nduxanun. MHorogaxkro
pHast uaeHTUGUKaIHS Cy0
'BEKTa, OHSATHE MPOTOKOI
a UACHTH(UKANH, UICHT
nunmpyomas nHhopma
1St

[MpakTuyeckas pado
Ta

DK3aMeH B yCTHOMI
dbopme

1.3. OcHOBHBIE annaparH
bI€ TIO/IXO/IBI K 3alUTe J1a
HHBIX oT HC/I. AGcTpakt
HBIE MOJIENN JIOCTYTIA, UX
BIIMSHHE Ha KOHGUTYparu
10 IPOTrPaMMHO-aNapaTH
Oif YaCTH 3aIUThI HHPOP
Malu.

[TpakTryeckas pado
Ta

DK3aM€H B yCTHOM
dopme

1.4. MucTpy™MeHTHI obect
€ueHHMs 3aIuThl HHGOopMa
[[H OTIEPAIIMOHHBIX CHCT
eM. JlokanbHas MOJIMTUKA
0€30MaCHOCTH OTePaAIUOH
HOM cucteMsl Windows

IIpakTudeckas pabo
Ta

DK3aMeH B yCTHOH
dbopme

1.5. UnenTudukanus u ay
TeHTU(UKAIHS CYOBEKTOB
JIOCTYTIa © 00BEKTOB JIOCT
yna.OrpaHuyeHue nporpa
MMHOMH cpeapbl. 3auura M
AIIMHHBIX HOCUTENCH HH)
opmaruu. Perucrpanus ¢
00BITHI O€30IMaCHOCTH.

[MpakTryeckas pado
Ta

OK3aMeH B yCTHOI
dopme

1.6. AHTHBHpYCHAs 3a1i
ta. OOHapyKEeHHE BTOPXKE
Huii. Kortpons (ananu3)

[IpakTuaeckas pabo
Ta

DK3aMeH B YCTHOI
dbopme




3aIIMIIEHHOCTH HHPOpMa
LUK

1.7. ObecrieueHue LEI0CT
HOCTH HH()OPMAITMOHHOMN
CHCTEMBI U HH(POPMAIIUH.
ObecnieueHme JOCTYITHOC
TH nHpOopMannu

[Mpaktryeckas pabo | Dk3aMeH B yCTHOM
Ta dbopme

4 Onucanue npouexypbl OlleHUBAHUS

KauectBo copmupoBaHHOCTH KOMIETCHIIMA Ha JAaHHOM JTare OICHUBACTCS I10
pe3yJbTaTaM TEKYIIUX U TMPOMEXYTOUHBIX aTTECTAIlUi MPH MOMOIIN KOJUYECTBECHHOH OICHKH,
BEIpaXCHHOW B Oamax. MakcuManbHas cymMma OalljioB Mo qucHumuinHe (Moayno) pasaa 100

Oastam.

O1neHOYHOE CPEeICTBO
Bun yuebHoli nesTenbHOCTH IIpaktuueckad p | Ox3ame | Uto

Tect 1-5

abora H ro

JICKIMOHHbIE 3aHSTHS 20 80
IIpakTHyeckue 3aHsATUS 60
IIpomexxyTo4Has arTecTanus 20 20
Hroro 20 60 20 100

CYMMa 6aJ'IJ'IOB, Ha6paHHBIX CTYACHTOM II0 BCEM BHaM y‘IC6HOI>i ACATCIIbBHOCTU B paMKax
JAUCHUIIIMHBI, ICPEBOAUTCA B OLICHKY B COOTBCTCTBHU C TaﬁHHHeﬁ.

Cymma 6ato
s Or1ieHKa 110 TPOMEX
YTOYHOI aTTecTaIi XapakTepucTHKa KadyecTBa CHOPMUPOBAHHOCTH KOMITETEHIIUU
O TUCIUILIA "
HE
CTyzeHT IeMOHCTPHUPYET CPOPMHUPOBAHHOCTD JUCIMILTHHAPHBIX KOMITCTEHIIH, 00Ha
PY)XHBaeT BCECTOPOHHEE, CHCTEMAaTHYECKOE U TITy0OKOe 3HaHHe y4eOHOro MaTepraia
o191 10 100 «3a4TCHOY / , YCBOWJI OCHOBHYIO JINTEPATYPY M 3HAKOM C JIOIOJHHUTEIBHOH JIUTEPATypOid, peKkomMe
«OTJINYHOY HJ/IOBaHHOH IPOTPaMMOii, yMmeeT CBOOOIHO BBIMOJIHATE NPAKTUYECKHE 3aJaHusl, P
YCMOTpEHHBIE TPOrpaMMOi, CBOOOIHO ONIEpHPYET NPHOOPETEHHBIMH 3HAHUSAMH, YME
HUSIMH, TIPUMEHSIET MX B CHTYAIIHSIX TOBBIIIICHHON CIIOKHOCTH.
CTyzeHT IeMOHCTPUPYET CPOPMHUPOBAHHOCTD JUCIUATLTMHAPHBIX KOMIICTEHIHNA: OCHO
o176 110 90 «3a4TeHOY / BHBIC 3HAHUSI, YMEHHUS OCBOCHBI, HO JIOIyCKAIOTCSI HE3HAYUTEIbHBIC OIIHOKH, HETOYH
«XOPOIIIO» OCTH, 3aTPYAHCHUSI TIPH AHATUTHYECKUX OTIEPAIUsIX, IEPEHOCe 3HAHUI U yMEHUIT Ha H
OBbI€, HECTAH/IAPTHBIE CUTYAIIHH.
CryzieHT AeMOHCTPHUpYeT CPOPMHUPOBAHHOCTD TUCHUIUIMHAPHBIX KOMIIETEHIIMI: B X0
«3a4TeHO» / JIe KOHTPOJIBHBIX MEPOIIPUATHI JOMYCKAIOTCS 3HAYNTENBHBIE OIIMOKH, TPOSIBISETCS O
or 61 10 75 «yIIOBJIETBOPHUTENb | TCYTCTBHE OTAEIbHBIX 3HAHU, YMEHUI, HABBIKOB IT0 HEKOTOPHIM IUCIUTLUTHHAPHBIM K
HO» OMIIETEHIIHSM, CTY/ICHT HUCIBITHIBACT 3HAYUTEIbHbBIC 3aTPYIHEHUS IPU ONIEPUPOBAHH
Y 3HAHMSIMH M YMEHHSIMH [P X MEPEHOCEe HA HOBBIC CHTYAIIHH.
«He 3auTEHO» / V cryaenra He ¢hOPMHUPOBAHBI AUCHUILTMHAPHBIE KOMITETEHIINH, TIPOSBISIETCST HEZIOC
ot 41 1o 60 «HEY/IOBJIETBOPUTE Y OpMHpOBA P - TP
TaTOYHOCTh 3HAHUH, YMEHH, HABBIKOB.
JILHO»
«HE 3aUTCHOY /
JlucuuIutnHapHbIe KOMITETEHIIMH He c(OpMHUpOBaHbL. [IpOSIBIsSETCs MOTHOE MM HPaK
ot 0 mo 40 «HEYJOBJIETBOPHTE . o
BHOY THUYECKH MTOJTHOE OTCYTCTBYE 3HAHHUH, YMEHHUI1, HABBIKOB.

5 IlpumMepHbIe OLICHOYHBIE CPeACTBA

5.1 KoHTpoJILHBII TecT

1 Cornacno npukazy @CTIOK Poccun Nel7 «O6 yTBepxaeHuu TpeOOBaHUI O 3aIiuTe
nH(pOpMalliU, HE COCTABIISIONIEH TOCYyIapCTBEHHYIO TaliHy, COJEpKaIleicsl B rOCy1apCTBEHHBIX

I/IH(I)OpMaI_II/IOHHBIX CUCTCMAX» YCTaHABJIMBACTCA

(ckonbKO?) KIJIACCOB 3aNUIIEHHOCTH

roCyJIapCTBEHHON MH(GOPMAIIMOHHON CUCTEMBI.




a) l;

0) 2;

B) 3;

r) 4.

2 Cormacuo IlocranoBnenuto IlpaBurensctBa P® ot 01.11.2012 Nelll19 «OG6
YIBEp)KICHUM TpeOOBaHMH K 3alllUTe IE€PCOHAIBHBIX JaHHBIX IpU HX 0O0paboTke B
UH(POPMALIMOHHBIX CHCTEMax IEepPCOHANBHBIX MAaHHBIX» yCTaHAaBIUBaeTcs _ (CKOJbKO?)
YPOBHEH 3alIMIIEHHOCTH NH(POPMALMOHHON CUCTEMBI IEPCOHATIBHBIX JAHHBIX.

a) l;

0) 2;

B) 3;

r) 4.

3 Cornacao IlocranoBnennio IIpaButensctBa P® or 01.11.2012 Nelll9 «O6
YIBEP)KICHUM TpeOOBaHMN K 3allluTe [EepPCOHANBHBIX JAHHBIX IpU HMX 00paboTke B
UHPOPMALIMOHHBIX ~ CHUCTEMax  MNEPCOHAIBHBIX  JAHHBIX»  YPOBEHb  3AIIUIIEHHOCTH
MH(POPMALIMOHHOM CUCTEMBI 3aBUCUT OT

a) TUIIA aKTyaJbHBIX YIPO3;

0) MacmTaba CUCTEMBI,

B) KaTETOPHH MEPCOHATBHBIX JaHHBIX;

I') TUIa aKTyalbHbIX YIPO3 U MaciiTaba CUCTEMBI;

1) MaciiTada CUCTEMbI MU KaTerOpuu NEPCOHANIbHBIX JaHHbIX;

€) TUIA aKTyaJIbHbIX YIPO3 U KATErOPUU NEPCOHAIBHBIX IaHHBIX.

4 Cornacuo npukazy @CTOK Poccum Nel7 «O06 yrBepx)neHuu TpeOOBaHUI O 3aIIuTe
UH(pOPMaLIMKU, HE COCTABIISIONIEH rOCy1apCTBEHHYIO TaliHy, COJepXKalleiics B TOCYapCTBEHHbIX
MH(POPMALMOHHBIX CHCTEMAaX» KJIacC 3alllMIICHHOCTH HHPOPMALMOHHOW CUCTEMBI 3aBUCUT OT

a) ypOBHS 3HAYMMOCTH MH(pOPMAaLIUY;

0) Macmraba CHCTEMBI,

B) YPOBHS 3HAUUMOCTH MH(OpPMAIMK U MaclITada CUCTEMBI,

T') YPOBHS 3HAYMMOCTH UH(POPMALIUU B KATETOPUH TTEPCOHATBHBIX JTAHHBIX.

5 CornacHo npukazy ®CTIOK Poccun Nel7 «OO6 yTBep:kIeHHH TpeOOBaHMM O 3amuTe
nH(OpMaIK, He COCTaBIIAIONICH TOCYAapCTBEHHYIO TallHY, COJIEPKAIICHCS B TOCYAapCTBEHHBIX
UH(POPMALIMOHHBIX CUCTEMAax» YCTaHAaBIMBAaeTCs  (CKOJIbKO?) CTereHel BO3MOKHOTo yiepoa.

a) l;

0) 2;

B) 3;

r) 4.

1 CornacHo npukazy @CTIK Poccun Nel7 «O06 yTBepkieHUN TpeOOBaHUN O 3aIIUTe
UH(pOpMaINH, HE COCTABISIONIEH roCyJapCTBEHHYIO TaliHy, cojiepKalieiics B TOCyAapCTBEHHBIX
MH(OPMALIMOHHBIX cHCTEMax» UH(POpMAIUs UMEET BHICOKHI ypoBeHb 3HaunMoctu (Y3 1), eciu

a) XOTs OBl A7l OJHOTO M3 CBOMCTB 0e30macHOCTH MH(popManuu (KOH(DUICHIINATEHOCTH,
LEJIOCTHOCTH, IOCTYITHOCTH) OIIpe/IeJieHa BbICOKAs CTENEHb yiiepoa;

0) x0T OB JUI OJHOTO M3 CBOMCTB Oe30MmacHOCTH MHpOopMaLuu (KOH(DUIEHIINAIBHOCTH,
L[EJIOCTHOCTH, JOCTYITHOCTH) ONpeesieHa CPe/iHsAs CTeNeHb yuiep0a U HET HU OJIHOTO CBOMCTBA,
JUIS KOTOPOTO ONpesiesieHa BBICOKas CTENeHb yiepoa;

B) JUIA BCEX CBOMCTB Oe3omacHOCTH MHMOpMaIuu (KOHPUICHITUATHFHOCTH, IIEJIOCTHOCTH,
JIOCTYITHOCTH) ONpEIeTeHbl HU3KHUE CTETEeH! yIepoa.

8 Cornacuo npukazy ®CTIOK Poccun Nel7 «OO0 yrBepkaeHUU TpeOOBaHUM O 3alluTe
uH(OpMaIINHU, He COCTABISIONIEH rOCyJapCTBEHHYIO TaiiHy, cojiepKalieiics B TOCYAapCTBEHHBIX
MH(OPMALIMOHHBIX cHCTEMax» HHPOpMAIUI UMEET CpelHui ypoBeHb 3HaunMocTu (Y3 2), eciu

a) XOTs OBI A7l OHOTO U3 CBOMCTB Oe30macHOCTH MH(popMaiuu (KOH(UICHIIMATFHOCTH,
LEJIOCTHOCTH, IOCTYITHOCTH) OIIpe/ieJieHa BbICOKAs CTENEHb yiiepoa;



0) x0Tt OBl JUI OJTHOTO M3 CBOMCTB Oe30MacHOCTH MHpOpMaLuu (KOH(DUICHIINAIBHOCTH,
LEJIOCTHOCTH, JOCTYITHOCTH) ONpeesieHa CPeiHssl CTeNeHb ylep0a U HET HU OJHOTO CBOMCTBA,
JUISL KOTOPOTO OIpezieNieHa BBICOKas CTeNeHb yiepoa;

B) JUIA BCEX CBOMCTB Oe3omacHoCTH MHMOpMaIuu (KOHPUICHITUATBHOCTH, IIEJIOCTHOCTH,
JOCTYITHOCTH) OTIPE/ICICHbI HU3KHE CTETIEHH yiepoa.

9 Cornacao npukazy ®CTIOK Poccum Nel7 «O06 yrBepkaeHun TpeOOBaHUI O 3aluTe
uHpOpMaILKH, HE COCTABISIONICH rOCyIapCTBEHHYIO TaiiHy, COJepKalecs B TOCYAapCTBEHHBIX
nH(OPMALIMOHHBIX cCHCTEMax» HHpOpMAIUs UMeeT HU3KUI ypoBeHb 3Hauumoctu (Y3 3), ecnu

a) X014 ObI 711 OTHOTO U3 CBOWCTB Oe30macHOCTH MHPOopManuu (KOH(PUICHINAIBHOCTH,
LEJIOCTHOCTH, IOCTYITHOCTH) OIpe/ieJieHa BbICOKAs CTENEHb yiiepoa;

0) x0Tt OBI JUI OTHOTO M3 CBOMCTB Oe30MmacHOCTH MHpOopManuu (KOH(DUICHINAIBHOCTH,
LEJIOCTHOCTH, JOCTYITHOCTH) OINpeziesieHa CPe/IHAs CTEeNeHb yuiep0a U HEeT HU OJHOTO CBOWCTBA,
JUISL KOTOPOTO OIpezieNieHa BBICOKas CTeIeHb yiepoa;

B) JUIA BCEX CBOMCTB Oe3omacHoCTH MHMOpMaIuu (KOHPUICHIIUATBHOCTH, IIEJIOCTHOCTH,
JOCTYITHOCTH) OTIPE/ICICHbI HU3KHE CTETIEHH yiepoa.

10 Cornacno npukazy ®CTOK Poccun Nel7 «O06 yTBepKaeHUN TPEOOBAHHUI O 3allUTe
UHpOpPMaILKH, HE COCTABISIONICH rOCYIapCTBEHHYIO TaliHY, COJIEpIKAILEICs B TOCYJapCTBEHHBIX
MH(OPMAILIMOHHBIX CUCTEMAaX» MPH 00paboTke B MH(OPMALIMOHHON CHCTeMe ABYX U OoJiee BUIOB
uHpopmanuu (cayxeOHas TaifHa, HAJIOTOBAs TalfHA M WHBIE YCTAHOBJICHHBIC 3aKOHOIATEIILCTBOM
Poccuiickoii denepanuu Buabl HHPOPMAIIUN OTPAHUYEHHOTO JOCTYIA) YPOBEHb 3HAYMMOCTHU
undopmanuu (Y3) a) onpenensTcs OTASIbHO s KaKI0T0 BUIa HHGOpMAIuu;

B) SIBJISIETCSI €IUHBIM JUIS BCEX. OIPEJICIICHbl HU3KKE CTeTNeHH! yiepoa.

11 Kakoe u3 nmepeqncIeHHbIX CPEICTB 3Tl HHPOPMAITUU He 00ECTIeUnBACT 3aIUTY OT
HECAHKIMOHUPOBAHHOT'O JOCTYTIa

a) Secret Net Studio;

0) Dallas Lock;

B) Dr. Web.

12. Yto Takoe aHTUBUPYCHAs porpamma’?

A)llporpamma 1151 apXUBalUy TaHHBIX

6) CpenctBo 3amuThl OT BpegoHocHoro [10

B) CepBuUC /7151 CHHXPOHU3AIUHU JaHHBIX

r) [lpunoxenune st mudposanus HHGOpPMALTUU

13. Kax Ha3bIBaeTcsi MeTOJ OOHapyKE€HUs BTOPXKEHUH, HCIIOJIb3YIOLIUN CUTHATYPY
U3BECTHBIX aTaK?

A)CurHatypHbIil aHaTU3

0) AHaMUTUYECKUI aHAIIN3

B) Jlornueckuii aHanus

r) OYHKIIMOHATIBHBINA aHAIIN3

14. Yrto 3nauut «Penetration Testing»?

A) Ataka MeTo10M rpy0oii cuibl

0) ABTOpHU3alLMs B cCUCTEME

B) MMmuTanus kuGepaTaku JUIst IPOBEPKH O€30MacHOCTH

r) PactipocTpanenue Bupyca

15. Kakue pyHKIIMM BBIMOIHSAIOT CHCTeMbl 00HapyxeHus Bropxkenuit (IDS)?

A) OGHapyXKUBAIOT MOTBITKH BTOPKEHHS U TPEAYIIPEXKIAIOT O HIX

6) Ocy1ecTBIAI0T MOHUTOPUHT HHTEPHET-TpaduKa

B) Komupyrot nanHbIe 115 3aIUTHI

r) [lognepxuBatoT cTaOMIBHOCTH CETH

16. Kakas 13 yka3aHHBIX CHUCTEM 3aHUMAETCs aKTHBHBIM OTIIYTMBAaHWEM U OCTAaHOBKOU
aTaKyroIux?

A)SIEM

6) IDS



B) IPS

r) WAF

17. Kakoit meron aHanm3a 0€30MaCHOCTH TOJpPa3yMeBaeT MOCTOSHHOE HAOIOJIEHUE 3a
IIOBEJICHUEM T10JIb30BaTENEN U Tporpamm?

A)XypHanupoBanue coObITUI

0) [IpoakTUBHBIN aHATN3

B) AKTUBHBII MOHUTOPUHT

r') AHOMaJINU TIOBEACHUS

18. Kak Ha3bpIBalOTCS CHCTEMBI, MpEeIHA3HAUCHHBIC Ui aHaJIH3a JIOTOB M BbISBICHUS
UHIIUJIEHTOB 0€3011acHOCTH?

A)Antivirus systems

0) Intrusion Detection Systems

B) Security Information and Event Management (SIEM)

r) Data Loss Prevention (DLP)

19. Kakast 3amaua perraercst Ipy IMOMOIIH aHAIN3a 3aIUIIEHHOCTA HHPOPMALIUU?

A)Ounctka KECTKOro AUCKa OT Mycopa

6) OOHOBIIEHHE PaliBEPOB YCTPOUCTB

B) OLieHKa ypOBHs 3aIlIUThl HH(OPMALIMOHHBIX CUCTEM

r) YBenuueHue ObICTPOACHCTBHSI KOMIIBIOTEPOB

20. Yto Takoe ysa3BUMOCTb MH(OPMALIMOHHON CUCTEMBbI?

A)OTKpPBITOCTD CUCTEMBI 1JI1 BHELITHETO MHUpa

0) [Iporpeccupyromias araka xakepa

B) OmmOKa nim HeOCTAaTOK, MO3BOJISIOMINI OCYIIECTBUTH aTaKy

r) Beicokas npou3BOUTENBHOCT CUCTEMBI

21. Kak Ha3bIBaeTCs CPEACTBO 3AIIUTHI, MPEJHA3HAUCHHOE I aHAIM3a BXOISAIIMX U
UCXOJALIMX IaHHBIX U 3aIIUTHI OT aTaK HAa YPOBHE MPUIIOKEHUI?

A)Web Application Firewall (WAF)

0) Network Firewall

B) Virtual Private Network (VPN)

r) Domain Name System (DNS)

22. Yro Takoe mmuonckoe [10 (spyware)?

A)Crneuunansnoe [10 ans cOopa cekpeTHOM nH(pOpMaLUU O MOJIb30BaTeNe

0) AHTUBUpYCHas porpamma

B) becnnatHoe mpusnoxxenue A mpocMoTpa (pUIbMOB

r) [IporpamMmy ns penaktupoBanus otorpaduii

23. Kakue aedcTBUS NpeANpUHUMAET cUCTeMa NpenoTBpaiieHus Bropxkenuit (IPS) nmpu
0OHapy>XeHUH aTaku?

A)Briokupyer aTakyroIero 1 yBeJoOMIsIeT aAMUHUCTPATOPA

0) OTnpaBiseT yBeJJOMIICHHE MTOJIb30BATEIIO CaiiTa

B) [lepenaér ¢aiinbl Ha cepBep I apXUBaLUU

r) [IpocTo perucTpupyer MompITKy aTaku

24. Kakoil TUN aHanM3a OCHOBaH Ha CPaBHEHMM TEKYIIUX COOBITUH C H3BECTHBIMHU
MOJIEISIMH aTak?

A)CemaHTHUYeCKUH aHAIN3

0) AHaNUTUYECKUI aHAIIN3

B) [Ipodunmpyromuii ananus

r) CurHaTypHbIi aHAJIN3

25. Yro noppazymeBaetcs noa kareropueit "Threat Intelligence"?

A)VcKycCTBEeHHBIN MHTEIIEKT

6) Uudopmanus o kubepyrposax u MeTos1ax 60pb0bl ¢ HUIMU

B) 3apaHee yCTaHOBJICHHBIN MA0JIOH COOOIICHUHN

r) YcTpoiicTBo st yemieHust curnana Wi-Fi



26. Kakoii TepMUH XapakTepu3yeT MpoLELypy aBTOMAaTHYECKOIO YBEIOMJICHUS

aJIMHUHHCTPATOPa O HAPYIIEHUSAX MOIUTUKH 0€30MacHOCTH?

pecT

A)Alerting system

0) Debugging process

B) Backup mechanism

r) Archiving protocol

Kpamxue memoouueckue yrazanus

TecToBble 3amaHusi COCTOST W3 BOMPOCA M HECKOJBKUX BapUAaHTOB OTBETa. PereHue
aByiseT co0o0il yKka3aHue HoMepa Bompoca U OyKBYy, KOTOpOW 0003HA4YeH MPaBHIIbHBIN, 1O

MHEHUIO CTyJIeHTa, BapUaHT OTBeTa. B TeueHue cemectpa mpoBoauTcs 4 Tecta 1Mo 4 TeMaM Ha
JIEKIIMOHHBIX 3aHATHUAX, B KXKJOM TecTe 16 BOIPOCOB.

LIxana oyenku

OneHka Banssr OnucaHue

5 5 CTyIeHT IonycTiiI He 6oiiee 2X OmuO0K

4 4 CTyJIeHT COBEpIIMI OT 3 10 6 OIMMOOK B OTBETAX HA TECT

3 2-3 Crynent coBepumi ot 7 10 10 omm6oK B OTBEeTax Ha TECT

2 0-1 Cryzent coBepunn 11 u 6onee omnbOK B OTBETAaX Ha TECT
5.2 Bonpochl K 3K3aMeHy

1. Yro Takoe aAMUHUCTPUPOBAHUE CPEACTB 3aIIUTHI HHPOpMAaIin?
2. Kakue ocHOBHBIE 33/]a4l BBITIOIHSET a[IMUHUCTPATOP CPEICTB 3alIUTh HH(GOpMaun?
3. Kakue THunel yrpo3 WHPOPMAIMOHHON O€30MaCHOCTH MOTYT BO3HUKHYTH B

KOMIIBIOTCPHBIX CUCTCMAX U ceTax”?

4. Yro Takoe ayTeHTU(UKALKS ¥ TOUYEMY OHA BaykHa JIJIsl oOecrieueHus: 6e30macHoCTr?
5. Kakue MeTo bl ayTeHTU()UKALUU MOKHO MCIIOJIb30BaTh?

6. Uto Takoe aBTOpU3AMS U KaK OHA CBsI3aHa C ayTCHTH(HUKAIICH?

7. Kakue MeTo/1bl aBTOPU3AL[MM MOKHO HCIIO0JIb30BaTh?

8. Uro Takoe mudppoBaHUE U KaK OHO ITOMOTAET 3aIUTHTh HHPOPMALIUIO?

9. Kakue anroputmsl KH(pOBaHUS IIUPOKO UCTIONB3YIOTCS B CETIX?

10. Yro Takoe OpaHaMaysp U Kak OH oOecreunBaeT 0€30MacHOCTh CETH?

11. Kakue tuns! OpaHmMay’poB CYIIECTBYIOT?

12. Kakue pyHKIIMH BBHIMOTHSAET OpaHaMaysp?

13. Kakue metozas! o6HapyxeHus Bropxkenuit (IDS) cymectByror?

14. Kak IDS nomoraer oOHapyXHUTb U PEIOTBPATUTh aTaKu Ha CETh?

15. YTo Takoe BUPYC U KAKUE METOABI 3aLIUTHI OT HUX CYLECTBYIOT?

16. Kakue Tumbl BpeIOHOCHBIX TTPOTpamMM CYIIECTBYIOT?

17. Kakue MeToipl OOHapyXeHUs U YAaJeHHUs BpEIOHOCHBIX TPOrpaMM CYILIECTBYIOT?
18. YTto Takoe aHTUBHPYCHOE MPOTrpaMMHOE 00ecriedeHrne U Kak oHO paboTaer?

19. Kakue meTosl oOHapykeHus U npeaoTpaiienus DDoS-arak cyecTByroT?

20. Yro takoe VPN u kak OHO MOMOraeT o0ecnednTs 0€30MacHOCTb COEAUHEHUS?

21. Kakue tunel VPN-coenuHenuil cyimecTByoT?

22. Kakue MeTo/pl 3allIUTHI OT MepexBaTa JAHHBIX CYIIECTBYIOT?

23. Yro Takoe aynuT 0€30MacHOCTH U IT0YeMY OH BaXKeH?

24. Kakue HHCTpYMEHTHI ayiuTa 0€30I1aCHOCTH MOKHO MCIIOJIb30BaTh?

25. YUro Takoe MoJuTHKa 0€30MacCHOCTH U KaK OHa IIOMOraeT 00ecneyuTh 0e30MacHOCTh

uH(popmanun?

26. Kakue oCHOBHBIE 2JIEMEHTHI TOJTUTUKH O€30MaCHOCTH CYIIECTBYIOT?
27. Kakne MeToabl pe3epBHOIO KOMMMPOBAHHUS TAHHBIX CYIIECTBYIOT?
28. Uro Takoe (puiIbTpanus coAep>KUMOro U Kak OHa MOMOraeT ooecnednTs 0e30MacHOCTh

uH(popmanun?

Oe3omna

29. Kakue MeTo 1l PUIBTPAIIMH COAECPKUMOTO CYIIECTBYIOT?
30. Yro Takoe MHOroakTopHas ayTeHTH(HKAIUS M KaK OHA IMOMOTaeT 00ECTIEeYUTH
CHOCTB?



Kpamxue memoouueckue ykazanus
JlJ11 TOITOTOBKU K 3K3aMEHY CTYIEHTY HE0OXOIUMO M3Y4MTh JICKIIMOHHBIM MaTepual, a

TaK K€ MaTCpural HpeI[CTaBJIeHHBIf/'I B JOIIOJIHUTCIIBHBIX UCTOYHHKAX.
LlIxana oyenku
OneHka Banssr Onucanne
OLeHKa «OTJIMYHO» BBICTABIISIETCS CTYJICHTY, €CIIM OH TIIy0OKO U IPOYHO YCBOMJI IIPOrPaMMHBI
5 14-20 1 MaTepual UCUEPIIBIBAIOIIE, TOCIEOBATEIBHO, YETKO U JIOTHYECKH CTPOMHO ero u3iaraer
, YMECeT TECHO YBS3BIBATH TEOPHIO C
IIPAKTUKOH.
O11eHKa «XOPOIIO» BEICTABISICTCS CTYACHTY, €CJIM OH TBEPJI0 3HAeT MaTepHall, TPaMOTHO U II0 C
4 8-12 YIIECTBY U3JIaraeT ero, He J0MycKas CYIECTBEHHbIX HETOYHOCTEI B OTBETE Ha BOIIPOC, IPABHII
BHO NPHMEHSET TEOPETHYECKIE
TI0JIOYKEHUSL IIPH PEIICHUH NTPAKTHYECKUX BOIIPOCOB M 3a]1a4.
Or1eHKa «yJOBIECTBOPUTEIILHOY» BEICTABISICTCS CTYACHTY, €CJIM OH MMEeT 3HAHUS TOJIHKO OCHOB
3 2-6 HOr'0 MaTepuaa, Ho He yCBOUI €ro JieTanel, JomycKaeT
HETOYHOCTH, HEJOCTATOYHO NPABMIbHEIE (JOPMYIHPOBKH.
2 0-2 OneHKa «HeyJOBIETBOPUTEIBLHOY» BBICTABIACTCS CTYACHTY, KOTOPBIH HE 3HAET
3HAYMUTENBHON YaCTH NPOrPaMMHOIO MaTepuaa, JOMYCKAeT CYIECTBEHHbIE OIMOKH.
5.3 Ilpumepsnl 3agaHuii 115 BBINOJHEHNs NPAKTHYECKUX padoT

I. Cpencrra 3amuTsl Dallas Lock 8.0
[Mpaktrueckas padora Nel. Hactpoiika ynpaBieHus: JOCTYIOM K (aiiiam 1 mamnkam
Lenb: HAy4YWTHCS yCTaHABIMBATH M MPOBEPATH TpaBa JIOCTyma K (aiimaM M mamkam

cpenctBamu Dallas Lock.

N

b

Xon paboThI:

Co3zziaTh HECKOJIBKO MOJIb30BaTENEH C pa3IMYHbIM YPOBHEM JOCTYIIA.

HacTtpouts nHIMBUya IbHBIC ITpaBa JOCTyIA K OOIIMM Marnkam u daimam.
[TpoBepuTh, Kak paboTAIOT paBa JAOCTYIIA, IBITASICh U3MEHUTH WM YIAIUTH (ailibl ¢
pa3HbIX aKKayHTOB.

OdopMuth 0TUET C pe3ysibTaTaMU KCIEPUMEHTOB U BHIBOJIaMHU.

[IpakTuueckas padora Ne2. Merobl minppoBaHus JaHHBIX
Lenb: uccnenoBaTh MeXaHU3Mbl HIM(POBAHUS U paclIMPpPOBKHU (HailyioB U Marok.
Xom paboThI:

Co3znartp 3amudpoBaHHbIN QailI-KOHTEHHEDP U TOMECTUTH Ty/la Ba)KHBIE TaHHbIC.
[TonpoOoBaTh CKOMUPOBATH U NEepeHeCTH (hailI-KOHTEHHEP Ha APYTyI0 MallliHY.
IIpoBecTH BOCCTaHOBJIEHHE NaHHBIX U3 KOHTEHHEPA Ha LIEJIEBOM MallluHE.
Crenatb BBIBO/IBI O HAAEKHOCTH U IIPOCTOTE METOa MU(POBAHMUSL.

[Tpaktrueckas padota Ne3. KoHTpoJb 11€710CTHOCTH (haliIOB ¥ MPOTPaMM
[enb: HACTPOUTH MPOBEPKY LENOCTHOCTH (PAilyioB M YBUAECTh MOBEIECHUE CUCTEMBI MPHU

HapyIIEHNUHU [ETTOCTHOCTH.

»w

XoJ paboThl:

Hactpouts perynspHyio npoBepKy LEJIOCTHOCTH ONpeAeaEHHbIX (ailyioB U IPOTrpaMM.
HckycCTBEHHO U3BMEHUTH OJIMH U3 POBEPEHHBIX (DaliIOB U MPOaHATU3UPOBATH PEAKIINH
CUCTEMBI.

HcnpaButh HapylieHHEe LEJI0CTHOCTU U TOBTOPUTDH IKCIIEPUMEHT.

CocTaBuTh OTYET O X0/1€ IKCIIEPUMEHTA U PEKOMEHAALMSX 110 IPUMEHEHNIO MEXaHU3Ma.

[TpakTrueckas padota No4. 3amura OT HECAaHKIIMOHUPOBAHHOTO JAOCTYMA K HOCUTENISIM
Lenb: mpUMEHUTH METOAMKY 3aIIUThI OT UCIOJIb30BAaHUS BHEIIHUX YCTPOUCTB.
Xon paloThl:



How

Hown

»ow

Hactpouts 3ampeT Ha ucnons3oBanue BHemHUX HocuTene (USB, CD/DVD).
[IpoBepuTh peakIuio CUCTEMBI IIPH MOMBITKAX MOAKIIOYEHHUS U UCIIOJIb30BaHUS
3alPEIIEHHBIX YCTPOUCTB.

Hactpouts uckiItoueHue 111 KOHKPETHOTO BHEUIHETO YCTPOIMCTBA.

[ToaroToBUTH peKOMEHAINH 110 0€30IacHON padoTe ¢ YCTPOHCTBAMU XPaHEHHUS.

II. Cpencraa 3ammtsl Secret Net Studio

[IpakTrueckas padota Nel. Yopasnerue noJHOGOPMOYHBIM TOCTYIIOM

[enb: pa3oOpaThCst B IPAKTHKE pa3TpaHHUEHUS JOCTYIA K KOH(DUICHIINATLHBIM JTAHHBIM.
Xom paboThI:

Oprann3oBaTh pa3rpaHHUYCHHE JOCTYIIA MTOJIb30BaTeNeH K (paiiiaM U markam ¢ pa3Hou
CTCTICHBIO KOH(PHUICHIINATHHOCTH.

Ha3HauuTh KaxJJOMy MOJIb30BATEII0 YPOBEHbD JIOMYCKA U TIOMPOOOBATH IMOIYYUTh TOCTYII
K 3aIIUIIEHHBIM (aiiiaM.

HccnenoBaTh MEXaHU3M TIOJTHOM 3aIPETKH MOTOKA TaHHBIX MEXKTy 00BEKTaMH Pa3HOTO
YPOBHS KOHPHUICHIIHATLHOCTH.

[IpencraBuTh OTYET C BEIBOJAMH U OLEHKOW MOJIE3HOCTH JTAHHOTO MHCTPYMEHTA.

[IpakTuueckas padota No2. KOHTPOJIb 1IEIOCTHOCTH CUCTEMBI
[enb: MO3HAKOMUTBHCS C MEXaHU3MOM KOHTPOJIS LEIOCTHOCTH U €T0 3 (PEeKTUBHOCTHIO.
Xox paboThl:

Hactpouts pacnrcanue npoBepoK LEIOCTHOCTH CUCTEMBI M OIIPEACIIUTD YaCTOTY
IIPOBEPOK.

MouunupoBats TECTOBBIN (Paiil 1 TOCMOTPETh, KaK CpearupyeT CUucTeMa.
[TocMoTpeTh cOOBITHE HAPYIIEHUS LIETOCTHOCTH B XKYPHAJEe CUCTEMBI.

Be1BO/IBI 0 11€71€CO00Pa3HOCTH PETYISIPHOTO KOHTPOJIS IIETTOCTHOCTH.

[Tpaktruyeckas padora Ne3. TeHeBoe KOMTUPOBAaHHE U MAPKUPOBKA JTOKYMEHTOB
Ienb: peann3oBaTh NPOLECCH PE3EPBHOIO KOMMUPOBAHUS U MAPKUPOBKH TOKYMEHTOB.
Xon palboTshl:

Hactpouts TeHeBoe KonrpoBaHue (QailyioB Ha BHEIIHUE HOCUTEIIH.

ABTOMaTHYECKH MAapKUPOBATh OTIIEYaTaHHBIE JOKYMEHTBI COOTBETCTBYIOIIUMHU I'prudaMu
KOH(HJICHIIMATbHOCTH.

[TpoBepuTh 3¢pPeKTHUBHOCTH 00EUX MPOLIEyp Ha peabHbIX IPUMEpaXx.

Hanucatp 0T4ET ¢ peKOMEHAIUAMMU 110 YIYYIIEHHIO IpoIiecca.

ITpakTryeckas pabota Ne4. 3akpeiTas mporpaMMHasi cpena
Lenb: opraHu30BaTh 3aKPBITHIA KPYT Pa3pelIEHHBIX IPOTPAMM.
XoJ paboThl:

Onpenenuts nepeueHsb pa3pelI€HHbIX NPUIIOKEHUN I COTPYIHUKOB.

Hactpouts cpeny TakuM 00pa3om, YTOOBI OCTaIbHbIE TPOTPAMMBI HE MOTJIH OBITH
3aIlylICHBI.

[TpoBepuTh PYHKIIMOHATBHOCTD CUCTEMBI IIPU PA3TUYHBIX CUTYalUsAX (IOIMBITKA 3aIlyCcKa
CTOPOHHUX MPOTpamMM, OOHOBJIEHHE CYIIECTBYIOUINX MPHUIIOKEHUN).

[TpenocTaBUTh OTYET C MOSICHEHUEM NMPUHIIMIIOB pabOTHI 3aKPHITOM MPOrpaMMHOMR
Cpenpbl.

II1. Cpencrsa 3ammtsr Astra Linux SE



[TpakTuyeckas padora Nel. basoBas HacTpoiika uaeHTHU(GUKAIUY U ayTeHTH(PUKAIUN
[ens: M3yuuTh OCHOBBI paOOTHI C MHCTpyMEHTaMu ayTeHTHuKauu B Astra Linux SE.
Xon paboThI:

1. HactpouTh 1ByX(aKTOPHYIO ayTEHTH(PHUKAINIO IJIsi OJJHOTO TOIb30BATEIS.

2. TlponeMoHCTpUPOBATH CIIy4au YCICIIHOW U HEYCIEUTHOW ayTeHTU(UKALINH.

3. Paccmorpers mpeumyIecTBa U HEAOCTATKH MPEUIOKEHHOTO CIIO0c00a ayTeHTU(HKAIHH.

4. CocTaBUTb UTOTOBBINA OTUET C MOAPOOHBIM OMUCAHUEM MPOJIETAHHON PabOTHI.
[IpakTnueckast pad6ora Ne2. OpraHu3alMOHHBIE ACMEKThl MAHAATHOIO pPa3rpaHUYCHUS

JocTyna

Ilens: BBIAICHUTB, KaK paboTaeT MaHJaTHOE pasrpaHnyeHue aocryna B Astra Linux SE.
Xon paboThI:

1. TlpucBouTh NOJB30BATENAM YPOBHU KOH(PHUICHIMATHHOCTH U HAOIIOJATh MTOCIIEICTBUS
HOTIBITOK JIOCTYyTA K (haiiinam.

2. W3yuuTh paznuyus MEXIY AUCKPEIIMOHHBIM U MAaHAATHBIM CIOCO0aMU pa3rpaHUYeHUs
JocTyma.

3. TloHATk, mOueMy MaHAATHOE pasrpaHuueHue 3PpPeKTUBHEE MPOTUB BHYTPEHHHUX YIPO3.

4. WTOroBbI{ OTUET C BHISIBIICHHBIMU OCOOEHHOCTSIMHU.
[TpakTuueckas padorta Ne3. [Togmepikka MPOTOKOJIOB U PETyIUPOBaHUE PaOOTHI CETH
Lenb: BHEAPUTH U UCTIBITATh CETEBYIO 3aIUTy Ha Astra Linux SE.
Xon paboThI:

1. HactpouTh QUIBTpAIHIO TAKETOB U KOHTPOJIb 32 NEpeaadeii JaHHbBIX 1O CETH.

2. Ocy1iecTBUTH Nepeiady JaHHBIX BHYTPU CETH U 3aUKCUPOBATH COOBITHS (PUIBTPALIUH.

3. IIpoanamu3upoBaTh CTATHCTUKY MTPOMYCKAHUS JaHHBIX U OLIEHUTH KA4eCTBO pabOTHI
3alUTHOTO MEXaHU3Ma.

4. OdopmMuTh OTUET C 3aKITIOYCHUSIMU U PEKOMEHIAITUSIMH.
[IpakTuueckas pabota Ne4. 3amMkHyTasi mporpaMmHasi cpeia
Henb: peanu3oBaTb OrPaHUYUTENBHYIO TOJUTHKY OTHOCHUTEIBHO HCIOJIb3YEMBIX

porpamm.

Xon paOoTshl:

1. Bogenuts 0100peHHBIE IPOrPaMMBbI U UCKITIOYUTH BO3MOYKHOCTD 3aITyCKa MHBIX
MIPUIIOKEHUN.

2. TIpoBepuTh peakIuio CHCTEMBI Ha MOMBITKH 3aITyCKa 3alPeIEHHBIX IPOTPaMM.

3. Tlpom3BecTu 3KCEPUMEHTHI 110 MOJUGUKALIMU CYIIECTBYIOIIUX MPOTpaMM U OOHOBUTH
UX B paMKax pa3pelI€HHbIX YCIOBHM.

4. 3aBepHIUTH HCCIEIOBAHUE CO3JaHUEM OTUYETA C 0OCYKICHUEM Pe3yJIbTaTOB U BHIBOJIOB.

Kpamkue memoouueckue ykasanus
Ha BeImonHeHNe 0THOM MPAKTUYECKOUN pabOThI OTBOAUTCS HE MEHEE OHOTO JIBYXYaCOBOTO

3aHATUd. [locie BBIMOTHEHMS] KaXJAOW NMPAKTUYECKOW paboThl CTYAEHT JOJKEH MpPEACTaBUTh
OTYET O €€ BBIIOJHEHUH, A TAKXKE, [10 YKAa3aHUAM IIPENOAaBaTes, BHIIIOJIHUTH JOIOJIHUTEIbHbBIE
3aJJaHus 110 TEME

IlIxana oyenku

Orenka Babr Omnucanne

5 8-10 O1eHKa «OTIIMYHOY BBICTABIISIETCS, €CITU CTYACHT BEITIOHIUI 3aJaHNE, TPAaBUIIEHO
MIPUMEHII METOJIBL.

4 5-7 O1eHKa «XOPOILOY BBICTABIISETCS, €CIM CTYICHT BHIIOIHII 33aHUe, IPAaBHIBHO




TIPUMEHWJI METOIbI, HO COBEPILINJI JIOTHYECKUE OIIIMOKH.

OreHka «YAOBJIETBOPUTEIIBHO» BBICTABJIAECTCSA, €CJIN CTYACHT BBIIIOJIHWJI 3alaHUEC,

2-4

HO IIPUMEHUII METO/Ibl HE BCE HEOOXOIMMBIC METO/IbI [UIsl €r0 BBHIITOJIHCHUSL.

O1eHKa «HEYIOBJICTBOPHUTEIILHOY BBICTABISCTCS B CIyYae, €CIM CTYACHT HE BBITIONHWI 3a/laHue H/
0-1 WIA HEBEPHO TNPHMCHHI METOJIbI HEOOXOIUMEIC €ro

BBITTIOJIHCHUS.
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