MHWHOBPHAYKU POCCUA
BJIAJJMBOCTOKCKUI IT'OCYJTAPCTBEHHBI YHUBEPCUTET

KA®EJIPA THOOPMAIIIOHHOMN BEE30ITACHOCTH

Pabouast mporpaMma qTUCHUTITAHBI (MOTYJIs)
OTKA30YCTOMYNUBOCTD M HAIEXKHOCTH PACIPEJIEJTEHHBIX
NHO®OPMAIIMOHHBIX CUCTEM

CrienanbHOCTh U CTHCIHATH3AIINS
10.05.03 MuadopmarmonHas 6€30mMacHOCTh ABTOMAaTU3UPOBAHHBIX CUCTEM. be30macHOCTh
OTKPBITHIX HH(POPMAITMOHHBIX CUCTEM

I'ox Habopa Ha OITOII
2026

dopma 00ydeHuUsI
OYHas

Biagusoctok 2026



Pabouass mporpamma aucuuruiuHbl (Monayns) «OTKa30yCTOWYMBOCTD W HAJEKHOCTH
pacmpeieieHHbIX WH(POPMAIMOHHBIX CHUCTEM)» COCTaBIIEHA B COOTBETCTBHU C TPEOOBAHUSIMU
®I'OC BO mno mwnanpaBnenuto moarotroBku 10.05.03 HWudopmanmonnas 06e301macHOCTh
aBTOMAaTHU3UPOBAHHBIX CHCTEM (yTB. mpukazoM MunoopHayku Poccun ot 26.11.2020r. Nel1457) u
[lopsimkoM  opraHu3ald UM OCYIIECTBICHUS  OOpa3oBaTelIbHOW  JIEATEIBHOCTH IO
o0Opa3oBaTeNbHBIM IpPOTpaMMaM  BBICIIETO 00pa3oBaHMs — TMporpamMmaM OakajaBpuara,
porpaMMam CIie[UaTuTeTa, IporpaMMaM MarucTpatypsl (yTB. npukazom MunoopHayku Poccun
o1 06.04.2021 r. N245).

CocraBurenb(n):

Llymuk E.T.

VYTBepkIeHa Ha 3aceqanuu Kadeapsl nHGopMarmonHon 6e3omacHocTH oT 14.05.2026

npotokod Ne 8

COI'JTACOBAHO:
3aBe nit kadeapoii (pazpadboTynka AOKYMEHT IIOANTUCAH
Ayrom (1) P (p P ) SJEKTPOHHOMU NMOAITUCBHIO
H_[j@ wk E.T. Cepruduxar eg_1575874368
Homep TpaH3akimu 0000000000FBC522
Bnanenen Iymux E.I'.




1 Hessp, nuiannpyemMble pe3yabTaThl 00y4eHHs 110 AUCHHUIINHE (MOLYJII0)

Llenpro m3ydeHus QUCHUILIHHBI «OTKa30yCTOMYMBOCTD U HAIEKHOCTh PACIpeICICHHBIX
UH(POPMALIMOHHBIX CUCTEM SIBIISIETCS TEOPETHYECKas U IPAKTUYECKas MOATOTOBKA CIICIUAINCTOB
K JEATEIIHOCTH, CBSI3aHHOW C TIOCTPOCHHEM M OOeCle4eHHEeM HaJIe)KHOCTH pacIpeeIeHHBIX
BBIYUCITUTEILHBIX CUCTEM.

3amga4un AUCHUIIIMHBL:

JaTh MpeACTaBiIeHne 00 yCTpOWCTBaX M MPUHIMIIAX JACWCTBUS aKTUBHOTO M ITACCHBHOTO
CETEeBOr0 00OPYIOBAHUS;

- U3y4YUTh IPOrPaMMHOE O0ECIICUCHHE, PEATU3YIOIEe OCHOBHBIE CETEBBIE IIPOTOKOJIBL;

- 00y4HUTh OCHOBaM aIMUHHCTPUPOBAHUS BHIUUCIUTEIBHBIX CETEH;

- 00y4HuTh OCHOBaM OpraHH3aIMM 3alIUTHl OOMeHa WH(pOpMalMel B pacIlpeeleHHbIX
BBIYHCIIUTEIILHBIX CHCTEMAaX.

[TnanupyeMbIMH pe3ysibTaTaMyd 0Oy4eHUS MO JAUCIUILINHE (MOIYJIIIO), SIBISAIOTCS 3HAHUS,
yMeHHs, HaBbIKH. [lepeueHp MmIaHupyeMbIX pe3ysnbTaToB OOyUeHHS MO AUCLMIUIMHE (MOIYIIIO),
COOTHECEHHBIX C IUIAHUPYEMBIMU pe3yJbTaTaMu OCBOCHHUS 00pa3oBaTENbHONW MPOTPAMMBIL,
npejcTaBieH B Tadmuie 1.

Tabmuna 1 — Komnerennun, popMupyeMbie B pe3ylibTaTe W3Y9eHUS TUCIUITHHBI (MOTYJIs )

PesynpTaTel 00y4eHus M0 TUCTIUTUTHHE
Kon mn
Hassarne OIIOI Kox n popmymupoBka | dopmymupoBka Kon
WHAWKaTOpa
BO, cokpaiienHoe KOMIIETEHILIUNA
JIOCTHXKCHUS pe3yib ®DopmynrpoBKa pe3yibTaTa
KOMIIETEHI[UU
Tara
10.05.03 OIIK-15 : Ciocoben OIIK-15.1k : PJI1 3HaHue | METOIBI
«IHpopManoHHasT | OCYIIECTBISATH [epeuncnser TECTHPOBaHUS 110
6e301acHOCTb aJMUHUCTPUPOBAHUE | 3TaIbI pa3paboTaHHBIM
ABTOMATU3UPOBAHHBIX | ¥ KOHTPOJb pa3zpaboTku TECTOBBIM CITyJasiM
CHUCTEM (G YHKIIMOHUPOBAHHUS TNOJIMTUKH P12 YMeHue | npoBOAUTH aHAIIN3
(1b) CpEACTB U CUCTEM UH(POPMAITUOHHON PpE3yILTATOB
3aIUThl MHGopMauu | 6e30MacHOCTH I TECTUPOBAHUS
ABTOMATH3MPOBAHHBIX | OpraHH3aluy; P/13 HaBbik | paspaGoTku
CHCTEM, 0COOEHHOCTH TECTOBBIX
HHCTPYMEHTAJIbHBII IOJICICTEM JIOKYMEHTOB.
MOHUTOPHHT samutel OC
3aIIUIIEHHOCTHA Windows u
aBTOMAaTH3MPOBaHHBIX | Linux;
CHCTEM CTaH/IapTHbHIE
CpelncTBa
OpraHu3aIH
BUPTYaJIbHBIX
YaCTHBIX CETEH

B mpouecce ocBOEHMS MUCHMIUIMHBI pEMIAIOTCA 3aJa4d BOCIHUTAHMUS TapMOHHUYHO
Pa3BUTOM, MATPUOTUYHOM M COIMAIBHO OTBETCTBEHHOW JIMYHOCTH HA OCHOBE TPAIUIIMOHHBIX
POCCHICKUX TyXOBHO-HPaBCTBEHHBIX U KYJIBTYPHO-UCTOPUYECKUX LIEHHOCTEH, MPEACTaBICHHBIE
B Tabimie 1.2.

Tabmuua 1.2 — [{eneBble OpueHTUPHI BOCIUTAHUS

®opMHpOBaHNe LICHHOCTEI

BocnurareibHbIe 3a1a4H LeneBbie OpUEHTHPBI

®opMHpoOBaHHe IPAKIAHCKON MO3MIHMHA U MATPHOTH3MA

Bocnuranne ypaxxenust kK Koncruryuuu u

NI I'paxxnaHCTBEHHOCTH
3akoHaM Poccuiickoit @enepanuu

I[I/ICL[I/IHJ'[I/IHI/II)OBaHHOCTB




(I)Ole/IPOBaHPle AYXOBHO-HPABCTBCHHBIX HeHHOCTeH

Bocmuranue uyBcTBa J05Ta U
OTBETCTBEHHOCTH TIEPE]] CEMbEN U I'pask 1aHCTBEHHOCTH CHCTEMHOE MBIILIJICHUE
0011IeCTBOM

®opMHpoBaHHe HAYYHOT0 MHPOBO33PEHHS M KYJbTYPbI MbIIIJICHHUSA

PasBurne no3naBaTeIbHOTO HWHTEPECA U

CrpaBeIMBOCTh JMcuumImHIPOBAaHHOCTH
CTpEeMJICHUS K 3HAHUSIM

(I)OpMI/IPOBaHl/Ie KOMMYHUHKATUBHBLIX HABBIKOB U KYJbTYPbI 0o01eHusT

Bocmuranue KysibTyphl 1Uajiora u

o CHpaBeJJHI/IBOCTL AXTUBHas >KU3HECHHAS o3unus
YBaXXCHHUA K MHCHUIO JPYTUX JIIOACU

2 Mecto aucuuniuHbl (MoayJisi) B ctpykrype OIIOIT

JucuumnuHa «OTKa30yCTOWYUBOCTD U HAJIS)KHOCTh PACIIPEICTICHHBIX HH(POPMAIIMOHHBIX
CUCTEM» OTHOCHUTCS K 0a30BOM 4YaCcTH TUCIUIUIMH ydeOHoro turana Hampasieawst 10.05.03
«HpopmarronHasi 6€30MacHOCTh aBTOMAaTH3UPOBAHHBIX CUCTEM». BXOTHBIMU TpeOOBaHUSIMH,
HEOOXOIUMBIMH TSI OCBOCHHSI TUCITUTUIMHEI, SBIIICTCS HATMYUE Y 00YJAIOIINXCS KOMITCTCHITUH,
Cc(OPMHUPOBAHHBIX MPH WU3YUYCHHH AMCUUIUIMH W/WIM TPOXOKICHUU MNMpakTHK «be3omacHocTh
OTICPAITMOHHBIX cHUCTeM», «be3omacHOCTh cucteM 0a3 MaHHBIX». Ha naHHYIO TUCIUIUIHHY
ONMUPAKOTCS «3allUuTa BBIMTYCKHOW KBaJIH(PHUKAIMOHHON pabOThl, BKIOYas MOJITOTOBKY K
npoleaype  3alMThl W [poueaypy  3ammrtb», «KypcoBoe  mpoekTupoBanue  2»,
«[Ipon3BoacTBEHHAsI IPEIUITIOMHAS TPAKTHKAY.

3. O0beM AUCHUNJIMHBI (MOAYJIs1)

O0pveM aucHUIUIMHBL (MOJYJsI) B 3a4eTHBIX €AMHUIAX C YKa3aHHEM KOJHYecTBa
aKaJeMHYECKNX YacoB, BBIJIEJICHHBIX Ha KOHTaKTHYIO paboTy ¢ oOydaromumucs (10 BUIaM
y4eOHBIX 3aHATHI) U HAa CAMOCTOSITENbHYIO paboTy, IPUBE/IEH B Ta0IuUIE 2.

Tabnuua 2 — O6mas TpyJ0eMKOCTb AUCHUIUINHBI

Ie Tpyno- O0BeM KOHTaKTHOH paboTHI (Yac)
emecTp | emKocTh
Popma Yacte (OI/IC.TI:I/IO ) Bueaynu- Popma
Hassanue OIIOII BO | o6yue- AynuropHas CPC aTTec-
st VI Kypc TOpHAas A
(300, (3.E) | Beero 1
0300) nek. | mpak. | mab. | ITA | KCP
10.05.03
WndopmarmonHas

6€e30MmacHOCTh (0])]0] Cl.b 9 5 98 36 36 0 1 25 82 D
ABTOMATH3UPOBAHHbIX
CUCTEM




4 CTpyKTypa U co/iepKaHue IMCUMILTUHBI (MO1YJIs1)

4.1 CTpykTypa aucuunjanHbl (MoayJs) niass OPO

TemaTnueckuil 1miaH, OTpa)arLUil coaep)KaHUue AUCLUILIMHBI (MIepeueHb pa3fesioB U
TEM), CTPYKTYPHUPOBAHHOE IO BU/IaM YUEOHBIX 3aHATHI C YKa3aHUEM UX 00bEMOB B COOTBETCTBHH
¢ y4eOHBIM IJIaHOM, NpHBeJieH B Tabaule 3.1

Tabmuua 3.1 — Pa3aens! qUCHUTUTMHBL (MOTYJIs), BUIBI Y4€OHOU NEATETLHOCTH M (POPMBI
Tekyuero KouTpos st OO

Kon pe- Ko11-Bo 4acoB, OTBeJEHHOE Ha Dopma
Ne HazBanue Tembl 3yJIbTaTa P
Jlex [pakr JIab CPC TEKYyLIEro KOHTPOJIS
00yJeHHs
OCHOBHBIE IOHATHS TEOPHU Pl DAKTHICCKOE 3aIAHNE
1 | nagexsoctu. Kpurepuun ¢ 12 12 0 30 P A ’
P12, P13 TeCcT
HaJEKHOCTH CUCTEM.
Ormpenienienne HaeKHOT
PCICTICHUC HAACKHOTO PI1, MPaKTUYECKOE 3a/1aHue,
2 | mporpammHOro obecnedeH s 6 6 0 15
P12, P13 TECT
(T10).
[IpobneMsr HaaEKHOCTH
MIPOTPAMMHOTO 00ECTICUEHUS.
PJI1, MPaKTUYECKOE 3a/IaHuE,
3 | OcHoBHBIE TOHATHS TEOPUN 6 6 0 15
PJ12, P13 TECT
HaJIeKHOCTH KOMIIJICKCOB
IIPOrpaMMm.
KauecTBo nHGOpPMaIMOHHBIX
cucreM. OCHOBHBIE (DaKTOPEL, P11, MIPAKTUYECKOE 3a/IaHHE,
4 6 6 0 15
BIIUSIONIME HA HAZCKHOCTD PJ12, P13 TECT
110
Kpurepun Haie)KHOCTH
purep A PJI1, MPAaKTUYECKOE 3a/1aHHE,
5 | cHOXHBIX IPOrpaMMHBIX 6 6 0 33
PJ12, P13 TECT
KOMIUICKCOB
HToro no tadsmune 36 36 0 108

4.2 Conep:xaHue pa3aejioB U TeM JUCHUIVIMHBI (Moay.s) niass ODO

Tema 1 OcnosHuvle nonsmus meopuu Haoexcnocmu. Kpumepuu naoexcnocmu cucmen.

Copepxanne Tembl: Ilonatue HaaexxHoctu. CBolicTBa HaaexHocTu. Kputepun
HAaJEKHOCTH CUCTEM.

@®opMBl U METOJBI NPOBEACHMS 3aHITUH MO TeMe, NMpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTMH: JIEKIUS, IPAKTUYECKOE 3aHATHE.

Buzbl caMoCTOATENBHONM MOATOTOBKY CTYIEHTOB IO TEME: IOATOTOBKA K MPAKTUYECKOMY
3aHATUIO.

Tema 2 Onpedenenue HadexcHo2o npocpammrozo obecneuenus (110).

Copepxanne Ttembl: OrmpeneiaeHre  HaJEKHOTO  MPOrpaMMHOrO  OOECreueHus.
Omnpenenenue OMMOKY .

@®opMBI U METOABI TMPOBEACHUS 3aHATUI O TeMe, MPUMEHsEMbIe 00pa3oBaTeIbHBIE
TEXHOJIOTUH: JIEKIHS, TPAKTUYECKOE 3aHSITHE.

Bupl caMOCTOSATENEHOM MOATOTOBKH CTYIEHTOB IO TeME: MOJr0TOBKA K MPAKTHYECKOMY
3aHATHIO.

Tema 3 Ilpobnemvl nadedxcrHocmu npocpammuoco obecneuenus. OcHOBHbie NOHAMUSA
meopuu Ha0eHCHOCMU KOMNIIEKCO8 NPOCPAMM.

Copepxanne TeMbl: Tunel nporpamm. @akTopsl HaEKHOCTHU anmnaparypbl. CpaBHEHHUE C
ATAJIOHHBIM U3JIENHeM. 3a/1aull aHalln3a HaJIe)KHOTO MporpaMMHoOro odecredenus. CoppeMeHHast
BbICOKO?(h(heKTHBHAs TexHonorus npoekruposanus I10.

@®opMbl U METOJbI IPOBEACHHS 3aHITUHA MO TeMe, MpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTHH: JIEKLINS, IPAKTUUECKOE 3aHATHE.



BI/I,Z[BI CaMOCTOSTEIbLHOMN NOATOTOBKHU CTYACHTOB I10 TCMC: IMOATOTOBKA K IMMPAKTUYICCKOMY
3aHATUIO.

Tema 4 Kauecmeso unghopmayuonnvix cucmem. OcHOBHble ¢hakmopwvi, eiusowue Ha
Haoedcnocmy 110.

Conepsxanne tembl: Jlepekronornyeckue cBorictBa MC. Onenka kauectsa C. Kavectra,
MOKAa3aTeIM KadecTBa, KPUTEPUS M METPUKUA. Mojenb KiacCu(pUKAIMA KPUTEPHUEB KauecTBa
uHpopmannoHHbix cucteM. Cepruduxarnus. OcHOBHbIE T'pyHmbl (akTOpoB cOOEB M OTKA30B.
[IpuunHbBl MCKaXKEHUS aHHBIX. MeToAbl MPOSKTUPOBAHMS HAJIEKHBIX KOMILIEKCOB IPOTPAMM.
MeTo/1p1 TOBBILIEHUS HaJICXKHOCTH IPOTpamMM.

@opMBI ¥ METOJBI TPOBEACHHS 3aHITUH 1O TeMe, MPUMEHSIeMble 00pa30BaTeIbHBIC
TEXHOJIOTHH: JIEKLIUS, IPAKTUUECKOE 3aHSITHE.

Buabl caMocTosTENBHOM MOJTOTOBKU CTYIEHTOB MO TEME: MOATOTOBKA K MIPAKTUYECKOMY
3aHATHIO.

Tema 5 Kpumepuu HadescHocmu CIOAHCHBIX RPOSPAMMHBIX KOMHIEKCO8.

Copepxanue Tembl: OmMOKM, NPUBOJAIIME K HCKAKEHUIO BBIXOJIHBIX pPE3YJIbTATOB.
CpencTBa onepaTUBHOTO KOHTPOJIS U BOCCTAHOBJICHUS.

@®opMbI U METOABI MPOBEACHUS 3aHATUH MO TeMe, MPUMEHsSEMble 00pa3oBaTEIbHBIC
TEXHOJIOTHH: JIEKIUS, TPAKTUYECKOE 3aHSTHE.

Bunbl camocTosTENbHONM MOATOTOBKH CTYAEHTOB 10 TEME: IOJATOTOBKA K MPAKTUYECKOMY
3aHSTHIO.

5 Meroaguyeckne YyKa3aHUsl A OOYYAKOIIMXCH MO0 M3YYEHHI0 H Ppealu3aluu
AMCUUIIMHBI (MOIYJIs1)

5.1 Meroanyeckue peKOMEHIANUHM O0YYAlOIIMMCH 10 H3YYeHHI0 IMCHUIUIMHBI W 1O
o0ecrne4YeHNI0 CAMOCTOAITEILHOM PadoThl

CamocrosarenbHas padora ctyaeHToB (CPC) — 3T0 nesTenbHOCTh y4almxcs, KOTOpyIo
OHM COBEpUIAIOT 0€3 HEMOCPECTBEHHON MOMOIIM M YKa3aHUM MpenoiaBaTels, pyKOBOJICTBYSChH
c(OpPMHUPOBABIIMMHUCS paHEE MPEICTABICHUSIMH O TIOPSAKE U TMPABUIBHOCTU BBITIOTHEHUS
onepanuii. llens CPC B mporiecce oOydeHUsT 3aKJII04YaeTCs, KaK B YCBOCHUM 3HAHUM, TaKk U B
dbopMUPOBaHUN YMEHHI U HABBIKOB IO X UCIIOJIb30BAHUIO B HOBBIX YCIIOBHUSAX HA HOBOM Y4€OHOM
Marepuaie. CamoctosiTenbHas padoTa MpU3BaHa 0O0ECIEYMBATH BO3ZMOXXHOCThH OCYIICCTBICHUS
CTYJIEHTaMH CaMOCTOSITEIbHON MO3HABATENbHOM NESATENBHOCTH B OOYYCHHH, U SBISETCS BUIOM
y4eOHOTO TpyJAa, CIOCOOCTBYIOMIETO (OPMUPOBAHUIO Yy CTYACHTOB CaMOCTOATENHLHOCTH. B
JTaHHOW y4eOHOI mporpamMme MPUBEICH MepeYeHb OCHOBHBIX U JOIMOJHUTENBHBIX UCTOYHUKOB,
KOTOpBIE NIpEeIaracTcsi U3y4uTh B Ipolecce oOmydeHus mno aucuuiuimHe. Kpome toro, s
pacuIMpeHust U yriiyOJieHUsl 3HaHUM MO JAaHHOW NUCIMIUIMHE IeJIeCO00pa3HO HCHOJIb30BATh:
Hay4HbIE MYOJIMKAIIMU B TEMATUUECKUX KYpPHAJIaX; MOJTHOTEKCTOBBIE 0a3bl IAHHBIX OMOIHOTEKH;
uMerolecss B OMONMOTeKax By3a M perruoHa MyONUKAlUKi Ha JJEKTPOHHBIX M OyMa)KHBIX
HOCHUTENSX. Y CHEIIHOE OCBOCHHE TUCHUIUIMHBI MPEANnoaraeT akTUBHYIO paboTy CTYAEHTOB Ha
BCEX B3aHATHSIX AayJUTOPHOW (OpPMBI: JNEKIUH U TMPAKTUYECKUX 3aHATHUN, BBIOJHEHUE
aTTeCTallMOHHBIA MeponpusaTui, 3(deKTHBHYI0 camocTosTeNbHYI0 paboty. B mpomecce
U3yYeHHs] JUCUUIUIMHBI CTYJICHTY HEOO0XOJMMO OpHEHTHPOBAThCS Ha CaMOCTOSATEIbHYIO
popabOTKy JIEKIIMOHHOTO MaTepHaia, MOATOTOBKY K TPAKTUYECKAM 3aHSATHSM, BBITOTHEHUE
TECTOB, CaMOCTOSITEJIbHOE HM3y4eHHE HEKOTOPBIX pasfesioB Kypca s mpoBeneHUs 3aHATHH
JIEKIIMOHHOTO THIA HCIOJB3YIOTCS Y4eOHO-HarisiAHbIle 1MocoOus B (GopMe Npe3eHTAMOHHBIX
MaTepHaloB, 00eCIeUNBAIOLINX TEMaTUYECKHE HIUTIOCTPALIMHU, COOTBETCTBYIOIINE TEMaM JIKIIHA,
IIPEACTABIECHHBIM B IyHKTE 4 HacTosmen PIT/]



5.2 OcobGennocTn OopraHm3anvm Oﬁy‘leﬂl/lﬂ Vi JiMI € OrpaHM4Y€HHBIMHM BO3MOKHOCTAMH
3A0POBbS U HHBAJIU/A0B

[Tpr HEOOXOIMMOCTH OOYJAIOIIUMCS U3 YUCIIA JIUI C OTPAHHYEHHBIMA BO3MOYKHOCTSIMU
3JI0POBbSI U MHBAIHIOB (110 3asBJICHHUIO 00YYarOIIerocs ) MpeIoCTaBisieTcs yueOHas
uH(pOpMaIUs B JOCTYIMHBIX (pOpMax C yI€TOM MX UWHAUBUAYAIbHBIX ICUXO(PDU3HUECKUX
0COOEHHOCTEH:

- JUIS JIULL C HAPYLIEHUSIMU 3PEHUS: B TIeUaTHOU (hopMe yBeTMUEHHBIM LIPUPTOM; B hopme
AJIEKTPOHHOTO  JIOKYMEHTA; WHMBUlyaJIbHbIC KOHCYJIbTAIIUU c MIPUBJICYCHUEM
TUdI0CYpIOTIEPEBOIUNKA; MHANBUAYAIbHbIC 33JaHNSI, KOHCYJIbTAIIUH U JP.

- JUIsL JIUIT C HAPYIICHUSIMU CITyXa: B TieyaTHOU hopMe; B (hopMe STEKTPOHHOTO JOKYMEHTA;
WHJIUBUlyaJIbHbIE KOHCYJbTAallUW C NPHUBJICUYECHUEM CYpPAONEPEBOIUNKA; HWHANBUIYAJIbHbIC
3a/1aHus], KOHCYJbTAllUU U Jp.

- 17151 JIUI] C HApYILIEHUSIMU OIIOPHO-JIBUTATENILHOTO armapaTta: B ne4atHoii ¢oopme; B popme
AJIEKTPOHHOTO JOKYMEHTA; UHIUBUIyAJIbHBIC 33/IaHUsI, KOHCYJIbTAIIUU U JIP.

6 @oHa OLEHOYHBIX CPEACTB JIfl MPOBeIeHUs] TEKYIIero KOHTPOJISl M MPOMeKYTOYHOI
aTTecTAIMH 00yYAKIMXCS M0 AUCHUILIHHE (MOILYJIIO)

B cootBerctBum c¢ tpeboBanusmu DPI'OC BO pans arrectanuu 0oOydaroImIUXCs Ha
COOTBETCTBUE WX IEPCOHATBHBIX JIOCTIDKCHUH IUIAHUPYEMBIM pe3yiibTaTaM OOYYCHHS TI10
JTUCIUILIMHE (MOJIYJI0) CO3/1aHbl (JOH/IBI OLIEHOYHBIX CPEICTB. THUIMIOBBIE KOHTPOJIbHBIC 3a/1aHNUS,
METOJIMYECKUE MaTepUalibl, OINPEICIAIONIME NPOLEAYPbl OLCHHBAHHWS 3HAHUN, YMEHUH U
HABBIKOB, & TAKXKE KPUTEPUH U MOKA3aTENU, HEOOXOANUMBIE JUISI OLIEHKH 3HAaHUH, yMEHUI, HAaBBIKOB
U XapakTepu3yllnue dTambl (HOPMHUPOBAHHS KOMIIETCHIIMH B  IPOIECCE OCBOCHUS
00pasoBareNbHOI MTPOrpamMMmBbl, IipeacTaBieHsbl B [Ipunoxennn 1.

7 Y4eOHO-MeTOAMYeCKOe M HH(POPMALMOHHOE o0ecneyeHue TUCHMIINHBI (MOYJIs1)

7.1 Ocnoenas numepamypa

1. borateipes, B. A. MHpopmaimoHHbIE CUCTEMBI U TEXHOJIOTUHU. Teopust HaJIeKHOCTH !
yuebHoe nocobue g By30B / B. A. boratsipeB. — 2-e u3a. — Mocksa : U3narensctBo FOpaidT,
2024. — 366 c.— (Bwicmmee oOpasoBanue). — ISBN 978-5-534-15951-6. — Tekcr
NeKTpoHHBIH  //  OOpazoBarenbHas  miatgopma  FOpaiir  [caiit]. —  URL:
https://urait.ru/bcode/510320 (nara obpamenus: 01.09.2025).

2. Jlamun, FO. A. PacnipenenenHble HHPOpPMAaLMOHHBIE CUCTEMBI : ydeOHoe nocobue / .
A. Jlasmun. — Mocksa : PTY MUPDA, 2021. — 72 c¢.— Tekct : snexktpoHHsii / Jlaup :
ANeKTpOHHO-OuOMHoTeuHas cucrema. — URL: https://e.lanbook.com/book/218387 (mara
obparmenust: 25.05.2026). — Pexum goctyna: AJist aBTOPU3. MOJIb30BATEIEH.

7.2  Jlonoanumenvhas numepamypa
1. boratsipes, B. A. HaaexxHocTb HHPOPMAIIMOHHBIX CUCTEM : YYEOHUK JIJISI CPETHETO

npodeccuonaabHoro obpaszoBanus / B. A. borateipeB. — 2-e¢ u3a. — Mocksa : M3naTenscTBo
FOpaiit, 2025. — 366 c. — (ITpodeccuonansroe odpazoanue). — ISBN 978-5-534-18930-8. —
Tekcr : onextpoHHbli // OOpasoBarenbHas miardopma HOpaiir [caiit]. — URL:

https://urait.ru/bcode/568276 (nara obpamienus: 01.09.2025).

2. TI'mnbBaHoB, P. I'. HanexxnocTs MH(OpMAIIMOHHBIX cHcTeM : yueOHoe nocodue / P. I'.
['mnpBanoB, A. B. 3a06pomun. — Cankr-IlerepOypr : I[II'YIIC, 2022. — 85 ¢. — ISBN 978-5-
7641-1821-5. — Texkcrt : 2neKTpoHHbIH // JIaHb : 3MeKTpoHHO-Onbnmoreunas cuctema. — URL:



https://e.lanbook.com/book/279020 (mata oOpamenus: 25.05.2026). — Pexum poctyma: ans
aBTOpU3. MOJIb30BATEIICH.

7.3 Pecypcor ungpopmayuonno-menexommynukayuonnou cemu '"'Humepnem',
eKn0Yan npogeccuonanvhovie 06a3vl OAHHBLIX U UHPOPMAUUOHHO-CHPAGOUHbIE
cucmemsl (npu HeodX00UMOCMU):

1. O6pasosarenphas mwiarhopma "FOPAUT"

2. DnextpoHHO-OMOMMoreyHas cucrema "JIAHB"

3. Open Academic Journals Index (OAJI). IIpodeccuonanbuas 6a3za naHHbIX - Pexxum
nocryna: http://oaji.net/

4. Ilpesunentckass Oubnmoreka wuM. b.H.Empmuna (6a3a [OaHHBIX —pa3IMYHBIX
npodeccnoHanbHbIX o0nacTeil) - Pexxum nocryna: https://www.prlib.ru/

5. HudopmanmonHo-crnpaBoynas cucrtema "KoncympranTt Ilmtoc" - Pexxum mocryma:
http://www.consultant.ru/

8 MarepuajbHo-TeXHHYECKOe oO0eclevyeHHe IMCHUILIMHBI (MOAYJs) W IepeYeHb
HHG(pOPMANMOHHBIX TEXHOJIOTHI, UCMOJIb3yeMbIX NMPH OCYILIECTBJIEHUM 00pa30BaTEIbLHOIO
npouecca no JMCUMIvInHe (MO1YJII0), BKJIKYAsl MlepedyeHb MPOrpaMMHOro odecre4eHust

OcHOBHOE 000pPYIOBAHUE:

e KoMIIbrOTEPBI
e [IpoekTop

IIporpamMmmHoe o0ecrieyeHue:
e Microsoft Office Professional Plus 2016




MHWHOBPHAYKU POCCUA
BJIAJJMBOCTOKCKUI IT'OCYJTAPCTBEHHBI YHUBEPCUTET

KA®EJIPA THOOPMAIIIOHHOMN BEE30ITACHOCTH

@DOoH/] OLIEHOYHBIX CPEICTB
JUISl IPOBEJICHUSI TEKYILET0 KOHTPOJISt
Y IPOMEXKYTOYHOM aTTECTAlMU MO TUCHUILINHE (MOIYIIIO)

OTKA30YCTOMUYUBOCTDb U HAIEXKHOCTD PACHPEJIEJEHHBIX
NHO®OPMAIIMOHHbBIX CUCTEM

CrenuanbHOCTh U ClIeHUaTUu3aus
10.05.03 MudopmanronHas 6€301MacHOCTb aBTOMaTH3UPOBAHHBIX CUCTEM. be3onacHocTh
OTKPBITBIX HHPOPMAIIMOHHBIX CHCTEM

I'ox nabopa na OIIOII
2026

dopma 00ydeHus
OYHast

Biagusoctok 2026



1 Ilepedennb (popMHEpyeMbIX KOMIIETEH M

Haszsanne OITOII BO,
COKpalleHHOe

Kon u popmynupoBka KoMHeTeHIN

nu

Kon u popMynrpoBka HHANKATOPA TOCTIKCHUS

KOMIICTCHIIUHN

10.05.03 «Mudopman | OIIK-15 : CnocoOGeH oCyIIecTBIATh
MOHHasl 0€30MaCHOCTh | aAMUHHUCTPUPOBAHHE U KOHTPOIb ()
ABTOMAaTH3MPOBAHHBIX | YHKIIMOHUPOBAHHS CPEJICTB U CUCTE
cucTemM» M 3alUThl HHPOPMAIH aBTOMAaTH3
(1Bb) MPOBAaHHBIX CUCTEM, HHCTPYMEHTAI
bHBII MOHUTOPHHT 3aIIUIIEHHOCTH
ABTOMATH3HPOBAHHBIX CUCTEM

OIIK-15.1x : [Iepeuncnser 3Tarmsl pa3paboTKH II
OJIUTHKU WH(OPMAIIMOHHOW 0€30MacHOCTH ISt
OpraHU3aliH; 0COOCHHOCTH MOICHCTEM 3aIlUThI
OC Windows u Linux; cTanaapTHble CpeacTBa o
praHu3aliK BUPTYAIbHBIX YaCTHBIX CeTeil

Komnerenmus cuntaercs: chopMUPOBAHHOM HA TaHHOM 3Tarie B ciIydae, eCJIM MOoTydYeHHbIE
pe3yibTaTtel OOydYeHHMs [0 JAUCUUIUIMHE OLICHEHBl IIOJIOKUTEIbHO (JIUamna3oH KpUTEpUEB
OLICHUBAHMSI PE3YJITATOB O0YUCHHUS «3aUTEHOY, «YIOBIECTBOPUTEIHHOY, «XOPOIIO», KOTITHYHOY).
B ciydae oTcyTcTBUS IOJIOKUTEIBHOM OLIEHKM KOMIIETEHIMsS Ha JAaHHOM 3Tale CUUTAETCs

Hec(OPMUPOBAHHOM.

2 [loka3aTe/u OLleHUBAHUS IVIAHUPYEMBIX Pe3yJIbTATOB 00y4eHHs

Komnerennus OIIK-15 «CnocobeH ocymecTBIsITh aAIMUHUCTPUPOBAHNE U KOHTPOIIb
(GYHKIIMOHUPOBAHUSI CPEJICTB U CHCTEM 3alUThl HH(POPMAIIMK aBTOMATU3UPOBAHHBIX CUCTEM,
WHCTPYMEHTAJIbHBIA MOHUTOPUHT 3aIIUIIEHHOCTH aBTOMATU3UPOBAHHBIX CUCTEM)

Ta6muma 2.1 — Kpurepuu OlleHKH WHIUKATOPOB JIOCTHKEHUS KOMITCTCHIINH

PeSyJ’ILTaTBI 06y‘leHI/I$[ IO TUCHHUITTIMHE

oxacucrem 3amutel OC Window | PJ]
s u Linux; cTangapTHbIle cpeacTt | 2
Ba OpFaHI/ISaHI/II/I BI/IpTyaJ'II)HI)IX

Ko u gopmymupoka unankar | Ko | Tu Kpurepuu ouieHnBanus pe3ynbT
opa JocCTXeHus kommnereHnuu | A [ I aToB 0Oy4YeHUs

pe | pe Pesynbrar

3- | 3-

Ta | Ta
OIIK-15.1x : nepevucnsier 3Tan 3H

PI METO/Ibl TECTUPOBAHUS IO pa3p o
Bl Pa3pabOTKH NOJIUTHKH HH(DO aH pelIeHNE TECTOBBIX 3aJaHUH

N 1 a0OTaHHBIM TECTOBBIM CITydasiM

PMaIMOHHOW 0€30MacHOCTH [T ne
sl OpraHU3aINH; 0COOEHHOCTH IT A

ME MIPOBOAWTH aHAJIN3 PE3YJIbTATOB | BBIINOJHCHUC MPAKTUYCCKUX 3a/l

HH TECTUPOBAHUA
€

aHui

YAaCTHBIX ceTeH
Pa
3

Ha

BbI
TOB.

pa3pabOTKK TECTOBBIX JOKYMEH | BBIMOJHEHHE MPAKTHUECKUX 337

aHui

Tabnuia 3amosHgeTcs B COOTBETCTBUU € pa3aenoMm 1 PaGoueil mporpaMmbl TUCHUIUIMHBI

(Momyst).

3 IlepeyeHb OLIECHOYHBIX CPEACTB

Tabmuua 3 — IlepedyeHpb OLIEHOYHBIX CPEJCTB MO TUCIMILIMHE (MOIYIIIO)

KoHTponupyemsle miiaHupyemsble pe3
YIBTaTHl 00y4YeHUS

Kontponupyemsbie Tembl 1
HUCUMILIUHBI

HaumeHOBaHHE OIIEHOYHOTO CPEICTBA U TP
encrasienne ero B POC




Texymuit KOHTpOJIB

IIpomexyTouHas at
TecTalus

Ounas popma 0OydeHUS

P/

3HaHUE : METOBI TECTHPO
BaHU 110 pa3padOTaHHBIM
TECTOBBIM CIIy4asiMm

1.1. OcHOBHBIE IOHATHS T
eopuu HaznexHoctu. Kpur
€PUU HAJIC)KHOCTH CUCTEM

Tect

DK3aMeH B YCTHOI
dbopme

1.2. Onpenenenue Haex
HOT'O MPOrpaMMHOTO 00ec
neuenus (I10).

Tect

OK3aMeH B yCTHOMI
dbopme

1.3. [Ipo6neMbI HaJEKHOC
TH IPOTPaMMHOT0 obecre
yeHusi. OCHOBHBIC TIOHATH
sl TEOPUH HAJICHKHOCTH KO

MILIEKCOB IPOTPaMM.

Tect

OK3aMeH B yCTHOMI
dbopme

1.4. KauectBo nH(popMaIg
HOHHBIX cucTeM. OCHOBH
bIe (haKTOPHI, BIUSIIOMINE
Ha HazexHocTh [10

Tect

DK3aMeH B yCTHOI
dopme

1.5. Kpurepuu HagexxHoc
TH CJIOKHBIX IIPOrPaMMH
BIX KOMIIJIGKCOB

Tect

DK3aM€H B yCTHOM
dopme

P12

Vmenue : OpOBOAUTH aHa
JIN3 PE3yJIbTATOB TECTUPO
BaHUA

1.1. OcHOBHEIC IIOHATHS T
eopun HanexxHOCTU. Kput
epUU HaJe)KHOCTH CUCTEM

ITpakTryeckas pado
Ta

DK3aM€H B yCTHOM
dopme

1.2. Onpenenenue Hagex
HOTO TIPOTpaMMHOTO 00ec
nevyenus (I10).

ITpakTryeckas pado
Ta

DK3aM€H B yCTHOM
dopme

1.3. TIpo®neMbI HaIeKHOC
TH POTPaMMHOT0 obecre
yenus. OCHOBHEIE ITOHSITH
sl TCOPUH HAJCIKHOCTH KO
MIUIEKCOB MPOTPAMM.

[MpakTuyeckas pabdo
Ta

DK3aMeH B yCTHOMI
dbopme

1.4. KauectBo uHpopmarr
WMOHHBIX cucTeM. OCHOBH
bIe (paKTOPBI, BIUSIONIUE
Ha HaJiexHOCTh 110

IIpakTudeckas pabo
Ta

DK3aMeH B yCTHOI
dbopme

1.5. Kpurepuu HaexHOC
TH CJIOHBIX IIPOTPAMMH
BIX KOMITJICKCOB

IIpakTudeckas pabo
Ta

DK3aMeH B yCTHOH
dopme

P/3

Hagsix : pa3paboTku Tect
OBBIX JIOKYMEHTOB.

1.1. OcHOBHBIE IOHATHSA T
eopuu HajexHocTH. Kput
€pUH HaJISKHOCTU CUCTEM

[TpakTryeckas pado
Ta

DK3aMeH B yCTHOM
dopme

1.2. Onpenenenue Hagex
HOTO TIPOTPaMMHOTO 00ec
nieuenus (I10).

[TpakTryeckas pado
Ta

DK3aMeH B yCTHOM
bopme

1.3. [Ipo6neMbI HaJe)KHOC
TH POTPAMMHOTO obecrie
yenus. OCHOBHEBIC TTOHSITH
ST TEOPUU HAJIEKHOCTH KO

MITJIEKCOB MPOTPaMM.

[MpakTryeckas pado
Ta

OK3aMeH B yCTHOI
dopme

1.4. KagectBo nH(popmary
HOHHBIX cucTeM. OCHOBH
bIe (haKTOPHI, BIUSIIOINE
Ha Hajie)KHOCTh [10

[IpakTuaeckas pabo
Ta

DK3aMeH B YCTHOI
dbopme




1.5. Kputepuu HaznexHOC
TH CIOXHBIX IPOrPaMMH
BIX KOMIIJIEKCOB

[TpakTnyeckas pabo | Dk3aMeH B yCTHOM
Ta dopme

4 Onucanue npouexypbl OlleHUBAHUS

KauectBo copmupoBaHHOCTH KOMIETCHIIMA Ha JAaHHOM JTare OICHUBACTCS I10
pe3ysbTaTaM TEeKYIIUX U TMPOMEXYTOYHBIX aTTECTAIlUi MPH MOMOIIN KOJUYECTBECHHOH OICHKH,
BEIpaXCHHOW B Oamax. MakcuManbHas cymma OallioB Mo aucHumuinHe (Moaynto) pasaa 100

Oaytam.

O1neHOYHOE CPEeICTBO
Bun yuebHoli nesTenbHOCTH IIpaktuueckad p | Ox3ame | Uto

Tect 1-5

abora H ro

JIeKIIMOHHbIE 3aHSTHS 20 80
IIpakTudeckue 3aHATUSA 60
IIpomexkyTo4Has aTTecTalnus 20 20
Htoro 20 60 20 100

CYMMa 6aJ'IJ'IOB, Ha6paHHBIX CTYACHTOM II0 BCEM BHaM y‘IC6HOI>i ACATCIIbHOCTU B paMKax
JAUCHUIIIMHBI, ICPEBOAUTCA B OLICHKY B COOTBCTCTBHHU C TaﬁHHHeﬁ.

Cymma 6ato
s O1ieHKa 10 TPOMEXK
YTOYHOI aTTecTaIi XapakTepucTHKa KadyecTBa CHOPMUPOBAHHOCTH KOMITETEHIIUU
O TUCITUILIA "
HE
CTyzeHT IeMOHCTPHUPYET CPOPMHUPOBAHHOCTD JUCIMILTHHAPHBIX KOMITCTEHIIH, 00Ha
PY’KHBaeT BCECTOPOHHEE, CHCTEMAaTHYECKOE U TITy0OKOe 3HaHUE y4eOHOro MaTepuaia
o191 10 100 «3a4TeHO» / , YCBOWJI OCHOBHYIO JIUTEPATYPY U 3HAKOM C JOIOJHUTEIBHON IUTEpaTypold, pekoMe
«OTJIINYHOY H/IOBaHHOHU IPOTPaMMOii, yMeeT CBOOOIHO BBIIONHATE NPAKTUYECKHE 3aJaHus, MIPe
YCMOTpEHHBIE ITPOrpaMMOi, CBOOOIHO ONepHPYeT NPHOOPETEHHBIMH 3HAHUSAMH, YME
HUSIMH, IPUMEHSIET X B CUTYALMSIX OBBIIICHHOHN CIIOXKHOCTH.
CTyzeHT IeMOHCTPUPYET CPOPMHUPOBAHHOCTD JUCIUTLTMHAPHBIX KOMIICTEHIHNA: OCHO
o176 110 90 «3a4TeHO» / BHBIC 3HAHUSI, YMEHUS OCBOCHBI, HO JIOIyCKAIOTCSl HE3HAYUTEIIbHBIC OIIHOKH, HETOUH
«XOPOLIO» OCTH, 3aTPYAHCHUSI TIPH aHATUTHYECKUX OTIEPalUsiX, IEpeHOCe 3HAHUI U YMEHUIT Ha H
OBbI€, HECTAH/IAPTHBIE CUTYAIIHH.
CryzieHT AeMOHCTPHpYeT CPOPMHUPOBAHHOCTD TUCIUIUIMHAPHBIX KOMIIETEHIIUI: B X0
«3a4TeHO» / Jie KOHTPOJIBHBIX MEPOIIPHATHII JOMYCKAIOTCS 3HAYNTENBHBIE OIIMOKH, TPOSIBIIETCS O
ot 61 10 75 «yIIOBJIETBOPUTENb | TCYTCTBHE OTAEIBHBIX 3HAHUI, YMEHHMI, HABBIKOB 10 HEKOTOPBIM JUCIUILIMHAPHBIM K
HO» OMIIETCHIIHSM, CTY/ICHT HUCIBITHIBACT 3HAYUTEIbHbBIC 3aTPYIHEHUS IPU OMIEPUPOBAHH
Y 3HAHWSIMU M YMEHHSIMH [P X MEPEHOCEe HA HOBBIC CHTYAIIHH.
«HE 324TEHOY /
V cTynenra He chOPMHUPOBAHBI IUCHUIUIMHAPHBIE KOMIETEHIINH, TPOSIBISIETCS HE0C
ot 41 1o 60 «HEY/IOBJIETBOPUTE % o
TaTOYHOCTh 3HAHUH, YMEHH, HABBIKOB.
JILHO»
«HEe 3a4TeHO» /
JlucuuIutnHapHbIe KOMITETEHIIH He c(OpMHUpOBaHbL. [IpOSIBIsSETCs MOTHOE M TPaK
ot 0 110 40 «HEY/IOBJIETBOPUTE . .
HBHOY THUYECKH MTOJTHOE OTCYTCTBYE 3HAHHUH, YMEHNUI!, HABBIKOB.

S IlpumMepHbIe OLICHOYHBIE CPEeACTBA

5.1 llpumepsl 3a1aHUH /151 BHINOJHEHUS NPAKTHYECKHX PadoT

[Ipaktnyeckas pabora Nel:

MH(OPMaLMOHHON CHCTEMBI
enp paGoOTHI: M3YYHTHh BIHMSIHHE OJUHOYHBIX W MHOXKECTBEHHBIX OTKAa30B OTJEIBHBIX
y37I0B Ha pab0OTOCIIOCOOHOCT pacipeiesieHHON HH(HOPMAITMOHHOW CUCTEMBI.
3agaHust:
Co3math TPOCTYI0 MOJENIb pacTpeneaéHHON HHGOPMAIIMOHHOW CHCTEMBbI (Hampumep,
KJIacTepa CEepBEPOB WU OOJIAYHOM CPEJIbl).
Peanu3zoBath cuieHapHii 0TKa3a OTAEIBHOTO y3ia (cepBep, poyTep, KOMMYTaTop).

MopenupoBanue OTKa30B  Y3II0OB  PACHpPEIEIEHHON




OueHuTh U3MEHEHNE MPOU3BOAUTEIIBHOCTU U JOCTYITHOCTH CUCTEMBI MTOCJIE OTKAa3a.

[ToBTOPHUTH 3KCIEPUMEHT C HECKOJIBKUMH OJHOBPEMEHHBIMH OTKA3aMU.

Crenarp BBIBOA O BJIMSHHMM KOJMYECTBA OTKAa3aBLUIMX Y3JI0B Ha OOLIYI0 HAJEXHOCThH
CHUCTEMBI.

[Mpaktnueckass pabora Ne2: IIpoekTHpoBaHHE pE3EPBUPOBAHHBIX  APXUTEKTYP
pacnpenenéHHbIX CUCTEM

Llenp paboOThI: OCBOMTH NPOCKTHPOBAHME OTKA30YCTOHYMBBIX CXEM paclpeeeHus
Harpy3Ku U pe3epBUPOBAHUS BBIYMCIUTEIbHBIX MOITHOCTEM.

3anaHus:

Co31ath cxeMy apXUTEKTYpbl paclpeeIEHHON CUCTEMBI C UCII0JIb30BaHUEM aKTUBHOTO U
[IACCUBHOTO PE3EPBUPOBAHUSI.

HacTtpouTs 0anaHcupoBIIMK HATPY3KU U pealin30BaTh aBTOMAaTHYECKOE MEPEKIIIOUECHUE Ha
pE3EpBHBIE Y3IIbI.

[IpoBepuTh 3P PeKTUBHOCTD CXEMBI IPU OTKA3€ NEPBUYHOTO CEpPBEpA.

O1EeHUTh CKOPOCTH BOCCTAHOBIIEHHS pab0TOCTIOCOOHOCTH CUCTEMBI.

[IpencraBuTh peKOMEHJAIMH 110 ONITUMU3ALIUN BEIOPAHHON CXEMBI pe3epBUPOBAHUS.

[Ipaktuueckas padbora Ne3: MOHUTOPUHT W JTMAarHOCTHKA OTKAa30B B paCIpeACIIEHHBIX
cucreMax

Lenb paboTHI: HAYYUTHCS CBOEBPEMEHHO OOHAPYKUBATh COOM U OTIEPATUBHO PEarupoBaTh
Ha BO3HUKAIOIIUE MPOOIEMBbI B paclpeieIEHHBIX HHPPACTPYKTYpax.

3anaHus:

Y CcTaHOBUTH CUCTEMY MOHUTOpPUHTA (Harpumep, Zabbix, Prometheus miu Grafana).

HactpouTh MOHUTOPUHT KITFOYEBBIX METPUK MPOU3BOIUTEIBHOCTH U JOCTYITHOCTH y3JIOB.

Opranu3oBaTh ONOBEUICHUS aIMUHUCTPATOPOB PY BOSHUKHOBEHUH aHOMAJIMM U OTKA30B.

[IpoBecTn TECTUpOBAHUE CHUCTEMbl MOHHMTOPHHIAa HCKYCCTBEHHO CO37aB HEOOJbIINE
HEUCIIPAaBHOCTH.

OneHUTh CBOEBPEMEHHOCTh OOHAPYKCHHSI TPOOJIEM U KaYECTBO YBEIOMIICHHIA.

[IpakTuueckas padora Ne4: TecTrpoBaHHE OTKa30yCTOMYUBOCTH M BOCCTAHOBJICHHE ITOCIIE
aBapui

Lenb paboTel: 0TpaboTaTh MPOIEAYPHl TECTUPOBAHUS OTKA30yCTOMUMBOCTH U OBICTPOTO
BOCCTAHOBJIEHMsI pabOTOCTIOCOOHOCTH pacnpeeEHHON HH(OPMALIMOHHON CUCTEMBI.

3agaHust:

Pa3paboraTh TecT-I1aH MPOBEPKHU OTKA30yCTONYNBOCTH CUCTEMBI.

[IpoBecTu cepuro TECTOB Ha OTKa3 OT/AEJIbHBIX KOMIIOHEHTOB CUCTEMBI.

OTcrequTh peaklivio CUCTEMBI Ha OTKa3bl U 3a(pUKCUPOBATH BPEMs BOCCTAHOBIICHUSI.

[IpoTectrpoBath nporeaypy aBTOMaTUYECKOr0 U PyYHOTO BOCCTAHOBJIEHUS! CEPBUCOB.

[ToAroToBUTH PEKOMEHJAIMH 10 YIYUILIEHUIO MTPOLEAYP BOCCTAaHOBIIEHHUS MIOCIIE aBapuu.

Kpamkue memoouuecxue ykazanus

Ha BbImonHeHne 0JHOM NpaKkTHYECKON pabOThl OTBOAUTCS HE MEHEE OJHOIO JIByXYaCOBOI'O
3aHsaTHs. [locie BBIMOTHEHHUS KaKIOW MPAaKTHUUYECKOW pabOThl CTYAEHT NOJDKEH MPEeACTaBUTh
OTYET O €€ BBIMOJHEHNUH, a TAKXKE, 110 YKA3aHUSM MPEeToaBaTes, BHIIOJHUTD JOTOTHUTEIbHBIC
3a/1aHUS IO TEME

IlIxana oyenku

Ornenka Bambr Omnucanne

5 8-15 O1leHKa «OTJINYHOY BBICTABISIETCS, €CIIM CTYICHT BBIMIOJHII 3alaHKe, IPABUILHO TPUMEHHI METOT
bl

4 5.7 O1eHKa «XOPOII0Y» BBICTABISIETCS, €CIH CTYICHT BBITOJIHII 33JJaHUE, IPABIIIBHO IIPHMEHII METOJ
bI, HO COBEPIIII JJOTHYECKHE ONINOKH.

3 2.4 O1eHKa «yIOBJICTBOPUTEIBHOY BBICTABIISICTCS, €CITH CTYICHT BBIMOJIHIIT 3aaHUe, HO TIPUMEHIT MET
OJIbI HE BCE HEOOXOIMMEBIE METOJIbI JIJIS €70 BLINOJHEHUS.

2 0-1 O1leHKa «HEYIOBICTBOPUTEILHOY BBICTABISACTCS B ClIydae, €M CTYACHT HE BBINOJIHMI 3aJaHue u/

WJIM HEBEPHO MNPUMCEHHI METO/IbI HCOGXO,JII/IMI)IC €ro BBIIIOJIHCHUA.




5.2 Bonpochl K dK3aMeHy

1.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

JlaiiTe onpeneneHue NOHATHI «OTKa30yCTOMYUBOCTbY U «HAIEKHOCTD)» IIPUMEHUTEIIBHO
K pacnpeaenéHHbIM HH()OPMALIMOHHBIM CUCTEeMaM. YeM OTIUYal0TCs STU MOHATHSA?
Kakue cy1iecTBytoT OCHOBHBIE ITPUUKHBI BOSHUKHOBEHUSI OTKA30B B PACIpEACIEHHBIX
nH(OPMAaLIMOHHBIX cucTeMax?

Uro Takoe U30bITOYHOCTH B pacrpeaenaéHHbIx cucremax”? IlpuBeanre mpumeps
anmnapaTHOM U MPOrpaMMHOM U30BITOYHOCTH.

OO0BscHUTE TPUHIKUI PaOOTHI AKTUBHBIX M MTACCUBHBIX CXeM pe3epBupoBanusi. Korma
MpUMEHSIETCS KaXKaas cxema?

Oxapaxkrepusyiite noasitue MTBF (Mean Time Between Failures) u MTTR (Mean Time
To Repair). KakoBa cBs3b MEXIy STUMH MTOKA3aTEIISIMU M OOIICH HAIE)KHOCTHIO
CUCTEMBI?

Kakue MeTobl HCIIONb3YOTCS 7S OBBIIIEHNS OTKa30yCTOMUNBOCTH pacpeesIEHHbBIX
CYBJ1? IlpuBenute npumep peanr3alui MEXaHU3Ma PEIUIMKAIUU JaHHbIX.

KakoBbI 0cOOEHHOCTH MOCTPOEHUS OTKA30yCTOMYMBBIX ceTel XpaHeHus naHHbIX (SAN)?
Kakue TexHOIOruu nNpuMeHsSI0TCs 111 00ecriedeHHs HelTPEPhIBHOCTH OIlepariuii?
Packpoiite cyth konmnemnuu High Availability Cluster (BBICOKOOCTYITHOTO KJIacTepa).
Kakue KOMIIOHEHTHI BXOJST B TaKyl0 cUCTEMY?

Uto takoe RAID-maccuBb1? Kakoit yposenb RAID obecrnieunBaeT HaMIyqIryto
KOMOHMHAIIUIO OTKa30yCTONYUBOCTH M MIPOU3BOIUTEIHHOCTH?

Kakue cymiecTByroT Noaxo/1bl K IOCTPOEHUIO 0TKa30ycToiiunBoro DNS-cepBucos?
[Touemy BaxkHa BbIcOKast [ocTynHOCTs DNS-unbpacTpykTypsi?

Kak obecrieunBaeTcs 0TKa30yCTOMIMBOCTE B 001avHbIX cepBucax (IaaS/PaaS/SaaS)?
Kakue nonoiaHuTenpHbIE PUCKU BO3HUKAIOT IIPU MEpexo/ie Ha 00s1ako?

Pacckaxkure 0 MeToMKax TECTUPOBAHUS OTKA30yCTOMYUBOCTH PacIpeleIEHHBIX CUCTEM.
Kakwue sTansl BKIIIOYaET CTaHJAPTHBIN TECT 0TKa30yCTOMYUBOCTU?

Kak peanusyrorcs MexaHU3Mbl TOPSYETO U XOJOIHOTO pe3epBa B MPOMBIIUIEHHbIX
HEeHTpax 00paboTku JaHHBIX? B uéM cocTosT paznuuust moaxoa0B?

Kak obecrnieunTh 0TKa30yCTOWYMBOCTD PacpeesIEHHOTO MPUIIOKEHHSI, UCIOJIB3YIOLIETO
MHUKpPOCEpBUCHYIO apxUTeKTypy? Kakue cneunduunbie mpodaemMbl XapakTepHbl AT
MUKPOCEPBUCOB?

Kakue crangapTsl 1 MeXIlyHapOAHbIE TPAKTUKH CYLIECTBYIOT [T CepTU(UKALIUH
0TKa30yCTOMUMBOCTH U HAAEKHOCTH HH(POpMallMOHHBIX cucteM (Hanpumep, [ISO/IEC
25010)?

Kak peanusyercs 0TKa30yCTOWYMBOCTH B BBICOKOHATPYKEHHBIX CHCTEMaX PEaIbHOTO
BpeMeHU (Hanpumep, OuprkeBble TOProBblIe MIIOLIAIKH, OAaHKOBCKUE TPAH3AKIIMOHHbBIE
CEpBHCHI)?

Kak Bnusiet reorpaduueckas pacnpeienéHHOCTb IEeHTPOB 00pabOTKU JaHHBIX HA
MOBBILICHHE OTKAa30yCTONYUBOCTH KPYIHBIX KOPIIOPATUBHBIX HHGPACTPYKTYp?

Kakue anroputmel kKoHceHcyca (Hanipumep, Paxos, Raft) npumenstores 1 noctuxkenus
COTJIACOBaHHOCTH U OTKa30yCTOWYMBOCTH B paclpee€HHbIX cucreMax? B uém
3aKJIF0YAETCS UX OTIIMYME OPYT OT Ipyra?

Kak ctpoutcs cuctema MOHUTOPUHTA OTKAa30yCTOMYMBOCTH U PAHHETO MPENYNPEkKACHUS
cO0eB B KPYITHOMACHITaOHBIX pacrpeelEéHHbIX cucTeMax? Kakue MeTpuku sBIsSIOTCS
KJIFOYEBBIMU?

Kak pemaercst mpoGiema katactpopuieckoro otkasa (total failure) B kpuruuecku
BaXXHBIX TOCYJapCTBEHHBIX HH(OPMAIIMOHHBIX cucTeMax (Hampumep, Enunas
TOCYapCTBEHHAs! CHUCTEMa MPEIYNPEeXICHNS YpE3BbIUAHBIX CUTYAIIU)?

Kpamkue Memoouyeckue yKasaHus



JlJiss OITOTOBKU K dK3aMEHY CTYICHTY HEOOXOIUMO M3YYHTh JICKIIMOHHBIN MaTepuar, a
TaK e MaTepuall MPeICTABICHHBIN B TOMOJIHUTEIbLHBIX UICTOYHUKAX.
IIxana oyenku

OreHka Bamier Ornucanne
Or1eHKa «OTJIINYHOY BBICTABILIETCS CTY/CHTY, €CIIN OH IITyOOKO U IPOYHO YCBOWJI IIPOTPAaMMHBI
5 14-20 1 MaTepual NCYepIIbIBAIONIE, TOCIEA0BATEIBHO, YETKO M JIOTHUECKH CTPOHHO €ro u3yaraer
, YMEET TECHO YBSI3bIBATh TEOPHIO C IMPAKTHKOM.
O11eHKa «XOPOII0» BBICTABIISAETCS CTYAEHTY, €CIIH OH TBEPO 3HAET MaTepHal, TPaMOTHO H IO C
4 8-12 YIIECTBY U3JIaracT ero, He J0IMycKas CyIIECTBEHHBIX HETOYHOCTEH B OTBETE HAa BOIIPOC, MPABHIT
BHO NPUMEHSIET TEOPETHIECKHE ITOJI0KEHNUS ITPU PEHISHHH IIPAKTHIECKHX BOIIPOCOB M 33j1ad.
Or1ieHKa «yJOBIECTBOPUTEIILHOY» BEICTABISICTCS CTYACHTY, €CJI OH MMEeT 3HAHUS TOJIHKO OCHOB
3 2-6 HOTO MaTepuaia, HO He YCBOWII eT0 JeTale, TOMyCKaeT HeTOYHOCTH, HEJOCTaTOYHO MTPaBIIIbH
ble (OPMYITUPOBKH.
2 0-2 OI1eHKa «HEYIOBIETBOPUTENHHOY BBICTABIAETCS CTYAEHTY, KOTOPBII HE 3HAET 3HAUUTENBHON U
aCTH NPOTPaMMHOT0 MaTepHasa, JOMyCKaeT CYIECTBEHHbIE OMUOKN.
5.3 KoHTpOJIbHBI TeCT

1. Uto o3nauaet TepmuH « MTBF» B KoHTEKCTE Ha/IeKHOCTH HH(POPMAIIMOHHBIX CHCTEM?

A) Mean Time Before Failure (Cpennee Bpemsi 10 mepBoro oTkasa)

B) Maximum Time Between Failures (MakcumanbHOE BpeMsi MEXKTY OTKAa3aMH )

C) Minimum Time Between Failures (MuHrManbsHOE BpeMst MEXTy OTKa3aMH)

D) Mean Time Between Failures (Cpennee Bpemsi MeXIy OTKa3aMu)

2. Yro Takoe «ropsuuil pe3epB» B pacIpeaeEHHbIX cucTeMax?

A) Pexxum oxuganusi, Mpu KOTOPOM PE3€pPBHBIN KOMIOHEHT HAXOJUTCS B BBIKIIOYEHHOM
COCTOSIHUH

B) Cnioco6 pe3epBupoBaHus, Py KOTOPOM PE3EPBHBIN KOMIIOHEHT MOCTOSTHHO BKITFOUEH U
TOTOB MIPUHATH HATPY3KY

C) JlonomHUTENbHBII HCTOYHUK IEKTPOIUTAHUS

D) Cnoco0 pe3epBupoBaHus, IpU KOTOPOM PE3EPBHBIN KOMIIOHEHT CUHXPOHU3UPYETCS C

OCHOBH

IPOU3B

bIM KOMIIOHEHTOM B PEKUME OHJIAIH
3. Kakoii ypoBenb RAID obGecrneunBaeT BBICOKYIO OTKa30yCTOMUMBOCTb M XOPOILIYIO
OJIUTEIBHOCTb YTEHUSA-3aIHCH?

A) RAID 0

yCTpOH

B) RAID 1

C)RAID 5

D) RAID 10

4. Yrto Takoe «peruiMKaIus JaHHbIX» B pacIpeeI€HHbIX cucTemMax?

A) Iponecc apxuBaliy JaHHBIX Ha BHEIIHUE HOCUTEIH

B) KonupoBanue 1aHHbIX Ha yAalEHHBINA cepBep

C) ABromaruyeckoe co3fjaHue AyOIMKaTOB IaHHBIX Ha HECKOJIBKHUX y3J1ax

D) Ilponecc CMHXpPOHHOTO WJIM ACHHXPOHHOI'O KOIMPOBAHUS JIAHHBIX Ha HECKOJIBKO
CTB JIJIs1 TIOBBIIIEHMSI OTKa30yCTONYUBOCTH

Cpenuuii ypoBEHb CJI0KHOCTH:

5. Kak Ha3pIBaeTCs TEXHOJIOTHSA, IO3BOJIIOLIAS aBTOMATUYECKH IEPEPACIPENEIATh

3arpochl MOJIb30BaTENeN MEX/1y HECKOJIBKUMHU cepBepamMu?

A) Load Balancing (banancupoBka Harpy3ku)

B) Data Mirroring (3epkaiupoBaHue JaHHBIX )

C) Server Pooling (CepBepHblii my)

D) Load Distribution (Pacnipenenenue Harpy3km)

6. Kakoil anroputm KOHCEHCYca Yallle BCEro UCMOIb3yeTCsl B pacipeeEHHbIX CUCTeMaX

JJI TIPUHATHSA COTJIACOBAHHOT'O PECIICHUA BCEMU y‘—IaCTHI/IKaMI/I?

A) Round Robin

B) Least Connection
C) Weighted Random
D) Raft



7. Yto Takoe «High Availability Cluster»?

A) BBICOKOCKOPOCTHOM KJ1acTep

B) Bricokast mpomyckHas ClioCOOHOCTb CETH

C) BricokoahhekTHBHBIN MPOIIECCOPHBIN Ki1acTep

D) Bricokass AOCTYIHOCTh KiacTepa (IpyIia CepBEepOB, HACTPOCHHAS TaKHUM 00pa3oM,
4yT0OBI 00ecreuynBaTh OecrepeOoiHy0 padoTy Aake IMPHU BBIXOJIC U3 CTPOS YaCTH Y3JIOB)

8. Kakas apxurekrypa cuutaercsd HanOoyiee OTKa30yCTOMYMBOW JUIsl paclpeneiaéHHbIX
cucreM?

A) LlenTpanu3oBaHHast apXUTEKTypa

B) OnHoypoBHeBast apXuTeKTypa

C) Knuent-cepBepHas apXUTeKkTypa

D) MukpocepBucHasi apXuTeKTypa

IToBBIIEHHBIN YPOBEHB CIIOKHOCTH:

9. Kakas crparerusi pe3epBHpPOBaHUS MPEINOUTUTEIbHEE JUII KPUTUYECKU BaXKHBIX
0aHKOBCKHUX CHCTEM?

A) XoJIoaHBIN pe3eps

B) I'opstunii peseps

C) Tenunblii pe3epn

D) AxTHBHBII aKTHBHBIN pe3epB (Active-active)

10. Kakoii moka3aTenb XapakTepu3yeT CpeJHEee BpeMsi BOCCTAHOBIECHUSI CUCTEMBI TOCTIE
c6os?

A) MTTF (Mean Time To Failure)

B) MTBF (Mean Time Between Failures)

C) MTTD (Mean Time To Detect)

D) MTTR (Mean Time To Repair)

11. Kakast TexHOJIOTHS MO3BOJIIET MTHOBEHHO BOCCTAHOBUTH COCTOSIHHE CHCTEMBI TIOCTIE
c00s Oyarogapsi COXpaHEHHUIO IPOMEKYTOUHBIX COCTOSTHUN?

A) XKypuanupoBaHue TpaH3aKIUil

B) Perunukanust naHHBIX

C) ApxuBanusi JaHHBIX

D) Snapshots (MOMeHTabHBIE CHUMKH )

12. Kakoil craHmapT MIMPOKO MpUMEHSeTCd JUId  OLEHKH HAJeKHOCTH U
0TKa30yCTOMYMBOCTH UH(POPMAIIMOHHBIX CUCTEM?

A) T'OCT P UCO/M3K 27001

B) ISO/IEC 25010

C) PCIDSS

D) ISO/IEC 27005

13. Kakas texHosorusi obecreunBaeT ObICTpOe MEPEeKIIOUeHNE Ha PE3EpBHBIN pecypc npu
0TKa3e OCHOBHOTO pecypca?

A) VRRP (Virtual Router Redundancy Protocol)

B) NAT (Network Address Translation)

C) DHCP (Dynamic Host Configuration Protocol)

D) Failover

14. Kakass xapakTepuCTHKa OTpa)kaeT BEPOSTHOCTh BBIXOJAa M3 CTPOS KaKOro-inbo
KOMIIOHEHTa CUCTEMbI B TEUEHHUE 33JaHHOT0 NIEPHUO/1a BpEMEHU?

A) HapexHocThb

B) HoctynHocTh

C) YcroiunBoCTh

D) BeposiTHOCTh OTKa3a

15. Kakoif moaxoJ1 peKOMeH1yeTcsl MPUMEHSATh I 00eCcIeyeHHs: OTKa30yCTOHYUBOCTH B
MacIITabupyeMbIX 00IauyHbIX cpeaax?

A) Mcnonp3oBaHue EHTPATU30BAHHOM apXUTEKTYPHI



B) IIpuMmeHeHrEe MOHOIMTHON apXUTEKTYpPbI

C) I'eorpaduyeckas penauKamnus TaHHBIX

D) I'eorpadudeckast pacpeIeIeCHHOCTh CEPBEPOB U UCTIOIB30BAHUE 30H JJOCTYITHOCTH
16. Kakast TexHosI0THs 00ecneynBaeT 0TKa30ycToinunBoctbh DNS-cepBrcoB?

A) Active Directory

B) Dynamic DNS

C) GeoDNS

D) Round-Robin DNS

DKcHepTHbIE BOIPOCHI:

17. Kakasg KOHLENIMsS JIEKUT B OCHOBE OTKa30yCTOMYMBOCTH B MHUKPOCEPBUCHOU

apxuTekrype?

A) LenTpanm3anus ynpaBJIeHHs

B) MunumaibHas U301 CEpBUCOB

C) MakcumaibHas UHTErpalus CepBUCOB

D) Ipuniun u3onsuuu otka3os (Fault isolation principle)

18. Kakoii anropuTM KOHCEHCyCa WCIOJb3yeTCs B OOJBIIMHCTBE peaTU3alui

pacrpenenéHHBIX CUCTEM yIpaBiIeHus: KoHpurypanusmu (Hanpumep, etcd)?

A) Two-phase commit

B) Three-phase commit

C) Paxos

D) Raft

19. Kakas mepa MHOBBIIAET YCTOMYMBOCTb PACHPENEIEHHONM CHCTEMBl K KACKaJIHBIM

orkazam?

A) YBennueHue yucia y3ioB

B) Ynporienue apXuTeKTypsl

C) OnTuMu3anys Npou3BOIUTEIBHOCTH

D) Hcnionp30Banne MEXaHU3MOB OTPAHUYCHUS pacIpoCTpaHeH st oIHOOoK (circuit breaker

pattern)

20. Kakas meroauka TECTHMPOBAHHS OTKA30yCTOMYMBOCTH IpENIOJIaraéT HaMEpPEeHHOE

BBEJ/ICHHME HENOJaJ0K B IPOU3BOACTBEHHYIO Cpely?

MIPEJCT.

A) Harpy3ouHoe TecTupoBaHue

B) Ctpecc-tectupoBanue

C) ®yHKIHMOHAIBHOE TECTUPOBAHNE

D) Chaos Engineering (Xaoc-uHxeHepusi)

Kpamkue memoouueckue ykasanus

TecTroBble 3amaHus COCTOST M3 BONPOCA M HECKOJBKUX BapHaHTOB OTBeTa. PemeHue
aBJIsieT co0oi ykazaHue HoOMepa Bompoca U OyKBY, KOTOPOH 00O3Hau€H NMpaBUIIbHBIN, MO

MHCHUIO CTYACHTA, BApUaHT OTBCTA. B teuenue CCMECTPa MPOBOAUTCAH 4 tecta mo 4 TemMaM Ha
JICKIIMOHHBIX 3aHATHAX, B KaXKIOM TCCTC 16 BOITPOCOB.

Llkana oyenxu

OrneHka bansl OnucaHue

5 5 CTyIeHT IomycTii He OoJiee 2X OmUO0K

4 4 CTyneHT coBepmi oT 3 10 6 OIMOOK B OTBETAX HA TECT
3 2-3 Crynent coBepumi ot 7 10 10 onmmboK B OTBETax Ha TECT
2 0-1 Crynent coBepunn 11 u Gonee ommbOOK B OTBETaX Ha TECT
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