MHWHOBPHAYKHU POCCUN

BJIAJUBOCTOKCKUI I'OCYJIAPCTBEHHBIN YHUBEPCUTET

KA®EJIPA UHOOPMAIIOHHOM BE30ITACHOCTU

PaGouas nporpamma AUCHUIUIMHBI (MOYJIS)
NHO®OPMALIMOHHAA BE3OITACHOCTD ITPEAITPUATUA

Hampasnenue u HanpaBiIeHHOCTD (TPOQHIIH)
38.03.01 DxoHOMUKA. DKOHOMHYECKAS OE€30IMACHOCTD

I'ox Habopa na OITOII
2021

dopma 00yueHust
OYHas

Bnanusoctok 2024



Pabouas mporpamma aucuumiauHbel  (Moaynsi)  «MHopmamnumoHnHas — 0e30macHOCTh
NPEINPUATHS» COCTaBlIeHa B cooTBeTcTBUH ¢ TpeboBanusmu PI'OC BO mo HampaBieHHIO
noarotroBku 38.03.01 Dxonomuka (yTB. mpukazom Munobpuayku Poccun ot 12.08.2020r. Ne954) u
[TopsiakoM opraHM3aIy U OCYIIECTBICHUS 00pa30BaTENIbHON JEATEIFHOCTH 110 00pa30BaTEIbHBIM
IporpaMMam BBICHIETO 00pa3oBaHMs — Mporpammam OakajaBpuara, IporpaMMaM cCrHelualnuTeTa,

porpaMMaM MarucTpatypsl (yTB. mpuka3zoM MunoOpraayku Poccun ot 06.04.2021 1. N245).

CocraBurenb(un):

Hsanosa A.B., cmapwuii npenodasamens, Kageopa ungopmayuonnoii bezonacnocmu,
Ivanova. A@vvsu.ru

Ilasnuxos C.H., kanouoam mexuuueckux Hayk, npogeccop, Kapeopa ungopmayuonnwvix
mexnonoauti u cucmem, Pavlikov.SN@vvsu.ru

Hlymuk E.I'., kanouoam sxonomuyeckux Hayk, ooyenm, Kageopa mamemamuxu u

mooenuposanust, Ekaterina.Shumikl@yvvsu.ru

YTBepkIeHa Ha 3acemaHuu kKadenapbl WHPOpMAIMOHHOW Oe3omacHocTu oT 24.05.2024

npotokoi Ne 3

COI''TACOBAHO:
BaBenyromuii kabeapoi (pazpaboTynka AOKYMEHT MOAINCAH
Ao CI) AP (p P ) SJEKTPOHHOMU MOAIIUCHIO
[lymuk E.T". Cepruduxar eg 1575874368
[Homep Tpan3akuuu 0000000000D43EAB
Brangener Hymux E.I'.




1 Iessn, nuianHnpyeMble pe3yabTaThl 00y4eHHUs 10 JUCHHUIIIMHE (MOIYJII0)

Iensto ocBoeHus nucnurinHbl «MHDOpMaImoHHas 0€30MacHOCTh MPEANPUATHSD) SIBISETCS
(dbopMHUpOBaHUE y CTYACHTOB CUCTEMBI 3HAHHI B 00JIaCTH METOI0B 00ecTieueHus: HH(OPMaLMOHHON

0€30MacHOCTH MPEAIPUSITHS.

3amauu

OCBOCHU

IUCUUIUIAHBL:

dhopmupoBaHue
CHUCTEeMAaTH3UPOBAHHBIC 3HAHUS, CHOPMHUPOBATH YMEHHSI U HABBIKHU, KOTOPBIE MO3BOJSAT IPaMOTHO
OCYILIECTBIIATh MEHE/DKMEHT JIeATEIbHOCTBIO PEANPHUATHIA C YI4eTOM (YHKIUH 3aIIUTHI OM3HECa OT

YMEHHUS

BHYTPCHHHX W BHCHIHUX YI'PO3 €TO 6630HaCHOCTI/I, a TaKXXC ayIUT U KOHTPOJIb pCaIn3allun ,Z[aHHOﬁ

byHKUIMN.

[InanupyeMbIMu pe3ynbTaTaMyd OOydeHHUs MO AMCLUUIUIMHE (MOAYIIO), SIBISIOTCS 3HAHMS,
yMEHHUs, HaBblkH. llepedeHb MIaHUpYEMBIX PE3YAbTaTOB OOy4YEHMs IO JUCLMILIMHE (MOAYIIO),

COOTHCCCHHBIX

C IUIAHHPYEMBIMH pe3ylIbTaTaMH OCBOSHHUS 00pa3oBaTEbHON TMPOTPaMMBI,

npeacTaBieH B Tabmure 1.

Tabnuua 1 — Komnereniuu, popmMupyemMbie B pe3yibTaTe U3yUeHUs AUCIUILTUHBI (MOJTYJIs)

Kon u popmynmpoBka

PeSyJ’ILTaTLI O6y‘I€HI/I${ 110 JUCHUITIIIMHE

OP]I_?%BSH];/IS, Kox u popmynuposka MHAMKATOpa Kon
COKpAIlCHHOC KOMICTCHIIH Kiﬁ;::;iiz pe3yib DopMyIHpoBKa pe3ybTaTa
Tara
38.03.01 ITKB-2 : Crocoben [IKB-2.1x : Ouenuaer Pl 3HaHUE | COBPEMEHHBIX CPEJICTB U
«OKOHOMHKa» | BO3AEHCTBOBATH Ha IpeAIPUHUMATEIBCKIE METO/IOB 3aIUTHI
(B-3Y) IPEIIPUHUMATEIBCKUE | PUCKU U YIPO3bL nHpOpMaLUN
PHUCKH U YIpO3bI SKOHOMMYECKOM P12 Ymenue | momobpath u
HKOHOMUYECKON Oe3omnacHoOCTH UCIIONB30BaTh
Ge3omacHoCTH OpraHu3alyy Ha COBPEMEHHBIE CPEJICTBA
OpraHM3aIiy Ha OCHOBE aHAJIN3a 3aIIUTHI HHPOPMALUU
OCHOBE HX nHpOpMaNH TIPH OCYIIECTBICHUN
MOHHTOPHHTA KOMMYHHUKaIUi
I[IKB-2.2k : P13 3HaHWE | BHJIOB M HCTOUYHUKOB
Pa3pabatsiBaet yrpo3 HHPOPMaIHOHHOI
MIPEUIOKEHHSI 110 0e30MmacHOCTH,
HPe Y IPENKICHUIO, OCHOBHBIX TPeOOBaHMI
JIOKaNM3aluy 1 UH(OPMALMOHHOMN
HEHUTpaIn3auum Oe3onacHocTH
NPEANPUHUMATENLCKUX |  PJI4 | YMeHue | BBIABIATH yrpo3bl
PHICKOB U yTPO3 UH(DOPMALMOHHOH
SKOHOMHUYCCKOMH 0€30I1aCHOCTH,
6e30macHOCTH TUTAHUPOBATH U
OpTaHH3aINN OCYIIECTBIATH
MEpOIPHUSATHUS 110 3aIIUTE
nHpOpMaLUN
P15 Hasrik | Bnamenus
COBPEMEHHBIMHU
CpelcTBaMU
obecreueHnst
HH(pOPMaITHOHHOH
0e30macHOCTH

2 MecTto qucuunnubl (MoayJsi) B ctpykrype OITOII

Jucuumuinna «MHbopManonHas 6€30MacHOCTh MPEANPHUIATHS» OTHOCUTCS K DJICKTHBHBIM
brnoka 1 Jucuumnubel (Moxynu) ydeOHOro ruiaHa. J[ns u3ydeHus JaHHOU
0a30Bble 3HAaHHMA B 00JaCTM MH(MOPMAIMOHHBIX TEXHOJIOTHUH,

NUCLIUILIHHAM
IUCIAILINHEI

HE00X0IUMBI

IOPUCIIPYICHIIMY U DKOHOMHUKH.

o0ecreunTh




3. O0beM AUCHUNIMHBI (MOIYJIA)

OO0beM JUCHUIIIMHBI (MOIY/Isl) B 3a4eTHBIX E€IWHUIIAX C YKa3aHUEM KOJIMYECTBa
aKaJeMHYeCKMX 4YacoB, BBIJEICHHBIX HAa KOHTAaKTHYIO paboTy ¢ oOydarommumucsa (1Mo BHUIAM
y4eOHBIX 3aHSATUI) U HA CAMOCTOSITEITFHYIO pa0oTy, IPUBE/ICH B TabIUIIE 2.

Ta6muma 2 — O0miast Tpy10eMKOCTh JUCITUTITUHBI

Tpyno- OO0BeM KOHTAKTHOI paboTHI (dac)
CeMeCTp C€MKOCTh
Hassanue fl))ﬁO p'::-l Hacr I/lgl(l)dql)CO)C AypnurtopHas Breayuu- CPC Call)I(“)rpe“gfl
OI1OI BO Y vII 3 q)ép YAHTOP TopHas
Hus (320, BE) | Beero Tauun
03d0)
nex. | mpak. | 1ma0. [TA KCP
380301 4 5p0 | B1ABE 6 3 ss |18 | 36 | o | 1 0o | s 3
OKOHOMHUKA

4 CTpyKTYypa M coJepkaHue TUCUUIIMHBI (MOXYJIs1)

4.1 CTpykrypa gucuuniauasl (moayJs) xiga OP®O

Tematuueckuil 1iaH, OTPaXaOIIUNA COEpKaHUE UCIUIUIHHBI (MIEpEYEHBb Pa3JIeJIOB U TEM),
CTPYKTYpUPOBAHHOE MO BUIAaM Yy4eOHBIX 3aHATUN C yKa3aHHMEM HX OObEMOB B COOTBETCTBUM C
y4eOHBIM IIJIaHOM, ITpUBECH B Tabmuie 3.1

Tabmuma 3.1 — Paznmensl qucuuruimHbel (MOAYAS), BUIBI yU4eOHOW AEATEIBHOCTH M (HOPMBI
Teky1iero kouTpods st OO

Kon pe- Kou-Bo "yacoB, oTBegeHHOE HA

Dopma
Ne HazBanue Temsl 3yJbTara P
Jlex IIpakr Jla6 CPC TEKYILIEero KOHTPOJIs
00y4YeHHUS

Beenenue. [IpaBoBoe

obecrieqeHne OTYeT IO MPAaKTHIECKOi
1 y PJI1, PJ13 3 1 0 5 p

HHPOPMAILIMOHHON paborte, cobecenoBanue

0€30M1aCHOCTH TIPEINPUSITUS

IIpumenenue

nH()OPMAIIMOHHBIX

TEXHOJIOTHH ISl U3ydIEHHS .

OTYeT MO MPaKTUIECKOi
2 | BOIPOCOB OPraHU3aLMOHHO- P/l 0 4 0 4
pabore, cobeceoBaHue

HPaBOBOTO 00ECIIEYEHHS

HHPOPMAIIMOHHOU

6e30macHOCTH

OKOHOMHUECKAs OTYeT MO MPaKTUIECKOit
3 P/I3, PII4 4 1 0 5 P

6€30M1aCHOCTb IPENPUSITHS
Meroaukn MEHeIKMEHTa

4 | uHpOpMAIIHOHHON Pa2 0 4 0 4
0e300aCHOCTH MPEATPHUSITH
Puznyeckasi 1 UHXEHEPHO-

pabote, cobecejoBaHUE

OTYeT IO MPAaKTHIECKO
paborte, cobecenoBanme

P12, P14 OTYET IO MPAKTHYECKOU
5 | Texunueckas GezonacHOCTh A2, P14, 3 2 0 5 p
P15 pabore, cobeceioBanne
OPEPUSITHS
MeTopuxu npoBesenHa OTHYET 110 MPaKTHYECKOH
6 | ayaunTta nHGOPMAIIMOHHON P2, PAS 0 4 0 4 p
paborte, cobecenoBanue
06e300aCHOCTH NPEANPUATHS
Kanposast 6e3omacHOCTh .
7 1p P12, P13, 4 2 0 5 OTHYET I10 MPaKTHYECKOH
OPEINPUSTHS
peanp PJI5 paborte, cobecenoBanme
[IporuBoneiicTBue
TEXHUYECKHM METOIaM OTYeT 110 MPAKTHIECKO
8 ! PJI4, P/IS 0 4 0 4 P
HKOHOMMYECKOI pa3BeIKu 1 pabote, cobeceroBanne
HPOMBIIIICHHOTO IIMHOHAKA
[IporpammHo-anmnapaTHoe
obecrieueHne OTYeT IO MPAKTUIECKOit
9 . P/I4 4 2 0 5 P
nH(OpMaMOHHOM pabote, cobecejoBaHUE
6€30aCHOCTH NPEPUSITHS
10 YTrpo3bl 6e30macHOCTH P2, P13, 0 4 0 4 OTYET I10 MIPAKTHIECKON

KOMITBIOTEPHBIX CEeTeH PS5 paborte, cobecenoBaHne




Opranun3zanms 6e30macHOro .
OTHYET I10 MPaKTHYECKOH

11 | snexTponHoro P14, P15 0 4 0 4 paboTe, cobeceTioBaHHE
JIOKYMEHTO000pOTa
12 Kpunrorpaguueckrne MeTo bl PIl4 0 4 0 4 OTYET I10 MIPAKTUICCKON
3aIMTHl HHQOpMAUU paborte, cobeceoBaHme
Hroro no tadsimue 18 36 0 53

4.2 CoaepxxaHue pa3iesioB U TeM JHCHUIVIMHBI (Moayas) A ODPO

Tema 1 Bseoenue. Ilpasosoe obecneuenue un@opmayuoHHou 6€30nacHocmu npeonpusimusl.

Conepxanue Ttembl: VHpopmarmonHas Oe3onmacHocTb. OCHOBHBIE NOHATHA. Mopenn
MHPOpPMALMOHHOM Oe3omacHocT. Buasl 3amumaemoit nHpopmanuu. OCHOBHBIE HOPMAaTHBHO-
IpaBOBbIE aKThl B oOjacTu uHpopManuMoHHON Oe3zomacHocTH. IIpaBoBble ocoOeHHOCTH
obecriedyeHnss 0€30MacCHOCTH KOH(UICHIMAIBHOW WH(POpMAMM M TOCYIapCTBEHHOW TalHBI.
OpranmnzannoHHoe obecnieueHre nHPopManoOHHOH Oe3omacHocTH. [TonuTHKa 6€30MacHOCTH.

@opMBl M METOABI MNPOBEACHMS 3aHATHH IO TeMe, IMPHUMEHSEMbIe 00pa3oBaTeIbHBIC
TEXHOJIOTUH: JIEKIIMOHHOE 3aHATHE, TPAKTUYECKOE 3aHSATHE.

Bunsr camocTosITeIbHON MOATOTOBKH CTYACHTOB 1O Teme: [1oaroToBka K KOHTPOJIBHBIM
BOIpocaM coOeceZoBaHMs, NOATOTOBKA OTYETa IO MPAKTUYECKOH paboTe, TMOATOTOBKA K
IIPOMEKYTOYHON aTTECTaLUU.

Tema 2 Ilpumenenue ungopmayuonHvix mexHonro2uti Oisl  U3YYEHUsl 8ONPOCO8
OP2aHU3AYUOHHO-NPABOBO20 0DeCneyeHUs UHPOPMAYUOHHOU OE30NACHOCHIU.

Conepxxanne Tembl: Mcnonp3oBaHue 0a3 MJAaHHBIX [  HAXOXKICHUS M M3Y4EHUS
HOPMAaTHBHBIX IOKyMEHTOB B 00J1aCTH UH(OPMAIIMOHHON 0€30IacHOCTH.

@opMBl MU METOABI NPOBEACHMS 3aHATHUI 1O TeMe, NpPUMEHsEeMble 00pa30BaTEIbHbIC
TexHosoruu: [Ipakrnueckoe 3ananue.

Bunbpl caMoCTOSATENBHON MOATOTOBKM CTYAEHTOB IO Teme: [loAroroBka K KOHTPOJIBHBIM
BoIpocaM cobOeceloBaHMs, TOJArOTOBKAa OTYeTa [0 MpaKTUYecKoil paboTe, MNOJArOTOBKAa K
IIPOMEKYTOYHOM aTTeCTalUH.

Tema 3 Dxonomuueckas 6e30nacHOCmMb NPEONPULMUSL.

Conepxanue TeMbl: OKOHOMMYECKass 0€30MacHOCTb OpeAnpusatus. DOuHaHCOBBIE
MIPECTYIUIEHUS U METObI 3aLUTHI OT HUX.

@opMBl U METOABI TPOBEACHHS 3aHATHI MO TeMe, NpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTMH: JIEKIIMOHHOE 3aHATHE, TPAKTUYECKOE 3aHATHE.

Bunel camocTosiTenbHOM MOATOTOBKU CTYAEHTOB IO Teme: [loaroroBka K KOHTPOJIBHBIM
BompocaM cobeceoBaHMs, TOArOTOBKAa OTYeTa IO TMPaKTUYeCKoi paboTe, MOATOTOBKA K
IIPOMEKYTOYHON aTTECTALUN.

Tema 4 Memoouku meneOddHcMeHma UHGOPMayuoHHOU Oe30naAcHOCU NPEONPUAMUSL.

Copnepxanme Tembl: OOydeHne MeTOJaM TUIAHHUPOBAHUS M YIpaBIeHHUS HH()OPMAITMOHHON
0€301acCHOCTH.

@opMbl M METOJBl NPOBEACHUS 3aHATUH IO Teme, NpUMEHseMble 00pa3oBaTelIbHbIC
texHosoruu: [IpakTrueckoe 3aaanue.

Buzabl caMocTOSATENHOM MOATOTOBKM CTYACHTOB 1O TeMe: [1oAroroBka K KOHTPOJIBHBIM
BOmpocaM coOeceoBaHMsA, IOATOTOBKA OTYETa II0 TNPAKTUYECKOi paboTe, MOArOTOBKA K
NPOMEXYTOYHON aTTeCTalH.

Tema 5 Qusuueckas u UHICEHEPHO-MEXHUYECKASI Oe30NACHOCMb NPEONPUANUSL.

Copepxanne Tembl: MHkeHepHas 3amuTa 0ObeKTOB. 3ammura HHPOPMAIMK OT YTEYKU MO
TEXHUYECKUM KaHajlaMm.

@opMBl U METOJABI NPOBEACHMS 3aHATHI 1O TeMe, NpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTHH: JIEKIIMOHHOE 3aHATHE, TIPAKTUYECKOE 3aHATHE.



Buasl camoctoATeNnbHON MOATOTOBKH CTYyAEHTOB 1o Teme: [loaroroBka K KOHTPOJIbHBIM
BOIIpOCcaM coOeceoBaHMs, IOArOTOBKA OTYEeTa 110 TPAKTHYECKOW paldoTe, MOATOTOBKA K
MIPOMEXKYTOYHON aTTECTALlUU.

Tema 6 Memoouxu nposederus ayouma uHGOPMaAyuoHHOU Oe30NaACHOCMU NPeoOnpUsmMusl.

Conepxanne TeMbl: OOydeHrne METoJaM y4eTa U aHaJIh3a PUCKOB.

@DopMBI M METOABI TPOBEACHHS 3aHATHH TIO0 TeMe, NPUMEHsSEMbIC 00pa30BaTeIbHBIC
texHosoruu: [IpakTuueckoe 3a1anHue.

Bunbl caMOCTOSITENIBHON MOATOTOBKH CTYIEHTOB MO Teme: [1oAroToBka K KOHTPOJIBHBIM
BompocaM co0eceoBaHMs, IOATOTOBKA OTYETa I10 TNPAKTUYEeCKOH paboTe, MOArOTOBKA K
MIPOMEKYTOYHOM aTTECTAIIHH.

Tema 7 Kaoposas bezonachocmv npeonpusimus.

Copnepxxanne Tembl: OcoOeHHOCTH OOecredeHus] KaJpoBOH 0€30MacHOCTH IMPeNpUsTHS.
Meponpusrtus mo obecrneyeHnro KaJpoBoil 0e30nacHOCTH.

@opMbl M METOJBl NPOBEAEHUS 3aHATUH IO TeMme, NpUMEHseMble 00pa3oBaTElIbHbIC
TEXHOJIOTUH: JICKITMOHHOE 3aHATHE, TPAKTHYECKOE 3aHSATHE.

Buasl caMOCTOATENBHON TOATOTOBKU CTYIEHTOB 1O Teme: [1oAroroBka K KOHTPOJIBHBIM
BompocaM coOeceoBaHMsA, IIOATOTOBKA OTYETa IO NPAaKTUYEeCKoi paldoTe, MOJArOTOBKA K
IIPOMEKYTOYHON aTTECTaLUN.

Tema &8 Ilpomusoodeiicmeue mexHUYECKUM MemMOOaAM IKOHOMUYECKOU pa36eoKu U
NPOMBLULTIEHHO20 WNUOHAKCA.

Copnepxanne Tembl: PaccMOTpeHHME NPHMEPOB METONOB 3allUTHl OT IPOMBILIUIEHHOTO
LINTMOHAKA U DKOHOMUYECKOU Pa3BElIKHU.

@opMBl U METOJABI TPOBEACHMS 3aHATHI 1O TeMe, NpUMEHseMble 00pa3oBaTeIbHbIC
texHosioruu: IIpaktuyeckoe 3aganue.

Buasl camoCTOATENBHON MOATOTOBKM CTYyAEHTOB IO Teme: [IoaroroBka K KOHTPOJIBHBIM
BolpocaM coOecelloBaHMsA, IOATOTOBKA OTYeTa II0 IMPAaKTUYEeCKoM paldoTe, MOArOTOBKA K
IIPOMEKYTOYHON aTTECTALUU.

Tema 9 Ilpoepammno-annapamuoe obecneuenue UHDOPMAYUOHHOU OE30NACHOCMU
npeonpusimusl.

Conepxxanne Tembl: OCHOBHBIE BHJBI CETEBBIX W KOMIBIOTEPHBIX yrpo3. CpenctBa u
METOJIbI 3alUTBl OT CETEeBBIX KOMIBIOTEPHBIX yrpo3. lludposbie mnoamucu (DNEKTPOHHBIE
noanucu). MappacTpykTypa OTKPBITHIX KIFOUEH.

@opMBl U METOJABI TPOBEACHHS 3aHATHI MO TeMe, NpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTUH: JIEKIIMOHHOE 3aHATHE, TPAKTHYECKOE 3aHSATHE.

Bunsr camocTosITeIbHON MOATOTOBKH CTYACHTOB 1O Teme: [1oaroToBka K KOHTPOJIBHBIM
BoIpocaM cobeceloBaHMs, TOJArOTOBKAa OTYeTa IO TMpaKTUYeCKoil paboTe, MOATOTOBKAa K
IIPOMEKYTOYHON aTTECTaLUU.

Tema 10 Yepo3swr 6e3onacHocmu KOMNbIOMEPHbIX cemeli.

Copnepxanne Tembl: V3ydeHue HACTPOEK CpPEACTB aHTUBUPYCHOM 3allUTHl WH(GOpPMAIHH.
N3yuenne HACTPOEK CpPEICTB aHTHUBUPYCHOW 3amuThl wHGopManuu. Co3gaHue 3alluIeHHOTO
KaHaJla CBSI3U CPEACTBAMU BUPTYAJIILHOM YaCTHOU CETH.

@opMBl U METOABI NPOBEIACHMS 3aHATHUI 1O TeMe, NpPUMEHsEeMble 00pa30BaTEIbHBIC
texHosioruu: IIpaktuyeckoe 3ananue.

Buasl camoCTOATENBHON MOATOTOBKM CTYyAEHTOB IO Teme: [IoaroroBka K KOHTPOJIBHBIM
BoIpocaM cobOecejoBaHMsI, TOJArOTOBKAa OTYeTa [0 MpaKTUYecKoil paboTe, MNOJArOTOBKAa K
MIPOMEXKYTOUYHON aTTECTALlUU.

Tema 11 Opeanuzayus 6€30nacH020 21eKMpPOHHO20 OOKYMEHMO0bopoma.



Conepxanne TteMbl: Co3gaHME YIOCTOBEPSIOIIETO LIEHTpa, TIEHEpalus OTKPBITBIX MU
CEeKPETHBIX KIIOYEH, co37aHHe CEePTU(PHUKATOB OTKPBITHIX KIIOYEH, CO3JaHHUE 3JIEKTPOHHOU
MOJINCH, IPOBEPKA IJIEKTPOHHOU MOATHCH.

@opMBl MU METOABI NPOBEACHMS 3aHATHUI 1O TeME, NpPUMEHsEMble 00pa30BaTEIbHBIC
TexHosnoruu: [Ipakrnyeckoe 3aHsaTHE.

Buzasl camMoCTOATENBHON MOATOTOBKM CTYyAEHTOB IO Teme: [IoaroroBka K KOHTPOJIBHBIM
BOIpocaM coOeceoBaHMsA, IOArOTOBKA OTYeTa IO IPAaKTU4EeCKoM paldoTe, MOArOTOBKA K
IIPOMEXKYTOYHOM aTTeCTalNH.

Tema 12 Kpunmoepaguueckue memoowl 3aujumol unHghopmayuu.

Copepxanne Tembl: Co3manue 3ammpoBaHHBIX (DaliIoB M KPUNTOKOHTEHHEPOB U MX
pacudpoBanue. Mcrnons30BaHue CPEACTB CTETaHOTPAPHH.

@opMBl U METOJABI TPOBEACHHS 3aHATHI MO TeMe, NpUMEHseMble 00pa3oBaTeIbHbIC
texHosoruu: [Ipakrnueckoe 3ananue.

Bunpl camocTosTENbHON MOATOTOBKM CTYIEHTOB IO Teme: [loAroroBka K KOHTPOJIBHBIM
BoIpocaM cobeceloBaHMs, TOJArOTOBKAa OTYeTa IO TMPaKTUYeCKOil paboTe, MOATOTOBKAa K
IIPOMEKYTOYHON aTTECTALUU.

5 MeToanueckne yKka3anus AJs 00y4alomuXcs M0 M3YYEHHI0 M Peau3alii TUCHUTLIUHBI
(MomxyJin)

5.1 MeToanueckue PpPeKOMEHJAANMU O0yYAKIIMMCS 10 H3YYEHMI0 [JUCUMINIMHBI M 10
o0ecrneYyeHNI0 CAMOCTOATEILHOI padoThI

VYenemrHoe ocBoeHue gucHUIUIMHBL  «MH(bopMannoHHass 0€30MacHOCTh  MPEINPHUITHSD
NpernoiaracT akTUBHYIO pabOTy CTYIEHTOB Ha BCEX 3aHATUSAX AyIUTOPHOH (OPMBI: JIEKIIHH,
NPaKTUYECKUE  3aHSATHs, KOHCYJBTAllMHM, BBIIOJHEHHE  ATTECTAIMOHHBIX  MEPOIPHSTHH,
3P PEKTUBHYIO CAMOCTOSTENBHYIO PadoTy.

B mponecce wmsydenus aumcruruinHbl «MHbOpMamonHas 0€30MacHOCTh TPEANPUSTHSY
HEOOXOJJMMO OPHUCHTUPOBAThCS HA CAMOCTOSTEIBHYIO IIOATOTOBKY JICKIIMOHHOTO MaTepHala,
MOJATOTOBKY K NMPAKTHYECKUM 3aHSATHS, OTBETHI Ha BOMPOCHI Ul CAMOKOHTPOJISl, CAMOCTOSATEIBHOE
BBITTOJIHEHHE HEKOTOPHIX Pa3/IelioB Kypca.

KoHTposbHBIE BOMPOCHI JJIi CAMOCTOSITCIIHOW OILIEHKH KadecTBa OCBOCHHS Y4YeOHOM
JVCLIATUTHHBL:

Tema 1. Bgegenume. IIpaBoBoe oOecreuenue uHOpMAIMOHHOW  0O€30MacHOCTH
PEaIPUATHSL.

Yro Takoe MHPpOpMAaMOHHAS 0€30TTaCHOCTH?

Kakue cymiecTByroT MoJien HHPOPMALMOHHON Oe30macHOCTH?

IIpaBo. Mcrounuku npasa.

[Tepeuncnure BUABI 3aTUIIIAEMON HHPOPMALIUH.

Kakue ocHOBHBIE 3aKOHBI B 00J1aCTH 3alUThl MH(GopMaruu B PO?

[Tepeuncaure ocHOBHBIE LIenu U 3a1aun PO B obnactu obecriedyenns HHPOPMALMOHHOM
Oe3onacHoCcTH

Yro Takoe KOHLEMIUS HUHHOpMAIIMOHHON O6e30nacHOCTH?

UYro Takoe JOKTprUHA HH(POPMAIIMOHHOW 0€30TTaCHOCTH?

Yro Takoe KOHpUIEHIIMATbHAS HHPOpMaLKs?

Yro Takoe nepcoHaibHbIe JaHHbIE?

B kakux cimyyasix BO3MOYXHO HCIIOJIb30BaTh IEPCOHANIBHBIE TaHHbIE 0€3 coracus
oOnamareis?

12. TlocranoBnenue npasutenbcTBa Nell19.

13. Ilpuka3z ®Cb Ne378. [Tpukaz @CTIK No21.

A
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14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

24.

25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.

52.
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ITpuxa3z ®CTOK Nel7.

OxapakTtepu3syiite OMoMeTpruecKre JaHHbIE KaK IEPCOHAIbHbIE TaHHBIE.
UYro takoe npodeccuonanpHas TaiiHa?

Yro Takoe KoMMepUecKas TaiiHa?

Uto Takoe peXxuM KOMMEPUYECKOW TaHBI?

Yro Takoe rocy1apcTBEHHas TalHa?

Onumure nMpaBoBON PEKUM I'OCYIapCTBEHHOMN TalHBI.

®3-374 u ©3-375.

©3-63.

Kakwue riaBHble rocyJapcTBEHHbIE OpraHbl B 00J1aCTH 0OecreyeHus] HHPOPMaIOHHOM
6e3onacHocTu?

Kakue rocygapcTBeHHBIE OPTaHbl 3aHUMAIOTCS CEPTU(DUKAIIEH U TUIICH3UPOBAHUEM CPEJICTB

3amuThl HHGOpMAIUu?

Kakue ocHOBHbIE MEXTyHapOAHbIE CTaHIAapThl B 001acTH MH(OPMAIIMOHHOHN Oe30macHoCcTh?

Pacckaxxute B ueM cyTh "opamxeBoil kauru" (ISO 15408).
Kak cBs3aHbl MEXIyHApOAHBIE CTAHAPTHI U CTaHIAPThI PD?

Kakue ocHoBHBIE cTannapTel PO B 061acT HHPOPMALMOHHOM 6€30MaCHOCTH CYIIECTBYIOT?

Oxapaxkrepusyite ctanaapt [OCT P UCO/MSK 27002-2012.
Yro Takoe NoAUTHKA 6€30MacCHOCTH?
Cayx0a 6e3onacHocTy npeanpusTus. OyHKIUH.
PykoBopgsuue nokymeHThl ['ocTexkomuccuu. OCHOBHBIE TTOJIOKEHUS.
Kakue cymiecTByIOT NPUHIUIIBI TOCTPOCHUS CUCTEMBI 6€301acHOCTH?
Kak aHanm3upoBaTh BHYTPEHHIOIO U BHEITHIOKO CPEIbI MPEITPUATHS ?
3ayeM Hy’KEH aHaJIN3 yCIIEXOB U MOPaXKEHNH HAa OJTHOPOJHBIX PhIHKAX?
Kak ucnonp30BaTh 4yK0M OMNBIT?
Hy>XHO T IPUMEHSITh TEOPHIO OPTaHU3aLUH TP TIOCTPOSHUH CUCTEMBI 0€301TacHOCTH?
Cy1ecTBYIOT 1M OTpacieBasi U perioHalbHas crieupUKu?
Kak nmomobpats MeHemxepa 6e3omacHoCTH?
Kax ympaBisiTh CIIOXHBIMH CHCTEMaMHU O€30TTaCHOCTH?
AYTCOpPCUHT MM COOCTBEHHBIE CUIIBI?
Kak onpenenuTs J0CTaTOYHOCTH (PMHAHCHPOBAHUS 0€3011acHOCTH?
Kak opranusoBaTh ayauT cucTeMbl 6€30aCHOCTH?
Bo3MmorkeH 11 KOHTPOJIb MeHepKepa 6e30macHOCTH?
Yto Takoe NPOMBIIUICHHBIHN IIMTHOHAXK?
KakoBbl OCHOBHBIE CTIOCOOBI MPOMBIIIIIEHHOTO HIMHOHAXKa?
Kakune metonbl cOopa pa3BeIJaHHBIX UCIIOJIB3YIOTCS B TPOMBIIUICHHOM IIMTHOHAXE?
Yro noHumaercs noJ| onepaTUBHBIMHU BUJAMU Pa3BeaKU?
Kaky1o posb UrparoT TEXHHUECKUE CPEJICTBA MPOMBILIUIEHHOTO IIITHOHaXa?
Uro Takoe 3JIeKTpoHHas pa3Beaka’?
YeM MOKHO OOBSICHUTH lyallu3M OTHOLIEHUH OM3Heca U rocyjapcTBa B cepe
MPOMBIIIJICHHOTO IITTHOHaXa?
KTo u B Kakux cirydasx MOXET MoJIy4aTh HH()OPMALINIO, COCTABIISAIONLYI0 OaHKOBCKYIO
Taiiny?
Tema 3. DxoHOMHYECKasE OE30MIACHOCTD MPEATIPUATHS

YT0 Takoe 3a00JKEHHOCTD?

Kakwue BB 3210J5KEHHOCTH, TOMUMO 0aHKOBCKOM, CYIIIECTBYIOT Ha PhIHKE?
Urto Takoe HeZOOPOCOBECTHOE COTPYAHUUYECTBO?

Kakwue knaccuukanuy J0KHUKOB CYIIECTBYIOT?

UYTto Takoe MOIIEHHUYECTBO?

Kak He TomycTUTh BOSHUKHOBEHHS 3a10/DKCHHOCTH?

KaxoBbI TUTIOCHI 1 MHUHYCHI BO3BpaTa J0JIT0OB Yepe3 ayTCOPCUHT?

KaxoBbl mosTHOMOYHSI CyZIcOHBIX TIPUCTABOB B TIPOIEAYPE BO3BparTa?



10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.

26.
27.
28.
29.
30.
31.
32.

33.
34.
35.

36.
37.
38.
39.
40.

41.
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Yro Takoe CUTyallMOHHAs OCBEAOMIIEHHOCTh?

KaxoBbI 6 371eMEHTOB CUCTEMBI OM3HEC-aHATUTUKH ?

KakoBbl 3amaun moapasaenenus Ou3Hec-pa3BeiKu?

Kak npeoznoners npobieMy acuMMETpHUHOCTH HH(pOpMaIim?

KaxoBbl KJTI0YeBbIE TO3UIUH MOATBEPKACHUS (PaKkTa CyIIeCTBOBaHUSI KOHTpareHra?

Kakue uctounuku TeruTuMHON nH(opMaruu it 6u3Heca cymiecTByoT B Poccun?

KaxoBbl OCHOBHBIE ITpaBUIIa ONPEEIICHNS HAJE)KHOCTH KOHTpareHTa?

HazoBute kpymnHeiime 3apy0exHble KOHCAITUHTOBbIE KOMITAHUU.

Yro noHMMaeTcs o/ CToMn-(hakTopaMH IPU U3yUYEeHUH KOHTpareHTa?

Kak u36exath onepalmoHHbIX PUCKOB MPU MOATOTOBKE KOHTPAKTOB?

KakoBbl npu3Haky KOMIaHUN-OTHOAHEBOK?

Yro Takoe cdepa MOrIOMeHUN U CIUSHAN?

UeM OT JJEruTUMHOTO TOTJIONIEHUS OTINYAETCS peUAepCKUid 3aXBatT?

Kakwue Tumel arpeccuy U3B€CTHBI B KOHKYPEHIIMU?

KakoBbI crtocoObI MPEBEHTUBHOM 3aIIUTHI OT PEHIEPCKOTO 3axBaTa’?

Cy1iecTByeT Jin KOppynius B chepe MOTIOMEHUN U CITUSTHUN?

MOXHO JI1 IPUBJIEYb K YTOJIOBHOW OTBETCTBEHHOCTH 3a IEHCTBHS MO BpaKIeOHOMY

MOTJIOUICHUIO?

UYTo Takoe MIaTeKHbIE CUCTEMBI?

Kakue MupoBble TU1aTeKHbIE CUCTEMbI U3BECTHBI B HACTOALIEE BpeMs?

Kakwue minaresxxnpie cucteMsl JeUCTBYIOT Ha Tepputopun Poccuiickoit deneparun?

KTo BbIpabaTbIBaeT peKOMEHIAIMH 10 OCYIIECTBICHUIO OAHKOBCKOTO Haa30pa?

Kakue MexayHapoHble IPUHLUIIBI 0AHKOBCKOT'O Ha/130pa CYIIECTBYIOT B HACTOsALIEE BpeMs?

KakoBa pomb 1leHTpanbHbIX 0aHKOB U MOAPA3/IeICHUI BHYTPEHHET0 KOHTPOIS?

Kakue rocyaapcTBeHHbIE OpraHbl OCYIIECTBISAIOT BAJIIOTHOE PETYJINPOBAHNUE U KOHTPOJIb B

Hareln ctpane?

Kakue popmbl IpOTHBONPABHBIX AEHCTBUIA U3BECTHHI B cpepe MEXTyHAPOIAHBIX PacueToB?

Kak ncnonp3yroTcs ouiopHbie 30HbI T (PUHAHCOBBIX MaxXHHAIUI?

[Touemy MexayHApOIHOE COOOIIECTBO MPUIILIO K HEOOXOJUMOCTH IPOTHUBOIEHCTBUS

OTMBIBAaHUS ACHEKHBIX CPEICTB?

KakoBer Mmepsr DATD no 60pp0e ¢ OTMBIBAaHHEM JICHEKHBIX CPEICTB?

Uto kpoeTcs 3a onepanusMy 1o «0O0HaTMUYNBAHUIOY JEHEKHBIX CPEICTB?

Yro noHMMaeTcst oA TEPMUHOM «KOHTPOJIb OJUTHYECKH 3HAUYUMBIX JIALD?

Kakwue Bunpl npeanpusituil spisitorcst cyobekramu O3-115?

Kakoii penepanbhslii opran sBisiercs perynsaropom mep no [TOJI/PT B chepe cTpaxoBoit

NEeATEILHOCTH?

Kaxosbr mepsl BoznetictBust banka Poccun o opranuzaruu [1O1/DT B 6ankoBckoii chepe?
Tema 5. @uznueckas 1 UHXEHEPHO-TEXHUYECKasi 0€30MaCHOCTb MPEIPUATHS

UYro Takoe MH)KEHEpHasl 3alUTa 00BEKTOB?

KakuMm cioco6oM omnucsiBaeTcst HHKEHepHas 3amura. Onucarb MOJIENb.

Kakwue cpencta npuMeHSIFOTCS U1 3aIIUTHI 1-ro nepumetpa?

Kakwue cpencta mpuMeHsIIOTCS U1 3aIIUTHI 2-T0 iepumeTpa’?

Kakwue cpenctsa NpUMEHSIOTCS U1 3aIIUThI 3-T0 epumeTpa’?

buomerpus. buomerprnyueckue xapakTepUCTUKH.

Yro Takoe TEXHUUECKUE KaHaJIbl yTeYKH HH(pOopMaun?

[Tepeuncante OCHOBHbIE BU/IbI TEXHUUECKUX KaHAJIOB YTEUKH HHPOpMALIUU?
[Tepeuncaute METOABI 3aIUTH HHOOPMAIH OT YTEUKH 110 BH3yaIbHOMY KaHAIy.
[Tepeuncanre MeTOABI 3aLUTH MHOOPMAIIMK OT YTEUKH 10 3JEKTPOMAarHUTHOMY KaHaIy.
[Tepeuncante METOABI 3aIUTH HHOOPMAIIMH OT YTEUKH I10 3JIEKTPUUIECKOMY KaHAITy.
[lepeuncnure METOBI 3aIIUTHI HH(OPMALIUK OT YTEUKU [0 MHIYKIIMOHHOMY KaHaly
[Tepeuncante MeTOBI 3aLUTH MH(YOPMAIIMK OT YTEUKH 10 MTapaMeTPUYECKOMY KaHaly.
[Tepeuncanre METOABI 3aIIUTH HHOOPMAIIMH OT YTEUYKH 110 BO3AYITHOMY KaHAIYy.



15. Ilepeuncnure METOIBI 3aLIUTHI HH(GOPMAIIMK OT YTEUYKH 110 BUOPAITMOHHOMY KaHATY.

16. ITlepeuncnauTe METOIBI 3aITUTHI HHPOPMALIUK OT YTEUKH 110 aKyCTORJICKTPUUECKOMY KaHAITY.

17. IlepeunciuTte METObI 3aIIUTHI HHPOPMALIUU OT YTEUKH MO ONTUKO-3JIEKTPOHHOMY KaHaIy.

18. Ilepeuncnure cpencTBa U METOABI 3AIUTHI HHPOPMALIUN OT YTEUKU HHPOPMAITUH B
Tes1e(POHHBIX JIUHUSX.

19. MOXHO 11 HCIIOJIB30BaTh BO3MOKHOCTH MOJIMIUH Il OXpaHbl 00BEKTOB OH3Heca?

20. Yto Takoe ocoObIe yCTaBHBIE 3a/1a4H B chepe 0OpaIeHus: OpyKHsi?

21. BoopykeHa 11 BeJOMCTBEHHAsI OXpaHa 0ObEKTOB?

22. Kak pabotaet cimy»6a HHKaccauuu?

23. K10 He MoxeT ObITh YaCTHBIM OXPaHHUKOM?

24. Ot kakux yrpo3 3aluuiaer o0beKToBas oxpaHa?

25. 3aueM Hy’KHa JIMYHasI oXpaHa?

26. Kakoif mpomyCcKHOM pexuM MOKHO CUUTATh 3((HEKTUBHBIM U ITUBUIN30BAHHBIM?

27. Kakue BO3MOXXHOCTH 7151 paboToaarens (IOMUMO IITATHBIX (YHKIMN) Pe10CTaBIseT
cUcTeMa KOHTPOJIS JoCTyma?

28. Kak 000CHOBaTbh 3aKOHHOCTb IPUMEHEHUS CPEICTB ayAHO U BUEO3AIUCH B IEPErOBOPHBIX
KOMHaTax?

29. MOXHO JI1 COKOHOMUTH IPU TUTAHUPOBAHHUM CPEJICTB HA MPUOBITHE TPYIII OBICTPOrO
pearupoBaHUs MO CUTHAILY TPEBOTH?

30. Kak mmpoko MOXXHO PUMEHATh MHKEHEPHO-TEXHUUECKUE CPEJICTBA O€30MaCHOCTH JUIS
pereHus 3aaa4y ousHeca?

Tema 7. KagpoBas 6e301acHOCTb MpeIIpUsTHS

Jlns1t uero Hyx)Ha KaapoBasi 6€30MacHOCTh?
YeM kagpoBast 6€30MaCHOCTh OTJIMYAETCS OT 0€30IaCHOCTHU IepcoHana’?
Yro Takoe «MCKyIIeHHe Ou3HECOM»?
[Touemy 310ynoTpeOaeHHsI MEHEKEPOB HanboJiee onacHsl it OuzHeca?
KakoBbl kapoBble pUCKH OpraHu3anuu?
B 1em cocTouT KOHTpOIBL IEpcoHana’?
Koro He crouT HaHMMaTh Ha paboTy?
Jliist uero u3y4aroT KaHUIaTOB IPU IpuemMe Ha paboTy?
9. Kakue n3BeCTHBI TUIIOJIOTUH JINYHOCTHU?
10. MoxHO i1 000UTHCH 0€3 MCHUXOJIOTHISCKOTO TECTUPOBAHUS TIPH PEKPYyTHHTE?
11. KakoBsl 001mye NpuHIMIEI MTPOGUIAKTUKYA HAPYIICHUH CO CTOPOHBI IIepcoHana’?
12. KaxoBbl TuNOBbIE ()OPMBI BHYTPEHHET'O MOILIEHHUYECTBA?
13. Kak npaBuinpHO MPOBECTH BHYTPEHHEE CIykeOHOe paccieaoBaHue?
14. 3adem HyxeH noaurpad (IeTexTop JHKu)?
15. Tlouemy mMepsl 10 0OeCIIeYeHUI0 KaJApOBOi 0€30MacCHOCTH JTOJKHBI COOTBETCTBOBATH
JENCTBYIOILEMY 3aKOHOJATENIBCTBY ?
Tema 9. IlporpamMmmHo-anmapatHoe oOecriedeHne HH(OOPMAIMOHHONW 0e301macHOCTH
HPENpUATHS

PN R W=

Yro Takoe mporpaMMHO-anmnapaTHbIe CPeICTBA 3alUThl HH(OopMaIn?

UYro Takoe mporpaMMHBIE CpPEICTBA 3alIUThl HHPOpMAUU?

Kakne MexaHu3Mbl peasin3yloT POrpaMMHO-aINIapaTHble CPeACTBa 3aIUThl HHPOpMALUU?
Kak peanu3yroTcss MexaHU3MBbI TPOTPaAaMMHO-AINAPATHBIX CPECTB 3aUTH HHYOopMaIimn?
Kakune koMIbroTepHBbIe yTpo3bl 0€30MaCHOCTH CYIIECTBYIOT?

Yro Takoe cHudPuur? Kakue MeTop! 3alIUThl IPOTUB HETO CYIIECTBYIOT?

Yro Takoe [P-criypunr? Kakume MeToap! 3aIUTH POTUB HETO CYIIECTBYIOT?

Yro Takoe cereBas pazBenka? Kakue MeToasl 3aIUTHI IPOTUB HEE CYIECTBYIOT?

Yro Takoe nepenoiHenue Oydepa? Kakre MeTO b 3aIIUTHI IPOTUB HETO CYILECTBYIOT?
Uro takoe nnbeknusa? Kakue Buabl HHBEKUUHN CyecTBYIOT? Kakue MeTopl 3alUThl IPOTHB
HUX CyILECTBYIOT?

COoXAN R DN =
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11. Yro Ttakoe oTka3 B oOcyxuBaHUU? Kakue METOIbI 3aIIUTHI TPOTUB HETO CYIIECTBYIOT?

12. Yto takoe ummar? Kakue MeToapl 3alUTHI MPOTUB HETO CYIIECCTBYIOT?

13. JlomomHUTENbHBIE CIOCOOBI 3aIIUTHI (pe3epBHOE KonupoBaHue, honeypot, DLP-cuctemsl,
ckaHepsl 6e3omacHoct, IDS, IPS).

14. Yrto Takoe KOMIbIOTEpHBINA BUpYyC? Kakue BUAbI BUPYCOB CYILIECTBYIOT?

15. Onummre MmexaHu3M paboTsl BUpyca. Kak BUpyC MOKET IPOHUKHYTh Ha KOMIIbIOTEp?

16. Kakwue cymiecTBytoT MexaHU3Mbl pabOThl aHTUBHpYca? ONUIINTE UX.

17. Yro Takoe aitepBon?

18. Yro takoe mmdp? Kakue Bubl muppoB CymEeCTBYIOT?

19. Yro takoe xem-¢pynkiusa? Kakue Buapl xem-GyHKIui Bbl 3HaeTe?

20. Yro Takoe nudponas noanucs? [Ipumepsr.

21. Yewm uu¢poBasi HOAMUCH OTIMYACTCS OT DICKTPOHHOM moanucu?

22. KakoBbI OCHOBHBIE MpaBmiia obpareHus ¢ Hocuremsamu D117

23. Yto Takoe MHPPACTPYKTypa OTKPBITHIX KIItOUeH?

24. Yo Takoe ayreHTu(ukanusa? Uro takoe naentuukamusa? Uro takoe Bepuduramnms?

25. UYto takoe creranorpadus? Ilonstue creraHokoHTelHEepa. METOIbI CO3TaHMs
CTETaHOKOHTEHHEPOB HAa OCHOBE ayIMOUH(OPMAIIHH.

26. Peamm3zanus meTo0B cTeraHorpaduu u Kpunrorpagduu.

27. Kakum TpeOoBaHUSM JOJKHA OTBEYATh MOJIETh OOeCTieueHUsI KUOEPHETUYECKOM
0€301acHOCTH NPEANPUATHS?

28. B gem 3akimrovaeTcs posib epcoHajia B BOIpocax o0ecreueHus KHOepHEeTHYECKOn
0e301macHOCTH NPEANpUATHS?

29. KakoB MexaHU3M MOILIEHHUYECKUX JEHCTBUM 110 MPOHUKHOBEHUIO B CUCTEMY OaHK-KJIUEHT?

30. KakoBbl OCHOBHBIC METObI PACCIICIOBAHUS KUOCP-TIPECTYTUICHUA?

31. B uem 3aKkir0uaroTcsi OCHOBBI 0OecrieueH st ceTeBoi 6e3omacHocTn?

Jlns npoBeneHus 3aHIATUN JIEKIMOHHOTO TUIIA UCIONb3YIOTCS YUeOHO-HAMIAAHbIE TOCOOUS B
dbopMe TMPE3eHTAIMOHHOTO Marepuana, oO0eclmeuynBaroIero TeMaTHYeCKue WIUTIOCTpalnH,
COOTBETCTBYIOILIUE TEMaM JIEKIIUH, TPEACTABICHHBIM B HacTosmen PI1/I.

5.2 Oco0eHHOCTH oOpraHu3amuu OOyYeHHS [JIsi JIHI[ ¢ OTPAHHYEHHBIMH BO3MOKHOCTSIMHU
30POBbSI 1 HHBAJTUI0B

ITpu HEOOXO0IMMOCTH 00YHYAIOLIMMCS U3 YHUCIIA JIUILL C OFPAaHMYEHHBIMH BO3MOKHOCTSIMU 3/10pPOBbS U
MHBAJIUAOB (T10 3asiBJICHUIO 00YYaIOLIErocs) NpeaocTaBiseTcs yueOHas HHPOpMaLus B TOCTYITHbIX
¢dopMax ¢ yueToM UX UHJIMBUIYaAbHBIX ICUXO(PU3NUECKUX 0COOEHHOCTEH:

- JUIS JIUI] ¢ HApYIICHUSMHU 3pEHHs: B MeYaTHON (opMe YBEITHYECHHBIM mpudtom; B Gpopme
AIIEKTPOHHOI'O JIOKYMEHTA; WHAVBUyaJIbHbIE KOHCYJIBTaIluU c NpUBJICYCHHEM
TU(dI0CYpIOTIEPEBOAUNKA; MHANBUAYATbHbBIE 3aJaHHsI, KOHCYJIBbTAlUU U JIp.

- IJIs UL ¢ HApYIICHUSIMU cllyXa: B Me4aTHoi (opme; B hopMe 3JIEKTPOHHOTO JOKYMEHTA;
MHAVBUYalIbHbIE KOHCYIBTAllMM C IPUBJICYEHUEM CYypIONEPEBOAUNKA; UHIMBUYaJIbHbIC 3a/1aHNUS,
KOHCYJIBTAIMH U Jp.

- U1 JIAL ¢ HAapyIIEHUSIMH OMOPHO-ABUTaTEeIbHOIO anmnapaTa: B neyaTHoi (opme; B popme
AJIEKTPOHHOI'O JJOKYMEHTA; MHIMBUIyalIbHbIE 3a/1aHUs, KOHCYJIbTALUU U JIP.

6 @oH] OLEHOYHBIX CPEACTB JIA NMPOBEAECHUS] TEKYLIEro KOHTPOJS M NMPOMEKYTOYHOI
arrecTauMu 00y4aroIMXcs N0 JMCUMILIHHE (MOTYJIIO0)

B coorBerctBum ¢ TpeboBanmsimu DPI'OC BO gms arrectaruu  oOydarommxcs Ha
COOTBETCTBUE UX TEPCOHAIBHBIX JOCTHKEHUHN IJIAHUPYEeMbIM pe3ylbraraM OOy4YeHHUs IO
JTUCIUIUIMHE (MOJIYITIO) CO3MaHbl (DOHABI OICHOYHBIX CPEICTB. THIOBBIC KOHTPOJBHBIC 3aJaHUS,
METOAMYECKUE MaTePHAJIbI, ONPEACIISIONINE MPOICAYPhl OIICHUBAHUS 3HAHUHN, YMEHHH W HaBBIKOB,
a TaKkKe KPUTEpUU M TOKa3aTelau, HEeoOXOAWMBbIE NS OLEHKM 3HAHWW, YMEHUH, HaBBIKOB W



XapaKTepU3yIoIIne 3Tanbl (OPMUPOBAHUS KOMIETCHIIMNA B MPOIECCE OCBOCHUS 00pa3oBaTeIbHON
MpOTrpaMMmBbl, ipescTanieHbl B [Ipunoxenun 1.
7 Y4yeOHO-MeTOAMYECKOEe M HH(POPMALMOHHOE 0O0ecneyeHrue TUCHUIIJIMHBI (MOAYJIs1)

7.1  Ocnoenaa numepamypa

1. JlokymeHTanpHOE oOecrniedeHrne HHPOPMAIIMOHHOW 0e30MacHOCTH : y4yeOHoe mocodue /

coctaButenu E. E. CmprukoB [u ap.]. — Cesactomons : Cesl'Y, 2022. — 142 c¢. — Teker :
AIIEKTPOHHBIN // Jlanb : 3IIEKTPOHHO-ONOIMOTeYHAs cUcTeMa. — URL:
https://e.lanbook.com/book/261899 (mata oOpamenus: 19.11.2024). — Pexum nmocryma: s
aBTOPH3. MOJIb30BATEIICH.

2. IIpaBoBble OCHOBBI MH(POPMALMOHHOW OE30MAaCHOCTH : MPaKTUKyM / cocT. X. B.

benoropuesa (Ilemkosa). - Boponex : Hayunas kuura, 2021. - 80 c. - TekcT : 2JIeKTpPOHHBIN. -
URL: https://znanium.com/catalog/product/1996330 (nara obpamienus: 18.11.2024)

7.2 /lononnumensnasn tumepamypa

1.  bapanoBa E.K., Babam A.B. OcHoBbl WHGOPMAITMOHHON O€30MacHOCTH : Y4YeOHHUK
[OnexkTpoHHBIH  pecypc] : PUOP , 2022 - 202 - Pexum  goctyna:
https://znanium.com/catalog/document?id=393455

2. MenbHukos, B. I1., Undopmanmonnas 6e3omnacHocts. : yueOHuk / B. I1. MenpHukos, A.
. KynpusiHos, ; nox pex. B. II. MensankoBa. — Mocksa : KuoPyc, 2025. — 267 ¢. — ISBN 978-
5-406-13756-7. — URL.: https://book.ru/book/955528 (mata obpamenus: 14.11.2024). — Texkcr :
AJIEKTPOHHBIMN.

3. Cprues, 0. H. 3ammra undopmanuu n nHopManmonHas 6e30MacHOCTh : yueOHoOe
nocooue / FO.H. CerueB. — Mocksa : UH®PA-M, 2021. — 201 c¢. — (Bricuiee oOpa3oBanme:
bakanaspuat). — DOI 10.12737/1013711. - ISBN 978-5-16-014976-9. - TekcT : 3JIEKTPOHHBIH. -
URL: https://znanium.ru/catalog/product/1013711 (gara obpamenus: 18.11.2024)

7.3 Pecypcovr ungpopmayuonno-menekommynuxkayuonnou cemu "UHnmepnem',
6KNI04as npogeccuonanvuvie 0a3vl OAHHLIX U UHOOPMAUUOHHO-CHPAGOUHDbLE
cucmembol (npu HeobX00UMOCmMuU):

1. OnektponHasi Oubnmuotreunass cucrema ZNANIUM.COM - Pexum pgocrtyma:
https://znanium.com/

2. DnexTpoHHO-OMOHOTeuHas cuctema "BOOK.ru"

3. DOnexrpoHHOo-OmOMmMoTeyHas cuctema "ZNANIUM.COM"

4. DnextpoHHO-OMOMMOTEYHast cuctema "JIAHB"

5. Open Academic Journals Index (OAIJI). [Ipodeccronanbras 6a3a qaHHBIX - Pexxum
noctyma: http://oaji.net/

6. [Ipesunentckass Oubnmoreka wuMm. b.H.Enenmua (0a3a [JaHHBIX pa3IHMYHBIX
npodecCHoHANIBHBIX 00nacTeil) - Pexxum gocryma: https:// www.prlib.ru/
7. Nudopmannonno-cnpaBoynas cucreMa "Koncynsrant Ilmroc" - Pexxum moctyna:

http://www.consultant.ru/

8 MarepuajbHO-TeXHHYECKOEe o0ecreyeHue JAUCHMIUIMHBI (MOAYJs) W TepeYeHb
HH(OPMAIMOHHBIX TEXHOJIOTHi, HCIO/Ib3yeMbIX MPH OCYILIECTBJICHHH 00pPa30BATEJILHOIO
npouecca no AUCHMILINHe (MOYJ/II0), BKJIKOYAs NepevyeHb MPOrPaMMHOro odecreyeHust

OcHOBHOE 000PYI0BAHUE:

- Komnbrotepsl
- [Ipoexrop



[IporpaMMHoe obecrieyeHue:
- Microsoft Office 2003 Russian
- Office



MHWHOBPHAYKHU POCCUN

BJIAJUBOCTOKCKUI I'OCYJIAPCTBEHHBIN YHUBEPCUTET

KA®EJIPA UHOOPMAIIOHHOM BE30ITACHOCTU

@DOoH/1 OIICHOYHBIX CPEJICTB
JUTSI IPOBEJICHUS TEKYIIET0 KOHTPOJIS
Y IPOMEKYTOUYHOMN aTTECTAIIMHU IO TUCIUTUTAHE (MOIYITIO)

NHO®OPMALIMOHHASA BE3OITACHOCTD ITPEAITPUATUA

Hanpasienue 1 HanpaBiaeHHOCTD (TIPO(UIIb)

38.03.01 OxoHOMHKA. DKOHOMHUYECKAS OE30IMaCHOCTD

['on Habopa na OIIOII
2021

dopma 00yueHHst
OYHast

Bnanusoctok 2024



1 Ilepeyenb popMHEpyeMbIX KOMIIETEHIHIT

Hassanne OITOIT BO,
COKpAII[EHHOE

Konx 1 popmynipoBKka KOMIIETCHITH

u

Kon u ¢hopmynipoBKka HHANKATOPA JOCTHKEHHS
KOMIIETEHIIUH

38.03.01 «DxoHOMHUKA
»
(B-2Y)

TIKB-2 : CrtocobeH Bo3/1eiicTBOBAT
b Ha MPEANPUHUMATEILCKUE PUCKH
U YyIpo3bl IKOHOMUYECKO# Oe3omac
HOCTH OpTaHHU3allii Ha OCHOBE MX
MOHHTOPHHTA

[IKB-2.1x : OueHuBaeT npeInpuHIMAaTEeNbCKUE P
HCKH M YTPO3bl 5KOHOMHUECKOH OE3011aCHOCTH Op
raHU3alluy Ha OCHOBE aHaJIN3a MH(OpPMaLUK

ITKB-2.2x : Pa3zpabaTsIBaeT MpeayIoxKeH s 1O 1Ip

eMyTIPEXACHUIO, JTOKATH3ALUH U HeHTpanu3anuu
MPEANPUHUMATENBCKUX PUCKOB U YTPO3 3KOHOMHU
YeCcKOil 6e30MacHOCTH OpraHu3auu

KOMHGTGHHI/IH CUMTacCTCA C(i)OpMHpOBaHHOI}'I Ha JJaHHOM 3TalI€ B ClIydac, €CJIU ITOJTYUCHHBIC
06quHHﬂ o JUCHHMINIMHE OICHCHBI

pe3yabTaThl

IOJIOKUTENBHO  (AMana3oH KpUTEPUEB

OLICHUBAHUA PE3YyIbTaTOB O6y‘I€HI/I${ «BAYTCHO», KYAOBJICTBOPUTCIBHO), «XOPOIIO», <<0TJ'II/I'-IHO>>). B

ClIydac OTCYTCTBUs MOJOXKUTEILHOM OIIGHKHM KOMIIETCHIIMS Ha JaHHOM JTalle CUYHTaeTCs

HeC(OPMHUPOBAHHOM.

2 Iloka3aTe/i oLeHUBAHMS JIAHUPYEMbIX Pe3yJbTATOB 00yUYeHUs

Komnerenuus ITKB-2 «Crnioco6eH Bo3/ieiicTBOBATh Ha MPEIIPUHUMATEIBCKIE PUCKU U
YTPO3bI 5KOHOMUYECKOH 0€301MacHOCTH OpraHU3aIuy Ha OCHOBE HX MOHUTOPUHT 2

Ta6mmma 2.1 — Kpurepuu OolleHKH WHIUKATOPOB TOCTHKEHUS KOMITCTCHIIHH

Kon u popmynmupoBka HHAUKAT
opa JOCTU>KEHUS KOMIIETEHIIUU

Kpurepuu orieHHBaHUS pe3ynbT
aToB 00yUeHUS

[IKB-2.1k : OueHuBaeT npeamnp
MHUMATEJIbCKUE PUCKH U YTPO3

bl 5KOHOMHYECKOH 0€30IacHOCT
Y OpraHu3aiyy Ha OCHOBE aHall
n3a HHPOPMAIUH

COBPEMCHHBIX CPEACTB U METO

3HAHHE OCHOBHBIX COBPEMCHHBI
X CPE/ICTB U METOJIOB 3aIUTHI U
H(pOpMaIXH, UCTIOTIb3YEMBIX B II
podeccHoHaTBHON e TENEHOCT
"

HOZ[O6paTL " UCII0JIb30BaTh COB

noa00p ¥ UCIOIB30BAHUE COBP
€MEHHBIX CPEZCTB 3aIUTHI HH)
OpMaluK IPH OCYIIECTBICHUN

KOMMYHHUKALIUHA B 00JIaCTH 1IPO
(heccroHaTBbHOM e TETLHOCTH

[IKB-2.2k : Pa3pabaTsiBaeT npe
JUIOKEHHS T10 TIPEAYTIPEXACHN
10, JIOKIN3aLUK 1 HEHTpanu3ar
WU TIPEANPUHAMATEIBCKHUX PUC
KOB U yTp0O3 3KOHOMHUYECKOH Oe
30IIaCHOCTH OpraHU3aIUU

nHpOpMaNOHHOI 6e30macHOCT
1, OCHOBHBIX TpeOoBaHMIt HH(O

3HaHWe HauboJiee pacpoCTpaH
CHHBIX BUI0B U HICTOYHHKOB YT
po3 nHdopMannoHHON Ge30mac
HOCTH, OCHOBHBIX TpeOOBaHHI
nH(pOPMAIMOHHOH 6e30IacHOCT
1 B 00J1acTH MPOoQheCcCHOHANEHO
W IeATEILHOCTU

aTh U OCYHIECTBIIATHL MECPOIIPUAT

PesynbraTel 00y4eHUs 10 JUCIUTUINHE
T
K
u
on
i
pe Pesynbrar
pe
3_
3_
Ta
Ta
P 3H
bl aH
OB 3aIUThl HHPOPMALIUU
1 ne
P v
i M PEMEHHBIE CPE/ICTBA 3ALUTHI U
5 eH | HdopManuu mpu OCymEeCcTBICH
e | WM KOMMYHHUKAIHH
BUJIOB U HCTOYHUKOB yTPO3
P 3H P
pi aH
3 ue N
PMaIHOHHOM Oe30MacHOCTH
P Y | BBIABIATH yTpo3bl HHPOPMAITHO
b M HHOM 0€3011aCHOCTH, ITAHUPOB
4 eH
e | us 1o 3amuTe HHPOpMaIH

BBISIBIICHHUE YTP03 HH(OPMALHO
HHOM 0€3011aCHOCTH, IIIAHUPOB
aHUE U OCYIIECTBICHUE MEPOIIDP
MSATHA 110 3aIIUTe HHPOPMAIUN
B 00nacTu npodeccnoHaIbHON
JIeATENbHOCTH




W T4 g

H

ap | PYAZICHHS COBDEMEHHBIMH CPETL
o cTBaMu oOecrieueHust upopma
X [IMOHHOM 0€30IacHOCTH

BHOCTH

WCTIOJIb30BaHIE COBPEMEHHBIX C
pencTs obecnieueHus HHPoOpMa
LIMOHHOI 0e30IacHOCTH B 001a
CTH PO ECCUOHATBHOM JesTeN

Tabmuira 3amosHAETCS B COOTBETCTBHM ¢ pasfeioM | Pabouel mporpamMMbl JTUCIMILIAHBI

(Momyms).

3 IlepeyeHb OLIEHOYHBIX CPE/ICTB

Ta6mmma 3 — [IepeueHb OIIEHOYHBIX CPEACTB MO TUCIUILIAHE (MOIYIIIO)

HanmeHoBaH#e OIIEHOYHOTO CPEACTBA U IIpP
KoHTponupyeMble TnaHupyeMble pesy | KoHTpomupyemble TeMbl encrapienue ero 8 OC
JBTaThl 00y4YeHNS JVCIUTIIMHBI 5 TIpoMeskyToUHas ar
Texymuii KOHTPOIb
TecTalus
Ounas dopma oOyueHus
P11 3HaHME : COBPEMEHHBIX C 1.1. Beezenne. ITpaBoBoe IMpakTudeckas pabo aKfaMeH B IIUCbMEH
pez[cgs 1 METOZIOB 3alAT | Gecneuenne nudopmamu | T2 Hoit popme
bI HHPOPMALIH "
OHHOI 0€30MaCHOCTH TIpe Cobecononaie SK3aMeH B IMChMEH
JUIPHSTHS 2! Hoit hopme
1.2. Tlpumenenne nupop [IpakTuueckas pabo | Dx3aMeH B IMCbMEH
MAaIHMOHHBIX TEXHOJIOT Ui Ta HO#1 (hopme
JULSL U3YYEHHUSI BOIIPOCOB O
PpraHu3aloOHHO-TIPABOBO Co6 DK3aMeH B THChMEH
obeceroBaHUE o
ro o6ecngqeﬂna uHpopm 2l HO# hopme
AIIMOHHOH 6€30MacHOCTH
P2 Ymenue : moxo0path HUC | | 4 Mero JWIKH MeHepky | [IPaKTHYecKas pabo | DK3aMeH B IMCbMEH
MONE30BATE COBPEMEHHBIE | o\ vy yyyhonmauonHOH 6 | T8 HO#t hopme
TBA 3ALUTHI H
CpeACTEa 3alll top €30I1aCHOCTH NPEANPHUSATH DK3aMeH B IHCEMEH
Maluu Opu OCyHICCTBIICH q COGCCCIIOBaHI/Ie >
1Y KOMMYHHKAIHH Hoif popme
IpakTrdeckas pabo | DK3aMeH B MHCHMEH
1.5. ®usnueckas u UHXKe Ta HO# hopme
HEpHO-TEXHUYECKas 6e30
OK3aMeH B IUCbMEH
HAaCHOCTb MPENPUSITHS CobecenoBanie 3
HOH (opme
1.6. MeTOAMKH pOBEieH IMpakTudeckas pabo | DK3aMeH B MHCHMEH
ust aynura uapopmanuon | T@ Hoii popwme
HOW 0€30MaCHOCTH TIPEIIT CoGecenopane DK3aMeH B IHCEMEH
puATHA HO#1 hopme
[IpakTuyeckas pabo | Dx3aMeH B IHMCbMEH
1.7. Kagposas 6ezomacao | T2 HO¥i opwme
CTb HPCAPHATHA DK3aMeH B MMChMEH
CobecenoBaHue -
HOU (opme
[Tpaktuueckast padbo | DK3aMeH B IHCbMEH
1.10. Yrpossl 6e3onacHoc | T HO¥i popwme
TH KOMITBIOTEPHBIX CeTeH DK3aMeH B IHCEMEH
CobecenoBanue >
HOH (opme
P13 3HaHMe : BUJIOB ¥ HCTOYH I[TpakTuyeckas pabo | Dk3aMeH B IHCHMEH
HKOB yrpo3 HHpOpMAnmo 1.1. Beenenue. IIpaBoBoe | Ta HOH opme
HHOM 6€30I1aCHOCTH, OCHO | (GecreucHue uHpoOpMaLm
BHBIX TpeOOBaHuUit HHpOP




MaIlMOHHOH 0€30I1aCHOCT
u

OHHO¥ 0€30I1aCHOCTH Tpe
JIIPHATHS

CobecenoBanue

DK3aMeH B MUCbMEH
HOH (opme

1.3. DxoHoMHUECKast O€30
MACHOCTh MPEIIPUITHS

IMpakTudeckas pado
Ta

DK3aMeH B MUChbMEH
HOH opme

CobecemoBanue

DK3aMeH B MNCHMEH
HOU opme

1.7. Kagposast 6e30macHo
CTh TPEIIPHUSITHS

[IpakTuueckas padbo
Ta

DK3aMeH B MUCHMEH
HOH (opme

CobecenoBanue

DK3aMeH B MUCHMEH
HOU (opme

1.10. Yrpo3sl 6e30macHOC
TH KOMIIBIOTEPHBIX CeTeH

INpakTHyeckas pabo
Ta

DK3aMeH B MUChMEH
HOU (opme

DK3aMeH B ITUCbMCH

CobecenoBanue >
HOH (opme
P14 ‘YMeHue : BBIABIATE YIPO3 [IpakTrdeckas pabo | Dk3aMeH B MHCbMEH
bl UHGOPMAUMOHHOM 0€30 | 4 3 5 onovmeckas Geso | T2 HO¥i popme
MACHOCTH, IUTAHUPOBATh U
’ p HAaCHOCTh HPEIIPHUITHS DK3aMeH B IHCEMEH
OCYHICCTBJIATh MEPOIIPUAT CO6eC€HOBaHHe
U 10 3alIuTe HHPOPMAL HO¥i popwme
nu [MpakTnyeckas pabo | DK3aMeH B MACHMEH
1.5. ®usnueckas 1 UHXe Ta HOI (hopme
HEpPHO-TEXHHYECKas 030
MTACHOCTH MPEATIPUSATHS CobecenoBanie OK3aMeH B [IHCHMCH
HOU opme
1.8. IIpoTuBOAEiicTBHE TE DK3aMeH B IUCbMEH
p . INpakTrdeckas pado N
XHUYECKHM METOIaM KO Ta HOH (opme
HOMHYECKOH pa3BeaKH 1
MIPOMBIIICHHOTO IIITAOHA
DK3aMeH B MHMCbMEH
xKa CobecenoBanue -
HOH (opme
1.9. TIporpaMmHo-arnapa IpakTryeckas pabo | DK3aMeH B MUCHMEH
THOE obecneyenue uapop | T HO¥i popwme
MAaIlMOHHOH 0€30I1acHOCT K3aMeH B IIHChMEH
¥ TIPS ATPHSTHSL CobecenoBanue Ho¥i hope
IpakTrdeckas pabo | DK3aMeH B MHCHMEH
1.11. Opranusanus 6e3on | 1, HO# hopme
ACHOTO 3JICKTPOHHOTO JI0
KyMEHTO0GOpOTa Cobeceoate aKfaMeH B IINCEMEH
HOH opme
IMpakTudeckas pabo | DK3aMeH B MHCHMEH
1.12. Kpunrorpapuyeckn | g HOT hopme
€ METO/JIbI 3aIIUTHI HHPOP
DK3aMeH B MHUChMEH
Manun CobGecenoBanue -
HOH (opme
PS5 Hagpik : BagieHus cospe IMpaktuueckast pabo | Dk3aMeH B MHChMEH

MCHHBIMU Cpe}ICTBaMI/I 06
ecrieyeHns HH(HOPMAIHOH
HOM 0€30I1aCHOCTH

1.5. ®usnueckas U UHXKe
HEepHO-TeXHIUIecKas 0e30
TACHOCTb MPEIIPUITHS

Ta

HOU (opme

CobecenoBanue

DK3aMeH B MUChMEH
HOU (opme

1.6. Metonuku npoBeneH
us ayauta nHGOpMAaIUOH
HOI 6€30MacHOCTH Mpear
pusTHS

INpakTHyeckas pado
Ta

DK3aMeH B ITHCbMEH
HOH (opme

CobecenoBanue

DK3aMeH B MUCbMEH
HOH (opme

1.7. Kagposast 6e30macHo
CTb HPEIIPUITHS

INpakTHdeckas pado
Ta

DK3aMeH B MUCbMEH
HOH (opme

CobecenoBanue

DK3aMeH B MUChbMEH
HOH (opme




1.8. IIpotuBozeiicTBUE TE
XHHYECKUM METOIaM KO
HOMHMYECKOH pa3BeKU U
MPOMBIIIJICHHOTO HIMHOHA
Ka

INpakTHdeckas pado
Ta

DK3aMeH B MUCbMEH
HOH (opme

CobecenoBanue

DK3aMeH B MUCbMEH
HOH (opme

1.10. Yrpo3sl 6e30macHoC
TH KOMITBIOTEPHBIX CEeTeH

INpakTHdeckas pado
Ta

DK3aMeH B MUCbMEH
HOH (opme

CobecenoBanue

DK3aMeH B MUChbMEH
HOH opme

1.11. Opranmzarus 6e301
4CHOT'0 3JIEKTPOHHOTO JI0
KyMEHT0000poTa

IpakTudeckas pado
Ta

DK3aMeH B MNCHMEH
HOU opme

CobecenoBanue

DK3aMeH B MUCHMEH
HOH (opme

4 Onucanne mpoueaypbl OlleHUBAHUS

KauectBO cpopMHUpPOBAaHHOCTH KOMIICTCHLMH Ha JaHHOM JTale OICHHUBACTCS 11O
pe3ynLTaTaM TCKYIIII/IX u HpOMe)KYTO'-IHI)IX aTTCCTaHI/II\/II HpI/I IIOMOIITN KOHI/I‘ICCTBGHHOI\/’I OILICHKU,
BBIPOKCHHOW B Oayutax. MakcuMmajbHas cymMMa OayuloB MO AMCIUILIMHE (MOIyar0) paBHa 100
oayuam.

. O1LIeHOYHOE CPEeNICTBO

Bun yuebHoll nesTenbHO - p
CTH CobGecenoBanue Hpaxmqecme PaBOT |y samen HUroro
Jlexuun 10 10
[IpakTuueckue

60 60
3aHATUSA
IMpomesxyTouHas aTrecta 20 20
st
aCaMOCToaTenLHaﬁ pabor 10 10
Hroro 20 60 20 100

CyMMa GaHHOB, Ha6paHHBIX CTYACHTOM IIO BCEM BHJaM yqe6H0171 ACATCIIbHOCTU B paMKax
JAUCHUIIIIMHBI, ICPEBOAUTCA B OLICHKY B COOTBCTCTBHHU C TaﬁHHHeﬁ.

Cymma Gamnos | QOuenka 1o mpoMesKy
o XapakTepHcTHKa KauyecTBa CQOPMUPOBAHHOCTH KOMIIETEHIIUH
10 AUCLMILINHE TOYHOH aTTECTALlMU
CTyaeHT IeMOHCTPHPYET C(HOPMHPOBAHHOCTh JUCIMILUIMHAPHBIX KOMIICTEHINH, 00
HapyKMBaeT BCECTOPOHHEE, CHCTEMAaTHIECKoe U NTy0OKoe 3HaHHE y4eOHOTro MaTep
0191 10 100 «3a4TeHo» / Haja, yCBOUI OSHOBHyIO nHTE:paTypy 1 3HAKOM C JONOJHUTEIbHOMN JINTEPATYPOH, pe
«OTIIMYHOY» KOMEHJIOBaHHOM IPOTpaMMOH, yMeeT CBOOOIHO BBHINOIHATH IPAKTHUECKUE 3a1aHN,
IIpeyCMOTPEHHbIE IPOrpaMMOii, CBOOOIHO ONepHpyeT MPUOOPETCHHBIMU 3HAHUSIM
U, yMCHUAMH, IPUMEHSCT UX B CUTYyalUsAX IOBBIICHHOHN CI0KHOCTH.
CTyIeHT IeMOHCTPHPYET c(HOPMUPOBAHHOCT JUCLMIUIMHAPHBIX KOMIIETEHIUH: 0C
ot 76 110 90 «3a4TEHO) / HOBHBIE 3HAHUS, YMEHUS OCBOEHBI, HO JIOIYCKAIOTCSI HE3HAYUTEIILHBIE 0111}461(1/1, HET
«XOPOLIO» OYHOCTH, 3aTPyJIHEHHS IPY aHATUTHYECKUX ONEPALUAX, IEPEHOCE 3HAHUM ¥ YMEHU
U Ha HOBBIC, HECTAHAAPTHBIC CUTYallUU.
CryzmeHT 1eMOHCTpupyeT c(hOPMHUPOBAHHOCTD AUCUUIUIMHAPHBIX KOMIIETEHIHUI: B X
«3a4TeHo» / 0J1¢ KOHTPOJIBHBIX MEPONPHATHII JOMYCKAIOTCSA 3HAUUTENbHBIE OIINOKH, POSBISIETC
ot 61 1o 75 «YJIOBIIETBOPUTENHH s1 OTCYTCTBUE OT/IEJIbHBIX 3HAaHUH, YMEHUH, HABBIKOB 110 HEKOTOPBIM AUCLUILIMHAPH
o» BIM KOMIIETEHIUSIM, CTYACHT UCIBITBIBACT 3HAYUTEIIbHBIE 3aTPYIHEHHUS IIPU OIIEPUP
OBaHMM 3HAHUAMHU M YMEHHUSAMU IIPU UX IIEPEHOCE HA HOBBIE CUTYaIMH.
«HE 3a4TeHO» /
or 41 110 60 P —— VY cTyneHTa He C(bOIzMI/IpOBaI{LI JUCLUUILIMHAPHBIE KOMIIETEHLUH, IIPOSIBIISIETCS. HENO
oy CTaTOYHOCTb 3HAHUMH, YMEHHUH, HaBBIKOB.




«HE 3a4TCHOY /
I[I/ICIII/IHIII/IHapHLIe KOMIICTCHIUHUU HC C(i)OpMI/IpOBaHI)I. HpOSIBJIS[eTCSI IIOJIHOC WIJIN

ot 0 mo 40 . .
«HCYNOBJICTBOPHTCIID MPAKTUYECKH TTOJTHOE OTCYTCTBUE 3HAHUI, YMEHHI, HABBIKOB.

HO»

5 IlpumepHbIe OlIeHOYHBbIE CPeCTBA

5.1 IlpumepHBIii NepevyeHb BONPOCOB 10 TEMaM

[Tpumep BonpocoB i cobece0BaHUs

Tema 1. Bgegenume. IIpaBoBoe oOecreuenue uHOpPMAIMOHHOW  ©O€30MacHOCTH
IIPEIITPUSITHSL.

1. Yro Takoe napOpMarmonHas 6€30macHOCTh?

2. Kakwue cymiecTByoT Mojaenu nHpopmMarmoHHo# 6e3o0macHocTr?

3. IIpaBo. McTounuku npasa.

4. Ilepeuncnute BUJIbI 3allKIaeMON HHGOPMAIUH.

5. Kakue ocHOBHBIE 3aKOHBI B 0071aCTH 3a1IUThI HH(pOpManuu B PO?

6. Ilepeuncnure ocHOBHBIC 1enu H 3aga4n PO B obnmactu obecrieyeHnss HHPOPMALMOHHOM
0e3onacHoCTH

7. UTo Takoe KOHLEeNIHs nHPOPMAIMOHHOM Oe30macHoCTH?

8. Uto Takoe MOKTpHHA WH()OPMAIIMOHHON Oe30MmacHOCTH?

9. YUro Takoe koH(DHICHIIMATbHAS HHPOpMAIIHS?

10. YUto Takoe nepcoHaabHbIC JAHHbIE?

I1. B kakux ciaydasx BO3MOKHO HCIIOJIb30BaTh IEPCOHANIbHBIC JaHHBIE 0€3 commacus
oOnamxareis?

12. TloctanoBnenue npasureiabcTBa Nel119.

13. ITpuxaz ®@CB Ne378. [Ipukaz ®CTIK Ne21.

14. ITpukasz ®CTIK Nel7.

15. OxapakrepusyiiTe OMOMETPUUICCKUE TaHHBIC KaK NIEPCOHABHBIC TAHHBIC.

16. Yro Takoe npodeccruonanbHas TaiiHa?

17. Yto Takoe KoMMepuecKas TaiiHa?

18. Uto Takoe pexxuM KOMMepUeCKO! TailHbI?

19. Yro Takoe rocynapcTBeHHas TaitHa?

20. OnumuTe NpaBoBOM peXUM roCyAapCTBEHHON TallHBI.

21. ©3-374 u ©3-375.

22. ©3-63.

23. Kakue miaBHBIC TOCYJIaPCTBEHHBIC OpPTaHbI B 00JacTH oOecrieueHusT NHPOPMAITMOHHON
6e3omacHoctu?

24. Kakue rocyiapcTBEHHBbIC OpTraHbl 3aHUMAIOTCS cepTU(UKALUEH U JHUIEH3UPOBAaHHEM
CPEJICTB 3alIUThl HHPOpMAIUH?

25. Kakue OCHOBHBIE MEXIYHApOJIHBIE CTaHAAPTHl B 00MacTH WHOOPMALMOHHON
6e3onacHocTu?

26. Pacckaxkute B ueM cyTh "opanxeBoi kauru" (ISO 15408).

27. Kak cBs3aHbl MEXIyHapOAHbIE CTAHAAPTHI U cTaHAApThl PD?

28. Kakwe ocHOBHBIe cTaHmaapTel P® B oOsacté WHPOPMAIMOHHONW OC30MaCHOCTH
CYIIECTBYIOT?

29. Oxapaxrepusyiite crangapt [OCT P MCO/M3K 27002-2012.

30. Uro Takoe nonuTrka 6€30MacHOCTHU?

31. Cinyx06a 6e30nmacHOCTH npeanpusaTHs. OyHKIUH.

32. PykoBopsmue 1okyMeHThl 'octexkoMuccuu. OCHOBHBIE MTOJIOKEHHUS.

33. Kakue CcymecTByIOT MPUHIIUIIBI TOCTPOSHUSI CUCTEMBI 0€30macHOCTH?

34. Kak aHaiM3upoBaTh BHYTPEHHIOKO U BHEIHIOK CPEAbl IPEAIPUATHA?

35. 3aueM Hy>KEH aHAJINU3 YCIEXOB U MOPaXKEHUN HA OJJHOPOJIHBIX PhIHKAX?

36. Kak nucnosib30BaTh 4y>K0M OMBIT?



37.
38.
39.
40.
41.

42

43.
44.
45.
46.
47.
48.
49.
50.
51.

Hy’xHO 11 mpUMEHATH TEOPHIO OpraHU3aluy IPU TOCTPOCHUU CUCTEMBI 0€30I1acCHOCTH?
CyIecTBYIOT JIU OTpacieBasi U peruoHaibHas crienuduku’?
Kak mogo6pate MeHemkepa 0e3onacHOCTH?
Kak ynpaBiaTh CIIO)KHBIMU CHCTEMaM# 0€3011acHOCTH?
AyTCOPCHHT WM COOCTBEHHBIC CHIIBI?
. Kak onpenennts n1ocTarouHOCTh (PUHAHCUPOBAHUS O€30MACHOCTH?
Kak opranuzoBaTh ayJuT cucTeMbl 0€3011aCHOCTHU?
Bo3moxkeH 11 KOHTPOIIb MeHeIKepa 6€30MacHOCTH?
Yo Takoe MPOMBIIITIEHHBIN IIMHOHAX?
KakoBbl OCHOBHBIE CITOCOOBI TPOMBIIIIIEHHOTO HIMHOHAXA?
Kakue metoapl cOopa pa3BeIaHHBIX UCIONB3YIOTCS B TPOMBIIIIICHHOM IIMHOHAXE?
Uto noHMMaeTcs 1o/ ONlepaTUBHBIMU BUAAMU pa3BeIKn?
Kakyto poiib urparoT TeXHHYEeCKUE CPeACTBa MPOMBIIIEHHOTO IITTHOHAaXa?
Yro Takoe IeKTpOHHAsI pa3Beaka?
Yem MOXHO OOBSCHUTH Jyallu3M OTHOIICHWN OW3HEca W rocymapcTtBa B cdepe

IMPOMBIIIJIICHHOI'O IIIHAOHaXa?

52
TaiiHy?

. KTo 1 B Kakux ciydasix MOKET MoJIydaTh HH(OPMAIHIO, COCTABIISIONIYI0 OaHKOBCKYIO

Tema 3. DxoHOMHUYECKast 6€30MaCHOCTb MPEAIPUATHS
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25.

. Uto Takoe 3aJ0KEHHOCTD?

. Kakxue BubI 3a710J5KEHHOCTH, TOMUMO OaHKOBCKOM, CYIIECTBYIOT Ha PHIHKE?
. Uto Takoe HeTOOPOCOBECTHOE COTPYAHHUECTBO?

. Kakue xnaccugukanmy q0mKHAKOB CYIIECTBYIOT?

. YTo Takoe MOIIICHHNYECTBO?

. Kak He nomycTuTh BO3HUKHOBEHUS 3a0KEHHOCTH?

. KakoBbI TUTFOCHI 1 MMHYCHI BO3BpaTa J0JITOB Yepe3 ayTCOPCHUHT?

. KakoBbl momHOMOYHS cyZieOHBIX TPUCTABOB B MIPOILIEAYpE BO3BparTa’?

. Uto Takoe cuTyalmoHHasi OCBEIOMJICHHOCTh?

. KakoBbl 6 371eMEHTOB CUCTEMbI OU3HEC-aHATUTUKH?

. KakoBsl 3ajaun noapazneneHust Ou3Hec-pa3Beaku?

. Kak npeononers npobiieMy acHMMETPUYHOCTH HH(pOpMaLIUn?

. KaxoBbl ki1104eBbI€ MO3UIIUHN MOATBEPKACHUS (PaKkTa CylIeCTBOBaHUS KOHTpareHTa?
. Kakue ucrounuku nerutumHoi nHpopmaruu s 6usHeca cymiecTByioT B Poccun?
. KakoBbl OCHOBHBIE ITpaBuIIa ONpeeNICHUs] HaIeXKHOCTH KOHTpareHTa?

. HazoBute kpymnHeiime 3apy0exHble KOHCAITUHTOBBIE KOMITAHUU.

. UTo moHMMaeTcs o] cTorn-(hakTopamMu MpHU U3yUYeHHUH KOHTpareHTa?

. Kak u3b6exatp oneparioHHbIX PUCKOB MPH MOATOTOBKE KOHTPAKTOB?

. KakoBblI npu3HaKu KOMIaHUNH-OIHOIHEBOK?

. Uro Takoe cdepa noraoumeHuit u CaussHuin?

. UeM OT JIEruTUMHOIO MOIVIOUIEHUS OTJINYAETCS PEUIEPCKUil 3aXBaT?

. Kakue Turmsl arpeccun u3BeCTHbI B KOHKYPEHIINH?

. KakoBbI criocOOBI MPEBEHTHBHOM 3aIUTHI OT PEUIEPCKOTO 3axBata?

. CymiecTByeT i1 KOppynius B chepe MOTIOMEeHUN U CITUSHUN?

MOXHO JIM TpUBJIEYh K YTOJOBHOW OTBETCTBEHHOCTH 3a JCUCTBHS IO BpPaXICOHOMY

MOTJIOIEHUIO?

26
27
28
29
30
Bpems?
31
32

. UTo TaKkoe MiIaTexHble CUCTEMBI?

. Kakue MupoBbIe m1aTexxHble CUCTEMBI U3BECTHBI B HACTOSIILIEE BpEMSI?

. Kakue niaTexxHble CUCTEMBI IEUCTBYIOT Ha TeppuTopun Poccuiickoit denepanun?

. KTo BbIpabarTeiBaeT peKOMEHIAIMH IO OCYIIECTBICHUIO OaHKOBCKOTO Haa30pa?

. Kakune MexnyHapoaHble NpUHIUIB OAHKOBCKOIO Ha/A30pa CYIIECTBYIOT B HacToOsIIee

. KakoBa poinp ieHTpagbHBIX OAHKOB U MMO/IPa3/IeJICHUN BHYTPEHHETO KOHTPOJIS?
. Kakue rocynapcTBeHHbIE OpraHbl OCYIECTBISIOT BAIFOTHOE PErYJIMPOBAHUE U KOHTPOJIb



B Hallei ctpaHe?
33. Kakue Qopmbl HpOTHUBOMNPABHBIX AEMCTBUIA H3BECTHBI B cdepe MEXIYHApPOIHBIX
pacyeToB?
34. Kak ncnomnn3yrorcs o(uopHbie 30HbI 11 (PUHAHCOBBIX MaXHHAIHI?
35. Iloyemy MexmayHapoIHOE COOOIIECTBO MPHUILIO K HEOOXOIUMOCTH MPOTUBOICHCTBHS
OTMBIBAaHUS JCHEKHBIX CPEICTB?
36. KakoBel Mepsl PATD 1o 60opsbe ¢ OTMBIBAHUEM JACHEKHBIX CPEICTB?
37. Yro kpoetcs 3a onepanusiMi o «0OHATMYUBAHHUIO» JE€HEKHBIX CPEACTB?
38. Uto noHMMaeTcs 0J] TEPMUHOM «KOHTPOJIb ITOJIMTUYECKH 3HAUUMBbIX JTUID)?
39. Kakue Buabl npeanpustuii spnstorcs cyobexkramu ©3-115?
40. Kaxoii ¢enepanbHblii opran sBisgercss perynsatopoM mep no ITOL/DT B chepe
CTPaxoBOM AESITENbHOCTH?
41. KakoBsl mepsl Bo3neticTBus banka Poccun mo opranumzanuu [1OJ/®T B GaHKOBCKOMA
ctepe?
Tema 5. dusnueckas 1 UHXEHEPHO-TEXHUYECKasi O€30MaCHOCTb MPEATIPUATHS
. UTo Takoe MH)XEeHepHas 3aluTa 00bEKTOB?
. Kakum cnoco6om omnuceiBaeTcst uHxKeHepHas 3ammra. OnucaTb MOJIEINb.
. Kakue cpeacrsa npumeHstoTcs A7 3alUTHI 1-ro nepumerpa?
. Kakue cpeacrsa npuMeHsIOTCS 7S 3alIUTHI 2-T0 TIepuMeTpa’?
. Kakue cpeacrBa npuMeHsOTCS 1715 3alMUTHI 3-T0 iepumMeTpa’?
. buomerpus. buoMerpruueckue xapakTepUCTUKH.
. UTo Takoe TeXHUYECKUE KaHaJIbl yTeUKH HH(pOopMauu?
. [lepeuncnnre OCHOBHBIE BU/IBI TEXHHUECKUX KAHAIOB YTEUKH HHPOpMALIUHN?
. Ilepeuncanre MeToAbI 3aUTH MHOOPMALIMK OT YTEUKH 110 BU3yaJIbHOMY KaHaIy.
0. Ilepeuncnure MeTOIBI 3aIIUTHl WHPOPMALKMU OT YTEUKHU IO DIEKTPOMATHUTHOMY
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KaHay.

11. [lepeurcaute METOABI 3aILUTHI HHPOPMALIMU OT YTEUKHU IO JIEKTPUUECKOMY KaHaIy.

12. [lepeurcnuTe METOABI 3AIIUTH HHPOPMALIUU OT YTEUKU 1O MHIYKIIHOHHOMY KaHAITy

13. [lepeurcaute METOABI 3aILUTHI HHMOPMALIUU OT YTEUKHU IO TApaMETPHUUECKOMY KaHAIY.

14. IlepeurcnuTe METOABI 3aIMUTHI HHPOPMALIUU OT YTEUKHU IO BO3AYIIHOMY KaHAIY.

15. [lepeurcnuTe METOABI 3aIUTHI HHPOPMAITUHN OT YTEUKHU 110 BUOPAIIMOHHOMY KaHAITy.

16. Ilepeuncnaure MeTonbl 3alUThl MHPOPMALUU OT YTEUKU IO AKYCTORJIEKTPUUECKOMY
KaHaiy.

17. Ilepeuncnure MeTOIbl 3aIIMTHl MHPOPMAIMU OT YTEUYKH IO ONTHKO-3JIEKTPOHHOMY
KaHaly.

18. IlepeuncnuTe cpeacTBa U METOABI 3aIIUTH WHPOPMAIMK OT YTEUYKH WH(POpMALUU B
Tes1e()OHHBIX JINHUSX.

19. MO>XHO J11 UCTIOJIb30BaTh BO3MOXKHOCTH TOJIMIIMY JIJIsl OXpaHbl 00bEeKTOB Ou3Heca?

20. Yro Takoe ocoObIe yCTaBHBIE 3a/1a4i B chepe oOpalieHus opyxus?

21. Boopy»eHa 11 BeAOMCTBEHHAs1 OXpaHa 00bEKTOB?

22. Kak paboTaer ciy>x0a nHKaccauun?

23. KT0 HE MOXKeT ObITh YaCTHBIM OXPaHHUKOM?

24. Ot Kakux yrpo3 3aiuiiaeT o0beKToBas oxpaHa?

25. 3aueM HyXHa JU4Hasg oxpaHa?

26. Kakoit mpormyCKHON PeKUM MOYKHO CUUTATh Y()PEKTUBHBIM U TUBHIIN30BAHHBIM?

27. Kakue BO3MOXKHOCTHU Jisi paboronaTens (MIOMHMO IUTAaTHBIX (DYHKIHIA) IpeaoCcTaBIseT
cucTeMa KOHTPOJIS JoCTyma?

28. Kak 000CHOBaTh 3aKOHHOCTb NPHUMEHEHHS CpEICTB ayAuo U BUACO3AINCH B
[IEPETOBOPHBIX KOMHATAX?

29. MOXHO JM COKOHOMUTH NpU IUIAHUPOBAHUM CPEACTB Ha MPUOBITHE TpyHH ObICTPOro
pearupoBaHUs MO CUTHAILY TPEBOTH?

30. Kak mmpoko MOYKHO MPUMEHATh WHXEHEPHO-TEXHUYECKHE CPEICTBA OE30MAaCHOCTH IS
pereHus 3aaa4y ousHeca?



Tema 7. KagpoBas 6e301acHOCTb MPEIIPUATHS
. Anst 9ero Hy»XHa KaapoBasi 0€301aCHOCTh?
. UeM kazpoBas 6€30MacHOCTh OTJIMYAETCS OT O€30MacHOCTH NepcoHana?
. UTo Takoe «HCKyIeHne On3Hecom»?
. [Touemy 3noynorpebieHUss MEHEHKEPOB HanboJIee ONacHbI Jjisi On3Heca?
. KakoBbI kKapoBbI€ pUCKH OpraHU3aLUK?
. B uem cocrout KoHTpoOIIb IEpcoHana?
. Koro He crout HanuMartp Ha padboTty?
. JInst uero u3y4aroT KaHIUIATOB IpU IpuemMe Ha paboTy?

9. Kakue n3BeCTHBI THUIIOJIOTUN TUIHOCTH?

10. MoxHO 11 060HTHCH 0€3 MCUXO0JIOTHIECKOT0 TECTHPOBAHUS MPU PEKPYTHHIE?

11. KakoBbI 001111€ TPUHIUIBI TPOPHUIAKTHKN HAPYIICHUI CO CTOPOHBI IepcoHana?

12. KakoBsl TUIIOBBIE (HOPMBI BHYTPEHHETO MOIIICHHUYECTBA?

13. Kak npaBuibHO IPOBECTH BHYTPEHHEE CIy)eOHOe paccieoBaHue?

14. 3auem Hy)eH nonurpad (IeTeKTOp JHKK)?

15. ITouemMy Mepbl MO OOECHEUEHHUIO0 KaAPOBOM 0€30MacHOCTH OJIKHBI COOTBETCTBOBATH
JIEUCTBYIOIIEMY 3aKOHOJIATEIbCTBY ?

Tema 9. IlporpammHo-anmnapatHoe obecrieyeHHe HWHDOPMALIMOHHOW OE30MacHOCTH
MPEITPUITUS

1. Yto Takoe mporpaMMHO-aNIapaTHble CPECTBA 3alUTHl HHpOopMaun?

2. Uto Takoe mporpaMMHBIE CPEJICTBA 3aIIUTHl HHMOpMAIUN?

3. Kakme MexaHM3Mbl peanu3ylOT [POrpaMMHO-AIIapaTHBIE CpPEICTBA  3aLUTHI
uHpopManuu?

4. Kak peanu3yroTcsi MEXaHU3MbI POTpaMMHO-aNapaTHRIX CPEJCTB 3alIUThI HHpOpMaru?

5. Kakue KOMIBIOTEpHBIE YTPO3bl O€30MIaCHOCTH CYIIECTBYIOT?

6. Uto takoe cHu(punr? Kakue MeToap! 3alUTh IPOTUB HETO CYIIECTBYIOT?

7. Yto takoe [P-criydpunr? Kakue MeToas! 3a1UThl IPOTHB HETO CYIIECTBYIOT?

8. Uto Takoe cereBas pa3Benka? Kakue MeTO/1bl 3aIIUThI IPOTHUB HEE CYLIECTBYIOT?

9. Uro Takoe nepenonHenue 0ydepa? Kakue MeTo b1 3T TPOTUB HETO CYIIECTBYIOT?

10. Yto Takoe mubekuus? Kakue BUIbI MHbEKIUN CcylecTBYIOT? Kakue MeToabl 3aliuThl
IIPOTUB HUX CYIIECTBYIOT?

11. Yro Takoe oTka3 B o0ciyxuBanun? Kakue MeTo bl 32U TH IPOTHUB HETO CYIIECTBYIOT?

12. Yro takoe ¢ummnr? Kakue MeToab! 3aIIUTH TPOTUB HETO CYIIECTBYIOT?

13. [omonHuTenbHBIE CIIOCOOBI 3alIUTHl (pe3epBHOE KomupoBaHue, honey pot, DLP-
CUCTEMBI, CKaHepbl Oe3omacHocty, IDS, IPS).

14. Yro Takoe komMnbloTepHbIN Bupyc? Kakue BBl BUPYCOB CYIIECTBYIOT?

15. Onumute MexaHu3M padboThl BUpyca. Kak BUpyC MOXKET TPOHUKHYTHh HA KOMIIBIOTEP?

16. Kakue cymiecTByloT MeXaHU3Mbl paboThl aHTUBUpYyca? ONUIIUTE UX.

17. Yto Takoe daitepBos?

18. Yro Takoe mmdp? Kakue Buapl mudppoB CymecTBYOT?

19. Yro takoe xem-pynkuusa? Kakue Buapl xen-QyHKIHA Bbl 3HaeTe?

20. Yto Takoe uudponas nognucs? [Ipumepsr.

21. Yem nudpoBasi HOAMUCH OTINYACTCS OT JIEKTPOHHON MOIIUCH?

22. KakoBbl OCHOBHBIE TIpaBUiIa 00OpaieHus ¢ Hocurensimu 11?7

23. Yrto Takoe nHGPACTPYKTYpa OTKPHITHIX KITFOUECH?

24. Yro takoe ayrenTudukanma? Yro takoe uaentuduxanua? Yro takoe Bepupukanus?

25. UYro Takoe creranorpadusa? Ilonstue creraHokoHTEHHEpa. MeETOabl CO3MaHUS
CTEraHOKOHTEWHEPOB Ha OCHOBE ayTMOMH(OPMAIIHH.

26. Peanuzanus METOA0OB CTeraHOTpaguu U KpUnrorpaduu.

27. Kakum TpeOOBaHMSIM [OJDKHA OTBEUATh MOJIETh OOCCIEUYCHHS KHOEPHETUYECKOU
0€30MacHOCTH MPEANPHUATHS?

28. B uem 3akirouaeTcsl pojb IMEpPCOHANIAa B BOMPOCAX OOecCIeueHUs KHOSPHETHYECKON
0€30MacHOCTH MPEANPUATHS?
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29. KakoB MeXaHM3M MOIICHHHYECKHUX JCUCTBUI IO NMPOHUKHOBEHUIO B CHUCTEMY OaHK-
KJIUEHT?

30. KakoBbI OCHOBHBIE METOBI PacCIeIOBaHUS KHOEP-TTPECTYIICHNUN?

31. B 9em 3akii04ar0TCs OCHOBBI 00ECTIEYECHHUs CETEBOM 0€30MacHOCTH?

Kpamxue memoouueckue ykazanusi

CobecenoBanue MpPOBOAMUTCS B YCTHOM (hopMe BO BpeMs IOCIETHEro 3aHATHUSA 10 TEMe.
OOyuaromiemycsi 3a1aeTcs 2 CiaydaHBIX BOMPOCA U3 CHHCKa BOMpocoB. OOyyaromuics NOHKEH
OTBETUTH Ha BONPOCHI B TeUeHHE 5 MUHYT. Bo Bpemst mpoBeneHus codeceoBaHMs UCIOJIb30BaHUE
JUTEPATYPHI U IPYTHX HH(POPMAIIMOHHBIX PECYPCOB HE JOIYCKACTCS.

IlIxana oyenku

Ne Bamnmst Omnucanue

4 16-20 CTyJeHT NOJIHOCTBIO OTBETUII HA 3aJIJaHHBIEC BOIIPOCHI

3 11-15 CTyJeHT CMOT IOYTH MOJIHOCTBIO OTBETUTH Ha 33/1aHHbIE BOIIPOCHI

2 6-10 CTyJeHT 1aJl HEIIOIHbIH OTBET Ha BOIIPOCHL, HO CMOT NIEPEJaTh OCHOBHYIO CyTh BOIIPOCA
1 0-5 CTyaeHT He cMOT WX (parMEeHTapHO OTBETHJI HA 3aJaHHBIC BOIIPOCHI

5.2 Ilpumepbl 3agaHui A/ BHIIOJHEHUS] IPAKTHYECKUX padoT

No 1. TlpumeHenue WHPOPMAIMOHHBIX TEXHOJOTHH IS HW3Y4YEHUS BOIPOCOB
OpraHu3alMOHHO-IIPABOBOI0 00ecTedeHns HHPOPMALIMOHHOM O€30MacHOCTH.

Ha ocHOBe TmpeIOKEHHOTO ONKMCAaHUSl TPEINPUATHS W HW3YYEHHOW HOPMATHBHO-
pacnopsAUTEeNbHON JOKyMEHTaluu B oOjactu oOecriedeHuss WHGOpMalMOHHONW Oe30MacHOCTH,
rpymnme CTyIEHTOB O 2-3 uYeloBeKa HEOOX0IUMO pa3paboTaTh OOOOLICHHYIO MOJUTHKY
OpraHU3aIuH CUCTEMBI 3aIUTHI TIEPCOHAITBHBIX TAHHBIX MPEIIPUSITHS.

Ne 2. Metoauku MeHeKMEHTa HH(DOPMALIMOHHOW O€30MaCHOCTH MPEATNPUATHS

Ha ocHOBe mpeIOKEHHOTO ONHMCAHUS MPEINpUATHS W HW3YYEHHOW HOPMAaTHBHO-
pactopsIIUTENILHON JTOKYMEHTAIIMK B 00JacTH oOecredyeHus] WH(POPMAIMOHHONW 0€30MacHOCTH,
rpyIIe CTyA€HTOB 1o 2-3 yenoBeka He0OOXOAUMO:

1. 3arpy3uts TOCT P UICO/M3BK TO 13335-3-2007 «MeTo/16I U CpeICTBA OOSCIICUCHUS
6e3omacHoctn». Yacts 3 «MeTo bl MEHEKMEHTa 6€301MacHOCTH HH()OPMALIMOHHBIX
TEXHOJIOTHII»

2. Osnakomutscs ¢ [punoxenusmu C, D u E 'OCTa.

Br16path Tpu paznuuHbIX HHOOPMALIMOHHBIX aKTHBA OPraHU3allud (CM. BapHaHT).

4. W3 punoxenns D 'OCTa nogo6paTh Tpu KOHKPETHBIX YS3BUMOCTH CHCTEMBI 3AIIUTHI
yKa3aHHBIX HH(popMaIrmoHHbIX akTHBOB. [lonb3ysck [Ipunoxernem C 'OCTa nanucatb Tpu
YIpO3bl, peann3anns KOTOPhIX BO3MOKHA II0Ka B CHCTEME HE YCTPaHEHbI Ha3BaHHbBIE B
MIYHKTE 4 YSA3BUMOCTH.

5. Tlonb3ysch OHUM W3 METOZIOB (CM. BapHuaHT) npeioxeHHbix B [Ipunoxxennn E 'OCTa
IIPOM3BECTH OLICHKY PUCKOB MH(OPMAIIMOHHON 0€30IacHOCTH.

6. O1eHKy IEHHOCTH HH()OPMALIMOHHOTO aKTUBA ITPOU3BECTH Ha OCHOBAHUHU BO3MOKHBIX
MOTEPh AJISl OPTaHU3AIMH B CIy4Yae peann3aiiy yIPo3bl.

[98)

1. IToAroTOBUTH OTYET O MPOJAETAHHOMN padoTe.
Ne3. Meroauku npoBeicHUs ayiuTa HHPOPMaIMOHHOM 6€30MacHOCTH MIPEATPUSITHS
Ha ocHoBe mnpenioKeHHOro OMUCaHUsi NPEANpPUATHS U HU3YYEHHON HOPMATHUBHO-
pacTopsSAMTEeILHOW JOKYMEHTAMu B oOjactu oOecriedeHuss WH(GOPMAMOHHONW O€30MacHOCTH,
rpymIe CTyIeHTOB 1o 2-3 yenoBeka He0OX0IUMO:

1. CocraBuTh IJIaH ayAHTA.
[TpoBectu ayauT MHPOPMAIIMOHHOM 0€30aCHOCTH B COOTBETCTBHE O cTaHaapToM ISO
17799.

3. TIpoBecTH OLIEHKY pe3yJIbTaTOB BO3AECUCTBUI OT HECAHKIIMOHUPOBAHHOTO IOCTyIa K
MH(POPMALIMOHHBIM U IPOTPAMMHBIM PECypcaM.



4.

[ToAroTOBUTH OTYET O MPOJICTAHHOMN padoTe.
Ne4.  TIporuBoAeHCTBHE  TEXHMYECKHUM  METOJAM  SKOHOMHUYECKOM  pa3BeAKd U

MNPOMBIINIJICHHOT'O IIIMHMOHAXKa

Ha ocHOBe mnpenIoKEHHOrO0 ONUCaHUS NPEANPUATHS M H3YYEHHOHM HOPMAaTUBHO-

pactopsIAUTENILHON JTOKYMEHTAIIMK B 00JIacTH oOecriedyeHus WH(POPMAIIMOHHONW 0€30MacHOCTH,
rpyIiIe CTyA€HTOB 1o 2-3 yenoBeka He0OXOAUMO:

1.

2.

[Tpoananu3upoBaTh yrpo3bl, HAUMHAS C YIPO3, UMEIOIINX MaKCUMaIbHOE 3HAaUEHUE, AaJiee - C
MEHbIIEH yrpo30i U Tak Jajnee A0 TeX Mop, MoKa He OyAyT McueplaHbl BblICICHHbIE
pecypcehl.
[TpuHSTH pelnieHne No HHXEHEPHO-TEXHUYECKOM 3alllUTe OXPaHIEMOI0 00bEKTa, PE3yJIbTaThI
0(GopMHUTE B COOTBETCTBUHU C periaamenTamu peryistopa (PCTOK PD).

Ne5. Yrpo3sl 6€301acCHOCTH KOMITBIOTEPHBIX CETEH

NmeroTcst 1Be JOKambHBIE ceTH. B KakIoit M3 HUX €CTh CepBep ¢ ycTaHOBICHHBIM Kerio

Winroute Firewall, ¢ nmpenycranoBiennsiMm VPN cepBepom. CTyneHTaM HEOOXOJUMO BBIIOTHUTH
cienytoiee padouee 3ananue oA ympasieHueM OC Linux Mint:

bl ol

e

10.
11.
12.

13.
14.
15.

OO6benuHUTe OBE JIOKAJIbHBIE CETH JIPYT C APYTOM, YTOOBI MOJIH30BATENIN UMENH JOCTYT K
KOMIIBIOTEpPAM U CEPBEPaM U3 Pa3pO3HEHHBIX ceTell. [l 3THX 3a[a4 Hy>)KHO CO3/1aTh MEXIY
JIByMs cepBepaMmu, noakinrodeHHsIMu K IaTeprer, VPN TyHHens.
Ha ogny 13 BUpTyanbHBIX MalllMH yCTaHOBUTE web-cepaep .
Ha npyryro ycranosure — Nmap .
Omnpenenure IP aapec BupTyanbHOM MaIlIMHEI, TJI€ YCTAaHOBIIEH web-cepBep apache.
[TpousBeauTe ckaHMpOBaHUE Web-cepBepa BCeMHU ONUCAaHHBIMU MeToaaMu (M3ydyeHune
CpPEeACTB CKaHUpOBaHHS Nmap).
Ycranosure Honeyd.
OsznakombTech ¢ nHpopmanueit no Hactpoiike Honeyd u crannapTHeIM coaepkuMbIM (aiina
/etc/honeypot/honeyd.conf.
Hactpoiite Honeypot usmenus coaepkanue ¢aiina /etc/honeypot/honeyd.conf .
3anycrture .
3anycture honeyd.
[TpousBeaute ckaHupoBaHue ceT ¢ honeypot.
N3menute Hactporiku Honeypot. Ycnoxuure kondurypamuonnsiit ¢aiin. Jlo6aBbte
HECKOJIbKO JIOBYIIEK, u3MeHuTe nHpopmanuto 06 OC, nundopmanuio o poyrepe, 06
OTKPBITBIX MOPTAX U.T.J.
3amycturte honeyd.
[TpousBenuTe CKaHUPOBAHUE.
[ToaroToBUTH OTUET O MPOACIAHHON padoTe.

No6. Opranuzanms 6€30MacHOr0 IEKTPOHHOTO TOKYMEHTO000pOoTa

CryneHtam He0OXOAMMO BBIIIOJHHUTH Clefyollee pabodee 3aJaHHE HCHOIb30BAHUEM

kpunrorpaduueckoro nporpammuoro GnuPG nox ynpasiennem OC Linux Mint/Windows 7:

o

PN

CrenepupyiiTe napy kiroden (myosmunblil, mpuBatHbiid) o Uy «DSA and ElGamal» on
uMeHeM userl.

IIpoBepbTE KOPPEKTHOCTD XapAKTEPUCTUK KIIFOUEH.

3ammugpyiite OOBIYHBIN TEKCTOBBIN (Daiiil HA OTKPHITOM KITtOUE TOJb30BaTeNs userl. 3ateM
pacmudpyiite ero.

[ToanummTe panee co3aHHBIN TEKCTOBBIA (ailn u mpocMoTpuTe (haii ¢ b poBoi
MOJIHCHIO.

H3mennTe coaepKuMoe TEKCTOBOTO (aiiyia ¥ IpOBEpPhTE MOIITHHHOCTD IIU(PPOBOH TOATHCH.
Cozpnaiite apxuB (tar —cvf) u cozpaiite 115t Hero HUGPOBYIO MOAIMHUCE.

[TpoBepbTe MOATMHHOCTD UPPOBON MOMHUCH apXHBA.

Coznaiite B KaTayiore /mnt moaKaTaior co CBoeH (pamumei.



10.
11.
12.
13.

14.
15.
16.
17.

DKCMOPTUPYITE B CO3AAHHBIN KaTaJIOT CBOM OTKPBITHINA KIIIOY.
CrenepupyiiTe TakXe CBOU KJIKOYH, HO 11O UIMEHEM user2.
N3 xatanora /mnt/@UO_cryneHTa UMHOOPTUPYHTE OTKPBITHIN KiTt0Y user1
Y6enutech, 4TO KIIFOY JOOABHUIICS K BamleMy HaOOpy OTKPBITHIX KIIOUEH.
Zammdpyiite filel nms monp3oBaTens userl U coxpaHUTe €ro B JUPEKTOPUN
/mnt/®UO _ctynenra.
ammdpyiite u noxnummuTte file2 st monp3oBarens userl.
[TonmpoOyiiTe pacuudposats filel.asc u file2.asc mpu momomu Kirova user2.
[Tepeiinute B ceanc userl u pacmmdpyiire filel u file2.
[ToaroToBUTH OTUET O MPOACIAHHON paboTe.

Ne7. Kpuntorpaduueckre METOIbI 3aIUTHI HH(OpMALIUN

3ananue 1:
CrynmeHtaM HEOOXOIMMO TMPOM3BECTH IMU(GpOBaHUE COOOmEeHUs (MHIUBUYIbHBIC

BAapHUaHTBI BbIJAOTCA HpCHOI[aBaTeJ'ICM)Z

—_

AR

mmdpom ardar;

mudpowm Llezaps;
mrdpom MHOToanGaBUTHOM 3aMEHBI (2 BapHaHTa);
¢ momoIbo kBajapata [lommous;
C TMIOMOIIbIO TaONIuUIBl Brkenepa;
METOJIOM ITEPECTAHOBOK;
¢ momoibto cuctemsl [Inetideiipa.
3amanue 2. CrygeHTaM HEOOXOIMMO MPOU3BECTH Jemu(poBaHUE COOOICHHS

(MHIMBUYyabHbIE BADUAHTHI BBIIAIOTCS MIPENoAaBaTesieM):

Kpamkue memoouueckue ykazanus
Ha BbImonHEHWE OAHOTO MPAKTHUYECKOTO 3aHSITHSI OTBOAMUTCA HE Ooiee 3 JByX4acCOBBIX

3aHaTui. [lociie BBIMONHEHUS KaX10 MPAKTHUECKOW pabOThl CTYIEHT JOJIKEH IMPEICTaBUTh OTUET
0 €€ BBINIOJHEHUH, a TAK)Ke, [10 YKA3aHUSM IPENOJaBaTes, BBIIOIHUTH JOIOJHUTENbHbIE 3a1aHus
10 TEME MPAKTUYECKOTO 3aHSTHS.

IlIxana oyenku

Ne

Bamaer Omnucanne

5

CTyzeHT IeMOHCTPHPYET YMEHHMS HA HTOrOBOM YPOBHE: YMEET CBOOOIHO BEIIOIHATE IIPAKTHYECK
49-60 Ue 3a/1aHus, IPeTyCMOTPEHHBIE IPOrPaMMOii, CBOOOIHO ONEpHPYET MPUOOPETCHHBIMA YMEHHUSIMH
, IPUMEHSET UX B CUTYallUsIX MOBBIIIECHHOHN CIOKHOCTH.

CTyzeHT IeMOHCTPHUPYET YMEHHMS Ha CPEIHEM YPOBHE: OCBOMII OCHOBHEBIE YMEHUSI, HO HOITyCKAIOT
3748 csl He3HAUUTEIbHBIEC OIINOKH, HETOYHOCTH, 3aTPYAHEHHS IPH aHATUTHIECKUX OIEPAIAsX, IEPEHO
Ce YMEHHUi1 Ha HOBbIE, HECTAHJAPTHBIC CUTYALUH.

CTyZmeHT IeMOHCTPHUPYET YMEHHS M HaBBIKM Ha 0A30BOM YPOBHE: B XOZI¢ KOHTPOJIBHBIX MEPOIIPHS
THH JOITyCKAIOTCS 3HAYUTEIBHBIE OIIHOKH, IPOSIBISIETCS OTCYTCTBUE OTACIBHBIX YMEHHUH, HABBIKO
B [10 JUCLUIUIMHAPHOW KOMIICTEHIIUHU, UCTIBITHIBAIOTCS 3HAYUTEIIbHBIEC 3aTPyIHEHNUS IIPH ONIEPUPO

BaHUM YMEHMSMU U [IPU UX NIEPEHOCE HA HOBBIC CUTyallUU.

24-36

CTyZeHT 1eMOHCTPUPYET YMEHHUS U HaBBIKH Ha yPOBHE HMXKE 0a30BOT0: MPOSBIISIETCS] HEOCTATOY
HOCTb YMEHHUH U HaBBIKOB.

0-10 CTyaeHTOM NIPOSBISIETCS MOTHOE WK MPAKTUYECKHU MTOTHOE OTCYTCTBHE YMEHHUI U HABBIKOB.

5.3 Bonpochl K 3K3aMeHy

Uro Takoe nH(popMannoHHas 6e3onacHocTh? OXapakTepu3ylTe METOIbI U OCHOBHBIC
COCTaBIISOIIME HHPOPMAIIMOHHOM 0€30IacHOCTH.
[Tepeuncaure BuabI 3amuimaemMoi nHGopmarun. Knaccuduimpyiite 1 onuimmTe OCHOBHBIE
yrpo3bl ”HHOPMAITMOHHON O€30TTaCHOCTH.
[lepeuncnute U ONMUIINTE MOAETH HHPOPMAIIMOHHOM 0€30MacHOCTH.
1. Tlepeuncnute OCHOBHBIE 3aKOHBI B 001acTH 3amuThl HHPopManun PO. Onummre
OCHOBHBI€ MOJIOKEHHSI CTPATETUH HAllMOHAJIbHOM 0e30macHOCTH U JJOKTpUHBI



MH(POPMALIMOHHON 6€30MacHOCTH.
2. OxapakTtepu3yiiTe OMoMeTpuYeCcCKre JaHHBIC KaK MepCOHAbHBIC JaHHBIC. B Kakumx
CIIy4asiX BO3MOXKHO HCIIOJIh30BaTh MEPCOHANbHBIC JaHHbIE O0e3 cornacus oonanartens?
3. TlepeuncnuTe U OMUIINTE OCHOBHBIC MEXIYHAPOIHBIE CTAHIAPTHI B 00JIACTH
nHpopmarnmonHoi 6e3omacHocTu? Kak cBS3aHbI MEXTyHAPOIHBIE CTAHAAPTHI U
crangaptsl PO?

1. Yo Takoe NEPCOHATIBHBIC I[aHHLIG? OnuninTe OCHOBHBIC ITOJI0MKCHUS d)ez[epaanLIX 3aKOHOB
B o0J1acTu MNEPCOHAJIbHBIX JTaHHbIX.

1. Yro Takoe ciayxeOHast 1 KoMMepueckas TaiiHa? OxapakTepu3yiTe NpUHIUIHAATbHbIC
paznnunsd. OnuirTe OCHOBHBIE MMOJI0KEeHUS DeiepanbHbIX 3aKOHOB B 00J1aCTH CITY>K€OHOU 1
KOMMEPYECKOU TaiHa.

2. OnuuuTe NpaBoOBOM peXUM rocyAapcTBEHHOU TaliHbl. Kakue riiaBHble rOCyJapCTBEHHBIE
opranbl PO B obnactu obecrieuenus nHGOpMaIMOHHON 6e3onacHocTH? Kakne
roCyJJapCTBEHHbIE OpraHbl 3aHUMAIOTCS cepTH(UKaLEH U JULEH3UPOBAaHUEM CPEICTB
3anUThl HHPOpPMAITIN?

10. Omnwumure ocHoBHble mnonoxeHus 'OCT P MCO/M3K 27002-2012 u T'OCT P
NCO/M3K 27005-2010.

11. Onumure opraHu3alMOHHbIE U TEXHUYECKUE MEpPHI 10 3alIUTE MEPCOHATIBHBIX JaHHBIX
B cUCTeMax 00pabOTKU MePCOHANBHBIX JaHHbBIX.

12. TlepeuucnuTe U OMMIIUTE THUITBI KPUNTOTPAPUUECKIX CPEICTB 3aIIUTH HH(OPMAIH B
WH()OPMAITMOHHBIX CUCTEMax 00pabOTKH MEPCOHATBHBIX JaHHBIX.

13.  Onwumute TpeOoBaHMA K 3amUre HHGOPMAIMM, HE COJEpKalledl CBeaeHus,
COCTaBJISIONINE TOCYIaPCTBEHHYIO TaifHy, B TOCYJapCTBEHHBIX HHPOPMALIMOHHBIX CHCTEMAX.

14. Onumute TpeOOBaHUA K 3allUTe OOBEKTOB KPUTHYCCKOW WH(OOPMAIMOHHOM
UHPPACTPYKTYPBI.

15. Onumwure TpeOOBaHHWE K CpPEICTBAM aHTUBUPYCHOM 3ammrthl. Knaccuduiupyiite
CpelICTBA aHTUBUPYCHOMN 3alIUTHI.

16. Onummute TpeOOBaHUS K MEKCETEBBIM SKpaHaM U CPEACTBAM JOBEPEHHOU 3arpy3KH.

17. TlepeuncnuTe U ONMUIIUTE OCHOBHBIE MOJIOXKEHUS OCHOBHBIX PYKOBOJSIIUX IOKYMEHTOB
I"'ocTexkoMuccum.

18.  Omnwmmmre Mepsl 3amMThl WHGOPMAIMKA B TOCYJAPCTBEHHBIX HH(POPMAIMOHHBIX
CUCTEeMaXx.

19. UYro takoe monutHka 6e3omnacHocTu? Ciayx0a 0€30mMacHOCTH MpeanpusiTis (CTpYKTypa
U QYHKIIH).

1. Kak aHanu3upoBaTh BHYTPEHHIOIO U BHEIIHIOKO CPEAbl MPEANPUATHS? 3a4eM HYKEH aHaIIn3
YCIEXOB U MOpaXeHUH Ha OJTHOPOJHBIX phiHKax? Kak mcronb3oBaTh 4y>KOi OMbBIT?
2. HyXHO 11 IpUMEHSTh TEOPHIO OPTaHU3AIUN TTPH TIOCTPOCHUHN CUCTEMBI 0€3011aCHOCTH ?
Cy1iecTBYIOT JI OTpaciieBasi U PEeTHOHANbHAS CIICTIH(PUKN?
3. Kak nono6pats MeHemxkepa 6e3onacHocT? Kak ynpaBisiTh CI0)KHBIMH CHCTEMaMU
6e3omacHocTU? AYTCOPCHHT WJIM COOCTBEHHBIE CHIIBI?
23. UYro Takoe aynut uHGOpMaMoHHON Oe3onacHocTu? ONUIINTE METOTUKY MPOBEACHUS
aynuta nH(GOpMarmoHHON 6€30MacHOCTH.
24. OnuimTe METOAMKY OIICHKH PUCKOB HapyIIeHUS WH()OPMAIIMOHHON O€30MMacHOCTH.

1. YTto Takoe NpoMbIIIIEHHBIN MINMHOHAX? KakoBbl OCHOBHBIE CITIOCOOBI TPOMBIIITIEHHOTO
LIMUOHaXa?

2. Kaxue meTozsl cOopa pa3BeJaHHBIX HCIIOIB3YIOTCS B IPOMBIIIICHHOM HInHoHaxe? UTo
MOHMMAETCS MOJT OTIEPaTUBHBIMU BUJAMH Pa3BEIKH?

3. Kakyto posib UrparoT TeXHH4ECKHE CpeACTBa MPOMBIIIIIEHHOr0 MnmuoHaxa? Uto takoe
AJIEKTPOHHAs pa3Beaka?



4. Yem MOXKHO OOBSCHUTH Ayajl3M OTHOIICHU OM3HECA U TOCyAapcTBa B cepe
IIPOMBIIIIEHHOT O MINMHoHaxa? KTo U B KakuX cilydasx MOXET MoIy4aTh HH()OPMALIHIO,
COCTaBIISIOIYI0 OAaHKOBCKYIO TaitHy?

29. UYro Takoe WHXKEHepHas 3ammTa O00BeKTOB? KakuMm crmocoOOM OINMUCHIBaeTCS
WH)XKeHepHas 3ammTa? Onucatb MOJENb.

30. Yro Takoe Mozenb oxpaHel nepumerpa? Omnucate Mognenb. Kakue cpencrsa
MIPUMEHSIOTCS IS 3aIUTHI 1-r0, 2-T0 ¥ 3-TO IepUMETPOB?

31. Kakue cpenctBa MpuMEHSIOTCS IS 3aIIUTHI 2-TO epuMeTpa?

32. Kakue cpeacrBa NpUMEHSIOTCS AJIS 3alIUTHI 3-ro nepuMerpa?

33. [lepeuncaure W omuImIMTE  TEXHUYECKHUE  CPEICTBA  OOHApY>KEHUs
HECaHKIIMOHUPOBAHHOTO JOCTYTA K OXpaHAEMOMY OOBEKTY.

34. UYro Ttakoe Oumomerpus. OnummuTe OMOMETPUYECKHE XAPAKTEPUCTHKHU (IIPUBEIUTE
MIPUMEPHI).

35. Uro Takoe TexHMYeCKHe KaHaibl yTeuku uHpopmaruu? llepedncnure U OmMuImTe
OCHOBHBIE BHJIbI TEXHUYECKUX KAHAJIOB YTEYKH WH(OPMAIIHH.

36. OnummuTe METOAMKY CIEIIPOBEPKH, CIICIUCCIE0OBaHUS U crierio0ciaeaoBanusa? B yem
COCTOMUT NPUHIUIINAIBHOE Pa3Inune MEX1y YKa3aHHbIMU METOJUKaMU?

37. Ilepeuucnure U ONMUIIMTE METOABI 3AIIUTHI UH(POPMALIMK OT YTEUKH 110 3pUTEIHHOMY U
BO3yIITHOMY KaHajaM.

38. Tlepeuncnure METOABI 3alIMTH MH(POPMAIMK OT YTEYKH MO 3JICKTPOMATHUTHOMY M
AIIEKTPUYECKOMY KaHaIaM.

39. Ilepeunciaure METOMBI 3aIIUTHl HHPOPMALIUK OT YTEUYKH MO MHAYKIIMOHHOMY KaHAIy W
[apaMeTPUUIECKOMY KaHaJIaM.

40. TIlepeuncnute MeETOABI 3AIIUTHl HMHPOPMAIMK OT YTEUKH MO BHOPAIMIOHHOMY U
aKyCTOIEKTPUYECKOMY KaHaJIaM.

41. Ilepeuncaure METOABI 3aLIUTHI HHPOPMAIIUHN OT YTEUKH.

42. TlepeuncnuTe cpencTBa M METOIbI 3aIIUTHI WH(GOPMAILMU MO OMTHKOIEKTPOHHOMY
KaHaJIy U OT YT€YKH UH(OPMAIMH B TeNCPOHHBIX TUHHSIX.

43. MOXHO I UCTIOJIb30BaTh BO3MOYKHOCTH TIOJIUIIUM JIJIsl OXpaHbl 00bekTOB Om3Heca? Uto
TaKkoe 0coOble yCTaBHbIE 3a7jauu B chepe oOpaleHust opyKusi?

44. Kaxk pabotaer ciyx0a nakaccauu? Kro He MoXeT ObITh YaCTHBIM OXpaHHUKOM? OT
KaKuX yrpo3 3amuiaeT o0bekToBas oxpaHa? Kakoll MpOMyCKHOM pEeXHM MOXHO CUHMTATh
3P PEKTUBHBIM U IUBUIIN30BAHHBIM?

45. Kaxue BO3MOXHOCTH 17151 pabdoTonatesns (HIOMUMO IUTAaTHBIX (DYHKLUN) MPEIOCTaBIISIET
cuctemMa KoHTposs noctyna? Kak o0OCHOBaTh 3aKOHHOCTh NPUMEHEHUS CpPEICTB ayauo u
BUJICO3AMKCH B IEPETOBOPHBIX KOMHATaX?

46. MOXHO 1M COKOHOMHUTH MPHU IJIAHUPOBAHUU CPEACTB HA MPHUOBITHE TPYMIl OBICTPOTO
pearupoBaHus 1O CUTHaidy TpeBoru? Kak IMMpOKO MOXKHO NPUMEHSATH MHKEHEPHO-TEXHHUYECKHE
cpencTBa 0€30MacCHOCTH IS PEIICHUs 3a1a9 Onu3Heca?

1. Jlms gero Hy’kHa KagpoBasi 6e3omacHoCcTh? UeM kaipoBasi 0€30MaCHOCTh OTINYAETCS OT
6e3onacHocTy nepconana? YTo Takoe «UCKyleHne Ou3Hecom»?

2. Tlouemy 3nmoynorpeOieHuss MEHEHKEPOB Hanbosiee onacHsI 1y1st on3Heca? KakoBbl kaapoBbie
pHUCKHU opranuzanuu? B uem cocTouT KOHTpOIb nepcoHana? Koro He CTOUT HAHUMATH Ha
paboty?

3. Jlns gero u3y4aroT KaHAWAATOB MPHU IpreMe Ha padoTy? Kakne n3BeCTHBI TUITOJIOTHH
muaHocTH? KakoBsl 00111e MPUHIUTIBI TPO(UIAKTUKYA HAPYIICHHU CO CTOPOHBI TiepcoHana?

4. KaxoBbl TUTIOBBIE (POPMBI BHYTpEHHETO MOomIeHHI4YecTBa? Kak mpaBUiIbHO MPOBECTH
BHyTpeHHee city:ke0Hoe paccienoBanue? [loueMy mepsl 1o obecrnieueHuIo KaapoBoit
0€301acHOCTH JOJKHBI COOTBETCTBOBATH JICHCTBYIOLIEMY 3aKOHOAATEIbCTRY?

51.  Yrto Takoe mnporpammHoO-anmaparHble cpejacTBa 3amuTbl uHPopmanuu? Kakue
MEXaHM3Mbl PEANU3yIOT MPOrpaMMHO-aNmnapaTHbie cpeAcTBa 3ammuTbl uHbopMmanuu? Kakue
KOMITBIOTEPHBIE YTPO3bI 0€30IaCHOCTH CYIIECTBYIOT?



52. Yro Takoe cereBas pazBeaka? Kakue MeToabl 3alllUThl IPOTUB HEE CcyllecTBY0T? UTO
takoe umHBbeKIUA? Kakue BuIbl MHBEKUMH cyliecTByloT? Kakue MeTonbl 3allUThl NMPOTUB HUX
CYyIIECTBYIOT?

53. B yem cyTh aTakum «OTka3 B oOciyxuBanum»? Ee oTnuuumsi oT pacmpeneraeHHOM
KnOepaTakH «0TKa3 B 00ciIyxuBaHum»? Kakue MeTo/ bl 3allUThl IPOTHB HETO CYIIECTBYIOT?

54. IlepeuncauTe ¥ ONUIINTE OCHOBHBIE BUBI IPOIPaMMHBIX ys3BUMOCTeN. Kakue metoasl
3aIlUThl IPOTUB HUX CYLIECTBYIOT?

55. Yro takoe nepenonaenue Oydepa? [lepeduncnure o MUIIATE METOABI 3aIIUTHI.

56. Uro takoe aedextsl popmaTHbIX cTpok? [lepeuncnnure o MUAIMIMNTE METOIBI 3aIIUTHI.

57. Yro Takoe nenovrciaeHHble nepenonnenus? [lepeuncnure o mummuTe METOIbI 3aIUTHI.

58. Yto Takoe «cocTostHME TOHKU». [lepedncnure OnUImuTe METO/ bl 3aIIUTHI.

59. Uro takoe ataka «Yemosek mo cepeaune»? Uro Takoe IP-ciypunr? Kakue metomst
3alIUThI IPOTHB YKA3aHHBIX aTaK CyIIECTBYIOT?

60. B uyem cyth TexHonoruu VPN? MoxHo nu paccmarpuBaTh ucrosb3oBanue SSH kak
peamzanuo VPN? Mosket i mmdpoBaHue MOJTHOCTHIO 3aIUTUTE JTaHHBIC, TIepeaBacMbIe Yepes
VPN? C yem HE00X0IMMO KOMOWHHUPOBATh MOJUTHKY, YTOOBI 00ecrieunTh 6e30macHocTh VPN?

61. UYro takoe coumanpHas umkeHepus? Uro Takoe ¢pon. Ilepeuucnure o onummre
MeToaBI O0pBOBI ¢ PpoaOM.

62. Uro takoe ¢ummHr? Kakue MeTonabl 3aluThl MPOTHB HEro cymiecTByrOT? UTo Takoe
KapAUHT? ONUIINTE METOBI 3aLIUTHl OT KapAHHIa.

63. Hasznauenue, nenu, onucanue Honeypot. Kak BeisiBiisite Honeypot?

64. Urto Takoe M IS YEro MCIONB3YIOTCS CpeACTBa KOHTEKCTHOM (uisTpanuu?
Oxapaxtepusyite DLP-cuctembr u SIEM-cuctemsl.

65. Urto Takoe ckaHephl Oe3omacHoctu? [[ns dero ucmombdyercs RPC-ckanupoBanue?
Ilepeuncnure ¥ ONULINTE OCHOBHBIE METOABI CKAHUPOBAHUS.

66. Urto Takoe M IJS 4Ero HCIOJIb3YIOTCS CUCTEMbl OOHAPYKEHUSI BTOPKEHUN U CHCTEMBI
NPEJOTBPALLCHNUS BTOPKEHUI?

67. UYro Takoe BpemoHOCHBIE mporpammbl? Kiaccuguimpyiite KOMObIOTEpHBIE BUPYCHI.
OnuimmTe TUMOBOM MeXaHU3M paboThl BUpyca. UTO Takoe SKCIIOUT?

68. Uro rtakoe mudp? Kakme Buasl muppoB cymecTByroT? ONHUIIUTE HTPUHIUIIBI
MOCTPOEHHUS U IPUHLUITNAIbHBIE OTIHYUSL.

69. Urto Takoe MOTOYHBIA W OJ0YHBIN MHUGPHI? ONMUIIUTE MPUHIMUIBI TOCTPOCHHUS U
IPUHLNIINAAIBHBIE OTINYHS.

70. Uro takoe xeu-pyHkuus (onucaTth npuHUUI padoTel)? Kakue BuabI xem-QyHKIUN BbI
3Haere?

Yo takoe [lepeBo Mepkiia?

71. Yto takoe mudposas moanuck? Onumure 1udpoByto noanuch RSA u Dnp-TI"amass.

72. UYrto Takoe MH(paACTPyKTypa OTKPBITHIX Kirodei? Omucate METOJUKY paclpeieieHus
KJTIIOYei Ha mpuMepe MoAnrcanus ceprudukara. Onucars 3aBUCUMOCTD ITyOJIUYHOTO U MTPUBATHOTO
KIIFOUeH

73. Uro takoe ayreHTU(UKALUS, WACHTUDUKAIMS, BepuduKanus, apropusamus. Onummre
MPUHLMIIAATIbHBIE OTINYUS MeX Ay HUMU. [IpuBeaure npumepsl.

74. Tlpocreiire MPOTOKOIbI UACHTU(DUKAIIUH.

75. Yto Takoe crteraHorpadus u creraHokoHTeiHep? Kakue BUABI CTEraHOKOHTEHHEPOB
cymecTBytoT? ONUIIMTE METOAbl CO3JaHUA CTEraHOKOHTEHMHEpPOB HAa OCHOBE TEKCTOBOM
uHpOpMalLny, BUICONH(POPMALIMU U ayAUOMH(DOPMAITIH.

76. Kakum TpeOOBaHMSM J[OJKHA OTBEYaTh MOJAEIb OOeCledeHHs] KUOEpHETHYECKOM
Oe3onmacHocTH mpeanpuatusa? B yem 3akimoyaeTcs poiib MEpCcoHajga B BOIpocax oOecnedeHus
KHOepHeTUYeCKOi 0€30MacHOCTH MPEATIPHUSTHS?

77. KakoB MexaHM3M MOLICHHHUYECKHUX JACUCTBUN MO NMPOHMKHOBEHHIO B CHCTEMY OaHK-
KJIUEHT?

78. KakoBbI OCHOBHBIE METO/IBI PACCIIEIOBAHUS KHOCP-TIPECTYTIIICHUN?

Kpamxue memoouueckue ykazanusi



DK3aMeH NpOBOAMTCS B MUCbMEHHOW ¢opme. OOydaromemycsi 3amaercs 2 CIydaiHbIX
BOIIPOCAa M3 CHHCKa BOMpocoB. OOydaromiuiicss MOJMKEH MHUChMEHHO OTBETHTh Ha BOMPOCHI B
teyenne 60 MuHYT. Bo BpeMs mpoBeAeHHsS 3K3aMEHa HCIOJIb30BaHHE JHUTEPATYphl U APYTUX
MH(POPMALIMOHHBIX PECYPCOB HE OITYCKAETCs.

IlIxana oyenku

Ne Bamet Omnncanne

4 16-20 CTyJeHT MOJIHOCTBIO OTBETUI HA 3aJIJaHHBIE BOIIPOCHI

3 11-15 CTyJeHT CMOT MOYTH MOJTHOCTHIO OTBETUTH Ha 33/1aHHbBIE BOIIPOCHI

2 6-10 CTyZeHT [aJT HeTIOJIHEIH OTBET Ha BOIPOCHI, HO CMOT IIepeAaTh OCHOBHYIO CYTh BOIPOCa
1 0-5 CTyzeHT He CMOT WX (parMeHTapHO OTBETHII Ha 3aJaHHBIC BOIPOCH




	1.pdf
	2.pdf

