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1 Hessp, nuiannpyemMble pe3yabTaThl 00y4eHHs 110 AUCHHUIINHE (MOLYJII0)

Lensro
uHpOpMALIUN

OCBOCHHA
SABJIICTCA

JUCHUITIIMHBI

«Mudopmannonnas
dbopMUpOBaHUE y CTYACHTOB CHCTEMBI

0€30I1aCHOCTh |

3aInATa
3HAaHUU B o0OJacTu

HH(l)OpMaHHOHHOfI 0€30IaCHOCTU H IIPUMEHCHUA Ha IIPAaKTHKE MCTOAOB KU CPCACTB 3alllUTHI

uHpOpMaLnu.

3amaul  OCBOEHHUS JIUCIUILIUHGI

dbopmupoBaHue

YMEHHUS

o0ecneyuThb 3alUTy

uHpopManuu 1 00beKTOB HH(pOpMaTH3aLKH; (OPMUPOBAHUE YMEHUS COCTABIATH 3asIBUTEIBHYIO
JOKYMEHTAIIMI0 B HAJ30pHBIE TOCYJapCTBEHHBIC OPTaHbl WHPOKOMMYHUKAIIMOHHOW OTpAaciy;
¢opMHpOBaHHE HABHIKOB BBIMOJHEHHS pPabOT B OOJIACTH TEXHUYECKOTO pPEryJIHpPOBaHUS,
cepTU(UKAMM TEXHHUYECKUX CPEICTB, CHCTEM, HPOLIECCOB, OOOpPYJOBAaHUS M MaTEPHAJIOB;
(dbopMUpOBaHNE HABBIKOB O0ECIICUEHUS 3aIUTH 00BEKTOB MHTEIUICKTYaIbHOM COOCTBEHHOCTU H
PE3YJIbTaTOB UCCIIEOBAaHUN U pa3padOTOK KaKk KOMMEPUYECKON TaliHBI TPEANPHITHS; HACTPOHKA U
o0CITy’)KMBaHHUE anmnapaTHO-IPOTPAMMHBIX CPEJICTB.

[TnanupyemMbpIMH pe3ynbTaTaMi 00yYEeHHUS O JUCHUILIHHE (MOAYIIIO), SBISIOTCS 3HAHHSA,
yMEHUS, HaBbIKU. llepeueHb MIaHUPYEMBIX PE3yJbTaTOB OOYUEHHS 10 JAUCHUILTUHE (MOJIYIIO),
COOTHECEHHBIX C IUIAHHPYEMBIMU pe3yJbTaTaMH OCBOCHHs 00pa30BaTEIbHON MNpPOTrpaMMBl,
npezcTasieH B Tabnuue 1.

Tabmuna 1 — Komnerenuu, popmupyemblie B pe3yinbTaTe U3YyYeHUS TUCITUTUIMHBI (MOIYIIS)

PesynbTarel 00yueHus O JUCIUILTUHE

Kon u Konn
Haspanue hopMyIrpoBKa
OIIOII BO, hopmyHpoBKa HHIUKaTOpa Koz
COKpaIIeHHOE KOMIETEHIIUH JOCTHKEHHS pe3yib DopMynHUpOBKa pe3ynbTaTa
KOMITCTEHIINT
TaTa
09.03.04 OIIK-1 : Ciocoben OIIK-1.2k : Pemaer P1 3HaHHEe | COBPEMEHHBIX 3aKOHOB,
«IIporpammHas | IpUMEHSTH npodeccroHaNbHbBIE CTaHJapTOB, METOJIOB U
WHKCHEPUS» | ecTeCTBEHHOHAydYHBIC | 3agadM ¢ TEXHOJIOTHH B 00IaCTH
(b-1H) 1 OOICHHKCHEPHBIE | MIPUMEHEHUEM 3alIATH HHPOPMALTUH
3HAHUs, METObI €CTEeCTBEHHOHAaY4YHBIX | P11 HaBrIk | BiageHus MeTomgaMu
MaTeMaTHYECKOTO 1 OOLIENH)KEHEPHBIX OIIEHKH PHUCKOB
aHanmu3a u 3HaHUI nH(popMannoHHOH
MO/JICJIUPOBAHHUA, 6e3omacHoCTH
TEOPETHIECKOro N P12 3HaHue | TpeOOBaHWIA K 3alIuTe
HKCIEPUMEHTAIBHOTO MHpOpMAIIH
HCCICAOBAHMS B OIPENEICHHOTO THUIIA
npodeccHoHaTbHOM PI3 | YMenue | MCIOIB30BATH
JIeSITETIBHOCTH COBPEMEHHBIC
MIPOTPaMMHO-
amnmapaTHble CpeJCcTBa
3aIUThl HHPOPMALUU
P14 | YMenue | obecnieunBath 3amuTy
nHpOpPMALNH
PS5 HaBrik | Bnagenus
COBPEMEHHBIMHU
METOIaMU 00eCIIeueHUsI
3aIUThl HHPOPMALTUH
PJ16 3HaHWe | COBPEMEHHBIX METOJIOB U
CPEICTB 3aIUTHI
nHpOpMAINH
P19 | 3nanme | coBpeMEHHBIX
TEXHOJIOTUH, METOAUK U
CpPE/ICTB 3aIINTHI
nHpopmanuu
OIIK-3 : Ciocoben OIIK-3.1k : P10 | Ymenue | ynpaBisTh
peuiath crangapthele | Ilpumensier nH(popMaMOHHOH




3aJa4un
npodeccnoHaTLHOM
JEeSATEIFHOCTH Ha
OCHOBE
HHPOPMALIMOHHON 1
oubmmorpaduaeckoit
KYJIBTYPBI C
NPUMEHEHHUEM
nH(pOpPMaLMOHHO -
KOMMYHHUKaIMOHHBIX
TEXHOJIOTUH U C
YYETOM OCHOBHBIX
TpeOoBaHMit
MHPOPMATMOHHON
6e3omacHoCTH

TIPUHIIUITBI, METOIBI 0€e30IMaCHOCTHIO

U CPENICTBA PEIICHH OpraHu3aIui
CTaHJapTHBIX 3a1a4 PA7 | YMenue | aHanmu3upoBaTh
po¢eCCHOHATBHOI HHPOPMALINOHHYIO
JIEATEeILHOCTH Ha 0e30I1aCHOCTh
OCHOBE OpraHu3aINH
MH(POPMALMOHHON 1 P8 HaBpik | Bmamenus
oubnuorpadudeckoit COBpPEMEHHBIMH
KyJIbTYpPhbI C TEXHOJIOTHAMH U
NPUMEHEHUEM METOaMU 00eCIIeueHHUs
MH(OPMAIIHOHHO- MH(OPMAIHOHHOM
KOMMYHUKAIIUOHHBIX 0e30IIacHOCTH
TEXHOJIOTHH H C Opra"usanuu
Y4eTOM OCHOBHBIX

TpeOoBaHU

WHPOPMATNOHHON

0e30IMacCHOCTH

B nmponecce OCBOCHUA JUCHUINIMHBI PEIOAOTCA 3aJadd BOCIIMTAHUA TapMOHUYHO
pa3BHTOﬁ, HanHOTHHHOfI 1 COHUaJIbHO OTBETCTBEHHOM JIMYHOCTH HAa OCHOBE TpaAUIIUOHHBIX
pOCCHfICKI/IX AYXOBHO-HPAaBCTBCHHBIX U KYJIBTYPHO-UCTOPUUCCKUX IIGHHOCTCI;'I, MNpEaACTaBJICHHLIC

B TaOnuie 1.2.

Tabmuna 1.2 — I{eneBbie OpueHTHPHI BOCTIUTAHHMS

BocnurareabHble 3a1a41

®opMuUpOBaHUE IEHHOCTE

IleneBbie OpUEHTHPBI

(I)OpMI/II)OBaHI/Ie rpamaﬂcxoifl MO3UIUU U NTATPUOTU3MA

Bocnuranne yBaxkenus k Koncruryun u
3akoHaM Poccuiickoit @enepanuu

rpa)I(HaHCTBeHHOCTB

I[I/ICL[I/IHJ'II/IHI/IPOBEIHHOCTB

®opMHUpPOBaHUE TYXOBHO-HPABCTBEHHbIX LIEHHOCTEH

Bocnuranue yyBcTBa f0ira U
OTBETCTBEHHOCTH IIEPENl CEMbEN U
00I1ECTBOM

Bbicokue HpaBCTBEHHBIE
uzeanbl

Oco3HaHue EeHHOCTH
npodeccun

®opMHUPOBaHUE HAYYHO

0 MHPOBO33pPeHHUs M KYJbTYPbl MbIIJICHHUS

Pa3Burne no3naBaTeIbHOTO HUHTEepCCa U
CTPECMJICHUS K 3HAHUSIM

Cnyxenue OTeuecTBy U
OTBETCTBEHHOCTb 32 €ro Cy/b0y

CobmroieHre MOpaTbHBIX
MIPHUHITUTIOB

@DopMuUpOBaAHNE KOMMYH

HKATUBHBIX HABBIKOB U KYJIbTYPbI oﬁmemm

PasBurne ymenus 3 QpeKTHBHO 00mAaThCs
U COTPYAHHYATD

Bs3aumomnomors u
B3aHMOYBaKCHHE

CrHocoOHOCTh HAXOAUTB,
AHAJM3UPOBATH U
CTPYKTYpPHPOBAThH
HHPOPMALIUIO

2 Mecto aucuuniauHbl (MoayJsi) B ctpykrype OIIOIT

HNucuumnuna «HbopManmonHas 6e30mMacHOCTh M 3amuTa HHOpPMAlLMKW» BXOAMUT B
6a3oByto yactb broka 1 /lucuuminnel (MoaynH) ydeOHOTo IIaHa.




3. O0beM AUCHUNJIMHBI (MOAYJIs)

OO0veM jaucHUIUIMHBL (MOIYJsI) B 3a4€THBIX EIWHUIAX C YKa3aHHEM KOJHYECTBa
aKaJeMUYECKNX YacOB, BBIIICJICHHBIX Ha KOHTAaKTHYI paboTy ¢ oOydarommmucs (10 BHJIaM
y4eOHBIX 3aHATHI) U HA CAMOCTOSATEILHYIO paboTy, MPUBEICH B Ta0IUIIE 2.

Tabnuna 2 — O61mas TpyJI0eMKOCTh AUCIIUILITUHBI

Tpyno- O0BbeM KOHTAKTHO# paboThI (Yac)
Cemectp €MKOCTb
Haspanue ((?60 Pl\:f Hactp 1/15101420)(: AynutopHas Breay - CpC fgihcd?
OIIOII BO H};; VII 30 é’)p YAHTOp TOpHas —
03(1)0’) 3.E.) Bcero
nek. | npak. | ma6. | ITA | KCP
09.03.04
IIporpammHast 0dO bl.b 5 3 73 36 36 0 1 0 35 c]
HHKEHEPHSI

4 CTpyKTypa U coiepKaHue QM CUMILIHHBI (MO1YJIs1)

4.1 Ctpykrypa nucuunianabl (MoayJs) aiass Q@O

TemaTnueckuil miaH, OTpa)karLUil coaep)kaHUe NUCLUILIMHBI (MepeueHb pa3fiesioB U
TEM), CTPYKTYPHUPOBAHHOE IO BU/IaM YUEOHBIX 3aHATHI C YKa3aHHEM UX 00HEMOB B COOTBETCTBHH
¢ y4eOHBIM IJIaHOM, ITpHBeJieH B Tabaule 3.1

Tabmuua 3.1 — Pa3aensl quCUUTUIMHBL (MO ), BUIIBI Y4€OHON eI TeIbHOCTH U (POPMBI
Tekyuero Kourpoust st 09O

Kon pe- Kos-Bo yacoB, 0TBe/IcHHOE Ha
Ne HasBanue Tembl 3ynbTara Popwma
Jlek [Ipaxt J1a6 CPC TEKYILEro KOHTPOJIs
00y4eHus
Beenenue B
1 | nadopmanmoHHyIO PJ1, P16 2 0 0 2 CobecenoBanue
6€3011acHOCTb
IIpumenenue
MH)OPMAITMOHHBIX
TEXHOJIOTHH U1 M3YHCHH OTYET MO NMPaKTHIECKOH
2 | BOIpPOCOB OpraHU3aMOHHO- Pa1 0 2 0 3 P
pabore
MPaBOBOTO 00CCIICUCHUS
MH(OPMAIMOHHOM
06e30acCHOCTH
IIpaBoBoe obecrieueHnE
3 | uHbOpPMATMOHHO Pa1, P12 6 0 0 3 CobecenoBanue
0e30MacHOCTH
Hcnons3oBanue PI3, o
P/i4, OTUYET M0 NPAKTUUECKOM
4 | xpunrorpadguyecKux CpeicTB P16 0 6 0 3 paboTe
3amuTH HHGOpMauu PJI8, PO
OpraHu3aiioHHOE gﬁi’
5 | obccmenemme P17, 6 0 0 3 | Cobecenosanne
HHPOPMAIIMOHHOM P18
0e30macHOCTH PII10
PLI2,
PJI4,
Peanuzanus paGoTst PJI6, o
OTYET MO MPaKTHIECKOH
6 | HHPPACTPYKTYPHI OTKPHITHIX Pa7, 0 6 0 3
N pabote
KITIOuei P19,
PJI10,
PJI11




PA3,
TexHnuueckue cpeacTna u PJia,
7 pel PJ5, 6 0 0 3 CobecenoBanue
METO/IbI 3aIUTHI HHPOPMaNH PII6
PA7,PJ19
8 CpenctBa creranorpaduu Iyt PJI5, P19 0 6 0 3 OTYeT MO NMPaKTHIECKOH
3aIIUTHl HHOPMaIUHI pabote
PA3,
IIporpamMmHoO-anmapaTHsie P/i4,
CpENCTBA U METObI PJ5,
9 | obecneuenus P17, 8 0 0 3 CobecenoBanne
NH()OPMAITMOHHOM PJ8,
06€30I1aCHOCTH P19,
P11
PA3,
PJ14,
Hactpoiika 6e3omacHoro PJ5, OTYET M0 NMPAKTUUECKOHN
10 0 8 0 3
CETEBOTO COCAUHCHUS PJI8, pabote
P19,
P11
PIS,
11 Kpunrorpagpudaeckue MmeTo st P8, 8 0 0 3 CoGecenopate
3aIMTH HHGOpMauu P19,
P11
PJI3,
P/14, .
AHTHBHPYCHBIE CPE/ICTBA OTYeT MO NMPAaKTHIECKOI
12 PJS, 0 8 0 3
3aIuThl NHGOpPMAIN P19 pabote
P11
HToro mo Taéanue 36 36 0 35

4.2 Conep:xxaHue pa3aejioB U TeM JUCHUILTUHBI (Moay.as) aias ODO

Tema 1 Bseoenue 6 ungopmayuonnyio 6e30nachocme.

Copepxanne Tembl: MuHopmarmonnas Oe3onacHocTh. OCHOBHbIE TOHATHA. Mopenu
nH(pOpMallMOHHOM Oe3omacHocTU. Bubl 3amuimaeMoil uHGopmauu.

@®opMbl U METOABI MPOBEACHUS 3aHATUI MO TeMe, MpUMEHseMble 00pa3oBaTeIbHbIE
TEXHOJIOTUH: JIEKITMOHHOE 3aHSATHE.

Bunsl camocTosTensHON MOATOTOBKU CTYAEHTOB 1Mo TeMe: [1oAroToBka K KOHTPOJIBHBIM
BOTIpOCaM coOece0BaHusl, MOATOTOBKA K MPOMEXKYTOYHOM aTTeCTAIIH.

Tema 2 Ilpumenenue uHGOPMAYUOHHBIX MeEXHONO02UL Ol  U3YYEHUs BONPOCO8
OpP2aHU3AYUOHHO-NPABOBO20 0OecneyeHUs UHDOPMAYUOHHOU OE30NACHOCTIU.

Conepxxanne Tembl: Hcmonp3oBaHue 0a3 JaHHBIX JUISI HAXOXKACHUS M M3yYCHUS
HOPMATUBHBIX JOKYMEHTOB B 00JIaCTH HHPOPMAIIMOHHON 0€30MacHOCTH.

@®opMbl ¥ METOABI TPOBEICHUS 3aHATHUH MO TeMe, MpPUMEHseMble 00pa3oBaTeIbHbIE
TexHoJoruu: Ilpakrtuueckoe 3aganue.

Buapel camocToATENbHON MOATOTOBKM CTYAEHTOB IO Teme: lloaroroBka ortdera mo
MPAKTUYECKON paboTe, MOArOTOBKA K MPOMEKYTOUHOM aTTECTAIINH.

Tema 3 IIpasosoe obecneuenue ungopmayuonHol 6e30nacHocmu.

Conmepxxannie  Tembl:  OCHOBHBIE  HOPMAaTHBHO-TIPAaBOBBIE  aKThl B 00JacTu
uHpopMalMOHHON Oe3omacHocTH. IlpaBoBBIe OCOOeHHOCTH oOOecredeHuss 0e30macHOCTH
KOH(UICHIMATBbHOW HH(OPMaLIUK U TOCYAapCTBEHHOM TaliHBI.

@®opMBI U METOABI TMPOBEACHUS 3aHATUH TO TeMe, MPUMEHseMble 00pa3oBaTeIbHBIE
TEXHOJIOTUH: JIEKITMOHHOE 3aHSATHE.

Buasl caMocTosTensHON TOATOTOBKU CTYIEHTOB 10 Teme: [1oaroToBKa K KOHTPOIBHBIM
BOIIpOCaM cobece0BaHusl, MOArTOTOBKA K MPOMEXKYTOUHOM aTTeCTaI|H.



Tema 4 Hcnonvzosanue kpunmozpaghuyeckux cpeocms 3auumol UHGopmayuu.

Conepxxanne tembl: Cosnanue 3amupoBaHHBIX (DAHIOB M KPUINTOKOHTEHHEPOB U UX
pacmdpoBaHHe.

@opMbl U METOABI MPOBEJICHUS 3aHATUN MO TeMme, MPUMEHsAEMble 00pa30BaTEIbHbIC
texHosioruu: IIpakTuyeckoe 3ananue.

Buael camocToATENbHOM MOATOTOBKM CTYAEHTOB 1o Teme: lloaroroBka oryera mno
MPAKTUYECKON paboTe, MOArOTOBKA K MPOMEKYTOUHOM aTTEeCTAIUH.

Tema 5 Opeanuzayuonnoe obecnevenue UHGOPMAYUOHHOU OE30NACHOCMIU.

Conepxanne Tembl: OCHOBHBIE CTaHAAPTHI B 001acTH obecrieueHuss HHPOPMALMOHHOM
6e3omacHoctu. [lonutuka 6e3omacHOCTH. DKOHOMUYECKasi 0€30MaCHOCTh MPEIIPUSITHSL.

@opMbl U METOABI MPOBEACHUS 3aHATUI MO TeMe, MPUMEHsSEMble 00pa3oBaTeIbHBIE
TEXHOJIOruM: JIeKnoHHOe 3aHsTHE.

Bunpl caMocTosTeNnbHON OATOTOBKU CTYJAEHTOB 110 TeMe: [1oAroToBka K KOHTPOJIBHBIM
BOIpOcaM cobeceIoBaHms, MOArOTOBKA K MPOMEKYTOYHON aTTeCTalllu.

Tema 6 Peanusayus pabomoel ungpacmpykmypbi OmMKpblmuIX K0Yel.

Copepxanne TeMbl: Co3naHue YAOCTOBEPSAIOIIEIO LIEHTPa, IE€HEpalus OTKPBITBIX U
CEKPETHBIX KIIOuel, co37aHue CepTHU(PUKATOB OTKPBITHIX KIIOUEH, CO3JaHHE 3JIEKTPOHHOM
IIOATNCH, IIPOBEPKA IIEKTPOHHON ITOATIHCH.

@opMbl U METOABl IMPOBEACHUS 3aHATUH O TeMe, NpUMEHseMble 00pa3oBaTelbHbIE
texHosioruu: IIpakTuyeckoe 3ananue.

Bunsl camMocTOATENBHOM IOATOTOBKU CTYAEHTOB 10 TeMme: IloaroroBka oryera Io
IIPAKTUYECKON paboTe, HOArOTOBKA K IPOMEKYTOUHOM aTTeCTallUH.

Tema 7 Texnuueckue cpedcmea u Memoowl 3aujuml UHGOpMaAYUU.

Copepxanne TeMbl: MHxeHepHas 3amuTa 00beKToOB. 3amuTa HHPOPMAIUH OT YTEUKH 110
TEXHUYECKUM KaHaJlaM.

@®opMbl U METOABI IMPOBEACHUS 3aHATUI NO TeMe, MpUMEHseMble 00pa3oBaTeIbHbIE
TEXHOJIOTHH: JIeKIInOHHOE 3aHsTHE.

Bunel caMocTosATENbHON OATOTOBKU CTYJAEHTOB IO TeMe: I[1oAroroBka K KOHTPOJIBHBIM
BOIpOcaM cobeceIoBaHusl, MOArOTOBKA K MPOMEKYTOYHON aTTeCTallUU.

Tema 8 Cpeocmea cmezanoepaghuu 0ns 3auumol UHGOpMayuu.

Copepxannie TeMbl: Vcronb30BaHue CPENICTB CTeraHOrpaduu A7 3alIUTHI (PaiiioB.

@dopMBI ¥ METOJIBI TPOBEACHHS 3aHITHH 1O TeMe, NMPUMEHSIeMbIe 00pa3oBaTeIbHBIC
texHonoruu: [IpakTuueckoe 3a1anue.

Buael camocToATENbHOM MOATOTOBKH CTYAEHTOB 1o Teme: l[loaroroBka oryera mo
MPAKTUYECKON paboTe, MOArOTOBKA K MPOMEKYTOUHOM aTTECTAIINH.

Tema 9 IIpocpammno-annapamuule cpedcmea u Memoovl 0becneyetst UHGHOPMAayUOHHOU
bezonacrocmu.

Copepxannie Tembl: OCHOBHBIE BUJBI CETEBBIX U KOMITBIOTEPHBIX yrpo3. CpeactBa u
METO/TBI 3aIIUTHI OT CETEBBIX KOMITBIOTEPHBIX YTPO3.

@opMBl ¥ METOJBI TPOBEACHHS 3aHIATUN MO TeMe, MpUMEHseMble 00pa3oBaTeIbHBIC
TEXHOIOTHH: JIEKIIMOHHOE 3aHsTHE.

Buner caMocTosTenbHON TMOATOTOBKU CTYACHTOB MO Teme: [1oAroToBka K KOHTPOIBHBIM
BOIIPOCaM coOeceIoOBaHMs, MMOATOTOBKA K MPOMEKYTOYHON aTTeCTAIINH.

Tema 10 Hacmpotixa 6e3onacnoz2o cemesozo coeOuHeHus.



Conepxxanne Tembl: Co3aHKe 3alIUIICHHOTO KaHala CBSI3M CPEJACTBAMU BHUPTYaIbHOU
YaCTHOM CETH.

@opMbl U METOABI MPOBEJICHUS 3aHATUH MO TeMme, MPUMEHsAEMble 00pa30BaTEIbHbIC
texHoJoruu: IlpakTuyeckoe 3aganue.

Buael camocToATENbHOM MOATOTOBKM CTYAEHTOB 1o Teme: lloaroroBka oryera mno
MpaKTUYECKON paboTe, MOAr0TOBKA K MPOMEKYTOUYHON aTTECTAIUH.

Tema 11 Kpunmoepaguueckue memooul 3auumuol uHghopmayuu.

Conepxanrie TeMbl: CHMMETPUYHBIE W ACCUMETPUYHBIC CHUCTEMBI IIU(GPOBAHUS.
udposble mnoanucu (DnekrpoHHsle mnoxanuch). HWHdpacTpykTypa OTKpBITBIX KIIOUEH.
Kpunrorpaduueckue mpoTOKOIBI.

@opMbl U METOJbI NPOBEACHHS 3aHITUN MO TeMe, MpPUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTHH: JIEKIIMOHHOE 3aHSTHE.

Bunel camocTosTenbHON MOJATOTOBKU CTYJAEHTOB 10 TeMe: [1oAroToBka K KOHTPOJIBHBIM
BOIIPOCaM cobece0BaHusl, MOATOTOBKA K MPOMEXKYTOUHOM aTTeCTaI|H.

Tema 12 Aumusupychvie cpedcmea 3auumol UHGOpMayuu.

Copepxannie TeMbl: M3yueHre HACTPOEK CPEICTB aHTUBUPYCHOM 3allIUThl HH()OPMALIUH.

@dopMBI ¥ METOJBI TPOBEACHHS 3aHITHHA 10 TeMe, NMPUMEHSIEMbIe 00pa30BaTeIbHBIC
TexHoJoruu: IlpakTuyeckoe 3aganue.

Buapel camocToATENbHOM MOATOTOBKM CTYAEHTOB IO Teme: IloaroroBka ordera 1o
MPAKTUYECKON paboTe, MOArOTOBKA K MPOMEKYTOUHOM aTTECTAIINH.

5 Meroaguyeckne YyKa3aHUsl A OOYYAKOIIMXCH MO0 M3YYEHHI0 H Ppealu3aluu
AMCUUIIMHBI (MOIYJIs1)

5.1 Meroanyeckue peKOMEHIANUHM O0YYAlOIIMMCH 10 H3YYeHHI0 IMCHUIUIMHBI W 1O
00ecrevYeHH 0 CAMOCTOSITEJILHOH PadoThI

Tekymas camocrosiTenbHas paboTa o kypey «MHpopMaliioHHast 6€30MaCHOCTb U 3alluTa
uH(pOopMalln» HampaBiieHa Ha YIIyOJIeHHe U 3aKperyieHue 3HaHUH, Ha pa3BUTHE MPAKTHUECKUX
YMEHUH U BKIIIOYAET TaKhe BUJbI paboT, KaK:

- paboTa ¢ JeKIMOHHBIM MaTepuaioM;

- paboTa ¢ peKOMEH0BaHHOM JINTEPaTypOil IPH MOATOTOBKE K MPAKTHUECKUM 3aHITUSAM;

- IOATOTOBKA K 3K3aMEHY.

ITpu nzyuennn qucuuiuinbel «MHGopManonHas 0e30MacHOCTh U 3aluTa HH(OpMAIH»
PEKOMEHAYETCSl PEUTHHroBasi TEXHOJOTMs OOy4eHHs, KOTOpas IO3BOJIIET pealn30BaTh
HEMPEPHIBHYI0 M KOMIUIEKCHYIO CHUCTEMY OIICHMBAHUS Y4YeOHBIX JOCTH)KEHUH CTYJIEHTOB.
HemnpepbiBHOCTH 03HauaeT, 4TO TEKYIIME OLEHKHM HE YCpeOHsTCAd (Kak B TpaJWLMOHHON
TEXHOJIOTUH), @ HEMPEPHIBHO CKJIAJBIBAIOTCS HA MPOTSIKEHUU CEMECTpa MpH U3Y4E€HUH MEPBOTrO
WM BTOpOro Moayist. KoMIiekcHOCTh 03HauaeT y4er Bcex (hopM yueOHON U TBOpUECKOM paboThl
CTYJEHTA B TEYEHHE CEMECTPA.

PeliTuHr HampaBliieH Ha MOBBIIIEHUE PUTMUYHOCTH U 3P(HEKTUBHOCTH CaMOCTOSTEIbHON
pabotel  cryseHToB. OH OCHOBBIBaeTCS Ha LIMPOKOM  HCIIOJB30BAHUM TECTOB H
3aMHTEPECOBAHHOCTH KaXXJIOTO CTYJIEHTa B IOJIyueHUU OoJiee BBICOKON OIEHKM 3HAHWUU IO
JUCLUIINHE.

[IpuHIMIBI peHTHHra: HENPEPHIBHBIA KOHTPOJIb (B MAEae Ha KaXKJIOM U3 ayIUTOPHBIX
3aHATUI) W TodXydeHue Oojiee BBICOKOM OIIGHKH 3a paloTy, BBHINOJHEHHYIO B Cpok. Ilpum
MPOBEJCHUHN MPAKTHUECKUX 3aHATHM HEOOXOAMMO IMpeaycMaTpuBaTh IIMPOKOE MCIOJIb30BAHUE
AKTUBHBIX U MHTEPAKTUBHBIX ()OPM (KOMITBIOTEPHBIX CUMYJISLIUH, TETOBBIX U POJIEBBIX UID).



PefiTunr Bkitoyaet B ceOs 1Ba BUJA KOHTPOJIS: TEKYIIUH, TPOMEXYTOYHBIA U UTOTOBBIN
10 JUCLUILINHE.

Texymuit koHTposib (TK) - ocHOBHas 4acTh PEMTUHIOBOW CHUCTEMBI, OCHOBaHHAsl Ha
Oersiom ompoce pa3 B HEAENIO WM B JBe Heaeau. PopMbl: OLEHKA 3a CAayy TEOPETUYECKHUX
MUHU3a4€TOB, BBIIIOJIHEHUE WHIUBUIYaJIbHBIX 33JaHUN U NpaKTUUYECKUX paldoT. Baxueimein
dopmoit TK, mno3Bosstomell oOmnpocuTb BCEX CTYACHTOB Ha OJHOM 3aHSTUU SBISIOTCA
TEOPETHUYECKUE MOMAYJIH, HAa KOTOPBIX CTYIEHTbI CaMOCTOATEIBHO OTBEYAlOT HA BOIPOCHI IS
CaMOCTOSITEJIbHOM OLIEHKH.

KoHTponbHBIE BOMPOCH AJISi CAMOCTOSITENIPHOW OLIGHKM KayecTBa OCBOCHHS Y4eOHOI
JUCLIUIUIAHEI

Tewma 1. Brenenne B nuH()OpMAIMOHHYIO O€30MTACHOCTh

Uro takoe nHpopMaroHHast 6€30MacHOCTh?

[lepeuncnure OCHOBHBIE YTrpo3bl HH(OPMALIMOHHON 0€30MaCHOCTH.

Kakwue cymecTByroT Moaenu nHOOpMaIMOHHON Oe30macHoCTH?

Kakue metonbl 3auThl HHGOPMAIMK BBIIENIAIOT?

Uro Takoe rnpaBoBbI€ METO/IbI 3aILIUThI HH(OpMALUN?

Yro Takoe OpraHW3alMOHHBIE METO/IbI 3alUThl HH(popMaruu?

Uro Takoe TEXHUYECKHE METO/IbI 3aIUThl HHpOpMaIuu?

Yro Takoe MporpaMMHO-aIlapaTHble METO/IbI 3alUThI HH(pOpMaLUU?

Uro Takoe KpunTorpapuuecKue METO bl 3alIUThI HH(OpMAIn?

0. Yto Takoe ¢pusznyeckue MeTO/Ibl 3alUThl HHPOpMauu?

11. Kakue riaBHBIE TOCYIapCTBEHHBIC OpPraHbl B 00JacTH obecriedyeHust nH(HOPMAITMOHHOMN
6e3omacHocTu?

12. Ilepeuncnure BUABI 3alUIAEMON HH(POPMAITUH.

BOoo~NoO~WNE

Tewma 2. [IpaBoBoe obecrieucHre nHOOPMAIIMOHHON OE30ITACHOCTH

1. IIpaBo. UcTouHuku npasa.

2. Kakwne ocHOBHBIC 3aKOHBI B 00JIACTH 3alTUTHI HHpOopMaIuu B PO?

3. Ilepeuncnute ocHOBHBIE 1IeaH U 3a1aun PD B obsactu obecnieueHust HHGOPMAIMOHHOMN
0e3011acHOCTH

4. Crparterus HalMOHANbHOW Oe3omacHoCTH. JIOKTprHA HH(POPMAITMOHHON O€30aCHOCTH.

5. Uro Takoe koH(puaEeHIMaTbHAs HHPOpMaLus?

6. Yro Takoe nepcoHaIbHbIE JaHHbIE?

7. B kakux ciyyasix BO3MOKHO HUCIIOJIb30BaTh [IEPCOHANIBHBIE IaHHbIE O€3 coracus
oOnanarens?

8. OxapaxTepu3syiiTe OMOMETpHUYECKIE JTaHHbBIE KaK MePCOHAIBbHBIC TaHHBIE.

9. Yro Takoe mpodeccuoHanbHas TaitHa?

10. Yro Takoe ciryxeOHas TaitHa?

11. Yro Takoe koMmMepuecKkas TaiHa?

12. Yro Takoe pexruM KOMMEpPUYECKON TalHBI?
13. Yto Takoe rocyaapcTBeHHas TaiiHa?

14. Onummre npaBoBON PEKUM TOCYTapPCTBEHHOM TalHBI.
15. ©3-149.

16. ©3-152.

17. ©3-98.

18. ©3-390.

19. ©3-395-1.

20. ©3-126.

21. ©3-374 u ®3-375.

22. TlocranoBnenne npaButenbeTBa Nel119.



20.
21.
22.
23.

©CoNoR~wWNE

Tewma 3. OpranuzanonHoe obecriedyeHrne HHPOPMAITMOHHOW 0€30MaCHOCTH

Kakue ocHOBHBIE MEXTyHapOAHbBIE CTAaHIAPTHI B 001acTH HHPOPMAITMOHHON
6e3omacHOCTH?

«OpanxeBasi KHUTa»

ISO/IEC 15408.

Kak cBsi3aHbl MeXAyHapOHbIE CTAHIAPTHI U cTaHaapThl PO?

I'OCT P UCO/M3K 27002-2012.

'OCT P UCO/MDBK 27005-2010.

CTO BP UBBC-1.1-2007. «AynuT naHOopMaImOHHOW 0€30IMaCHOCTHY.

PC BP UBBC-2.2-2009. «MeTtoanka OllEeHKH PUCKOB HApyIIEHUSI HHPOPMAITHOHHON
0e30MacHOCTH.

ITpuxa3z ®Cb Ne378.

. [Ipukaz ®CTIK Ne21.

. ITpuxa3z ®CTIOK Nel7.

. [Ipukaz ®CTIK Ne31.

. ITpuxa3z ®CTIOK Ne28.

. [Ipukaz ®CTIK Ne638.

. Ipuxa3z @CTIK Ne9.

. [Ipukaz ®CTIOK Nel19.

. IIpuxa3 ['octexkomuccuu Nel 14.

. PykoBopsiye oKyMeHThI [ 0CTeXKOMUCCHH.

. Mepsl 3amuTel THPOPMALIUU B TOCYIaPCTBEHHBIX HH(OPMAIIMOHHBIX CHCTEMaX.

(Meronuueckuit nokymeHT ®CTOK).

Yto Takoe NOJIMTUKA 0€3011aCHOCTH?

Cnyx6a 6ezonacHoctu npeanpustus. CTpykrypa. OyHKIUH.

TunoBast HHCTPYKIIUS COTPYIHUKA 10 00eCTIeueHUI0 HHPOPMAITMOHHON 0€3011aCHOCTH.
DKoHOMHYECKas pa3Benka. [[pOMBIIITIEHHBIN IIIMTHOHAXK.

Tema 4. Texunueckue cpeacTBa U METOABI 3alIUTHI PIH(I)OpMElI.[PIH

Yrto Takoe MHKEHEpHas 3aIlnuTa 00beKTOB?

Kaknum cioco6oM onuceiBaeTcst HHKEHEpHas 3amuTa. OnucaTb MOJIENb.
Kakwue cpenctsa mpuMeHsIIOTCS 1715 3alMTHI 1-ro nepumMerpa?

Kakwue cpenctsa mpUMEHSIFOTCS IS 3aIUTHI 2-TO IEpuMeTpa’?

Kakwue cpencta mpuMeHSIIOTCS 171 3aIUTHI 3-TO epumMerpa?
[TosxapHble CUTHAIU3ALUH.

OxpaHHbIe CUTHATTU3ALUU

buometpus. buomerpudeckue XapakTEpUCTUKH.

Uto Takoe TEXHUYECKHUE KaHAJIBI YTeUKH HH(POPMAITHH?

. IlepeuncnuTe OCHOBHBIE BUJIbI TEXHUUECKUX KAHAIOB yTEUKH HHPOpMAIUU?

. Urto Takoe crnermpoBepka?

. Uto Takoe crenmccienoBanue?

. Yto Takoe crertodciaenosanue?

. Ilepeuncnure MeTOBI 3aIIUTHI HHGOPMAIIUK OT YTEUKU MO 3PUTEITHLHOMY KaHAITY.

. Hepqu/IanTe METOABI 3alIUTHI I/IH(l)OpMaHI/II/I oT YTe'-IKI/I 110 3J'IeKTpOMaFHI/ITHOMy KaHany.
. [lepeuncnure METOBI 3aIIUTHI HH(GOPMAIIUU OT YTEUKHU IO SJIEKTPUUECKOMY KaHaTy.

. Hepqu/IanTe METOABI 3alIUTHI I/IH(l)OpMaHI/II/I oT YTe'-IKI/I 110 I/IHJIYKHI/IOHHOMY KaHa.ny

. [lepeuncrnure METOBI 3aIUTHI MHGOOPMALIUU OT YTEUKHU IO MMapaMETPUIECKOMY KaHAITY.
. Ilepeuncrnure MeTOBI 3a1UTHI HH(GOPMALIMK OT YTEYKU MO BO3IYIIHOMY KaHaly.

. Ilepeuncrnure METOBI 3aIIUTHI HH(GOPMAIIUK OT YTEYKU MO BUOPAIIMOHHOMY KaHATYy.



21.

22.

23.

[Tepeuncnure METOIBI 3aIUTH HHOOPMAITUH OT YTEUKH 110 aKYCTOIIEKTPHUECKOMY
KaHaiy.

[Tepeuncnure METOIBI 3aIUTH HHOOPMAIIMH OT YTEUYKH 110 ONTHKOAIEKTPOHHOMY
KaHaiy.

[Tepeuncnure cpeacTBa M METOBI 3AIIUTHI MHPOPMALIUU OT YTEUKH HHPOPMALIUH B
Tes1e()OHHBIX JIMHUSX.

Tema 5. IlporpammHo-anmapatTHble Cpe/icTBa U METO/IbI o0ecrieueHnss HHPOPMaAITMOHHON

0€e30I1aCHOCTH

o

27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.

Urto Takoe nmporpaMMHO-anmapaTHbIe CPEICTBA 3aIUTH HHPOPMAITUU?

Kakune MexaHu3MBbl peasiu3yroT MPOrpaMMHO-aIapaTHBIE CPEICTBA 3aIUTHI
uHpopmManuu?

Kakue koMITbIoTEpHBIC YTPO3bI O€30MACHOCTH CYIIECTBYIOT?

Urto Takoe cereBas pa3Beaka? Kakue MeTObI 3aIlIUTHI TPOTHUB HEE CYIIECTBYIOT?
Urto Takoe nubekuus? Kakue BUabl HHbEKIMHI CylIeCTBYIOT? Kakre MEeTOo bl 3aIlUThI
IPOTUB HUX CYLLECTBYIOT?

Yro Takoe oTKa3 B 00ciayxuBaHuu? Kakue METO/IbI 3a1IUThI TPOTUB HETO CYIIECTBYIOT?
OCHOBHBIE BU/IBI IPOTPAMMHBIX YS3BUMOCTEH.

baknopsr.

Uro Takoe nepenonHeHune 0ydepa? MeToasl 3alIUTHI.

. Uto takoe aedexTsl hopMaTHBIX CTPOK? METO bl 3alTUTHI.

. UTo Takoe 1eI0YUCIICHHbIC TTePENOTHEeHUsI? MEeTO bl 3aIHTHI.

. OmmoOKu 00pabOTKM UCKITIOUCHUH. MeTOIbl 3alUThI.

. BHennpenne komana. MeTonbl 3aluThI.

. HekoppekTHbie 00paboTKH OMMOOK. METOIbI 3aIUTHI.

. 'onku. MeTo1bl 3aILMTHI.

. BeimonHeHue koja ¢ 3aBbIIICHHBIMU TPUBHUIICTHSIMH.

. Ataka «YenoBek 1o cepeHe».

. Uto takoe [P-criypdunr? Kakue MeToap! 3alIUTHI IPOTUB HETO CYIIECTBYIOT?

. ARP.

. DHCP.

. NAT.

. PAT.

. IPv4. IPV6.

. Uto Takoe ARP-cniyppunr? Kakue MeTo ! 31U Thl IPOTHB HETO CYILECTBYIOT?
. Uro Takoe DNS Cache Poisoning? Kakue MeTOIbI 3aIIIUThI IPOTHB HETO CYIIECTBYIOT?
. Urto takoe NetBIOS/NBNS spoofing? Kakue meToas! 3alUThl IPOTHB HETO

CYILLECTBYIOT?

VPN.

CounanbHas UHXKEHEpUSL.

®poa. Metoibl 60psOBI ¢ HPOIOM.

UYro takoe ¢ummHr? Kakre MeTo bl 3aIlIUThI MPOTUB HETO CYIIECTBYIOT?
Kapaunar. MeTobl 3alIUThI OT KapAXHTA.
Darkweb.

DMZ.

AHOHUMAa3EPBHI.

[Tpokcu-cepBepsl.

PesepBHOE KONMpPOBaHUE.

Honey pot.

DLP-cuctemsl. SIEM-cuctemsl.
Cxanepsl 0€3011acHOCTH.



40. Cucrembl OOHApPY>KEHHSI BTOPKECHUH.

41. Cuctembl IpeAOTBPAIIEHUS BTOPKCHH.

42. BpenonocHsle nporpaMmmel. KommbrotepHbie BUpYChl. Buibl BUpYyCOB.
43. DKCIIJIOUTHI.

44. Mexanusm paboThI BUpYyCa.

45. AuTuBUpYCHL. BUbl aHTUBHPYCOB.

46. MexaHu3MbI padOThI aHTUBHPYCA.

47. MexceTeBoi dKpaH.

Tema 6. Kpunrorpadguveckrne MeToapl 3aUTH HHGOPMAITUH

1. Yro takoe mupp? Kakue Bumbpl mudpos CymecTByroT?

2. Yro Ttakoe cummerpuuHblil mm¢pp? Kakue cuMMeTpudHbIe IHPPHI HCHIOIB3YIOTCS
ceiiyac?

3. Uro takoe accumerpuunblii mudpp? Kakue accumerpudnbie MM (PbI UCTIONB3YIOTCS
ceiiyac?

4. TIpuHIUI TOCTPOCHUSI CHMMETPUYHBIX MIH(POB.

5. [IpuHLMI MOCTPOEHUS ACCUMETPUYHBIX MUPPOB.

6. CranmaptHble HIH(PHI

7. Tlotounsie mudpsl.

8. Uro Takoe xem-pynkiusa? Kakue Buasl xenr-QyHKIuii Bbl 3HaeTe?

9. JlepeBo Mepkia.

10. Yro Takoe nudpoBasi MoAMKUCH?

11. Hudposas moanucs RSA.

12. lludposas nmoanuce Dib-Iamars.

13. Yro Takoe uHMPaCTPyKTypa OTKPBITHIX KIItOUEii?

14. )Kvi3HeHHbII MK KITFoYa.

15. Ayrentuduxanys, uaeHTUPUKALUS, BepuduKaiys, aBTopru3aims.

16. Ipocreiimme MPOTOKOJIBI ACHTU(DUKAIHH.

17. OcnoBHoii npotokon Kerberos.

18. IPSec.

19. Blockchain.

20. Yro Takoe creranorpadus? [loHsTre creraHoKOHTEHHepa.

21. Kakue Buibl CTEraHOKOHTEIHEPOB CYLIECTBYIOT?

22. MeToabl CO3/IaHusI CTETAHOKOHTEHHEPOB HAa OCHOBE TEKCTOBOI HH(OPMAITHH.

23. MeTtoabl co3/1aHNsl CTETAHOKOHTEHHEPOB Ha OCHOBE BUICOMH(POPMALIUU U CTOI/KaPOB.

24. MeTonpl co371aHnsI CTETAHOKOHTEHHEPOB Ha OCHOBE ayTMOWH(pOPMAIIHH.

25. [ludpoBsie BOSTHBIC 3HAKH.

OcnosHast 11enb TK: cBoeBpeMeHHas OlLleHKa YCIIeBaeMOCTH CTYAEHTOB, OOy 1a01as UX
paboTaTh paBHOMEPHO, UCKJIKOYasl MaJible 3arpy3Ku WU MEPErpy3KU B TEUCHHE CEMECTPA.

Jlex1imoHHBIE 3aHATHS JKEIaTeIbHO MPOBOJUTH B PEXKUME MTPE3EHTALUI ¢ IEMOHCTpAIe
IIPUMEHEHHS OCHOBHOTO MaTepuala, M3JaraéMoro B TeME. OTO CYIIECTBEHHO YJIYYIIAeT
JTUHAMHUKY JIEKIIH.

Ienecoobpa3Ho obecneunBaTh CTYAEHTOB Ha 1-2 JeKOuW BHepea pa3fgaTOYHbIM
MaTepuajIoM B 3JIEKTPOHHOM BUJE (CI0XKHBIE CXEMbl, TpaUKH, aHATUTHYECKHE UCCIETOBAHUS U
OTIOPHBINA KOHCTEKT). OCHOBHOE BpeMsl JIEKIIUH JyYIlle TPATUTh Ha MOJAPOOHbIE aHAIUTHYECKUE
KOMMEHTapUU U OCOOEHHOCTH MTPUMEHEHHSI PaCCMaTpPUBAEMOI0 MaTepuaa B NpopecCHOHaIbHON
JESTEIIBHOCTH CTY/IEHTA.

[IpakTueckue paboThI CleyeT NPOBOJUTH B KOMIIBIOTEPHOM KJlacce JIN0O B ayIUTOPUH
C  MYyJIbTUMEOUMHBIM  00OpyIOBaHHMEM, HCIONb3YSd  OPUTHMHAJIBHYIHD  METOOUKY U
npodeccuoHanbHble MporpaMMbl. MOKHO peKOMEHI0BATh YCTAaHOBKY OPUTMHAIBHBIX MPOTpaMm



Ha [IK cTyneHTOB M BBIOJIHATH pAJl 3aa4 JoMa. B 3ToM ciiydae B Kiacce OCHOBHOE BHUMaHUE
KOHLEHTPUPYETCSI HA METOAMKE HCIIOJIB30BAHMS HA3BAHHBIX IIPOIPAMM U AHAIU3€ IOJYyYEHHBIX
pe3yNbTaTOB.

[Ipomexxyrounsii koHTpoib (ITIK) - 3TO mpoBepka 3HAHWUN CTYACHTOB 1O pa3ieily
nporpamMmbl. @opmel: Onpoc MO TEOPUH COIVIACHO CIMCKY BOIPOCOB JUISl CaMOCTOSITENILHOMN
OLICHKH YCBOCHMSI MaTepHala.

Henp IIK: moOyauTh CTYyIEHTOB OTYMTATBCA 3a YCBOGHHE pas3zieia JAUCHUILIAHBI
HaKOIUTEJIbHBIM 00pa3oM, T.€. CHayaJla 3a [epBblii, 3aTeM 3a BTOPOM, 3aTeM 3a TPETUH pa3Jieibl U
T.1. B KOHEYHOM UTOre MHOTHE CTYAEHTHl MOT'YT MOJYYUTh UTOIOBBIE OLEHKU 10 JTUCLUIUINHE
«aBTOMAaTOM.

Wtoroserii koutpons mo aucuuiummHe (MKJ[) - 310 mpoBepka ypoBHS y4eOHBIX
JOCTHKEHUH CTYJEHTOB IIO BCEH NUCLUIUIMHE 3a ceMmecTp. PopMbl KOHTpoud: dK3aMmeH. Llens
UTOTOBOI'O KOHTPOJISA: MpOBEpKa 0Aa30BBIX 3HAHUN IUCLUIUIMHBI, MOJIYYEHHBIX IPU H3YyUYEHUH
MOJyJIsl, JOCTATOUHBIX JJIS IOCJIEAYIOLIEr0 O0yUeHUs.

Bomnpocs! k 9k3aMeny Ui OLIEHKH Ka4eCTBAa OCBOCHUS y4eOHOW AMCIUIUINHBI

1. e rocyaapcTBa B 00acTu obecrieueHus: HHPpOpMaImOHHOM 0€30MMacHOCTH.

2. OcHOBHBIE HOPMATUBHBIC aKThl PD, CBsI3aHHBIE C TPABOBOM 3aLIUTON HH(POPMAIIHH.

3. Buibl KOMIIBIOTEPHBIX MPECTYILICHUH.

4. Cmocobbl ¥ MeXaHH3Mbl COBEpUICHHS HWH(POPMALMOHHBIX KOMITBIOTEPHBIX
[IPECTYIJICHUM.

5. OcHOBHBIE MapaMeTpbl U YepThl HH(POPMAITMOHHONW KOMIBIOTEPHOW MPECTYITHOCTH B
Poccun.

6. Komnerorepusiii Bupyc. OCHOBHBIE BUJIbI KOMITBIOTEPHBIX BUPYCOB.

7. MeTopl 3a1UThl OT KOMIIBIOTEPHBIX BUPYCOB.

8. Tunbl aHTUBUPYCHBIX ITPOTPAMM.

9. 3amuThl OT HECAaHKIMOHUPOBAHHOIO JocTymna. MneHtudukanus um ayTeHTUDUKALMS
10JIb30BATEIS.

10. OcHOBHBIE Yrpo3bl KOMIIBIOTEPHON Oe30nacHOCTU Ipu paboTe B ceTh VIHTepHeT.

11. Bugsl 3amuimaeMoit nHGopMarmm.

12. TocynapcTBeHHas TaifHa Kak 0COOBII BHJI 3aIIMIIIaeMON HHpOpMALIHK.

13. Kondunennuanbuas nHGOpMaIus.

14. Cucrema 3aIIUTHI TOCYAAPCTBEHHOM TallHBI.

15. IIpaBOBO# peKNUM 3aIIMUTHI TOCYAAPCTBEHHOW TalHBI.

16. 3ammra MHTEIUIEKTYaJIbHOM COOCTBEHHOCTH CpPEACTBAMHU MATEHTHOI'O U aBTOPCKOTO
npasa.

17. MexayHapo/IHO€ 3aKOHOATeIbCTBO B 00JaCTH 3aIllIUTHl HH(pOpMALIUH.

18. IIporpammHo-amnmapaTHbie cpeacTBa o0ecrieueHrs nHHOpMaIMOHHOM O0€30MaCHOCTH B
UH(POPMALIMOHHBIX CETSX.

19. CummeTpuyHbIE TIUPPHI.

20. AccumeTpHuuHbI€ MUPPHI.

21. Kpunrorpapuyeckue npoTOKOJIbI.

22. Kpuntorpapuueckre Xen-)yHKIHH.

23. DneKTpoHHAas MOAHCH.

24. OpraHu3zaimoHHoe obecrneueHne HHPOPMAITMOHHON 0€30MacCHOCTH.

25. Cnyx6a 6€301MacHOCTH OpPTraHU3alINH.

26. MeTo/b! 3a1IMTHl MHPOPMALIUU OT YTEUKU B TEXHUUECKUX KaHaJIaX.

27. mxeHepHas 3a1MTa U 0OXpaHa 0OBbEKTOB.

Pacnipenenenre oO0bEMOB pazIMYHOrO BHJAAa KOHTPOJIEH MOMKHO MPOMIUIIOCTPUPOBATH
clenyomuMna mudpaMu Ha TPUMEPE CeMecTpa: TEKYIIHH KOHTPoJb — 40 YyCIOBHBIX 0aylioB;
IPOMEXKYTOUHBIA KOHTPOJIb - 30 YCIOBHBIX 0AJIJIOB; HTOTOBBIM KOHTPOJIb - 30 yCIOBHBIX OasIOB.
Best nucniuminaa ornieHuBaercs B 100 ycmoBHBIX OalljioB, €CIIA BCSA JUCIUIINHA OLICHUBACTCS



udpoit, orauunoi ot 100 6amioB, TO MOA YCIOBHBIM OAliOM ClIeAyeT MOHUMATh MPOIEHT OT
MaKCHMaJbHOTO YKclia OaJIoB.

IIpu aTOM JIEHCTBYET ciienyrollasl cucTeMa IepeBoa pEHTUHIOBBIX (YCIIOBHBIX) OA/IOB B
OOBIYHYIO ITKATTY Ka4€CTBEHHBIX OIEHOK: «OTaudHOo» (5) - 91—100 yCcII0BHBIX 0aIOB; «XOPOIIOY
(4) - 75-90 ycnoBHbIX OaymioB; «YmoBieTBOpUTEIbHO» (3) - 61—74 yClOBHBIX OaJIoB;
«HeynosnerBoputenbHO» (2) - < 61 yCcI0OBHBIX 0alIoB.

[TpuBenennsie nudpsl TOBOPSAT O TOM, YTO Ha JIFOOOH cTaguu 00y4eHHE CTYACHTa MOXKHO
CUMTaTh YJOBJIETBOPUTEIbHBIM, €CIIM OH HaOupaeT He MeHee 61 ycioBHbIX OamioB. Tak,
Hanpumep, HaOpaB B xoxe TK um IIK 61 OamnoB, CTyZeHT rapaHTupyer cebe OLECHKY
«Y 1OBJIETBOPUTETILHOY.

5.2 OcobenHocTH opraHu3anuu oO0y4YeHHs JJsA JHI ¢ OrPAHUYEHHBIMH BO3MOKHOCTSIMH
3/10pPOBbSl U HHBAJU/0B

[Tpu HEOOXOMUMOCTH OOYJAIOIIUMCS U3 YUCIIA JIUI C OTPAHHYECHHBIMHA BO3MOYKHOCTSIMU
3JI0POBBSI U HHBAIHIOB (I10 3asBJICHHIO 00YYArOIIErocs) MPeI0CTaBIIIeTCs yueOHas
uH(pOpMAIUS B JOCTYIMHBIX (pOpMax ¢ yIeTOM MX WHAWNBUAYAIBHBIX ICUXO(QU3MIECKIX
0COOEHHOCTEH:

- JUTSL JTUILL C HAPYLICHHUSIMHU 3PSHUSL: B IeYaTHO (hopMe yBelnueHHBIM IpU(PTOM; B hopme
SJICKTPOHHOI'O JOKYMCHTA, UHAUBUYAJIbHBIC KOHCYJIbTalun C IMPUBJICYCHHUEM
TH(IOCYpAOTICPEBOAYHKA; HHANBHUYAIbHbBIC 3a/IaHUs1, KOHCYJIBTALMH H JP.

- 17151 JTMII C HAPYIICHUSIMU CITyXa: B IedaTHOH hopme; B popMe 3JIEKTPOHHOTO TOKYMEHTA;
WH/MBU/IyalbHbIC KOHCYJIBTALMH C MPUBICYCHUEM CYpIONCPEBOMYNKA; WHIUBHIYaIbHbIC
3aJlaHus1, KOHCYJIbTAllUH U JP.

- JUTs1 JIUIL C HAPYILICHUSIMU OTIOPHO-ABUTATEIBHOTO allliapara: B eyaTHoi Gpopme; B hopme
ANIEKTPOHHOTO JIOKYMEHTA; WHIUBH/yaJIbHbIC 33 JaHUsI, KOHCYJIbTAIIUHU U JIP.

6 ®oHa OLEHOYHBIX CPeACTB JJIf NMPOBeIeHUs] TeKYIIero KOHTPOJIsl M MPOMeKYTOYHO
aTTrecTaniy 00y4arImmXxcs 1o JMCHHUIIMHE (MOLYJTI0)

B coorBerctBun ¢ tpeboBanusmu PI'OC BO gns arrecranmm 0oOy4aromuxcsi Ha
COOTBETCTBUE HX IMEPCOHATBHBIX JOCTIIKEHUN IUIAHUPYEMBIM pe3ylbTaTaM OOYYEeHHS TI10
JTUCIUTITINHE (MOIYJTI0) CO3/aHbl (POH/IBI OIEHOYHBIX CPEICTB. THUMOBBIE KOHTPOJILHBIC 3a/IaHUS,
METOJMYECKUE MAaTepuasbl, ONPEACNSIOUME MPOLEAYPhl OLICHUBAHUSA 3HAHUM, YMEHHH U
HAaBBIKOB, a TAK)KE KPUTEPUH U MTOKA3aTEH, HEOOXOIUMBIE JIJIsl OIEHKH 3HAHHM, yMEHH, HABBIKOB
U XapakTepu3ywiuue dTambl (HOPMUPOBAHMS KOMIIETEHIIMH B  MPOLIECCE OCBOSHUS
o0pa3oBaTeNbHOI MporpamMmsl, npeacrasiieHsl B [Ipunoxenun 1.

7 Y4eOHO-MeTOAMYeCKOe M HH(POPMALMOHHOE 0O0ecneyeHue TUCHMILINHBI (MOYJIs1)

7.1 Ocnoenasa numepamypa

1. 3amura uadopmaruu : yaedHoe nmocooue / A.Il. XKyk, E.II. XKyk, O.M. Jlenenikun,
A.N. Tumomkun. — 3-¢ uza. — Mocksa : PUOP : UHOPA-M, 2023. — 400 c. — (Bricmiee
obpaszoBanue). — DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-369-01759-3. - Tekcr :
anektpoHHbli. - URL: https://znanium.ru/catalog/product/1912992  (nmata oOpameHus:
31.05.2026)

2. Pauenko, T. A. ndopmarmonHas 6€301acHOCTb : yueOHO-MeToudeckoe nocooue / T.
A. Pauenxo. — Tomestmu : TI'Y, 2024. — 135 c¢. — ISBN 978-5-8259-1612-5. — Texkcr :
AIIEKTPOHHBIH // Jlanb : AJIEKTPOHHO-OUOINOTEeYHAS CUCTEMA. — URL:



https://e.lanbook.com/book/427130 (mata oOpamenus: 25.05.2026). — Pexum poctyma: ans
aBTOpU3. MOJIb30BATEIICH.

3. PomanbkoB B.A. Benenue B kpuntorpaduio : Yue6Hoe mocoOue [DneKTpOHHBIN
pecypc] : HzpmarenbctBO DPOPYM | 2022 - 240 - Pexum  JocTyma:
https://znanium.com/catalog/document?id=400556

7.2  Jlononnumenvnas numepamypa

1. IIporpammMHo-anmnapaTHas 3auUTa HHPoOpMAIUU : YUeOHOe mocodue [DIeKTPOHHBIH
pecypc] : HszmarenbctBO DPOPYM , 2019 - 352 - Pexum  gocryma:
https://znanium.com/catalog/document?id=340852

7.3 Pecypcol unghopmayuonno-menekommynuxayuonnou cemu '"Hnmepnem',
6KIIouas npogeccuonanbHvle 0azvl OAHHBIX U UHDOPMAUUOHHO-CRPABOUHDLE
cucmemul (npu HeodXO0UMOCMU):

1. CIIC KoncynwsrautlLitoc - Pexum mocryna: http://www.consultant.ru/

2. DnextpoHHas Oubnuoreynas cuctema ZNANIUM.COM - Pexum pocryna:
https://znanium.com/

3. DnextpoHHO-0MbMMOTEeYHas cucteMa "ZNANIUM.COM"

4. DnextpoHHO-OnOMMOTeuHas cucrema "JIAHB"

5. Open Academic Journals Index (OAJI). [Ipodeccuonanbnas 6a3a naHHbIX - Pexxum
nocrymna: http://oaji.net/

6. Ilpesumenrckas OuOmmoreka wuM. b.H.EmpnuHa (0a3a JaHHBIX —Pa3IMYHBIX
npodeccnoHabHBIX o0nacteil) - Pexxum moctyna: https://www.prlib.ru/

8 MarepuajbHO-TeXHHYECKOe oO0ecrevyeHHe IUCHUILIMHBI (MOAYJs) W IepeYeHb
HHG(pOPMANMOHHBIX TEXHOJIOTHI, UCMOJIb3yeMbIX NMPH OCYILIECTBJIEHUH 00pa30BaTEIbHOIO
npouecca no JMCuMIvInHe (MO1YJII0), BKJIKYAsl MlepevyeHb MPOrpaMMHOro odecre4eHust

OcHOBHOE 000pYIOBaHUE:

e Byanp-I'eHeparop akyCTHUECKHX U BUOPOAKYCTUUECKUX MTOMEXOBBIX CUTHAJIOB

e MynbT. MeauiiHbplii koMmIiekT Ne 2: IIpoekrop Panasonic PT-LX26HE, motonounoe
kpemieHne Tuarex Corsa, kiemmHbli Moaynb Kramer WX -1N, konnektop VGA, 3kpan Lumien
Ecopicture

e [lepconanbHbiit kommbrotep Nel "B-tronix professional 3872\2015"

e Cmapt-AB (ma ©0aze CKM-21.2)- IIporpamMmHO-anmapaTHbiii KOMIUIEKC OILCHKH
3G(EeKTUBHOCTH  3alMTHl peyeBOM MHQOpPMAIMK OT YTEYKH IO aKyCTUYECKOMY U
BUOPOAKYCTHUECKOMY KaHaJlaM

e Conara-P3.1 CpeacTtBo akTUBHOMW 3aIlIMTHI HH(OPMALIUU OT YTEUKH 3a CUET MOOOYHBIX
3JIEKTPOMArHUTHBIX KOJIEOAHUHN U HAaBOJOK

e Cnekrpoananuzatop IFR2397

IIporpamMmmHoe oOecIieyeHue:

e Microsoft Windows 7 Ultimate Russian
o VMware Workstation 9 for Linux andWindows
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1 Ilepedennb (popMHEpyeMbIX KOMIIETEH M

Haszsanne OITOII BO,
COKpalleHHOe

Kon u popmynupoBka KoMHeTeHIN

nu

Kon u popMynrpoBka HHANKATOPA TOCTIKCHUS
KOMITCTEHITHU

09.03.04 «IIporpamMmHu
asi THHKCHEPHS»
(b-1H)

OIIK-1 : CnocoGeH mpuMeHSTh eCT
€CTBEHHOHAYYHbIE U OOIICHHKECHED
HBIE 3HAHMSI, METO/IbI MaTeMaTH4ecC
KOT'0 aHaJIn3a U MOJCINPOBAHUS, TE
OPETUYECKOT0 U SKCIEPHUMEHTAIbH

Oro0 HCCJIeA0BaHUA B IpodeccHoHa

JILHOW JICSITETIHbHOCTH

OIIK-1.2k : Pemaet mpogeccrnoHatbHbIC 33291
C MPUMEHEHHUEM €CTECTBEHHOHAYUYHBIX M 00ILEeH
H)KEHEPHBIX 3HAHUH

OIIK-3 : CnocoOeH pemarh cTaHaa
PTHBIE 3324k IPO(ECCHOHANBEHON

JeATeIbHOCTH Ha OCHOBE MH(pOpMa
IIUOHHOH 1 Onbimorpaduaeckoit

YIABTYpPHI C IPUMEHEHHEM HHPOpMa
IJHOHHO - KOMMYHHKAIIMOHHBIX TEX
HOJIOTHH U C Y4E€TOM OCHOBHBIX TpPE
OoBaHMIT HHPOPMALIMOHHOM Oe301a
CHOCTHU

OIIK-3.1k : IIpumeHsieT NpUHIMIIBL, METOABI U C
pEeICTBa pelleHns CTaHAapTHBIX 3a1a4 npodecc
MOHAIIbHOM JEeATeIbHOCTH HAa OCHOBE MH(OPMAIT
HOHHOW 1 OMOIHOTrpadMuecKoi KyJIbTYpPHI C IIPH
MEHEHHEM HH(POPMAIIMOHHO-KOMMYHHKAIMOHH
BIX TEXHOJIOTHH U C y4€TOM OCHOBHBIX TPEOOBaH
nit "HHOPMAIIOHHOH 0€301MacHOCTH

Komnerenmus cunraercs copMUpoBaHHON HA JAaHHOM 3Talle B Cllydae, €CJIU OJy4YeHHbIE
pe3yabTaTtel OOyuYeHHMs [0 JUCLUIUIMHE OLICHEHbl IOJOXHUTEIbHO ([IUarna3oH KpUTEpUEB
OLICHUBAHMSI PE3YIbTATOB O0YUEHUS «3aUTEHO», «YAOBIETBOPUTEIBHOY, «XOPOILO0Y», KXOTIUYHOR).
B ciydae oTcyTcTBUS MOJIOKUTENBHONW OLIGHKM KOMIIETEHIMS Ha JAHHOM JTalle CUUTaeTcs

Hec(OPMUPOBAHHOM.

2 [loxa3aTe/iu OLleHUBAHUS NJIAHUPYEMBbIX Pe3yJIbTATOB 00y4YeHHUsI

Komnerenmnus OIIK-3 «Crioco0eH pemarh cTaHAapTHBIC 3a1a4u MpodeccrnoHaIbHOM
NesITeIbHOCTH HAa OCHOBE MH(POPMALIMOHHON U OMOIrorpaduueckoi KyIbTyphl ¢ IPUMEHEHUEM
MH(POPMAIMOHHO - KOMMYHHKAIIMOHHBIX TEXHOJIOTHIA U C YYETOM OCHOBHBIX TPEOOBaHMIA
MH(POPMALIMOHHOM O€30MacCHOCTH»

Tab6nuia 2.1 — Kputepuu OlleHKH UHANKATOPOB TOCTHXKEHUST KOMITETEHIIUN

Kon u popmynrpoBka HHAMKAT
opa JOCTH)XEHHS KOMIIETSHIINU

Kputepun oneHHBaHUS Pe3yabT
aToB O0yJYCHUS

OIIK-3.1k : [IpumeHnsieT npuHIL

WIIbI, METOJIBI M CPEJICTBA pelle
HUS CTAaHIAPTHBIX 33]a4 Ipode
CCHUOHAJIbHOM JEATEIIbHOCTH Ha
OCHOBE WH(POPMAITMOHHOHN U O1
6mmorpadudeckoi KynbTypHsl C

NpUMeHeHneM UH()OPMAalMOHH

0-KOMMYHHMKAIIMOHHBIX TEXHOJ

OTHH M C YUE€TOM OCHOBHBIX Tpe
6oBaHnit nHPpOpMaMOHHOH 6e3
OTIaCHOCTH

CoopmupoBasiieecs: cucTeMar
MYECKOe YMEHHE aHaIU3UPOBAT
b MH(POPMAIMOHHYIO 0e30MacH
OCTb OpraHu3aluu

CdopmupoBabieecs: cicTeMar
MYECKOE BIIaJICHUE COBPEMEHHBI
MU TEXHOJIOTUAMHU U METOJaMU
obecrnieueHnss HHPOPMAITMIOHHO
1t 6€301ITaCHOCTH OPTaHU3ALNH

PesynbraThl 00y4eHUs 10 TUCIUIDIHHE
Ko | Tu
I |
pe | pe Pesynbrar
3- | 3-
Ta | Ta
v
P/ | me | amanmsmpoBath HH(POPMAITHOHH
7 HU | yro 6€30macHOCTh OpraHU3aAINH
e
Ha | BAACHNS COBPEMEHHBIMHU TeXH
P OJIOTHSAMHU Y METOJAMH 00ecIed
8 EH eHUs1 HTHPOPMAIMOHHOW 6e30ma
CHOCTH OpTaHU3aIluI
y
P/l | me | ympaBusaTh HH(OPMAIIMOHHOH O
10 | HE | €30IaCHOCTHIO OpPTaHU3AINU
e

CdopmupoBabieecs: cicTeMar
HYCCKOC YMEHHUE YIIPABJIIATH UH
(b opMaIMOHHOH OE30MaCHOCTh
10 OpTraHU3aIH




Komnerenuus OIIK-1 «CnocobeH NpuMeHsTh eCTeCTBEHHOHAYYHbIE U
0O0IIeNHKEHEPHbIE 3HaHUS, METO/Ibl MATEMaTHUECKOT0 aHAJIN3a U MOJIEIMPOBAHUS,
TEOPETUYECKOTO M SKCIIEPUMEHTAIBLHOTO UCCIEIOBAHUS B IPO(PECCHOHATBHOM NESTETLHOCTH

Ta6mmma 2.2 — Kpurepuu OlIeHKH WHIUKATOPOB JIOCTHKEHUS KOMITCTCHIIHH

PesynbraThl 00y4YeHuUs 10 AUCIMIUINHE
Kox u popmymuposka uuguxar | Ko | Tu Kpurepuu oneHuBaHus pe3ynbT
opa JOCTHKEHHs KoMIieTeHuun | A I aToB 00y4YeHus
pe | pe Pesynprar
3- | 3-
Ta | Ta
OIIK-1.2k : Pemaet npogeccuo Cdopmuposagiieecs cucTeMat
HaJbHBIE 33/1a41 C IPUMEHEHHE | 1 3H | COBpeMEHHBIX 3aKOHOB, CTaH/la | MUECKOE 3HAHHE COBPEMEHHBIX
M €CTECTBEHHOHAYYHBIX U 001 1 aH | PTOB, METOJIOB 1 TEXHOJIOTHI B | 3aKOHOB, CTAHIAPTOB, METOIOB
SUH)KEHEPHBIX 3HAHUI e | obmacty 3amKTH MHPOPMAIIMH | ¥ TEXHOJOTHHA B OOIACTH 3aIIUT
bl HHPOPMALTUH
3 Cdopmuposasimieecs cucteMat
PA - TpeOoBaHUi K 3amuTe HHPOPM | mueckoe 3HaHME TpEOOBaHMI K
2 Je | @AM OTIpEZIENIeHHOro THITA 3ammTe MHQOPMAIIIH OTIpeIeie
HHOTO THIIA
v Cdopmuposasmieecs cucteMat
PIL | e HCTIOB30BaTh COBPEMEHHEIC 1P | mYecKoe YMEHHE UCIIONb30BaTh
3 | OTPAMMHO-anmapaTHeIC CPEACT | COBPEMEHHbIE POTPaMMHO-arT
o Ba 3alUTHl HHOOPMALIUH apaTHbIE CPEJICTBA 3aLIUTHI HH(
opMaIuu
v
Cdopmuposagieecs: cuCTeMar
P/l | me | obecrneunBath 3amuTy HHPOPM
MYEeCKOe YMEeHHE 00ecreunBaTh
4 HU | aluu
o 3anuUTy uHGOPMAIUU
Cdopmuposagiieecs: cucTeMat
Ha | BmageHus coBpeMeHHBIMH METO
PJ] HAYECKOE BJIaJICHUE COBPEMEHHBI
BBl | Jamu obecrieueHHs 3alUThl UH
5 MU METOJIaMH 00ecIiedeHus 3a
K (dopmaryn
IIUTH HHPOPMALTUU
3 Cdopmuposagiieecs: CHCTEMAT
PO ap | COBPEMEHHBIX METOJIOB M CPE/IC | HYECKOE 3HAHHE COBPEMEHHBIX
6 ye | TB3AUMATHI nHpOpMAIUU METOJIOB ¥ CPEJICTB 3aI[UTHl HH
dopmarmn
. Cdopmuposasmieecs cucteMat
3H | coBpeMeHHBIX TEXHOIOTHUMH, MET
PI MYECKOE 3HAHUE COBPEMEHHBIX
aH | OJWK W CPEICTB 3aIUTH HH(POP .
9 TEXHOJIOTHH, METOAUK U CPENICT
e | mamum
Ba 3aIIUTHI HHPOpMAITUHI
Cdopmuposasmieecs cucteMat
Ha | BmageHus Meromamu OLIEHKU pA
P N HYECKOE BJIaJIEHUE METOJAMHU O
BBl | CKOB MH(pOpPMAIMOHHOW Oe30ma
11 LIEHKH PHCKOB HH(POPMAIIHOHHO
K CHOCTH o
it 6€30IMacCHOCTH

Tabnuia 3amosHgeTcs B COOTBETCTBHUU € pazzaenoMm 1 PaGodeil mporpaMmbl TUCHUIIIHHBI

(Momyst).

3 IlepeyeHb OLIECHOYHBIX CPEACTB

Tabmuua 3 — IlepedyeHpb OLIEHOYHBIX CPEJCTB MO TUCHMILIMHE (MOIYIIIO)

KoHTponupyemsle miiaHupyemsble pe3
YIBTaTHl 00y4YeHUS

Kontponupyemsbie Temsl 1
HUCUUIUIMHBI

HaumeHOBaHHE OIIEHOYHOTO CPEICTBA U TP
encrasienne ero B POC




Texymuit KOHTpOJIB

IIpomexyTouHas at

TecTauus
Ounas popma 0OydeHUS
P/l 3HaHUE : COBPEMEHHBIX 32 TTpaxTuyeckas pa6o
KOHOB, CTAHZIAPTOB, METO | |\ 1 T2 Cobecenopanne
JIOB U TEXHOJIOTUH B 00J1a e BCZ[Cé—II/IC B nHopMa
HOHHYIO 0€30ITaCHOCTD
CTH 3ATATEI HEGOpMaTHH Y Tecr CobecenoBanue
1.2. Ilpumenenue nudop TpaxTuueckas paGo
MallMOHHBIX TEXHONOTHH | 14 CoGecenosanne
JUTSL U3Y4ESHHUSI BOIIPOCOB O
PpraHu3aloOHHO-IPABOBOT
o obecreuenus mapopma | Tect Cobecenoanue
IIMOHHOHN 0€30MaCHOCTH
[paktudeckas pabo Co6
1.3. IIpaBoBoe obecrieueH | 1 obeceioBaHuC
ne nHpopManrnoHHoIt 6e3
OmacHoCTH Tect CobecenoBanue
P/12 3HaHue : TpeOOBaHUil K 32 IpakTuueckas pado
uute napopmanuu onpel | 1.3. Ilpasosoe obecneueH | g Cobecenoanue
€JICHHOTO THIIA ne nHpopMannoHHoi1 6e3
OnacHoCTH Tect CobecenoBanue
[Mpaktuyeckas pabo Co6
1.5. OpraamsanuonHoe 06 | 14 obecenoBanme
ecrieueHne HHPOPMaIHOH
HO¥i Ge30macHoCTH Tect CobecenoBanue
[MpakTuyeckas pabdo Co6
1.6. Peanusauus pabotsl | 14 obeceioBaHne
UH(PACTPYKTYPBI OTKPHIT
BIX KIIHOHUCH Tect CobeceoBanue
PI3 VMeHuHe : HCIIOIB30BaTh C Ipaktiueckas pa6o
CobecenoBanne
OBpPEMEHHBIE NporpaMmMH | 1.4. Mconb3oBaHue KpUM | g
0-anmapaTHble CPEACTBA 3 | TorpadUIecKuX CPeiCTB 3
aLIUTH! HHpOPMAIH AUATHI MHOpMALH Tect CobecenoBanue
[IpakTuueckas pabo Co6
1.7. Texuuueckue cpeact | ta ObeceoBaHNE
Ba U METOJBI 3AIIUTE HH
(opmartnu Tect CobecenoBaHue
[IpakTudeckas pado
1.9. HpOFpaMMHO-aHHapa p p CO6eCCZ[OBaHI/IC
THEIE CpefcTBa U MeToxsl | T2
obecriedeHnst MHGOpMAII
OHHOIi 6€30MacHOCTH Tecr CobecenoBanne
[IpakTuaeckas pabo Cob
1.10. Hacrpoiika 6e3omac | g obeceioBaHmne
HOT'O CETEBOTO COEAUHEHU
1 Tect CobecenoBanue
[IpakTudeckas pado
p p CobecenoBanue

Ta




1.12. AnTUBHUpYCHEBIE Cpe

nctBa 3ammutel nHPopman | Tect CobecenoBanue
0%
P14 VYMeHue : obecrneynBaTh 3 IpakTHyeckas paGo
AUty HHQOpPMALUH 1.4. Vcnionb30Banue KPHI | g Cobecenosanue
TOorpagiIecKux CpeacTB 3
auUThI MHdOpMAIIH Tect CobecenoBanue
[pakTudeckas padbo Co6
1.5. Opranuzanuonsoe 06 | 1q obeceioBaHuC
ecriedeHre HHHOpMaIioH
HOii be3omacHoCTH Tect CobecemoBanue
[MpakTuyeckas pabdo Co6
1.6. Peanmsanus pabotel | 14 0beCcCOBAHNC
UHOPACTPYKTYPHI OTKPBIT
BIX KIIFOHCH Tect CobecenoBanue
IMpaktuyeckas pado Cob
1.7. Texuuueckue cpeact | ta obecenoBanme
Ba M METOJbI 3ALMTHI MH
opmariu Tect CobecenoBanue
[IpakTudeckas padbo
1.9. Iporpammuo-anmapa | P p CobeceoBanme
THHIE cpeacTBa U MeToxsl | T8
obecrieueHus: HHpOpMaIH
OHHOM 6e30MacHOCTH Tecr CobecenoBanne
IMpaktuyeckas pado Cob
1.10. HacTpoiika 6e3onac | 14 obecenoBanme
HOI'O CETEBOTO COEAUHEHU
1 Tect CobecenoBanue
IIpakTudeckas pabo Cob
1.12. AHTUBHUpYCHBIE CPE | Ta 0beceNoBaHue
JICTBA 3aIIUTHI HHPOpMaI]
nm Tect CobecenoBanue
PI5 Hagebik : Bnanenus cospe Tpaktiueckas pa6o
MEHHBIMH MeToJIaMu 00€eC | 1.7. TexHudeckne cpeacT | Tq Cobecenosanne
nedeHus 3amuTel ”HGOpM | Ba m METObI 3alIUTHI UH
un
an opmaryu Tect CobeceoBanue
IIpakTudeckas pabo Cob
1.8. Cpencrea creranorpa | ta ObeceoBaHNE
(buu 17151 321U TH THPOPM
anuu Tect Cobecenoranue
[IpakTudeckas pado
1.9. IIporpammuo-armapa | P p CobecenoBanne
THBIE cpeicTBa U MeTonsl | T8
obecrieyeHnst HHPOPMaIH
OHHOW 0€30MacHOCTH Tecr Cobecenoanne
[MpakTudeckas padbo
p p CobecenoBanne

1.10. Hacrpoiika 6e3omac
HOT'O CETEBOTO COEANHEHU
s

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo

1.11. Kpunrrorpaduuecku | 1q Cobecenosarne
€ METO/IbI 3aIUThI HH(OP
Maiu Tecr CobeceoBanue
[paktudeckas pado Co6
1.12. AHTHBHpYCHBIE CPE | g obeceioBaHuC
JICTBA 3aIIUTHI HHPOPMAII
nn Tect CobecenoBanue
PLI6 3HaHUE : COBPEMEHHBIX M Tpaktuueckas pa6o
€TO/IOB H CEJICTB 3aAT | | | o Ta Cobecenopanue
.1. Beenenue B undpopma
bl HHpOPMALAN CACHHC ¢bop
IHOHHYIO 0€30MaCHOCTh
Tect CobecenoBanne
[pakTudeckas padbo Co6
1.4. Vicnionb30BaHue KPHI | 1q obeceioBaHuC
TOTrpapUIECKUX CPENCTB 3
AUATHI MHOpMALHH Tect CobecenoBanue
[MpakTuyeckas pado Co6
1.6. Peanusauus pabotsl | 14 0bcceoBaHNE
UH(PACTPYKTYPBI OTKPHIT
BIX KJIOMEH Tect CobecenoBanue
[Mpaktuyeckas pabo Co6
1.7. Texuuueckue cpeact | ta obecenoBanme
Ba M METO/IbI 3aIUTHI HH
¢opmarmm Tect CobeceioBanue
P17 YMeHue : aHaIM3upoBaTh IpaxTnueckas paGo
uHpopmanuonHyro 6e3on | 1.5. O 6 Cobecenopannue
pman y .. Opranu3aliioHHOE O Ta
ACHOCTb OpraHu3anuu €CIICYCHHE HHQ)opMaLu/IOH
HOM 6e30MacHOCTH Tect CobeceoBanue
[Mpaktuyeckas pabo Cob
1.6. Peanusanus pabotsl | 14 obecenioBatne
UH(PACTPYKTYPBI OTKPHIT
BIX KIIFOHCH Tect CobecenoBanue
IIpakTudeckas pabo Cob
1.7. Texuuueckue cpeact | ra ObeceoBaHIE
Ba M METO/IBI 3alIUTH MH
opmartum Tect CobeceoBanue
[IpakTudeckas pado
1.9. HpOFpaMMHO-aHHapa p p CO6eCCZ[OBaHI/IC
THBIE cpejcTBa U MeTonsl | T8
obecriedeHnst MHGOpMAII
OHHOI 0€30IMacHOCTH Tecr Cobecenosane
P8 HaBbIk : B1aneHus cope TpakTnueckas pa6o
MEHHBIMM TEXHOJIOTHAMHU | 1.4. Micionb30BaHuE KPHUIT | 14 CobecenoBanne
U MeTojaMu obecrieueHus | torpadUaecKuX CPeCTB 3
UH(POPMAMOHHOK Oe30ma | amuTsl MHGOPMALUN Tecr CobeceoBanue
CHOCTHU OpraHu3alnu
[IpakTudeckas pado
P p CobecenoBanue

1.5. Opranuzamyonsoe 00
ecrieueHre HHPOPMaIHOH
HOH Ge30macHOCTH

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo

19 HporpaMMHO-aHr[apa C06eceHOBaHHe
THEIE cpefcTBa U MeTonsl | T8
obecrieyeHust HHpOpMaIH
OHHOI 6e30macHOCTH Tecr CobecenoBanune
[paktudeckas pado Co6
1.10. Hactpoiika 6e3omac | 1q obeceioBaHuC
HOTO CETEBOT0 COEINHEHU
a Tect CobecenoBanne
[MpakTuyeckas pabdo Co6
1.11. Kpunrrorpaduueckn | 14 0beCeIOBAHNC
€ METO/IbI 3aIIUThI HH(OP
Maluu Tect CobecemoBanue
P9 3HaHUE : COBPEMEHHBIX T TTpaxTuyeckas pa6o
XHOJIOrWif, MeToMUK 1 cpe | 1.4. Hcnons3oante Kpuil | g Cobecenosatue
JCTB 3aIIUTH HHOPMaIH TOTrpapUIECKUX CPENCTB 3
1 AUIMTH MEYOpPMAIHH Tecr CobecenoBanue
[MpakTuyeckas pado Co6
1.6. Peanusauus pabotsl | 14 0bcceoBaHNE
UH(PACTPYKTYPBI OTKPHIT
BIX KJIOMEH Tect CobecenoBanue
IMpakTuyeckas pado Cob
1.7. Texuuueckue cpeact | ta obecenoBanme
Ba M METOJBI 3AIIUTHI UH
dopmaryu Tecr CobecenoBanue
[MpakTuyeckas pabdo Co6
1.8. Cpencrea creranorpa | ta 0bcCceoBaHNE
¢buu 1715 321U TH THPOPM
an1n Tect CobecenoBanue
IIpakTrueckas pabo
19 HpOFpaMMHO-aHHapa p p CO6eCCZ[OBaHI/IC
THBIE cpejcTBa U MeTonsl | T8
obecriedeHnst MHPOpMAI
OHHOM 0€30I1aCHOCTH Tecr Cobecenosanue
IIpakTudeckas pabo Cob
1.10. Hacrpoiika 6e3onac | 1q 0beCeoBanrE
HOT'O CETEBOT0 COCAUHEHH
a Tect CobecenoBanue
IMpakTryeckas pado Cob
1.11. Kpuntorpahuuecku | 14 00€ccIoBaHmne
€ METOJIbI 3aIUTH HH(OP
Manun Tecr CobecenoBanue
[IpakTuaeckas pabo Cob
1.12. AaTUBHUpYCHEIE Cpe | Ta 00€CCI0BaHNE
JICTBA 3aIIUTHI HHPOpMaI]
nn Tect CobecegoBanue
P10 YMeHue : ynpasisTe HHD IpaxTuueckas pa6o
CobecenoBanue

OpMAIOHHOH 0e301macHO
CTBIO OpPTaHU3ALNU

1.5. Opranuzamyonsoe 00
ecrieueHre HHPOPMaIHOH
HOH Ge30macHOCTH

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo Co6
1.6. Peanuzamus paboTh Ta obeceaoBaHUC
UH(PPACTPYKTYPHI OTKPHIT
BIX KIIFOHCH Tecr CobeceoBanue
P11 HaBEbIK : BIageHus METOR IpakTHdeckas paGo
6 6 CobecenoBanne
aMM OLICHKH PUCKOB UH(O | 1.6. Peanmmsarms paboTel | 1
PMallMOHHOK 6€30MacHOC | MHPPACTPYKTYPhI OTKPHIT
TH 7
BIX KIHOICH Tect CobeceroBanue
[paktudeckas padbo
1.9. HporpaMMHo-aHHapa p p CobecenoBanue
THEIE cpeAcTBa U MeTonsl | T8
obecrieyeHust HHpOpMaIH
OHHOI1 Oe3omacHOCTH Tecr CobecenoBanne
[pakTudeckas padbo Co6
1.10. Hacrpoiika 6e3omac | 1q obecenoBanme
HOT'O CETEBOTO COCANHECHU
1 Tecr CobecenoBanue
[MpakTuyeckas pado Co6
1.11. Kpunrrorpaduuecku | 14 obecenoBaHIC
€ METO/IbI 3aIIUThI HHPOP
Maluu Tect CobecenoBanue
[Mpaktuyeckas pabo Co6
1.12. AHTUBUpPYCHBIE CPE | T4 00CCCAOBAHUC
JICTBA 3alIUTHI HHPOPMAIL]
nn Tecr CobecenoBanue

4 Onucanue NpoueAypbl OLeHUBAHUSA

KauectBo copMupoBaHHOCTH KOMIICTCHIIMA Ha JaHHOM JTare OICHUBACTCS 110
pe3ynbTaTaM TEeKYIIUX U MPOMEKYTOUHBIX aTTeCTallui MPU MOMOIIY KOJTUYECTBEHHOMN OIEHKH,
BBIpAKEHHOU B Oaymax. MakcumanbHas cymMma OajuioB IO JucHMIUIMHE (Momaynto) paBHa 100
Oamnam.

OLEHOYHOE CPENICTBO
Bun yuebHoit nesrensHoCTH Teer IIpakTnueckue K3aMeH Wroro
3a1aHusl
JIeKIOHHBIE 3aHATHS 20 20
IpakTHyueckue 3aHATHS 40 60
ITpoMexxyTouHasl aTTecTaIys 20 20
Hroro 40 40 20 100

CYMMa 68.J'IJ'IOB, Ha6paHHBIX CTYACHTOM II0 BCEM BHIaM y‘Ie6H0ﬁ ACATCIIbHOCTHU B paMKax
JAUCHUIIIIMHBI, ICPEBOAUTCA B OLICHKY B COOTBECTCTBHU C Ta6J'II/IH€I\/'I.

Cymma Oaio
B
MO JIUCIUILIN

OHeHKa 10 MPOMEK

yTO‘IHOI7I aTTeCTamu XapaKTepI/ICTI/IKa KadyeCTBa Cq)OpMHpOBaHHOCTH KOMIICTCHIIN

u
HE

CTyzeHT IeMOHCTpHpPYeT CPOPMHUPOBAHHOCTH JUCIMIUTHHAPHBIX KOMIICTCHIINH, 00Ha

PY’KHMBaeT BCECTOPOHHEE, CHCTEMaTHYECKOe U ITy0OKOe 3HaHHE yueOHOro MaTepuana

o191 10 100 «3a4YTeHO» / » YCBOWII OCHOBHYIO JIUTEPATYPY M SHAKOM © JIOTIOJTHUTENILHOM TNTEepaTypoil, pexome

«OTJINYHOY HJIOBaHHOH NPOTPaMMOi, yMeeT CBOOOIHO BBIIOJIHATh MPAKTHUECKUE 3aaHus, TIPe]

YCMOTpEHHBIE TPOrPaMMOi, CBOOOIHO ONIEPHPYET NPHOOPETEHHBIMH 3HAHUSAMH, YME
HUSIMH, TIPIMEHSIET UX B CUTYAIHSIX MOBBIIICHHON CIIOKHOCTH.




CTyneHT IeMOHCTpUpPYeT c()OPMHUPOBAHHOCTb AUCLMILIMHAPHBIX KOMIICTEHIMIL: OCHO

o1 76 10 90 «3a4YTeHO» / BHBIC 3HAHUSI, YMEHUS OCBOCHBI, HO JIONYCKAIOTCS HE3HAUUTEIbHbIC OIINOKH, HETOYH
«XOPOLIO» 0CTH, 3aTPYAHEHHUS IIPH aHAITUTHYECKUX OIIEpaLsX, IEPEHOCE 3HAHUH U yMEHUH Ha H
OBBIC, HECTAH/IAPTHBIC CHTYALlH.
CTyzeHT AeMOHCTPHUpYeT ChOPMHUPOBAHHOCTD TUCIUIUIMHAPHBIX KOMIIETEHIIHI: B X0
«3a4TeHO» / Jie KOHTPOJIBHBIX MEPOIIPHUATHI HOITYCKAIOTCS 3HAYNTEIBHBIE OIINOKH, TPOSIBIIIETCS O
ot 61 1o 75 «yIIOBJIETBOPHUTENb | TCYTCTBHE OTAENBHBIX 3HAHUI, YMEHHMI, HABBIKOB IT0 HEKOTOPHIM JUCIUILIHHAPHEIM K
HO» OMIICTEHIMAM, CTYACHT HCIBITHIBACT 3HAUYUTEIbHBIC 3aTPYJHCHHUS IIPH ONIEPUPOBAHU
Y 3HAHUSAMU U YMCHUSMH IIPU UX NIEPEHOCE Ha HOBBIC CHTYALMH.
«we 3auTeHO» / V cryznenra He c(OpMUPOBAHEI AUCIUILIMHAPHEIE KOMIICTEHIINH, TIPOSIBIISIETCS HEZOC
oT 41 o 60 «HEYJOBJIETBOPHTE Y OpMHpOBa) P - 1P
TaTOYHOCTb 3HAHMIl, YMEHHUH, HABBIKOB.
JIBHO»
«He 3a4TeHO» /
JlucuyIuIMHapHBIe KOMIIETEHIMH He chopMHUpoBaHbl. [IpOsBIACTCS MOJHOE WM NIPAK
ot 0 1o 40 «HEYJOBJIETBOPUTE

THYECKU ITOJHOE OTCYTCTBUE 3HaHPII>'I, yMCHHﬁ, HAaBBIKOB.

JIBHOY)

5 IlpumepHbIe OLIEHOYHBbIE CPeACTBA

5.1 IlIpumepHbIii NepeyeHb BONPOCOB 10 TeMaM

CoNoOA~WNE

10.

Yro takoe nH(pOopMalMOHHAsE 6E3011aCHOCTH?

[lepeuncnure OCHOBHBIE YTPO3bl HH()OPMAIIMOHHON 0€30MacHOCTH.
Kakue cymiecTByroT Moesny HHPOPMALMOHHOM Ge30macHoCTH?

Kakwne metobl 3amuTsl HHOOPMAIMH BBIIEISIOT?

[IpaBo. UcTounuky mnpasa.

Kakue ocHOBHBIE 3aKOHBI B 001aCTH 3auThl HHpOpMaruu B PO?
OxapakTepu3yiiTe OMOMeTpHUYECKHE JaHHbIE KaK IEPCOHATIbHbIC JaHHBIE.
Uro takoe npodeccronanpHas TaitHa?UTo Takoe cayxeOHas TaitHa?

Uto Takoe koMmepuecKkas TaiiHa?

Kakne ocHOBHBIC MCKAYHAPOAHBIC CTAaHAAPTHI B obnactu HH(i)OpMaHHOHHOﬁ

Oe3omacHoCTH?

11.
12.
13.
14.

«OpanxeBast kuuranISO/IEC 15408.

Kak cBsi3aHbl MeXAyHapOJHbIE CTAaHAAPTHI U CTaHAapThl PO?

CTO BP UBBC-1.1-2007. «Ayaut nuHbopMaMOHHOH 0€30aCHOCTH.

PC BP UBBC-2.2-2009. «MeToauKka OleHKH PUCKOB HapyIICHHUST WH(OPMAITMOHHON

0€30II1aCHOCTIY.

15.
16.
17.
18.
19.
20.
21.
22.
23.
24,

Yto Takoe NOJMTUKA 0€30IacHOCTH?
UYto Takoe WHKEHepHas 3aluTa 00bEKTOB?
buomerpus. buoMmerpuyeckne XxapakTepUCTUKH.
UYro Takoe TeXHHUYECKUE KaHaJbl yTedKH HHpopMaun?
[TepeuncivTe OCHOBHBIE BUABI TEXHUYECKUX KAaHAJIOB YTeUKU HHPopManuu?
Yro Takoe crieurnpoBepka’?
Yro Takoe crenuccienoBasue?
Yo Takoe crenoOcieqoBanue?
Yto Takoe mporpaMMHO-amapaTHble CPEACTBa 3alUThl HHpopMarmu?
Kakpne w™exaHuW3Mbl pealin3yloT MPOrpaMMHO-aINIapaTHBIE CPEJICTBA 3allUThI

uHpopManuu?

25.
26.
27.

Kakune koMmbproTepHBIC YTPO3bl 0€30MaCHOCTH CYIIECTBYIOT?
UYro Takoe cereBas pazBeaka? Kakue MeTobl 3a1IUTHI IPOTUB HEE CYIIECTBYIOT?
Uto Takoe nabekuusa? Kakue BUIbl MHBEKIMN cylmecTBYOT? Kakne MeToIbl 3a1IUThl

IIPOTUB HUX CYILECTBYIOT?

28.

Uro Takoe oTkaz B oOcayxuBaHuu? Kakue MeTOAbl 3alUTHl MPOTHUB HETO

CYyILIECTBYIOT?

29.

OcHOBHBIE BUbI TPOIPAMMHBIX YSI3BUMOCTEH.



30.
31.
32.
33.

cerigac?

34.
35.
36.
37.

IIxana oyenku

UYro takoe mudpp? Kakue Buabl mudpoB CymecTByoT?

Yrto Takoe cUMMETpUYHBIN mudp?

Kakue cumMeTpruyHbIe Ul HCIOIB3YIOTCS ceiyac?

UYro takoe accumerpuunsblii mmdp? Kakue accumerpuunbie mMGPbl UCTIONB3YIOTCS

[TpuHIMIT TOCTPOCHUS CUMMETPUYHBIX MIHU(POB.

[TpuHIMIT TOCTPOCHUS ACCUMETPUIHBIX MHU(POB.

CrangaptHblie UG PHI.

[Torounsie muUpPHI.

Kpamkue memoouueckue ykaszanus

CobecenoBanue MpOBOJIUTCS B YCTHOH (hopMe BO BpeMs MOCIETHETO 3aHATHS 10 TEME.
OOyuaronemycs 3a1aeTcs 2 CIy9aiHbIX BOMPOCa M3 CIUCKa BONMPOcoB. OOyJaromuics 10JDKEeH
OTBETHUTH Ha BOIIPOCHI B TeUeHHE 5 MUHYT. Bo Bpemsi mpoBeieHus codece10BaHus HCIIOIb30BaHNE
JUTEPaTyphl U APYTUX UHPOPMAIIMOHHBIX PECYPCOB HE JTOITYCKAETCsl.

Ne Bamnel Onucanue

4 32-40 CTYyJIEHT MOJHOCTBIO OTBETHJI HA 3aJJaHHbIE BOITPOCHI

3 24-31 CTYICHT CMOT MOYTH MOJTHOCTHIO OTBETUTH HA 3aJJaHHBIC BOIPOCHI

2 15-23 CTYICHT JJaJl HETIOJHBIA OTBET Ha BOIPOCKI, HO CMOT MEPEAaTh OCHOBHYIO CYTh BOIIPOCa
1 0-14 CTyzeHT He CMOT WM (parMeHTapHO OTBETHII Ha 3aJaHHbIE BOIPOCHI

5.2 Ilpumepsl 3a1aHUH /151 BHINOJHEHUS] NPAKTHYECKHX PadoT

Tema 1.
OpraHU3aIMOHHO-TIPABOBOIO 00ecTIeYeHNsT MH(POPMALIMOHHON 0€301MacHOCTH.

Tema 2. Mcrionib30BaHNe KPUNTOTpaQUUECKUX CPEACTB 3alIUThI HH(OPMALIHH.

Tema 3. Peanu3anust paboTbl HHQPACTPYKTYPBI OTKPBITHIX KIIIOUYEH.

Tema 4. Cpencrpa creraHorpaduu JUist 3alUThl UH(OPMALHH.

Tewma 5. Hacrpoiika 6€301acHOTO CETEBOTO COSMHCHUS.

Tema 6. AHTUBHPYCHBIE CpEJICTBA 3alUTH HH(POpMAIUH.

Kpamxue memoouueckue ykazanus

Ha BbImonHeHue oJHOW MpakTHYECKOM paboThl OTBOIUTCS He Oosee 3 JBYXYacOBBIX
3aHsaTHi. [locie BBIMONHEHUS KaXI0H MPakTHYEeCKOM pabOThl CTYAEHT JOJKEH IPEICTaBUTh
OTYET O €€ BBIIOJIHEHNH, a TAK)KE, [10 YKa3aHUAM IIPENOaBaTelis, BHIIIOJHUTD JOMOJHUTENbBHbBIE
MPAKTUYECKHE 3a/1aHus IO TeME MPAKTUYECKON pabOTHI.

Llkana oyenxu

HpI/IMeHCHI/IC I/IH(I)OpMaI_II/IOHHBIX TEXHOJOTUN  JJIsI HN3YUYCHHUA BOIIPOCOB

No

Banner

Onucanue

5

3240

CTyneHT npenocTaBIseT OTIET MONPaKTHIECKOH paboTe 0hOPMIIEHHBIH B CTPOTOM COOTBETCTBH
1 ¢ TpeOOBaHUSME By3a. JleMOHCTPHPYET X0 BBIOIHEHHUS 33/1aHKsI, OTBEYaeT Ha BOMPOCHI I10 3
aJIaHUIO.

26-31

CTyZ[eHT MpeaoCTaBJIACT OTYET HOHpaKTH‘IeCKOfI pa60Te Od)OpMHeHHLIﬁ B CTPOIroM COOTBETCTBU
nce T‘p€6OBaHI/I$[MI/I By3a. I[eMOHCTpI/IpyeT X0/ BBITIOJIHEHUA 3a/laHUsA, HO HE OTBCYACT HA BOIIPOC
bI 110 3aJITaHUIO.

18-25

CTyneHT npenocTaBIseT OTIET HONPaKTUIECKOH paboTe 0hOpMIEHHEIH B CTPOTOM COOTBETCTBH
u ¢ TpeboBaHUSIME By3a. Ho He criocoOeH mpojeMOHCTPHUPOBATh X0 BHITIOIHEHHS 3aJaHuUs, OTB
€JaeT Ha BONIPOCHI TI0 3aJaHHIO.

CTyZ[eHT MpeaoCTaBIACT OTYET HOHpaKTI/I‘IeCKOﬁ pa60Te Oq)OpMHeHHLIﬁ ¢ OIMOKaMH COOTBETCT
BUH C Tpe6OBaHl/IflMl/I By3a. HC AE€MOHCTPUPYET X0 BBINIOJIHEHUSA 3aJaHUs, OTBEYAET Ha BOIIPOCHI
110 3aJaHUI0 C HCTOYHOCTSAMU.

CTyI(eHTOM ACMOHCTPUPYET OTYET, HO HE MOKET pacCKa3aju HU O BBINNOJIHEHUHU 3a/laHUs, HU OT
BETUTHL Ha BOIIPOCHI 110 HEMY. JIn6o orueT HE IIPEOCTABJICH

OTHOCATCA:

5.3 KoHTpoJIbHBIIi TecT

1.

K mpaBoBeIM MeTonaM, oOecCreyMBarOIUM HH(POPMALMOHHYIO 0€30MacHOCTb,

e a) Pa3paboTka anmapaTHBIX CPEACTB 00ECIIEUEHUS TPABOBBIX JTAHHBIX



e 0) Pa3zpaboTka u ycTaHOBKA BO BCEX KOMITHIOTEPHBIX MTPABOBBIX CETAX KYPHAIOB yueTa
NeUCcTBUHI

e B) Pa3paboTka u KOHKpeTH3aIysl MPaBOBLIX HOPMATHBHBIX aKTOB 00CCIICUCHUS
0€e301acHOCTH

2. OCHOBHBIMH HCTOYHHKAMH yrpos HH(l)OpMaHHOHHOfI 0€30IaCHOCTH SBIIIOTCSA BCE
YKa3aHHBIC B CIIUCKE!:

e a) XUIlEHUE KECTKUX AUCKOB, OJKIIOYCHUE K CETH, HHCAIIEPCTBO

e 0) [lepexBaT 1aHHBIX, XUILEHUE JAHHBIX, U3MEHEHUE APXUTEKTYPbI CUCTEMBI

e B) XUIlIEHHE JIAHHBIX, MOAKYI CUCTEMHBIX a]IMUHUCTPATOPOB, HAPYIICHUE periaMeHTa
paboThI

3. Buzpl nuadopMaiioHHo#i 6e30nacHOCTH:
e a) IlepcoHanbHas, KOpropaTUBHAas!, TOCYAApCTBEHHAs
e 0) Knuenrtckas, cepBepHas, cereBas

e B) JlokanpHas, riiobanbHas1, CMEIIaHHAs

4. Temn wuHOpMAMOHHONH O0E30IIACHOCTH — CBOEBPEMEHHOE OOHapyKeHHe,
IpeaynpexIeHHe:

e a) HecaHKIIMOHMPOBAHHOIO JOCTYIIA, BO3JICUCTBUS B CETH
e 0) UucaiinepctBa B opraHuzaiuu
e B) Upe3BbI4aliHBIX CUTYalUI
5. OcHOBHBIE 00BEKTHI HH()OPMAIMOHHON OE30ITACHOCTH
o a) KommbrorepHsie cetu, 6a3bl JaHHBIX
e 0) ndopmannoHHbIe CUCTEMBI, ICUXOJIOTHUECKOE COCTOSIHUE MOJIb30BaTeei
e B) busHec-opueHTUPOBaHHBIE, KOMMEPYECKHE CHCTEMBI
6. OCHOBHBIMHU pUCKaMH HH(OPMAIIMOHHOM 0€30MacCHOCTH SIBJISIOTCS:
o a) lckaxenue, yMeHblIeHne 00bEMA, TEPEKOAMPOBKA HH(OpMAIUU
e 0) Texnuueckoe BMEIIATEIbCTBO, BEIBEICHUE U3 CTPOSI 00OPYIOBAHUS CETH
o B) [loreps, uckaxxenue, yreuka HHGOpMAIHH
7. K ocHOBHBIM IpHHLIMIIAM oOecrieueHust UH(HOpMaAIIMOHHOM 0€30IacCHOCTH OTHOCUTCSL:
e a) DKoHOMHUYECKOH 3(h(heKTUBHOCTH CUCTEMBI 0€30I1aCHOCTH
e 0) MHoromnaropMeHHON peanu3aui CUCTEMBI
e B) YCWICHHS 3alIUIIIEHHOCTH BCEX 3BEHBEB CHCTEMBI
8. OcHOBHBIMU CyOBEeKTaMU WH()OPMAITMOHHOM 0€30MTaCHOCTH SIBIISFOTCS:
e a) PykoBoautenu, MeHEKEPHI, aAIMUHUCTPATOPBI KOMIIaHHH
e ©0) Opransl npaBa, rocyJapcTBa, On3Heca

o B) CereBble 6a3bl TaHHBIX, (PacpBOILTHI

9. K 0cHOBHBIM (I)YHKI_II/IHM CHCTEMBI 0€30IIaCHOCTH MOKHO OTHECTH BCE NEPCUUCIICHHOC!



a) YCcTaHOBJIEHHE PEerjaMeHTa, ayIuT CUCTEMbI, BHISIBIIEHUE PUCKOB
0) YcraHoBKa HOBBIX O(UCHBIX MPUIIOKEHUN, CMEHA XOCTUHT-KOMITAHUH
B) BHenpenue ayreHTH(UKAIMN, TPOBEPKA KOHTAKTHBIX JJAHHBIX MOJIb30BaTENICH

10. IIpuHIKTIOM HHPOPMALMOHHON OE30MACHOCTH ABISACTCA NPUHIUI HEAONYIICHHUS:

a) HeonpaBaanHBIX orpaHHueHHiA IpU paboTe B CETH (CHCTEME)
0) PuckoB 0€30IMacCHOCTH CETH, CUCTEMBI
B) [Ipe3ymniuu cekpeTHoCcTH

11. IlpuHOMTIOM MOMUTUKH UH(DOPMALIMOHHON OE30MaCHOCTH SIBJIAETCS MPUHLIUIL

a) HeBo3MOXKHOCTH MUHOBATh 3aAIMTHBIC CPEICTBA CETH (CHCTEMBI)
0) YcuieHuss OCHOBHOTO 3B€HA CETH, CUCTEMBI
B) [ToytHOTO OJIOKMPOBAHUS JOCTYIIA IIPH PUCK-CUTYAITUIX

12. TIpuHIMTIOM MTOJIMTUKUA WH(OPMALIMOHHON O€30MaCHOCTH ABIISETCS MPUHLIUIL:

a) YcuneHus 3aliIIéHHOCTA CaMOT0 HE3alUMIIEHHOTO 3BeHa CETH (CUCTEMBI)
0) [lepexona B 6e30macHOe COCTOSIHUE PAOOTHI CETH, CUCTEMBI
B) [lonHOTO MOCTYNA MOJIB30BAaTENEN KO BCEM PECYpCam CETH, CUCTEMBI

13. [IpyHIMTIOM TOTUTUKYA HHPOPMALMOHHOW O€30MaCHOCTH SBISETCS MPUHITHIL:

a) Paznenenus nocryna (00s3aHHOCTEH, IPUBUIIETUI ) KIIMEHTaM CETU (CHCTEMBI)
0) OIHOYpOBHEBOM 3aILIUTHI CETH, CHCTEMBbI
B) COBMECTUMBIX, OJTHOTHITHBIX ITPOTPAMMHO-TEXHUYECKUX CPEJCTB CETH, CUCTEMBI

14. K OCHOBHBIM THIIaM CpeacTB BO3JICHCTBUS Ha KOMIIBIOTCPHYIO CE€Th OTHOCUTCA:

a) KomnrorepHslii cOoit
0) Jlornueckue 3akaaaku («KMHUHBD)
B) ABapuiiHOE OTKJIIOYEHHUE TUTAaHUS

15. Korna nomyden crniam o e-mail ¢ npunoxEHHbIM (aitnom, cienyer:

a) [IpounTtare NpUI0KEHNE, €CIIU OHO HE COAEP>KUT HUYETO LIEHHOTO — YIaIUTh

0) CoxpanuTts npuioxenue B nanke «Crnam», BBIICHUTH 3aTeM [P-anpec reneparopa
criama

B) Y1anuTh MUCHMO C MIPUIIOKEHHUEM, HE PACKPBIBasi (HE YUTast) €ro

16. IIpuauun Kupxroda:

a) CexpeTHOCTh KJII0Ya ONpezieNieHa CEKPETHOCTRIO OTKPBITOTO COOOIIEHHS
0) CexpeTHOCTh MHGOPMAIINH OTIPEIEIICHa CKOPOCTHIO Mepeavn TaHHbBIX

B) CEeKpeTHOCTh 3aKPhITOT0 COOOIEHHS ONPEAEIAeTCS CeKPETHOCTRIO KITIoua
17. OUII — sro:

a) DneKkTpoHHO-1IMPOBOI MpeodpazoBaTesb

0) DnekTpoHHO-LIU(POBast MOANUCH
B) DJIEKTPOHHO-IIM(DPOBOI mporteccop



18. Hambomee  pacmpocTpaHeHsl  Yrpo3bl  MH(GOpMAIMOHHOH  0€30macHOCTH
KOPIIOPAaTUBHOM CUCTEMBI:

e a) [loxynka Henuuensuonnoro 110
e 0) OmmOKM 3KCIUTyaTalliy ¥ HEYMBIIIUIEHHOTO U3MEHEHHUS PEKUMA PaOOTHI CUCTEMBI
o B) Co3HaTellbHOE BHEIPEHHUE CETEBBIX BUPYCOB

19. Haunbounee pacripocTpaHeHbl Yrpo3bl HHPOPMAILIMOHHON 0€30IaCHOCTH CETH:

e a) Pacnipenenéuuslii JOCTYyM KIMEHTA, OTKa3 000PYAOBaHUS
e 0) MopasibHbII UI3HOC CETH, HHCANHIEPCTBO
o B) COo0ii (0TKa3) 000pyI0BaHUS, HEJETAILHOE KOMMPOBAHUE TAHHBIX

20. Haubonee pacnpocTpaHeHbI CPEICTBA BO3ACHCTBUS Ha CETh oduca:

o a) CnaOsii Tpaduk, HHPOPMAITMOHHBIA OOMaH, BUPYCHI B UHTEPHET
e 0) Bupycsl B ceTn, lornueckre MUHBI (3aKJIaIKK ), THPOPMAIIMOHHBIN ITepexBat
o B) Komnbrorepusie cOon, N3MEHEHNE aIMUHUCTPUPOBAHUS, TOTIOJIOTUU

21. Yreukoi HH(bOpMaI_II/II/I B CUCTCMC HA3bIBACTCS CUTYyaAllUs, XapaKTCPU3yCMasl:

e a) [loTepeil naHHBIX B CUCTEME
e 0) l3menenuem Gpopmsl HHGOpMAITUH
e B) l3MeHeHHeM coaepikaHus HHGOpMAITUU

22. Cpo#ictBamu wuH(pOpMAIMKM, HauOoJee aKTyalbHBIMU TpU  OOECHEUYeHUU
MH(OPMaLlMOHHON 0€30M1aCHOCTHU SABJISIOTCA:

e a) llenoctHoCTh
e 0) doctynHOCTh
e B) AKTyaJIbHOCTb

23. Yrpo3a uapopMaioHHoi cuctemMe (KOMIbIOTEPHOM CEeTH) — 3TO:

e a) BeposiTHOe coObITHE
e 0) lerepmuHMpOBaHHOE (BCET/Ia OMPEACIEHHOE) COOBITHE
e B) [lepuoanuecku noBTOpstOIIeecs COObITHE

24. Undopmanus, KOTOpYIO CieIyeT 3aluiiarh (10 HOpMaTHMBaM, MpaBUaM CETH,
CHCTEMBI), Ha3bIBACTCS:

e a) PernmameHntnpoBaHHON
e 0) IIpaBoBoii
e B) 3amnuiiaeMon

25. PasHoBumgHOCTAMU yrpo3 Oe3omacHOCTH (CeTH, CHCTEMBI) SIBISIOTCS BCE
TIePEYHCIICHHBIE B CITUCKE:

e a) [IporpamMHEbIe, TEXHUUYECKHE, OPTaHU3AIMOHHBIC, TEXHOJIOTHUYECKUE
e 0) CepBepHble, KJITUEHTCKHE, CITyTHUKOBBIC, HA3EMHbBIC
e B) JInuHble, KOpHIOpaTUBHBIE, COLIUATbHBIE, HALIUOHATbHBIE



26. OKOHYaTENbHO, OTBETCTBEHHOCTH 32 3aIMUIIEHHOCTh JAHHBIX B KOMIIBIOTEPHOU CETH
HECET:

e a) Binagenen cetu
e 0) AIMUHUCTpPATOp CETH
o B) Ilonp3oBarens ceTu

27. IlonuTKa 6€30MacCHOCTH B CUCTEME (CETH) — 3TO KOMILIEKC:

e a) PykoBojctB, TpeOoBaHuil oOecrieueHUs: HEOOXOAUMOI0 ypOBHS 0€30MacHOCTH
e ©0) UucTpykuwmii, airOpuTMOB MOBEACHUS MOJIb30BATENA B CETH
o B) Hopm undopmarnmonnoro npasa, co0I101aeMBIX B CETH

28. Hambonee BaXHBIM MPH peaTu3alldi 3alIUTHBIX MEp IOJHUTUKH Oe30MacHOCTH
ABIISETCS:

e a) Ayaut, aHanu3 3aTpaT Ha IPOBEICHUE 3aALIUTHBIX MEp
e 0) Ayaur, aHanu3 0€30MacCHOCTH
e B) AynuT, aHaJIU3 ySI3BUMOCTEU, PUCK-CUTyal[UI

Kpamkue memoouueckue ykasanus

Ilepen pemieHHeM TECTOB BHHUMATENBHO CIENYET O3HAKOMBCS C KaXKIBbIM BOIPOCOM U
npeUlaraéMbIMA  BapUaHTaMH OTBETOB. 3aTeéM HEOOXOIMMO ONHpPasCh Ha TEOPETHUECKUI
MaTepuai, CBSA3aHHBIM C TEMOW BOIPOCA COINOCTABUTH €0 C IMPUBEAEHHBIMH BapHaHTAMHU.
BriOupaercst TOT OTBET, KOTOPBI TOUHO OTPAXKACT U3NIOKEHHBIE (DAKTHI.

Llkana oyenxu
Ne | Bamuiel | Onucanue
1 CTyIeHT aJl BepHBI OTBET HA TECTOBBIH BOIPOC
1 ]0 CTyIeHT JlaJl He BEpHBIH OTBET Ha TECTOBBIH BOIIPOC
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