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1 Hessp, nuiannpyemMble pe3yabTaThl 00y4eHHs 110 AUCHHUIINHE (MOLYJII0)

Llenpto ocBoenust mucuuiuimebl  «MH(bOopManmoHHas Oe30macHOCT, M 3alluTa
uHpopmanum» sABIseTcs (OPMUPOBAHME Yy CTYJICHTOB CHCTEMBbl 3HaHUH B o0jacTu
uH(pOpMaMOHHONW O€30MaCHOCTH M NPHUMEHEHHS Ha INPAKTUKE METOJOB M CPEJICTB 3alIUTHI
uHpOpMaLnu.

3amaun  OCBOEHMS JWCIMIUIMHBL  (OPMHpPOBAHME YMEHHUS OOECICUUTh 3aIIUTY
uHpopManru 1 00beKTOB HH(pOpMaTH3aLKU; (OPMHUPOBAHNE YMEHHS COCTABIIATh 3aBUTECIBHYIO
JOKYMEHTAIIMI0 B HAJ30pHBIE TOCYJapCTBEHHBIC OPTaHbl WHPOKOMMYHUKAIIMOHHOW OTpAaciy;
¢opMHpOBaHHE HABHIKOB BBIMOJHEHHS pPabOT B OOJIACTH TEXHUYECKOTO pPEryJIHpPOBaHUS,
cepTU(UKAMM TEXHUYECKUX CPEICTB, CHCTEM, IPOLIECCOB, OOOpPYIOBAaHHMS U MAaTEpUaJIOB;
(dbopMUpOBaHNE HABBIKOB 00ECIICUCHUS 3aIUTH 00BEKTOB MHTEIUICKTYaIbHOM COOCTBEHHOCTH H
PE3YJIbTaTOB UCCIIEOBAaHUN U pa3padOTOK KaKk KOMMEPUYECKON TaliHBI TPEANPHITHS; HACTPOHKA U
o0CITy’)KMBaHHUE anmnapaTHO-IPOTPAMMHBIX CPEJICTB.

[TnanupyemMbpIMH pe3yinbTaTaMi 00y4eHUs 10 JUCHUILIHHE (MOAYIIIO), SBISIOTCS 3HAHUS,
yMEHUS, HaBbIKU. llepeueHb MIaHUPYEMBIX PE3yJbTaTOB OOYUEHHS 10 JAUCHUILTUHE (MOJIYIIO),
COOTHECEHHBIX C IUIAHHPYEMBIMU pe3yJbTaTaMH OCBOCHHs 00pa30BaTEIbHON MNpPOTrpaMMBl,

npezcTasieH B Tabnuue 1.

Tabmuna 1 — Komnerenuu, popmupyemblie B pe3yinbTaTe U3YyYeHUS TUCITUTUIMHBI (MOIYIIS)

PesynbraTbl 00y4YeHus 110 AUCIUIUINHE
Kon u Kon n
OpMYJIHPOBKA
Hazsanue OIIOIT dopMmyaupoBKa Q)Hia;’xafopa Kon
BO, cokpamenHoe
KOMIIETEHIINN JOCTHXKCHUA pe3yib DopmynupoBKa pe3yibTaTa
KOMIICTCHITHN
TaTa
09.03.02 OIIK-1 : Cnocoben OIIK-1.2k : Pemaer Pa1 3HaHHEe | COBPEMEHHBIX
«VIHpopMalMOHHBIE | IPUMEHSTH npodeccroHaNbHbBIE 3aKOHOB,
CHCTEMBI U €CTeCTBCHHOHAYYHBIC | 3amadul ¢ CTaHIAapTOB,
TEXHOJIOTHN 1 OOIIeHKeHEPHBIE | MIPUMEHEHUEM METOJIOB U
(b-1C) 3HaHUS, METO/IbI €CTECTBEHHOHAYYHBIX TEXHOJIOTHH B
MaTeMaTHIECKOTO 1 OOIIEHH)KEHEPHBIX 001acTH 3aIUTHI
aHau3a u 3HAHUI wHpOpMAIUN
MOJICIUPOBAHMUS, P12 3HaHue | TpeOoBaHMI K
TEOPETHYECKOTO U 3ammrTe
9KCTIEPUMEHTAIIBHOTO uHdopmanuu
HCCIICZIOBAHUS B OTIpeIeNIEHHOT0
npodeccHoHaNbHON THIIA
ACATCIIBHOCTH PJ16 3HaHWe | COBPEMEHHBIX
METOJOB U CPEICTB
3alIUTHI
uHpOpMAaIUN
PI7 | YMeHue | aHanu3upoBaTh
UH(POPMALMOHHYIO
6e30MacHOCTh
OpraHu3aIN
P18 HaBreik | BrageHwust
COBPEMCHHBIMU
TEXHOJIOTHSIMHA U
METO/IaMH
obecrieueHus
nH(pOPMaMOHHOK
6e3omacHOCTH
OpraHu3aiiu
OIIK-2 : Ciocoben OIIK-2.2k : P10 | Ymenue | ynpaBisaTh
NOHMMaTh npuHuunel | Mcnonpsyer UH(OPMALIMOHHO




paboTHI COBpEMEHHBIC 0€30MacHOCTHIO
COBPEMEHHBIX nH(popMannoOHHbIE OpTaHM3aIIH
WHPOPMAINOHHBIX TEXHOJIOTUH U P11 HaBrpik | BrageHwmst
TEXHOJIOTHH U MIPOTrpaMMHBIC METO/IaMH OLIEHKH
MIPOTPaMMHBIX CpPEACTBa, B TOM PHCKOB
CPEZACTB, B TOM YHCIIE | YUCIE nH(pOPMaIMOHHOH
OTEYECTBEHHOI'O OTE4YECTBECHHOTO 0€30MaCHOCTH
IIPOU3BOJICTBA, U MIPOU3BOJICTBA, IS P13 | Ymenue | mcrmonssoBats
HCIONb30BaTh UX peleHus 3aga4 COBpEMEHHBIE
IIPU pelIeHnH 33134 | IpohecCHOHATBLHOM IIPOrPaMMHO-
HpO(l)eCCI/IOHaJ'ILHOIZ JACATCIIBHOCTHU armnapaTHbIe
ACATCIbHOCTH CpeacTBa 3alUuThI
uHpopMaLuu
P19 3HaHUE | COBPEMEHHBIX
TEXHOJIOTUH,
METOAMK U CPE/ICTB
3aIUTHI
uHpopMaLu
OIIK-3 : CniocobeHn OIIK-3.1k : P14 | YmMenue | oOecriedynBaTh
pemaTh crannaptHele | IIpumenser 3alUTy
3a7a4n TIPUHINIIBL, METOJIBI nHpopManuu
po¢eCCHOHATBHOM H CpEICTBA PCUICHUS PI5 HaBrpik | BrageHwms
JeATeTbHOCTH Ha CTaH/IapTHBIX 3a/a4 COBPEMEHHBIMH
OCHOBE npodecCHOHANBHOM METOaMH
nHpOpMaNMOHHON N | AEATETHHOCTH Ha obecreyeHus
Oubnrorpaduueckoil | ocHoBe 3aIIUTHI
KYJIbTYpPHI C nHpopManMoHHO 1 HHOPMAIH
MIPUMEHCHUEM oubnuorpaduyeckoit
nHpopManoHHO- KYJbTYpPHI C
KOMMYHHUKAIIMOHHBIX | MPUMEHEHUEM
TEXHOJIOTHII U C nHpopMaMOHHO-
Y4ETOM OCHOBHBIX KOMMYHUKaIIMOHHBIX
TpeOoBaHU TEXHOJIOTH U ¢
nH(popMannoHHOH YYETOM OCHOBHBIX
0e30macHOCTH TpeOOoBaHUIA
WHPOPMAINOHHOM
0e30MacHOCTH

B mporecce ocBoeHUS JTUCIUIUIMHBI PEMIAIOTCS 3aJadll BOCIHTAHUAS TapMOHUYIHO
pa3BUTOM, MATPUOTUYHON U COIMAILHO OTBETCTBEHHOW JTUYHOCTH HA OCHOBE TPAIHIIMOHHBIX
POCCHICKHX JTyXOBHO-HPABCTBEHHBIX U KYJIbTYPHO-UCTOPUICCKUX IICHHOCTEH, TPEICTABIICHHBIC
B Tabmume 1.2.

Tabmuna 1.2 — [{eneBbie OpUeHTHPHI BOCTTUTAHUS

BocnuTartebHble 321241 ®opmupoBanue HeHHOCT el IleneBbie OPHEHTHPBI

(I)OpMHI)OBaHI/Ie rpamancxoifl MO3UIUU U NTATPUOTU3IMA

Bocnuranune YBaXXCHUS K KOHCTI/ITyL[I/II/I u

. . I'paxxjaHCcTBEHHOCTH MCIUILIMHUPOBAHHOCTH
3akoHaM Poccuiickoit denepanuu P A P

®opMHupoBaHHe TyXOBHO-HPABCTBEHHBIX LIEHHOCTEH

Bocnuranue uyBcTBa goara u
OTBETCTBEHHOCTH IEpE]] CEMbEN U
00111eCTBOM

BrICOKHE HPAaBCTBEHHBIC Oco3HaHue EHHOCTH
HJeaITbl npodeccun

®opMHpOBaHHe HAYYHOT0 MHPOBO33PEHHS M KYJbTYPbI MbIIILICHHUSA




Pa3Burre no3HaBaTenbHOTO HUHTEepCCa U CJ'Iy)KeHI/Ie OTC‘ICCTBy n CO6J'IIO,HCHI/IG MOpaJIbHBIX
CTPEMJICHUS K 3HAHUAM OTBCTCTBCHHOCTH 3a €Iro Cy,Z[I)6y MMPUHIUIIOB

(I)OpMI/II)OBaHI/Ie KOMMYHHUKATUBHBIX HABBIKOB U KYJIbTYPbI OﬁllleHI/Iﬂ

CriocoOHOCTh HAXOINT,
PasBurne ymenus >3 QpeKTuBHO 00maThes Bsanmonomonts u aHATM3UPOBATh U
U COTpYIHHYATh B3aUMOYBa)KEHHE CTPYKTYpPHUPOBaTh
nHdopmanuio

2 Mecto aucuuniauHbl (MoayJsi) B ctpykrype OIIOIT

Huctmumna «MHbopManuonHas 0e30MacHOCTh W 3alluTa WHPOPMALUW» BXOTUT B
0a3oByr0 yacTh bioka 1 Jlucrurumael (MOylin) y4eOHOTO TUTaHa.

3. O0bem AuCHUNIMHBI (MOAYJIS)

O0bemM JUCHUIUIMHBI (MOAYJSl) B 3aYETHBIX E€IUWHUIIAX C YKa3aHUEM KOJIMYECTBA
aKaJeMHYECKHX YacOB, BBIIEICHHBIX Ha KOHTaKTHYIO paboTy ¢ oOydaromumucs (0 BUIaM
y4eOHBIX 3aHATUI) U HAa CAMOCTOSATEIbHYIO paboTy, IPUBEEH B TabauLe 2.

Tabnuna 2 — O61mas TpyJI0eMKOCTh AUCIUITITUHBI

C Tpyno- OO0BeM KOHTAKTHOM paboThI (Yac)
emectp | eMKoCTh
(0D0)
Haszganue OIIOIT f)DGO Pl\g_i YacTtp I AVIHTODHAS Breaynu- CPC ?T(frpel\c/[fl
BO H};; YII Kypc YAHTOp TOpHas -
(30, (3.E) | Beero .
0300) nex. | mpak. | ma6. | TIA | KCP
09.03.02
HWH]opMaoHHbIe 300 BLE 4 3 17 8 8 0 1 0 91 €]
CHCTEMBI U
TEXHOJIOTHU

4 CTpyKTypa U coiepKaHue TUCUMILTUHBI (MO1YJIs1)

4.1 CTpykTypa tucuumiunel (Moayias) aias 300

TemaTudeckuii miiaH, OTpaKarOUIMN COAEpXKAHWE TUCHUIUIMHBI (TIEpeUeHb pa3/IesioB U
TEM), CTPYKTYpHUPOBaHHOE MO BU/1aM Y4EOHBIX 3aHATHI C YKa3aHUEM UX 00bEMOB B COOTBETCTBHH
C Y4eOHBIM IJIaHOM, IIpHUBE/EH B Tabmue 3.1

Tabnuua 3.1 — Pa3aens! JUCUUIUIMHBL (MOJYJIs), BUJIbI Y4€OHOU IEATETBHOCTH U (POPMBI
TeKymero Koutpoius ans 300

Kon pe- Koi-Bo yacoB, OTBEIEHHOE HA
dopma
Ne Haspanue TeMbl 3ynbTara
Jlex [Ipaxt JIa6 CPC TEKYILEro KOHTPOJIA
00y4eHHs
Baenenue B
1 | uapOpMaIOHHYIO Pa1, P16 1 0 0 7 cobecenoBanne
0€301acHOCTb




IIpumenenue
UH(OPMAIIMOHHBIX
TEXHOJIOTUH JUIsl U3y4eHHUS .
OTYET IO MPAKTUICCKON
2 | BOIPOCOB OpraHU3aOHHO- Pl 7
pabote
MPaBOBOTO 0OeCTIeUeHUS
MH()OPMAIIMOHHOM
0e30MacCHOCTH
IIpaBoBoe obecnieueHue
3 | uadopmannonHoi PI1, P12 7 cobecenoBaHme
0e300acCHOCTH
Hcnons3oBanue PI3, .
P4, OTYET 110 IIPAKTUYECKON
4 | xpunrorpaduyeckux CpeicTB 7
3aIUTHl HHQOpMAUU PJI6. pabore
PJ18, P/19
OpraHu3zaiioHHOE gﬁi’
obecrieueHme ’
5 . P17, 7 cobecenoBaHue
HH()OPMAIIMOHHOM P18
0e30macHOCTH PII10
PI2,
P/14,
Peanmuzamnus paboTs PJo, "
OTYET IO MPAKTUICCKOU
6 | urbpacTpyKTyphI OTKPHITHIX PO7, 8
M pabote
KITIOYeH PJ19,
P10,
PII11
P13,
TexHuueckue cpeacTna u PJa,
7 pen PJ5, 8 cobecemoBanme
METO/IbI 3aIUTH HHPOPMAITUH P16
P17, P/19
8 Cpencta creranorpaduu 1ust PJIS, PJI9 8 OTYET IO MPAKTUICCKOU
3alUThl HH)OpMAIUU pabote
PI3,
IIporpamMmmHoO-anmapaTHeie P14,
CpeNICTBa U METObI PS5,
9 | obecneuenus P17, 8 cobeceoBanue
MH(OPMAIIMOHHOM PJ8,
06€30I1aCHOCTH PJ19,
P11
P13,
PJi4,
Hacrpotika 6e3omacHoro PS5, OTYET MO MPAKTUUYECKOH
10 8
CETEBOTO COEUHEHUS P8, pabote
P19,
P11
PJIS,
11 Kpunrorpapudaeckre MmeTo st P8, 8 cobece1oBatHe
3amuTH HHGOpMauu P19,
P11
P3,
PIi4, .
12 AHTHUBHPYCHBIE CPEICTBA P15 8 OTYET M0 MPAKTHYECKON
3alUThl HH)OpMAIUU P I[9, pabote
P11
HToro no Taésmue 91

4.2 Conep:xaHue pa3aejoB U TeM JUCHUILTHHBI (Moay.as) niast 30

Tema 1 Bseoenue 6 unpopmayuonuyro 6e30nacHocmo.

Copepxanne Tembl: MHpopmarmonHas Oe3omnacHocTh. OCHOBHBIE TOHATHA. Mopenu
nH(popmanmoHHOM Oe30macHOCTH. Bubl 3amumniaemMoi nHPpOpMaIuy.

@opMBI ¥ METOJBI TPOBEACHHS 3aHITUN MO TeMe, MpUMEHseMble 00pa3oBaTeiIbHbIC

TCXHOJIOTHH: JICKIIHA.




Buabl caMoCTOSITENbHOM MOATOTOBKU CTYJIEHTOB MO TEME: MOJATOTOBKA K KOHTPOJbHBIM
BOIIPOCaM cOOeCceI0BaHMs, TIOATOTOBKA K MTPOMEKYTOUYHON aTTECTAIUH.

Tema 2 Ilpumenenue uHGOPMAYUOHHBIX MeXHONO2UL Ol U3YYEHUS BONPOCO8
OP2AHU3AYUOHHO-NPABOB0O2O 0beCneyeHUs. UHDOPMAYUOHHOU DE30NaACHOCTU.

Copepxanne Tembl: Mcnonb3oBaHue 0a3 JaHHBIX [UISI HaXOXKICHUS W HM3y4CHUS
HOPMATHUBHBIX JIOKyMEHTOB B 00JIaCTH HMH(OPMAIIMOHHON 0€30MacHOCTH.

@opMbl U METOJBI NPOBEACHHS 3aHITUN MO TeMe, MpUMEHseMble 00pa3oBaTeiIbHbIC
TEXHOJIOTUH: PAKTUYECKOE 3aHSITHE.

Bunel camocTosiTeNnbHON MOATOTOBKH CTYJAEHTOB IO TEME: IMOATOTOBKA OTYETa IO
NPaKTUYECKOH paboTe, MOArOTOBKA K IPOMEKYTOUHOW aTTECTAIUH.

Tema 3 IIpasosoe obecneuenue ungopmayuonnol 6e30nachocmu.

Conepxxannie  TemMbl:  OCHOBHBIC  HOPMAaTHBHO-TIPABOBBIE ~ aKTBl B 00JacTu
uHpopMaMoOHHON Oe3omacHocTH. IlpaBoBBle OCOOEHHOCTH oOOecredeHuss O0e30MacHOCTH
KOoH(uAeHIMATbHONW NMH()OPMALIUH U TOCYJapCTBEHHOHN TaiiHBI.

@opMbI U METOABI MPOBEACHUS 3aHATUN MO TeMe, MPUMEHseMble 00pa3oBaTEIbHBIC
TEXHOJIOTUH: JICKIIHUSI.

BI/I[[I)I CaMOCTOSITETbHOM MMOATOTOBKH CTYACHTOB IO TCME: IMMOATOTOBKA K KOHTPOJbHBIM
BOIIPOCAaM coOeceI0BaHus, OJAr0TOBKA K IPOMEXKYTOUHOHN aTTeCTalllu.

Tema 4 Ucnonvsosanue Kpunmozpaguueckux cpeocme 3auumol UHGOpMayuu.

Conepxxanne tembl: Cosnanue 3amuppoBaHHBIX (DAHIOB M KPUITOKOHTEHHEPOB U UX
pacmudpoBaHHe.

@opMbI U METOABI IMPOBEACHUS 3aHATHH MO TeMe, MpUMEHseMble 00pa30BaTeNbHBIC
TEXHOJIOTUH: TPAKTUYECKOE 3aHATHE.

Buasl camMocCTOATENbHON MTOATOTOBKHM CTYISHTOB IO TeMe: IMOATOTOBKA OTYETa II0
NpaKTHYECKOl paboTe, MOAr0TOBKA K MPOMEKYTOUHON aTTeCTalllu.

Tema 5 Opeanuzayuonnoe obecneuenue UHGOPMAYUOHHOU 6e30NACHOCMU.

Conepxanne Tembl: OCHOBHbBIE CTaHAApThl B 00jacTu olecniedyeHuss MHPOPMAIMOHHON
6e3onmacHocTy. [lonuTrka 6e30macHOCTH. DKOHOMHUYECKasi 0€30MaCHOCTb MPEANPUATHSL.

@®opMBl U METOJbI NPOBEACHMS 3aHITUH MO TeMe, NMpPUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTUH: JIEKIIHS.

Bunel camocTosTeNbHONM MOATOTOBKU CTYAEHTOB 10 TEME: MOATrOTOBKA K KOHTPOJbHBIM
BOIIpOCcaM cobece0BaHusl, TOArOTOBKA K TPOMEXYTOUYHOM aTTeCTaliHy.

Tema 6 Peanusayus pabomoel ungpacmpykmypbi OmMKpblmuIX KA0Yel.

Copepxanne TeMbl: Co3naHue YAOCTOBEPSAIOIIErO ILIEHTPa, IeHepaluss OTKPBITBIX U
CEKPETHBIX KIIOUeH, co3AaHue CepTHU(PHUKATOB OTKPBITHIX KIIOUEH, CO3JaHHE 3IIEKTPOHHOMN
ITOATNCH, IPOBEPKA IIEKTPOHHON ITOATIMCH.

@opMbl U METOABI IMPOBEACHUS 3aHATUN MO TeMe, NMpUMEHseMble 00pa3oBaTelbHBIE
TEXHOJIOTMM: IIPAKTUYECKOE 3aHATHE.

Bunsl camoCTOATENBHON MOATOTOBKH CTYACHTOB II0 TEME: IOArOTOBKA OTYETa IO
MPAKTUYECKON paboTe, MOArOTOBKA K MPOMEKYTOUHOM aTTeCTallUH.

Tema 7 Texnuueckue cpedcmea u Memoowvl 3auumsl UHGOpMayuu.

Copepxanne TeMbl: MHxeHepHas 3amuTa 00beKTOB. 3amuTa HHPOPMAIUU OT YTEUKH 110
TEXHUYECKUM KaHajaMm.

@opMBl ¥ METOJBI TPOBEACHHS 3aHITUN MO TeMe, MpUMEHseMble 00pa3oBaTeiIbHBIC
TEXHOJIOTHH: JICKITHSI.



Buabl caMocTOsITENbHONM MOATOTOBKU CTYJIEHTOB IO TE€ME: MOJArOTOBKA K KOHTPOJIbHBIM
BOIIPOCaM cOOECe0BaHMs, IOATOTOBKA K MMPOMEKYTOUHON aTTECTAIUH.

Tema 8 Cpeocmea cmezanocpaghuu 05 3auumol UHGOpMayuu.

Coneprxanue Tembl: Vcronb30BaHNe CPEACTB cTeraHOrpaduu AjIs 3aUThl (Paiisios.

@®opMbI U METOABI MPOBEACHUS 3aHATUH O TeMe, MPUMEHsSEMbIe 00pa3oBaTEIbHBIC
TEXHOJIOTUH: TIPAKTHYECKOE 3aHATHE.

Buapl camocToSTENbHON TOArOTOBKH CTYISHTOB IO TEeMe: IOATOTOBKA OTYETa II0
NPaKTUYECKOH paboTe, MOArOTOBKA K IPOMEKYTOUHON aTTECTAIHUH.

Tema 9 Ilpoepammmuo-annapamusie cpeocmsea u Memoosl obecneuerus UHGHOPMAYUOHHOU
bezonacnocmu.

Copepxanue Tembl: OCHOBHBIE BHUJBI CETEBBIX M KOMIIBIOTEPHBIX yrpo3. CpeactBa u
METO/IbI 3aIIUTHI OT CETEBBIX KOMIBIOTEPHBIX YTPO3.

@opMbl U METOABI MPOBEACHUS 3aHATUI MO TeMe, MPUMEHsSEeMble 00pa3oBaTeIbHBIE
TEXHOJIOTHH: JICKIIUS.

Buapl caMOCTOSTENNbHON MOATOTOBKH CTYJEHTOB MO TEME: IMOATOTOBKA K KOHTPOJBHBIM
BOIpOcaM cobeceoBaHms, MOATOTOBKA K MPOMEKYTOYHON aTTeCTallUU.

Tema 10 Hacmpotixa 6e3onacnoz2o cemesozo coeOuHenus.

Conepxanne Tembl: Co3MaHue 3alIUIICHHOTO KaHalda CBSI3M CPEJCTBAMU BUPTYAIbHOM
YaCTHOM CETH.

@dopMBI ¥ METOJBI TPOBEACHHS 3aHITHHA 1O TEeMe, MPUMEHSEMbIE O00pa30BaTEIbHBIC
TEXHOJIOTHH: MPAKTUYECKOE 3aHSITHE.

Buapl camocTosTeNnbHON MOJATOTOBKH CTYACHTOB [0 TEME: IOJrOTOBKA OTYETa I10
MPAKTUYECKON paboTe, MOArOTOBKA K MPOMEKYTOUHOM aTTECTAINH.

Tema 11 Kpunmozpaghuueckue memoowi 3auumol uHhopmayuu.

Copepxanuve TeMbl: CHMMETpPUYHBIE M ACCUMETPUYHBIE CUCTEMBbI IIU(POBAHUS.
[ludppossie mnoamnucu (DAeKTpoHHbIE moAnmucH). MHdpacTpykTypa OTKPBITBIX —KIIOYEH.
Kpunrorpaduuecknue npoTOKOIBI.

@®opMbl U METOABI IMPOBEACHUS 3aHATUI NO TeMme, MpUMEHseMble 00pa3oBaTeIbHbIE
TEXHOJIOTHH: JIEKIIUS.

Bunel camocToATENbHON MOATOTOBKU CTYACHTOB IO TEME: MOATOTOBKA K KOHTPOJIBHBIM
BOIIPOCaM co0ece0BaHusl, OArOTOBKA K TPOMEXKYTOUYHOM aTTeCTAIUH.

Tema 12 Aumusupycuvie cpedcmaa 3auumsl UHGopMayu.

Copepxanrie TeMbl: M3yueHre HACTPOEK CPEICTB aHTUBUPYCHOM 3aIIUThHI HH(OPMAITHH.

@dopMBI ¥ METOJIBI TIPOBEACHHS 3aHITHHA 1O TeMe, NMPUMEHSIeMbIe 00pa30BaTeIbHBIC
TEXHOJIOTHH: MPAKTUYECKOE 3aHSITHE.

Bunsl caMOCTOSTENIEHON IMOATOTOBKH CTYJACHTOB IO TEME: IOJTOTOBKA OTYETa TII0
MPAKTUYECKON paboTe, MOArOTOBKA K MPOMEKYTOUHOM aTTECTAIINH.



5 Meroauveckne YyKazaHusl AJdsi OOYy4AIOIIMXCH MO M3YYEHHI0 M PpeaTu3aluu
AMCUUIJIMHBI (MOIYJIs1)

5.1 Meroanueckue peKOMeHAAUMH OOYYAWIIUMCH M0 M3YYEHHI0 IMCUMIUIMHBI M IO
o0ecrevYeHN 0 CAMOCTOSITEJILHOM PadoThI

Texymas camocTosTenbHas padbora o kypcy «MHbopmanronHas 6€30MacHOCTh U 3alllUTa
UHpOpPMAaIIUW) HAIIpaBlicHa Ha yriyOJIeHUE U 3aKPeIUICHUE 3HaHUH, Ha Pa3BUTUE MPAKTUICCKUX
YMEHUH U BKIIIOYAET TaKhe BUJBI pabOT, KaK:

- paboTa C JeKIIMOHHBIM MaTEePHAJIOM;

- paboTa c peKOMEHI0BaHHOMU JINTEPATYPOil MPH MOATOTOBKE K MPAKTHUECKUM 3aHATHUSM;

- MOJITOTOBKA K dK3aMEHY.

[Tpu nzyuennn qucuuruinael «MHaopManonHas 0e30MacHOCTh U 3aIuTa HH(OPMAITHH
PEKOMEH/IyeTCsSl PEHTHHTOBash TEXHOJOTHS OOy4YeHHs, KOTopas TO3BOJSIET peau30BaTh
HETPEPHIBHYI0 M KOMIUIEKCHYIO CHUCTEMY OIICHMBAHUS YYEOHBIX JOCTH)KEHUH CTYJIEHTOB.
HenpepbIBHOCTh 03HAYaeT, YTO TEKYIIUE OICHKH HE YCPEAHSIOTCA (KaKk B TPaTUIIMOHHON
TEXHOJIOTUH), & HEMPEPHIBHO CKJIAABIBAIOTCS HA MPOTSHKCHUN CEMECTpa MPH U3YYEHUH MEPBOTO
WX BTOPOTro MoyJisi. KOMIUIEKCHOCTh O3Ha4aeT y4eT BceX (hopM y4eOHOH U TBOPUECKOM pabOThI
CTY/ICHTA B TEYCHUE CEMECTpa.

PeliTHT HampaBieH Ha MOBBIIICHUE PUTMUYHOCTH U 3()(HEKTUBHOCTH CaMOCTOSITEIIbHOM
paborel  ctygeHTtoB. OH OCHOBBIBAaeTCS Ha I[IUPOKOM  HCIIOJB30BAHMM TECTOB H
3aWHTEPECOBAHHOCTH KAXKJOI'O CTYJCHTa B IOJIyYCHHHM OOJice BBICOKON OIICGHKHM 3HaHUM I10
JTVCIIATUTHHE.

[TpuHIUTIIBI pEHTHHTA: HENPEPBIBHBIA KOHTPOJIb (B HJCaie Ha KaXIOM M3 ayJUTOPHBIX
3aHATUI) W TONXy4YeHHe Oojiee BBICOKOH OIICHKH 3a paloTy, BBHINOJIHEHHYIO B Cpok. llpm
NPOBE/ICHUM TPAKTUYCCKUX 3aHATHHA HEOOXOIMMO MPEAyCMATPUBATh IIMPOKOE MCIOJIh30BAHUE
AKTUBHBIX U UHTEPAKTUBHBIX (DOPM (KOMIBIOTEPHBIX CUMYJIISIIAN, JCTOBBIX H POJICBBIX UTP).

PeliTuHr BKIItOYaeT B ceOs J1Ba BHIA KOHTPOJIS: TEKYIIUH, IPOMEXYTOYHBIA U UTOTOBBIN
10 JMCUUIUINHE.

Texymmii koHTpoib (TK) - ocHOBHas yacTh PEUTHHTOBOW CHCTEMbI, OCHOBaHHas Ha
OeryioMm ompoce pa3 B HEACTIO WM B JBe Hexenu. DopMbl: OlleHKa 3a Cady TEOPETHYECKUX
MUHU324€TOB, BBIIOJHEHWE WHIUBUIYalIbHBIX 33JaHUN W MpaKTUYecKuX paboT. Baxkueiimei
dopmoii TK, mo3Bomstomield OMPOCUTh BCEX CTYIEHTOB HAa OJIHOM 3aHSITHU SBIISFOTCS
TEOpPETUYECKHE MOJIYJH, Ha KOTOPBIX CTYIECHTHl CaMOCTOSITE€IbHO OTBEYAIOT HA BOIPOCHI JJIS
CaMOCTOSTEIIBHON OLIEHKH.

KoHTponbHBIE BOMPOCH! AJISi CAMOCTOSITENIbHOW OLIEHKHM KayecTBa OCBOCHMS YueOHOI
JACITUTUTAHBI

Tema 1. Benenue B uHpopMaiioHHy0 6€30MaCHOCTb

Yro Takoe nH(popMalMOHHAsE O€30MaCHOCTH?

[Tepeuncnure OCHOBHBIE YTrPpO3bl HH(OPMAIIMOHHON 0€30MacCHOCTH.

Kakwue cymecTBytoT Mojenu nHGOpMalnoHHON 6e30macHoCTH?

Kakune metoibl 3auThl HHGOPMAIK BBIIENAIOT?

Uto Takoe nMpaBoOBHIE METO/IBI 3aIUTHI HHGOPMAITHH?

Yro Takoe OpraHW3alMOHHBIE METO/IbI 3aIUTH HH(popMaruu?

YTo Takoe TEXHUYECKHUE METObI 3alIUThl HHGOpMaAIUu?

Yro Takoe MporpaMMHO-aIapaTHbIe METO/IbI 3alUThI HH(pOpMaIUn?

Yro Takoe kpunrtorpadguueckre MeTo bl 3aluThl HH(OopMaun?

0. Yro Takoe ¢puznveckre MeTo bl 3alUThl HH(popMaru?

11. Kakue riaBHbIE TOCYIapCTBEHHBIE OPTaHbl B 00J1acTH o0ecrieueHns nH(HOpMallnOHHON
6e3omacHocTu?

12. TlepeunciuTe BU/IBI 3aIIUAIIIACMON HH(POPMAITHH.

BOoo~NoORWDNE



Tema 2. [IpaBoBoe obecrieuenne HHGOPMAITMOHHON 6€30MaCHOCTH

=

IIpaBo. Mcrounuku npasa.

Kakue ocHOBHBIE 3aKOHBI B 001acTH 3amuThl HHGopmaiuu B PD?

[lepeuncnure ocHOBHBIE Lenu U 3a1auu PO B obnactu obecriedenns THPOPMALMOHHOM
0e30MacHOCTH

Crpaterust HalMoOHaIBHOU Oe30macHOoCTH. JlokTpruHA HHPOPMAITMOHHOW 0€30IaCHOCTH.
UYro takoe koH(puaeHIMaTbHAs HHbOopMarus?

Uro Takoe nepcoHaabHbIE JAHHbIE?

B kakux ciaydasx BO3MOXHO UCIOJIb30BaTh MEPCOHATBHBIC JaHHbIE 0€3 coryacus
oOnanarens’?

8. OxapakTepusyiiTe OMOMETPUYECKHUE TaHHBIE KaK MIEPCOHATIbHBIC JaHHbIC.

9. Yro Takoe mpodeccuoHanbHas TaitHa?

10. Yro Takoe cimyxeOHas TaiitHa?

11. Yro Takoe koMmepuecKkas TaitHa?

12. Yto Takoe pexxuM KOMMEPUYECKON TalHbI?

13. Yto Takoe rocyaapcTBeHHas TaiiHa?

14. OnummTe npaBoBOK PEKUM TOCYTAPCTBEHHOMN TalHBI.

15. ©3-149.

16. ©3-152.

17. ©3-98.

18. ®3-390.

19. ©3-395-1.

20. ®3-126.

21. ©3-374 u ®3-375.

22. Ilocranosienue npasurenbeTBa Nel119.

LN

No ok

Tema 3. OpranuzanmonHoe obecredeHre HHPOPMALMOHHON O€30MaCHOCTH

1. Kakue oCHOBHbIE MEXIyHapOAHbIE CTAHIAPThI B 001aCTH MH()OPMAITIOHHOMN

6e3omacHocT?

«OpanxeBasi KHUTa»

ISO/IEC 15408.

Kak cBsi3aHbl MeXayHapOHbIE CTAaHIAPTHI U cTaHaapThl PO?

I'OCT P UCO/M3K 27002-2012.

'OCT P UCO/MDBK 27005-2010.

CTO BP UBBC-1.1-2007. «Ayaut uHGOpMalMOHHOMN 6€3011acCHOCTH.

PC BP UBBC-2.2-2009. «MeToanka OIEeHKH PUCKOB HAPYIIECHUS HHPOPMAITHOHHOMN

0€3011acCHOCTIY.

9. Tlpukaz ®Cb Ne378.

10. Ipukaz ®CTIK Ne21.

11. Ipukaz ®CTIK Nel7.

12. Tlpukaz @CTIK Ne31.

13. Tpukaz ®CTIK Ne28.

14. TTpuka3z ®CTIK Ne638.

15. Tlpukaz ®CTIK Ne9.

16. ITpuka3z ®CTIK Nel19.

17. Ilpuxka3 ['ocrexxomuccun Nell14.

18. PykoBoasuiue 10KkyMeHThI [ ocTexkomuccuu.

19. MepsI 3amuThl HHGOPMAIMA B TOCYIaPCTBEHHBIX HH(POPMAITMOHHBIX CHCTEMAaX.
(Meronuueckuit nokymeHT ®CTOK).

20. Yo Takoe moIUTHKA O€30MacHOCTH?

N kLN



21.
22.
23.

Boo~NoOr~wWNE

22.

23.

0.
. Urto Takoe cnemmpoBepka?
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.

Cnyx0a 6ezonacHoctu npeanpustust. Ctpykrypa. @yHKIUH.
TumnoBast HHCTPYKIUS COTPYAHUKA IO 00ecIeueHNnI0 HH(POPMAIIMOHHON 0€30TTaCHOCTH.
OKxoHoMHUYEcKast pa3Beka. [IpoMBIIIIEHHBIH MITHOHAK.

Tema 4. Texuuueckue cpeaCcTBa U METObI 3aLIUTH HH(OpMaITH

Uro Takoe HHKEHEPHAs 3alIUTa 00bEKTOB?

Kakum cioco6oM onuceiBaeTcst HHKEHEpHas 3amura. Onucarb MOJIEIb.
Kakwue cpenctsa npuMeHsIIOTCS 171 3alIMThI 1-ro nepumMerpa?

Kakue cpeactBa npuMeHstoTes [J1s 3aIIUThl 2-I0 epumerpa?

Kakwue cpenctsa npuMEHSIIOTCS 171 3aIIMThI 3-T0 epumMerpa?

[ToxapHble cUrHATU3AUH.

OxpaHHbIE CUTHATIU3ALUU

buomerpus. buomerpruueckue XxapakTepUCTUKH.

Uro Takoe TeXHUYECKHE KaHAJIbl YTeYKH HH(popMarumn?

[Tepeuncnure OCHOBHbIE BU/bI TEXHUUECKUX KAHAIOB YTEUKHU HH(pOpMALUU?

Yro Takoe crenucciaeoBanme?

UYro takoe creno0dcienoBanue?

[Tepeuncnure METOIbI 3aLUTHI MHOOPMALIMK OT YTEUKH 10 3pUTEILHOMY KaHaly.
[lepeuncinure METOIBI 3aIUTH HHYOPMAIH OT YTEUYKH I10 3JICKTPOMArHUTHOMY KaHaTy.
[Tepeuncnure MeTOIbI 3aLUTH MHOOPMAIIMK OT YTEUKH 10 3JEKTPUUYECKOMY KaHaTy.
[lepeunciure METOIBI 3aIUTH HHOOPMAIMH OT YTEYKH 110 MHAYKIIMOHHOMY KaHAay
[Tepeuncnure MeTOIbI 3aIUTHI HH(GOPMALIMK OT YTEUKH 110 apaMeTPUUECKOMY KaHaly.
[Tepeuncnure MeTO B! 3aIIUTHI HH(OPMALIUK OT YTEUKHU IO BO3AYILIHOMY KaHamy.
[Tepeuncnure METOIbI 3aLUTH MHYOPMAIIMK OT YTEUKH 110 BUOPALIMOHHOMY KaHamy.
[Tepeuncinure METOIBI 3aIIUTH HHOOPMAITH OT YTEUYKH 110 aKYCTOIEKTPUIECKOMY
KaHaiy.

[Tepeunicnure METOIBI 3aIUTH HHOOPMAIIH OT YTEUYKH 110 ONTHKOIIEKTPOHHOMY
KaHay.

[lepeuncnure cpeacTBa U METOABI 3aLUTHI HHPOPMAIUHU OT YTEUKU HHPOPMAIIIH B
Tes1e()OHHBIX JIMHUSX.

Tema 5. TlporpammHoO-animapaTHbeie CpeACTBa U METOABI oOecrieueHrss HHHOPMAITMOHHOM

0€30I1aCHOCTH

o

Yro Takoe MmporpaMMHO-aINapaTHbIEe CPEICTBA 3aIUThHl HHPOpMALUU?

Kakpne MexaHn3MBI pealIn3yr0T IPOrPAMMHO-AIIIAPATHBIE CPECTBA 3AILHUTHI
uHpopmanuu?

Kakue koMnbloTepHbIE yTPo3bl O€30MACHOCTH CYIIECTBYIOT?

Yro Takoe ceteBas pa3Beaka? Kakue MeTobl 3alIUThl IPOTHUB HEE CYLIECTBYIOT?
Uro Takoe nubekuua? Kakue Buibl HHbEKINH cyliecTBYOT? Kakue MeToas! 3aliuThl
IIPOTUB HUX CYLECTBYIOT?

UYro Takoe oTKa3 B oOcaykuBaHuu? Kakue METOTbI 3aITUThI MPOTHB HETO CYIIECTBYIOT?
OcHoBHBIE BUBI IPOIPAMMHBIX YSI3BUMOCTEH.

Bakopsl.

Yro Takoe nepenosHeHue Oydepa? MeTo bl 3aLIUTHI.

. Uto takoe nedexTs! popMaTHBIX CTPOK? METObI 3alUTHI.

. UTo Takoe 11e/I04NCIIEHHbIE IEPENONHEHUA? MeTobI 3aIUTHI.
. OmmOku 06paboTKH UCKITIOYEHH . MeTOo/IbI 3allIUTHI.

. BHenpeHnune komana. MeTos! 3aluThl.

. HexoppekTHbie 00paboTku omnOoK. MeTo1bl 3aIIUTHhI.



15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.

217.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.

=

©oN A

10.
11.
12.
13.

I'onku. MeToibl 3aIMTHI.

BeltoniHEHNE KO/1a € 3aBBIILICHHBIMU [TPUBUJIETHSIMHU.

Artaka «YesoBek Mo cepeuHe.

Uro Takoe IP-cnyddunr? Kakne MeToapl 3alIUTH MPOTUB HETO CYIIECTBYIOT?
ARP.

DHCP.

NAT.

PAT.

IPv4. IPV6.

Uro takoe ARP-cniyddunr? Kakne MeToapl 3alIUTHI MPOTUB HETO CYIIECTBYIOT?

Uro Takoe DNS Cache Poisoning? Kakue MeTobI 3aIIUTHI IPOTHB HETO CYIIECTBYIOT?

Yro takoe NetBIOS/NBNS spoofing? Kakue MeTo1bl 3alTUTHI IPOTHUB HETO
CYILIECTBYIOT?

VPN.

CouuanbHas HHXKEHEPUS.

®poa. MeToibl 60psOBI ¢ HPOIOM.

Uro Takoe pumuHr? Kakue MeToab! 3alUThl IPOTUB HETO CYIIECTBYIOT?
Kapaunr. Metosl 3a1MThl OT KapIUHTA.

Darkweb.

DMZ.

AHOHUMAaM3EPHI.

[Ipokcu-cepBepsl.

PesepBHOE KONMpOBaHUE.

Honey pot.

DLP-cuctemsl. SIEM-cuctemsl.

CkaHepbl 0€30I1aCHOCTH.

CucreMbl 0OHapYy)KEHUSI BTOPKEHUI.

CucreMsl IpeIOTBPALLIEHUS BTOPKECHHUMN.

Bpenonocusie mporpammsl. KomneroTepHbsle BUpyChl. Buibl BUPYCOB.
OKCIJIOUTBHI.

Mexanu3m paboThl BUpyca.

AHTUBHpYCHI. BUzibl aHTHBHPYCOB.

Mexanu3mbl pabOTHI aHTUBHpYCA.

MexceTeBol dKpaH.

Tema 6. Kpunrorpadudeckre MeTo/1bl 3alUThl HH)OpMaIK

Yro takoe mmdp? Kakue Buas! mudpos cyniecTByroT?

Yro takoe cummeTpuuHbli mupp? Kakue cummerpuyHbie MU pPbl HCIOIb3YIOTCS
ceituac?

Yro takoe accuMmerpuuHbiil mudp? Kakue accumerpuunblie MUQpb UCTIONB3YHOTCS
ceituac?

[TpuHIMI MOCTPOEHUS] CHMMETPHYHBIX MU(PPOB.

[TpuHIMI TOCTPOCHUS ACCUMETPUYHBIX MIU(POB.

CranpapTHble I QPHI.

[Totounslie mudpsI.

Yro takoe xem-pynkuusa? Kakue Buapl xenr-GyHKIuii Bol 3HaeTe?

Hepeso Mepkina.

Yro Ttakoe uuppoBasi MOANUCH?

[Mudposas noamnucs RSA.

[Mudposas noamnuck Dib-I"amans.

Yro Takoe HHMPACTPYKTypa OTKPHITHIX KIIFOUEH?



14. J)Ku3HeHHbBIH UK KIII0Ya.

15. Ayrentudukanms, nneHtudukanus, BepuuKamus, aBTOPU3aIIHsL.

16. Ilpocreiimme NPOTOKOJIBI UACHTUDHUKAIHH.

17. OcnHoBHo#t npoTtokos Kerberos.

18. IPSec.

19. Blockchain.

20. Yro Takoe creranorpadus? [loHstue creranHoKoHTeiHEpa.

21. Kakue BUIbI CTETAHOKOHTEHHEPOB CYIIECTBYIOT?

22. MeTtonpl cO3/IaHuUsI CTETAHOKOHTEHHEPOB HAa OCHOBE TEKCTOBOW MH(MOPMAITUH.
23. Meronbl co3/laHusl CTETAaHOKOHTEHHEPOB HAa OCHOBE BUI€OMH(GOPMAIIUU U CTOT/KapOB.
24. MeTtoapl co371aHusl CTETAaHOKOHTEHHEPOB Ha OCHOBE ayHMOMH(pOpMAaLINH.

25. [{udpoBbic BOISHBIC 3HAKH.

OcnoBHas nenbs TK: cBoeBpeMeHHast OLeHKa yCIIeBaeMOCTH CTYAECHTOB, OOy JaroIas ux
paboTaTh paBHOMEPHO, UCKJIIOUAsi MaJIble 3arpy3Ku WK NEPETPY3KU B TEUEHUE CEMECTPA.

JIeKUMOHHBIE 3aHATHS JKENATEIbHO IPOBOJUTH B PEXKUME ITPE3CHTALIMI C JEMOHCTpAaLAEH
IPUMEHEHHUS OCHOBHOI'O MaTepuaia, H3JaraéMoro B TeMe. OTO CYIIECTBEHHO YIIY4dIlIaeT
JUHAMUKY JIEKLIUH.

Lemecoobpa3no obecneunBaTh CTYIEHTOB Ha [-2 JeKOWMU BHEepea pa3gaTOYHBIM
MaTepHaJIOM B JIEKTPOHHOM BU/JIE (CI0KHBIE CXEMbl, IpaUKH, aHATUTHUECKUE UCCIIEIOBAHUS U
ONOPHBINA KOHCHEKT). OCHOBHOE BpeMs JIEKIMH JIy4llle TPaTUTh Ha NMOJPOOHBIE aHAIUTUYECKUE
KOMMEHTapUu U 0COOEHHOCTH IPUMEHEHUS pacCMaTpUBaeMOI0 MaTepuana B podhecCHOHaIbHON
JESITEJIbBHOCTH CTYJIEHTA.

[IpakTuyeckue paboThI ClieyeT IPOBOJUTH B KOMIIBIOTEPHOM Kjlacce 00 B ayAUTOPUHU
C  MYJIbTUMEIUHHBIM  OOOpDYJOBAaHMEM,  HCIOJB3YSl  OPUTMHAIBHYIHO  METOJIUKY U
npodeccuoHaIbHble TPOrpaMMbl. MOXKHO peKOMEHI0BaTh YCTAHOBKY OPUTMHAIBHBIX IPOTrpPaMM
Ha [IK cTyIeHTOB M BBINOJIHATH pAJ 3a4a4d Aoma. B 3ToM ciydae B Kjacce OCHOBHOE BHHUMAaHUE
KOHLEHTPUPYETCSI HA METOJUKE HUCIIOJIb30BAHMS HA3BAHHBIX IIPOIPAMM M aHAJIM3€ IOJYyYCHHBIX
pe3yJbTaTOB.

ITpomexxyrounslii koHTponb (IIK) - 3TO mpoBepka 3HaHMI CTYJEHTOB IO pasjely
nporpaMmbl. @opmbl: Onpoc MO TEOPUH COIJIACHO CHUCKY BOIPOCOB JUISI CaMOCTOSITENILHOMN
OLICHKH YCBOCHMSI MaTepHala.

Hens IIK: nmoOynuTe CTYAEHTOB OTYMTAThCA 3a YCBOGHME pasjiena JUCHUILTUHBI
HaKOIUTEJIbHBIM 00pa3oM, T.e. CHaJasla 3a MepBblil, 3aTeM 3a BTOPOM, 3aTeM 3a TPETUH pa3Jiesbl U
T.1. B KOHEYHOM UTOre MHOTHE CTYAEHTHl MOTYT MOJYYUTh UTOTOBBIE OLEHKU IO JTUCLUIUINHE
«aBTOMAaTOM.

Utoroseiii xoHTpons mo auciumuinae (MKJ]) - sTto mpoBepka ypoBHS Yy4eOHBIX
JOCTHKEHUI CTYJEHTOB IO BCEH IUCLUIUIMHE 3a ceMecTp. PopMbl KOHTpoud: dK3aMmeH. Llens
UTOTOBOTO KOHTPOJISA: MpOBEpKa 0Aa30BBIX 3HAHUN UCHUIUIMHBI, MOJYYEHHBIX MPU H3yUYEHUH
MOJTYJIs1, JOCTATOUHBIX JJIS TOCJIEAYIOIETr0 00 yUeHUs..

Bonpocs! k ak3aMeHy U1l OLIEHKU Ka4ecTBa OCBOCHMSI Y4€OHOM TUCIUIIINHBI

1. Llenu rocynapctBa B obacti obecnieueHust HH(GOpMaIMOHHON 0€30MacHOCTH.

2. OcHOBHBIE HOpMaTUBHBIE aKThl PD, cBA3aHHbBIE C TPAaBOBOM 3alllMTON HH(OPMALIUH.

3. Buipl KOMIIBIOTEPHBIX MPECTYIIEHUH.

4. Cnocobbl M MEXaHU3Mbl COBEpIIECHHS HH(OPMALMOHHBIX KOMIBIOTEPHBIX
IIPECTYIUICHUN.

5. OcHOBHBIE MapaMeTpbl U YepThl UH(POPMAIIMOHHOW KOMIBIOTEPHON MPECTYIMHOCTH B
Poccun.

6. KomnbrorepHsiil Bupyc. OCHOBHBIE BUbI KOMIIBIOTEPHBIX BUPYCOB.

7. MeTopl 3alUThl OT KOMIIBIOTEPHBIX BUPYCOB.

8. Tumpl aHTUBUPYCHBIX ITPOTPaAMM.



9. 3amMTHl OT HECAaHKIIMOHUPOBAHHOTO JocTymna. MneHTudukanus M ayTeHTUPUKAIH
M0JIb30BAaTEI.

10. OcHOBHBIE YTPO3bl KOMIIBIOTEPHON O€30MIaCHOCTH MpH padoTe B ceTd MHTEpHET.

11. Bunpl 3amumaeMoit nHGOpMAIIIH.

12. TocynapcTBeHHas TaifHa Kak 0COOBIN BHJI 3aIIMIIIAEMON HH(POPMALINH.

13. Kondunennuanbuas nHGOpMAIIHS.

14. Cucrema 3a1IUThl TOCYAApCTBEHHOM TaliHBI.

15. IIpaBoBO# peKUM 3alTUThI TOCYJAPCTBEHHOMN TalHBI.

16. 3ammura UHTEIIEKTYalbHON COOCTBEHHOCTH CPEACTBAMHU MATEHTHOTO M aBTOPCKOTO
npasa.

17. MexayHapoiHO€ 3aKOHOJATEIHCTBO B 00JIACTH 3aIIUTHI HH(POPMALIUH.

18. TIporpammHo-anmnapaTHbIe CpeCcTBa obecrieyeHust UH(POpPMaIIMOHHON 6E€3011aCHOCTH B
UH(POPMALIMOHHBIX CETAX.

19. CummeTpudHbIe U PHI.

20. AccumeTpuuHbIe UDPHI.

21. Kpunrorpadguveckne mpoTOKOJIBI.

22. Kpunrorpaduueckue Xem-QyHKIHIH.

23. DaeKkTpoHHAas MOANHUCH.

24. Opranu3anmoHHOE oOecrieueHue HHPOPMAITMOHHON 0€301TaCHOCTH.

25. Cnyx6a 6€30MacHOCTH OpPraHU3alINN.

26. MeTo/p! 3a1UTHI MHPOPMALIUU OT YTEUKH B TEXHHUECKUX KaHAJIAX.

27. mxeHepHas 3alIMTa U 0OXpaHa 00bEKTOB.

Pacnipenenenre o0BbEMOB Pa3iIMYHOrO BHUJA KOHTPOJIEH MOXKHO INPOUJUIIOCTPUPOBATH
clenylImuMU nudpaMu Ha MpUMEpe ceMecTpa: TEeKYIIMi KOHTpoib — 40 yCIOBHBIX OanioB;
IPOMEKYTOUYHBIA KOHTPOJIb - 30 YCIOBHBIX 0AJIJIOB; HTOTOBBIM KOHTPOJIB - 30 yCIOBHBIX 0aIoB.
Besa aucuunnuna onenuBaetcs B 100 ycioBHBIX 0ayuioB, €ciu BCsl JUCIUIUIMHA OLIEHUBACTCS
upoit, ormuaaoi ot 100 6amIoB, TO MO YCIOBHBIM OaJIJIOM CJIEAYyeT TOHUMAThH MPOIEHT OT
MaKCHMaJIbHOTO YKclia 6aJioB.

[Ipu aTOM nEficTBYET ciieayromias CucTeMa IMepeBo/ia PEUTHHTOBBIX (YCIOBHBIX) OAJIJIOB B
OOBIUHYIO IITKATy Ka4eCTBEHHBIX OlleHOK: «Otnudaao» (5) - 91100 ycnoBHbIX 0annoB; «XopoIio»
(4) - 75-90 ycnoBHbIX OamioB; «YmoBieTBOpUTEabHO» (3) - 61—74 yCIOBHBIX OasIoB;
«HeynosnerBopurenbHo» (2) - < 61 yclOBHBIX OalIoB.

[IpuBeneHHbIe TUPPHI TOBOPAT O TOM, YTO Ha JHOOON cTaguu 00y4yeHUE CTYAEHTa MOXKHO
CUNTaTh YJOBJIETBOPUTEIbHBIM, €CJIIM OH Habupaer He MeHee 61 ycnoBHbIX OamioB. Tak,
Hanpumep, HaOpaB B xoge TK wu IIK 61 OamnoB, cTyaeHT rapantupyer cede OLEHKY
«Y IOBJIETBOPUTEIILHOM.

5.2 OcoOeHHOCTH OpraHu3anuu OO0y4YeHHs IS JMI C OrPAHUYCHHBIMHM BO3MOXKHOCTSMH
310pPOBbSI U HHBAJIM/I0B

[Tpu HEe0OXO0IMMOCTH 00YYAIOIMMCS U3 YUCIIA JIUIL C OTPAHUYEHHBIMUA BO3MOXKHOCTSIMU
3I0POBbSI 1 MHBATUJIOB (IO 3asiBIICHHIO 00YYAIOIIErocs) MPEI0CTaBIseTCs yueOHas
uH(pOopMalus B JOCTYNHBIX (POpMax ¢ y4ETOM UX UHAUBUAYAIbHBIX CUXO(U3HUECKUX
0COOEHHOCTEIA:

- JUIS JIUIL C HAPYIIEHUSIMU 3pEHUS: B IeUaTHOU (hopMe yBeTUUeHHBIM HIPUPTOM; B popMme
NIEKTPOHHOIO  JOKYMEHTAa;  WHAUBUAYalbHbIE  KOHCYJIbTAlUM  C  IPUBJICYECHUEM
TU(dI0CYpIOTIEPEBOIUNKA; MHANBUAYAIbHbIE 331aHNSI, KOHCYIbTAIIUH U JP.

- 17151 ML C HApYIICHUSIMU CITyXa: B IeyaTHOH (hopme; B popMe 3JIEKTPOHHOTO TOKYMEHTA,
WHAMBUAYalIbHbIE KOHCYJNbTAIUM C TPUBJICUEHUEM CYpAONEPEBOJUMKA; HWHAMBHUAYaJIbHbIE
3a/laHusl, KOHCYJIbTALUU U JIp.



- IUTs1 JTUIT C HApYLICHUSIMU OTIOPHO-BUTATEILHOTO alllapaTa: B euaTHo# ¢popme; B hopme
3JIEKTPOHHOI'O TOKYMEHTa; NHIAUBHUAYaJIbHBIEC 3a1aHNs, KOHCYIbTALUU U OP.

6 ®oH/T OLIEHOYHBIX CPEICTB /1JIfl MPOBEIeHUS TEKYIIEero KOHTPOJIsI U MPOMeKYTOYHOMI
arTecTAlMU O0YYAKOIIMXCS 10 IUCHUIIMHE (MOLYJII0)

B coorBerctBun ¢ TpeboBanmsimu PI'OC BO mis arrectaumu oOydarommxcs Ha
COOTBETCTBUE HX MEPCOHAIBHBIX JOCTIDKEHHH IUIAaHUPYEMBIM pe3yiabTaTaM OOy4eHHUs II0
JUCHUTUTMHE (MOAYIIO) CO3AaHbl (POHIBI OLIEHOYHBIX CPEACTB. THIIOBBIE KOHTPOJIBHBIC 3aJaHHS,
METOJIMYECKHE MaTepHaibl, ONpPECIIOINe IPOLEeIyphl OICHWBAHHUA 3HAHWHA, YMEHUH WU
HaBBIKOB, a TAK)KE KPUTEPUH U TIOKA3aTEIH, HeOOXOAUMBIE JIIsl OLICHKU 3HAaHUH, YMEHUH, HABBIKOB
M XapaKTepusymome odTanbl (OpPMHpPOBAaHUS  KOMIICTEHIMH B  IPOIECCE OCBOCHUS
00pa3oBaresbHON MPOrpamMMmBbl, ripeAcTaBieHsbl B [Ipunoxenun 1.

7 Y4eOHO-MeTOAMYEeCKOe M HH(POPMALMOHHOE 0o0ecnieyeHue TUCHMIINHBI (MOLYJIs1)

7.1 Ocnoenaa numepamypa

1. 3amwra uHpopMarmu : yaedHoe mocodue / A.IL. XKyk, E.IT. XKXyk, O.M. Jlenemxus,
A.N. Tumomkun. — 3-¢ uza. — Mocksa : PUOP : UHOPA-M, 2023. — 400 c. — (Bricmiee
obpaszosanue). — DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-369-01759-3. - Tekcr :
anekTpoHHbedi. - URL: https://znanium.ru/catalog/product/1912992  (mata oOpameHus:
31.05.2026)

2. Pauenko, T. A. UndopmannonHas 6e30macHOCTb : yueOHO-MeToanueckoe mocooue / T.
A. Pauenxo. — Tomestru : TI'Y, 2024. — 135 ¢. — ISBN 978-5-8259-1612-5. — Tekcr :
3JICKTPOHHBIN // Jlanb : AICKTPOHHO-OMOJIMOTEYHAS cucTema. — URL:
https://e.lanbook.com/book/427130 (mata oOpamenus: 25.05.2026). — Pexum ngocrtyma: st
ABTOPH3. MOJIb30BATEIICH.

3. PomanpkoB B.A. Benenne B kpuntorpaduio : YueOHoe mocoOue [DIeKTpOHHBIN
pecypc] : WspmarenbctBo  DPOPYM | 2022 - 240 - Pexum  jgoctyma:
https://znanium.com/catalog/document?id=400556

7.2  Jlonoanumenvhas tumepamypa

1. TIporpammMHo-anmapaTHas 3amuTa HHGOpManuu : YuebHoe nocodbue [DIeKTPOHHBII
pecypc] : WsmarenbctBo  DPOPYM | 2019 - 352 - Pexum  jgoctyma:
https://znanium.com/catalog/document?id=340852

7.3 Pecypcot ungpopmayuonno-menekommynuxayuonnou cemu "Hnmepnem',
6KII04aAn npogeccuonanvhvle 06a3vl OAHHLIX U UHDOPMAUUOHHO-CRPABOUHDIE
cucmemsl (npu HeoOX00UMOCmUL):

1. CIIC Koncynbrantllmtoc - Pexxum noctyma: http://www.consultant.ru/

2. DOmnektponHass Oubnuorteunas cucreMa ZNANIUM.COM - Pexum pgoctyna:
https://znanium.com/

3. DnextpoHHO-OMbMMOTEeYHas cucteMa "ZNANIUM.COM"

4. DnextpoHHO-OMOMMOTeUHas cucrema "JIAHB"

5. Open Academic Journals Index (OAJI). [Ipodeccuonanbnas 6a3a naHHbIX - Pexxum
noctyma: http://oaji.net/

6. Ilpesunmentckas Oubnuoreka wuMm. b.H.Enpimna (0a3a [maHHBIX —pa3iHyYHBIX
npodecCHOHANIBHBIX o0acTei) - Pexxum nocryna: https://www.prlib.ru/



8 MarepuajbHo-TeXHHYECKOe oO0ecrevyeHHe AUCHUIIMHBI (MOAYJsl)) W IepevYeHb
HH(OPMANMOHHBIX TEXHOJIOTHI, MCNOJb3yeMbIX MPH OCYNIECTBJIEHHH 00pPa30BaTeJbHOIO
npoiuecca no AMCUMILVInHe (MO1YJ/II0), BKJIIOYAsl MepevyeHb MPOrpaMMHOro odecrevdeHust

OcHOBHOE O6ODVI[0BaHI/IeZ

e Byanb-I'eHeparop akyCTHUECKHX U BUOPOAKYCTUUECKUX IIOMEXOBBIX CUTHAJIOB

e MynbT. MeauiiHbplid KoMIIekT Ne 2: IIpoekrop Panasonic PT-LX26HE, mortonounoe
kperienne Tuarex Corsa, kiemmHblii Moaynb Kramer WX -1N, konnektop VGA, skpan Lumien
Ecopicture

e [lepconanphblit kommbrotep Nel "B-tronix professional 3872\2015"

e Cwmapr-AB (ma 6asze CKM-21.2)- IIporpaMMHO-ammapaTHblii KOMIUIEKC OIICHKH
3¢ exTUBHOCTH 3amUTBl  peueBOil HMHPOpMAMU OT YTEYKU [0 AaKyCTUYECKOMY U
BUOPOAKYCTHUECKOMY KaHaJlaM

e Conara-P3.1 CpenctBo akTUBHOM 3alTUThl HH(POPMAIIMK OT YTEYKH 3a CYET MOOOYHBIX
AIIEKTPOMArHUTHBIX KOJICOAHUH 1 HAaBOJOK

e Cniektpoananuzarop IFR2397

IIporpamMmmHoe o0ecrieyeHue:

e Microsoft Windows 7 Ultimate Russian
e \VVMware Workstation 9 for Linux andWindows




MUHOBPHAYKHN POCCUHA
BJIAJJMBOCTOKCKUI IT'OCYJTAPCTBEHHBI YHUBEPCUTET
KA®EJIPA THOOPMAIIIOHHOMN BEE30ITACHOCTH
®oHJ OIICHOYHBIX CPE/ICTB
JUTSL IPOBE/ICHUS TEKYILET0 KOHTPOJIS
Y IPOMEKYTOYHOM aTTECTAIMH 1O AUCIUIUINHE (MOJIYJIIO)
NHO®OPMAIIMOHHAS BE3OITACHOCTD U 3AIIUTA UHOOPMALIMUA
Hanpasnenue u HanpaBiIeHHOCTh (IPOQIIIB)
09.03.02 NudopmanmoHHbIe CUCTEMBI U TEXHOIOTUU. MHpOpMaImOHHBIE CUCTEMBI U

TCXHOJIOIT'NH

I'ox Habopa Ha OITOII
2026

dopma 00ydeHuUsI
3a04Has

Bmagusoctok 2026



1 Ilepedennb (popMHEpyeMbIX KOMIIETEH M

Haszsanne OITOII BO,
COKpalleHHOe

Kon u popmynupoBka KoMHeTeHIN

nu

Kon u popMynrpoBka HHANKATOPA TOCTIKCHUS
KOMITCTEHITHU

09.03.02 «Madpopman
WOHHBIE CHCTEMBI U T
XHOJIOTHI
(B-UC)

OIIK-1 : CnocoGeH mpuMeHSTh eCT
€CTBEHHOHAYYHbIE U OOIICHH)KEHED
HBIE 3HAHMS1, METO/IbI MaTeMaTHueC
KOT'0 aHaJIn3a U MOJCINPOBAHUS, TE
OPETUYECKOT0 U SKCIEPHUMEHTAIbH

Oro0 HCCJIeA0BaHUA B IpodeccHoHa

JILHOW JICSITETIHbHOCTH

OIIK-1.2k : Pemaet mpogeccrnoHatbHbIC 33291
C MPUMEHEHHUEM €CTECTBEHHOHAYUYHBIX M 00ILEeH
H)KEHEPHBIX 3HAHUH

OIIK-2 : CnocobeH noHNUMaTh MpU
HIMIBI pabOTHl COBPEMEHHBIX HH(
OPMAIMOHHBIX TEXHOJIOTHH W TIPOT
PaMMHBIX CPEICTB, B TOM YHCIIE OT
€UEeCTBEHHOTO IIPOM3BOJICTBA, 1 HCI
0JIb30BaTh UX NP PEIICHUH 33124
npohecCHOHABHON NeSTeIbHOCTH

OIIK-2.2k : Mcnone3yer coBpeMeHHbIe HHPOPM
aIOHHbIE TEXHOJIOTUH U IIPOTrPaMMHBIE CPEACT
Ba, B TOM YHCJI€ OTEYECTBEHHOTO IIPOU3BO/ICTBA,
JUISL peleHns 3a1a4 MpoQecCHOHATBHON AesTeN
BHOCTH

OIIK-3 : CnocoOeH pemarts cTaHaa
PTHBIE 3a1a49H IPO(ECCHOHATBEHON

JIeITEIIFHOCTH Ha OCHOBE HH(OpMa
LIMOHHOU 1 OuOIIMoTrpaduuecKo K

YIBTYPBI C IPUMEHEHHEM HH(OpMa
IIIOHHO-KOMMYHMKAIIMOHHBIX TeXH
OJIOTHH U C yU€TOM OCHOBHBIX TpeO
OBaHM NMH()OPMALMOHHOM Oe301ac
HOCTH

OIIK-3.1k : [IpuMeHsieT MPUHLIMIIBI, METOJBI U C
peICTBa peleHns CTaHAapPTHHIX 3aaad mpodecc
MOHAIIbHOM JeATeIbHOCTH HAa OCHOBE MH(OPMAIT
WOHHOM U OMONnorpaguIeckoil KyabTyphl C IpU
MeHEHHEM HH(POPMAIIMOHHO-KOMMYHHKAIUOHH
BIX TEXHOJIOTHI U C yU€TOM OCHOBHBIX TpeOOBaH
uit nHGOPMALMOHHOH 6e301macHOCTH

Komnerenmus cantaercs: chopMUPOBAHHOM HA TaHHOM dTarie B cliydae, €CIi OJTy4eHHBIC
pe3yibTaTtel OOyuYeHHMs [0 JUCLUIUIMHE OLICHEHbl IOJOXHUTEIbHO ([IUana3oH KpUTEpUEB
OLICHUBAHMSI PE3YIbTATOB O0YUEHUS «3aUYTEHO», «YAOBIETBOPUTEIBHOY, «XOPOILO0Y», KXOTIUYHOR).
B ciydae oTcyTcTBUS MOJIOKUTEIHHOM OLIEHKM KOMIIETEHIMS Ha JAHHOM 3Tale CUUTAETCs

Hec(OPMHUPOBAHHOM.

2 TToka3aTeju OLCHNBAHUSA IVIAHUPYEMBIX Pe3yJIbTaTOB 00y4eHHs

Komnerenuus OIIK-2 «CnocobeH moHUMAaTh TPUHIHITE pab0oThl COBPEMEHHBIX
MH(POPMALIMOHHBIX TEXHOJIOTUN U TPOrPAMMHBIX CPEACTB, B TOM YHCII€ OTEUECTBEHHOTO
IIPOU3BOJICTBA, U UCIIOJIb30BATh UX MPH PEIICHUH 33]1a4 MPO(PECCHOHAIBHOM 1eATEIbHOCTH

Ta6n1/1ua 2.1- KpI/ITepI/II/I OLCHKU MHAUKATOPOB JOCTUIKCHUA KOMIICTCHIIUN

Kon u popmynmpoBka HHAMKAT
opa JOCTH)XEHHS KOMIIETCHIINU

Kputepun oneHHBaHMS PE3yIbT
aToB O0yJYCHUS

OIIK-2.2k : Mcnonb3yeT coBpe

MEHHBbIE HHPOPMAIMOHHBIE TEX
HOJIOTHUH W IIPOTPAaMMHBIC CPETT

CTBA, B TOM YHCJIC OTCUHCCTBCHH
Or0 TIPOU3BOJICTBA, JIsl PELICHU
st 337124 PO EeCCUOHATBHOH JIe

SATCIIBHOCTHU

Cdopmuposasiieecs cucteMat

MYECKOE YMEHHE HUCII0JIb30BATh

COBPEMEHHBIE MPOTrPaMMHO-AIIIT
apaTHbIe CpeCTBA 3aIUTHI HH(D
OpMaLyu

PesynbraTel 00y4yeHuUs 10 AUCIMIUINHE

Ko | Tu

I i

pe | pe Pesynbrar

3- | 3-

Ta | Ta
v

PIT | we HCIONb30BaTh COBPEMEHHBIE 1P

3 | OTPAMMHO-anTapaTHeIe CpesicT
o Ba 3aIIUTHI HHPOPMALIUT

PII 3H | cOBpeMEeHHBIX TEXHOJIOTHUH, MET

9 aH | OJMK M CPENCTB 3aIUTH HHPOP
ne | mamum

CdopmupoBabieecs: cHCTeMar
HYECKOE 3HAHUE COBPEMEHHBIX




TEXHOJIOTUl, METOJIUK U CPEICT
Ba 3aIUTHI HHPOpMAITUT

vy Cdopmuposagiieecs cucTeMat
P/ | me | ympaBnsaTh nHGOPMAIIMOHHOW O | MYECKOC YMECHHUE YIPABIATh UH
10 | Hu | €30IaCHOCTHIO OpPraHU3AINU (hopMaIMOHHOH OE30MaCHOCTh
e 10 OpraHu3alH

Cdopmuposagiieecs cucTeMat

HMYECKOE BIaJCHUE METOAAMH O

IIEHKH PUCKOB UH(POPMAITUOHHO
1 0e30macHOCTH

Ha | BnajgeHus Metonamu OLEHKH PU
BBl | CKOB MH(OpPMAIIMOHHOW Oe30ma
K CHOCTH

P
11

Komnerennus OIIK-3 «Crnioco0eH pemarh cTaHAapTHBIC 3a/1a4u MPodeccruoHaIbHON
JESTEIbHOCTH Ha OCHOBE MH(GOPMAIMOHHON 1 OubInorpaduieckoi KyJlIbTyphbl C IPUMEHEHHEM
WH(OPMAIIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUH M C YU€TOM OCHOBHBIX TpeOOBaHUI
nH(pOpMaIMOHHOM 0€30MMacCHOCTH»

Tabnuna 2.2 — Kpurepun orieHKd UHAUKATOPOB JTOCTHKEHHS KOMITIETCHITUU

Pe3ynbraThl 00y4eHuUs 10 TUCIUILIMHE
Kox u popmymuposka uuguxar | Ko | Tu Kpurepuu olieHBaHUS pPe3yNbT
opa JOCTUXEeHUs KoMmnereHuy | A I aToB 00y4YeHHUsA
pe | pe Pesynprar
3- | 3-
Ta | Ta
OIIK-3.1k : IlpumensieT npuHI N
Cdopmuposagieecs: cCuCTeMaT
UIIbI, METOBI U cpencTBa peme | P/ | Me | obecneunBath 3amuty nHGOpM
MYEeCKOe YMEHHE 00ecreunBaTh
HUS CTAaHIAPTHBIX 3a71a4d pode | 4 HU | amum
. 3amuTy WHPOPMAIHU
CCHOHAJIFHOH IEATCIFHOCTH Ha e
OCHOBE WH(POPMAIIMOHHON 1 O1
OmmorpauIecKoi KyInbTypHI C
pad YARTYP Cdopmuposasmieecs cucteMat
pUMEHEHHEM HH(OPMAIIHOHH Ha | BmageHus coBpeMEHHBIMH METO
PO HMYeCKOE BIIaICHIE COBPEMCHHBI
0-KOMMYHHUKAIIHOHHBIX TEXHOJ BHI | mamu oOecrieueHHs 3aluTH UH
o 5 MH MeToJIaMH 00ecTieueHHS 3a
OTHil U C y4eTOM OCHOBHBIX Tpe K dopmanuu
o o IIUTHI HHPOPMALTUH
6oBaHuit nHGpOpMaMOHHOH 6e3
OIMaCHOCTH

Komnerennus OIIK-1 «Crioco6eH npuMeHsTh €CTECTBEHHOHAYYHbIE U

O6H_ICI/IH)KCHCpHI>IC 3HAHUA, METOAbI MATCMATUYCCKOI'O aHAJIN3a U MOJACITIUPOBAHNA,
TCOPCTUUCCKOTO U OKCIICPUMCHTAJIBLHOI'O UCCIICAOBAHNA B HpO(i)eCCI/IOHaHI)HOfI JACATCIIBHOCTH)

Ta6n1/1ua 23— KpI/ITepI/II/I OLCHKHU MHAUKATOPOB JOCTUKCHUA KOMIICTCHIIUN

Pe3ynbTaThl 00y4eHuUs 10 TUCIUIIIMHE
Kox u popmymuposka nuguxar | Ko | Tu Kpurepuu onieHMBaHUS PE3yNbT
opa JOCTHXXEHHs KoMIleTeHnun | A I aToB 00y4YeHns
pe | pe Pesynbrar
3- | 3-
Ta | Ta
OIIK-1.2k : Pemaer npodeccuo CcopmupoBasieecs: cucremar
HallbHbIC 331441 C IPUMEHEHHE | 1 3H | COBpeMEHHBIX 3aKOHOB, CTaHAa | MUECKOE 3HAHHE COBPEMEHHBIX
M €CTECTBEHHOHAYYHBIX U 0011 1 aH | pTOB, METOJOB U TEXHOJIOTUI B | 3aKOHOB, CTAHJAPTOB, METOI0B
E€UH)KEHEPHBIX 3HaHUI ne | obyacty 3amMTH HHGOPMAIIMK | ¥ TEXHOJIOTHH B 00JIaCTH 3aIlIUT
bl HH(OpMALNH
3 CcopmupoBasiieecs: cucremar
PO " TpeOoBaHu K 3aIuTe HHPOPM | WYECKOoe 3HaHHEe TPeOOBaHUH K
2 21}61 alMy OTIPEJIEIEHHOrO THIIA 3amuTe HHHOPMALMH OIIpeese
HHOTO THIIA




3u CdopmupoBasiieecs: cucremar
P ap | COBPEMEHHBIX METOJIOB M CPE/IC | HYECKOE 3HAHUE COBPEMEHHBIX
6 v | TB 3AUWATH nHpOpMannNu METOJIOB ¥ CPEZICTB 3aLIUTHI HH
dopmarmn
Y Cdopmuposasimieecs cuctemMar
P/l | me | aHanu3upoBaTh HHPOPMAIMOHH | MUECKOE YMEHHUE aHAIN3UPOBAT
7 HU | yr0 6€30IacHOCTH OpraHM3alud | b HHPOPMAIMOHHYIO Oe30TacH
e OCTh OPTaHH3ALIH
Cdopmuposasmieecs cuctemMar
BJIAJICHUS] COBPEMEHHBIMHU TEXH
Ha MYECKOE BIIaJICHUE COBPEMEHHEI
P/ OJIOTHSMH Y METOJAMH 00ecTey
BBI . MH TEXHOJIOTHSIMH M METOJAMHU
8 eHnst THPOPMALIMOHHOH Oe30ma
K obecrnieueHnss HHPOPMALTHOHHO
CHOCTH OpraHH3aLuH o
11 6€30M1aCHOCTH OpraHMU3aIiu

Tabnuua 3amonHseTCs B COOTBETCTBHH € paszesioMm 1 PabGoueli mporpaMmbl JUCIATUTHHBL
(Motyist).

3 IlepeyeHb OLIEHOYHBIX CPEICTB

Tabmuna 3 — [lepedeHb OIICHOYHBIX CPEICTB IO TUCITUTUTHHE (MOTYJIIIO)

KonTtponupyemsle Ii1aHUpyeMBbIe pe3

yIBTaThl 00yUeHHS

KonTtpoaupyemsie TeMBI 1
HCLUIUINHEI

HaumeHoBaHME OIIEHOYHOTO CPE/ICTBA U TP
encrasienne ero B POC

Texkymuil KOHTPOJIb

ITpomexyrouHas at

TecTalus
3aouHas popma oOydeHHs
P11 3HaHUe : COBPEMEHHBIX 32 IpakTuueckas pado
KOHOB, CTaHIapTOB, METO 1L B Ta Cobecenosanue
o .1. Beegenue B undopm
JIOB U TEXHOJIOTHI B 001a cne 5 © topma
[UOHHYIO 0E€30MaCHOCTh
CTH SALIMTEI HH(OpMAILH Tect CobecenoBaHue
1.2. Ilpumenenue undop TpaxTHyeckas pado
MAaIIMOHHBIX TEXHOJIOTUH Ta CobecenoBanue
JUTSL U3yYCHHST BOTIPOCOB O
PraHu3aIHOHHO-TIPABOBOT
0 obecrieuenus uHpopma | LecT Cobecenosane
LIMOHHOM 0€30IaCHOCTH
IIpakTudeckas pabo Cob
1.3. TpaBoBoe obecrieyer | 1g obeceioBaHne
ue nHpOpPMaIMOHHOM 6e3
OnacHoCTH Tect CobecenoBanue
P12 3HaHue : TpeOOBaHUIA K 32 TpakTuyeckas pa6o
mute napopManuu onpen | 1.3. [lpasoBoe obecniedeH | 14 Cobecenopanne
€JICHHOT'O THIIa ne nHQopMaoHHO 6e3
OIIACHOCTH Tect CobecenoBanne
[IpakTuaeckas pabo Cob
1.5. OpranusanuonHoe 06 | 14 0beCcenoBaHne
ecriedeHre NHPOPMaIMOH
HO# GesonacHoCTH Tecr CobeceoBanue
IIpakTrueckas pabo
Tap p CobecenoBanue




1.6. Peanuzanus paboThl

nHdpactpykrypsl oTKphIT | Tect CobGecenoBanune
BIX KITIOUYSH
PJ13 YMeHue : UCIOIb30BaTh C TpaxTuueckas paGo
OBpPEMEHHBIE IIPOrpaMMH | 1.4. Mcrionp30BaHue KpHM | g Cobecenosanue
O-ammapaTHBIC CPEACTBA 3 | Torpa)MuecKuX CPECTB 3
AWTH HHPOpMALITH aIUTHI HHOPMALHH Tect CobecenoBanue
[pakTudeckas padbo Co6
1.7. Texuuueckue cpeact | tq 00eCeI0BaHnEe
Ba M METOJBI 3AIUTHI UH
(opmatn Tecr CobeceoBanue
IIpaktuueckas pado
1.9. Ilporpammuo-anmapa | P p CobeceoBanmue
THEIE cpeacTBa U MeToxsl | T8
obecrieyeHust HHpOpMaIH
OHHOM 0€30MacHOCTH Tecr Cobecenosanne
IMpaktuyeckas pado Cob
1.10. HacTpoiika 6e3onac | 14 00€CcCIoBaHne
HOTO CETEBOT0 COEIUHEHHU
A Tect CobecenoBanue
[IpakTudeckas padbo Co6
1.12. AHTUBUpYCHEIE Cpe | Ta 00€CCI0BaHNC
JICTBA 3allIMThI HH(pOPMAII
nn Tect CobecenoBaHue
P14 YMenue : obecreynuBaTh 3 IpakTiueckas pa6o
amuTy nHGopManuu 1.4. Mcnonb30BaHue KpUIl | 14 Cobecenopanne
TOTpaMUECKUX CPENCTB 3
aUThl MHpOpMaIH Tect CobecenoBanue
IIpakTudeckas pabo Cob
1.5. OprauusanuoHHoe 06 | 1 obecenoBanmne
ecrnieyeHre HHHOPMAIHOH
HOIi 6e30MacHOCTH Tecr CobecenoBanue
IMpakTryeckas pado Cob
1.6. Peanusanus pabotsl | 14 00€ccIoBaHmne
HHOPACTPYKTYPHI OTKPBIT
BIX KIIOYCH Tect CobeceoBanue
IIpakTudeckas pabo Cob
1.7. Texuuueckue cpeact | ra ObeceoBaHNE
Ba M METOJIBI 3AILUTHI MH
opmartnu Tecr CobeceioBanue
IIpakTrueckas pabo
1.9. IIporpammuo-armapa | P p CobecenoBanne
THBIE cpeicTBa U MeTonsl | T8
obecrieyeHnst HHPOPMaIH
OHHOM 0€30MMacHOCTH Tecr CobecenoBanne
IIpaktrueckas pado
p p CobecenoBanne

1.10. Hacrpoiika 6e3omac
HOT'O CETEBOTO COEANHEHU
s

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo

1.12. AutuBupycHsie cpe | ta Cobecenosarne
JICTBA 3alIMTHI HHPOPMAI]
HH Tect CobecemoBanue
PI5 Hagbix : BnaneHus cospe IpakTiueckas pa6o
MEHHBIMH MeToaMu 00ec | 1.7. TexHudeckne cpeacT | Ta Cobecenopanne
TNEYCHUA 3alIUThI I/IH(bopM Ba ¥ METObI 3alllUThHI UH
anuu
1 dopmaru Tecr CobecenoBaHue
[MpakTuyeckas pabdo Co6
1.8. Cpencrea creranorpa | ta 0beCeIOBAHNC
¢bun 1715t 3aIKTH THPOPM
amuu Tect CobecenoBanue
[IpakTrueckas pabo
1.9. IIporpammHo-anmnapa p p Cobece0Banme
THBIE cpeicTBa U MeToapl | 1@
obecriedeHnst MHGOpMAI
OHHOM 0€30I1aCHOCTH Tecr Cobecenosanue
[MpakTuyeckas pado Co6
1.10. Hacrpoiika 6e3onac | 1q 00b¢cCeoBaHre
HOI'0 CETEBOr0 COEIUHEHHU
A Tect CobecenoBanue
[Mpaktuyeckas pabo Co6
1.11. Kpuntorpahuuecku | 14 00eccIoBaHmne
€ METO/IbI 3aIUThl HH)OP
Manun Tecr CobecenoBanue
[MpakTuyeckas pabdo Co6
1.12. AHTUBUpYCHEIE Cpe | Ta 00b¢€CeoBaHnE
JICTBA 3allIMThI HH(pOPMAII
nu Tect CobecenoBanue
P16 3HaHUe : COBPEMEHHBIX M Ipaktiueckas pa6o
€TOJIOB U CPEICTB 3aIUT Ta CobecenoBanne
1.1. Benenue B uH(OpMa
bI HHpOPMAUU
UOHHYIO 0€30MaCcHOCTh
Tect CobecemoBanue
IIpakTudeckas pabo Cob
1.4. Vicnonb30BaHue KpUIl | 14 obecenosanmne
Torpau4ecKux CPeacTB 3
alThl MHpOPMaruK Tect CobeceoBanue
[Mpaktuyeckas pabo Cob
1.6. Peanusanus pabotsl | 14 00€ccIoBaHmne
UH(PACTPYKTYPBI OTKPHIT
BIX KITFOICH Tecr CobecenoBanue
[IpakTuaeckas pabo Cob
1.7. Texuuueckue cpeact | ra 00eCce0BaHNE
Ba ¥ METOJBI 3AIUTHI UH
¢opmanuu Tect CobecenoBanne
Pa7 YMeHue : aHanu3upoBaTh IpaxTuueckas paGo
nHdopmannoHHyto 6e30mn CobecenoBanue

ACHOCTH OpraHUu3alu

1.5. Opranuzamyonsoe 00
ecrieueHre HHPOPMaIHOH
HOH Ge30macHOCTH

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo

1.6. Peanusauus pabotsl | 14 Cobecenosarne
UHOPACTPYKTYPHI OTKPBIT
BIX KIIFO1ICH Tecr CobecenoBanue
[paktudeckas pado Co6
1.7. Texuuueckue cpeact | tq obeceioBaHuC
Ba M METOJBI 3AIUTHI UH
dopmaru Tecr CobecenoBaHue
IIpaktuueckas pado
19 HporpaMMHO-aHHapa p p C06eceHOBaHHe
THEIE cpeAcTBa U MeTonsl | T8
obecrieyeHust HHpOpMaIH
OHHOI 6e30mMacHOCTH Tecr CobecenoBanne
PS8 Hagbik : BnaneHus cospe TpakTiueckas pa6o
MEHHBIMH TEXHOJIOTUAMA 1.4. Vicnonb3oBaHue KpHI | ta Cobecenosanne
1 METO/IaMH 00€CTedeH s | Torpaduaeckux cpescTs 3
HH(bOpMaHHOHHOﬁ Oesora AIIATHI I/IH(i)OpMaI.II/II/I Tect Co6ece)103aH1/1e
CHOCTH OpraHU3aInu
[IpakTuueckas padbo Co6
1.5. OpranusarnuonHoe 06 | 1 00b¢cCeoBaHre
ecrieueHne HHPOPMaIHOH
HOi GesonacHocTH Tect CobecenoBanue
IIpakTrueckas pado
19 HporpaMMHO-aHHapa p p CO6CCG,Z[OB3HI/IC
THBIE cpeicTBa U MeTonsl | T2
obecriedeHnst MHPOpMAI
OHHOM 0€30I1aCHOCTH Tecr Cobecenosanue
[MpakTuyeckas pabdo Co6
1.10. Hacrpoiika 6e3onac | 1q 00b¢€CeoBaHnE
HOT'O CETEBOI0 COEIUHEHHI
a Tect CobecenoBanue
IMpakTryeckas pado Cob
1.11. Kpuntorpahuuecku | 14 0becenoBaHne
€ METOJIbI 3aIUTH HH(OP
Manun Tecr CobecenoBanue
P19 3HaHUE : COBPEMEHHBIX T€ TpakTHyeckas pa6o
XHOJIOTHH, METONMK U cpe | 1.4, Vcnosb3oBanue Kpun | g Cobecenopanue
JICTB 3aIUThl MHGOPMALM | TorpadUUECKHX CPEJICTB 3
1 alThl MHpOPMaruK Tect CobeceoBanue
IMpakTryeckas pado Cob
1.6. Peanusanus pabotsl | 14 00€ccIoBaHmne
HHOPACTPYKTYPHI OTKPBIT
BIX KITFOICH Tecr CobecenoBanue
[IpakTuaeckas pabo Cob
1.7. Texuuueckue cpeact | ra 00eCce0BaHNE
Ba U METOJbI 3AILUTHI MH
¢opmanuu Tect CobecenoBanne
IIpaktrueckas pado
p p CobecenoBanue

1.8. CpencrBa creraHorpa
¢bun 115t 321K TH THPOPM
anuu

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo

19 HporpaMMHO-aHr[apa C06eceHOBaHHe
THEIE cpefcTBa U MeTonsl | T8
obecrieyeHust HHpOpMaIH
OHHOI 6e30macHOCTH Tecr CobecenoBanune
[paktudeckas pabo Co6
1.10. Hactpoiika 6e3omac | 1q obecenosanne
HOTO CETEBOTO COCMHEHH
a Tect CobecenoBanue
[MpakTuyeckas pabdo Co6
1.11. Kpunrorpaguuecku | g 00€CCIoBaHNC
€ MEeTO/bI 3aIIUTHl HHPOP
Manun Tecr CobecenoBanme
[pakTudeckas padbo Co6
1.12. AHTHBHpYCHBIE CPE | 1q obecenosanne
JICTBA 3aIIUTHI HHPOPMAII
L Tect CobecenoBaHue
P10 YMeHue : ynpaBistTe UH TpakTiyeckas pa6o
opManuoHHOH 6e3onacHo | 1.5. OpranuzanuoHHoe 060 | g CobecenoBanue
CTBIO OpPraHU3aLNU ecrieueHne HHPOPMaIHOH
HOi GesonacHocTH Tect CobecenoBanue
[IpaxTuyeckas pabo Cob
1.6. Peanusauus pabotsl | 14 00eccIoBaHmne
UH(PACTPYKTYPhl OTKPHIT
BIX KIFOICH Tecr CobecenoBanue
P11 HaBrIk : B1ageHust METO IpaxTnueckas paGo
aMH OLICHKH PUCKOB HH(O | 1.6. Peanusarius paGoTsl | 1q Cobecenopanne
pMaI_IPIOHHOi/'I 6630HaCHOC I/IH(bpaCprKTypr OTKPBIT
TH i
BIX KIIHOHUCH Tect CobeceoBanue
IIpakTrueckas pabo
19 HpOFpaMMHO-aHHapa p p CO6eCCZ[OBaHI/IC
THBIE cpejcTBa U MeTonsl | T8
obecriedeHnst MHPOpMAI
OHHOM 0€30I1aCHOCTH Tecr Cobecenosanue
IIpakTudeckas pabo Cob
1.10. Hacrpoiika 6e3onac | 1q 0beCeoBanrE
HOTO CETEBOT0 COCAUHEHH
a Tect CobecenoBanue
[IpaxTuyeckas pabo Cob
1.11. Kpuntorpahuuecku | 14 00€ccIoBaHmne
€ MeTo/Ibl 3alUThl UHGOP
Manun Tecr CobecenoBanue
IIpakTrueckas pado
p p CobecenoBanne

1.12. AHTHBUpYCHEBIE Cpe
JICTBA 3aIIUTHI HHPOpMaI]
U

Ta

Tect

CobecenoBanue




4 Onucanue Npoueaypbl OCHUBAHUS

KauectBo copmupoBaHHOCTH KOMIETEHIMM Ha JaHHOM JTale OICHUBAETCS I10
pe3yibTaTaM TeKYIIMX U MPOMEXYTOUHBIX aTTECTAI[Ui MPHU MOMOIIU KOJIMYECTBEHHOU OIEHKH,
BBIPOKEHHOW B Oaymiax. MakcumaibHas cymMma 0ayuioB IO JUCHMIUIMHE (Momynro) paBHa 100

Oauiam.
OneHo4HOE CPENCTBO
Bun yuebHoit nestensHoCTH Teer IIpaxTdeckue K3aMeH Hroro
3a1aHusI

JIeKIMOHHbIE 3aHSTHS 20 20
TIpakTryeckue 3aHsThs 40 60
IIpomexkyTo4Has aTTecTalnus 20 20
Wroro 40 40 20 100

Cymma OamnoB, HAOpaHHBIX CTYIEHTOM I10 BCEM BUIAM Y4€OHOU NESTEIbHOCTH B paMKax
JTUCITUTIIMHBL, IEPEBOUTCS B OIIEHKY B COOTBETCTBHUHU C TaOIHUIICH.

CymmMa Gano
s Or1ieHKa 110 TPOMEX
YTOYHOIT aTTecTanu XapakTepucTHKa KauyecTBa ChOpMHPOBAHHOCTH KOMIICTCHIIMU
O TUCIUILIA "
HE
CTyaeHT IeMOHCTpUpPYeT cHOPMHUPOBAHHOCTD AUCLMILIMHAPHBIX KOMIICTEHIHMIT, 00Ha
PY’KHMBaeT BCECTOPOHHEE, CHCTEMaTHUECKOE U ITy0OKOe 3HaHHE y4eOHOro MaTepHana
o191 10 100 «3a4TeHO» / , YCBOWJI OCHOBHYIO JIUTEPATYPY U 3HAKOM C JOIOJHUTEIBHON IUTEpaTypol, pekoMe
«OTJIINYHOY HJ/IOBaHHOHU IPOTPaMMOii, yMmeeT CBOOOIHO BBIIONHATE MPAKTUIECKHE 3aJaHus, IIPe
YCMOTpEHHBIE TPOrpaMMOi, CBOOOIHO ONepHPYeT NPHOOPETEHHBIMH 3HAHUSAMH, YME
HUSIMH, IPUMEHSIET HX B CUTYALMSIX MOBBIIICHHOHN CIIOKHOCTH.
CTyaeHT IeMOHCTpUpPYeT c(hOPMHUPOBAHHOCTh AUCLMILIMHAPHBIX KOMIICTCHIMIL: OCHO
o176 110 90 «3auTeHO» / BHBIC 3HAHUS, YMEHHUS OCBOCHBI, HO JIONYCKAIOTCS HE3HAUUTEIbHbIC OMIMOKH, HETOYH
«XOPOILIO» 0CTH, 3aTPYAHEHHUS P aHATUTHYECCKHUX OIICpPaLHsX, IEPEHOCE 3HAHUH U yMEHUI Ha H
OBBIC, HECTAHIAPTHBIC CHTYAIlIH.
CTyzeHT AeMOHCTPHUpYeT CPOPMHUPOBAHHOCTD TUCHUIUIMHAPHBIX KOMIIETCHIIHI: B X0
«3a4TeHO» / JIe KOHTPOJIBHBIX MEPOIIPHUATHI JOMTYCKAIOTCS 3HAYNTENIBHBIE OIINOKH, TPOSIBIIETCS O
ot 61 10 75 «yIIOBJIETBOPUTENb | TCYTCTBHE OTAEIBHBIX 3HAHUH, YMEHHH, HABBIKOB 110 HEKOTOPBIM JUCIUILIHHAPHBIM K
HO» OMIICTCHIMSAM, CTYACHT MCIBITHIBACT 3HAUYUTENIbHbBIC 3aTPYJHCHHUS IIPH OTNEPHUPOBAHN
Y 3HAHWSMU U YMEHUSMH IIPU UX MEPEHOCE Ha HOBBIC CHTYALHH.
«HE 3a4TEHO» / VY cTyneHra He cOPMHUPOBAHBI IUCHUIUTMHAPHBIE KOMIETEHIINH, TPOSIBISIETCS HEI0C
ot 41 o 60 «HEYJOBJIETBOPHTE Y OpMHpOBa P - 1P
TaTOYHOCTh 3HAHMIl, YMEHHI, HABBIKOB.
JILHO»
«HE 3a4TeHO» /
JlMcuuIuTHHApHBIE KOMIIETEHIMH He chopMHupoBaHbl. [IpOSBISETCS MOJHOE WITH PaK
ot 0 110 40 «HEY/IOBJIETBOPUTE - .
N THYECKH MOJHOE OTCYTCTBUE 3HAHMIA, YMEHUH, HABBIKOB.

S IlpumMepHbIe OLICHOYHBIE CPeACTBA

5.1 IlpumepHblii IepeYeHb BONPOCOB 110 TeMaM

CoNoOA~WNE

Yro takoe nH(popMalMOHHAs O€30MaCHOCTH?

[lepeuncnure OCHOBHBIE YTpO3bl HH(YOPMALIMOHHON OE30MACHOCTH.
Kakue cymecTByroT Mojeny HHPOPMALMOHHON Oe30macHoCTH?

Kakue metob! 3a1MThl HHPOPMAIUH BBIIEISIOT?

[IpaBo. McTouHuku npasa.

Kakue ocHOBHbBIE 3aKOHBI B 00J1aCTH 3aIIUThl HH(popmanuu B PD?
OxapaxTepu3yiiTe OnoMeTpuYecKre JaHHbIe KaK EPCOHATbHbIC JaHHbIE.
Yro Takoe nmpodeccuonanpHas TaitHa?Uro Takoe ciyxeOHas TaiiHa?

Yro Takoe KoMMepuecKas TaiHa?

10. Kakue OCHOBHBIE MeEXAYHApOAHBIE CTAaHAAPTHI B 00JIACTH WHGOPMAIMOHHON
0Oe3o0macHoCTH?




11.
12.
13.
14.

«OpanxeBast kauranISO/IEC 15408.

Kak cBsi3anbl MeXyHApPOIHBIE CTAHAAPTHI U CTaHAAPTHI PD?

CTO BP UBBC-1.1-2007. «Ayaut nHpOpMAITMOHHOH 0€30TaCHOCTHY.

PC BP UBBC-2.2-2009. «MeToanKka OIIEHKHA PUCKOB HapyIIeHUS HH(OPMAITMOHHON

0€30I1aCHOCTHY.

15.
16.
17.
18.
19.
20.
21.
22.
23.
24,

YTo Takoe MOJUTHKA 0€30IaCHOCTH?
Urto Takoe MHKEHEPHAs 3aluTa 00bEKTOB?
buomerpus. buoMmerpuueckue xapakTepUCTHKH.
Urto Takoe TeXHUYECKHE KaHAJbl yTeUKH WH(opManun?
[TepeurcivTe OCHOBHBIC BUABI TEXHUYCCKHUX KAHAJIOB YTEUKH HH(POPMAITHH?
Urto Takoe creunposepka?
YTo Takoe crenuccienoBague?
Yro Takoe crenodcienoBanue?
Yo Takoe mporpaMMHO-anmapaTHpIe CPeICTBa 3auThl HHPopManuu?
Kakue MexaHu3Mbl peav3ylOT MNpPOrpaMMHO-AINIApPATHBIE CPEJICTBA 3allUTh

uHpopmanuu?

25.
26.
27.

Kakue koMnbloTepHbI€ yrpo3bl O€30M1ACHOCTH CYILIECTBYIOT?
Yro Takoe cereBas pazBeaka? Kakue MeTobl 3a1IUTHI IPOTUB HEE CYILIECTBYIOT?
Urto takoe unbekius? Kakue Buibl MHBEKINM CyliecTBYIOT? Kakne MeToab! 3auThl

IMPOTHUB HUX CYI_HGCTBYIOT?

28.

Uro Takoe oTka3 B oOcmyxkuBanuu? Kakwe MeETOIBl 3alIMTHI TPOTUB HETO

CYILIECTBYIOT?

29.
30.
31.
32.
33.

ceryac?

34.
35.
36.
37.

OcHoBHbIE BUIbl IPOIPAMMHBIX YSI3BUMOCTEH.

Yro takoe mmdp? Kakue Buabl mudpoB CylmecTByOT?

Urto Takoe CHMMETPHYHBIH TU(P?

Kakue cummerpuunbie mudpbl HCHOIb3YIOTCS ceiyac?

UYro takoe accumerpuunblii mmdp? Kakue accumerpuyunbie mu(psl UCTIONB3YIOTCS

[TpuHIUI TOCTPOSHHSI CHMMETPHYHBIX IU(PPOB.
[TpuHIMI MOCTPOEHHS ACCUMETPUYHBIX IIU(PPOB.
CranpaptHble UQPHI.

[Torounsle muQpsI.

Kpamxue memoouueckue ykazanus

CobecenoBanre MPOBOIUTCS B YCTHOU (opMe BO BpeMsl TMOCIEIHEr0 3aHATHS MO TEMe.
OOyuaronemycs 3a1aeTcst 2 CIy4alHbIX BOMPOCA U3 CIUCKAa BOMPOCOB. OOyJaromuics 10JKEeH
OTBETUTH Ha BOTMPOCHI B TeUE€HHE 5 MUHYT. Bo Bpems mpoBeieHus: codece1oBaHus NCIOIb30BaHNE
JTUTEPATyPBI U APYTUX HHPOPMAITMOHHBIX PECYPCOB HE JIOTYCKAETCS.

Llkana oyenxu

Ne bansl OnucaHue

4 3240 CTYIEHT MOJHOCTHIO OTBETHJI HA 3aJaHHBIC BOMIPOCHI

3 24-31 CTYIECHT CMOT ITOYTH MOJTHOCTHIO OTBETUTH HA 33JJaHHBIE BOIPOCHI

2 15-23 CTyJIeHT JlaJl HENOJHBIN OTBET Ha BONPOCH], HO CMOT NepeJiaTh OCHOBHYIO CYTh BOIPOCa
1 0-14 CTyZIeHT He CMOT WM (parMeHTapHO OTBETHII Ha 3aJaHHbIE BOIPOCH

5.2 Ilpumepsnl 3agaHuii 115 BHINOJHEHNs NPAKTHYECKUX padoT

Tema 1. IlpumeHeHne HHPOPMAIMOHHBIX TEXHOJOTUN JJIs M3Yy4EHHUS BOIPOCOB
OpraHU3aIMOHHO-TIPABOBOI0 o0ecreyeHnss HHPOPMALMOHHOM 0€301MacHOCTH.

Tema 2. Mcnonb3oBaHue Kpuntorpaguueckux CpeicTB 3alIUThl HHPOPMAaIIUH.

Tema 3. Peanu3arnust paboTbl HHQPACTPYKTYPBI OTKPBITHIX KIIIOYEH.

Tewma 4. Cpencrta creranorpaduu s 32U T HHGOPMAITHH.

Tema 5. Hactpoiika 6e30macHOro ceTeBOro CoeAMHEHMs..

Tema 6. AHTUBHpYCHBIE CPEACTBA 3Tl HHOOPMALIUH.

Kpamkue memoouueckue ykazanus



Ha BeImosiHeHHE OJHONW TPAKTHUECKON pabOThl OTBOAMTCS HE Ooyiee 3 ABYXYaCOBBIX
3aasaTui. [locie BBITIOJIHEHMs] KaKIIOM MPAKTHUECKOW pabOThl CTYACHT JOHKEH MPEACTaBUTH
OTYET O €€ BBIMOJHEHUHU, a TAKXKE, 110 YKA3aHUSM MPErogaBaTes, BHIIOJHUTD JOMOTHUTEIIbHbBIC
MPaKTUYECKHE 3aaHus 110 TeME MPAKTHIYECKOW pabOTHI.

IlIxana oyenku

No

Bannsr

Onucanne

5

32-40

CTy,I[eHT MpeaoCTaBIsICT OTUYET HOHpaKTH‘leCKOfI pa60Te O(i)OpMJ'IeHHBIfI B CTPOroM COOTBETCTBU
uc Tpe6OBaHI/I$IMI/I By3a. I[eMOHCTpI/IpyeT XOJ BBITIOJIHEHUS 3aJaHUsl, OTBEYACT Ha BOIIPOCHI 110 3
aTaHHIO.

26-31

CTyneHT npenocTaBisieT OTYET MOMpPaKTUIeckoi paboTe o(popMIEHHBIH B CTPOTOM COOTBETCTBU
U ¢ TpeOOBaHUSAMU By3a. JleMOHCTPUPYET X0/ BHIOTHEHHUS 3aJaHUsI, HO HE OTBEYAET Ha BOIPOC
bl 110 33JaHUIO0.

18-25

CTy,I[eHT MpeaoCTaBIsICT OTUYET HOHpaKTH‘leCKOfI pa60Te O(bOpMJ'IeHHBIﬁ B CTPOroM COOTBETCTBU
uc Tpe6OBaHI/I$IMI/I By3a. Ho ne criocoben MPpOAEMOHCTPUPOBATH X0/ BBIITOJIHCHUS 3a/laHUsA, OTB
€4acT Ha BOIIPOCHI 1O 3aJaHUTO.

CTyIeHT NpeJoCTaBIsIeT OTYET MONPAKTUIECKON paboTe 0hOpMICHHBIN ¢ OIINOKaMH COOTBETCT
BHUHM C TpeOOBaHUAMH BY3a. HE ICMOHCTPHPYET XOJ BBINOJIHEHHS 3a1aHUs, OTBEYAET Ha BOIIPOCHI
T10 33JIaHUIO C HETOYHOCTSIMH.

CTyneHTOM IEeMOHCTPUPYET OTYET, HO HE MOKET PacCKa3aayd HY O BBIIIOJHEHUM 3ajaHUsl, HU OT
BETHUTH Ha BOIPOCHI 110 HeMy. JIn0o oTUeT He npenocTaBieH

YKa3aHHBIC B CIIUCKE!:

5.3 KoHTpoJIbHBII TecT

1. K mpaBoBeIM MeTOAaM, OOECTEUMBAIOIINM HH(POPMALMOHHYIO O€30MacHOCTb,
OTHOCSITCS:

a) PazpaboTka anmapaTHBIX CpEJCTB 0OeCcIeueHHs MPaBOBbIX JAaHHbBIX
0) Pa3paboTka u ycTraHOBKa BO BCEX KOMIIBIOTEPHBIX IPABOBBIX CETSX KYPHAJIOB yUeTa

NeUCTBUHI

B) PazpaboTka 1 KOHKpeTH3aIHsl TPABOBBIX HOPMATUBHBIX aKTOB 00ECIICUCHUS

0€30I1aCHOCTH

2. OCHOBHBIMH HMCTOYHHKAMHU Yyrpo3 WH(POPMALMOHHON O€30MacHOCTH SIBIISIOTCS BCE

a) XI/IH_IGHI/IC KECTKHUX NJUCKOB, INIOAKIHOYCHUC K CCTH, I/IHcaI\/'I,Z[epCTBO
6) HepeXBaT JAaHHBIX, XUIICHUE JaHHBIX, U3MCHCHUC APXUTCKTYPhl CHUCTCMbI
B) XI/IH_IGHI/IC JaHHBIX, MMOAKYII CUCTEMHBIX aJIMUHHUCTPATOPOB, HAPYHICHUC PCTTIAMCHTA

paboTsl

3. Bunst undopmannonHoi 6€30MacHOCTH:

a) IlepconanbpHasi, KOpropaTuBHasi, TOCYJapCTBEHHAs
0) Knuentckas, cepBepHasi, ceTeBast
B) JlokanbHas, riaobanbHast, CMeIIaHHAs

4. Iemm
peIyTpexIeHue:

uH(GOPMAIIMOHHONW  0€30MacHOCTH — CBOEBPEMEHHOE OOHapyKeHue,

a) HecanKimoHMpOBaHHOTO JOCTYIA, BO3JICUCTBUS B CETH
0) MHcaiinepcTBa B OpraHu3anuu
B) Upe3BbluailHbIX CUTYyaluil

5. OcHOBHBIE 00BEKTHI HH(POPMAIIMOHHOM 0€3011aCHOCTH:

a) KOMHBIOTCpHBIC CCTH, 0a3bl JaHHBIX



0) MudopmaninoHHbIe CUCTEMBI, ICUXOJIOTUYECKOE COCTOSTHUE TTOIh30BaTeNIeH
B) bru3Hec-opueHTHpPOBaHHBIE, KOMMEPUYECKHUE CUCTEMBI

6. OCHOBHBIMU pUCKaMH HUH(OPMAIIMIOHHON 0€30IaCHOCTH SIBJISIOTCA:

a) lckaxeHue, ymeHbllleHUEe 00bEMa, NEPEKOANPOBKA HHPOpMALIUU

0) TexHuueckoe BMEIIATENLCTBO, BBIBEACHNUE M3 CTPOsi 000PYAOBaHUS CETH

B) [loreps, uckaxxenue, yreuka nHpopmanuu

7. K ocHOBHBIM npuHIMTIAM oOecrieueHust nH(HOPMAIIMOHHON 0€30IaCHOCTH OTHOCUTCS:
a) DKOHOMHYECKOH 3(P(PEKTUBHOCTH CUCTEMBI 0€301TaCHOCTH

0) MHoromiaThopMeHHOMN peaaTu3aii CUCTEMbI

B) YcuieHus 3alUIIEHHOCTH BCEX 3BEHBEB CUCTEMBI

8. OCHOBHBIMU CYObEeKTaMH HH(POPMAIIMOHHOM 0€30TTACHOCTH SIBJISTFOTCSL:

a) PykoBoauTenu, MEHeKEePbl, aIMUHUCTPATOPbl KOMITAHUI

0) Opransl npaBa, rocyaapcTBa, Ou3Heca

B) CereBble 0a3bl JaHHBIX, (haepBOILIBI

9. K 0cHOBHBIM (DyHKIMSIM CUCTEMBI O€3011aCHOCTH MOXKHO OTHECTH BCE NEPEUHCICHHOE:
a) YCTaHOBJICHME PETJIaMEHTa, ayIUT CUCTEMBI, BBISIBIIEHUE PUCKOB

0) YcraHOBKa HOBBIX O(HMCHBIX PUIOKEHUH, CMEHA XOCTHHT-KOMITaHUH

B) BHenpenue ayreHTHQUKaIMK, TPOBEPKA KOHTAKTHBIX JJAHHBIX OJIb30BaTeNIeH
10. IIpuHIKTIOM HHPOPMALMOHHON OE30MACHOCTH SBISETCS MPUHIUI HEAONYIICHUS:
a) HeomnpaBaaHHbIX orpaHu4eHuil mpu paboTe B ceTu (cucreme)

0) PrckoB 6€301acHOCTH CETH, CHCTEMBI

B) [Ipe3ymnuuu cexkpeTHoCcTH

11. IlpuHUIMIIOM MOMUTUKH HH(DOPMALIMOHHON OE€30MMACHOCTH SIBJISETCS MPUHLIUIL:
a) HeB03MOKHOCTH MUHOBATh 3aIIUTHBIE CPEICTBA CETH (CUCTEMBI)

0) YcuieHrss OCHOBHOTO 3B€HA CETH, CUCTEMBI

B) [lonmHOTrO G510KMPOBaHNUS AOCTYNA IPU PUCK-CUTYAIUSIX

12. [IpyHIMTIOM NOJUTUKYA HHPOPMALIMOHHOM O€30MacCHOCTH SBISAETCS MPUHIIUIL:
a) YcuileHus 3alUIIEHHOCTH CaMOro He3aIUIIEHHOTO 3BE€HA CETH (CUCTEMB)

0) [Iepexona B 6e30macHOe COCTOSIHUE PAOOTHI CETH, CUCTEMBI

B) [lonHOro HOCTyMNa MoJIb30BaTENE KO BCEM peCypcaM CETH, CUCTEMBI

13. IlpyHUIMTIOM MOTUTHUKHA UH(DOPMALIMOHHON O€30MaCHOCTH SIBJISETCS MPUHIIUIL
a) Paznenenus nocrymna (00s3aHHOCTEH, IPUBUIIETHI ) KIIMEHTaM CETU (CHCTEMBI)
0) OTHOYpOBHEBOM 3aILIUTHI CETH, CHCTEMBbI

B) COBMGCTI/IMBIX, OAHOTHUITHBIX MPOIrPpaMMHO-TEXHUYCCKUX CPEACTB CETU, CUCTEMBI

14. K OCHOBHBIM THIIaM CPEACTB BO3JAEHCTBUS HA KOMITBIOTEPHYIO CETh OTHOCUTCS:



a) KommbrorepHsrii cOoit
0) Jlornueckue 3akIaaku («KMUHBD)
B) ABapuiiHOE OTKJIIOYEHHUE TUTAHUS

15. Korna monydeH cram 1o e-mail ¢ mpuitosk€HHbIM (paiiyiom, ciemyer:

a) [IpounTarh NpUIOKEHUE, ECITH OHO HE COJIEPKUT HUUETO LICHHOTO — YIAJIUTh

0) CoxpaHuTh npuiioxkeHue B nanke «Crnamy», BBIACHUTD 3aTeM [P-aapec reneparopa
cnama

B) Y aluTh TUCHMO C IPUJIOKEHUEM, HE PACKPBIBas (HE YUTAsl) €ro

16. Ilpuauun Kupxroda:

a) CexpeTHOCTh KJII0Ya OIpesiesieHa CEKPETHOCThI0 OTKPHITOTO COOOIICHHS

0) CexpeTHoCTh HH(OPMALIUU OTIpeiesieHa CKOPOCTHIO Mepeaauu JaHHbIX
B) CEKpeTHOCTH 3aKPhITOTO COOOIIECHHSI ONPEAETSETCS CEKPETHOCTHIO KITI0Ua

17. OUII — ato:
a) DiekTpoHHO-IM(POBOM TPeoOpa3oBaTeb
0) DnexkTpoHHO-IIH(POBas TIOIMUCH

B) DJIEKTPOHHO-IIM(POBOII mpoiieccop

18. Haubomee  pacmpocTpaHeHbl  yrpo3bl  MHPOPMAIMOHHON  Oe30macHOCTH

KOPIIOPAaTUBHOM CUCTEMBI:

a) [lokynka HenunensuonHoro 110
0) OmuoOKM SKCIUTyaTalluy U HEYMBILIUIEHHOTO U3MEHEHHUS PEXUMA PaOOThl CUCTEMBI
B) Co3HaTeNbHOE BHEJIPEHUE CETEBBIX BUPYCOB

19. Haubonee pacpocTpaHeHbl yrpo3bl HH(OPMAIIMOHHON 0€3011aCHOCTH CETH:
a) PacripenienéHHbIi 10CTYI KIIMEHTa, 0TKa3 000pYyA0BaHUS

0) MopanbHbIil H3HOC CETH, UHCANHEPCTBO

B) COoii (0TKa3) 000pyAOBaHNUS, HEJETAIBLHOE KOTUPOBAHKE JTAHHBIX

20. Haubonee pacpocTpaHeHbl CpeCTBA BO3ACUCTBUS HA CETh oduca:

a) CialOblit TpadukK, HH(POPMALIMOHHBII 0OMaH, BUPYCHl B UHTEPHET

0) Bupycsl B ceTy, Joruueckue MUHBI (3aKiIakn ), THGOPMALIMOHHBIN MepexBar
B) KommprotepHsie cOoM, HI3MEHEHUE a]MHHUCTPUPOBAHHSI, TOMTOJIOTHH

21. Yreukoit unpopmaiuu B CUCTEME HA3BIBACTCS CUTYaIIUsI, XapaKTepu3yeMasi:
a) [lorepeiil TaHHBIX B CUCTEME

0) N3zmenenuem Gpopmbl HHGOpMaIUK

B) M3mMeHneHueMm conepxanus nHGopManuu

22. CgoiictBamu uH(pOpManuy, HauOojee aKTyalbHBIMH HpU  OOecreYeHUuu

MH(OPMaLMOHHON 0€30MaCHOCTH SBISIOTCS:

a) [lemocTHOCTH



0) locTynHOCTb
B) AKTYaJIbHOCTh

23. Yrpo3a nHpOpMaIMOHHON CUCTEME (KOMIBIOTEPHOMN CETH) — ITO:
a) BepositHoe coObITHE
0) [derepmunupoBanHoe (Bceraa onpeaesi€HHOe) COObITHE

B) [lepuoauyecky moBTOPSIOIIEECS COOBITHE

24. Wudopmarus, KOTOPYIO CIEIyeT 3amuiarhk (0 HOpMAaTHBaM, IMpPaBHUIAM CETH,

CI/ICTCMH), Ha3bIBACTCA:

a) PernmamenTupoBaHHOM
0) [IpaBoBoit
B) 3amumaeMon

25. PasHoBugHOCTAMH yrpo3 Oe3omacHOCTH (CETH, CHUCTEMBbI) SIBISIOTCA BCe

MEPCUUCIICHHBIC B CITMCKE:

a) [IporpaMmMHBIe, TEXHHYECKUE, OPTaHU3AIMOHHbBIC, TEXHOJIOTUICCKUE
0) CepBepHble, KITUEHTCKHE, CITyTHUKOBBIC, HA3EMHbBIC
B) JIn4HbBIE, KOPIIOPATUBHBIC, COLIMATIbHBIC, HAIIMOHATBHBIC

26. OKOHLIaTCJ'ILHO, OTBETCTBEHHOCTH 32 3aILMILIEHHOCTD JJAHHBIX B KOMHLI-OT@pHOﬁ CCTU

HECET:
e a) Buanenen cetu
e 0) AAMUHHCTpATOp CETU
o B) [lonp30BaTens cetu
27. TlonuTtrka 0€30MacCHOCTH B CUCTEME (CETH) — 3TO KOMILIEKC:
o a) PykoBoacTs, TpeOoBaHMii o0ecrieyeHHss HE0OX0AUMOTO YPOBHS O€30M1aCHOCTH
e 0) MHcTpyK1Mii, anropuTMOB MOBEECHUS TOJIB30BATEINS B CETH
o B) Hop™m undopmarmonHoro npasa, co0I101aeMbIX B CETH
28. Hawubosnee BaKHBIM NpU peaM3alMM 3aLIUTHBIX MEp MOJUTHKH O€30MacHOCTH
ABJISIETCSI:

a) AyauT, aHaJIM3 3aTpar Ha MIPOBECHIE 3aIIUTHBIX MEp
0) AyauT, ananu3 6€30MacHOCTH
B) AyIWT, aHAJIU3 YS3BUMOCTEH, pUCK-CUTYaIIU

Kpamxue memoouueckue ykazanus
[lepen pemieHrieM TECTOB BHUMATEIBHO CIIEAYET O3HAKOMBCS C KaXKIbIM BOIMPOCOM H

npeajiaracMbIM  BapHaHTaMU OTBCTOB. 3arem HCO6XOI[I/IMO OonupadacChb Ha TCOpeTI/I‘{CCKI/Iﬁ
Marcpual, CBSI3aHHBIN C TEeMOH BOIIpoCa COIOCTaBUTh €Tr0 C HpI/IBe)IéHHI)IMI/I BapHaHTaMMU.
BBI6I/IpaCTC}I TOT OTBCT, KOTOpBIfI TOYHO OTPAKACT U3JIOKCHHBIC (baKTLI.

LIxana oyenku

Ne | bamner | Onucanne

1

CTyzieHT J1as BEpHBIH OTBET HA TECTOBBII BOIIPOC

1 |0

CTyIeHT i)l He BEpHBIH OTBET Ha TECTOBBIH BOIIPOC
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