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1 Hessp, nuiannpyemMble pe3yabTaThl 00y4eHHs 110 AUCHHUIINHE (MOLYJII0)

Llenpto ocBoenust mucuuiuimebl  «HQOpMannonHas Oe3omacHOCT, ¥ 3alUTa
uHpopmanum» sABIseTcs (OPMUPOBAHHME Yy CTYICHTOB CHCTEMBl 3HaHMA B 001acTu
uH(pOpMaMOHHONW O€30MaCHOCTH M NPHUMEHEHHS Ha INPAKTUKE METOJOB M CPEJICTB 3alIUTHI
uHpOpMaLnu.

3amaun  OCBOEHMS JUCHMIUIMHBL  (OpMHpOBaHME YMEHHUS OOCCICYUTh 3aLIUTY
uHpopManuu 1 00beKTOB HH(OpMaTH3aLNU; (POPMUPOBAHNE YMEHUS COCTABIIATH 3asIBUTEIBHYIO
JOKYMEHTAIIMI0 B HAJ30pHBIE TOCYJapCTBEHHBIC OPTaHbl WHPOKOMMYHUKAIIMOHHOW OTpAaciy;
¢opMHpOBaHHE HABHIKOB BBIMOJHEHHS pPabOT B OOJIACTH TEXHUYECKOTO pPEryJIHpPOBaHUS,
cepTU(UKAMKM TEXHUYECKHX CPEICTB, CHCTEM, IPOLIECCOB, OOOpPYJIOBaHHS W MAaTEpUaJIOB;
(dbopMUpOBaHNE HABBIKOB O0ECIICUEHUS 3aIUTH 00BEKTOB MHTEIUICKTYaIbHOM COOCTBEHHOCTU H
PE3YJIbTaTOB UCCIIEOBAaHUN U pa3padOTOK KaKk KOMMEPUYECKON TaliHBI TPEANPHITHS; HACTPOHKA U
o0cCITy’)KMBaHHUE anmnapaTHO-IPOTPAMMHBIX CPEJICTB.

[TnanupyembIMH pe3ynbTaTaMi 00y4eHUs 0 JUCHHUILIMHE (MOIYJIIO), SBISIOTCS 3HAHHUS,
yMEHUS, HaBbIKU. llepeueHb MIaHUPYEMBIX PE3yJbTaTOB OOYUEHHS 10 JAUCHUILTUHE (MOJIYIIO),
COOTHECEHHBIX C IUIAHHPYEMBIMH pe3yJbTaTaMU OCBOCHHS O0pa30BaTENbHON MPOTrPaMMBl,
npezcTasieH B Tabnuue 1.

Tabmuna 1 — Komnerenuu, popmupyemblie B pe3yinbTaTe U3YyYeHUS TUCITUTUIMHBI (MOIYIIS)

PesynbraTbl 00y4YeHUs 110 AUCIUTUINHE
Koxu Kon u
OpMYJIUPOBKa
Haspanue OIIOII BO, dopMyHpoBKa (buﬁngkafopa Kon
COKpaIlleHHOE
KOMIIETEHIINN JOCTHIKECHUS pe3yib | DopmynupoBKa pe3yibTaTa
KOMICTEHITHH
Tara
11.03.02 OIIK-3: OIIK-3.5k : PJ1 3HaHWe | COBPEMEHHBIX
«HpoxomMmyHukannonusie | CrocobeH Ionw3yercs 3aKOHOB,
TEXHOJIOTHH U CHCTEMBI TIPUMEHSTH METOHAMH H CTaHIAapTOB,
CBSI3N» METOIBI TIOMCKA, HaBBIKAMU METOJIOB U
(b-UK) XpaHCHUS, obecreyeHus TEXHOJIOTHI B
00paboTKHy, HHPOPMAIMOHHON 001acTH 3aIUTHI
aHanu3a u 0e30macHOCTH B wHpOpMAIIN
NpeACTaBJICHUS B CUCTEMax CBSI3U P10 | YMenue | ynpaBiasaTh
Tpebyemom WHPOPMAIMOHHON
¢dopmare 6€30MacHOCTHIO
uHhopManum u3 OpraHu3aIyu
pa3IMIHbIX P11 Hagrpik | BrageHust
HMCTOYHUKOB U 0a3 METOJaMH OLICHKH
AAHHBIX, PHUCKOB
coburozas ipu UH(POPMAITUOHHON
9TOM OCHOBHBIC 6e30MacHOCTH
TpeOOBAHHs P/12 3HaHue | TpeGOBaHUI K
WHPOPMAIMOHHON 3ammTe
0e3omacHOCTH un(opMaLmn
OTIpENIeIIEHHOTO
THUTIA
P3 | YMeHue | ucnosp3oBaTh
COBpEMEHHBIE
MIPOTPaMMHO-
anmapatHbIe
CpE/ICTBa 3aIIUThI
uHpOpMAITII
P14 | YmMenue | oOecrieynBaTh
3alIUTY
uHQOpMAITUI




PS5 HasBrixk | BnageHus
COBPEMEHHBIMH
METOIaMHU
obOecreueHHUs
3aIIUTHI

nHbOpMaN

P/16 3HaHUE | COBPEMEHHBIX
METOJIOB U
CPE/ICTB 3aIIUTHI

nHpopMaLH

P17 | YMeHue | aHanu3upoBaTh
UH(OPMALMOHHYIO
0e30I1acHOCTh

OpraHmn3anuun

P18 HaBrpixk | BnageHus
COBPEMCHHBIMU
TEXHOJIOTUSAMH U
METOAaMU
obecrieueHus
WHPOPMATNOHHON
0€e30IacHOCTH

OpraHn3anuun

P19 3HaHHUE | COBPEMEHHBIX
TEXHOJIOTHH,
METONUK U
CpPEICTB 3aIUTHI

uHdopmauu

B mnporecce OcCBOEHHS JUCIMIUIMHBI PEIIAIOTCS 3aJadd BOCIHMTAHHS TapMOHHUYHO
Pa3BHUTOH, MATPUOTHYHOW M COIHMAILHO OTBETCTBEHHOW JIMYHOCTH HA OCHOBE TPAIHIIMOHHBIX
POCCHICKHMX JyXOBHO-HPABCTBEHHBIX U KYJIbTYPHO-UCTOPUYECCKHUX IIEHHOCTEH, MIPEICTABICHHbIC
B Tabymie 1.2.

Ta6mmuma 1.2 — I{eneBbie OpUEHTUPBI BOCITUTAHUS

®DopMuUpOBaHUE IEHHOCTEI

BocnurareabHble 3a1a41 ]_[e.ﬂem)le OPUEHTUPLI

(I)OpMHI)OBaHI/Ie rpamancxoifl MO3UIUU U TTATPUOTU3IMA

Bocnuranune YBaXCHUS K KOHCTI/ITyL[I/II/I u

. . I'paxxnaHCcTBEHHOCTD
3akoHaM Poccuiickoit denepanuu

I[I/ICI_[I/IHHI/IHI/IPOBEIHHOCTB

®opMHUpPOBaHUE TYXOBHO-HPABCTBEHHBIX IIEHHOCTEM

Bocnutanue yyBcTBa foira U
OTBETCTBEHHOCTH IIEPENl CEMbEN U
00IIECTBOM

Oco3HaHue IEHHOCTH
npodeccuu

Bbicokue HpaBCTBEHHBIE
njeanbl

®opMuUpOBaHHE HAYYHOI'0 MUPOBO33PEeHHs U KYJIbTYPbl MbILIJIEHHS

Pa3BuTre mo3HaBaTeIbLHOTO HHTEpECA U
CTPEMIJICHUA K 3HAHUAM

Cayxenne OtedecTBy U
OTBETCTBEHHOCTH 32 €T0 CyAb0y

CobmnroeHne MOpatbHBIX
IIPUHITUIIOB

q)OpMI/IPOBaHl/Ie KOMMYHMKATUBHBIX HABBIKOB M KYJbTYPbI OﬁllleHI/Ifl

CnocoOHOCTh HAXOIUTh,
Bzaumonomomp u

PazBuTre ymenus 3¢ QpekTUBHO 00IIaThCs
Y COTpYIHHYATh

B3aMOYBaKCHUE

aHAJIM3UPOBATh U
CTPYKTYpHpPOBaTh
nHpopmanuio




2 Mecto aucuuniauHbl (MoayJsi) B ctpykrype OIIOIT

Hucuumnuna «HbopManmonnas 6e30MacHOCTh M 3amuTa HHGOpPMALMKU» BXOAWUT B
6a3oByto yacTh broka 1 Jlucuumivmuel (MOysn) yueOHOTO TJIaHa.

3. O0beM JUCHMILIMHBI (MOXYJISA)

O0beM nmUCHUIUIMHBL (MOIYJsI) B 3a4ETHBIX EAWHHIIAX C YKa3aHHEM KOJIHMYECTBA
aKaJeMHYECKHX YacoB, BBIIEICHHBIX Ha KOHTaKTHYIO paboTy ¢ oOydaromumucs (o BUIaM
yueOHBIX 3aHATUI) U HA CAMOCTOSATEIbHYIO0 paboTy, IpUBeIeH B TabmuIe 2.

Ta6muma 2 — O0mas Tpy10eMKOCTh JUCITUTIITUHBI

Tpyno- O0BbeM KOHTaKTHOH paboTsI (Jac)
Cemectp | emkocTh
®opma Yacts (01/1?1)1/([) ) Bueaynu- Popma
Hassanue OITIOII BO o0yue- AynuropHas A CPC | arrec-
st VII Kypc TOpHast B
(390, (3.E) | Beero 1
0300) nex. | mpak. | ma6. | ITA | KCP
11.03.02
HGOKOMMYHIKALHORKELC | - 00y |y 5 4 73 [ 3] 3 [0 1] 0| n e
TEXHOJIOTHH ¥ CHCTEMBI
CBSI3H

4 CTpyKTypa U coiepKaHue QM CUMILIHHBI (MO1YJIs1)

4.1 CTpykTypa IucuMIuiHbl (Moays) ajass ODO

TemaTnueckuil miaH, OTpa)karoLUil coAep)kaHUe NUCLUILIMHBI (MepeueHb pa3fesioB U
TEM), CTPYKTYPUPOBAHHOE 110 BUJIaM y4€OHBIX 3aHATHH C yKa3aHHEM UX 00bEMOB B COOTBETCTBUU
¢ yueOHBIM IJIaHOM, IpHBeJieH B Tabaule 3.1
Tabmuma 3.1 — Paznens! JUCHUIUIMHBL (MOAYJIS), BUABI yUeOHOU NeATeIbHOCTH U (POPMBI
TeKymero KouTpods ainst OPO

Kon pe- Kos-Bo yacoB, 0TBeJIcHHOE Ha Dopma
Ne HazBanue Tembl 3yJIbTaTa P
Jlex [Tpakr Jla6 CPC TEKyHIEero KOHTPOJIS
00y4eHus
Bsenenue B
1 | uadpopmanmonnyto Pa1, P16 2 0 0 2 CobecenoBanne
06e30aCHOCTh
IIpumenenue
MH(OPMAIIMOHHBIX
TEXHOJIOTHH ISl U3yIeHUS o
OTYET MO NMPaKTHIECKOM
2 | BOIpPOCOB OpraHU3aMOHHO- Pa1 0 2 0 3 aGote
MPaBOBOTO OOECTIEYEHUS p
HHPOPMAIIMOHHOM
06e300acCHOCTH
ITpaBoBoe obecrnieueHne
3 | uHbOpPMATMOHHO Pa1, P12 6 0 0 3 CobecenoBanne
0e30MacHOCTH
PI3
Hcnonws3oBanue 73, o
P14, OTUET MO NMPAKTUUECKOM
4 | xpuntorpadguIecKux CpeicTB PJI6 0 6 0 3 paboTe
3aIIUTHl HH(YOPMAIHH ¢
= (opman PJI8, PJ19
P2
OpraHu3aluoHHOE P§4,
oOecrieueHne ’
5 . P17, 6 0 0 3 CobecenoBanne
HMH(POPMAIHOHHOM P18
6e30macHOCTH >
P10




P12,
P/14,
Peanuzanus pabotst Pl6, .
OTYET 1O MPAKTUICCKON
6 | urbpacTpyKTypbhI OTKPHITHIX PA7, 0 6 0 3
o pabote
KITIOYCH P19,
P10,
P11
PJI3,
TexHudeckue cpeacTra u P,
7 pen P15, 6 0 0 3 CobecenoBanue
METO/IBI 3aIIUTH HHPOPMAITUH PJI6
P17, P19
8 CpenctBa creraHorpadpuu st PJI5, P19 0 6 0 3 OTYET 1O MPAKTUICCKON
3alUThl HHQOpMaIuu pabote
P13,
IIporpamMmHoO-anmapaTHsie P/i4,
CpENCTBA U METObI PJ5,
9 | obecneuenus P17, 8 0 0 3 CobecenoBanne
NH()OPMAITMOHHOM PJ8,
06€30I1aCHOCTH P19,
P11
PJ3,
P4,
Hacrpoiika 6e3omacHoro PS5, OTYET IO NMPAKTUUECKOHN
10 0 8 0 3
CETEBOTO COEIUHEHUS PJI8, pabore
P19,
P11
PI5,
11 Kpunrorpagpudaeckue MmeTo st P/8, 8 0 0 3 CoGecenopate
3aMIUTH HHPOpMauu P9,
P11
P13,
P14, N
AHTHUBHPYCHBIE CPEICTBA OTHET MO MPAaKTHIECKON
12 PI5, 0 8 0 3
3alIUThl HHGOpMAIUU pabore
P19,
P11
HToro mo tadsume 36 36 0 35

4.2 Conep:xxaHue pa3aejioB U TeM JUCHUIUTUHBI (Moay.as) ajas OO

Tema 1 Bseoenue 6 unpopmayuonuyo 6e30nacHocmo.

Conepxanue tembl: Mudopmanmonnas OGe3omnacHocTb. OCHOBHBIE MOHATHSA. Mozenu
nH(pOpMallMOHHOM Oe3omacHocTU. Bubl 3amuimaeMoil uHGopmauu.

@®opMbl U METOABI MPOBEACHUS 3aHATUI NO TeMme, MpUMEHseMble 00pa3oBaTeIbHbIE
TEXHOJIOTUH: JIEKITMOHHOE 3aHSATHE.

Bunsl camocTosTensHON MOATOTOBKU CTYAEHTOB 10 TeMme: [1oAroToBka K KOHTPOJIBHBIM
BOTIpOCaM coOece0BaHusl, MOATOTOBKA K MPOMEKYTOYHOM aTTeCTaIIH.

Tema 2 Ilpumenenue uHGOPMAYUOHHBIX MeEXHONO02UL Ol  U3YYEHUs BONPOCO8
OpP2aHU3AYUOHHO-NPABOBO20 0OecneyeHUs UHDOPMAYUOHHOU OE30NACHOCTIU.

Conepxxanne Tembl: Mcmonb3oBaHue 0a3 JaHHBIX JUISI HAXOXKACHUS M M3yYCHUS
HOPMATUBHBIX JOKYMEHTOB B 00JIaCTH HHPOPMAIIIOHHON 0€30MacHOCTH.

®opMbl ¥ METOABI TPOBEICHUS 3aHATHH MO TeMe, MPUMEHsEeMble 00pa30oBaTeIbHBIE
TexHoJoruu: Ilpaktuueckoe 3aganue.

Buaesl camocToATeNbHON MOATOTOBKM CTYAEHTOB IO Teme: lloaroroBka ortdera mo
MPAKTUYECKON paboTe, MOArOTOBKA K TPOMEKYTOUHOM aTTECTAIIHH.

Tema 3 Ilpasosoe obecneuenue uHGOpMayuoHHOU 6€30NACHOCMU.



Conepxanne  Tembl:  OCHOBHBIE  HOPMAaTHBHO-TIPAaBOBBIE  aKTbl B 00JacTu
nHpopmanmonHoit Oe3omacHocTh. IIpaBoBBIe 0coOeHHOCTH obecrieueHus 0e30MacHOCTH
KOH(HICHIIMATHHON HH(OPMAIMH U TOCYIapCTBEHHON TalHBI.

@opMbl U METOJBI NPOBEACHHS 3aHITUNA MO TeMe, MpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTUH: JIeKIInOHHOE 3aHsATHE.

Bunel camoctosTenbHON MOATOTOBKU CTYACHTOB 10 TeMe: [1oAroroBka K KOHTPOJIBHBIM
BOIIPOCaM cobece0BaHusl, MOATOTOBKA K MPOMEXKYTOUHOM aTTeCTaIIH.

Tema 4 Hcnonvsosanue Kpunmozpaguueckux cpeocme 3auumsl UH@Gopmayuu.

Conepxxanue tembl: Cosznanue 3amiuppoBaHHbIX (DAHIOB M KPUIITOKOHTEHMHEPOB U UX
pacmudpoBaHue.

@opMbl U METOABI IMPOBEACHUS 3aHATUH IO TeMe, IPUMEHseMble 00pa3oBaTeIbHbIC
texHosioruu: IIpakTuyeckoe 3aganue.

Bunel camocTOATENPHOM MOArOTOBKM CTyAeHTOB 1o TeMe: I[loaroroBka oruera 1o
NPaKTUYECKOH paboTe, MOArOTOBKA K IPOMEKYTOUHON aTTECTAIHUH.

Tema 5 Opeanuzayuonnoe obecneyenue UHGopmayuoHHol be30nacHocmu.

Conepxanue Tembl: OCHOBHBIE CTaHAAPTHI B 00nacTH obecrieueHus: HHPOPMALMOHHOM
6e3onacHocTu. [lonutuka 6e3omacHoCTH. DKOHOMUYECKasi 0€301aCHOCTh IPEIIPUSITHSL.

@®opmBl U METONABI NPOBENCHHS 3aHATHH IO TeMe, NMPHUMEHsIEeMble 00pa30oBaTEIbHBIC
TEXHOJIOTUH: JIEKITMOHHOE 3aHSATHE.

Bunpl camocTosiTenbHON OATOTOBKK CTYASHTOB IO TeMe: [1oAroToBka K KOHTPOIBHBIM
BOIIPOCAaM coOece10BaHus, HOJArOTOBKA K IPOMEKYTOUHOHN aTTeCTalllu.

Tema 6 Peanuzayus pabomoel ungpacmpykmypsbi OmMKpblmuixX Kitouell.

Copnepxanne TeMbl: Co3gaHue YAOCTOBEPSAIOIIEIO LIEHTPA, IEHEpauus OTKPBITBIX U
CEKPETHBIX KIIOUeH, CO3AaHHE CEePTH(PHUKATOB OTKPBITHIX KIIOUEH, CO3JaHHE JIIEKTPOHHOMN
MIOJINCH, IIPOBEPKA IJIEKTPOHHOU MOAIHCH.

@opMbI U METOABI MPOBEACHUS 3aHATHH MO TeMe, NMpPUMEHseMble 00pa3oBaTEIbHBIC
texHosioruu: IIpaktuyeckoe 3aganue.

Bunsl camocTosTENBHOM IOATOTOBKH CTYAEHTOB IO Teme: IloaroroBka oryera o
NpPaKTUYEeCKOH paboTe, MOJArOTOBKA K MPOMEKYTOUHON aTTEeCTalUH.

Tema 7 Texnuueckue cpedcmea u Memoosl 3aujuml UHGOPMAYUU.

Copep:xanue TeMbl: MHxeHepHast 3amuTa 00beKTOB. 3aiuTa THPOPMaIUU OT YTEUKH 110
TEXHUYECKUM KaHaJaM.

@®opMBl U METOJbI NPOBEACHMS 3aHITUH MO TeMe, NMpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTHH: JIeKIIMOHHOE 3aHsATHE.

Bunel camocTosTenbHON MOJATOTOBKU CTYJAEHTOB 10 TeMe: [10AroToBka K KOHTPOJIBHBIM
BOIIpOcaM cobece0BaHusl, TOATOTOBKA K MPOMEXYTOUHOM aTTeCcTaIiH.

Tema 8 Cpeocmea cmezanozpaguu 01 3auumol UHGOPMAYUU.

Conepsxanne Tembl: Vcrionb30BaHue CpeACTB CTEraHOrpaguu AJis 3alUThl (halIoB.

@opMbl U METOABI MPOBEACHUS 3aHATUI MO TeMe, MpPUMEHseMble 00pa3oBaTeIbHbIE
texHosoruu: [IpakTrueckoe 3aaanue.

Buasl camMOCTOATENBHONM TMOATOTOBKM CTyIEHTOB 1o Teme: [loaroroBka oTuera 1o
NPaKTUIECKON paboTe, MOArOTOBKA K IPOMEKYTOUHOW aTTECTAIIHH.

Tema 9 Ilpoepammno-annapamusle cpeocmed u Memoowvl 0becneyetss UHGHOPMAYUOHHOL
bezonacrnocmu.

Conepkanrie TeMbl: OCHOBHBIE BH/BI CETEBBIX M KOMIBIOTEPHBIX yrpo3. CpeacrBa u
METO/IbI 3aIUTHI OT CETEBBIX KOMITBIOTEPHBIX yIPo3.



@opMBI ¥ METOJBI TPOBEACHHS 3aHIATUN 1O TeMe, MpPUMEHSeMble 00pa3oBaTeIbHBIC
TeXHOJIOTHH: JICKIIMOHHOE 3aHATHE.

Buapl camoCcTOSTENBHON MOJATOTOBKHU CTYIEHTOB 110 TeMe: 110AroToBKa K KOHTPOJIbHBIM
BOITPOCaM cOOECe0BaHMs, TIOITOTOBKA K MTPOMEKYTOUYHON aTTECTAIUH.

Tema 10 Hacmpotixa 6e3onacnoz2o cemesozo coeOuHeHus.

Conepxxanne Tembl: Co3aHue 3alIUIICHHOTO KaHala CBSI3M CPEJACTBAMU BHUPTYaIbHOM
YaCTHOM CETH.

@opMbl U METOABI MPOBEJICHUS 3aHATUN MO TeMme, MPUMEHsAEMble 00pa30BaTEIbHbIC
texHojoruu: [IpakTuyeckoe 3aganue.

Buael camocToATENbHOM MOATOTOBKM CTYAEHTOB 1o Teme: lloaroroBka oryera mno
MpaKTUYECKON paboTe, MOJAr0TOBKA K MPOMEKYTOUYHON aTTECTAIUH.

Tema 11 Kpunmoepaguueckue memooul 3auumuol uHghopmayuu.

Conepxanrie TeMbl: CHMMETPUYHBIE W ACCUMETPUYHBIC CHUCTEMBI IIU(GPOBAHUS.
[udposble mnoanucu (DnekrpoHHsle mnoxanucu). HWHpacTpykTypa OTKpBITBIX KIIOUEH.
Kpunrorpaduaeckne mpoTOKOIIBI.

@opMbl U METOJBI TPOBEACHHS 3aHIATUN MO TeMe, MpUMEHseMble 00pa3oBaTeiIbHbIC
TEXHOJIOTHH: JIGKIIMOHHOE 3aHSTHE.

Buner camocTosTenbHON MOATOTOBKU CTYJAEHTOB 10 TeMe: [1oAroToBka K KOHTPOIBHBIM
BOTIPOCaM coOece0BaHusl, MOATOTOBKA K MPOMEXKYTOYHOM aTTECTAIIH.

Tema 12 Aumusupychvie cpedcmea 3auumol UHGOpMayUu.

Copepxanuie TeMbl: V3yueHre HACTPOEK CPEICTB aHTUBUPYCHOM 3alIUThl HH()OPMALIUY.

@dopMBI ¥ METOJBI TPOBEACHHS 3aHITHHA 1O TeMe, NMPUMEHSIEMbIe 00pa3oBaTeIbHBIC
texHojoruu: IlpakTudyeckoe 3aganue.

Bunpel camocToATENbHOM MOATOTOBKM CTYAEHTOB IO Teme: IloaroroBka ordera 1o
MPAKTUYECKON paboTe, MOArOTOBKA K MPOMEKYTOUHOM aTTECTAIINH.

5 Meroauveckne YyKazaHusl AJds1 OOYYAKOINMXCH MO M3YYEHHI0 M PpPeaTu3alnuu
AMCUUIIMHBI (MOIYJIs1)

5.1 MerToanyeckue peKOMEHIAIUH O0YYalOIIMMCH MO0 H3YYeHHI0 IMCHUIUIMHBI W TIO
o0ecrneyeHNI0 CAMOCTOATEILHOM PadoThI

Tekymas camocrosTenbHas padoTa 1o kypey «MHpopMarioHHast 6€30MacHOCTb U 3allUTa
uH(pOpMallMn» HampaBiieHa Ha YIIyOJeHHe U 3aKpelyieHue 3HaHUH, Ha pa3BUTHE MPAKTHUECKUX
YMEHUH UM BKIIIOYAET TaKhe BUJbI paboT, KaK:

- paboTa ¢ JeKIMOHHBIM MaTepuaioM;

- paboTa ¢ peKOMEH0BaHHOM JINTEPaTypOil IPH MOATOTOBKE K MPAKTHUECKUM 3aHITUSAM;

- IOATOTOBKA K 3K3aMEHY.

ITpu nzyuenun qucuuiuiniel «MHopManonHas 0e30MacHOCTh U 3aluTa HH(OpMAIH»
PEKOMEHIyeTCsl PEUTHHIOBas TEXHOJIOTUs OOydeHus, KOTopas TIO3BOJSET pean30BaTh
HEMPEPhIBHYI0 M KOMIUIEKCHYIO CHUCTEMY OIICHMBAHUS YYEOHBIX JOCTH)KEHUH CTYJIEHTOB.
HenpeprIBHOCTh O3HauaeT, YTO TEKyIIHE OLIEHKH HE YCPEAHSIOTCS (KaKk B TpaIuIMOHHOMN
TEXHOJIOTUH), & HEMPEPHIBHO CKJIAJBIBAIOTCS HA MPOTSIKEHUU CEMECTpa MPH U3Y4YEHUH MEPBOTrO
WM BTOporo Moayssi. KoMiiekcHOCTh 03HauaeT y4er Bcex (hopM yueOHON U TBOpUECKOM paboThl
CTYJEHTA B TEYEHHE CEMECTPA.

PeliTuHr HampaBiieH Ha MOBBIIEHUE PUTMUYHOCTH U 3P(HEKTUBHOCTH CaMOCTOSTEIbHON
pabotbl  crymneHToB. OH OCHOBBIBaeTCS Ha IIMPOKOM  HCIIOJIB30BAHUM TECTOB H



3aMHTEPECOBAHHOCTH KaXKJIOTO CTYJEHTAa B TMOJy4YeHUH Ooyiee BBICOKOW OIICHKM 3HAHUN MO
JUCLIUILINHE.

[IpyHUMIBI pEeHTHHrA: HENPEPHIBHBIM KOHTPOJIb (B Mcale Ha KaXIO0M U3 ayIUTOPHBIX
3aHATHI) W ToslydyeHHe Oojee BBICOKOM OIIEHKM 3a paloTy, BBINOJIHEHHYHO B Cpok. Ilpum
NPOBEICHUH MPAKTUUYECKUX 3aHATHH HEOOXOIMMO NpPEayCMaTpUBaTh IIUPOKOE HCIOIb30BaHHE
AKTUBHBIX U MHTEPAKTUBHBIX ()OPM (KOMIBIOTEPHBIX CUMYJILUHI, JEITOBBIX U POJIEBBIX UID).

PeliTunr Bkitoyaet B ceOs 1Ba BUJA KOHTPOJIS: TEKYIIUH, TPOMEXYTOYHBIA U UTOTOBBIN
110 JUCLUILINHE.

Texymuit koHTposib (TK) - ocHOBHas 4acTh PEMTUHIOBON CHUCTEMBI, OCHOBaHHAsl Ha
Oersiom ompoce pa3 B HEAENIO UM B JBe Heaeau. PopMbl: OLEHKA 3a CAayy TEOPETUYECKHUX
MUHU3a4€TOB, BBIIIOJIHEHUE WHIUBUIYalIbHBIX 33JaHUN U MpaKTUYECKUX palboT. Baxueimein
dopmoit TK, mno3Bosstomell oONpocuTb BCEX CTYICHTOB Ha OJHOM 3aHSTUU SBISIOTCA
TEOPETHUYECKUE MOMAYJIH, HAa KOTOPBIX CTYIEHTbI CaMOCTOATEIBHO OTBEYAalOT HA BOIPOCHI IS
CaMOCTOSITEJIbHOM OLIEHKH.

KoHTponbHBIE BOMPOCH! AJISi CAMOCTOSITENIPHOW OLIGHKM KayecTBa OCBOCHHS Y4eOHOI
JUCLIUIUIAHEI

Tema 1. Brenenne B nHOOpMAIIMOHHYIO O€30TTACHOCTH

Uro takoe nH(opMaIroHHast 6€30MacHOCTh?

[Tepeuncnure OCHOBHBIE YTrpO3bl HH(OPMAILIMOHHON 0€30MacCHOCTH.

Kakwue cymecTByroT Moenu nHOOPMAIMOHHON Oe301macHOCTH?

Kakue metobl 3auThl HHOOPMAIMK BBIIENAIOT?

Uro Takoe rnpaBoBbI€ METO/IbI 3aILIUThI HH(OpMaLUn?

Yro Takoe OpraHW3alMOHHBIE METO/IbI 3alUThl HH(popMaruu?

Uro Takoe TEXHUYECKHE METO/IbI 3aUThl HHpOpMaIuu?

Yro Takoe MporpaMMHO-aIlapaTHble METO/IbI 3alUThI HH(pOpMaLUU?

Uro Takoe KpunTorpaduuecKue METO bl 3alIUThI HH(OpMAIN?

0. Yro Takoe ¢puznyeckue MeTOIbl 3alUThl HHpOpMauu?

11. Kakue riaBHBIE TOCYIapCTBEHHBIC OpPraHbl B 00JacTH obecriedyeHust nH(HOPMAITMOHHOMH
6e3omacHocT?

12. Tlepeuncnute BUABI 3alIUIAEMON HHPOPMAITUH.

BOoo~NoOR~WDNE

Tewma 2. [IpaBoBoe obecrieuenre nHPOPMAITMOHHOM 0€30MMaCHOCTH

1. IIpaBo. UcTouHuku npasa.

2. Kakwue ocHOBHBIC 3aKOHBI B 00JIACTH 3alTUTHl HHpOopMaIuu B PO?

3. Ilepeuncnute ocHOBHBIE 11eaH U 3a1aun PD B obsactu obecnieueHust HHGOPMAIMOHHOM
0€30MacHOCTH

4. Crparterus HalMOHANbHOW Oe3omacHocTH. JIoKTprHA HH(POPMAIIMOHHON 6€30MaCHOCTH.

5. Uro Takoe koH(puaEeHIMaTbHAs HHPOpMaLus?

6. Yro Takoe nepcoHaIbHbIE JaHHbIE?

7. B kakux ciyyasix BO3MOKHO HUCIIOJIb30BaTh [IEPCOHANIBHBIE IaHHbIE O€3 coracus
obnanarens?

8. OxapaxTepu3syiiTe OMOMETpHUYECKUE TaHHBIE KaK MMePCOHAIFHBIC TaHHBIE.

9. Yro Takoe mpodeccuoHanbHas TaitHa?

10. Yro Takoe ciryxeOHas TaitHa?

11. Yro Takoe koMmMepuecKas TaiHa?

12. Yro Takoe pexnuM KOMMEpPUYECKON TalHBI?

13. Yto Takoe rocyaapcTBeHHas TaiiHa?

14. Onummre npaBoBOM PEKUM TOCYJapPCTBEHHOM TalHBI.
15. ©3-149.

16. ©3-152.



17.
18.
19.
20.
21.
22.

20.
21.
22.
23.

CoNoOARWNE

®3-98.

®3-390.

©3-395-1.

®3-126.

®3-374 u ©3-375.

ITocranoBnenue npasutenbcTBa Nel119.

Tema 3. OpranuzannonHoe odecredeHrue nHHOPMAITMOHHOM 0€301TaCHOCTH

Kakue ocHOBHbBIE MEXTyHAPOIHbIE CTAHAAPTHI B 00JaCTH HH(POPMALIMOHHON
Oe3omacHoCTH?

«OpanxeBasi KHUTa»

ISO/IEC 15408.

Kak cBsi3anbl MeXyHapOIHbIE CTAHAAPTHI U CTaHAApThl PD?

I'OCT P UCO/M3BK 27002-2012.

I'OCT P UCO/M3K 27005-2010.

CTO BP UBBC-1.1-2007. «Ayaut nHbOpMAMOHHOI 0€301IaCHOCTH.

PC BP UBBC-2.2-2009. «MeTonuka OoleHKHA PUCKOB HapyIIeHHs] HHPOPMAIIMOHHOM
0€301acHOCTH.

ITpuka3z @CB Ne378.

. ITpuxa3z ®CTIOK Ne21.

. [Ipukaz ®CTIK Nel7.

. Tpuxa3z ®CTIOK Ne31.

. [Ipukaz @CTIK Ne28.

. ITpuxa3z ®CTIK Ne638.

. [Ipukaz ®CTIK NeO.

. ITpuxa3z ®CTIOK Nel19.

. IIpukas I'ocrexxomuccuu Nel 14.

. PykoBogsmue 1oKkyMeHTHI [ 0CTeXKOMUCCHH.

. Mepsl 3amuThl HHGOPMALIUU B TOCYIapCTBEHHBIX HH(OPMAIIMOHHBIX CHCTEMaX.

(Meronnueckuit nokymenT ®CTIK).

Yro Takoe MoJuTHKa 0€30MacHOCTH?

Cnyx6a OezonacHoctu npeanpustus. Ctpykrypa. OyHKIUH.

TumnoBas MHCTPYKIMS COTPYHHUKA 110 0OecreueHUI0 HH(POPMAIIMOHHON 6€30aCHOCTH.
OKoHoMHUYecKast pa3Beka. [I[pOMBIIIIEHHBIH MIMTHOHAXK.

Tema 4. Texunueckue cpeacTBa U METOABI 3alIUTHI PIH(I)OpMElI.[PIH

Yrto Takoe WHKEHEpHas 3aIlnuTa 00beKTOB?

Kakum ciocoOom onuceiBaeTcs HHKeHepHas 3aiuTa. OnucaTb MOJEINb.
Kakwue cpenctsa mpuMEHSIFOTCS IS 3alMTHI 1-ro nepumMerpa?

Kakwue cpencta mpuMeHSIFOTCS 171 3aIMThHI 2-TO epuMeTpa?

Kakwue cpenctsa mpuMEHSIFOTCS IS 3alUTHI 3-TO epuMeTpa’?
[ToxapHble CUTHATU3aIUH.

OxpaHHbIE CUTHATTU3ALUU

buomerpus. buomerpuyeckne xapakTepUCTUKH.

Yro Takoe TEXHUYECKHUE KaHaJIbl yTeUKH HH(pOpMauu?

. Hepqu/IanTe OCHOBHBIC BUIbIl TCXHUYCCKUX KaHAJIOB YTqul/I I/IH(l)OpMaIII/II/I?

. Uto Takoe crnenrnposepka?

. UTo Takoe crnenucciaeqoBanue?

. Uto Taxoe crernoociaeaoBanue?

. Ilepeuncnure MeTOBI 3a1IUTHI HH(GOPMALIMU OT YTEUKU MO 3PUTEIHLHOMY KaHaIy.



15.
16.
17.
18.
19.
20.
21.

22.

23.

[Tepeuncnure METOIBI 3aIUTH HHOOPMAITMH OT YTEUKH I10 3JCKTPOMAarHUTHOMY KaHay.
[Tepeuncnure MeTObI 3aLUTH MHGOPMAIIMK OT YTEUKH 10 SJIEKTPUUIECKOMY KaHATY.
[Tepeunciure METOIBI 3aLUTH HHOOPMAIIMH OT YTEUKH 110 MHAYKIMOHHOMY KaHaJy
[Tepeuncnure MeTOBI 3aIUTHI HHGOPMALIUKN OT YTEUKH 110 apaMEeTPUUECKOMY KaHaly.
[lepeuncnure METOIBI 3aIUTH HH)OPMAITMH OT YTEUKH 110 BO3IYLTHOMY KaHAIYy.
[Tepeuncnure MeTObI 3aIUTH MHGOPMALMK OT YTEUKH 110 BUOPALIMOHHOMY KaHaIy.
[Tepeuncnure METOIBI 3aIUTH HH()OPMAITH OT YTEUKH 110 aKYCTOAIEKTPHUECKOMY
KaHaiy.

[Tepeuncnure METOIBI 3aIUTH HH)OPMAIIMH OT YTEUYKH 110 ONTHKOAIEKTPOHHOMY
KaHaly.

[Tepeuncnure cpeacTBa M METO/BI 3AIIUTH MHPOPMALIUU OT YTEUKH HHPOPMALIUH B
Tes1e(POHHBIX JINHUSX.

Tema 5. IlporpammHoO-annapaTHble CpelicTBa U METO/IbI o0ecrieueHuss HHPOPMAITMOHHON

0€e30I1aCHOCTH

ok w

27.
28.
29.
30.
31.
32.
33.

Uro Takoe nMporpaMMHO-aIIapaTHbIe CPEICTBA 3AIUTH HHPOpMAUU?

Kakmne MexaHU3MBbI peain3yoT MPOrpaMMHO-aMNIapaTHbIE CPECTBA 3AIIUThI
uHpopmManuu?

Kakue koMnbroTepHbIE YyTPO3bl O€30MACHOCTH CYIIECTBYIOT?

Urto Takoe cereBas pa3Benka? Kakue MeTObI 3alIUTH TPOTHUB HEE CYIIECTBYIOT?
UYro takoe unbeknusa? Kakue Buapl nHBEKIUH CyiiecTByloT? Kakue MeTobl 3a1UThI
IIPOTUB HUX CYLECTBYIOT?

Yro Takoe oTKa3 B 00cayxuBaHuu? Kakue METO/IbI 3a1IUThI TPOTUB HETO CYIIECTBYIOT?
OcCHOBHBIE BU/IBI IPOTPAMMHBIX YSI3BUMOCTEH.

baknopsr.

Uro Takoe nepenonaHeHune 0ydepa? MeToasl 3alIUTHI.

. Uto Takoe nedexTsl HopMaTHBIX CTPOK? MeTobl 3aILUTHI.

. UTo Takoe 1e104ncIeHHbIe epenoaHeHus1? MeToabl 3aIUThI.

. OmmoOku 06pabOTKH UCKITIOYEHH . MEeTO/IbI 3alUTHI.

. BHenpenne komana. MeTobl 3alnThI.

. HexoppekTHble 00paboTku omrOok. MeTob! 3aluThI.

. 'oHKH. MeTobI 3a1UTHI.

. BeInonHeHue Koja ¢ 3aBbIIIEHHBIMU TPUBHIIETHSMH.

. Ataka «YenmoBek 1o cepeuHe».

. Uto Takoe IP-cnydunr? Kakue meToap! 3aiuThl IPOTHUB HETO CYLIECTBYIOT?

. ARP.

. DHCP.

. NAT.

. PAT.

. IPv4. IPVG6.

. Uto takoe ARP-cniyppunr? Kakue meroap! 3alIMThI IPOTUB HETO CYIIECTBYIOT?
. Uto takoe DNS Cache Poisoning? Kakue MeTobI 3a1IUTHI TPOTUB HETO CYIIECTBYIOT?
. Urto takoe NetBIOS/NBNS spoofing? Kakue MeToas! 3al1UThl IPOTHB HETO

CYILIECTBYIOT?

VPN.

CouunanbHas UHXEHEpUSL.

®poa. Metonibl 60psOBI ¢ HPOIOM.

UYro takoe ¢pummHr? Kakre MeTo/1bl 3aIUThI MPOTUB HETO CYIIECTBYIOT?
Kapaunr. MeTobl 3alIMThI OT KapAXHTA.

Darkweb.

DMZ.



34. AHOHUMA3epHI.

35. [Ipokcu-cepBepsl.

36. Pe3epBHOE KOMpPOBaHUE.

37. Honey pot.

38. DLP-cucrembl. SIEM-cuctemsi.

39. Ckanepsl 6€30I11aCHOCTH.

40. Cucrembl OOHApPYKEHHSI BTOPKCHUH.
41. Cuctembl IPEIOTBPALIICHHS BTOPKEHUH.
42. BpenonocHsle nporpaMmmel. KommbrotepHbie BUpYChl. Biibl BUpYyCOB.
43. DKCIJIOUTHI.

44. Mexanusm paboThI BUpYyCa.

45. AuTuBUpYCHL. BUabl aHTHBHPYCOB.

46. MexaHu3MbI padOThI aHTUBHPYCA.

47. MexceTeBoi dKpaH.

Tewma 6. Kpunrorpadguieckre MeToapl 3aUTH HHGOPMAITUH

1. Yro takoe mmdp? Kakue Buabl mudpoB CylmecTByOT?

2. Yro Ttakoe cummerpuuHbli mu¢pp? Kakne cuMMeTpudHbIe IUPPHI HCIOTB3YIOTCS
ceituac?

3. Uro takoe accumerpuuHblii mudpp? Kakne accumeTpudnbie Mu(pb UCTIONB3YIOTCS
ceituac?

4. TIpuHIUI TOCTPOCHUSI CHMMETPUYHBIX MIH(POB.

5. [IpuHLMI MOCTPOEHUS ACCUMETPUYHBIX MUPPOB.

6. CranmaptHble HIHQPHI.

7. Tlotounsie mudpsl.

8. Uro Takoe xem-pynkiusa? Kakue Buasl xenr-QyHKIuii Bbl 3HaeTe?

9. JlepeBo Mepkia.

10. Yro Takoe mudpoBast moaAmuch?

11. Iludposas noamnucs RSA.

12. lludposast moanucey Dib-I"amars.

13. Yto Takoe HHPPACTPYKTypa OTKPBITHIX KIIOUEH?

14. ) Xu3HeHHbBIH IIUKIT KITF0Ya.

15. Ayrentudukanus, uaeHTUUKaus, BepuQuKanus, aBTopu3alus.

16. Ipocreiitme MPOTOKOIIBI UACHTUDUKAIHH.

17. OcnoBHoii npotokon Kerberos.

18. IPSec.

19. Blockchain.

20. Yro Takoe creranorpadus? [IoHsTre creraHoKOHTeHHepa.

21. Kakue BUIBI CTETAHOKOHTEHHEPOB CYIIECTBYIOT?

22. Metoabl co3/JaHNs CTETAHOKOHTEHHEPOB Ha OCHOBE TEKCTOBOM MH(OpMAIIHH.

23. MeToabl cO3/IaHusI CTETAHOKOHTEHHEPOB HAa OCHOBE BUICOMH(OPMAITUU M CTOTI/KaJPOB.

24. Metonbl co371aHUsl CTETAHOKOHTEHHEPOB Ha OCHOBE ayJMOMH(pOpMAIIHH.

25. Iludpossie BOSTHBIC 3HAKH.

OcnosHnas 1ienb TK: cBoeBpeMeHHas OlleHKa YCIIeBaeMOCTH CTYACHTOB, MOOYXK1a01as UX
paboTaTh paBHOMEPHO, UCKJIIOYasl MaJIble 3arpy3Ku WU MEePEerpy3Ky B TEUCHHE CEMECTPA.

JleK1imoHHBIE 3aHATHS JKeIaTeIbHO MPOBOJUTH B PEXKUME MPE3EHTAIUI ¢ IEMOHCTpaIHe
IIPUMEHEHNS OCHOBHOI'O MaTepualia, M3JaraéMoro B TeME. OTO CYIIECTBEHHO YJIYYIIAeT
JTUHAMHUKY JIEKIIH.

Ienecoobpa3Ho obecneunBaTh CTYAEHTOB Ha 1-2 JeKUuU BHepea pa3fAaTOYHbIM
MaTepuajIoM B 3JIEKTPOHHOM BUJE (CI0XKHBIE CXEMbl, TpaUKH, aHATUTHUYECKHUE UCCIETOBAHUS 1



OTIOPHBINA KOHCTEKT). OCHOBHOE BpeMsl JICKIIUH JyYIle TPATUTh Ha MOAPOOHbIE aHAIUTHYECKUE
KOMMEHTapUu U 0COOEHHOCTH PUMEHEHUS pacCMaTpUBAaEMOI0 MaTepuaa B pohecCUOHAIbHON
JESTEIBHOCTH CTY/IEHTA.

IIpakTryeckue paboThI ClieyeT NPOBOAUTH B KOMIIBIOTEPHOM Kjlacce MO0 B ayAUTOPUU
C  MYyIbTHMEOUHHBIM  00OpYIOBAaHWMEM,  HCIONB3YS  OPUTHHAJIBHYID  METOOUKY U
npodeccuoHaIbHbIE MPOrpaMMbl. MOXHO peKOMEHI0BaTh YCTAHOBKY OPUTMHAIIBHBIX IPOrpaMM
Ha [IK cTyeHTOB M BBINOJIHATH pAJ 3a4a4 Aoma. B 3ToM ciydae B Kjacce OCHOBHOE BHHUMAaHUE
KOHLEHTPUPYETCSI HA METOJMKE HCIIOJIB30BAHMS HA3BAHHBIX IIPOIPAMM U AHAIU3€ IOJYyYEHHBIX
pe3yNbTaTOB.

[Ipomexxyrounsiii koHTpoib (ITK) - 3TO mpoBepka 3HaHWUN CTYACHTOB 1O pa3ieily
nporpamMmbl. @opmbel: Onpoc 1Mo TEOPUH COIVIACHO CIMCKY BOIIPOCOB JUISl CAaMOCTOSITENILHOMN
OLICHKH YCBOCHMSI MaTepHala.

Henp IIK: moOyauTh CTYyIEHTOB OTUYMTATBCA 3a YCBOGHHE pas3jieia JAUCIUILIAHBI
HaKOIUTEJIbHBIM 00pa3oM, T.€. CHayasla 3a epBblii, 3aTeM 3a BTOPOM, 3aTeM 3a TPETUH pa3Jieibl U
T.1. B KOHEYHOM UTOre MHOTHE CTYAEHTHl MOT'YT IOJYYUTh UTOIOBBIE OLEHKU 10 JTUCLUIUINHE
«aBTOMAaTOM.

Uroroseii xoHtposns mno aucuumuinae (MKJ]) - 3T1o mpoBepka ypoBHA Y4eOHBIX
JOCTHKEHUH CTYJEHTOB II0 BCEH IUCLUIUIMHE 3a ceMmecTp. PopMmbl KOHTpoud: dK3aMmeH. Llens
UTOTOBOIO0 KOHTPOJISA: MpOBEpKa 0a30BBIX 3HAHWUN IUCHUIUIMHBI, MOJYYEHHBIX HPU U3YyUYECHUH
MOJTyJIsl, JOCTATOUHBIX JJIS TOCJIEAYIOIIEr0 00 yUeHUs..

Bonpocs! k 3k3aMeHy U1l OLIEHKU Ka4eCTBa OCBOCHMSI Y4€OHOM JUCIUIIINHBI

1. Ilenu rocynapcerBa B o6siactu odecrieueHust nH(pOpMaMOHHON 0€30acHOCTH.

2. OcHOBHBIE HOPMATUBHBIC aKThl PD, CBsI3aHHBIE C TPABOBOM 3aLIUTON HH(POPMAIIHH.

3. Buibl KOMIIBIOTEPHBIX MPECTYILICHUH.

4. Cmocobbl ¥ MeXaHH3Mbl COBEpUICHHS HWH(POPMAIMOHHBIX KOMITBIOTEPHBIX
[IPECTYIJICHUM.

5. OcHOBHBIE MapaMeTpbl U 4epThl HH(POPMAITMOHHONW KOMIBIOTEPHOW MPECTYITHOCTH B
Poccun.

6. Komnerorepusiii Bupyc. OCHOBHBIE BUJIbl KOMIIBIOTEPHBIX BUPYCOB.

7. MeToapl 3a1UThl OT KOMIIBIOTEPHBIX BUPYCOB.

8. Tunbl aHTUBUPYCHBIX TPOTPAMM.

9. 3amuThl OT HECAaHKIIMOHUPOBAHHOIO JocTyma. MneHTudukanus u ayTeHTUDUKALM
II0JIB30BATENS.

10. OcHOBHBIE YTPO3bl KOMIIBIOTEPHON O€30M1aCHOCTH MU paboTe B ceTu MHTepHeT.

11. Bunp! 3amumaemoit nHGOpMaIiiy.

12. TocynapcTBeHHas TaifHa Kak 0COOBIHM BHJI 3allMIIIaeMON HH(pOpMALIKK.

13. KondpunenuunanbHast uHGopmanus.

14. Cucrema 3aIIUTHI TOCYAAPCTBEHHOM TallHBI.

15. IIpaBOBO# peKNUM 3aIIMUTHI TOCYAAPCTBEHHOW TalHBI.

16. 3ammra MHTEIUIEKTYaJIbHOM COOCTBEHHOCTH CpPEACTBAMHU MATEHTHOI'O U aBTOPCKOTO
npasa.

17. MexayHapo/IHO€ 3aKOHOATeIbCTBO B 00JaCTH 3aIllIUTHl HH(pOpMALIUH.

18. IIporpammHo-amnmapaTHbie cpeacTBa o0ecreueHrs nHHOpMaIMOHHOM 0€30MaCHOCTH B
UH(POPMALIMOHHBIX CETAX.

19. CumMmeTpuyHbIE TIUQPHI.

20. AccumeTpHuuHbIe MUDPHI.

21. Kpunrorpaduyeckue npoTOKOJIbI.

22. KpunTorpapudeckue Xen-) yHKIHH.

23. DneKkTpoHHAas MOANHUCH.

24. OpraHu3aimoHHOe obecrneueHne HHPOPMAITMOHHON 0€30MacCHOCTH.

25. Cnyx6a 6€30MacHOCTH OpPTraHU3aLINN.

26. MeTo/b! 3a1IUTHl MHPOPMALIUU OT YTEUKH B TEXHUUECKUX KaHAJIaX.



27. InxeHepHas 3alIuTa U 0XpaHa 00BbEKTOB.

Pacnipenenenrie 00BEMOB Pa3IMYHOrO BHUJA KOHTPOJEH MOXKHO NPOUIUIIOCTPUPOBATH
clenyrImuMi udpaMu Ha TMpUMEpe CeMecTpa: TEeKYIIHid KOHTPoib — 40 YCIOBHBIX OaiioB;
MIPOMEKYTOUHBIN KOHTPOJIb - 30 YCIIOBHBIX OAJIJIOB; UTOTOBBIN KOHTPOJIb - 30 yCIOBHBIX 0aslIoOB.
Bes nucnunninna ouenuBaercs B 100 ycroBHBIX 0aiioB, €ClU BCS JUCIUILUIMHA OLIEHUBACTCA
nudpoit, orauyHoi ot 100 GaIoB, TO MO YCIOBHBIM OQJIJIOM CIIEIYeT MOHMMATh MPOILIEHT OT
MaKCHUMaJIbHOTO YncIia 6ajioB.

[Ipu 5TOM NIEeHCTBYET ciienyromiasi cucTeMa nepeBoja peHTHHIOBBIX (YCJIOBHBIX) 0a/IOB B
OOBIYHYIO HIKATY Ka4e€CTBEHHBIX OLEHOK: «OTaugHo» (5) - 91—100 ycinoBHBIX 6aioB; «X0OpoIIo
(4) - 75-90 ycnoBHBIX OGamioB; «YmoBieTBOpUTEIbHO» (3) - 61—74 yCIOBHBIX OajIoB;
«HeynonerBoputenbHO» (2) - < 61 ycnoBHBIX 0aioB.

[IpuBenenHble UGPHI TOBOPAT O TOM, YTO Ha JIHOOON cTaJuu 00y4yeHHUE CTYACHTAa MOXKHO
CUMTATh YJOBJIETBOPUTEIBHBIM, €CIIM OH HaOupaer He MeHee 61 ycnoBHbIXx OamnoB. Tak,
Harpumep, HabpaB B xome TK um IIK 61 OamnoB, CTyIeHT rapaHTHpyeT ceOe OIICHKY
«Y IOBIETBOPUTEIBHO.

5.2 OcobennocTn opranu3anuu OOy4YeHHUsl JJI JHMI € OrPAHMYEHHBIMU BO3MOKHOCTSIMH
310POBbS U HHBAJIUI0B

[Tpu HEOOXOIUMOCTH OOYUAIOIIMMCS U3 YHCIIA JIUI C OTPAHHYCHHBIMH BO3MOYKHOCTSIMH
3JI0POBbS U MHBAITHJIOB (I10 3asBICHUIO O0YUYAIOMIETOCs ) MPEIOCTABISICTCS yaeOHas
UH(pOpMaIKs B JIOCTYITHBIX ()OpMax C YUETOM X UHIAUBUAYATbHBIX IICUXOPUINIECKIX
OCOOCHHOCTEH:

- TS JTUI] C HAPYIICHUSIMU 3pEHUS: B TIeYaTHOH (popMe yBETMYSHHBIM IIPH(PTOM; B hopme
JNIEKTPOHHOTO  JIOKYMEHTA;  WHIUBHIyaJbHbIC  KOHCYJbTAallMd  C  [PUBJICYCHHUEM
TH(IOCYpAOTICPEBOAYHKA; HHANBHUYAIbHbIC 3a/IaHUs1, KOHCYJIBTALIMH H JP.

- 17151 JTMII C HAPYIICHUSIMU CITyXa: B IedaTHOH (hopme; B popMe 3JIEKTPOHHOTO TOKYMEHTA,
WH/MBU/IyalbHbIC KOHCYJITALMH C MPUBICYCHUEM CYpIOICPEBOMYNKA; WHIUBHIYaTbHbIC
3aJIaHusA, KOHCYJIbTAllUH U JP.

- JUTSL JIMILL C HApYIICHUSIMU OTTIOPHO-/IBUTATEIILHOTO alapara: B neyatHoii popme; B popme
SJICKTPOHHOI'O IOKYMCHTA, HHANBUAYAJIIBHBIC 3aJaHN A, KOHCYJIbTAalUU U JP.

6 ®oHI OLEHOYHBIX CPEICTB JJIfl MPOBEJIeHUN TEKYLIEero KOHTPOJISI U MPOMeXKYTOYHOM
arTecTalMy O0YYAKOIIMXCH M0 AMCHUIIMHE (MOAYJII0)

B coorBerctBun ¢ TpeboBanmsMu PI'OC BO s arrectauuu oOydaromuxcst Ha
COOTBETCTBUE MX IE€PCOHAIBbHBIX JOCTHIKEHUN IUIAHUPYEMBIM pe3ylbTaTaM OOY4eHUs 110
JUCLHUIUIMHE (MOAYIIO) cO37aHbl (POHIBI OLICHOUHBIX CPEACTB. THIIOBBIE KOHTPOJIBHBIE 33 JaHUS,
METOANYECKUE MATEpHUasbl, OINPEACISIIONME IPOLEAYPhl OLICHUBAHUSA 3HAHWM, YMEHHMU U
HaBBIKOB, a TAK)KE KPUTEPUH U IIOKA3aTe I, HeOOXOAMMBIE JIIs OLIEHKU 3HAaHUH, YMEHUH, HAaBBIKOB
U XapakTepusywoluue dTanbl (HOpMHUPOBaHMS KOMIIETEHLUMH B  IPOLIECCE  OCBOEHUS
o0Opa3oBaTenbHON MPOrpaMMBl, ipeacTaBieHsl B [Ipunoxenun 1.

7 YueOHO-MeToAuYeCKOe U MH(POPMAIIMOHHOE o0ecnevyeHne TUCHMILTHHBI (MO1YJIA)

7.1 Ocnoenasn rnumepamypa

1. 3amwra uHpopmaruu : yuedHoe nmocodue / A.Il. XKyk, E.IT. XKyk, O.M. Jlenemxus,
A.N. TumomkuH. — 3-¢ u3n. — Mocksa : PUOP : UH®PA-M, 2023. — 400 c. — (Bricuiee
obpazoBanue). — DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-369-01759-3. - Tekcr :



anektpoHHbl. - URL: https://znanium.ru/catalog/product/1912992 (lara oOpamienus -
05.09.2025)

2. Pauenko, T. A. ndopmarmonHas 6€301macHOCTb : yueOHO-MeToauueckoe nocooue / T.
A. Pauenko. — Tomestmn : TI'Y, 2024. — 135 ¢. — ISBN 978-5-8259-1612-5. — Tekcr .
AJIEKTPOHHBIN // Jlanp : ANIEKTPOHHO-OMOIMOTEYHAS cucTema. — URL:
https://e.lanbook.com/book/427130 (mara oOpamenus: 09.09.2025). — Pexum goctyna: s
aBTOPU3. II0JI30BATEIICH.

3. PomanbkoB B.A. BBenenue B kpunrtorpaduio : YdueOHOe mocoOue [DIeKTpOHHBII
pecypc] : WsmarenbctBo  DPOPYM |, 2022 - 240 - Pexum  jgoctyma:
https://znanium.com/catalog/document?id=400556

7.2  Jonoanumenvnas aumepamypa

1. Axwmapos, I1.b. KoaupoBanue u 3ammura nHpopmanuu : yuebnoe mocooue / IL.B.
AxmapoB .— IxkeBck : ®I'BOY BO Wxesckas ['CXA, 2016 .— 136 c¢. — URL:
https://lib.rucont.ru/efd/363163 (nara ob6pamenus: 04.08.2025)

2. babam, A. B., Madopmammonnas Oe3zomacHocTh. JlaGopaTOpHBI NpaKkTUKyM +
ellpunoxxenue : yuebnoe nocodbue / A. B. babam, E. K. bapanosa, FO. H. MenbuukoB. — Mocksa
: KnoPyc, 2022. — 131 ¢. — ISBN 978-5-406-10084-4. — URL: https://book.ru/book/944619
(mara oopamenust: 09.09.2025). — TekcT : AIEKTPOHHBIH.

3. Menbaukos, B. I1., Undopmanmnonnas 6e3omacHOCTb. : yueOHUK / B. I1. MenbHUKOB,
A. U. KynpusHos, ; nox pen. B. I1. MensaukoBa. — Mocksa : KuoPyc, 2021. — 267 c. — ISBN
978-5-406-08259-1. — URL: https://book.ru/book/939292 (mata obpamenus: 09.09.2025). —
TeKCT : 2eKTPOHHBIH.

4. TIporpammHoO-amnmaparHas 3amuTa HHpopManuu : YdaeOHoe mocobue [DIeKTPOHHBIH
pecypc] : WspmarenbctBo  DPOPYM | 2019 - 352 - Pexum  jgocryma:
https://znanium.com/catalog/document?id=340852

7.3 Pecypcel unghopmayuonno-menekommynuxayuounou cemu '""Hnmepnem',
6KII04an npogeccuonanvhvle 06a3vl OAHHLIX U UHPOPMAUUOHHO-CRPABOUHDIE
cucmemsl (npu HeoOX00UMOCmMUL):

1. CIIC Koncynprantllmtoc - Pexxum noctyma: http://www.consultant.ru/

2. DnextpoHHas Oubnuoreynas cuctema ZNANIUM.COM - Pexum pocryma:
https://znanium.com/

3. DnekTpoHHO-OnMbMMoTeyHas cucrema "BOOK.ru"

4. DnextpoHHO-O0nOMMOTEUHas cuctema "ZNANIUM.COM"

5. DnextpoHHO-0MbMMOTEeYHas cucteMa "JIAHB"

6. DnektponHO-OMOMMOTEeYHAs cuctema "PYKOHT"

7. Open Academic Journals Index (OAJI). [Ipodeccuonanbnas 6a3a maHHbIX - Pexxum
noctyma: http://oaji.net/

8. Ilpesunmentckas Oubnuoreka wuMm. b.H.Enpimna (6a3a n#aHHBIX pa3TUYHBIX
npodecCHOHANIBHBIX o0acTeil) - Pexxum noctyna: https://www.prlib.ru/

8 MarepuajbHo-TexHHYECKOe oO0ecrevyeHHe IUCHUIVIMHBI (MOAYJsl) W IepeveHb
HH(POPMANMOHHBIX TEXHOJIOIHH, MCIOJb3YEMbIX MPH OCYLIECTBICHHH 00pPa30BATEJIbHOIO
npouecca no JUCHUILVINHE (MOAYJII0), BKJIIOYAasl epeYeHb NPOrpaMMHOro odecreveHust

OcHOBHOE 000pYIOBaHUE:

e Byanb-I'eHeparop akyCTHUECKMX U BUOPOAKYCTUYECKUX MIOMEXOBBIX CUTHAJIOB



e MynbT. MeauiiHbplii KoMIiekT Ne 2: IIpoekrop Panasonic PT-LX26HE, motonounoe
kperienne Tuarex Corsa, kiieMMHbIH Moayib Kramer WX -1N, konrektop VGA, skpan Lumien
Ecopicture

e [Tepconanpubiii kommbrorep Nel "B-tronix professional 3872\2015"

e Cwmapr-AB (ma 6a3ze CKM-21.2)- IIporpaMMHO-ammapaTHblii KOMIUIEKC OIICHKH
3(QGEKTUBHOCTH 3alIUThl peueBO HWHPOpPMALMKM OT YTEUYKH MO0 aAKYCTUYECKOMY U
BUOPOAKyCTHUECKOMY KaHaJlaM

e Conara-P3.1 CpencTBo akTUBHOM 3amIMTHI MH(OPMAIIMK OT YTEUKH 3a CUET MOOOYHBIX
AIIEKTPOMArHUTHBIX KOJICOAHUH U HAaBOJOK

e Cnekrpoananuzarop IFR2397

IIporpamMmHOE obecneyeHue:

e Microsoft Windows 7 Ultimate Russian
e \VVMware Workstation 9 for Linux andWindows
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1 Ilepedennb (popMHEpyeMbIX KOMIIETEH M

Hassarue OIIOII BO, Kon u popmynupoBka KoMHeTeHIN

COKpameHHOe nu

Kon u popMynrpoBka HHANKATOPA TOCTIKCHUS
KOMITCTEHITHU

11.03.02 «MMadoxomm | OIIK-3 : CiocobeH NpUMEeHATh MET
YHUKAIIMOHHBIE TEXHO | OBl MOMCKA, XpaHEeHUs], 00paboTKU
JIOTUH U CUCTEMBI CBS3 | , aHaJM3a ¥ MPE/CTAaBIICHNUS B TpeOy
n» emoM opmare nHdopmanuu u3 pa

(b-UK) 3JIMYHBIX KICTOYHUKOB U 0a3 JaHHBI

X, COOJII0/1ast IPU 5TOM OCHOBHBIE T
peboBaHust HHYOPMAITOHHON 6€30

IMaCHOCTH

OIIK-3.5k : ITonp3yeTcst METOJaMH ¥ HaBBIKAMH
obecrieyeHrsT HHPOPMAITUOHHOW O€30IIACHOCTH
B CHCTEMaXx CBSA3H

Komnerenmus cuntaercs: chopMUPOBAHHOM Ha TaHHOM 3Tarie B ciydae, eCiIM MOoIydYeHHbIE
pe3yibTaTtel OOydYeHHMs [0 JUCLUIUIMHE OLICHEHbl IOJOXHUTEIbHO (JUara3oH KpUTEpUEB
OLICHUBAHUSI PE3YJIbTATOB O0YUCHHUS «3aUTEHOY, «YIOBIECTBOPUTEIBHOY, «XOPOIIOY, KOTIUIHOY).
B ciydae oTcyTcTBUS MOJIOKUTEIHHOM OLIEHKM KOMIIETEHIMS Ha JAHHOM 3Tale CUUTAETCs

Hec(OPMUPOBAHHOM.

2 [loxa3aTe/iu OLleHUBAHUS NJIAHUPYEMBbIX Pe3yJIbTATOB 00y4YeHHUsI

Komnerennus OIIK-3 «CrnocoGeH npuMeHsATh METO/IbI TOUCKA, XpaHEeHUs, 00paboTKH,
aHaJM3a ¥ MpeJICTaBIeHHs B TpeOyeMoM dopmare HHPOPMALIUU U3 PAa3THYHBIX HCTOYHUKOB U
0a3 JaHHBIX, COOTIOAAS IPH 3TOM OCHOBHBIE TpeOoBaHUs HH()OPMALIMOHHON OE30TTaCHOCTH

Tabmuna 2.1 — Kpurepun orieHKM WHAUKATOPOB JTOCTHKCHUS KOMITCTCHITUN

Kputepun onjeHHBaHUA pe3yabT
aToB O0yJYCHUS

CdopmupoBasmieecs cucteMat

MYeCKOe 3HAHUE COBPEMEHHBIX

3aKOHOB, CTaHJ]APTOB, METOJIOB

M TEXHOJIOTHI B 00JIaCTH 3aIIUT
bl UHOpMALIIH

Cdopmuposagiieecs: CHCTEMAT

n4ecKoe 3HaHue TpeOOBaHUH K

3amure HHHOPMAIMH OTpe/Ieie
HHOI'O TUIla

Cdopmuposagiieecs: CHCTEMAT

HYECKOE YMEHHE UCTOIb30BATh

COBPEMEHHBIE TIPOrPaMMHO-AII
apaTHbIE CPEJICTBA 3ALIUTHI HH(
opManuu

CcopmupoBasieecs: cucremar
MYECKOe YMEHHe 00ecneyrBaTh
3aIIUTY HHGOPMaUN

PesynbraTel 00y4yeHNUs 110 AUCIMIUINHE
Koz u gopmymupoka unankar | Ko | Tu
0opa JOCTMIKEHHS KOMIIETEHITUH s o
pe | pe Pesynbrar
3- | 3-
Ta | Ta
OIIK-3.5k : [Tonp3yercst MeTO[
aMHM ¥ HaBbIKaM1 00ecTiedeHus PII 3H | COBpEMEHHBIX 3aKOHOB, CTaH/Ia
HHPOPMALMOHHON 6€30IacHOCT 1 aH | PTOB, METOJOB U TEXHOJIOTHII B
U B CUCTEMAX CBS3H ue | obmactu 3amUTHl HHOPMAIIH
3H .
PO TpeboBaHuii K 3auTe HHHOPM
2 32 aIy OMPEJIEJICHHOTO THITa
y
PIT | we HCIIOJIB30BaTh COBPEMEHHBIE TP
3 | OTPaMMHO-anmapaTHble cpesicT
. Ba 3alUTHl HHOOPMALIUH
v
P/l | me | obecnieunBath 3amuTy HHGOPM
4 HU | amuu
e
Pl Ha | BageHust COBpeMEHHBIMU METO
5 BHI | Aamu oOecrieueHus 3alUThl UH
K ¢dopmarn

CcopmupoBasieecs: cucremar
HNYECKOE BIIaJICHIUE COBPEMEHHBI
MH METOJIaMH 00ecriedeHus 3a
IIUTHI THPOPMALTUH




Cdopmuposagiieecs cucteMat

P 3u COBPEMEHHBIX METOJIOB ¥ CPEAC | MUECKOE 3HAHHE COBPEMEHHBIX

6 ;}é TB 3aIIUTHl HHYOPMALUH METOZOB U CPEJCTB 3aIIUTHl UH
dopmarmn

Y Cdopmuposasimieecs cuctemMar

P/ | me | ananmmsupoBaTh MHPOPMALMOHH | HYECKOE YMEHUE aHATU3HPOBAT
7 HU | yr0 6€30IacHOCTH OpraHM3alud | b HHPOPMAIMOHHYIO Oe30TacH
e OCTh OpraHH3aIH|

Cdopmuposasmieecs cuctemMar
BJIAJICHHS] COBPEMECHHBIMH TEXH

Ha MYECKOE BIIaJICHUE COBPEMEHHEI
P/ OJIOTHSMH Y METOJAMH 00ecTey
BBI . MH TEXHOJIOTHSIMH M METOJAMHU
8 eHnst THPOPMALIMOHHOH Oe30ma
K obecnieueHnss HTHPOPMAITMIOHHO
CHOCTH OpraHH3aLuH o
11 6€30MaCHOCTH OpraHu3aliu
. CcdopmupoBaseecs: cucremar
3H | COBPEMEHHBIX TEXHOJIOTHIA, MET
PA HAYECKOE 3HAHUE COBPEMEHHBIX
aH | OJMK W CPEICTB 3alIuThl HHHOP .
9 TEXHOJIOTUH, METOINK U CPEACT
ue | Mauuu
Ba 3alUTHl HHYOPMALIUH
v CcdopmupoBasiieecs: cucremar
P/l | me | ynpaBusaTh nHpOpMALMOHHOM O | MYecKoe yMEHHE YIPaBISTh UH
10 | Hu | €30mAaCHOCTHIO OpPTraHU3AIMU (hopMaIOHHOM OE30MaCHOCTh
e 10 OpraHu3aIuU
Cdopmuposagiieecs: CuCTeMaT
Ha BJIaICHUA METOJaMU OLCHKHU pU
PA . HAYECKOE BIIaJICHUE METOIAMU O
Bbl | CKOB MH()OPMAILMOHHOM Oe30ma
11 LEHKU PHCKOB HHPOPMAITHOHHO

K CHOCTH o
1 0e30IacHOCTH

Tabnuua 3anonHseTCs B COOTBETCTBHH ¢ paszesioM 1 PabGoueli mporpaMmbl JUCIATUTHHBL
(Moyist).

3 IlepeyeHb OLIEHOYHBIX CPEICTB

Tabmuna 3 — [lepedeHb OIICHOYHBIX CPEICTB IO TUCITUTUTHHE (MOTYJIIIO)

HaunmenoBanue o1ieHOYHOTO CpeACTBa U mp

KonTponupyemble nnanupyemble pe3 | KoHTponupyemble TeMbl 1 excrasienue ero 8 POC

yIbTaThl 00yUeHUS HUCLUTIINHBL IIpomexxyTouHas aT

Texkylmuil KOHTPOJIb

TecTalus
Ounast popma oOyueHUs
P/1 3HaHUE : COBPEMEHHBIX 3a Tpaktiueckas pa6o Cot
KOHOB, CTaH/IapPTOB, METO 1 1LB Ta obece1oBaHne
N .1. BBenenwne B naopma
JIOB U TEXHOJIOTHI B 00J1a & 5 bop
OUOHHYIO 0€30TaCHOCTH
™ UTBI HHGOPMAIIUH
CTH 331 opmar Tect CobecenoBanne

1.2. IIpumenenune uabOP IpakTuueckas pabo
MAaIMOHHBIX TEXHOJIOTUH Ta CobecenoBanue

IS H3Y4EHHUS BOIIPOCOB O
PraHM3alMoOHHO-IPABOBOT
o obecrieuenns nudpopma | Tect CobecenoBanue
IIMOHHOK 0€30MacHOCTH

[MpakTryeckas pado

1.3. [IpaBoBoe obecrieueH | g Cobecenosarne
ne nHpopManuoHHo# 6e3
OIIaCHOCTH Tect CobecenoBanue
P12 IpaxTHyeckas pabo
CobecemoBaHue

Ta




1.3. [IpaBoBoe obecneueH

ne uHpopMarnronHoi 6e3 | Tect CobecenoBanue
OTACHOCTH
[MpakTuyeckas pabdo Co6
1.5. OpranusanuonHoe 06 | tqa obecenoBanne
3uanue : TpeboBaHuii k 32 | €CrieYeHne HHPOPMaLMOH
mTe nHbopmaru onpes; | HOM bezomacHocTH Tecr Cobecenopanue
€JIEHHOTO THIIA
[pakTudeckas padbo Co6
1.6. Peanusamus paGoTsl | 1q obeceioBaHuC
HHOPACTPYKTYPHI OTKPBIT
BIX KIIHHCH Tect CobecemoBanue
PJ13 YMeHue : UCIOIb30BaTh C TpaxTuueckas paGo
OBpPEMEHHBIE IIPOrpaMMH | 1.4. Mcronp30BaHue KpHM | g CobecenoBanmue
O-anmnapaTHbI€ CPEACTBA 3 Torpa(l)p[qecxnx CPEICTB 3
AWTH HHPOpMALIH aIUTHI HHOPMALHH Tect CobecenoBanue
IMpaktuyeckas pado Cob
1.7. Texuuueckue cpeact | ta obecenoBanme
Ba M METOJIBI 3aIIUThI HH
opmaryu Tect CobecenoBanue
[IpakTudeckas padbo
1.9. Iporpammuo-anmapa | P p CobeceoBanme
THHIE cpeacTBa U MeToxsl | T8
obecrieueHus: HHpOpMaIH
OHHOM 6e30MacHOCTH Tecr CobecenoBanne
IMpaktuyeckas pado Cob
1.10. HacTpoiika 6e3onac | 14 obecenoBanme
HOTO CETEBOTO COEMHEHH
1 Tect CobecenoBanue
IIpakTudeckas pabo Cob
1.12. AHTUBHUpYCHBIE CPE | Ta obeceioBaHne
JICTBA 3aIIUTHI HHPOpMaI]
nm Tecr CobecenoBanue
P14 YMenue : obecrieynuBath 3 Tpaktiueckas pa6o
aluTy HHPOPMALHH 1.4. Mcnonb30BaHue KpUIl | 14 CoGecenosanne
TOrpaMUECKUX CPENCTB 3
aluThl MHpOpMaIH Tect CobeceoBanue
IIpakTudeckas pabo Cob
1.5. OprauusanuoHHoe 06 | 1 ObeceoBaHNE
ecrieueHre HHPOPMaIHOH
Hofi GesomacHOCTH Tect CobecenoBanue
IMpakTryeckas pado Cob
1.6. Peanusanus paGoTel | g obeceosaHne
HHOPACTPYKTYPHI OTKPBIT
BIX KIIFOHCH Tect CobecenoBanue
[MpakTudeckas padbo
p p CobecenoBanne

1.7. TexHugeckue cpenct
Ba U MCTOJBI 3allUTHI NH
¢dopmarmn

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo

19 HporpaMMHO-aHr[apa C06eceHOBaHHe
THEIE cpefcTBa U MeTonsl | T8
obecrieyeHust HHpOpMaIH
OHHOI 6e30macHOCTH Tecr CobecenoBanune
[paktudeckas pado Co6
1.10. Hactpoiika 6e3omac | 1q obeceioBaHuC
HOI'O CETEBOr0 COEINHEHN
a Tect CobecenoBanue
[MpakTuyeckas pabdo Co6
1.12. AuTuBUpyCHBIE Cpe | Ta 0beCeIOBAHNC
JICTBA 3alIMTHI MHPOPMAI]
HH Tect CobecemoBanue
PI5 Hagbik : BnaneHus cospe TpakTiueckas pa6o
MEHHBIMH MeToaMu 00ec | 1.7. TexHudeckne cpeacT | Ta CobecenoBanne
Tie4eHus 3aUTel MHQOPM | Ba M METOIBI 3AITUTEHI HH
15051
an dopmaru Tecr CobecenoBanue
[MpakTuyeckas pado Co6
1.8. Cpencrea creranorpa | ta 0bcceoBaHNE
¢buu 1715 321U TH THPOPM
an1u Tect CobecenoBanue
IIpakTrueckas pado
19 HporpaMMHO-aHHapa p p CO6CCG,Z[OB3HI/IC
THBIE cpeicTBa U MeTonsl | T2
obecriedeHnst MHPOpMAI
OHHOM 0€30I1aCHOCTH Tecr Cobecenosanue
[MpakTuyeckas pabdo Co6
1.10. Hacrpoiika 6e3onac | 1q 0bcCceoBaHNE
HOI'0 CETEBOr0 COEIUHEHHU
a Tect CobecenoBanne
[Mpaktuyeckas pabo Cob
1.11. Kpuntorpahuuecku | 14 obecenosanme
€ METO/IbI 3aIUThl HH)OP
Manun Tecr CobecenoBanue
IIpakTudeckas pabo Cob
1.12. AHTUBHUpYCHBIE CPE | Ta obeceioBaHne
JICTBA 3aIIUTHI HHpOpMaI]
un Tect CobeceoBanue
P16 3HaHUe : COBPEMEHHBIX M Ipaktiueckas pa6o
€TOJIOB U CPEICTB 3aIUT Ta Cobecenosanne
1.1. BBenenue B uH(OpMa
bI HHpOPMAUU
LHOHHYIO 0€30MaCHOCTh
Tect CobecemoBanue
[IpakTuaeckas pabo Cob
1.4. Vicnionb30BaHue KpUI | 14 0beCcenoBaHne
TOTpapUIeCKUX CPEICTB 3
AUMTE! HHGOpMAIHH Tect CobecenoBanue
IIpaktrueckas pado
p p CobecenoBanue

1.6. Peanuzamus paboTh

HHPPACTPYKTYPHI OTKPHIT
BIX KJIIOUYEH

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo

1.7. Texuuueckue cpeacT | ta Cobecenopanne
Ba ¥ METOJBI 3aIUTEI UH
opmartuu Tect CobecenoBanue
Pa7 YMeHue : aHaIu3upoBaTh IpakTiueckas pa6o
uHpopManuonHyo 6e3on | 1.5. OpranuszauuoHHoe 00 | g Cobecenosanne
4CHOCTb OpTaHU3aLHU ecrieueHne HHPOPMAIHOH
HOi Oe30macHOCTH Tecr CobecenoBaHue
[MpakTuyeckas pabdo Co6
1.6. Peannsauus pabotel | 14 0beCeIOBAHNC
UH(PACTPYKTYPBI OTKPHIT
BIX KJIHOUCH Tect CobecemoBanue
[pakTudeckas padbo Co6
1.7. Texuuueckue cpeact | tq obeceioBaHuC
Ba M METOJbI 3aIl[UThI MH
dopmaru Tecr CobecenoBanue
IIpakTrueckas padbo
1.9. TIporpammHo-annapa p p CobecenoBanue
THEIE cpeacTBa U MeToxsl | T8
obecrieueHns: HHGOpMaIH
OHHOI 0€30IaCHOCTH Tecr CobecenoBanue
PI8 HaBbik : Bnanenus cospe IpakTiueckas pa6o
MEHHBIMH TEXHOTOTHSMH | 1.4. Mcrions30BaHme KU | 1q Cobecenosanne
U METOoJaMH obecnieueHus Torpa(bﬂqec[(ﬂx CpEACTB 3
HH(bOpMaHHOHHOﬁ Oesora AIIATHI I/IH(i)OpMaI.II/II/I Tect Co6ece)103aH1/1e
CHOCTH OpraHu3aInu
[MpakTuyeckas pabdo Co6
1.5. OprauusanuonHoe 06 | tq 0bcCceoBaHNE
ecrieueHne HHPOPMaIHOH
HOIt 6e30MacHOCTH Tect CobecenoBanue
IIpakTrueckas pabo
19 HpOFpaMMHO-aHHapa p p CO6eCCZ[OBaHI/IC
THBIE cpejcTBa U MeTonsl | T8
obecriedeHnst MHPOpMAI
OHHOM 0€30I1aCHOCTH Tecr Cobecenosanue
IIpakTudeckas pabo Cob
1.10. Hacrpoiika 6e3onac | 1q 0beCeoBanrE
HOT'O CETEBOI0 COEAUHEHHU
a Tect CobecenoBanue
[Mpaktuyeckas pabo Cob
1.11. Kpuntorpahuuecku | 14 00€ccIoBaHmne
€ METO/IbI 3aIUThl HH)OP
Manun Tecr CobecenoBanue
P19 3HaHUE : COBPEMEHHBIX T TTpaktiyeckas pa6o
XHOJIOTHH, METONUK U cpe | 1.4, Mcnonb3oBanue Kpun | g Cobecenopanmue
ACTB 3alllUThI I/IH(I)OpMaIII/I TorpaqmquKHx CpeacTB 3
" AWTH! HHPOpMALIH Tect CobecenoBanne
IIpaktrueckas pado
p p CobecenoBanue

1.6. Peanuzamus paboTh

HHPPACTPYKTYPHI OTKPHIT
BIX KJIIOUYEH

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo

1.7. Texuuueckue cpeacT | ta Cobecenopanne
Ba U METO/IbI 3AIIUThI HH
opmartum Tect CobecemoBanue
[paktudeckas pado Co6
1.8. CpencrBa cTeranorpa | tq obeceioBaHuC
¢bun I 3amuTH HHGOPM
amun Tect CobecenoBanue
IIpaktuueckas pado
19 HporpaMMHO-aHHapa p p C06eceHOBaHHe
THEIE cpeAcTBa U MeTonsl | T8
obecrieyeHust HHpOpMaIH
OHHOI 6e30mMacHOCTH Tecr CobecenoBanne
[pakTudeckas padbo Co6
1.10. Hactpoiika 6e3omac | 1q obeceioBaHuC
HOTO CETEBOTO COCMHECHH
q Tecr CobecenoBanue
[MpakTuyeckas pado Co6
1.11. Kpunrrorpaduuecku | 14 obeceioBaHne
€ METO/IbI 3aIIUThI HHPOP
Manun Tect CobecenoBanue
[IpaxTuyeckas pabo Cob
1.12. AuTUBUpYCHBIE CpE | T4 00ECENOBaHNE
JICTBA 3aIUTHl MHPOPMALL
nn Tecr CobecenoBanue
P10 YMeHue : ynpaBiste UHD TpakTiyeckas pa6o
opMaluoHHOH 6e3onacHo | 1.5. OpranuzanuoHHoe 00 | g CobecenoBanne
CTbIO OpTraHu3alluu €CIICYCHHE HHQ)opMaLu/IOH
HOIt 6e30MacHOCTH Tect CobecenoBanue
[IpaxTuyeckas pabo Cob
1.6. Peanusanus pabotsl | 14 0becenoBaHne
UH(PACTPYKTYPhI OTKPHIT
BIX KIFOICH Tecr CobecenoBanue
P11 HaBrbIk : B1agieHUs METO IpaxTnueckas paGo
amu ouenku puckos uHdO | 1.6. Peanusawns paGoTsl | g CobecenoBanne
PMALMOHHOI (e3011aCHOC | HH(PACTPYKTYPBI OTKPHIT
TH i
BIX KIIHOHUCH Tect CobeceoBanue
IIpakTrueckas pabo
19 HpOFpaMMHO-aHHapa p p CO6eCCZ[OBaHI/IC
THBIE cpejcTBa U MeTonsl | T8
obecriedeHnst MHGOpMAII
OHHOM 0€30I1aCHOCTH Tecr Cobecenosanue
[IpakTuaeckas pabo Cob
1.10. Hacrpoiika 6e3omac | 1q 0beCcenoBaHne
HOT'O CETEBOr0 COSIHHEHH
a Tect CobecenoBanue
IIpaktrueckas pado
p p CobecenoBanue

1.11. Kpunrorpaduaecku
€ METO/IbI 3aIUThl HH(OP
Maluu

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo Co6
1.12. Autusupycusie cpe | g obeccnioBaHue
JICTBA 3aIUTHI HHPOPMAIL
HH Tect CobecemoBanue

4 Onucanue npoueaypbl OCHUBAHUA

KauectBo copmupoBaHHOCTH KOMIETEHIMM Ha JaHHOM OJTale OICHUBACTCS 110
pe3ynbTaTaM TeKYIIMX U MPOMEXKYTOUHBIX aTTECTAIMI MPHU MOMOIIM KOJIWYECTBEHHON OIICHKH,
BBIpOKEHHOW B Oaymax. MakcuMmainbHas cymma 0ayuioB 1o aucuuruimae (Moaynio) paBHa 100
Oayam.

O1eHOYHOE CPEICTBO
Bup yueOHOIt AesiTenbHOCTH Tecr TpaktHyeckue SK3aMer Hroro
3a1aHusl
JIeKIIMOHHBIE 3aHATHS 20 20
TIpakTrueckue 3aHsThs 40 60
TIpoMexyTOUHAs ATTECTALHS 20 20
Hroro 40 40 20 100

Cymma 0amtoB, HAOpaHHBIX CTYICHTOM I10 BCEM BUIAM YYCOHOU JEATSIHEHOCTH B paMKax
JTUCIUIIMHBL, IEPEBOJUTCS B OLIEHKY B COOTBETCTBUHU C TaOIHUIICH.

CymmMma Gamto

s Or1ieHKa 110 TPOMEX

YTOUHOH aTTecTalu XapakTepucTHKa KadyecTBa ChOPMUPOBAHHOCTH KOMITETEHIINI
MO JUCIHILIN "
He
CTyzeHT IeMOHCTPHpPYET CPOPMHUPOBAHHOCTh JUCIMIUTMHAPHBIX KOMIICTESHIINH, 00Ha
PY’KHBaeT BCECTOPOHHEE, CHCTEMATHIECKOE U TITy0OKOe 3HaHNE y4eOHOro MaTeprana
o191 110 100 «3a4TeHO» / » YCBOWII OCHOBHYIO JIUTEPATYpY H 3HAKOM ¢ JIOTIOJTHUTENBHON JINTEPaTypoii, pekoMe
«OTIINYHO» H/IOBaHHOU IPOTPaMMOii, yMmeeT CBOOOIHO BBIMONHATE MPAKTUYECKHE 3aJaHuUs, MIPe
YCMOTpEHHBIE TPOTrPaMMOH, CBOOOAHO ONEpHpyeT NIPHOOPETEHHBIMH 3HAHUSAMH, yMe
HUSIMH, IPUMEHSIET HX B CUTYALSIX OBBIIICHHOHN CIIOKHOCTH.
CryzieHT IeMOHCTpUpPYET CPOPMHUPOBAHHOCTD JUCIUILTHHAPHBIX KOMIIETEHIHN: OCHO
76 10 90 «3a4TeHo» / BHBIC 3HaHUSI, YMEHUS] OCBOCHBI, HO JIOIYCKAIOTCSl HE3HAYHUTEIIbHBIE OIIHOKH, HETOUH
or /6 ao «XOPOIIOY OCTH, 3aTPYAHEHUS TIPH aHATUTHYECKUX OTIepalusiX, IepeHOCce 3HAaHUI U yMEHUI Ha H
OBbI€, HECTAHIAPTHBIE CUTYAIHN.
CTyzeHT AeMOHCTPHUPYET ChOPMHUPOBAHHOCTH TUCIUIUIMHAPHBIX KOMIIETEHIIHI: B X0
«3a4TeHO» / Jie KOHTPOJIBHBIX MEPOTIPHUATHI AOMTYCKAIOTCS 3HAYNTENbHBIE OIIHOKH, TPOSIBIAETCS O
ot 61 10 75 «yIIOBJIETBOPUTENb | TCYTCTBHE OTAENBHBIX 3HAHUI, YMEHHI, HABBIKOB [0 HEKOTOPBIM JUCIUILIHHAPHBIM K
HO» OMIIETEHIMSM, CTY/ICHT UCIIBITHIBACT 3HAUNTENNbHbIC 3aTPYIHEHUS TIPH OIIEPUPOBaHH

1 3HAHUSIMH U YMECHUSAMMU IPU UX IEPEHOCE HA HOBBIC CUTYaAllUHU.

«HE 3a4TEHOY /

V crTynenra He chOPMHUPOBAHBI TUCHUIUTMHAPHBIE KOMIIETEHIINH, TPOSIBIISIETCS HE0C
ot 41 o 60 «HEYJOBJIETBOPHTE YA bopip et P [, TIp

TaTOYHOCTh 3HaHPII>i, yMeHHﬁ, HAaBBIKOB.

JIBHOY»
«HE 324TEHOY /
JlucuuIutnHapHbIe KOMITETEHIIMH He c(OpMHUpOBaHbL. [IpOSIBIsSETCs MOTHOE MM HPaK
ot 0 110 40 «HEY/IOBJIETBOPUTE . M
bHO® THYECKH MTOJTHOE OTCYTCTBHE 3HAHHI, YMEHHU, HABBIKOB.

S IIpuMepHBIE OLICHOYHBbIE CPEACTBA

5.1 IlpumepHbIii epevyeHb BOMPOCOB MO TeMaM

Yro Takoe nHpopmarmoHHas 6€301macHOCTh?

[lepeuncnure ocHOBHBIE YTPO3bl HH(POPMAITMOHHON 0€30MaCHOCTH.
Kakwue cymectByroT Mojenu nHGopManrnoHHON 6e30macHocT?
Kakue meToap! 3auThl HHPOPMALIUH BBILACTSIOT?

IIpaBo. Mctounuku npasa.

Kakue ocHOBHBIE 3aKOHBI B 00;1aCTH 3a1uThl HHPOpMaruu B PO?

ook wnE



o N

OxapakTtepu3syiiTe OMOMeTpHUECKHUE JaHHBIE KaK MEPCOHAIBHBIE TaHHBIC.
UYro Takoe nmpodeccuoHabHas TaitHa?UTo Takoe ciy>xeOHast TaitHa?

9. Uro Takoe koMMepUecKas TaiiHa?

10.

Kakne OCHOBHBIE MEXIyHAapOAHBIE CTAaHAAPTHI B 00JAaCTH HMH(POPMALUOHHOM

Oe3oracHocTu?

11.
12.
13.
14.

«OpamxeBast kauranISO/IEC 15408.

Kak cBsi3anbl MeXyHApPOIHBIE CTAHAAPTHI U CTaHAAPTHI PD?

CTO BP UBBC-1.1-2007. «Ayaut nHpOpMaIMOHHOH 0€30TaCHOCTHY.

PC BP UBBC-2.2-2009. «MeTtoauka OIICHKA PUCKOB HapyIeHUss HHHOPMAITHOHHOM

0€30I1aCHOCTHY.

15.
16.
17.
18.
19.
20.
21.
22.
23.
24,

Yto Takoe MmoauTHKa 0€30I1acHOCTH?
Urto Takoe MHKEHEPHAs 3aluTa 00bEKTOB?
buometpus. buomerpudeckue XapakTepUCTHKH.
Urto Takoe TeXHUYECKHUE KaHaJbl yTeUKH UH(opMaIun?
[Tepeunciute OCHOBHBIC BHJIbI TEXHUYECKHX KaHAIOB YTEUKH HH(OpMALIN?
Urto Takoe creunpoBepka?
Yro Takoe crenucciaeoBanmue?
Yro Takoe crnenoociemoBanue?
Yrto Takoe mporpaMMHO-aIapaTHbIE CPEACTBA 3aIIUThl HHpOpMaru?
KaKI/Ie MEXAaHNU3MbI peanmyIOT HpOFpaMMHO-aHHapaTHI)IC CpeI[CTBa 3alIUThI

uHpopmanuu?

25.
26.
27.

Kakue koMnbloTepHbIe€ yrpo3bl O€30M1aCHOCTH CYILIECTBYIOT?
Yro Takoe cereBas pazBeaka? Kakue MeToabl 3a1IUTHI IPOTUB HEE CYILIECTBYIOT?
Urto takoe unbekius? Kakue Buibl MHBEKINMA cyniecTBYOT? Kakue MeTo b1 3auTh

IMPOTHUB HUX CYI_HGCTBYIOT?

28.

Uro Takoe oTkaz B oOciayxuBaHuu? Kakue MeTOAbl 3alUTHl IMPOTHUB HETO

CYyILIECTBYIOT?

29.
30.
31.
32.
33.

ceryac?

34.
35.
36.
37.

OcHoBHbIE BUIbl IPOIPAMMHBIX YSI3BUMOCTEH.

Yro takoe mmdp? Kaxue Buas! mudpos cyiecTByoT?

Uto Takoe cuMMeTpuuHBbIi mudp?

Kakne cumMeTpruyHble IUQPbI HCHOIB3YIOTCS ceiyac?

Uro Takoe accumerpuunblil mmgp? Kakue accumeTpuyHble MHPPHI UCTOIb3YIOTCS

[TpuHIMI TOCTPOECHUS CHMMETPUYHBIX MIH(POB.
[TpuHIMT MOCTPOEHHS ACCUMETPUYHBIX IIU(PPOB.
CranpaptHble UQPHI.

[Torounsle mupsI.

Kpamkue memoouueckue ykasanus

CobecenoBanre MPOBOIUTCS B YCTHOW (popMe BO BpeMsl MOCIEIHEro 3aHATHS MO TeMe.
OOyuaronemMycs 3a1aeTcst 2 CIy4alHbIX BOMPOCA U3 CIUCKa BOMPOCOB. OOyJaromuiics 10JKEeH
OTBETUTH Ha BOTMPOCHI B TeUE€HUE 5 MUHYT. Bo Bpems mpoBeeHus codece10BaHus NCIOIb30BaHNE
JTUTEPATYPBI U APYTUX HHPOPMAIIMOHHBIX PECYPCOB HE JIOMTYCKACTCSI.

IlIxana oyenku

Ne bansl OnucaHue

4 32-40 CTYIEHT NMOJHOCTHIO OTBETHJ Ha 3aJaHHBIE BOIPOCHI

3 24-31 CTyZIeHT CMOT IOYTH HOJIHOCTHIO OTBETUTH HA 3aJJaHHBIE BOIIPOCHI

2 15-23 CTyZIeHT J1aJl HeTIOJHBIN OTBET Ha BOMPOCH], HO CMOT NEPeaTh OCHOBHYIO CYTh BOIIPOCa
1 0-14 CTyZIeHT He CMOT MM ()parMEeHTapHO OTBETHJI Ha 3a/IaHHBIE BOIIPOCHI

5.2 IlpumepsI 3agaHU )15 BBINOJHEHNs MPAKTHYECKUX padoT

Tema 1. IlpumeHeHue HHPOPMAIMOHHBIX TEXHOJOTUN JJs M3y4YEHHUS] BOIPOCOB
OpraHU3alMOHHO-TIPABOBOI0 o0ecreyeHnss HHPOPMALIMOHHOM 0€301acHOCTH.



Tewma 2. Mcnionb3oBanue KpUNTOrpaQuUIecKux CPeCTB 3alIUTH HHPOPMAIIHH.

Tewma 3. Peanuzarust paboTel HHGPACTPYKTYPHI OTKPBITHIX KITFOUCH.

Tema 4. Cpencrpa creranorpaduu JUIst 3alUTH HH()OPMAIIHH.

Tema 5. Hactpoiika 6€301macHOTO CETEBOTO COCTMHECHHUSI.

Tema 6. AHTUBHPYCHBIE CPEJICTBA 3aIUTH HH(POPMAITUH.

Kpamkue memoouueckue ykaszanus

Ha BeImosiHeHWE OJHOW TpPAaKTHUECKOH pabOThl OTBOAWTCS HE Ooyiee 3 JBYXYaCOBBIX

3aHsaTui. Ilocie BBIOJTHEHHS Ka)I(HOfI HpaKTquCKOﬁ pa6OTBI CTYACHT OOJIKCH IPCACTAaBHUTH
OTYCT O €€ BLIIIOJIHCHHH, a TAKIKC, 10 YKAa3aHUAM IMPCHIOAaBaTECIs, BBIIIOJIHUTE JOIIOJHHUTCIBHBIC
IMPAKTUYCCKUE 3alaHUA 110 TEME HpaKTquCKOﬁ pa6OTBI.

IIxana oyenku

No

Bannsr Onucanne

5

CTy,I[eHT MpeaoCTaBIsICT OTUYET HOHpaKTH‘leCKOfI pa60Te O(i)OpMJ'IeHHBIfI B CTPOIroM COOTBETCTBU
32-40 uc Tpe6OBaHI/I$IMI/I By3a. I[eMOHCTpI/IpyeT XOJ BBITIOJIHEHUS 3aJaHUsl, OTBEYACT Ha BOIIPOCHI 110 3
aTaHHIO.

CTyzeHT npeaocTaBisieT OTUYET MOMpPaKTHIecKoi paboTe o(popMIIEHHBIH B CTPOTOM COOTBETCTBH
26-31 U ¢ TpeOOBaHUAMU By3a. JleMOHCTPHPYET X0 BHIOTHEHHUS 3aJaHUsI, HO HE OTBEYAET Ha BOIPOC
bl 110 33/IaHHIO.

CTyIeHT MpeaocTaBisieT OTUYET MOMPAKTUYECKOM paboTe 0pOPMIIEHHBIH B CTPOrOM COOTBETCTBH
18-25 U ¢ TpeboBaHusAME By3a. Ho He cmocoOeH MpoAeMOHCTPHPOBATh XO1 BBITOIHEHHS 3aaHus, OTB
eyaeT Ha BOIPOCH 110 33/IaHHIO.

CTYIEHT MPeaoCTaBISIET OTYET MONPAKTUIECKON paboTe 0hOPMICHHBIN C OIIMOKAMH COOTBETCT
11-24 BUU ¢ TpeOOBaHUAMH By3a. HE IEMOHCTPUPYET XOJ BHIMOTHEHHUS 3aJaHNs, OTBEYAET Ha BOIIPOCHI
110 331aHUIO C HETOYHOCTSMH.

CTyIEeHTOM JIEMOHCTPUPYET OTYET, HO HE MOKET PacCKa3aad HU O BBIIOJHEHUM 3ajaHUsl, HU OT
BETHUTH Ha BOIPOCHI 110 HeMy. JInOo oTUeT He npenocTaBieH

5.3 KoHTpoJIbHBII TecT

1. K mpaBoBeIM MeTonaM, OOECTIEUMBAIOIINM HWH(POPMALMOHHYIO O€301acHOCTb,

OTHOCATCA:

a) Pa3paboTka arnmapaTHbIX CpeACTB 00ECIICUEHUS MTPABOBBIX JTaHHBIX

0) Pa3paboTka 1 ycraHOBKa BO BCEX KOMIIBIOTEPHBIX MPABOBBIX CETSX )KYPHAJIOB yUeTa
JeucTBUM

B) Pa3paboTka u KOHKpeTH3aus NpaBOBbIX HOPMATUBHBIX aKTOB OOeCTIeueHUs
0e301macHOCTH

2. OCHOBHBIMM MCTOYHHMKaMH YIrpo3 HH(OpPMALMOHHOW O€30MacHOCTH SIBJISIOTCS BCE

YKa3aHHBIC B CIIUCKE!:

a) XuleHue )XeCTKUX JUCKOB, MOAKIIOUEHNE K CETH, HHCAIIEPCTBO

0) [TepexBat JaHHBIX, XHUIIEHUE TAHHBIX, H3MECHEHUE aPXUTEKTYPhI CHCTEMBI

B) XHUIIEHUE TaHHBIX, OAKYI CUCTEMHBIX aIMUHUCTPATOPOB, HAPYIIIEHUE PETJIaMeHTa
paboTsl

3. Bunst undopmannonHoi 6€30mMacHOCTH:
a) [lepconanpHasi, KOpIOpaTUBHAS, TOCYJaPCTBEHHAS
0) Knuenrckas, cepBepHas, cereBas

B) JlokanbHasi, riio0aibHas, CMEIIaHHas

4. Uemu wuHpopManMOHHON 0€30MaCHOCTH — CBOEBpPEMEHHOE OOHapy»XeHHE,

peynpexaeHue:

a) HecaHKimoHMpOBAHHOTO JOCTYIA, BO3JICUCTBUS B CETH



0) UHcaiinepcTBa B OpraHu3alnuu
B) Upe3BbIYailHbIX CUTyallui

5. OcHoBHbIE 00BEKTHI HHPOPMALIMOHHON 0€30M1aCHOCTH:

a) KomnrorepHsle cetu, 0a3bl JaHHBIX

0) adopmanmoHHbIe CUCTEMBI, IICUXOJIOTHYECKOE COCTOSIHUE TTOJIb30BaTeNeH

B) busHec-opueHTHpOBaHHbBIE, KOMMEPYECKHE CHCTEMBI

6. OCHOBHBIMU pHCKaMH HH(POPMAIIMOHHOW 0€30MTaCHOCTH SIBJISIFOTCSI:

a) Mckaxenne, ymeHblIeHHE 00bEMa, IEPEKOANPOBKA HHPOPMALIUN

0) Texnuueckoe BMEIIATENbCTBO, BBIBEACHHUE U3 CTPOsi 000PYAOBaHUS CETH

B) [loreps, uckaxenue, yreuka nHGopMauu

7. K ocHOBHBIM npuHIMTIAM oOecrieueHust nH(HOPMAIIMOHHON 0€30IaCHOCTH OTHOCUTCS:
a) DKOHOMHYECKOH 3PPEKTUBHOCTH CUCTEMBI O€30TTaCHOCTH

0) MHoromiaThopMEeHHOW pean3aiyi CUCTEMBI

B) YcuieHMs 3aIUIIEHHOCTH BCEX 3BEHBEB CUCTEMBI

8. OcHOBHBIMH CyOBEKTaMU HHPOPMALIMOHHOM G€3011aCHOCTH SBJISIOTCS:

a) PykoBoguTenu, MEHEDKEPBI, aIMUHUCTPATOPbl KOMITAHUI

0) Opransl 1paBa, rocyaapcTBa, Ou3Heca

B) CereBble 06a3bl JaHHBIX, (haepBOILIBI

9. K ocHOBHBIM (DYHKIHSIM CHCTEMBI 0€30MTaCHOCTH MOYKHO OTHECTH BCE MEPEUHCICHHOE:
a) YCTaHOBJIEHUE PETIaMEHTa, ayIUT CUCTEMBI, BBISIBICHUE PUCKOB

0) YcraHOBKa HOBBIX O(HMCHBIX IPUIOKEHUH, CMEHA XOCTHHI-KOMITAaHUH

B) Buenpenue ayrentuduxanum, npoBepka KOHTAKTHBIX IaHHBIX MOJIb30BaTeNIEN
10. IlpuHnunom uHGOpPMALIMOHHONW O€30MaCHOCTH SIBJIETCS MPUHIIUI HEAOMYILIEHUS:
a) HeornpaBaaHHbIX orpaHu4eHuil mpu paboTe B ceTu (cucreme)

0) PrckoB 0€301MacHOCTH CETH, CHCTEMBI

B) [Ipe3ymniuu cekpeTHoCcTH

11. [IpyHIKMTIOM NOJIUTHUKYA UHPOPMALIMOHHON O€30MaCHOCTH SABISETCS MPUHIIHIIL:
a) HeBO3MO>KHOCTH MUHOBATh 3aLIUTHBIE CPEJCTBA CETU (CUCTEMBI)

0) YcuieHruss OCHOBHOTO 3B€HA CETH, CUCTEMBI

B) [TonmHOTrO GNIOKMPOBaHMUS AOCTYMA MIPU PUCK-CUTYAIUSIX

12. IIpyHUIMIIOM MOMUTHUKHU UH(DOPMALIMOHHONW O€30MaCHOCTH SIBJISIETCS MTPUHIINIIL:
a) YcuieHus 3alUIIEHHOCTHA CaMOT0 HE3alUIIIEHHOTO 3BEHA CETH (CUCTEMBI)

0) I[lepexona B OezomacHoe COCTOSHUE PaOOTHI CETH, CUCTEMBI

B) [ToHOTO MOCTYMA MOJIB30BATENEH KO BCEM PECYpPCaM CETH, CUCTEMBI

13. IlpuHUIMTIOM MOMUTUKH UH()OPMALIMOHHON O€30MMaCHOCTH SIBJISETCS MPUHLIUIL:



e a) Paznenenus nocrymna (00s13aHHOCTEN, TPUBUJICTH ) KIIMEHTAaM CETH (CUCTEMBI)
e 0) OgHOYpPOBHEBOU 3AIMTHI CETH, CUCTEMBI
° B) COBMCCTI/IMBIX, OIHOTHUITHBIX NPOrpaMMHO-TCXHUYCCKUX CPCACTB CCTU, CUCTCMBI

14. K 0CHOBHBIM THUIIaM CPEICTB BO3/ICUCTBUS HA KOMITBIOTEPHYIO CETh OTHOCHUTCSI:

o a) KommbroTepHslii cO0it
e 0) Jlornyeckue 3aKaaaKu («MHUHBI»)
e B) ABapuiiHOE OTKJIIOUEHHUE MUTAHUS

15. Koraa monydeH cnam 1o e-mail ¢ npuiaox€HHbIM (haiiom, CleayerT:

o a) [IpounTarh NpUIOKEHHE, ECITU OHO HE COJEPHKHUT HUYETO [IEHHOI0 — YAaJIUTh

e 0) Coxpanuts npuiiokeHue B nanke «Crnam», BeIACHUTD 3aTteM IP-anpec reneparopa
criama

e B) YIanuTh NMCHMO C IPUIIOKEHUEM, HE pACKphIBasi (HE UNUTas1) €ro

16. Ipuanun Kupxroda:
o a) CekpeTHOCTh KIIF0YA OIPEAETICHa CEKPETHOCTHIO OTKPBITOIO COOOIIEHNUS

e ©0) CexperHOCTH HHPOPMALIUHU ONPEETICHa CKOPOCTHIO NIEpeaayy JaHHBIX
e B) CeKkpeTHOCTb 3aKPHITOrO COOOIIECHUS OMPEEIIAETC CEKPETHOCTHIO KITF0Ya

17. OUII — sTo0:
e a) DnekTpoHHO-1MPOBOIT Mpeodpa3zoBaTelib
e 0) DnexTpoHHO-IM(POBAs MOANNCH

e B) DIEKTPOHHO-LU(POBOI MpoLeccop

18. Hambonee  pacmpocTpaHeHbl  Yrpo3bl  HMHPOPMAIMOHHOW  OE30MaCHOCTH
KOPIIOPATUBHON CHUCTEMBI:

e a) [lokynka HenmuuensuonHoro 10
e 0) OmunbOKM FKCIUTyaTallMM ¥ HEYMBIIIJIEHHOTO U3MEHEHUS PeKUMa PabOThl CUCTEMBbI
o B) Co3HarenbHOE BHEAPEHUE CETEBBIX BUPYCOB

19. Haubonee pacpocTpaHeHbl yrpo3bl HHHOPMAIIMOHHON 0€3011aCHOCTH CETH:
o a) Pacnipenen€HHblil JOCTYN KJIMEHTA, OTKa3 000py10BaHUs
e 0) MopanbHbIil U3HOC CETH, MHCAI1EPCTBO
o B) COo0if (0TKa3) 000pyIOBaHMS, HEJIETATHFHOE KOTTMPOBAHUE TAHHBIX

20. Haubonee pactipocTpaHeHbl CpeCTBA BO3ICUCTBUS Ha CETh oduca:
e a) Cnalwlif TpaguK, HHPOPMAIIMOHHBIM 00MaH, BUPYChl B UHTEPHET
e ©0) Bupycsl B ceTu, TOrHuecKue MUHBI (3aKiIa] 1K1 ), WHGOPMAIIMOHHBIN MepexBar
o B) KomnbiorepHsie cOou, U3MEHEHHE aJMUHUCTPUPOBAHUS, TOMOJIOTUN

21. Yreukoi I/IH(I)OpMaI_[I/II/I B CUCTCMC HA3bIBACTCA CUTYyallUs, XapaKTCPU3yCMa:

o a)[lorepeli naHHBIX B cUCTEME
e 0) smenenuem popmbl uHGOpMaIUU



o B) I3Menenunem conepxanus HHGOpPMALUU

22. CpoiictBamu wuH(pOpManuy, HauOoiee aKTyalbHBIMH TpU  OOECreYeHUuHr
MH(POPMALIMOHHOM O€3011aCHOCTH SIBIISIOTCSL:

e a) llenoctHOCTh
e 0) HdoctynHoCTh
e B) AKTyaJIbHOCTh

23. Yrpo3a uapopMaioHHO! cuctemMe (KOMITbIOTEPHOM CEeTH) — 3TO:

o a) BeposTHoe coObiTHE
e 0) llerepMuHMpPOBaHHOE (BCET/Ia ONPEACIEHHOE) COOBITHE
o B) [lepuoanyecku moBropsrouieecs COObITHE

24. Wudopmarus, KOTOPYIO CIEIyeT 3aluiarh (0 HOpMAaTHBaM, TMpPaBHUJIAM CETH,
CUCTEMBI), Ha3bIBACTCA:

e a) PernmameHTUpOBaHHOM
e 0) [IpaBoBoit
e B) 3amumiaeMou

25. Pa3HoBugHOCTAMH yrpo3 0Oe3omacHOCTH (CeTH, CHUCTEMBbl) SBISIOTCA BCE
NEPEYUCIICHHBIE B CIIUCKE:

e a) [IporpaMMHBbIe, TEXHHUECKUE, OPTaHU3aIMOHHBIC, TEXHOJIOTUICCKHE
e 0) CepBepHble, KIMEHTCKUE, CTYTHUKOBBIE, HA3EMHbBIC
e B) JInuHbIe, KOPNIOPATUBHBIC, COIIMATILHBIC, HAITMOHAILHBIC

26. OxoHYATENIbHO, OTBETCTBEHHOCTh 3a 3allMIIEHHOCTh JaHHBIX B KOMIIBIOTEPHON CETU

e a) Brnanenen cetu
e 0) AIMUHUCTpPATOp CETH
o B) [Tonp30Barens cetn

27. IlonuTrka 6€30MaCHOCTH B CUCTEME (CETH) — 3TO KOMILIEKC:

o a) PykoBoacTs, TpeOoBaHMii o0ecriedyeHHnss HE0OXO0AUMOTO YPOBHS O€30M1aCHOCTH
e 0) MHCcTpyKIMii, aITOPUTMOB MOBEAEHUS OJIB30BATEINS B CETH
e B) HopMm nndpopmanmonHoro npasa, coOII0AaeMbIX B CETU

28. Haumbonee BaxkHBIM MpU peaTU3ANMHM 3aAMUATHBIX MEP TOJUTUKH OE€30MaCHOCTH
SBJISIETCSL:

e a) AyaWT, aHAJIK3 3aTPaT Ha MPOBEACHUE 3ALTUTHBIX MEP
e 0) Ayaut, aHanu3 0€30MMacHOCTH
e B) AyauT, aHanu3 ysI3BUMOCTEH, PUCK-CUTYaIHil

Kpamkue memoouueckue ykasanus
[lepen pemieHreM TECTOB BHUMATEIBHO CIIEAYET O3HAKOMBCS C KaXKIbIM BOIPOCOM H
MpeayiaraeMbIMH  BapHaHTaMH OTBETOB. 3aTeéM HEOOXOJIWMO OMUPasCh Ha TEOPETHUYECKUU



MaTepuall, CBA3aHHBIM C TEMOM BOIPOCAa COIOCTaBUTH €r0 C NPUBEACHHBIMM BapUaHTaMU.
BeiOupaeTcst TOT OTBET, KOTOPBIH TOYHO OTpaXkaeT U3JI0KEHHbIE (PaKTHI.

IIxana oyenku
Ne | Bamer | Onucanue
1 CTyzieHT a1 BepHbIH OTBET Ha TECTOBBIN BOIPOC
1 0 CTyZIeHT J1ajl He BEPHBIH OTBET Ha TECTOBBII BOIIPOC
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