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1 Hessp, nuiannpyemMble pe3yabTaThl 00y4eHHs 110 AUCHHUIINHE (MOLYJII0)

0E30MacHOCTh W 3aluTa
3HAaHUU B o0OJacTu

Lensro
uHpOpMALIUN

OCBOCHHA
SABJIICTCA

muctumuiniael - «MHpopmaronnas
dbopMUpOBaHUE y CTYACHTOB CHCTEMBI

HH(l)OpMaHHOHHOfI 0€30IaCHOCTU H IIPUMEHCHUA Ha IIPAaKTHKE MCTOAOB KU CPCACTB 3alllUTHI

uHpOpMaLnu.

3amaul  OCBOEHHUS JIUCIUILIUHGI

dbopmupoBaHue

YMEHHUS

o0ecreunTh

3aIIUTY

uHpopManuu 1 00beKTOB HH(pOpMaTH3aLKH; (OPMUPOBAHUE YMEHUS COCTABIATH 3asIBUTEIBHYIO
JOKYMEHTAIIMI0 B HAJ30pHBIE TOCYJapCTBEHHBIC OPTaHbl WHPOKOMMYHUKAIIMOHHOW OTpAaciy;
¢opMHpOBaHHE HABHIKOB BBIMOJHEHHS pPabOT B OOJIACTH TEXHUYECKOTO pPEryJIHpPOBaHUS,
cepTU(UKAMM TEXHHUYECKUX CPEICTB, CHCTEM, HPOLIECCOB, OOOpPYJOBAaHUS M MaTEPHAJIOB;
(dbopMUpOBaHNE HABBIKOB O0ECIICUEHUS 3aIUTH 00BEKTOB MHTEIUICKTYaIbHOM COOCTBEHHOCTU H
PE3YJIbTaTOB UCCIIEOBAaHUN U pa3padOTOK KaKk KOMMEPUYECKON TaliHBI TPEANPHITHS; HACTPOHKA U
o0CITy’)KMBaHHUE anmnapaTHO-IPOTPAMMHBIX CPEJICTB.

[TnanupyemMbpIMH pe3ynbTaTaMi 00yYEeHHUS O JUCHUILIHHE (MOAYIIIO), SBISIOTCS 3HAHHSA,
yMEHUS, HaBbIKU. llepeueHb MIaHUPYEMBIX PE3yJbTaTOB OOYUEHHS 10 JAUCHUILTUHE (MOJIYIIO),
COOTHECEHHBIX C IUIAHHPYEMBIMU pe3yJbTaTaMH OCBOCHHs 00pa30BaTEIbHON MNpPOTrpaMMBl,
npezcTasieH B Tabnuue 1.

Tabmuna 1 — Komnerenuu, popmupyemblie B pe3yinbTaTe U3YyYeHUS TUCITUTUIMHBI (MOIYIIS)

PesynbTarel 00yueHus O JUCIUILTUHE

OCHOBC

npodeccuoHaTbLHOM

Kon u Konn
Haspanue hopMyIrpoBKa
OIIOII BO, hopmyHpoBKa HHIUKaTOpa Koz
COKpaIIeHHOE KOMIETEHIIUH JOCTHKEHHS pe3yib DopMynHUpOBKa pe3ynbTaTa
KOMITCTEHIINT
TaTa
09.03.04 OIIK-1 : Ciocoben OIIK-1.2k : Pemaer P10 | Ymenue | ympaBiasrs
«IIporpammHas | IpUMEHSTH npodeccroHaNbHbBIE nHpopmMannoHHo
WHKCHEPUS» | ecTeCTBEHHOHAydYHBIC | 3agadM ¢ 6€301acHOCTEI0
(b-1H) 1 OOICHHKCHEPHBIE | MIPUMEHEHUEM OpraHu3aINH
3HAaHUs, METOJIbI €CTECCTBCHHOHAYYHBIX PJI3 VYMeHue | ucronb3oBaTh
MaTeMaTHYECKOTO 1 OOLIENH)KEHEPHBIX COBPEMEHHEIE
aHaIM3a U 3HAHUH MPOTPaMMHO-
MO/JICJIUPOBAHHUA, anmnapaTHbIE CPEICTBA
TEOPETUIECKOTO U 3aMIUThl HHPOPMAIUU
9KCIEPUMEHTATIBHOT'O P14 | Ymenue | oOecrieunBaTh 3alIuTy
HCCIICIOBaHNA B yHpOpMAIIH
npodeccHoHaTbHOM P15 Haprik | Biagenus
ACATCTEHOCTH COBPEMEHHBIMH
MeTOZaMHU 00ecTIeYeHUS
3aIUThl HHPOPMALUU
PJ16 3HaHWE | COBPEMEHHBIX METOJIOB U
CPEICTB 3aIUTHI
nHpOpPMALNH
P/I8 HaBrik | Bnagenus
COBPEMEHHBIMHU
TEXHOJIOTHSIMH U
METOIaMU 00eCIIeueHUsI
nHPOPMATMOHHON
6e3omacHocTH
OpraHu3alu
OIIK-3 : Ciocoben OIIK-3.1k : P/1 3HaHUE | COBPEMEHHBIX 3aKOHOB,
pemaTs ctangaptHsle | IIpumenser CTaHJApTOB, METO/OB U
3a1a4n TIPUHINIIBL, METOJIBI TEXHOJIOTHH B 001aCTH
npodeccrnoHabHOM 1 CPEJICTBA PEIICHUS 3aMIUThl HHPOPMAIUU
IEeATEIIbHOCTH Ha CTaHIApTHBIX 33729 P11 HaBeik | BiageHus metogaMu

OLICHKU PUCKOB




MHPOPMAITMOHHON 1
oubmuorpaduueckoit
KYJIBTYPHI C
IpUMEHCHAEM
WHPOPMALINOHHO -
KOMMYHHUKAIIHOHHBIX
TEXHOJIOTUH U C
YYETOM OCHOBHBIX
TpeOoBaHUit
nH(OpMaLMOHHO
6e3omacHoCTH

JesATEIFHOCTH Ha MHPOPMALMOHHON
OCHOBE 6e30macHoCTH
UH(QOPMALHOHHON U PJI2 | 3mamme | TpeGoammii k 3ammre
o6ubnmorpaduaeckoit nHPOpPMALTNH
KYJBTYPBHI C OIIPEe/ICNICHHOTO THIA
NpUMCHCHUEM P07 | YMeHue | anHanusupoBaTh
MH(OPMAIHOHHO~ UH(OPMALUOHHYIO
KOMMYHUKAIIUOHHBIX 0e30IacHOCThb
TEXHOJIOTHUM U C OpraHu3aln

Y1ETOM OCHOBHBIX P19 | 3mamme | coBpemeHHBIX
TpeOoBaHUM TEXHOJIOTHH, METOANK U
MH()OPMALIOHHOH CPEICTB 3aIIUTHI
6e3omacHOCTH uHdOpMAIH

B mpouecce OCBOCHMS IHUCLMIUIMHBI pELIAIOTCA 3aJadd  BOCIHMTAHMS TapMOHHUYHO
pa3BUTOM, MATPUOTUYHON U COLMAIBHO OTBETCTBEHHOW JIMYHOCTH HA OCHOBE TPAILUIIMOHHBIX
POCCHICKHX yXOBHO-HPaBCTBEHHBIX U KYJIBTYPHO-HCTOPUYECKUX LIEHHOCTEH, NIPEACTABICHHBIC

B TaOnuie 1.2.

Tabmuna 1.2 — I{eneBbie OpUeHTHPHI BOCTIUTAHHS

BocnurareabHble 3a1a41

®opMuUpOBaHUE IEHHOCTeI

IleneBbie OpUEHTHPBI

(I)OpMI/II)OBaHI/Ie rpamaﬂcxoifl MO3UIUU U NTATPUOTU3MA

Bocnuranne yBaxkenus k Koncruryun u
3akoHaM Poccuiickoit @enepanuu

rpa)I(HaHCTBeHHOCTB

I[I/ICL[I/IHJ'II/IHI/IPOBEIHHOCTB

®opMHUpPOBaHUE TYXOBHO-HPABCTBEHHbIX LIEHHOCTEM

Bocnuranue yyBcTBa foira U
OTBETCTBEHHOCTH IIEPEN CEMbEU U
00IIIECTBOM

Hcabl

Bbicokue HpaBCTBEHHBIE

Oco3HaHue HEeHHOCTH
npodeccuu

@opMuUpOBaHHE HAYYHOI'0 MHPOBO33PEeHHs U KYJIbTYPbl MbILIJIEHHS

Pa3BuTre mo3HaBaTebLHOTO HHTEpECA U
CTPEMIJICHUS K 3HAHUAM

Cayxenne OTedecTBy U
OTBETCTBEHHOCTH 32 €T0 CyAb0OYy

CobmnroeHue MOpatbHBIX
TMIPUHIUIIOB

@DopMuUpOBaAHNE KOMMYH

HKATUBHBIX HABBIKOB U KYJIbTYPbI oﬁmemm

PasBurne ymenus 3 QpekTHBHO 00mAaThCs
U COTPYAHHYATD

Bs3aumomnomoris u
B3aHMOYBaKCHUE

CrnocoOHOCTh HAXOAUTB,
AHAJM3UPOBATH U
CTPYKTYpPHPOBAThH
HHPOPMALIUIO

2 MecTo aucuuniauHbl (MoayJsi) B ctpykrype OIIOIT

I[I/ICI_II/IHJ'II/IHa ((HH(bOpMaLII/IOHHaH 0€30IMacHOCTh H 3aluTa HH(bOpMaLIHH)) BXOJHUT B

6a3oByro yacTh bioka 1 Jluctumimzel (Monynu) yd4eOHOrO IUIaHa.

3. O0beM AUCHUNIMHBI (MOAYJIS)

O0beM JUCHUIUIMHBI (MOAYJSl) B 3aYETHBIX €IWHUIIAX C YKa3aHUEM KOJIMYECTBA
aKaJeMUYECKUX YacoB, BBIJEIECHHBIX HAa KOHTAKTHYIO paboTy ¢ oOy4aromuMmucs (o BUAAM
yueOHBIX 3aHATUI) U HA CAMOCTOATEIbHYIO paboTy, IPUBE/EH B TabauIe 2.



Tabmuna 2 — O6mmas TpyI0eMKOCTh AUCIUILTUHBI

Tpyno- O0BbeM KOHTAKTHO# paboThI (ac)

Cemectp €MKOCTb
Hassanne ((?60 Pl\:f Hacrs, 1/15101420)(: AynutopHas Bueayu- CpC fgihcd?
OIIOII BO H};; VII 30 é’)p YAHTOp TOpHas —

03(1)0’) 3.E.) Bcero

nek. | npak. | ma6. | ITA | KCP
09.03.04
IIporpammHas 0dO bl.b 5 3 73 36 36 0 1 0 35 c]

HHKEHEPHSI

4 CTpyKTypa M coJepkaHue TUCUUIIMHBI (MOXYJIs1)

4.1 Ctpykrypa aucuuminabl (MoayJs) aiss Q@O

TemaTnueckuil miaH, OTpa)KarOLUil coaep)kaHUue AUCLUILIMHBI (MIepeueHb pa3fesioB U
TEM), CTPYKTYPHUPOBAHHOE IO BU/IaM YUEOHBIX 3aHATHI C YKa3aHUEM UX 00HEMOB B COOTBETCTBHH
¢ yueOHBIM IIaHOM, IpHBeJieH B Tabaule 3.1

Tabmuua 3.1 — Pa3aensl quCHUTUIMHBL (MOJTYIs), BUIIBI Y4€OHON NeSITEIbHOCTH U (POPMBI
Tekyuero Kourpoust s 09O

Kon pe- Kon-Bo 4acoB, 0TBeIeHHOE Ha
dopma
Ne HasBanue Tembl 3ynbTara
Jlek [Ipaxt J1a6 CPC TEKYILEro KOHTPOJIs
00y4eHus
Beenenue B
1 | nadopmanmoHHyIO PJ1, P16 2 0 0 2 CobecenoBanue
6€3011acCHOCTb
IIpumenenue
HHPOPMAITMOHHBIX
TCXHOJIOTHHA U1 M3YHCHH OTYeT MO MPaKTHIECKOH
2 | BOmPOCOB OpraHU3aIOHHO- Pa1 0 2 0 3 P
pabore
MPaBOBOTO 00CCIICUCHUS
MH(OPMAIIMOHHOM
6€30MacHOCTH
IIpaBoBoe obecrieueHnE
3 | uHbOpPMATMOHHO Pa1, P12 6 0 0 3 CobecenoBanne
6€30MacHOCTH
Hcnons3zoBanue PI3, .
P/i4, OTUET M0 NPAKTUUECKOM
4 | xpunrorpadguyecKux CpeicTB P16 0 6 0 3 paboTe
3amuTH HHGOpMauu PJIS, P9
OpraHu3aioHHOE gﬁi’
5 obecnederne . PA7, 6 0 0 3 CobecenoBanue
MHPOPMAIIMOHHOM P18
6e3omacHoCTH PII10
PJI2,
PJl4,
Peanmuzanms paboTs PJi6, o
OTYET MO NMPaKTHIECKOM
6 | uHOPACTPYKTYPHI OTKPHITHIX Pa7, 0 6 0 3
o pabore
KITFOUCH PJ19,
PJI10,
PJI11
P13,
TexHu4eckue cpeacTna u P/,
7 pel PS5, 6 0 0 3 CobecenoBanne
METOAbI 3AIIUThI I/lH(l)OpMaLLI/II/I PI[6
PJ17, P19
8 Cpexcta creranorpaduu st PJIS, PJI9 0 6 0 3 OTYET MO MPaKTHIECKOH
3auThl UHQOPMAIMH pabore




P13,
[IporpammHoO-anmapaTHbie P/i4,
CPEICTBA U METObI PIS,
9 | obecmeuenust Pa7, 8 0 0 3 CobecenoBanue
UH()OPMAIIMOHHOM P8,
0€e30I1aCHOCTH P9,
P/11
PI3,
P14,
Hactpoiika 6e3omacHoro P/5, OTYET M0 MPAKTUUECKOHN
10 0 8 0 3
CETEBOT0 COEANHEHUS P/8, pabote
P19,
P/11
PIS,
1 Kpunrorpapudeckie MeToabl P8, 8 0 0 3 CoGecenopatie
3aIUTHl HHQOpMALUU P19,
P11
P/3,
P14, .
AHTHBUPYCHBIE CPE/ICTBA OTHYET M0 MPAKTUYECKOH
12 PJI5, 0 8 0 3
3aIUTHl HHQOpMAUU pabote
P19,
P11
Hroro no Tadsuue 36 36 0 35

4.2 Conep:xaHue pa3iejioB U TeM JUCHUIVIMHBI (Moay.s) njass ODO

Tema 1 Bseoenue 6 ungopmayuonHyo 6e30nacnocme.

Conepxanne Tembl: MHpOopMmarmonHas Oe3onacHocTh. OCHOBHBIC TOHATHSA. Mopaenu
UH(POPMALMOHHOM Oe30macHOCTH. Bupl 3amuiiaemoli ”HPOpMAIIUK.

@dopMBI ¥ METOJBI TPOBEACHHS 3aHITHHA 10 TeMe, NMPUMEHSIEMbIe 00pa30BaTeIbHBIC
TEXHOJIOTUH: JICKIIMOHHOE 3aHSTHE.

Bunbsl caMocTosATEIbHON TIOJTOTOBKH CTYJAEHTOB MO Teme: [1oAroToBKa K KOHTPOJIBHBIM
BOIIPOCaM coOeceI0BaHusl, MOATOTOBKA K MPOMEKYTOYHOM aTTECTAIMH.

Tema 2 Ilpumenenue uHGOPMAYUOHHBIX MEXHONO2UN O U3VUEHUS BONPOCO8
OP2aHU3AYUOHHO-NPABOB0O20 0beCcneyeHUs UHPOPMAYUOHHOU DE30NaACHOCTU.

Conepxxanue Tembl: Mcnosnb3oBaHue 0a3 JaHHBIX S HAXOXKICHUS M H3Yy4CHHS
HOPMAaTUBHBIX JOKYMEHTOB B 00J1aCTH MHPOPMAIIMOHHON 0€3011aCHOCTH.

@®opMbl U METOABI MPOBEACHUS 3aHATUI NO TeMme, MpUMEHseMble 00pa3oBaTeIbHbIE
TexHonoruu: [Ipakrnueckoe 3ananue.

Bunel camocToATEnpHOM NOArOTOBKM CTyIeHTOB o Teme: llogroroBka otuera 1o
MPAKTHYECKON paboTe, MOArOTOBKA K TPOMEKYTOUHOM aTTeCTallUH.

Tema 3 IIpasosoe obecneyenue uHGHoOpMayuoHHoU He30NaACHOCMU.

Conepxanne  Tembl:  OCHOBHbIE  HOPMAaTHBHO-TIPABOBbIE  aKThl B 00JacTu
uH(popManoHHON Oe3omacHocT. I[IpaBoBble 0OcCOOEHHOCTH obOecrieyeHus: 0e30MacHOCTU
KOH(pHIeHIIMATbHON MH(OPMAIIMK U TOCY1apCTBEHHON TaliHBI.

@®opMBI U METOABI MPOBEACHUS 3aHATHH TO TeMe, MPUMEHseMble 00pa3oBaTeIbHBIE
TEXHOJIOTUH: JIEKITMOHHOE 3aHATHE.

Buasl caMocTosSTensHON TOATOTOBKU CTYIEHTOB 10 Teme: [1oaroToBKa K KOHTPOJIBHBIM
BOIIpOCaM cobece0BaHusl, MOATOTOBKA K MPOMEXKYTOUHOM aTTeCTaI|H.

Tema 4 Hcnonvsosanue Kpunmozpaghuiueckux cpeocme 3auumul UHGOpMayuu.

Copepxanne tembl: Co3nanue 3amupoBaHHBIX (DailyIoOB U KPUNTOKOHTEHHEPOB U UX
pacudpoBaHue.

@®opMbl 1 METOJbI IPOBEJCHHS 3aHITUH 1O TeMe, NMpUMEHseMble 00pa3oBaTeIbHbIC
TexHosnoruu: [Ipakrnueckoe 3ananue.



Bugel camocToATeNnbHOM MOATOTOBKM CTYAEHTOB 1o Teme: lloaroroBka oryera mno
MpaKkTUYECKON paboTe, MOr0TOBKA K MMPOMEKYTOUHON aTTECTAIUH.

Tema 5 Opeanuzayuonnoe obecnevenue UHGOPMAYUOHHOU OE30NACHOCMIU.

Conepxanne Tembl: OCHOBHBIE CTaHAAPTHI B 00nacTH obecrieueHuss HHPOPMALMOHHOM
6e3omacHoctu. [lonutuka 6e3omacHOCTH. DKOHOMUYECKasi 0€30MaCHOCTh MPEIIPUSITHSL.

@opMbl U METOABI MPOBEACHUS 3aHATUI MO TeMe, MPUMEHsSEMble 00pa3oBaTeIbHBIE
TEXHOJIOruH: JIeKIMOHHOE 3aHsTHE.

Bunpl caMocTosTeNnbHON OATOTOBKU CTYJAEHTOB 110 TeMe: [1oAroToBka K KOHTPOJIBHBIM
BOIpOcaM cobeceIoBaHms, MOArOTOBKA K MPOMEKYTOYHON aTTeCTallUu.

Tema 6 Peanuzayusi pabomul uHhpacmpykmypvl OMKpblmblX Kiioyell.

Conepxxanne Tembl: Co3llaHHE YIOCTOBEPSIONIETO IEHTpa, T€HEpalus OTKPBITHIX H
CEKPETHBIX KJIIOYeH, co3gaHue CcepTU(HUKATOB OTKPBITHIX KIIOYEH, CO3/IaHUE AIIEKTPOHHOMN
MOJAMKCH, IPOBEPKA FICKTPOHHOU MOAHUCH.

@opMbl U METOJII NPOBEICHHS 3aHITUNA MO TeMe, MpUMEHseMble 00pa3oBaTeIbHbIC
texHojoruu: [IpakTuueckoe 3ananue.

Bunel camocTosTensHOM MOArOTOBKM CTyAeHTOB 1o Teme: l[loaroroBka oryera MO
MpaKkTUYecKor paboTe, MOJr0TOBKA K MPOMEKYTOUHON aTTECTAIUH.

Tema 7 Texnuueckue cpedcmea u Memoowl 3aujumvl UHGOpMaAYUU.

Copepxanne TeMbl: MHxeHepHas 3amuTa 00beKToOB. 3amuTa HHPOPMAIUH OT YTEUKH 110
TEXHUYECKUM KaHaJlaM.

@opMbBl U METOJBI TPOBEACHHS 3aHITUN MO TeMe, MpUMEHseMble 00pa3oBaTeiIbHbIC
TEXHOJIOTHH: JIeKIInOHHOE 3aHsTHE.

Bunel camocTosTenbHON MOJATOTOBKU CTYJAEHTOB 10 TeMe: [1oAroToBka K KOHTPOIBHBIM
BOTIPOCaM coOece0BaHusl, MOATOTOBKA K MPOMEKYTOYHOM aTTeCTaIIH.

Tema 8 Cpeocmesa cmezanozpaghuu 0ns 3auumol UHGOPMAYUU.

Copepxannie TeMbl: Vcronb30BaHue CPENICTB CTeraHOTpaduu A7 3alIUTHI (PaiiioB.

@dopMBI ¥ METOJIBI TPOBEACHHS 3aHITHHA 10 TeMe, NMPUMEHSIeMbIe 00pa30BaTeIbHBIC
texHonoruu: [IpakTuueckoe 3a1anue.

Buael camocToATENbHOM MOATOTOBKH CTYAEHTOB 1o Teme: l[loaroroBka oryera mo
MPAKTUYECKON paboTe, MOArOTOBKA K MPOMEKYTOUHOM aTTECTAIINH.

Tema 9 IIpocpammno-annapamuule cpedcmea u Memoovl 0becneyetst UHGHOPMAayUOHHOU
bezonacrocmu.

Copepxannie Tembl: OCHOBHBIE BUJbBI CETEBBIX UM KOMITBIOTEPHBIX yrpo3. CpeactBa u
METO/TBI 3aIIUTHI OT CETEBBIX KOMITBIOTEPHBIX YTPO3.

@opMBl U METOJBI TPOBEACHHS 3aHITUN MO TeMe, MpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOIOTHH: JIEKIIMOHHOE 3aHsTHE.

Bunel caMoctosTenbHON MOATOTOBKU CTYACHTOB MO Teme: [1oAroToBka K KOHTPOIBHBIM
BOTIpOCaM coOeceI0OBaHMs, MMOATOTOBKA K MPOMEXKYTOIHON aTTeCTAIINH.

Tema 10 Hacmpotixa 6e3onacnoz2o cemegozo coeOuHenus.

Conepxxanne Tembl: Co31aHMe 3alIUIICHHOTO KaHala CBSI3M CPEJACTBAMU BUPTYaIbHOU
YaCTHOM CETH.

@opMBl ¥ METOJBI TPOBEICHHS 3aHITHI TO TeMe, MpUMEHseMble 00pa3oBaTelIbHBIC
texHoyioruu: [IpakTudeckoe 3amanue.

Buabl camocTosiTenbHOM MOATOTOBKUA CTYAEHTOB Mo Teme: IloaroroBka oruyera Mo
MpaKkTUYECKOn paboTe, MOr0TOBKA K MPOMEKYTOUHON aTTECTAIUH.



Tema 11 Kpunmoepagpuueckue memoowt 3aujumul UHopmayuu.

Conepxxanne Tembl: CHUMMETPHUYHBIE M ACCUMETPUYHBIE CHCTEMBl HIM(POBAHUS.
[udppossie mnoamucu (DAeKTpoHHBIE moanmucH). MH)pacTpykTypa OTKPBITHIX —KIIOYEH.
Kpunrorpaduueckue npoToKoIbl.

@opMbl U METOABI MPOBEACHUS 3aHATUI MO TeMe, MPUMEHsSEeMble 00pa3oBaTeIbHBIC
TEXHOJIOTUH: JIEKIIMOHHOE 3aHsATHE.

Bunel caMocTosTenbHON NOATOTOBKU CTYJAEHTOB 110 TeMe: [1oAroToBka K KOHTPOJIBHBIM
BOIIpOCaM coOece0BaHusl, TOArOTOBKA K IPOMEXYTOUYHOM aTTeCcTaliHy.

Tema 12 Aumusupychsie cpedcmea 3awumsl UHGopmayu.

Coneprxanue TeMbl: VM3ydeHne HACTPOEK CPeACTB aHTUBUPYCHOM 3aIIUTHI HHPOPMALIUH.

@opMbl U METOJbI NPOBEACHHS 3aHITUN MO TeMe, MpPUMEHseMble 00pa3oBaTeIbHbIC
texHosioruu: IIpakTuyeckoe 3aganue.

Bunel camocTosiTensHOM MOArOTOBKM CTyAeHTOB mo Teme: lloaroroBka oTuera 1o
NPaKTUYECKOH paboTe, MOArOTOBKA K IPOMEKYTOUHON aTTECTAIHUH.

5 Meroauyeckne YyKazaHusl sl OOY4YAIOIIMXCH MO M3YYEHHI0 M PpPeau3aluu
AUCHUILIMHBI (MOZYJIs1)

5.1 Meroanueckne peKOMeHAAUMH OOYYAWIIUMCH M0 M3YYEHHUI0 [UCUMIUIMHBI H 10
o0eceYeHn 0 CaMOCTOSITeJIbHOM padoThI

Texymias camocrositenbHas padoTa 1o Kypey «MHbopMaonHas 6€301MacHOCTb 1 3aIIUTa
uH(pOpMallMK» HaMpaBlieHa HA YIyOJeHHe U 3aKperyieHue 3HaHUN, Ha pa3BUTHE MPAKTHUECKUX
YMEHUH U BKIIFOYAET TaKHe BUIBI padOT, KaK:

- paboTa ¢ JeKIIMOHHBIM MaTepUaIOM;

- paboTa ¢ peKOMEHI0BAaHHOM JINTEPATYPOI MPH IMOATOTOBKE K MPAKTHYECKUM 3aHIATHSIM;

- IOJrOTOBKA K IK3aMEHY.

[Tpu uzyuenun nucuunnbl «MHbopManoHHas 6€3011acHOCTD U 3alUTa UHPOPMAaII
pEeKOMEH/yeTCs pEeHTHHroBas TEXHOJOTus OOy4yeHMs, KOTopas IO3BOJSET pealn30BaTh
HENPEPBhIBHYI0O U KOMIUIEKCHYIO CHUCTEMY OLICHHMBAaHUS Y4YEOHBIX JOCTHUKEHHUI CTYIEHTOB.
HenpeppIBHOCTh 03HA4aeT, YTO TEKYIIHE OLICHKH HE YCPEAHSIOTCA (Kak B TPaJuLMOHHOMN
TEXHOJIOTHH), @ HETIPEPHIBHO CKJIAABIBAIOTCA HAa MPOTSHKEHUU CEMeCTpa MpPU U3Y4YEHUHU TEPBOTO
WM BTOpOro Moayisi. KomiuiekcHOCTh 03HavaeT ydeT Beex (hopM yueOHOM U TBOPUECKOM paboThI
CTYyJIEHTa B TEUYEHUE CEMECTpa.

PelTHHT HampaBiieH Ha MOBBIIIEHUE PUTMUYHOCTH U 3()(PEKTUBHOCTH CaMOCTOSITEIbHOMN
pabotel  cTyneHToB. OH  OCHOBBIBaE€TCS Ha IIMPOKOM  HCIOJB30BaHUM TECTOB U
3aMHTEPECOBAHHOCTH KaXKJIOTO CTYJI€HTa B IMOJy4YeHUH Ooyiee BBICOKOW OIIEHKM 3HAHUN MO
JUCLATIIINHE.

[TpuHIMOBI peTHHTA: HEMPEPBIBHBIA KOHTPOJIb (B MJl€alie HAa KaKAOM U3 ayAMTOPHBIX
3aHATHI) W Tody4yeHHe Oosiee BBICOKOM OIIGHKM 3a paloTy, BBINOJHEHHYIO B cpok. [lpu
NPOBEICHUH NMPAKTUUYECKUX 3aHATHH HEOOXOIMMO NpeaycMaTpUBaTh IIUPOKOE HCIOIb30BaHUE
AKTHUBHBIX U UHTEPAKTUBHBIX (POPM (KOMIBIOTEPHBIX CUMYJISLUMN, IETOBBIX U POJIEBBIX UTP).

PeiiTuHr Bkitoyaet B ceOs 1Ba BUJAa KOHTPOJIS: TEKYIIUH, MPOMEXYTOUHBIA U UTOTOBBIH
10 TUCLMIUIMHE.

Texymmit koHTpoab (TK) - ocHOBHas yacTh PEeUTHMHIOBOM CHUCTEMBI, OCHOBAaHHAs Ha
OersjoM ompoce pa3 B HeAeNo Wik B JBe Heaenu. Dopmbl: OlieHKa 3a cady TEOPEeTHYECKUX
MHUHH3a4€TOB, BBIMOJIHEHUE WHAWBUAYAIBHBIX 33JaHUA M NpaKTHUECKUX padboT. Bakueiimei
dopmoii TK, mo3Bomstomield OMpPOCUTh BCEX CTYJAEHTOB Ha OJIHOM 3aHSATHU SBIISFOTCS
TEOPETUYECKUE MOAYIH, HAa KOTOPBIX CTYIEHTbI CaMOCTOATEIBHO OTBEYAlOT HA BOIPOCHI IS
CaMOCTOSITEIIbHOM OIIEHKH.



KoHTponbHBIE BOMPOCH AJISI CAMOCTOSITENIPHOW OLIGHKM KayecTBa OCBOCHMS Y4eOHOI
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0.
. Kakue riaBHble rocyjapcTBEHHBIE OpraHbl B 00JacTu o0ecriedeHns HHPOPMaLMOHHOM

Tewma 1. Brenenne B nH()OpMaIMOHHYIO O€30TTACHOCTH

Uro takoe nHpopMaroHHast 6€30MacHOCTh?

[lepeuncianre OCHOBHBIE yrpo3bl HHHOPMALMOHHOI O€30MaCHOCTH.
Kakue cymiecTByroT Moeny HHPOPMALMOHHON Oe301acHOCTH?
Kakue MeTozp! 3amuThl HHGOpPMALUK BBIIEISIOT?

Uro Takoe npaBOBbIE METOIbI 3AIIUTHI HHPOPMALIUU?

YTo Takoe OpraHU3alMOHHBIC METOBI 3aIUTH HHpOpMaHn?

Uro Takoe TEXHUYECKHE METO/IbI 3aIUThl HH(pOpMauu?

YTo Takoe MmporpaMMHO-aInapaTHble METObI 3alUTH HHpOpMaun?
UYro Takoe KpunTorpapuuecKue METO bl 3alIUThI HH(pOpMAIN?

Yro Takoe puzndeckue METoAbI 3aUThH HHpopManuu?

Oe3omacHOCTH?
[Tepeuncnure BUbI 3a1UIIAEMON HHPOPMAITUH.

Tewma 2. [IpaBoBoe obecrieucHre nHOOPMATMOHHON OE30ITaCHOCTH

IIpaBo. Mctounuku npasa.

Kakune ocHOBHBIE 3aKOHBI B 00JIACTH 3a1UTH HHQOopMaryu B PO?

[Tepeuncnure ocHOBHBIE LienHu U 3a1auu PO B ob6nactu obecniedeHnss THPOPMALMOHHOM
0e3011aCHOCTH

Crparerus HalMoHalIbHOU Oe3onacHOCTU. JJokTpuHa HH(OPMAIMOHHON 0€30MacHOCTH.
Uro Takoe koH(puIEeHITMATEHAS HHPOpMAITHs?

Yro Takoe nepcoHalbHbIE JaHHbIE?

B kakux cimyyasix BO3MOYXHO HCIIOJIb30BATh [IEPCOHANIbHBIE JaHHbIE 0€3 coracus
oOnazareis?

OxapakTtepu3syiite OMOMeTpHUECKHE JaHHbIE KaK IEPCOHAbHbIE TaHHBIE.

Yro Takoe mpogeccuoHanbHas TaitHa?

Urto Takoe cimyxeOHas TaiiHa?

Yro Takoe KoMMepuecKas TaiHa?

Uro Takoe pexxuM KOMMEpPUECKON TailHbI?

Yro Takoe rocynapcTBeHHas TaiiHa?

OnummMre NpaBoOBOM PeXUM rocyAapCTBEHHOM TallHBI.

®3-149.

®3-152.

®3-98.

®3-390.

@®3-395-1.

©3-126.

®3-374 u ©3-375.

ITocranoBnenue npasutenbcTBa Nel119.

Tewma 3. OpranuzannonHoe odecredeHrne nHHOPMAITMOHHOW 0€30MTaCHOCTH

Kakue ocHOBHBIE MEXTyHAPOIHbIE CTAaHAAPTHI B 00J1aCTH UHPOPMAIIMOHHON
Oe3omacHoCTH?

«OpanxeBasi KHUTa»

ISO/IEC 15408.

Kak cBs3aHbI MCKAYHAPOAHBIC CTAHAAPTHI U CTAHAAPThI P®?



NGO

20.
21.
22.
23.

©CoNoak~wWNE

'OCT P UCO/MDBK 27002-2012.

I'OCT P UCO/M3BK 27005-2010.

CTO BP UBBC-1.1-2007. «Ayaut uHpOpMaMOHHOI 0€30MaCHOCTH.

PC BP UBBC-2.2-2009. «MeToiMKa OLIEHKH PUCKOB HapylIeHUs HHPOPMAITMOHHOMN

0€30I1aCHOCTIY.
ITpuka3z ®CH Ne378.

. ITpuxa3z ®CTIOK Ne21.
11.
12.
13.
14.
15.
16.
17.
18.
19.

[Tpukaz ®CTIK Nel7.

[Tpuxa3z @CTOK Ne31.

[Tpukaz ®CTIK Ne28.

[Tpuxa3z @CTOK Ne638.

[Tpukaz ®CTIK Ne9.

[Tpuxa3z @CTOK Nell19.

IIpukas ['octexkomuccuu Nel 14.

PykoBogsmue nokymeHnTsl ['ocrexkomuccuu.

Meps! 3a1uThl HH(GOPMALMK B TOCYAAPCTBEHHBIX HH()OPMAIIMOHHBIX CUCTEMAX.
(Meronnueckuit nokymenT ®CTOK).

Yro Takoe moauTHKa 0€30MacHOCTH?

Cnyx0a 6e3onacuoctu npeanpustus. CTpykrypa. @yHKINH.

TunoBas MHCTPYKIMS COTPYHHKA 110 0OecreueHUI0 HH(POPMaMOHHON 6€301aCHOCTH.
OxoHoMHUuYecKast pa3Beka. [IpoMBIIIIEHHBIH MITHOHAXK.

Tema 4. Texuuueckue CpeCcTBa U METOBI 3aIUTH HH(pOpMaIIH

Uro Takoe UHXKEHEpHas 3aluTa 00bEKTOB?

Kakum cnoco6oM onuceiBaeTcst HHKEHepHas 3amuTa. OnucaTb MOJIENb.
Kakwue cpenctsa npuMeHsIIOTCS 1715 3alIMThI 1-ro nepumMerpa?

Kakue cpeactBa npuMeHsoTes AJ1s 3aIlIUThI 2-I0 epumerpa?

Kakwue cpencta npuMeHSIIOTCS 171 3alMThI 3-TO epumMerpa?
[TosxapHble CUTHAIU3ALUH.

OxpaHHbIe CUTHATTU3ALUU

bruomerpus. buomerpudeckue XapakTEpUCTUKH.

UTo Takoe TEXHUYECKHUE KaHAJIBI YTeUKH HH(POPMAITHH?

. [lepeuncrnuTe OCHOBHBIE BUJIbI TEXHUUECKUX KAHAIOB YTEUKH HHPOpMAIUU?

. Urto Takoe crnermpoBepka?

. Uto Takoe crenmccienoBanme?

. Uto Takoe crenoociaeaoBanue?

. Ilepeuncrnure MeTOBI 3a1IUTHI HH(GOPMALIMU OT YTEUKU MO 3PUTEIHLHOMY KaHaIy.

. [lepeuncrnure METOBI 3aIIUTHI HH(GOPMAIIUU OT YTEUKHU IO SJIEKTPOMArHUTHOMY KaHamy.
. HepetmanTe METOABI 3alIUTHI I/IH(l)OpMaHI/II/I oT YTeLIKI/I 110 SHCKTpI/I‘-ICCKOMy KaHaJ'Iy.

. [lepeuncrnure MeTOBI 3aIIUTHI HH(GOPMALIUK OT YTEYKU MO UHIYKIIMOHHOMY KaHaTy

. Ilepeuncrnrre MeTObI 3a1IUTHI HH(OPMALIUK OT YTEUKHU 110 MMApaMETPUIECKOMY KaHaIYy.
. Ilepeuncrnure MeTOBI 3aIIUTHI MH(GOPMAIIUK OT YTEUKU MO BO3IYIIHOMY KaHamy.

. Ilepeuncnure MeTo B! 3a1IUTHl UHGOPMAIIMU OT YTEYKU N0 BUOPALIMOHHOMY KaHaIly.

. Ilepeuncrnure METOBI 3aIUTHI MHGOPMAIIUK OT YTEUKU MO aKYCTOIIEKTPHUECKOMY

KaHaiy.

. HCpC‘-II/ICJ'II/ITe METOJBbI 3allIUTHI I/IH(l)OpMaLII/II/I OT YTCUKHU 10 OITUKOIJICKTPOHHOMY

KaHay.

. Hepe‘-II/ICJ'II/ITe cpeacTBa U MCTOABI 3alIUTHI I/IH(I)OpMaLII/II/I OT YyTCUKU I/IH(I)OpMaLII/II/I B

TeneOHHBIX JTUHUSX.



Tema 5. [IporpamMHoO-anmapaTHbIE CPECTBA M METOABI obecrieueHus] HHPOPMALIMOHHOM

0€30I1aCHOCTH
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Yto Takoe mporpaMMHO-aIapaTHble CpeACcTBa 3alluThl HHpopManuu?

Kakue MexaHu3Mbl pealiu3yroT NIPOrpaMMHO-aIIapaTHBIE CPEICTBA 3aIUThHI
uHpopmanun?

Kakue KoMITbIOTepHBIE YTPO3bI OE30MACHOCTH CYIIECTBYIOT?

Yro Takoe cereBas pazBeaka? Kakue MeToabl 3a1IUTHI IPOTUB HEE CYILIECTBYIOT?
Urto takoe unbekius? Kakue BUIbl HHbEKIMN CylIecTBYIOT? Kakue MeTo bl 3aUThI
IIPOTUB HUX CYILIECTBYIOT?

Urto Takoe oTka3 B o0cnyxkuBaHuu? Kakue MeTo/1bl 3alUThI POTUB HETO CYIIECTBYIOT?
OCHOBHBIE BU/IbI IPOTPAMMHBIX YSI3BUMOCTEH.

baknopsl.

UYro Takoe nepenosinenue 6ydepa? MeTo sl 3alUTHI.

. Uto Takoe nedexTsl HopMaTHBIX CTPOK? MeTO bl 3aIIUTHI.

. UTo Takoe 1es0uncIeHHbIe TepenoaHeHuss? MeToabl 3aluThl.

. OOk 06pabOTKH NCKITFOUEHU. MeTObI 3alUThI.

. BHenpenue koman . MeTobl 3aIUThI.

. HexoppekTHbie 00paboTku omrOoK. MeToab! 3aIuTHI.

. 'onku. MeTob! 3aIIUTEL.

. BeinmonHeHue koja ¢ 3aBbIIIEHHBIMU TPUBHIIETHSIMH.

. Ataka «YenoBek 1o cepeluHe».

. Uto Takoe IP-cnyhdunr? Kakue MmeToap! 3aIMTHl TPOTHUB HETO CYIIECTBYIOT?

. ARP.

. DHCP.

. NAT.

. PAT.

. IPv4. IPV6.

. Uto Takoe ARP-ciypunr? Kakue MeTo b1 321U THI TPOTHB HETO CYIIECTBYIOT?
. Uto Takoe DNS Cache Poisoning? Kakue MeTo/ bl 31U THI TPOTHB HETO CYIIECTBYIOT?
. Urto takoe NetBIOS/NBNS spoofing? Kakue meToas! 3a1UThl IPOTHUB HETO

CYILLECTBYIOT?

VPN.

CouunanbHas UHXKEHEpUSL.

®poa. Metoibl 60psOBI ¢ HPOIOM.

UYro takoe ¢ummHr? Kakre MeTo bl 3alIUThHI MPOTUB HETO CYIIECTBYIOT?
Kapaunar. MeTobl 3alIUThI OT KapAWHTA.
Darkweb.

DMZ.

AHOHUMA3EPBHI.

ITpokcu-cepsepsl.

Pe3epBHOE KONIMPOBAHHUE.

Honey pot.

DLP-cuctemsl. SIEM-cuctemsl.
CxanepsI 0€3011acHOCTH.

CucreMbl 0OHApY>KEHUST BTOPIKEHUH.
Cucremsl IpeAOTBpALIEHUS BTOPKEHUI.
Bpenonocusie nporpammel. KomnbsioTepHbie BUpychl. Bubl BUPYCOB.
OKCIUIOUTHI.

Mexanu3m paboThI BHpYcCa.
AHTHBUPYCHI. BuibI aHTUBUPYCOB.
Mexanu3mbl pabOTH aHTHBHUPYCA.



47. MexceTeBoil 2KpaH.
Tema 6. Kpuntorpadudeckre MeToabl 3aUThl HH()OpMaIHH

1. Yro takoe mmdp? Kakue Buabl mudpoB CyImecTByOT?

2. Uro Takoe cumMmerpuuHblii mmdp? Kakue cummerpuunbie mudpbl HCIOIb3YIOTCS
ceituac?

3. UYrto Takoe accuMerpuunslil mudp? Kakue accumerpuyunblie mupbl UCIOIb3YIOTCS

ceituac?

[TpuHIMIT TOCTPOCHUS] CHMMETPUYHBIX MIHU(POB.

[TpuHIMIT TOCTPOCHUS ACCUMETPUIHBIX MHU(POB.

CrangaptHble UL

[Torounsie muUpPHI.

Uro Takoe xenr-pynkiusa? Kakue Bubl xem-GyHKIUNA Bl 3HaeTe?

Hepeso Mepkuna.

0. Yto Takoe nudposas moanucs?

11. Hudposas nognucs RSA.

12. Hudposas noanucey Dnb-I"amans.

13. Yro Takoe HHPPACTPYKTypa OTKPBITHIX KIIOUEH?

14. J)Kvu3HeHHBIH UK KIII0Ya.

15. Ayrentudukanus, uaeHTU(HUKAIUS, BepHPHUKALN, aBTOPU3ALIHUSI.

16. IIpocreiinme TpOTOKOIBI UACHTU(DUKAITIH.

17. OcnoBHoii npotokon Kerberos.

18. IPSec.

19. Blockchain.

20. YUro Takoe creranorpadus? [lonstue creranHokoHTeHHepa.

21. Kakue BUBI CTETAaHOKOHTEHHEPOB CYIIECTBYIOT?

22. MeTtonbl co3/IlaHUsI CTETAHOKOHTEHHEPOB HA OCHOBE TEKCTOBOI HH(POPMAIIHH.

23. MeToabl cO3/IaHuUsI CTETAHOKOHTEHHEPOB HAa OCHOBE BUICOMH(OPMAITUU M CTOTI/KaJPOB.

24. Metonbl co3/laHusl CTETAaHOKOHTEHHEPOB Ha OCHOBE ayJHMOUH(pOopMaInu.

25. IludpoBsie BOSHBIC 3HAKH.

PoOo~No oA

Ocnosnas 1ienb TK: cBoeBpeMeHHas OlleHKa YCIIeBaeMOCTH CTYACHTOB, MOOYXKIA0Ias UX
paboTaTth paBHOMEPHO, UCKJIIOYAsi Majlble 3arpy3KH HIIM MEPErPy3KH B TEUCHHE CEMECTpa.

JIeK1IMOHHBIE 3aHATHS JKEJIATENBHO MPOBOJIUTH B PEXKUME MPE3CHTALINMN ¢ IEMOHCTpAIE
MPUMEHEHUS OCHOBHOTO Marepuaia, H3jaraéMoro B TeMe. OJTO CYIIECTBEHHO YJIydIlaeT
JUHAMUKY JIEKIIH.

[lenecooOpa3zHo obecneunBaTh CTYAEHTOB Ha 1-2 JEKUUU BIEpea pa3laTOYHBIM
MaTepuajIoM B 3JIEKTPOHHOM BUJE (CIOXKHBIE CXEMbl, TpadUKH, aHATUTHUECKUE UCCIECTOBAHUS U
OMOpPHBINA KOHCHEKT). OCHOBHOE BpeMs JIEKIMH Jy4llle TPaTUTh Ha MOJPOOHBIE aHAIUTUYECKUE
KOMMEHTapUU U OCOOCHHOCTH MIPUMEHEHHS PacCMaTPUBAEMOI0 MaTepuania B mpoecCHOHaTbHON
JIEATEIIbHOCTH CTY/ACHTA.

[IpakTuueckue paboOTHI CleayeT MPOBOJUTH B KOMIIBIOTEPHOM KJlacce JIM0O B ayIUTOPUH
C  MYJIbTUMEIUHHBIM  OOOpPYJOBaHMEM,  HCIHOJB3YS  OPUTHHAIBHYIO  METOIUKY U
npodeccuoHaNbHbIE MPOrpaMMbl. MOKHO peKOMEHI0BATh YCTAHOBKY OPUTHHAIBHBIX MPOTPaMM
Ha [IK cTyIeHTOB M BBINOJTHATH P 3a1a4d Aoma. B 3ToM ciydae B Kjacce OCHOBHOE BHUMAaHUE
KOHILIGHTPUPYETCA Ha METOJUKE MCIIONb30BaHUS Ha3BaHHBIX MPOTPAMM U aHAJIM3€ MOJYYEHHBIX
pEe3yJIbTATOB.

[Ipomexxyrounsiii koHTpoib (IIK) - 3T0 mpoBepka 3HaHUN CTYAEHTOB MO pa3Aeiy
nporpammbl. @opmbl: Ompoc MO TEOPUH COTVIACHO CIUCKY BOMPOCOB JIsI CaMOCTOSTEIbHOU
OIICHKH YCBOEHUSI MaTepuaa.



Henp IIK: moOyauTh CTYyIEHTOB OTUMTATbCA 3a YCBOGHHE pas3jeia JAUCHUILIAHBI
HaKOIMMUTEILHBIM 00pa3oM, T.€. CHaJyaJIa 3a MepBbIi, 3aTeM 32 BTOPOM, 3aT€M 3a TPETUH pa3/eibl U
T.1. B KOHEYHOM UTOre MHOTHE CTYAEHTHl MOT'YT IOJYYUTh UTOIOBBIE OLEHKU 10 JTUCLUIUINHE
«aBTOMAaTOM.

Wtoroseiii kontpons mo aucuuiumHe (MKJ[) - 310 mpoBepka ypoBHS y4ueOHBIX
JOCTH>KEHUI CTYAEHTOB IO BCEH IUCHUIUIMHE 3a cemecTp. PopMbl KOHTpOJs: 3Kk3ameH. Llens
UTOTOBOI'O KOHTPOJISA: MpPOBEpKa 0Aa30BBIX 3HAHUN IUCLUIUIMHBI, MOJIYYEHHBIX IPU U3YyUYEHUH
MOJ1yJisl, AJOCTATOYHBIX JJISl IOCTIEAYIOUIEro 00yYeHUsI.

Bomnpocs! k 9k3aMeny Ui OLIEHKH Ka4eCTBA OCBOCHUS y4eOHOW AMCIUIUINHBI

1. llenmn rocyaapcTBa B 00acTu odecrieueHuss HHPpOpMaIMOHHON 0€30MMacHOCTH.

2. OcHOBHBIE HOPMATUBHBIE aKThl PD, CBs3aHHBIE C TPABOBOM 3aLIUTON HH(POPMAIIHH.

3. Buibl KOMIBIOTEPHBIX MPECTYILIICHUM.

4. Cmocobbl ¥ MeXaHH3Mbl COBEpUICHHS HWH(POPMALMOHHBIX KOMITBIOTEPHBIX
MPECTYIJICHUM.

5. OcHOBHBIE MapaMeTpbl U YepThl MH(POPMAITMOHHONW KOMIBIOTEPHOW MPECTYIHOCTU B
Poccun.

6. Komnerorepusiii Bupyc. OCHOBHBIE BUJIbl KOMIIBIOTEPHBIX BUPYCOB.

7. MeTroapl 3alIUTHl OT KOMIIBIOTEPHBIX BUPYCOB.

8. Tumnbl aHTUBUPYCHBIX MPOTPAMM.

9. 3amuTel OT HECAHKIIMOHWPOBAHHOTO jAocTymna. Maentudukanus u ayreHTUPHUKAIUSL
10JIb30BATEI.

10. OcHOBHBIE YTPO3bl KOMITBIOTEPHOU 0€30MacHOCTH MpU pabote B ceTu HTepHeT.

11. Bugsl 3amuimaeMoit nHGopMarmm.

12. TocynapcTBeHHas TaifHa Kak 0COOBII BUJI 3alIUIIIAeMOI HHPOPMAITUH.

13. KonduaenuuanpHas nHGopmanms.

14. Cucrema 3amiMThl TOCYAApCTBEHHOM TAHBI.

15. IlpaBoBOii pexxuM 3alUThl TOCYAAPCTBEHHOM TalHBI.

16. 3amuTa MHTEIIEKTYalbHOM COOCTBEHHOCTHU CpPEACTBAMHM MATEHTHOT'O U aBTOPCKOTO
npasa.

17. MexayHapo/IHO€ 3aKOHOATeIbCTBO B 00JaCTH 3aIllIUThHI HH(pOpMALIUH.

18. IIporpammHo-amnmapaTHbie cpeacTBa o0ecreueHrs nHHOpMaIMOHHOM 0€30MaCHOCTH B
WH(OPMAILIMOHHBIX CETAX.

19. CummeTpuyHbIE TIUPPHI.

20. AccumeTpHuuHbI€ MUPPHI.

21. Kpunrorpagpuyeckue npoTOKOJIbI.

22. Kpuntorpapuueckre Xen-)yHKIHH.

23. DneKTpoHHAas MOANKCH.

24. Opranu3zaimoHHoe obecrneuyeHne HHPOPMAIIOHHON 0€30MacCHOCTH.

25. Cnyx0a 6€301acHOCTH OpPTraHU3alINH.

26. Metozp! 3auuThl UHPOPMAITUHU OT YTEUKH B TEXHUYECKUX KaHAJaX.

27. ImxeHepHas 3a11MTa U 0OXpaHa 0ObEKTOB.

Pacnipenenenne o0beMOB pazIMYHOrO BHUAA KOHTPOJIEH MOYKHO MPOMIUIIOCTPUPOBATH
cienyomuMu udpamMu Ha MPUMEPE CEeMECTpa: TEKYIIMH KOHTPoJb — 40 YyCIOBHBIX OaylioB;
MPOMEKYTOUHBIH KOHTPOJIb - 30 YCIOBHBIX 0ANIIOB; UTOTOBBIM KOHTPOJb - 30 YCIOBHBIX OAILIOB.
Best mucniuminaa onieHuBaercs B 100 ycmoBHBIX OallsioB, €CIIA BCSA JUCIUIIIINHA OLICHUBACTCS
udpoit, orauunoi ot 100 6aymioB, TO MOA YCIOBHBIM OaljioM ClleyeT MOHUMATh MPOLEHT OT
MaKCHMaJIbHOTO YHclia OaJIoB.

ITpu 3TOM NIeHCTBYET ciieyromas CucTeMa MepeBoia PEUTHHIOBBIX (YCIOBHBIX) OaylioB B
OOBIYHYIO ITKATTY Ka4e€CTBEHHBIX OIEHOK: «OTaudHOo» (5) - 91—100 yCI0BHBIX 0aIOB; «XOPOIIOY
(4) - 75-90 ycnoBHBIX OayioB; «YIOBIETBOPUTEIbHO» (3) - 61—74 yClOBHBIX OaJIoOB;
«HeynosnetBoputenbHO» (2) - < 61 ycmoBHBIX 0aioB.



[TpuBenennsie nudPBI TOBOPAT O TOM, YTO Ha JIFOOOH cTaguu 00y4eHHE CTYAEHTa MOXKHO
CUMTATh YIOBJICTBOPUTEIBHBIM, €CIM OH HaOupaer He MeHee 61 ycnoBHBIX OamoB. Tak,
Hanipumep, HaOpaB B xoxe TK um IIK 61 OamnoB, CTyZeHT rapaHTupyer cebe OLEHKY
«Y TOBIIETBOPUTEIHHO.

5.2 OcobenHocTH oOpraHu3anuu oOO0y4YeHHs JJA JHI ¢ OrPAHUYEHHBIMH BO3MOKHOCTSIMH
3/10pOBbSl U HHBAJU/0B

[Tpu HEOOXOIMMOCTH OOYJAIOIIUMCS U3 YUCIIA JIUI C OTPAHHYECHHBIMHA BO3MOYKHOCTSIMU
3JI0POBBS U HHBAIHIOB (110 3asBJICHHIO 00YYArOIIErocs) MPeI0CTaBIIsIeTCs yueOHas
uH(pOpMAaIKs B JOCTYIMHBIX (pOpMax ¢ yIeTOM MX WHANBUAYAIBHBIX MICUXO(DU3MIECKIX
0COOEHHOCTEH:

- JUTSL JIUILL C HAPYLICHHUSIMU 3PESHUSL: B IEYaTHOH (hopMe yBeJIMueHHBIM MpHU(pTOM; B hopme
9JICKTPOHHOI'O JOKYMCHTA, UHAUBUYAJIbHBIC KOHCYJIbTallun C IMPUBJICYCHHUEM
TH(IOCYpIOTICPEBOAYHKA; HHANBHUIyAIbHbBIC 3a/IaHUs1, KOHCYJIBTALMH H JP.

- 17151 JTMIT C HAPYIICHUSIMU CITyXa: B IedaTHOH (hopMme; B popMe 3JIEKTPOHHOTO TOKYMEHTA,
WH/MBU/IyalbHbIC KOHCYJIBTALMH C MPUBICYCHUEM CYpIONCPEBOMYNKA; WHIUBHIYaIbHbIC
3aJlaHus1, KOHCYJIbTAllUH U JP.

- JUTs1 JIUIL C HAPYILICHUSIMU OTIOPHO-ABUTATEIBHOTO allliapara: B eyaTHoi Gpopme; B hopme
SJICKTPOHHOI'O IOKYMCHTA, HHANBUAYAJIbHBIC 3aJlaH1 A, KOHCYJIbTAalWU U JP.

6 ®@oH/ OLEHOYHBIX CPEACTB JIf MPOBeIeHUs] TEKYIIero KOHTPOJIsSI M MPOMeKYTOYHOI
arTecTalMu 00y4aroIMXCcH M0 JUCUMILINHE (MOTYJIIO0)

B cootBerctBum ¢ tpeboBanusmu DPI'OC BO pans arrectanuu 0oOydaroOmIUXCs Ha
COOTBETCTBUE WX IEPCOHATBHBIX JIOCTHIKCHUH IUIAHUPYEMBIM pe3yJibTaTaM OOYYCHHS I10
JTUCIUILIMHE (MOJIYJI0) CO3/1aHbl (POH/IBI OLIEHOUHBIX CPEICTB. THUMIOBBIE KOHTPOJIbHBIC 3a/1aHNUS,
METOJAMYECKUE MAaTepuasbl, ONPEACISIONME MPOLEAYPhl OLICHUBAHUSA 3HAHUM, YMEHHH U
HAaBBIKOB, a TAK)KE KPUTEPUH U MTOKA3aTEH, HEOOXOIUMBIE JIJIsl OIEHKH 3HAHHUH, yMEHH, HABBIKOB
W XapakTepu3ywiuue dTambl (HOPMUPOBAHHMS KOMIIETEHIIMH B  MPOLECCE OCBOSHUS
00pa3oBaTenbHON MTPOrpamMMBel, TipeAcTaBieHsl B [Ipunoxennn 1.

7 Y4eOHO-MeTOAMYeCKOe M HH(POPMALMOHHOE 0o0ecneyeHue TUCHMILINHBI (MOYJIs1)

7.1 Ocnoenasa numepamypa

1. 3ammra undopmaruu : yuednoe nocooue / A.Il. XKyk, E.II. XKyk, O.M. Jlenenrkun,
A.N. TumomkuH. — 3-¢ u3a. — Mocksa : PUOP : UHOPA-M, 2023. — 400 c. — (Bricmiee
obpaszosanue). — DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-369-01759-3. - Tekcr :
anekTpoHHbIl. - URL: https://znanium.ru/catalog/product/1912992 (lara oOpamienus -
05.09.2025)

2. Pauenko, T. A. IndopmarmonHas 6€301acHOCTb : yueOHO-MeTouueckoe nocooue / T.
A. Pauenxo. — Tomestru : TI'Y, 2024. — 135 c¢. — ISBN 978-5-8259-1612-5. — Texkcr :
AIIEKTPOHHBIH // Jlanb : AIIEKTPOHHO-OUOINOTEeYHAs CUCTEMA. — URL:
https://e.lanbook.com/book/427130 (mara obOpamenus: 09.09.2025). — Pexum goctyna: s
aBTOPH3. MTOJIb30BATENEH.

3. PomanpkoB B.A. Beenenne B kpuntorpaduio : YueOHoe mocoOue [DIeKTpOHHBIN
pecypc] : WsmarenbctBo DPOPYM | 2022 - 240 - Pexum  jgoctyma:
https://znanium.com/catalog/document?id=400556

7.2 Jlonoanumenvhas numepamypa



1. Axwmapos, I1.b. KoagupoBanue u 3ammra uHpopmanuu : yueOHoe mocodbue / IL.B.
Axmapos .— MWxeBck : ®I'BOY BO Wxesckas I'CXA, 2016 — 136 c. — URL:
https://lib.rucont.ru/efd/363163 (nara obpamenus: 04.08.2025)

2. babam, A. B., Uadpopmanmnonnas Oe3omacHOCTb. JlabopaTopHBI MpPaKTHKyM -+
ellpunoxxenue : yuebnoe mocobue / A. B. babam, E. K. bapanosa, FO. H. MensaukoB. — MockBa
: KunoPyc, 2022. — 131 ¢. — ISBN 978-5-406-10084-4. — URL.: https://book.ru/book/944619
(mata obpamenus: 09.09.2025). — TekCT : TEKTPOHHBIMH.

3. Menbnukos, B. I1., Undpopmannonnas 6e3omacHocTh. : yueOHuk / B. I1. MenbHUKOB,
A. 1. Kynpusiaos, ; nox pex. B. I1. MensnukoBa. — Mocksa : KnoPyc, 2021. — 267 c. — ISBN
978-5-406-08259-1. — URL: https://book.ru/book/939292 (mara o6pamenus: 09.09.2025). —
Texer : 37eKTPOHHBIN.

4. TlporpammHo-anmaparHas 3anurta nHpopMmanuu : YueOHoe mocodue [DIeKTpOHHBII
pecypc] : WsmarenbctBo  DPOPYM | 2019 - 352 - Pexum  jgoctyma:
https://znanium.com/catalog/document?id=340852

7.3 Pecypcol ungpopmayuonno-menekommynuxayuonnou cemu '""Hnmepnem',
eKn0uan npogeccuonanvhvie 6a3vl OAHHLIX U UHPOPMAUUOHHO-CRPABOUHbIE
cucmemsl (npu HeodX00UMOCMU):

1. CIIC Koncyasrantlintoc - Pexxum nocryna: http://www.consultant.ru/

2. DOmnektponHas Oubmmorteunass cucreMa ZNANIUM.COM - Pexum pgocryna:
https://znanium.com/

3. DnexTpoHHO-OnMbMMoTeunas cucrema "BOOK.ru"

4. DnexTpoHHO-OMONuoreyHas cucrema "ZNANIUM.COM"

5. DnekTpoHHO-Oubnmoreynas cucrema "JIAHB"

6. DnextpoHHO-OMOMMOTeyHast cuctema "PYKOHT"

7. Open Academic Journals Index (OAJI). [Ipodeccronanbnas 6a3a maHHBIX - Pexxum
nocrtyna: http://oaji.net/

8. Ilpesumentckas OubOmuoreka wuMm. b.H.Empnmna (0a3a maHHBIX — pa3IUYHBIX
npodeccuoHanpHbIX o0nacteit) - Pexxum noctyna: https://www.prlib.ru/

8 MarepuajibHO-TeXHHYECKOe ofOecrneyeHHe IUCHUILIMHBI (MOAYJIsI) WU IepevyeHb
HH(OPMALMOHHBIX TEXHOJIOTHI, MCIOJb3yeMbIX NIPH OCYIIECTBJICHHH 00pa30BaTEJbHOIO
npouecca 1o AUCHUILINHE (MOYJ/II0), BKJIOYAs NepeyeHb IPOrpaMMHOI0 odecrevyeHust

OcHOBHOE 000pYIOBaHUE:

e Byanb-I'eHepaTop aKkyCTHUECKUX U BUOPOAKYCTUYECKUX IIOMEXOBBIX CUTHAJIOB

e Mynbt. Meauitabiii kommiekT Ne 2: Ilpoektop Panasonic PT-LX26HE, noronouynoe
kperuienue Tuarex Corsa, kineMMHbIH Moayib Kramer WX -1N, konnektop VGA, skpan Lumien
Ecopicture

e [lepconanbHbrit kommberoTep Nel "B-tronix professional 3872\2015"

e Cmapt-AB (Ha 06aze CKM-21.2)- IIporpaMMHO-anmapaTHbIi KOMILUIEKC OICHKH
3QPEKTUBHOCTH 3alIUThl peueBOd HWHPOpPMALMKM OT YTEUYKH MO aAKYCTUYECKOMY U
BUOpPOAKyCTHUECKOMY KaHajlaM

e Conara-P3.1 CpencTBo akTUBHOM 3aIIMThl MH(OPMAIIMK OT YTEUKH 3a CUeT MOOOYHBIX
AIIEKTPOMAarHUTHBIX KOJIEOAHUM U HaBOJIOK

e Cnekrpoananuszatop IFR2397

IIporpaMmmHOE 00OecCIIeUEeHHE:

e Microsoft Windows 7 Ultimate Russian
o VMware Workstation 9 for Linux andWindows
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1 Ilepedennb (popMHEpyeMbIX KOMIIETEH M

Haszsanne OITOII BO,
COKpalleHHOe

Kon u popmynupoBka KoMHeTeHIN

nu

Kon u popMynrpoBka HHANKATOPA TOCTIKCHUS
KOMITCTEHITHU

09.03.04 «IIporpamMmHu
asi THHKCHEPHS»
(b-1H)

OIIK-1 : CnocoGeH mpuMeHSTh eCT
€CTBEHHOHAYYHbIE U OOIICHHKECHED
HBIE 3HAHMSI, METO/IbI MaTeMaTH4ecC

KOT'0 aHaJIn3a U MOJCINPOBAHUS, TE
OPETUYECKOT0 U SKCIEPHUMEHTAIbH

Oro0 HCCJIeA0BaHUA B IpodeccHoHa

JILHOW JICSITETIHbHOCTH

OIIK-1.2k : Pemaet mpogeccrnoHatbHbIC 33291
C MPUMEHEHHUEM €CTECTBEHHOHAYUYHBIX M 00ILEeH
H)KEHEPHBIX 3HAHUH

OIIK-3 : CnocoOeH pemarh cTanaa
PTHBIE 3324k IPO(ECCHOHANBEHON

JeATeIbHOCTH Ha OCHOBE MH(pOpMa
IIUOHHOH 1 Onbimorpaduaeckoit

YIABTYpPHI C IPUMEHEHHEM HHPOpMa
IJHOHHO - KOMMYHHKAIIMOHHBIX TEX
HOJIOTHH U C Y4E€TOM OCHOBHBIX TpPE
OoBaHMIT HHPOPMALIMOHHOM Oe301a
CHOCTHU

OIIK-3.1k : IIpumeHsieT NpUHIMIIBL, METOABI U C
pEeICTBa pelleHns CTaHAapTHBIX 3a1a4 npodecc
MOHAIIbHOM JEeATeIbHOCTH HAa OCHOBE MH(OPMAIT
HOHHOW 1 OMOIHOTrpadMuecKoi KyJIbTYpPHI C IIPH
MEHEHHEM HH(POPMAIIMOHHO-KOMMYHHKAIMOHH
BIX TEXHOJIOTHH U C y4€TOM OCHOBHBIX TPEOOBaH
nit "HHOPMAIIOHHOH 0€301MacHOCTH

Kommnerenmus cantaercst chopMUPOBAHHOM Ha TaHHOM dTarie B ClIydae, eCiIH MOoTydeHHbIE
pe3yabTaTtel OOyuYeHHMs [0 JUCLUIUIMHE OLICHEHbl IOJOXHUTEIbHO ([IUarna3oH KpUTEpUEB
OLICHUBAHMSI PE3YIbTATOB O0YUEHUS «3aUTEHO», «YAOBIETBOPUTEIBHOY, «XOPOILO0Y», KXOTIUYHOR).
B ciydae oTcyTcTBUS MOJIOKUTENBHONW OLIEHKM KOMIIETEHIMS Ha JAHHOM JTalle CUUTaeTcs

Hec(OPMUPOBAHHOM.

2 [loxa3aTe/iu OLleHUBAHUS NJIAHUPYEMBbIX Pe3yJIbTATOB 00y4YeHHUsI

Komnerenmnus OIIK-3 «Crioco0eH pemarh cTaHAapTHBIC 3a1a4u MpodeccrnoHaIbHOM
NesITeIbHOCTH HAa OCHOBE MH(POPMALIMOHHON U OMOIrorpaduueckoi KyIbTyphl ¢ IPUMEHEHUEM
MH(POPMAIMOHHO - KOMMYHHKAIIMOHHBIX TEXHOJIOTHIA U C YYETOM OCHOBHBIX TPEOOBaHMIA
MH(POPMALIMOHHOM O€30MacCHOCTH»

Tab6nuia 2.1 — Kputepuu OlleHKH UHANKATOPOB TOCTHXKEHUST KOMITETEHIIUN

Kon u popmynrpoBka HHAMKAT
opa JOCTH)XEHHS KOMIIETSHIINU

Pesynbrar

Kputepun oneHHBaHUS Pe3yabT
aToB O0yJYCHUS

OIIK-3.1k : [IpumeHnsieT npuHIL

WIIbI, METOJIBI M CPEJICTBA pelle
HUS CTAaHIAPTHBIX 33]a4 Ipode
CCHUOHAJIbHOM JEATEIIbHOCTH Ha
OCHOBE WH(POPMAITMOHHOHN U O1
6mmorpadudeckoi KynbTypHsl C

NpUMeHeHneM UH()OPMAalMOHH

0-KOMMYHHMKAIIMOHHBIX TEXHOJ

OTHH M C YUE€TOM OCHOBHBIX Tpe
6oBaHnit nHPpOpMaMOHHOH 6e3
OTIaCHOCTH

COBPEMCHHBIX 3aKOHOB, CTaH/a
PTOB, METOOOB 1 TEXHOJIOTUH B
001acTH 3a1UTH HHOPMAIHN

Cdopmuposasmieecs cucteMat

MYeCKOe 3HAHHUE COBPEMEHHBIX

3aKOHOB, CTaHJ]APTOB, METOJIOB

M TEXHOJIOTHI B 00JIaCTH 3aIIUT
bl HHGOPMAUN

TpeGOBaHUH K 3ammTe HHGOpM
aluy ONPeJIeJICHHOTO THIIA

CdopmupoBabieecs: cicTeMar
WYecKoe 3HaHue TPeOOBAHUH K

3amuTe nHpOpMauK onpesee
HHOI'O TUIla

aHATM3UPOBATh UH(POPMAITHOHH
y10 6€30I1aCHOCTh OpraHU3alnu

PesynbraThl 00y4eHUs 10 TUCIUIDIHHE
Ko | Tmu
Il II
pe | pe
3- | 3-
Ta | Ta
2
1

e
PL| o
2

e

v
PI | me
7 HHA

e

CdopmupoBabieecs: cicTeMar
MYECKOe YMEHHUE aHaIM3UPOBaT
b UH(pOPMAIMOHHYIO Oe30TacH
OCTh OpTraHU3aIHU




Cdopmuposagiieecs cucteMat

3H | cOBpeMEHHBIX TEXHOJIOTHMI, MET
P HMYECKOE 3HAaHUE COBPEMEHHBIX
aH | OJIMK W CPEICTB 3aIUTH HHGOP N
9 TEXHOJIOTHH, METOANK U CPENICT
We | Maluu
Ba 3aIIMTH HHPOpMAITII
Cdopmuposasimieecs cuctemMar
Ha | BmameHus Mmeromamu OLIEHKH pA
P/ N HYECKOE BJIaJIEHUE METOJAMHU O
BHI | ckoB MH(pOpMAIMOHHOH Oe30ma
11 < CHOCTH IIEHKH PHCKOB HHPOPMAITHOHHO

1 0e30macHOCTH

Komnerenmus OIIK-1 «Cnioco6eH npuMeHTh €CTECTBEHHOHAYYHbBIC U
00I1IeMH)KEHEPHBIE 3HAHUS, METO/Ibl MATEMATUYECKOI0 aHAIM3a U MOJICIIMPOBAHUS,
TEOPETUYECKOTr0 U IKCIIEPUMEHTAILHOTO UCCIIEIOBaHUS B MPOPECCHOHATBHON ACSITEILHOCTH

Tabnuna 2.2 — Kpurepun orieHKM UHAUKATOPOB JTOCTHKEHUS KOMITIETCHITUU

PesynbraThl 00y4eHuUs 10 TUCIUIIIHHE

Ko u gopmynupoka uaaukar | Ko | Tu Kpurepun onieHnBaHus pe3ysbT
opa JOCTUXKEHUs KoMrieTeHuy | A I aToB 00y4YeHHUsA
pe | pe Pesynbrar
3- | 3-
Ta | Ta
OIIK-1.2k : Pemaet npogeccro v Cdopmuposagiieecs: CuCTEeMaT
HabHBIEC 33/1a40 C IPUMEHEHHe | 7| e UCIIOJIb30BaTh COBPEMEHHBIE 1P | WYECKOe YMEHUE UCIIOIb30BaTh
M €CTECTBEHHOHAYYHBIX U 0011 3 | OTPAMMHO-ANIapaTHbIe CPEJICT | COBPEMEHHbIE MPOrPAMMHO-arIII
SHHXCHEPHBIX 3HAHUI o Ba 3alUTHl HHOOPMALIUH apaTHbIE CPEJICTBA 3aLIUThl HH(
opMaluu
v
Cdopmuposagiieecs: CuCTEeMaT
P/l | me | obecrneunBath 3amuTy HHPOPM
MYEeCKOe YMEHHE 00ecreunBaTh
4 HU | amuu
. 3amIuTy HHPOPMAIHU
Cdopmuposasimieecs cucteMat
Ha | BmageHus coBpeMEHHBIMH METO
PO HMYeCKOe BIIaJICHIE COBPEMCHHBI
BHI | mamu oOecrieueHHs 3aluTH UH
5 MH MeToJIaMH 00ecTIieueHHS 3a
K (dbopmarmu
IIUTH HHPOPMALTUU
3 Cdopmuposasmieecs cucteMat
PO ap | COBPEMEHHBIX METOJIOB M CPE/IC | HYECKOE 3HAHHE COBPEMEHHBIX
6 ye | TB3AUMATHI nHpOpMAIUU METOJIOB ¥ CPEJICTB 3aI[UTHl HH
dbopmarmu
CdopmupoBasmieecs cucteMat
BIIAJICHUS COBPEMCHHBIMH TEXH
Ha HYeCKOE BIIaJICHUE COBPEMCHHEI
P/ OJIOTHSIMU U METOZIaMH 0Oectiey
BBI . MU TEXHOJIOTHSIMU M METOJIaMHU
8 eHust nHpOpMalMOHHOW Oe301a
K obecrieueHnst HHPOPMAIIHOHHO
CHOCTH OpraHH3aluH o
it 6€301ITaCHOCTH OpTraHU3aALNU
Y Cdopmuposagiieecs: CHCTEMAT
P/l | me | ynpaBisaTh nHpOpMALMOHHOM O | MYeCKOe yMEHHE YIPaBIIsTh UH
10 | Hu | €30MAaCHOCTHIO OpPraHU3AINU (hopManmoHHOH 6€30MacHOCTh

10 OpraHu3aIuH

Tabnuia 3amosHgeTcs B COOTBETCTBUU € pa3aenoMm 1 PaGoueil mporpaMmbl TUCHUIUIMHBI

(Momyst).

3 IlepeyeHb OLIECHOYHBIX CPEACTB

Tabmuua 3 — IlepedyeHpb OLIEHOYHBIX CPEJCTB MO TUCHMILIMHE (MOIYIIIO)

yIbTaTHl 00y4YeHUS

KonTponupyemble muiaHupyeMble pe3

KoHTponupyemble TeMBbI 1

HUCIUILIINHBI

HaumeHOBaHHE OLIEHOYHOTO CPEJICTBA U TIP
encrasienue ero B @OC




Texymuit KOHTpOJIB

IIpomexyTouHas at

TecTauus
Ounas popma 0OydeHUS
P/l 3HaHUE : COBPEMEHHBIX 32 TTpaxTuyeckas pa6o
KOHOB, CTAHZIAPTOB, METO | |\ 1 T2 Cobecenopanne
JIOB U TEXHOJIOTUH B 00J1a e BCZ[Cé—II/IC B nHopMa
HOHHYIO 0€30ITaCHOCTD
CTH 3ATATEI HEGOpMAIHH Y Tecr CobecenoBanue
1.2. Ilpumenenue nudop TpaxTuueckas paGo
MallMOHHBIX TEXHONOTHH | 14 CoGecenosanne
JUTSL U3Y4ESHHUSI BOIIPOCOB O
PpraHu3aloOHHO-IPABOBOT
o obecreuenus mapopma | Tect Cobecenoanue
IIMOHHOHN 0€30MaCHOCTH
[paktudeckas pabo Co6
1.3. IIpaBoBoe obecrieueH | 1 obeceioBaHuC
ne nHpopManrnoHHoIt 6e3
OmacHoCTH Tect CobecenoBanue
P/12 3HaHue : TpeOOBaHUil K 32 IpakTuueckas pado
uute napopmanuu onpel | 1.3. Ilpasosoe obecneueH | g Cobecenoanue
€JICHHOTO THIIA ne nHpopMannoHHoi1 6e3
OnacHoCTH Tect CobecenoBanue
[Mpaktuyeckas pabo Co6
1.5. OpraamsanuonHoe 06 | 14 obecenoBanme
ecrieueHne HHPOPMaIHOH
HO¥i Ge30macHoCTH Tect CobecenoBanue
[MpakTuyeckas pabdo Co6
1.6. Peanusauus pabotsl | 14 obeceioBaHne
UH(PACTPYKTYPBI OTKPHIT
BIX KIIHOHUCH Tect CobeceoBanue
PI3 VMeHuHe : HCIIOIB30BaTh C Ipaktiueckas pa6o
CobecenoBanne
OBpPEMEHHBIE NporpaMmMH | 1.4. Mconb3oBaHue KpUM | g
0-anmapaTHble CPEACTBA 3 | TorpadUIecKuX CPeiCTB 3
aLIUTH! HHpOPMAIH AUATHI MHOpMALH Tect CobecenoBanue
[IpakTuueckas pabo Co6
1.7. Texuuueckue cpeact | ta ObeceoBaHNE
Ba U METOJBI 3AIIUTE HH
opmartnu Tect CobecenoBaHue
[IpakTudeckas pado
1.9. HpOFpaMMHO-aHHapa p p CO6eCCZ[OBaHI/IC
THEIE CpefcTBa U MeToxsl | T2
obecriedeHnst MHGOpMAII
OHHOIi 6€30MacHOCTH Tecr CobecenoBanne
[IpakTuaeckas pabo Cob
1.10. Hacrpoiika 6e3omac | g obeceioBaHmne
HOT'O CETEBOTO COEAUHEHU
1 Tect CobecenoBanue
[IpakTudeckas pado
p p CobecenoBanue

Ta




1.12. AnTUBHUpYCHEBIE Cpe

nctBa 3ammutel nHPopman | Tect CobecenoBanue
0%
P14 VYMeHue : obecrneynBaTh 3 IpakTHyeckas paGo
AUty HHQOpPMALUH 1.4. Vcnionb30Banue KPHI | g Cobecenosanue
TOorpagiIecKux CpeacTB 3
auUThI MHdOpMAIIH Tect CobecenoBanue
[pakTudeckas padbo Co6
1.5. Opranuzanuonsoe 06 | 1q obeceioBaHuC
ecriedeHre HHHOpMaIioH
HOii be3omacHoCTH Tect CobecemoBanue
[MpakTuyeckas pabdo Co6
1.6. Peanmsanus pabotel | 14 0beCcCOBAHNC
UHOPACTPYKTYPHI OTKPBIT
BIX KIIFOHCH Tect CobecenoBanue
IMpaktuyeckas pado Cob
1.7. Texuuueckue cpeact | ta obecenoBanme
Ba M METOJbI 3ALMTHI MH
opmariu Tect CobecenoBanue
[IpakTudeckas padbo
1.9. Iporpammuo-anmapa | P p CobeceoBanme
THHIE cpeacTBa U MeToxsl | T8
obecrieueHus: HHpOpMaIH
OHHOM 6e30MacHOCTH Tecr CobecenoBanne
IMpaktuyeckas pado Cob
1.10. HacTpoiika 6e3onac | 14 obecenoBanme
HOI'O CETEBOTO COEAUHEHU
1 Tect CobecenoBanue
IIpakTudeckas pabo Cob
1.12. AHTUBHUpYCHBIE CPE | Ta 0beceNoBaHue
JICTBA 3aIIUTHI HHPOpMaI]
nm Tect CobecenoBanue
PI5 Hagebik : Bnanenus cospe Tpaktiueckas pa6o
MEHHBIMH MeToJIaMu 00€eC | 1.7. TexHudeckne cpeacT | Tq Cobecenosanne
nedeHus 3amuTel ”HGOpM | Ba m METObI 3alIUTHI UH
un
an opmaryu Tect CobeceoBanue
IIpakTudeckas pabo Cob
1.8. Cpencrea creranorpa | ta ObeceoBaHNE
(buu 17151 321U TH THPOPM
anuu Tect Cobecenoranue
[IpakTudeckas pado
1.9. IIporpammuo-armapa | P p CobecenoBanne
THBIE cpeicTBa U MeTonsl | T8
obecrieyeHnst HHPOPMaIH
OHHOW 0€30MacHOCTH Tecr Cobecenoanne
[MpakTudeckas padbo
p p CobecenoBanne

1.10. Hacrpoiika 6e3omac
HOT'O CETEBOTO COEANHEHU
s

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo

1.11. Kpunrrorpaduuecku | 1q Cobecenosarne
€ METO/IbI 3aIUThI HH(OP
Maiu Tecr CobeceoBanue
[paktudeckas pado Co6
1.12. AHTHBHpYCHBIE CPE | g obeceioBaHuC
JICTBA 3aIIUTHI HHPOPMAII
nn Tect CobecenoBanue
PLI6 3HaHUE : COBPEMEHHBIX M Tpaktuueckas pa6o
€TO/IOB H CEJICTB 3aAT | | | o Ta Cobecenopanue
.1. Beenenue B undpopma
bl HHpOPMALAN CACHHC ¢bop
IHOHHYIO 0€30MaCHOCTh
Tect CobecenoBanne
[pakTudeckas padbo Co6
1.4. Vicnionb30BaHue KPHI | 1q obeceioBaHuC
TOTpapUIECKUX CPENCTB 3
AUATHI MHOpMALHH Tect CobecenoBanue
[MpakTuyeckas pado Co6
1.6. Peanusauus pabotsl | 14 0bcceoBaHNE
UH(PACTPYKTYPBI OTKPHIT
BIX KJIOMEH Tect CobecenoBanue
[Mpaktuyeckas pabo Co6
1.7. Texuuueckue cpeact | ta obecenoBanme
Ba M METO/IbI 3aIUTHI HH
¢opmarmm Tect CobeceioBanue
P17 YMeHue : aHaIM3upoBaTh IpaxTnueckas paGo
uHpopmanuonHyro 6e3on | 1.5. O 6 Cobecenopannue
pman y .. Opranu3aliioHHOE O Ta
ACHOCTb OpraHu3anuu €CIICYCHHE HHQ)opMaLu/IOH
HOM 6e30MacHOCTH Tect CobeceoBanue
[Mpaktuyeckas pabo Cob
1.6. Peanusanus pabotsl | 14 obecenioBatne
UH(PACTPYKTYPBI OTKPHIT
BIX KIIFOHCH Tect CobecenoBanue
IIpakTudeckas pabo Cob
1.7. Texuuueckue cpeact | ra ObeceoBaHIE
Ba M METO/IBI 3alIUTH MH
opmartum Tect CobeceoBanue
[IpakTudeckas pado
1.9. HpOFpaMMHO-aHHapa p p CO6eCCZ[OBaHI/IC
THBIE cpejcTBa U MeTonsl | T8
obecriedeHnst MHGOpMAII
OHHOI 0€30IMacHOCTH Tecr Cobecenosane
P8 HaBbIk : B1aneHus cope TpakTnueckas pa6o
MEHHBIMM TEXHOJIOTHAMHU | 1.4. Micionb30BaHuE KPHUIT | 14 CobecenoBanne
U MeTojaMu obecrieueHus | torpadUaecKuX CPeCTB 3
UH(POPMAMOHHOK Oe30ma | amuTsl MHGOPMALUN Tecr CobeceoBanue
CHOCTHU OpraHu3aIuu
[IpakTudeckas pado
P p CobecenoBanue

1.5. OpranuzanonHoe 00
ecrieueHre HHPOPMaIHOH
HOH Ge30macHOCTH

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo

19 HporpaMMHO-aHr[apa C06eceHOBaHHe
THEIE cpefcTBa U MeTonsl | T8
obecrieyeHust HHpOpMaIH
OHHOI 6e30macHOCTH Tecr CobecenoBanune
[paktudeckas pado Co6
1.10. Hactpoiika 6e3omac | 1q obeceioBaHuC
HOTO CETEBOT0 COEINHEHU
a Tect CobecenoBanne
[MpakTuyeckas pabdo Co6
1.11. Kpunrrorpaduueckn | 14 0beCeIOBAHNC
€ METO/IbI 3aIIUThI HH(OP
Maluu Tect CobecemoBanue
P9 3HaHUE : COBPEMEHHBIX T TTpaxTuyeckas pa6o
XHOJIOrWif, MeToMUK 1 cpe | 1.4. Hcnons3oante Kpuil | g Cobecenosatue
JCTB 3aIIUTH HHOPMaIH TOTrpapUIECKUX CPENCTB 3
1 AUIMTH MEYOpPMAIHH Tecr CobecenoBanue
[MpakTuyeckas pado Co6
1.6. Peanusauus pabotsl | 14 0bcceoBaHNE
UH(PACTPYKTYPBI OTKPHIT
BIX KJIOMEH Tect CobecenoBanue
IMpakTuyeckas pado Cob
1.7. Texuuueckue cpeact | ta obecenoBanme
Ba M METOJBI 3AIIUTHI UH
dopmaryu Tecr CobecenoBanue
[MpakTuyeckas pabdo Co6
1.8. Cpencrea creranorpa | ta 0bcCceoBaHNE
¢buu 1715 321U TH THPOPM
an1n Tect CobecenoBanue
IIpakTrueckas pabo
19 HpOFpaMMHO-aHHapa p p CO6eCCZ[OBaHI/IC
THBIE cpejcTBa U MeTonsl | T8
obecriedeHnst MHPOpMAI
OHHOM 0€30I1aCHOCTH Tecr Cobecenosanue
IIpakTudeckas pabo Cob
1.10. Hacrpoiika 6e3onac | 1q 0beCeoBanrE
HOT'O CETEBOT0 COCAUHEHH
a Tect CobecenoBanue
IMpakTryeckas pado Cob
1.11. Kpuntorpahuuecku | 14 00€ccIoBaHmne
€ METOJIbI 3aIUTH HH(OP
Manun Tecr CobecenoBanue
[IpakTuaeckas pabo Cob
1.12. AaTUBHUpYCHEIE Cpe | Ta 00€CCI0BaHNE
JICTBA 3aIIUTHI HHPOpMaI]
nn Tect CobecegoBanue
P10 YMeHue : ynpasisTe HHD IpaxTuueckas paGo
CobecenoBanue

OpMAIOHHOH 0e301macHO
CTBIO OpPTaHU3ALNU

1.5. Opranuzamyonsoe 00
ecrieueHre HHPOPMaIHOH
HOH Ge30macHOCTH

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo Co6
1.6. Peanuzamus paboTh Ta obeceaoBaHUC
UH(PPACTPYKTYPHI OTKPHIT
BIX KIIFOHCH Tecr CobeceoBanue
P11 HaBEbIK : BIageHus METOR IpakTHdeckas paGo
6 6 CobecenoBanne
aMM OLICHKH PUCKOB UH(O | 1.6. Peanmmsarms paboTel | 1
PMallMOHHOK 6€30MacHOC | MHPPACTPYKTYPhI OTKPHIT
TH 7
BIX KIHOICH Tect CobeceroBanue
[paktudeckas padbo
1.9. HporpaMMHo-aHHapa p p CobecenoBanue
THEIE cpeAcTBa U MeTonsl | T8
obecrieyeHust HHpOpMaIH
OHHOI1 Oe3omacHOCTH Tecr CobecenoBanne
[pakTudeckas padbo Co6
1.10. Hacrpoiika 6e3omac | 1q obecenoBanme
HOT'O CETEBOTO COCANHECHU
1 Tecr CobecenoBanue
[MpakTuyeckas pado Co6
1.11. Kpunrrorpaduuecku | 14 obecenoBaHIC
€ METO/IbI 3aIIUThI HHPOP
Maluu Tect CobecenoBanue
[Mpaktuyeckas pabo Co6
1.12. AHTUBUpPYCHBIE CPE | T4 00CCCAOBAHUC
JICTBA 3alIUTHI HHPOPMAIL]
nn Tecr CobecenoBanue

4 Onucanue NpoueAypbl OLeHUBAHUSA

KauectBo copMupoBaHHOCTH KOMIICTCHIIMA Ha JaHHOM JTare OICHUBACTCS 110
pe3ynbTaTaM TEeKYIIUX U MPOMEKYTOUHBIX aTTeCTallui MPU MOMOIIY KOJTUYECTBEHHOMN OIEHKH,
BBIpAKEHHOU B Oaymax. MakcumanbHas cymMma OajuioB IO JucHMIUIMHE (Momaynto) paBHa 100
Oamnam.

OLEHOYHOE CPENICTBO
Bun yuebHoit nesrensHoCTH Teer IIpakTnueckue K3aMeH Wroro
3a1aHusl
JIeKIOHHBIE 3aHATHS 20 20
IpakTHyueckue 3aHATHS 40 60
ITpoMexxyTouHasl aTTecTaIys 20 20
Hroro 40 40 20 100

CYMMa 68.J'IJ'IOB, Ha6paHHBIX CTYACHTOM II0 BCEM BHIaM y‘Ie6H0ﬁ ACATCIIbHOCTHU B paMKax
JAUCHUIIIIMHBI, ICPEBOAUTCA B OLICHKY B COOTBECTCTBHU C Ta6J'II/IH€I\/'I.

Cymma Oaio
B
MO JIUCIUILIN

OHeHKa 10 MPOMEK

yTO‘IHOI7I aTTeCTamu XapaKTepI/ICTI/IKa KadyeCTBa Cq)OpMHpOBaHHOCTH KOMIICTCHIIN

u
HE

CTyzeHT IeMOHCTpHpPYeT CPOPMHUPOBAHHOCTH JUCIMIUTHHAPHBIX KOMIICTCHIINH, 00Ha

PY’KHMBaeT BCECTOPOHHEE, CHCTEMaTHYECKOe U ITy0OKOe 3HaHHE yueOHOro MaTepuana

o191 10 100 «3a4YTeHO» / » YCBOWII OCHOBHYIO JIUTEPATYPY M SHAKOM © JIOTIOJTHUTENILHOM TNTEepaTypoil, pexome

«OTJINYHOY HJIOBaHHOH NPOTPaMMOi, yMeeT CBOOOIHO BBIIOJIHATh MPAKTHUECKUE 3aaHus, TIPe]

YCMOTpEHHBIE TPOrPaMMOi, CBOOOIHO ONIEPHPYET NPHOOPETEHHBIMH 3HAHUSAMH, YME
HUSIMH, TIPIMEHSIET UX B CUTYAIHSIX MOBBIIICHHON CIIOKHOCTH.




CTyneHT IeMOHCTpUpPYeT c()OPMHUPOBAHHOCTb AUCLMILIMHAPHBIX KOMIICTEHIMIL: OCHO

o1 76 10 90 «3a4YTeHO» / BHBIC 3HAHUSI, YMEHUS OCBOCHBI, HO JIONYCKAIOTCS HE3HAUUTEIbHbIC OIINOKH, HETOYH
«XOPOLIO» 0CTH, 3aTPYAHEHHUS IIPH aHAITUTHYECKUX OIIEpaLsX, IEPEHOCE 3HAHUH U yMEHUH Ha H
OBBIC, HECTAH/IAPTHBIC CHTYALlH.
CTyzeHT AeMOHCTPHUpYeT ChOPMHUPOBAHHOCTD TUCIUIUIMHAPHBIX KOMIIETEHIIHI: B X0
«3a4TeHO» / Jie KOHTPOJIBHBIX MEPOIIPHUATHI HOITYCKAIOTCS 3HAYNTEIBHBIE OIINOKH, TPOSIBIIIETCS O
ot 61 1o 75 «yIIOBJIETBOPUTENH | TCYTCTBHE OTAENBHBIX 3HAHUH, YMEHHI, HABBIKOB IT0 HEKOTOPEIM JUCIUILIHHAPHBIM K
HO» OMIICTEHIMAM, CTYACHT MCIBITHIBACT 3HAUUTEIbHbBIC 3aTPYJHCHUS IIPH ONEPUPOBAHN
Y 3HAHUSAMU U YMCHUSMH IIPU UX NIEPEHOCE Ha HOBBIC CHTYALMH.
«we 3auTeHO» / V crynenra He c¢(OpPMUPOBAHEI AUCIUILIMHAPHEIE KOMIICTEHIIUH, TIPOSIBIISIETCS HEIOC
oT 41 o 60 «HEYJOBJIETBOPHTE Y OpMHpOBa) P - 1P
TaTOYHOCTb 3HAHMIl, YMEHHUH, HABBIKOB.
JIBHO»
«He 3a4TeHO» /
JlucuyIuIMHapHBIe KOMIIETEHIMH He chopMHUpoBaHbl. [IpOsBIACTCS MOJHOE WM NIPAK
ot 0 1o 40 «HEYJOBJIETBOPUTE

THYECKU ITOJHOE OTCYTCTBUE 3HaHHfI, yMeHPIfI, HAaBBbIKOB.

JIBHOY)

5 IlpumepHbIe OLIEHOYHBbIE CPeACTBA

5.1 IlIpumepHbIii NepedeHb BONPOCOB 10 TeMaM

CoNoOA~WNE

10.

Yro takoe nH(pOopMalMOHHAsE 6E3011aCHOCTH?

[lepeuncnure OCHOBHBIE YTPO3bl HH()OPMAIIMOHHON 0€30MacHOCTH.
Kakue cymiecTByroT Moesny HHPOPMALMOHHOM Ge30macHoCTH?

Kakue metobl 3a1MThl HHPOPMAIUK BBIIEIISIOT?

[IpaBo. UcTounuky mnpasa.

Kakue ocHOBHBIE 3aKOHBI B 001aCTH 3auThl HHpOpMaruu B PO?
OxapakTepu3yiiTe OMOMeTpHUYECKHE JaHHbIE KaK IEPCOHATIbHbIC JaHHBIE.
Uro takoe npodeccronanpHas TaitHa?UTo Takoe cayxeOHas TaitHa?

Uto Takoe koMmepueckas TaiiHa?

Kakne ocHOBHBIC MCKAYHAPOAHBIC CTAaHAAPTHI B obiactu HH(i)OpMaHHOHHOﬁ

Oe3omacHoCTH?

11.
12.
13.
14.

«OpanxeBast kuuranISO/IEC 15408.

Kak cBsi3aHbl MeXAyHapOJHbIE CTAaHAAPTHI U CTaHAapThl PO?

CTO BP UBBC-1.1-2007. «Ayaut nuHbopMaMOHHOH 0€30aCHOCTH.

PC BP UBBC-2.2-2009. «MeToauKka OLEHKH PUCKOB HapyIICHHs WH()OPMAIIMOHHOM

0€30II1aCHOCTIY.

15.
16.
17.
18.
19.
20.
21.
22.
23.
24,

Yto Takoe NOJMTUKA 0€30IacHOCTH?
UYto Takoe WHKEHepHas 3aluTa 00bEKTOB?
buomerpus. buoMmerpuyeckne XxapakTepUCTUKH.
Yo Takoe TeXHUUYECKHE KaHaIbl yTeUKH HHPOpMAIUU?
[TepeuncnuTe OCHOBHBIE BBl TEXHUYECKUX KAHAJIOB yTEUKH MHPOPMAITHH?
Yro Takoe crieurnpoBepka’?
Yro Takoe crenuccienoBasue?
Yo Takoe crenoOcieqoBanue?
Yto Takoe mporpaMMHO-amapaTHble CPEACTBa 3alUThl HHpopMarmu?
Kakne w™exaHuU3Mbl pealn3yloT MNpPOrpaMMHO-AINIapaTHBIE CPEICTBA 3allUThI

uHpopmManuu?

25.
26.
27.

Kakune koMmbproTepHBIC YTPO3bl 0€30MaCHOCTH CYIIECTBYIOT?
UYro Takoe cereBas pazBeaka? Kakue MeTobl 3a1IUTHI IPOTUB HEE CYIIECTBYIOT?
Uto Takoe nabekuusa? Kakue BUIbl MHBEKINN CyIIeCTBYIOT? Kaknue MeToIbl 3alUThI

IIPOTUB HUX CYILECTBYIOT?

28.

Urto Takoe oTka3 B oOciaykuBaHuu? Kakue MeTONbI 3alUTHl MPOTHB HETO

CYyILIECTBYIOT?

29.

OcHOBHBIE BUbI TPOIPAMMHBIX YSI3BUMOCTEH.



30.
31.
32.
33.

cerigac?

34.
35.
36.
37.

IIxana oyenku

UYro takoe mudpp? Kakue Buabl mudpoB CymecTByoT?

Yrto Takoe cUMMETpUYHBIN mudp?

Kakue cumMeTpruyHbIe Ul HCIOIB3YIOTCS ceiyac?

UYro takoe accumerpuunsblii mmdp? Kakue accumerpuunbie mMGPbl UCTIONB3YIOTCS

[TpuHIMIT TOCTPOCHUS CUMMETPUYHBIX MIHU(POB.

[TpuHIMIT TOCTPOCHUS ACCUMETPUIHBIX MHU(POB.

CrangaptHblie UG PHI.

[Torounsie muUppHI.

Kpamkue memoouueckue ykaszanus

CobecennoBaHue MpOBOIUTCS B YCTHOU (hopMe BO BpeMs MOCIETHETO 3aHATHS 10 TeME.
OOyuaronemycs 3a1aeTcs 2 CIy9aiHbIX BOMPOCa M3 CIUCKa BONMPOcoB. OOyJaromuics 10JDKEeH
OTBETHUTH Ha BOIIPOCHI B TeUeHHE 5 MUHYT. Bo Bpemsi mpoBeieHus codece10BaHus HCIIOIb30BaHNE
JUTEpPaTyphl U APYTUX UHPOPMAIIMOHHBIX PECYPCOB HE JIOMYCKAETCS.

Ne Bamnel Onucanue

4 32-40 CTYyJIEHT MOJHOCTBIO OTBETHJI HA 3aJJaHHbIE BOITPOCHI

3 24-31 CTYICHT CMOT MOYTH MOJTHOCTHIO OTBETUTH HA 3aJJaHHBIC BOIPOCHI

2 15-23 CTYICHT JJaJl HETIOJHBIA OTBET Ha BOIPOCHL, HO CMOT IIEPEAaTh OCHOBHYIO CYyTh BOIPOCa
1 0-14 CTyzeHT He CMOT WM (parMeHTapHO OTBETHII Ha 3aJaHHbIE BOIPOCHI

5.2 Ilpumepsl 3a1aHUH /151 BHINOJHEHUS] NPAKTHYECKHX PadoT

Tema 1.
OpraHU3aIMOHHO-TIPABOBOIO 00ecTIeYeHNsT MH(POPMALIMOHHON 0€301MacHOCTH.

Tema 2. Mcrionib30BaHNe KPUNTOTpaQUUECKUX CPEACTB 3alIUThI HH(OPMALIHH.

Tema 3. Peanu3anust paboTbl HHQPACTPYKTYPBI OTKPBITHIX KIIIOUYEH.

Tema 4. Cpencrpa creraHorpaduu JUist 3alUThl UH(OPMALHH.

Tewma 5. Hacrpoiika 6€301acHOTO CETEBOTO COSMHCHUS.

Tema 6. AHTUBHPYCHBIE CpEJICTBA 3alUTH HH(POpMAIUH.

Kpamxue memoouueckue ykazanus

Ha BbImonHeHue oJHOW MpakTHYECKOM paboThl OTBOIUTCS He Oosee 3 JBYXYacOBBIX
3aHsaTHi. [locie BBIMONHEHUS KaXI0H MPakTHYEeCKOM pabOThl CTYAEHT JOJKEH IPEICTaBUTh
OTYET O €€ BBIIOJIHEHNH, a TAK)KE, [10 YKa3aHUAM IIPENOaBaTelis, BHIIIOJHUTD JOMOJHUTENbBHbBIE
MPAKTUYECKHE 3a/1aHus IO TeME MPAKTUYECKON pabOTHI.

Llkana oyenxu

HpI/IMeHCHI/IC I/IH(I)OpMaI_II/IOHHBIX TEXHOJOTUN  JJIsI HN3YUYCHHUA BOIIPOCOB

No

Banner

Onucanue

5

3240

CTyneHT npenocTaBIseT OTIET MONPaKTHIECKOH paboTe 0hOPMIIEHHBIH B CTPOTOM COOTBETCTBH
1 ¢ TpeOOBaHUSME By3a. JleMOHCTPHPYET X0 BBIOIHEHHUS 33/1aHKsI, OTBEYaeT Ha BOMPOCHI I10 3
aJIaHUIO.

26-31

CTyZ[eHT MpeaoCTaBJIACT OTYET HOHpaKTH‘IeCKOﬁ pa60Te Od)OpMHeHHLIﬁ B CTPOIroM COOTBETCTBU
nce T‘p€6OBaHI/I$[MI/I By3a. I[eMOHCTpI/IpyeT X0/ BBITIOJIHEHUA 3a/laHUsA, HO HE OTBCYACT HA BOIIPOC
bI 110 3aJITaHUIO.

18-25

CTyneHT npenocTaBIseT OTIET MONPaKTHIECKOH paboTe 0hOPMIIEHHBIH B CTPOTOM COOTBETCTBH
u ¢ TpeboBaHUSIME By3a. Ho He criocoOeH mpoieMOHCTPUPOBATh X0 BRIOIHEHNS 3a/1aHUs, OTB
€JaeT Ha BONIPOCHI TI0 3aJaHHIO.

CTyZ[eHT MpeaoCTaBIACT OTYET HOHpaKTI/I‘IeCKOﬁ pa60Te OC])OpMHeHHLIﬁ ¢ OIMOKaMH COOTBETCT
BUH C Tpe6OBaHl/IflMl/I By3a. HC IEMOHCTPUPYET X0/ BLIIIOJIHEHUA 3aJaHUsl, OTBEYACT HAa BOIIPOCHI
110 3aJaHUI0 C HCTOYHOCTAMU.

CTyI(eHTOM ACMOHCTPUPYET OTYET, HO HE MOKET pacCKa3aju HU O BBINNOJIHEHUHU 3a/laHUs, HU OT
BETUTHL Ha BOIIPOCHI 110 HEMY. JIn6o orueT HE IIPEOCTABJICH

OTHOCATCA:

5.3 KoHTpoJIbHBIIi TecT

1.

K mpaBoBeIM MeTonaM, oOecCreyMBarOIUM HH(POPMALMOHHYIO 0€30MacHOCTb,

e a) Pa3paboTka anmapaTHBIX CPEACTB 00ECIIEUEHUS TPABOBBIX JTAHHBIX



e 0) Pa3zpaboTka u ycTaHOBKA BO BCEX KOMITHIOTEPHBIX MTPABOBBIX CETAX KYPHAIOB yueTa
NeUCcTBUHI

e B) Pa3paboTka u KOHKpeTH3aIysl MPaBOBLIX HOPMATHBHBIX aKTOB 00CCIICUCHUS
0€e301acHOCTH

2. OCHOBHBIMH HCTOYHHKAMH yrpos HH(l)OpMaHHOHHOfI 0€30IaCHOCTH SBIIIOTCSA BCE
YKa3aHHBIC B CIIUCKE!:

e a) XUIlEHUE KECTKUX AUCKOB, OJKIIOYCHUE K CETH, HHCAIIEPCTBO

e 0) [lepexBaT naHHBIX, XULIEHUE JAHHBIX, U3MEHEHHE APXUTEKTYPbI CUCTEMBI

e B) XUIlIEHHE JIAHHBIX, MOAKYI CUCTEMHBIX a]IMUHUCTPATOPOB, HAPYIICHUE periaMeHTa
paboThI

3. Buzpl nuadopMaiioHHo#i 6e30nacHOCTH:
e a) IlepcoHanbHas, KOpropaTUBHAas!, TOCYAApCTBEHHAs
e 0) Knuenrtckas, cepBepHas, cereBas

e B) JlokanpHas, riiobanbHas1, CMEIIaHHAs

4. Temn wuHpOpMAMOHHONW O0E30IIACHOCTH — CBOEBPEMEHHOE OOHapyKeHHe,
IpeaynpexIeHHe:

e a) HecaHKIIMOHMPOBAHHOIO JOCTYIIA, BO3JICUCTBUS B CETH
e 0) UucaiinepctBa B opraHuzaiuu
e B) Upe3BbI4aliHBIX CUTYalUI
5. OcHOBHBIE 00BEKTHI HH()OPMAIMOHHON OE€30MMACHOCTH
o a) KommbrorepHsie cetu, 6a3bl JaHHBIX
e 0) ndopmannoHHbIe CUCTEMBI, ICUXOJIOTHUECKOE COCTOSIHUE MOJIb30BaTeei
e B) busHec-opueHTUPOBaHHBIE, KOMMEPYECKHE CHCTEMBI
6. OCHOBHBIMHU pUCKaMH HH(OPMAIIMOHHOM 0€30MacCHOCTH SIBJISIOTCS:
o a) lckaxeHue, yMeHblIeHHEe 00bEMA, MEPEKOANPOBKA HH(OPMAIIH
e 0) Texnuueckoe BMEIIATEIbCTBO, BEIBEICHUE U3 CTPOSI 00OPYIOBAHUS CETH
o B) [loreps, uckaxxenue, yreuka HHGOpMAIHH
7. K ocHOBHBIM IpHHLIMIIAM oOecrieueHust UH(HOpMaAIIMOHHOM 0€30IacCHOCTH OTHOCUTCSL:
e a) DKoHOMHUYECKOH 3(h(heKTUBHOCTH CUCTEMBI 0€30I1aCHOCTH
e 0) MHoromiaTpopMeHHOM peaan3aly CUCTEMbI
e B) YCWICHHS 3alIUIIIEHHOCTH BCEX 3BEHBEB CHCTEMBI
8. OcHOBHBIMU CyOBEeKTaMU WH()OPMAITMOHHOM 0€30MTaCHOCTH SIBIISFOTCS:
e a) PykoBoautenu, MeHEKEPHI, aAIMUHUCTPATOPBI KOMIIaHHH
e ©) Opransl npaBa, rocyJapcTBa, Ou3Heca

o B) CereBble 06a3bl TaHHBIX, (PaCPBOIITBI

9. K 0cHOBHBIM (I)YHKI_II/IHM CHCTEMBI 0€30IIaCHOCTH MOKHO OTHECTH BCE NEPCUUCIICHHOC!



a) YCcTaHOBJIEHHE PEerjaMeHTa, ayIuT CUCTEMbI, BHISIBIIEHUE PUCKOB
0) YcraHoBKa HOBBIX O(UCHBIX MPUIIOKEHUN, CMEHA XOCTUHT-KOMITAHUH
B) BHenpenue ayreHTHQUKAIMN, TPOBEpKAa KOHTAKTHBIX JAHHBIX MOJIb30BaTEICH

10. IIpuHIKTIOM HHPOPMALMOHHON OE30MACHOCTH ABISACTCA NPUHIUI HEAONYIICHHUS:

a) HeonpaBaanHBIX orpaHHueHHiA IpU paboTe B CETH (CHCTEME)
0) PuckoB 0€30IMacCHOCTH CETH, CUCTEMBI
B) [Ipe3ymniuu cekpeTHocTH

11. IlpuHOMTIOM MOMUTUKH UH(DOPMALIMOHHON OE30MaCHOCTH SIBJIAETCS MPUHLIUIL

a) HeBo3MOXKHOCTH MUHOBATh 3aAIMTHBIC CPEICTBA CETH (CHCTEMBI)
0) YcuieHuss OCHOBHOTO 3B€HA CETH, CUCTEMBI
B) [ToytHOTO OJIOKMPOBAHUS JOCTYIIA IIPH PUCK-CUTYAITUIX

12. TIpuHIMTIOM MOJUTUKY HH(GOPMAIIMOHHON OE30MaCHOCTH SBJIAETCS IPUHLIUIL:

a) YcuneHus 3aliIIéHHOCTA CaMOT0 HE3alUMIIEHHOTO 3BeHa CETH (CUCTEMBI)
0) [lepexona B 6e30macHOe COCTOSIHUE PAOOTHI CETH, CUCTEMBI
B) [lonHOTO MOCTYNA MOJIB30BAaTENEN KO BCEM PECYpCam CETH, CUCTEMBI

13. [IpyHIMTIOM TOTUTUKHA HHPOPMALIMOHHON 0€301TaCHOCTH SIBJISIETCS IPHHIIATL:

a) Paznenenus nocryna (00s3aHHOCTEH, IPUBUIIETUI ) KIIMEHTaM CETU (CHCTEMBI)
0) OIHOYpOBHEBOM 3aILIUTHI CETH, CHCTEMBbI
B) COBMECTUMBIX, OJTHOTHITHBIX ITPOTPAMMHO-TEXHUYECKUX CPEJCTB CETH, CUCTEMBI

14. K OCHOBHBIM THIIaM CpeacTB BO3JICHCTBUS Ha KOMIIBIOTCPHYIO CE€Th OTHOCUTCA:

a) KomnrorepHslii cOoit
0) Jlornueckue 3akaaaku («KMHUHBD)
B) ABapuiiHOE OTKJIIOYEHHUE TUTAaHUS

15. Korna nomyden crniam o e-mail ¢ npunoxEHHbIM (aitnom, cienyer:

a) [IpounTtare NpUI0KEHNE, €CIIU OHO HE COAEP>KUT HUYETO LIEHHOTO — YIaIUTh

0) CoxpanuTts npuioxenue B nanke «Crnam», BBIICHUTH 3aTeM [P-anpec reneparopa
criama

B) Y1anuTh MUCHMO C MIPUIIOKEHHUEM, HE PACKPBIBasi (HE YUTast) €ro

16. IIpuauun Kupxroda:

a) CekpeTHOCTh KJII0Ya OMpesiesieHa CEKPETHOCThIO OTKPBITOTO COOOIIEHHS
0) CexpeTHOCTh MHGOPMAIINH OTIPEIEIICHa CKOPOCTHIO Mepeavn TaHHbBIX

B) CEeKpeTHOCTh 3aKPhITOT0 COOOIEHHS ONPEAEIAeTCS CeKPETHOCTRIO KITIoua
17. OUII — sro:

a) DneKkTpoHHO-1IMPOBOI MpeodpazoBaTesb

0) DnekTpoHHO-1IU(POBast MOANUCH
B) DJIEKTPOHHO-IIM(DPOBOI mporteccop



18. Hambomee  pacmpocTpaHeHsl  Yrpo3bl  MH(GOpMAIMOHHOH  0€30macHOCTH
KOPIIOPAaTUBHOM CUCTEMBI:

e a) [loxynka Henuuensuonnoro 110
e 0) OmmOKM 3KCIUTyaTalliy ¥ HEYMBIIIUIEHHOTO U3MEHEHHUS PEKUMA PaOOTHI CUCTEMBI
o B) Co3HaTellbHOE BHEAPEHHUE CETEBBIX BUPYCOB

19. Haunbounee pacripocTpaHeHbl Yrpo3bl HHPOPMAILIMOHHON 0€30IaCHOCTH CETH:

e a) Pacnipenenéuuslii JOCTYyM KIMEHTA, OTKa3 000PYAOBaHUS
e 0) MopasibHbII UI3HOC CETH, HHCANHIEPCTBO
o B) COo0ii (0TKa3) 000pyI0BaHUS, HEJETAILHOE KOMMPOBAHUE TAHHBIX

20. Haubonee pacnpocTpaHeHbI CPEACTBA BO3ACHCTBHUS Ha CETh oduca:

o a) CnaOsii Tpaduk, HHPOPMAITMOHHBIA OOMaH, BUPYCHI B UHTEPHET
e 0) Bupycsl B ceTn, lornueckre MUHBI (3aKJIaIKK ), THPOPMAIIMOHHBIN ITepexBat
o B) Komnbrorepusie cOon, N3MEHEHNE aIMUHUCTPUPOBAHUS, TOTIOJIOTUU

21. Yreukoi HH(bOpMaI_II/II/I B CUCTCMC HA3BIBACTCA CUTYyAllUs, XapaKTCPU3yeMasd:

e a) [loTepeil naHHBIX B CUCTEME
e 0) l3menenuem Gpopmsl HHGOpMAITUH
e B) l3MeHeHHeM coaepikaHus HHGOpMAITUU

22. Cpo#ictBamu wuH(pOpMAIMKM, HauOoJee aKTyalbHBIMU TpU  OOECHEUYeHUU
MH(OPMaLlMOHHON 0€3011aCHOCTH SBIISIOTCS:

e a) llenoctHoCTh
e 0) doctynmHOCTh
e B) AKTyaJIbHOCTb

23. Yrpo3a uapopMaioHHoi cuctemMe (KOMIbIOTEPHOM CEeTH) — 3TO:

e a) BeposiTHOe coObITHE
e 0) lerepmuHMpOBaHHOE (BCET/Ia OMPEACIEHHOE) COOBITHE
e B) [lepuoanuecku noBTOpstOIIeecs COObITHE

24. Undopmanus, KOTOpYIO CleIyeT 3aluuiarh (10 HOpPMAaTHWBaM, IpPaBHJIaM CETH,
CHCTEMBI), Ha3bIBACTCS:

e a) PernmameHntnpoBaHHON
e 0) IIpaBoBoii
e B) 3amnuiiaeMon

25. PasHoBumgHOCTAMU yrpo3 Oe3omacHOCTH (CeTH, CHCTEMBI) SIBISIOTCS BCE
TIePEYHCIICHHBIE B CITUCKE:

e a) [IporpamMHBbIe, TEXHUYECKHE, OPTaHU3AIMOHHBIC, TEXHOJIOTHUECKUE
e 0) CepBepHble, KJITUEHTCKHE, CITyTHUKOBBIC, HA3EMHbBIC
e B) JInuHble, KOpHIOpaTUBHBIE, COLIUATbHBIE, HALIUOHATbHBIE



26. OKOHYaTENbHO, OTBETCTBEHHOCTH 32 3aIMUIIEHHOCTh JAHHBIX B KOMIIBIOTEPHOU CETH
HECET:

e a) Binagenen cetu
e 0) AIMUHUCTpPATOp CETH
o B) Ilonp3oBarens ceTu

27. IlonuTKa 6€30MacCHOCTH B CUCTEME (CETH) — 3TO KOMILIEKC:

e a) PykoBojctB, TpeOoBaHuil oOecrieueHUs: HEOOXOAUMOI0 ypOBHS 0€30MacHOCTH
e ©0) UucTpykuwmii, airOpuTMOB MOBEACHUS MOJIb30BATENA B CETH
o B) Hopm undopmarnmonnoro npasa, co0I101aeMBIX B CETH

28. HambOonee BaXHBIM MPU peaTU3alMU 3AIMUTHBIX MEpP IMOJIUTHKU O€30MacHOCTH
ABIISETCS:

e a) Ayaut, aHanu3 3aTpaT Ha IPOBEICHUE 3aALIUTHBIX MEp
e 0) Ayaur, aHanu3 0€30MacCHOCTH
e B) AynuT, aHaJIU3 ySI3BUMOCTEU, PUCK-CUTyal[UI

Kpamkue memoouueckue ykasanus

Ilepen pemieHHeM TECTOB BHHUMATENBHO CIENYET O3HAKOMBCSA € KaXKIbIM BOIPOCOM MU
npeUlaraéMbIMA  BapUaHTaMH OTBETOB. 3aTeéM HEOOXOIMMO ONHpPasCh Ha TEOPETHUECKUI
MaTepuai, CBSA3aHHBIM C TEMOW BOIPOCA COINOCTABUTH €0 C IMPUBEAEHHBIMH BapHaHTAMHU.
BriOupaercst TOT OTBET, KOTOPBI TOYHO OTPAXKACT U3IIOKEHHBIE (DAKTHI.

Llkana oyenxu
Ne | Bamuiel | Onucanue
1 CTyIeHT aJl BepHBI OTBET HA TECTOBBIH BOIPOC
1 ]0 CTyIeHT JlaJl He BEpHBIH OTBET Ha TECTOBBIH BOIIPOC
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