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1 Hessp, nuiannpyemMble pe3yabTaThl 00y4eHHs 110 AUCHHUIINHE (MOLYJII0)

Llenpto ocBoenust mucuuiuimebl  «MH(bOopManmoHHas Oe30macHOCT, M 3alluTa
uHpopmanum» sABIseTcs (HOPMUPOBAHME Yy CTYJCHTOB CHCTEMBbl 3HaHMM B oOjactu
uH(pOpMaMOHHONW O€30MaCHOCTH M NPHUMEHEHHS Ha INPAKTUKE METOJOB M CPEJICTB 3alIUTHI
uHpOpMaLnu.

3amaun  OCBOEHMS JWCIMIUIMHBL  (OPMHpPOBAHME YMEHHUS OOECICUUTh 3aIIUTY
uHpopManuu 1 00beKTOB HH(pOpMaTH3aLKH; (OPMUPOBAHUE YMEHUS COCTABIATH 3asIBUTEIBHYIO
JOKYMEHTAIIMI0 B HAJ30pHBIE TOCYJapCTBEHHBIC OPTaHbl WHPOKOMMYHUKAIIMOHHOW OTpAaciy;
¢opMHpOBaHHE HABHIKOB BBIMOJHEHHS pPabOT B OOJIACTH TEXHUYECKOTO pPEryJIHpPOBaHUS,
cepTU(UKAMM TEXHHUYECKUX CPEICTB, CHCTEM, HPOLIECCOB, OOOpPYJOBAaHUS M MaTEPHAJIOB;
(dbopMUpOBaHNE HABBIKOB O0ECIICUEHUS 3aIUTH 00BEKTOB MHTEIUICKTYaIbHOM COOCTBEHHOCTU H
PE3YJIbTaTOB UCCIIEOBAaHUN U pa3padOTOK KaKk KOMMEPUYECKON TaliHBI TPEANPHITHS; HACTPOHKA U
o0CITy’)KMBaHHUE anmnapaTHO-IPOTPAMMHBIX CPEJICTB.

[TnanupyemMbpIMH pe3ynbTaTaMi 00yYEeHHUS O JUCHUILIHHE (MOAYIIIO), SBISIOTCS 3HAHHSA,
yMEHUS, HaBbIKU. llepeueHb MIaHUPYEMBIX PE3yJbTaTOB OOYUEHHS 10 JAUCHUILTUHE (MOJIYIIO),
COOTHECEHHBIX C IUIAHHPYEMBIMU pe3yJbTaTaMH OCBOCHHs 00pa30BaTEIbHON MNpPOTrpaMMBl,
npezcTasieH B Tabnuue 1.

Tabmuna 1 — Komnerenuu, popmupyemblie B pe3yinbTaTe U3YyYeHUS TUCITUTUIMHBI (MOIYIIS)

PesynbraThl 00y4YeHHUs 10 JUCIMILINHE
Kon u Konn
Haspanue hopMyIrpoBKa
OIIOII BO, opmynHpoBKa HHIUKaTOpa Kox
COKpalieHHOe KOMIETEHIUH JOCTHKEHHS pe3ynb dopmynupoBKa pe3ynbTara
KOMITCTEHIINT
Tara
09.03.03 OIIK-1 : Criocoben OIIK-1.2k : Pemaer P10 | Ymenue | ynpaBisith
«[Ipuknagnas | mpUMEHSTH npodeccroHaNbHbBIE UH(OPMALMOHHOH
nHdopmaTnKa» | ecTecTBEeHHOHAYYHBIE | 3agadu ¢ 6€301acHOCTBI0
(b-TIN) 1 OOIIeHKeHEPHBIE | MIPUMEHEHUEM OpraHu3aIyn
3HaHUS, METOIbI €CTESCTBCHHOHAYYHBIX P12 3HaHue | TpeOOBaHMIA K 3aIlUTE
MaTeMaTHIecKoro 1 OOLIENH)KEHEPHBIX uHpOpMaIUK
aHanm3a u 3HAHUH OIPEAEICHHOTO THIIA
MOJEINPOBAHNS, PJI3 | Ymenue | ucronp3oBath
TEOPETHYECKOTO U COBPEMEHHBIE
9KCIIEPUMEHTAILHOTO IPOrpaMMHO-
HcclIe0BaHus B armapaTHble CpeICTBa
npodeccroHanbHol 3alIMThl HHPOPMAIMU
ACATEILHOCTH P14 | YMenue | oGecrieunBaTh 3aIIUTY
uHpopmauu
P15 HasBrpixk | BnageHus
COBPEMEHHBIMH
METOJJaMU 00€eCTIeUeHUs
3alIMThl HHPOPMAIMU
PJ16 3HaHWe | COBPEMEHHBIX METOJIOB U
CPEJICTB 3aIlIUThI
nHpOpMaUN
P18 HaBreik | BmageHust
COBPEMEHHBIMH
TEXHOJIOTUSIMU U
METO/IaMH 00eCIIeUeHNUS
nH(pOpMaMOHHOK
6e3omacHoCTH
OpraHM3aIy
OIIK-3 : Criocoben OIIK-3.1k : P/l 3HaHUE | COBPEMEHHBIX 3aKOHOB,
pemats cranaapTeie | Ilpumensier CTaH/IapTOB, METO/IOB U




3a7a4n
npodeccuoHaTLHOM
JeATeTbHOCTH Ha
OCHOBE
WHPOPMAMOHHON 1
o6ubmmorpadugaeckoit
KYJIBTYPHI C
MIPUMEHEHHUEM
nH(pOpMaLMOHHO -
KOMMYHUKaIIMOHHBIX
TEXHOJIOTUH U C
y4ETOM OCHOBHBIX
TpeOoBaHMIt
WHPOPMAITNOHHOM
6e30macHOCTH

MIPUHIIUIIBI, METOJIBI
U CPEJICTBA PEIICHUS

TEXHOJIOTHI B 00JIaCTH
3aIUTHI HHHOPMAITHH

CTaHJapTHBIX 3a1a4 P11 | HaBblk | BrageHHA METOAAMHU
po¢eCCHOHATBHOM OIIEHKU PHUCKOB
JesATeIFHOCTH Ha HH(OPMALMOHHOM
OCHOBE 6€301acHOCTH
MH(pOPMALMOHHOH 1 PJI2 | 3manme | TpeGoBaHWii K 3amIUTE
Oubnuorpapuueckoi HH(OpMAaIHH
KYJIBTYPBI C OIIPEJIJICHHOT'0 THIIA
IPUMCHEHNEM PA7 | YMeHue | aHamu3upoBaTh
UH(POPMAIMOHHO- UH(OPMAIMOHHYIO
KOMMYHHKAIHOHHBIX 6e30MacHOCTb
TEXHOJIOTUH U C OpraHu3aliu

qugOM OCHOBHBIX P19 | 3uanme | coBpemeHHBIX
TpeOOBaHUU . TEXHOJIOI'Hil, METOUK U
MH(pOPMALHOHHON CPEJICTB 3aIlUTHI
6e3omacHOCTH

nHdopmanuu

B mponecce OCBOCHUA JUCHUINIMHBI PEINAOTCA 3aJadd BOCIIMTAaHUA T'apMOHHUYHO
pa3BHTOfI, HanI/IOTH‘{HOfI n conuaJibHO OTBETCTBECHHOM JHYHOCTH Ha OCHOBE TPpaAUIUOHHBIX
pOCCHﬁCKHX AYXOBHO-HPAaBCTBCHHBIX U KYJIbTYPHO-UCTOPUUYCCKUX HCHHOCTeﬁ, MpeaACTaBJICHHLIC

B Ta0Omuie 1.2.

Ta6mmma 1.2 — I{eneBbie OpUESHTUPBI BOCITUTAHUS

BocnurareabHble 3a1a41

®opMuUpOBaHUE IEHHOCTE

IleneBbie OpUEHTHPBI

@®opMHUPOBaHUE IPAKTAHCKON MO3ULUM U NATPUOTH3IMA

Bocnuranne yBaxkenus k Koncruryun u
3akoHaM Poccuiickoit @enepanuu

rpa)I(HaHCTBeHHOCTB

I[I/ICL[I/IHJ'II/IHI/IPOBEIHHOCTB

(I)OpMI/II)OBaHHe AYX0BHO-HPABCTBE€HHBLIX HeHHOoCTel

BocnuTanue uyBcTBa 10Jra U
OTBETCTBEHHOCTH TIEpe]] CEMbel U
00IIIECTBOM

nacalbl

Bricokue HpaBCTBCHHLIC

Oco3HaHUE EHHOCTH
npodeccuu

@opMuUpOBaHHE HAYYHOI'0 MUPOBO33PEeHHs U KYJIbTYPbl MbILIJIEHUS

Pa3BuTre mo3HaBaTeIHLHOTO HHTEpECA U
CTPEMIJICHUS K 3HAHUAM

Cayxenne OtedecTBy U
OTBETCTBEHHOCTH 32 €T0 CyAb0Yy

CobmnroneHne MOpatbHBIX
TMIPUHIUIIOB

@DopMuUpOBaAHNE KOMMYH

HKATUBHBIX HABBIKOB U KYJIbTYPbI oﬁmemm

PasBurne ymenus 3 QpeKTHBHO 00mAaThCs
U COTPYIHHYATh

Bs3aumomnomors u
B3aMMOYBa)KECHHE

CriocoOHOCTh HAXOIUTH,
AQHAJIM3UPOBATh U
CTPYKTYPHUPOBATh
nHPOPMALIUIO

2 Mecro aucuunannsbl (Moay.as) B crpykrype OITOII

I[I/ICI_II/IHJ'II/IHa ((HH(bOpMaLII/IOHHaH 0€30IMacHOCTh H 3aluTa HH(bOpMaLIHH)) BXOIUT B

6a3oByro yacTh bioka 1 Jlucrumimnel (Moaynnn) y4eOHOrO IUIaHa.




3. O0beM AUCHUNJIMHBI (MOAYJIs)

OO0veM jaucHUIUIMHBL (MOIYJsI) B 3a4€THBIX EIWHUIAX C YKa3aHHEM KOJHYECTBa
aKaJEeMUYECKNX YacOB, BBIIICJICHHBIX Ha KOHTAaKTHYI padoTy ¢ oOydaromumucs (10 BUIaM
y4eOHBIX 3aHATHI) U HA CAMOCTOATEILHYIO pabOTy, MPUBEICH B TaOIUIIE 2.

Tabnuna 2 — O61mas TpyJI0eMKOCTh AUCIIUILITUHBI

Tpyno- O0BbeM KOHTAKTHO# paboThI (Yac)
Cemectp €MKOCTb
HasBanue (I)60 P Mz_i Yactp 1/[(11(3120) AVIHTOPHAS Breaynu- CPC ‘fTofol
OIIOII BO OH};;e VII 3 q)(};pc YAHTOp TOpHas al ?:H
03(1)0’) 3.E.) Bcero 1
nek. | npak. | ma6. | ITA | KCP
09.03.03
Ipuxnannas 0dO bl.b 5 3 73 36 36 0 1 0 35 €]
nH(pOpMaTHKA

4 CTpyKTypa U coiepKaHue QM CUMILIHHBI (MO1YJIs1)

4.1 CTpykKTypa IucuMiuvidabl (Moayas) ajass ODO

TemaTnueckuil miaH, OTpa)karLUil coaep)kaHUe NUCLUILIMHBI (MepeueHb pa3fiesioB U
TEM), CTPYKTYPHUPOBAHHOE IO BU/IaM YUEOHBIX 3aHATHI C YKa3aHHEM UX 00HEMOB B COOTBETCTBHH
¢ y4eOHBIM IJIaHOM, ITpHBeJieH B Tabaule 3.1

Tabmuua 3.1 — Pa3aensl quCHUTUIMHBL (MOJTYJIs), BUIIBI Y9€OHOU NEATETLHOCTH B (POPMBI
Tekyuero Kourpoust st 09O

Kon pe- Kos-Bo yacoB, 0TBe/IcHHOE Ha
Ne HasBanue Tembl 3ynbTara Popwma
Jlek [Ipaxt J1a6 CPC TEKYILEro KOHTPOJIs
00y4eHus
Beenenue B
1 | nadopmanmoHHyIO PJ1, P16 2 0 0 2 CobecenoBanue
6€3011acHOCTb
IIpumenenue
MH)OPMAITMOHHBIX
TEXHOJIOTHH U1 M3YHCHH OTYET MO NMPaKTHIECKOH
2 | BOIpPOCOB OpraHU3aMOHHO- Pa1 0 2 0 3 P
pabore
MPaBOBOTO 00CCIICUCHUS
MH(OPMAIMOHHOM
06e30acCHOCTH
IIpaBoBoe obecrieueHnE
3 | uHbOpPMATMOHHO Pa1, P12 6 0 0 3 CobecenoBanue
0e30MacHOCTH
Hcnons3oBanue PI3, o
P/i4, OTUYET M0 NPAKTUUECKOM
4 | xpunrorpadguyecKux CpeicTB P16 0 6 0 3 paboTe
3amuTH HHGOpMauu PJI8, PO
OpraHu3aiioHHOE gﬁi’
5 | obccmenemme P17, 6 0 0 3 | Cobecenosanne
HHPOPMAIIMOHHOM P18
0e30macHOCTH PII10
PLI2,
PJI4,
Peanuzanus paGoTst PJI6, o
OTYET MO MPaKTHIECKOH
6 | HHPPACTPYKTYPHI OTKPHITHIX Pa7, 0 6 0 3
N pabote
KITIOuei P19,
PJI10,
PJI11




PA3,
TexHnuueckue cpeacTna u PJia,
7 pel PJ5, 6 0 0 3 CobecenoBanue
METO/IbI 3aIUTHI HHPOPMaNH PII6
PA7,PJ19
8 CpenctBa creranorpaduu Iyt PJI5, P19 0 6 0 3 OTYeT MO NMPaKTHIECKOH
3aIIUTHl HHOPMaIUHI pabote
PA3,
IIporpamMmHoO-anmapaTHsie P/i4,
CpENCTBA U METObI PJ5,
9 | obecneuenus P17, 8 0 0 3 CobecenoBanne
NH()OPMAITMOHHOM PJ8,
06€30I1aCHOCTH P19,
P11
PA3,
PJ14,
Hactpoiika 6e3omacHoro PJ5, OTYET M0 NMPAKTUUECKOHN
10 0 8 0 3
CETEBOTO COCAUHCHUS PJI8, pabote
P19,
P11
PIS,
11 Kpunrorpagpudaeckue MmeTo st P8, 8 0 0 3 CoGecenopate
3aIMTH HHGOpMauu P19,
P11
PJI3,
P/14, .
AHTHBHPYCHBIE CPE/ICTBA OTYeT MO NMPAaKTHIECKOI
12 PJS, 0 8 0 3
3aIuThl NHGOpPMAIN P19 pabote
P11
HToro mo Taéanue 36 36 0 35

4.2 Conep:xxaHue pa3aejioB U TeM JUCHUILTUHBI (Moay.as) aias ODO

Tema 1 Bseoenue 6 ungopmayuonnyio 6e30nachocme.

Copepxanne Tembl: MuHopmarmonnas Oe3onacHocTh. OCHOBHbIE TOHATHA. Mopenu
nH(pOpMallMOHHOM Oe3omacHocTU. Bubl 3amuimaeMoil uHGopmauu.

@®opMbl U METOABI MPOBEACHUS 3aHATUI MO TeMe, MpUMEHseMble 00pa3oBaTeIbHbIE
TEXHOJIOTUH: JIEKITMOHHOE 3aHSATHE.

Bunsl camocTosTensHON MOATOTOBKU CTYAEHTOB 1Mo TeMe: [1oAroToBka K KOHTPOJIBHBIM
BOTIpOCaM coOece0BaHusl, MOATOTOBKA K MPOMEXKYTOYHOM aTTeCTAIIH.

Tema 2 Ilpumenenue uHGOPMAYUOHHBIX MeEXHONO02UL Ol  U3YYEHUs BONPOCO8
OpP2aHU3AYUOHHO-NPABOBO20 0OecneyeHUs UHDOPMAYUOHHOU OE30NACHOCTIU.

Conepxxanne Tembl: Hcmonp3oBaHue 0a3 JaHHBIX JUISI HAXOXKACHUS M M3yYCHUS
HOPMATUBHBIX JOKYMEHTOB B 00JIaCTH HHPOPMAIIMOHHON 0€30MacHOCTH.

@®opMbl ¥ METOABI TPOBEICHUS 3aHATHUH MO TeMe, MpPUMEHseMble 00pa3oBaTeIbHbIE
TexHoJoruu: Ilpakrtuueckoe 3aganue.

Buapel camocToATENbHON MOATOTOBKM CTYAEHTOB IO Teme: lloaroroBka ortdera mo
MPAKTUYECKON paboTe, MOArOTOBKA K MPOMEKYTOUHOM aTTECTAIINH.

Tema 3 IIpasosoe obecneuenue ungopmayuonHol 6e30nacHocmu.

Conmepxxannie  Tembl:  OCHOBHBIE  HOPMAaTHBHO-TIPAaBOBBIE  aKThl B 00JacTu
uHpopMalMOHHON Oe3omacHocTH. IlpaBoBBIe OCOOeHHOCTH oOOecredeHuss 0e30macHOCTH
KOH(UICHIMATBbHOW HH(OPMaLIUK U TOCYAapCTBEHHOM TaliHBI.

@®opMBI U METOABI TMPOBEACHUS 3aHATUH TO TeMe, MPUMEHseMble 00pa3oBaTeIbHBIE
TEXHOJIOTUH: JIEKITMOHHOE 3aHSATHE.

Buasl caMocTosTensHON TOATOTOBKU CTYIEHTOB 10 Teme: [1oaroToBKa K KOHTPOIBHBIM
BOIIpOCaM cobece0BaHusl, MOArTOTOBKA K MPOMEXKYTOUHOM aTTeCTaI|H.



Tema 4 Hcnonvzosanue kpunmozpaghuyeckux cpeocms 3auumol UHGopmayuu.

Conepxxanne tembl: Cosnanue 3amupoBaHHBIX (DAHIOB M KPUINTOKOHTEHHEPOB U UX
pacmdpoBaHHe.

@opMbl U METOABI MPOBEJICHUS 3aHATUN MO TeMme, MPUMEHsAEMble 00pa30BaTEIbHbIC
texHosioruu: IIpakTuyeckoe 3ananue.

Buael camocToATENbHOM MOATOTOBKM CTYAEHTOB 1o Teme: lloaroroBka oryera mno
MPAKTUYECKON paboTe, MOArOTOBKA K MPOMEKYTOUHOM aTTEeCTAIUH.

Tema 5 Opeanuzayuonnoe obecnevenue UHGOPMAYUOHHOU OE30NACHOCMIU.

Conepxanne Tembl: OCHOBHBIE CTaHAAPTHI B 001acTH obecrieueHuss HHPOPMALMOHHOM
6e3omacHoctu. [lonutuka 6e3omacHOCTH. DKOHOMUYECKasi 0€30MaCHOCTh MPEIIPUSITHSL.

@opMbl U METOABI MPOBEACHUS 3aHATUI MO TeMe, MPUMEHsSEMble 00pa3oBaTeIbHBIE
TEXHOJIOruM: JIeKnoHHOe 3aHsTHE.

Bunpl caMocTosTeNnbHON OATOTOBKU CTYJAEHTOB 110 TeMe: [1oAroToBka K KOHTPOJIBHBIM
BOIpOcaM cobeceIoBaHms, MOArOTOBKA K MPOMEKYTOYHON aTTeCTalllu.

Tema 6 Peanusayus pabomoel ungpacmpykmypbi OmMKpblmuIX K0Yel.

Copepxanne TeMbl: Co3naHue YAOCTOBEPSAIOIIEIO LIEHTPa, IE€HEpalus OTKPBITBIX U
CEKPETHBIX KIIOuel, co37aHue CepTHU(PUKATOB OTKPBITHIX KIIOUEH, CO3JaHHE 3JIEKTPOHHOM
IIOATNCH, IIPOBEPKA IIEKTPOHHON ITOATIHCH.

@opMbl U METOABl IMPOBEACHUS 3aHATUH O TeMe, NpUMEHseMble 00pa3oBaTelbHbIE
texHosioruu: IIpakTuyeckoe 3ananue.

Bunsl camMocTOATENBHOM IOATOTOBKU CTYAEHTOB 10 TeMme: IloaroroBka oryera Io
IIPAKTUYECKON paboTe, HOArOTOBKA K IPOMEKYTOUHOM aTTeCTallUH.

Tema 7 Texnuueckue cpedcmea u Memoowl 3aujuml UHGOpMaAYUU.

Copepxanne TeMbl: MHxeHepHas 3amuTa 00beKToOB. 3amuTa HHPOPMAIUH OT YTEUKH 110
TEXHUYECKUM KaHaJlaM.

@®opMbl U METOABI IMPOBEACHUS 3aHATUI NO TeMe, MpUMEHseMble 00pa3oBaTeIbHbIE
TEXHOJIOTHH: JIeKIInOHHOE 3aHsTHE.

Bunel caMocTosATENbHON OATOTOBKU CTYJAEHTOB IO TeMe: I[1oAroroBka K KOHTPOJIBHBIM
BOIpOcaM cobeceIoBaHusl, MOArOTOBKA K MPOMEKYTOYHON aTTeCTallUU.

Tema 8 Cpeocmea cmezanoepaghuu 0ns 3auumol UHGOpMayuu.

Copepxannie TeMbl: Vcronb30BaHue CPENICTB CTeraHOrpaduu A7 3alIUTHI (PaiiioB.

@dopMBI ¥ METOJIBI TPOBEACHHS 3aHITHH 1O TeMe, NMPUMEHSIeMbIe 00pa3oBaTeIbHBIC
texHonoruu: [IpakTuueckoe 3a1anue.

Buael camocToATENbHOM MOATOTOBKH CTYAEHTOB 1o Teme: l[loaroroBka oryera mo
MPAKTUYECKON paboTe, MOArOTOBKA K MPOMEKYTOUHOM aTTECTAIINH.

Tema 9 IIpocpammno-annapamuule cpedcmea u Memoovl 0becneyetst UHGHOPMAayUOHHOU
bezonacrocmu.

Copepxannie Tembl: OCHOBHBIE BUJBI CETEBBIX U KOMITBIOTEPHBIX yrpo3. CpeactBa u
METO/TBI 3aIIUTHI OT CETEBBIX KOMITBIOTEPHBIX YTPO3.

@opMBl ¥ METOJBI TPOBEACHHS 3aHIATUN MO TeMe, MpUMEHseMble 00pa3oBaTeIbHBIC
TEXHOIOTHH: JIEKIIMOHHOE 3aHsTHE.

Buner caMocTosTenbHON TMOATOTOBKU CTYACHTOB MO Teme: [1oAroToBka K KOHTPOIBHBIM
BOIIPOCaM coOeceIoOBaHMs, MMOATOTOBKA K MPOMEKYTOYHON aTTeCTAIINH.

Tema 10 Hacmpotixa 6e3onacnoz2o cemesozo coeOuHeHus.



Conepxxanne Tembl: Co3aHKe 3alIUIICHHOTO KaHala CBSI3M CPEJACTBAMU BHUPTYaIbHOU
YaCTHOM CETH.

@opMbl U METOABI MPOBEJICHUS 3aHATUH MO TeMme, MPUMEHsAEMble 00pa30BaTEIbHbIC
texHoJoruu: IlpakTuyeckoe 3aganue.

Buael camocToATENbHOM MOATOTOBKM CTYAEHTOB 1o Teme: lloaroroBka oryera mno
MpaKTUYECKON paboTe, MOAr0TOBKA K MPOMEKYTOUYHON aTTECTAIUH.

Tema 11 Kpunmoepaguueckue memooul 3auumuol uHghopmayuu.

Conepxanrie TeMbl: CHMMETPUYHBIE W ACCUMETPUYHBIC CHUCTEMBI IIU(GPOBAHUS.
udposble mnoanucu (DnekrpoHHsle mnoxanuch). HWHdpacTpykTypa OTKpBITBIX KIIOUEH.
Kpunrorpaduueckue mpoTOKOIBI.

@opMbl U METOJbI NPOBEACHHS 3aHITUN MO TeMe, MpPUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTHH: JIEKIIMOHHOE 3aHSTHE.

Bunel camocTosTenbHON MOJATOTOBKU CTYJAEHTOB 10 TeMe: [1oAroToBka K KOHTPOJIBHBIM
BOIIPOCaM cobece0BaHusl, MOATOTOBKA K MPOMEXKYTOUHOM aTTeCTaI|H.

Tema 12 Aumusupychvie cpedcmea 3auumol UHGOpMayuu.

Copepxannie TeMbl: M3yueHre HACTPOEK CPEICTB aHTUBUPYCHOM 3allIUThl HH()OPMALIUH.

@dopMBI ¥ METOJBI TPOBEACHHS 3aHITHHA 10 TeMe, NMPUMEHSIEMbIe 00pa30BaTeIbHBIC
TexHoJoruu: IlpakTuyeckoe 3aganue.

Buapel camocToATENbHOM MOATOTOBKM CTYAEHTOB IO Teme: IloaroroBka ordera 1o
MPAKTUYECKON paboTe, MOArOTOBKA K MPOMEKYTOUHOM aTTECTAIINH.

5 Meroaguyeckne YyKa3aHUsl A OOYYAKOIIMXCH MO0 M3YYEHHI0 H Ppealu3aluu
AMCUUIIMHBI (MOIYJIs1)

5.1 Meroanyeckue peKOMEHIANUHM O0YYAlOIIMMCH 10 H3YYeHHI0 IMCHUIUIMHBI W 1O
00ecrevYeHH 0 CAMOCTOSITEJILHOH PadoThI

Tekymas camocrosiTenbHas paboTa o kypey «MHpopMaliioHHast 6€30MaCHOCTb U 3alluTa
uH(pOopMalln» HampaBiieHa Ha YIIyOJIeHHe U 3aKperyieHue 3HaHUH, Ha pa3BUTHE MPAKTHUECKUX
YMEHUH U BKIIIOYAET TaKhe BUJbI paboT, KaK:

- paboTa ¢ JeKIMOHHBIM MaTepuaioM;

- paboTa ¢ peKOMEH0BaHHOM JINTEPaTypOil IPH MOATOTOBKE K MPAKTHUECKUM 3aHITUSAM;

- IOATOTOBKA K 3K3aMEHY.

ITpu nzyuennn qucuuiuinbel «MHGopManonHas 0e30MacHOCTh U 3aluTa HH(OpMAIH»
PEKOMEHAYETCSl PEUTHHroBasi TEXHOJOTMs OOy4eHHs, KOTOpas IO3BOJIIET pealn30BaTh
HEMPEPHIBHYI0 M KOMIUIEKCHYIO CHUCTEMY OIICHMBAHUS Y4YeOHBIX JOCTH)KEHUH CTYJIEHTOB.
HemnpepbiBHOCTH 03HauaeT, 4TO TEKYIIME OLEHKHM HE YCpeOHsTCAd (Kak B TpaJWLMOHHON
TEXHOJIOTUH), @ HEMPEPHIBHO CKJIAJBIBAIOTCS HA MPOTSIKEHUU CEMECTpa MpH U3Y4E€HUH MEPBOTrO
WM BTOpOro Moayist. KoMIiekcHOCTh 03HauaeT y4er Bcex (hopM yueOHON U TBOpUECKOM paboThl
CTYJEHTA B TEYEHHE CEMECTPA.

PeliTuHr HampaBliieH Ha MOBBIIIEHUE PUTMUYHOCTH U 3P(HEKTUBHOCTH CaMOCTOSTEIbHON
pabotel  cryseHToB. OH OCHOBBIBaeTCS Ha LIMPOKOM  HCIIOJB30BAHUM TECTOB H
3aMHTEPECOBAHHOCTH KaXXJIOTO CTYJIEHTa B IOJIyueHUU OoJiee BBICOKON OIEHKM 3HAHWUU IO
JUCLUIINHE.

[IpuHIMIBI peHTHHra: HENPEPHIBHBIA KOHTPOJIb (B MAEae Ha KaXKJIOM U3 ayIUTOPHBIX
3aHATUI) W TodXydeHue Oojiee BBICOKOM OIIGHKH 3a paloTy, BBHINOJHEHHYIO B Cpok. Ilpum
MPOBEJCHUHN MPAKTHUECKUX 3aHATHM HEOOXOAMMO IMpeaycMaTpuBaTh IIMPOKOE MCIOJIb30BAHUE
AKTUBHBIX U MHTEPAKTUBHBIX ()OPM (KOMITBIOTEPHBIX CUMYJISLIUH, TETOBBIX U POJIEBBIX UID).



PefiTunr Bkitoyaet B ceOs 1Ba BUJA KOHTPOJIS: TEKYIIUH, TPOMEXYTOYHBIA U UTOTOBBIN
10 JUCLUILINHE.

Texymuit koHTposib (TK) - ocHOBHas 4acTh PEMTUHIOBOW CHUCTEMBI, OCHOBaHHAsl Ha
Oersiom ompoce pa3 B HEAENIO WM B JBe Heaeau. PopMbl: OLEHKA 3a CAayy TEOPETUYECKHUX
MUHU3a4€TOB, BBIIIOJIHEHUE WHIUBUIYaJIbHBIX 33JaHUN U NpaKTUUYECKUX paldoT. Baxueimein
dopmoit TK, mno3Bosstomell oOmnpocuTb BCEX CTYACHTOB Ha OJHOM 3aHSTUU SBISIOTCA
TEOPETHUYECKUE MOMAYJIH, HAa KOTOPBIX CTYIEHTbI CaMOCTOATEIBHO OTBEYAlOT HA BOIPOCHI IS
CaMOCTOSITEJIbHOM OLIEHKH.

KoHTponbHBIE BOMPOCH AJISi CAMOCTOSITENIPHOW OLIGHKM KayecTBa OCBOCHHS Y4eOHOI
JUCLIUIUIAHEI

Tewma 1. Brenenne B nuH()OpMAIMOHHYIO O€30MTACHOCTh

Uro takoe nHpopMaroHHast 6€30MacHOCTh?

[lepeuncnure OCHOBHBIE YTrpo3bl HH(OPMALIMOHHON 0€30MaCHOCTH.

Kakwue cymecTByroT Moaenu nHOOpMaIMOHHON Oe30macHoCTH?

Kakue metonbl 3auThl HHGOPMAIMK BBIIENIAIOT?

Uro Takoe rnpaBoBbI€ METO/IbI 3aILIUThI HH(OpMALUN?

Yro Takoe OpraHW3alMOHHBIE METO/IbI 3alUThl HH(popMaruu?

Uro Takoe TEXHUYECKHE METO/IbI 3aIUThl HHpOpMaIuu?

Yro Takoe MporpaMMHO-aIlapaTHble METO/IbI 3alUThI HH(pOpMaLUU?

Uro Takoe KpunTorpapuuecKue METO bl 3alIUThI HH(OpMAIn?

0. Yto Takoe ¢pusznyeckue MeTO/Ibl 3alUThl HHPOpMauu?

11. Kakue riaBHBIE TOCYIapCTBEHHBIC OpPraHbl B 00JacTH obecriedyeHust nH(HOPMAITMOHHOMN
6e3omacHocTu?

12. Ilepeuncnure BUABI 3alUIAEMON HH(POPMAITUH.

BOoo~NoO~WNE

Tewma 2. [IpaBoBoe obecrieucHre nHOOPMAIIMOHHON OE30ITACHOCTH

1. IIpaBo. UcTouHuku npasa.

2. Kakwne ocHOBHBIC 3aKOHBI B 00JIACTH 3alTUTHI HHpOopMaIuu B PO?

3. Ilepeuncnute ocHOBHBIE 1IeaH U 3a1aun PD B obsactu obecnieueHust HHGOPMAIMOHHOMN
0e3011acHOCTH

4. Crparterus HalMOHANbHOW Oe3omacHoCTH. JIOKTprHA HH(POPMAITMOHHON O€30aCHOCTH.

5. Uro Takoe koH(puaEeHIMaTbHAs HHPOpMaLus?

6. Yro Takoe nepcoHaIbHbIE JaHHbIE?

7. B kakux ciyyasix BO3MOKHO HUCIIOJIb30BaTh [IEPCOHANIBHBIE IaHHbIE O€3 coracus
oOnanarens?

8. OxapaxTepu3syiiTe OMOMETpHUYECKIE JTaHHbBIE KaK MePCOHAIBbHBIC TaHHBIE.

9. Yro Takoe mpodeccuoHanbHas TaitHa?

10. Yro Takoe ciryxeOHas TaitHa?

11. Yro Takoe koMmMepuecKkas TaiHa?

12. Yro Takoe pexruM KOMMEpPUYECKON TalHBI?
13. Yto Takoe rocyaapcTBeHHas TaiiHa?

14. Onummre npaBoBON PEKUM TOCYTapPCTBEHHOM TalHBI.
15. ©3-149.

16. ©3-152.

17. ©3-98.

18. ©3-390.

19. ©3-395-1.

20. ©3-126.

21. ©3-374 u ®3-375.

22. TlocranoBnenne npaButenbeTBa Nel119.



20.
21.
22.
23.

©CoNoR~wWNE

Tewma 3. OpranuzanonHoe obecriedyeHrne HHPOPMAITMOHHOW 0€30MaCHOCTH

Kakue ocHOBHBIE MEXTyHapOAHbBIE CTAaHIAPTHI B 001acTH HHPOPMAITMOHHON
6e3omacHOCTH?

«OpanxeBasi KHUTa»

ISO/IEC 15408.

Kak cBsi3aHbl MeXAyHapOHbIE CTAHIAPTHI U cTaHaapThl PO?

I'OCT P UCO/M3K 27002-2012.

'OCT P UCO/MDBK 27005-2010.

CTO BP UBBC-1.1-2007. «AynuT naHOopMaImOHHOW 0€30IMaCHOCTHY.

PC BP UBBC-2.2-2009. «MeTtoanka OllEeHKH PUCKOB HApyIIEHUSI HHPOPMAITHOHHON
0e30MacHOCTH.

ITpuxa3z ®Cb Ne378.

. [Ipukaz ®CTIK Ne21.

. ITpuxa3z ®CTIOK Nel7.

. [Ipukaz ®CTIK Ne31.

. ITpuxa3z ®CTIOK Ne28.

. [Ipukaz ®CTIK Ne638.

. Ipuxa3z @CTIK Ne9.

. [Ipukaz ®CTIOK Nel19.

. IIpuxa3 ['octexkomuccuu Nel 14.

. PykoBopsiye oKyMeHThI [ 0CTeXKOMUCCHH.

. Mepsl 3amuTel THPOPMALIUU B TOCYIaPCTBEHHBIX HH(OPMAIIMOHHBIX CHCTEMaX.

(Meronuueckuit nokymeHT ®CTOK).

Yto Takoe NOJIMTUKA 0€3011aCHOCTH?

Cnyx6a 6ezonacHoctu npeanpustus. CTpykrypa. OyHKIUH.

TunoBast HHCTPYKIIUS COTPYIHUKA 10 00eCTIeueHUI0 HHPOPMAITMOHHON 0€3011aCHOCTH.
DKoHOMHYECKas pa3Benka. [[pOMBIIITIEHHBIN IIIMTHOHAXK.

Tema 4. Texunueckue cpeacTBa U METOABI 3alIUTHI PIH(I)OpMElI.[PIH

Yrto Takoe MHKEHEpHas 3aIlnuTa 00beKTOB?

Kaknum cioco6oM onuceiBaeTcst HHKEHEpHas 3amuTa. OnucaTb MOJIENb.
Kakwue cpenctsa mpuMeHsIIOTCS 1715 3alMTHI 1-ro nepumMerpa?

Kakwue cpenctsa mpUMEHSIFOTCS IS 3aIUTHI 2-TO IEpuMeTpa’?

Kakwue cpencta mpuMeHSIIOTCS 171 3aIUTHI 3-TO epumMerpa?
[TosxapHble CUTHAIU3ALUH.

OxpaHHbIe CUTHATTU3ALUU

buometpus. buomerpudeckue XapakTEpUCTUKH.

Uto Takoe TEXHUYECKHUE KaHAJIBI YTeUKH HH(POPMAITHH?

. IlepeuncnuTe OCHOBHBIE BUJIbI TEXHUUECKUX KAHAIOB yTEUKH HHPOpMAIUU?

. Urto Takoe crnermpoBepka?

. Uto Takoe crenmccienoBanue?

. Yto Takoe crertodciaenosanue?

. Ilepeuncnure MeTOBI 3aIIUTHI HHGOPMAIIUK OT YTEUKU MO 3PUTEITHLHOMY KaHAITY.

. Hepqu/IanTe METOABI 3alIUTHI I/IH(l)OpMaHI/II/I oT YTe'-IKI/I 110 3J'IeKTpOMaFHI/ITHOMy KaHany.
. [lepeuncnure METOBI 3aIIUTHI HH(GOPMAIIUU OT YTEUKHU IO SJIEKTPUUECKOMY KaHaTy.

. Hepqu/IanTe METOABI 3alIUTHI I/IH(l)OpMaHI/II/I oT YTe'-IKI/I 110 I/IHJIYKHI/IOHHOMY KaHa.ny

. [lepeuncrnure METOBI 3aIUTHI MHGOOPMALIUU OT YTEUKHU IO MMapaMETPUIECKOMY KaHAITY.
. Ilepeuncrnure MeTOBI 3a1UTHI HH(GOPMALIMK OT YTEYKU MO BO3IYIIHOMY KaHaly.

. Ilepeuncrnure METOBI 3aIIUTHI HH(GOPMAIIUK OT YTEYKU MO BUOPAIIMOHHOMY KaHATYy.



21.

22.

23.

[Tepeuncnure METOIBI 3aIUTH HHOOPMAITUH OT YTEUKH 110 aKYCTOIIEKTPHUECKOMY
KaHaiy.

[Tepeuncnure METOIBI 3aIUTH HHOOPMAIIMH OT YTEUYKH 110 ONTHKOAIEKTPOHHOMY
KaHaiy.

[Tepeuncnure cpeacTBa M METOBI 3AIIUTHI MHPOPMALIUU OT YTEUKH HHPOPMALIUH B
Tes1e()OHHBIX JIMHUSX.

Tema 5. IlporpammHo-anmapatTHble Cpe/icTBa U METO/IbI o0ecrieueHnss HHPOPMaAITMOHHON

0€e30I1aCHOCTH

o

27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.

Urto Takoe nmporpaMMHO-anmapaTHbIe CPEICTBA 3aIUTH HHPOPMAITUU?

Kakune MexaHu3MBbl peasiu3yroT MPOrpaMMHO-aIapaTHBIE CPEICTBA 3aIUTHI
uHpopmManuu?

Kakue koMITbIoTEpHBIC YTPO3bI O€30MACHOCTH CYIIECTBYIOT?

Urto Takoe cereBas pa3Beaka? Kakue MeTObI 3aIlIUTHI TPOTHUB HEE CYIIECTBYIOT?
Urto Takoe nubekuus? Kakue BUabl HHbEKIMHI CylIeCTBYIOT? Kakre MEeTOo bl 3aIlUThI
IPOTUB HUX CYLLECTBYIOT?

Yro Takoe oTKa3 B 00ciayxuBaHuu? Kakue METO/IbI 3a1IUThI TPOTUB HETO CYIIECTBYIOT?
OCHOBHBIE BU/IBI IPOTPAMMHBIX YS3BUMOCTEH.

baknopsr.

Uro Takoe nepenonHeHune 0ydepa? MeToasl 3alIUTHI.

. Uto takoe aedexTsl hopMaTHBIX CTPOK? METO bl 3alTUTHI.

. UTo Takoe 1eI0YUCIICHHbIC TTePENOTHEeHUsI? MEeTO bl 3aIHTHI.

. OmmoOKu 00pabOTKM UCKITIOUCHUH. MeTOIbl 3alUThI.

. BHennpenne komana. MeTonbl 3aluThI.

. HekoppekTHbie 00paboTKH OMMOOK. METOIbI 3aIUTHI.

. 'onku. MeTo1bl 3aILMTHI.

. BeimonHeHue koja ¢ 3aBbIIICHHBIMU TPUBHUIICTHSIMH.

. Ataka «YenoBek 1o cepeHe».

. Uto takoe [P-criypdunr? Kakue MeToap! 3alIUTHI IPOTUB HETO CYIIECTBYIOT?

. ARP.

. DHCP.

. NAT.

. PAT.

. IPv4. IPV6.

. Uto Takoe ARP-cniyppunr? Kakue MeTo ! 31U Thl IPOTHB HETO CYILECTBYIOT?
. Uro Takoe DNS Cache Poisoning? Kakue MeTOIbI 3aIIIUThI IPOTHB HETO CYIIECTBYIOT?
. Urto takoe NetBIOS/NBNS spoofing? Kakue meToas! 3alUThl IPOTHB HETO

CYILLECTBYIOT?

VPN.

CounanbHas UHXKEHEpUSL.

®poa. Metoibl 60psOBI ¢ HPOIOM.

UYro takoe ¢ummHr? Kakre MeTo bl 3aIlIUThI MPOTUB HETO CYIIECTBYIOT?
Kapaunar. MeTobl 3alIUThI OT KapAXHTA.
Darkweb.

DMZ.

AHOHUMAa3EPBHI.

[Tpokcu-cepBepsl.

PesepBHOE KONMpPOBaHUE.

Honey pot.

DLP-cuctemsl. SIEM-cuctemsl.
Cxanepsl 0€3011acHOCTH.



40. Cucrembl OOHApPY>KEHHSI BTOPKECHUH.

41. Cuctembl IpeAOTBPAIIEHUS BTOPKCHH.

42. BpenonocHsle nporpaMmmel. KommbrotepHbie BUpYChl. Buibl BUpYyCOB.
43. DKCIIJIOUTHI.

44. Mexanusm paboThI BUpYyCa.

45. AuTuBUpYCHL. BUbl aHTUBHPYCOB.

46. MexaHu3MbI padOThI aHTUBHPYCA.

47. MexceTeBoi dKpaH.

Tema 6. Kpunrorpadguveckrne MeToapl 3aUTH HHGOPMAITUH

1. Yro takoe mupp? Kakue Bumbpl mudpos CymecTByroT?

2. Yro Ttakoe cummerpuuHblil mm¢pp? Kakue cuMMeTpudHbIe IHPPHI HCHIOIB3YIOTCS
ceiiyac?

3. Uro takoe accumerpuunblii mudpp? Kakue accumerpudnbie MM (PbI UCTIONB3YIOTCS
ceiiyac?

4. TIpuHIUI TOCTPOCHUSI CHMMETPUYHBIX MIH(POB.

5. [IpuHLMI MOCTPOEHUS ACCUMETPUYHBIX MUPPOB.

6. CranmaptHble HIH(PHI

7. Tlotounsie mudpsl.

8. Uro Takoe xem-pynkiusa? Kakue Buasl xenr-QyHKIuii Bbl 3HaeTe?

9. JlepeBo Mepkia.

10. Yro Takoe nudpoBasi MoAMKUCH?

11. Hudposas moanucs RSA.

12. lludposas nmoanuce Dib-Iamars.

13. Yro Takoe uHMPaCTPyKTypa OTKPBITHIX KIItOUEii?

14. )Kvi3HeHHbII MK KITFoYa.

15. Ayrentuduxanys, uaeHTUPUKALUS, BepuduKaiys, aBTopru3aims.

16. Ipocreiimme MPOTOKOJIBI ACHTU(DUKAIHH.

17. OcnoBHoii npotokon Kerberos.

18. IPSec.

19. Blockchain.

20. Yro Takoe creranorpadus? [loHsTre creraHoKOHTEHHepa.

21. Kakue Buibl CTEraHOKOHTEIHEPOB CYLIECTBYIOT?

22. MeToabl CO3/IaHusI CTETAHOKOHTEHHEPOB HAa OCHOBE TEKCTOBOI HH(OPMAITHH.

23. MeTtoabl co3/1aHNsl CTETAHOKOHTEHHEPOB Ha OCHOBE BUICOMH(POPMALIUU U CTOI/KaPOB.

24. MeTonpl co371aHnsI CTETAHOKOHTEHHEPOB Ha OCHOBE ayTMOWH(pOPMAIIHH.

25. [ludpoBsie BOSTHBIC 3HAKH.

OcnosHast 11enb TK: cBoeBpeMeHHas OlLleHKa YCIIeBaeMOCTH CTYAEHTOB, OOy 1a01as UX
paboTaTh paBHOMEPHO, UCKJIKOYasl MaJible 3arpy3Ku WU MEPErpy3KU B TEUCHHE CEMECTPA.

Jlex1imoHHBIE 3aHATHS JKEIaTeIbHO MPOBOJUTH B PEXKUME MTPE3EHTALUI ¢ IEMOHCTpAIe
IIPUMEHEHHS OCHOBHOTO MaTepuala, M3JaraéMoro B TeME. OTO CYIIECTBEHHO YJIYYIIAeT
JTUHAMHUKY JIEKIIH.

Ienecoobpa3Ho obecneunBaTh CTYAEHTOB Ha 1-2 JeKOuW BHepea pa3fgaTOYHbIM
MaTepuajIoM B 3JIEKTPOHHOM BUJE (CI0XKHBIE CXEMbl, TpaUKH, aHATUTHYECKHE UCCIETOBAHUS U
OTIOPHBINA KOHCTEKT). OCHOBHOE BpeMsl JIEKIIUH JyYIlle TPATUTh Ha MOJAPOOHbIE aHAIUTHYECKUE
KOMMEHTapUU U OCOOEHHOCTH MTPUMEHEHHSI PaCCMaTpPUBAEMOI0 MaTepuaa B NpopecCHOHaIbHON
JESTEIIBHOCTH CTY/IEHTA.

[IpakTueckue paboThI CleyeT NPOBOJUTH B KOMIIBIOTEPHOM KJlacce JIN0O B ayIUTOPUH
C  MYyJIbTUMEOUMHBIM  00OpyIOBaHHMEM, HCIONb3YSd  OPUTHMHAJIBHYIHD  METOOUKY U
npodeccuoHanbHble MporpaMMbl. MOKHO peKOMEHI0BATh YCTAaHOBKY OPUTMHAIBHBIX MPOTpaMm



Ha [IK cTyneHTOB M BBIOJIHATH pAJl 3aa4 JoMa. B 3ToM ciiydae B Kiacce OCHOBHOE BHUMaHUE
KOHLEHTPUPYETCSI HA METOAMKE HCIIOJIB30BAHMS HA3BAHHBIX IIPOIPAMM U AHAIU3€ IOJYyYEHHBIX
pe3yNbTaTOB.

[Ipomexxyrounsii koHTpoib (ITIK) - 3TO mpoBepka 3HAHWUN CTYACHTOB 1O pa3ieily
nporpamMmbl. @opmel: Onpoc MO TEOPUH COIVIACHO CIMCKY BOIPOCOB JUISl CaMOCTOSITENILHOMN
OLICHKH YCBOCHMSI MaTepHala.

Henp IIK: moOyauTh CTYyIEHTOB OTYMTATBCA 3a YCBOGHHE pas3zieia JAUCHUILIAHBI
HaKOIUTEJIbHBIM 00pa3oM, T.€. CHayaJla 3a [epBblii, 3aTeM 3a BTOPOM, 3aTeM 3a TPETUH pa3Jieibl U
T.1. B KOHEYHOM UTOre MHOTHE CTYAEHTHl MOT'YT MOJYYUTh UTOIOBBIE OLEHKU 10 JTUCLUIUINHE
«aBTOMAaTOM.

Wtoroserii koutpons mo aucuuiummHe (MKJ[) - 310 mpoBepka ypoBHS y4eOHBIX
JOCTHKEHUH CTYJEHTOB IIO BCEH NUCLUIUIMHE 3a ceMmecTp. PopMbl KOHTpoud: dK3aMmeH. Llens
UTOTOBOI'O KOHTPOJISA: MpOBEpKa 0Aa30BBIX 3HAHUN IUCLUIUIMHBI, MOJIYYEHHBIX IPU H3YyUYEHUH
MOJyJIsl, JOCTATOUHBIX JJIS IOCJIEAYIOLIEr0 O0yUeHUs.

Bomnpocs! k 9k3aMeny Ui OLIEHKH Ka4eCTBAa OCBOCHUS y4eOHOW AMCIUIUINHBI

1. e rocyaapcTBa B 00acTu obecrieueHus: HHPpOpMaImOHHOM 0€30MMacHOCTH.

2. OcHOBHBIE HOPMATUBHBIC aKThl PD, CBsI3aHHBIE C TPABOBOM 3aLIUTON HH(POPMAIIHH.

3. Buibl KOMIIBIOTEPHBIX MPECTYILICHUH.

4. Cmocobbl ¥ MeXaHH3Mbl COBEpUICHHS HWH(POPMALMOHHBIX KOMITBIOTEPHBIX
[IPECTYIJICHUM.

5. OcHOBHBIE MapaMeTpbl U YepThl HH(POPMAITMOHHONW KOMIBIOTEPHOW MPECTYITHOCTH B
Poccun.

6. Komnerorepusiii Bupyc. OCHOBHBIE BUJIbI KOMITBIOTEPHBIX BUPYCOB.

7. MeTopl 3a1UThl OT KOMIIBIOTEPHBIX BUPYCOB.

8. Tunbl aHTUBUPYCHBIX ITPOTPAMM.

9. 3amuThl OT HECAaHKIMOHUPOBAHHOIO JocTymna. MneHtudukanus um ayTeHTUDUKALMS
10JIb30BATEIS.

10. OcHOBHBIE Yrpo3bl KOMIIBIOTEPHON Oe30nacHOCTU Ipu paboTe B ceTh VIHTepHeT.

11. Bugsl 3amuimaeMoit nHGopMarmm.

12. TocynapcTBeHHas TaifHa Kak 0COOBII BHJI 3aIIMIIIaeMON HHpOpMALIHK.

13. Kondunennuanbuas nHGOpMaIus.

14. Cucrema 3aIIUTHI TOCYAAPCTBEHHOM TallHBI.

15. IIpaBOBO# peKNUM 3aIIMUTHI TOCYAAPCTBEHHOW TalHBI.

16. 3ammra MHTEIUIEKTYaJIbHOM COOCTBEHHOCTH CpPEACTBAMHU MATEHTHOI'O U aBTOPCKOTO
npasa.

17. MexayHapo/IHO€ 3aKOHOATeIbCTBO B 00JaCTH 3aIllIUTHl HH(pOpMALIUH.

18. IIporpammHo-amnmapaTHbie cpeacTBa o0ecrieueHrs nHHOpMaIMOHHOM O0€30MaCHOCTH B
UH(POPMALIMOHHBIX CETSX.

19. CummeTpuyHbIE TIUPPHI.

20. AccumeTpHuuHbI€ MUPPHI.

21. Kpunrorpapuyeckue npoTOKOJIbI.

22. Kpuntorpapuueckre Xen-)yHKIHH.

23. DneKTpoHHAas MOAHCH.

24. OpraHu3zaimoHHoe obecrneueHne HHPOPMAITMOHHON 0€30MacCHOCTH.

25. Cnyx6a 6€301MacHOCTH OpPTraHU3alINH.

26. MeTo/b! 3a1IMTHl MHPOPMALIUU OT YTEUKU B TEXHUUECKUX KaHaJIaX.

27. mxeHepHas 3a1MTa U 0OXpaHa 0OBbEKTOB.

Pacnipenenenre oO0bEMOB pazIMYHOrO BHJAAa KOHTPOJIEH MOMKHO MPOMIUIIOCTPUPOBATH
clenyomuMna mudpaMu Ha TPUMEPE CeMecTpa: TEKYIIHH KOHTPoJb — 40 YyCIOBHBIX 0aylioB;
IPOMEXKYTOUHBIA KOHTPOJIb - 30 YCIOBHBIX 0AJIJIOB; HTOTOBBIM KOHTPOJIb - 30 yCIOBHBIX OasIOB.
Best nucniuminaa ornieHuBaercs B 100 ycmoBHBIX OalljioB, €CIIA BCSA JUCIUIINHA OLICHUBACTCS



udpoit, orauunoi ot 100 6amioB, TO MOA YCIOBHBIM OAliOM ClIeAyeT MOHUMATh MPOIEHT OT
MaKCHMaJbHOTO YKclia OaJIoB.

IIpu aTOM JIEHCTBYET ciienyrollasl cucTeMa IepeBoa pEHTUHIOBBIX (YCIIOBHBIX) OA/IOB B
OOBIYHYIO ITKATTY Ka4€CTBEHHBIX OIEHOK: «OTaudHOo» (5) - 91—100 yCcII0BHBIX 0aIOB; «XOPOIIOY
(4) - 75-90 ycnoBHbIX OaymioB; «YmoBieTBOpUTEIbHO» (3) - 61—74 yClOBHBIX OaJIoB;
«HeynosnerBoputenbHO» (2) - < 61 yCcI0OBHBIX 0alIoB.

[TpuBenennsie nudpsl TOBOPSAT O TOM, YTO Ha JIFOOOH cTaguu 00y4eHHE CTYACHTa MOXKHO
CUMTaTh YJOBJIETBOPUTEIbHBIM, €CIIM OH HaOupaeT He MeHee 61 ycioBHbIX OamioB. Tak,
Hanpumep, HaOpaB B xoxe TK um IIK 61 OamnoB, CTyZeHT rapaHTupyer cebe OLECHKY
«Y 1OBJIETBOPUTETILHOY.

5.2 OcobenHocTH opraHu3anuu oO0y4YeHHs JJsA JHI ¢ OrPAHUYEHHBIMH BO3MOKHOCTSIMH
3/10pPOBbSl U HHBAJU/0B

[Tpu HEOOXOMUMOCTH OOYJAIOIIUMCS U3 YUCIIA JIUI C OTPAHHYECHHBIMHA BO3MOYKHOCTSIMU
3JI0POBBSI U HHBAIHIOB (I10 3asBJICHHIO 00YYArOIIErocs) MPeI0CTaBIIIeTCs yueOHas
uH(pOpMAIUS B JOCTYIMHBIX (pOpMax ¢ yIeTOM MX WHAWNBUAYAIBHBIX ICUXO(QU3MIECKIX
0COOEHHOCTEH:

- JUTSL JTUILL C HAPYLICHHUSIMHU 3PSHUSL: B IeYaTHO (hopMe yBelnueHHBIM IpU(PTOM; B hopme
SJICKTPOHHOI'O JOKYMCHTA, UHAUBUYAJIbHBIC KOHCYJIbTalun C IMPUBJICYCHHUEM
TH(IOCYpAOTICPEBOAYHKA; HHANBHUYAIbHbBIC 3a/IaHUs1, KOHCYJIBTALMH H JP.

- 17151 JTMII C HAPYIICHUSIMU CITyXa: B IedaTHOH hopme; B popMe 3JIEKTPOHHOTO TOKYMEHTA;
WH/MBU/IyalbHbIC KOHCYJIBTALMH C MPUBICYCHUEM CYpIONCPEBOMYNKA; WHIUBHIYaIbHbIC
3aJlaHus1, KOHCYJIbTAllUH U JP.

- JUTs1 JIUIL C HAPYILICHUSIMU OTIOPHO-ABUTATEIBHOTO allliapara: B eyaTHoi Gpopme; B hopme
ANIEKTPOHHOTO JIOKYMEHTA; WHIUBH/yaJIbHbIC 33 JaHUsI, KOHCYJIbTAIIUHU U JIP.

6 ®oHa OLEHOYHBIX CPeACTB JJIf NMPOBeIeHUs] TeKYIIero KOHTPOJIsl M MPOMeKYTOYHO
aTTrecTaniy 00y4arImmXxcs 1o JMCHHUIIMHE (MOLYJTI0)

B coorBerctBun ¢ tpeboBanusmu PI'OC BO gns arrecranmm 0oOy4aromuxcsi Ha
COOTBETCTBUE HX IMEPCOHATBHBIX JOCTIIKEHUN IUIAHUPYEMBIM pe3ylbTaTaM OOYYEeHHS TI10
JTUCIUTITINHE (MOIYJTI0) CO3/aHbl (POH/IBI OIEHOYHBIX CPEICTB. THUMOBBIE KOHTPOJILHBIC 3a/IaHUS,
METOJMYECKUE MAaTepuasbl, ONPEACNSIOUME MPOLEAYPhl OLICHUBAHUSA 3HAHUM, YMEHHH U
HAaBBIKOB, a TAK)KE KPUTEPUH U MTOKA3aTEH, HEOOXOIUMBIE JIJIsl OIEHKH 3HAHHM, yMEHH, HABBIKOB
U XapakTepu3ywiuue dTambl (HOPMUPOBAHMS KOMIIETEHIIMH B  MPOLIECCE OCBOSHUS
o0pa3oBaTeNbHOI MporpamMmsl, npeacrasiieHsl B [Ipunoxenun 1.

7 Y4eOHO-MeTOAMYeCKOe M HH(POPMALMOHHOE 0O0ecneyeHue TUCHMILINHBI (MOYJIs1)

7.1 Ocnoenasa numepamypa

1. 3amura uadopmaruu : yaedHoe nmocooue / A.Il. XKyk, E.II. XKyk, O.M. Jlenenikun,
A.N. Tumomkun. — 3-¢ uza. — Mocksa : PUOP : UHOPA-M, 2023. — 400 c. — (Bricmiee
obpaszoBanue). — DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-369-01759-3. - Tekcr :
anekTpoHHbIl. - URL: https://znanium.ru/catalog/product/1912992 (lara oOpamienus -
05.09.2025)

2. Pauenko, T. A. ndopmarmonHas 6€301acHOCTb : yueOHO-MeToudeckoe nocooue / T.
A. Pauenxo. — Tomestmu : TI'Y, 2024. — 135 c¢. — ISBN 978-5-8259-1612-5. — Texkcr :
AIIEKTPOHHBIH // Jlanb : AJIEKTPOHHO-OUOINOTEeYHAS CUCTEMA. — URL:



https://e.lanbook.com/book/427130 (mata oOpamenus: 09.09.2025). — Pexum poctyma: ans
aBTOpU3. MOJIb30BATEIICH.

3. PomanbkoB B.A. Benenue B kpuntorpaduio : Yue6Hoe mocoOue [DIeKTpOHHBIN
pecypc] : HzpmarenbctBO DPOPYM | 2022 - 240 - Pexum  JocTyma:
https://znanium.com/catalog/document?id=400556

7.2  Jlononnumenvnas numepamypa

1. Axwmapos, IL.b. KogupoBanne u 3amurta mHpopManuu : yuyebHoe mocodbue / IL.B.
AxmapoB .— MWxeBck : ®I'BOY BO Wxesckas I'CXA, 2016 — 136 c. — URL:
https://lib.rucont.ru/efd/363163 (nara obpamenus: 04.08.2025)

2. babam, A. B., Uadpopmanmnonnas Oe3omacHOCTb. JlabopaTopHBI MpPaKTHKyM +
ellpunoxxenue : yuebnoe mocobue / A. B. badam, E. K. bapanosa, FO. H. MensaukoB. — MockBa
: KnoPyc, 2022. — 131 ¢. — ISBN 978-5-406-10084-4. — URL.: https://book.ru/book/944619
(mata obpamenus: 09.09.2025). — TekCT : STEKTPOHHBIMH.

3. Menbnukos, B. I1., Undpopmannonnas 6e3omacHocTb. : yueOHuk / B. I1. MenbHUKOB,
A. . Kynpusiaos, ; mox pex. B. I1. MensaukoBa. — Mocksa : KnoPyc, 2021. — 267 c¢. — ISBN
978-5-406-08259-1. — URL: https://book.ru/book/939292 (nata obpamenus: 09.09.2025). —
Texer : 2IeKTPOHHBIN.

4. TlporpammHoO-ammaparHas 3amura HHGopMauu : Y4ueOHoe mocodue [DIeKTpOHHBIN
pecypc] : WMsmarensctBO DPOPYM , 2019 - 352 - Pexum  jgocryma:
https://znanium.com/catalog/document?id=340852

7.3 Pecypcol ungpopmayuonno-menekommynuxayuonnou cemu '""Hnmepnem',
eKn0uan npogeccuonanvhvie 06a3vl OAHHLIX U UHPOPMAUUOHHO-CHPABOUHbIE
cucmemsl (npu HeodX00UMOCMU):

1. CIIC Koncyasrantlintoc - Pexxum nocrtyna: http://www.consultant.ru/

2. DOmnektponHas Oubmmorteunas cucreMa ZNANIUM.COM - Pexum pgocryna:
https://znanium.com/

3. DnekTpoHHO-OMbMMoTeuHas cucrema "BOOK.ru"

4. DnexTpoHHO-OMONuoteyHas cucrema "ZNANIUM.COM"

5. DnexTpoHHO-0MOMMoTeyHas cucrema "JIAHB"

6. DnextpoHHO-OMOMMOTEeYHast cuctema "PYKOHT"

7. Open Academic Journals Index (OAJI). IIpodeccuonanbuast 6a3za nanHbIX - Pexxum
noctyna: http://oaji.net/

8. [Ilpesmmentckas Oubnmorexka wuMm. b.H.Enpmmnaa (0a3a gaHHBIX —pa3iIWYHBIX
npodeccnoHaIbHbIX 00nacTeil) - Pexxum noctyna: https://www.prlib.ru/

8 MarepuajibHO-TeXHHYECKOe o0ecrnedeHHe IUCHUIUIMHBI (MOAYJIsI) WU IepevyeHb
HH(OPMALMOHHBIX TEXHOJIOTHI, MCIOJb3yeMbIX IPH OCYIIECTBJICHHH 00pa30BaTEJbHOIO
npouecca 1o AUCHUILINHe (MOYJ/II0), BKJIOYAs NepeYeHb IPOrpaMMHOI0 odecrevyeHust

OcHOBHOE 000pYIOBaHUE:

e Byanb-I'eHepaTop akyCTHUECKUX U BUOPOAKYCTUYECKUX IIOMEXOBBIX CUTHAJIOB

e Mynbt. Meauitabiii kommuiekT Ne 2: Ilpoektop Panasonic PT-LX26HE, noronouynoe
kperuienue Tuarex Corsa, ki1emMMHbIH Moayab Kramer WX -1N, konnektop VGA, skpan Lumien
Ecopicture

e [lepconanbhbrit kommberoTep Nel "B-tronix professional 3872\2015"

e Cwmapt-AB (ma ©Oaze CKM-21.2)- IIporpamMmHO-anmapaTHblii KOMIUIEKC OLCHKH
3(QGEKTUBHOCTH 3alIUThl peueBOd HHPOpPMALMKM OT YTEUYKH MO0 aAKYCTUYECKOMY U
BUOpPOAKyCTHUECKOMY KaHajlaM



e Conara-P3.1 CpencTBo akTHBHOM 3aIMTHl MH(OPMAIIMK OT YTEUKHU 3a CUET MOOOYHBIX
9JIEKTPOMArHUTHBIX KOJIE€OaHUH 1 HaBOJIOK
e Cnekrpoananuzatop IFR2397

IIporpamMmmHoOe o0ecIieyeHue:

e Microsoft Windows 7 Ultimate Russian
o VMware Workstation 9 for Linux andWindows
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1 Ilepedennb (popMHEpyeMbIX KOMIIETEH M

Haszsanne OITOII BO,
COKpalleHHOe

Kon u popmynupoBka KoMHeTeHIN

nu

Kon u popMynrpoBka HHANKATOPA TOCTIKCHUS
KOMITCTEHITHU

09.03.03 «IIpuknanHa
s MHPOPMATHKA»
(Bb-11IN)

OIIK-1 : CnocoGeH mpuMeHSTh eCT
€CTBEHHOHAYYHbIE U OOIICHHKECHED
HBIE 3HAHMSI, METO/IbI MaTeMaTH4ecC
KOT'0 aHaJIn3a U MOJCINPOBAHUS, TE
OPETUYECKOT0 U SKCIEPHUMEHTAIbH

Oro0 HCCJIeA0BaHUA B IpodeccHoHa

JILHOW JICSITETIHbHOCTH

OIIK-1.2k : Pemaet mpogeccrnoHatbHbIC 33291
C MPUMEHEHHUEM €CTECTBEHHOHAYUYHBIX M 00ILEeH
H)KEHEPHBIX 3HAHUH

OIIK-3 : Cnoco0eH pemarh cTanaa
PTHBIE 3324k IPO(ECCHOHANBEHON

JeATeIbHOCTH Ha OCHOBE MH(pOpMa
IIUOHHOH 1 Onbimorpaduaeckoit

YIABTYpPHI C IPUMEHEHHEM HHPOpMa
IJHOHHO - KOMMYHHKAIIMOHHBIX TEX
HOJIOTHH U C Y4E€TOM OCHOBHBIX TpPE
OoBaHMIT HHPOPMALIMOHHOM Oe301a
CHOCTHU

OIIK-3.1k : IIpumeHsieT NpUHIMIIBL, METOABI U C
pEeICTBa pelleHns CTaHAapTHBIX 3a1a4 npodecc
MOHAIIbHOM JEeATeIbHOCTH HAa OCHOBE MH(OPMAIT
HOHHOW 1 OMOIHOTrpadMuecKoi KyJIbTYpPHI C IIPH
MEHEHHEM HH(POPMAIIMOHHO-KOMMYHHKAIMOHH
BIX TEXHOJIOTHH U C y4€TOM OCHOBHBIX TPEOOBaH
nit "HHOPMAIIOHHOH 0€301MacHOCTH

Komnerenmus cantaercs: chopMUPOBAHHOM HAa TaHHOM dTarie B CIydae, eCiIH MOoTydeHHbIE
pe3yabTaTtel OOyuYeHHMs [0 JUCLUIUIMHE OLICHEHbl IOJOXHUTEIbHO ([IUarna3oH KpUTEpUEB
OLICHUBAHMSI PE3YIbTATOB O0YUEHUS «3aUTEHO», «YAOBIETBOPUTEIBHOY, «XOPOILO0Y», KXOTIUYHOR).
B ciydae oTcyTcTBUS IMOJIOKUTENBHONW OLIEHKM KOMIIETEHIMs Ha JAaHHOM 3Talle CUUTaeTcs

Hec(OPMUPOBAHHOM.

2 [loxa3aTe/iu OLleHUBAHUS NJIAHUPYEMBbIX Pe3yJIbTATOB 00y4YeHHUsI

Komnerennus OIIK-1 «Crioco6eH npuMeHsTh €CTECTBEHHOHAYYHbIE U
0OI11enHKEeHEPHbIE 3HaHUS, METO/Ibl MATEMaTHUECKOTO aHAJIN3a U MOJIEJIMPOBAHUS,
TEOPETUYECKOI0 U IKCIEPUMEHTAIBHOIO UCCIIEJOBaHMSI B TPOPECCUOHANBHOMN 1€ATEIbHOCTH

Ta6n1/1ua 2.1- KpI/ITepI/II/I OLCHKU MHAUKATOPOB JOCTUIKCHUA KOMIICTCHIINU

Kox u popmymuposka uuguxar | Ko | Tu

PesynbTarel 00yueHus 0 JUCIUILTUHE

Kpurepuu onieHMBaHUS PE3yNbT

CHHIKCHCPHBIX 3HAHMI

HaJIbHBIE 3a7auu C IpuMeHeHue | PJT
M €CTECTBCHHOHAYUYHBIX U 0011 | 2

TpeboBaHuii K 3auTe HHHOPM

opa JOCTUXKEHUs KoMrereHuy | A 11 aToB O0y4YeHHUS
pe | pe Pesynbrar
3- | 3-
Ta | Ta
OIIK-1.2k : Pemaer npodeccuo 3 CdopmupoBasiieecs: cucremar

n4ecKoe 3HaHue TpeOOBaHUH K

aH
s | @AM OTIPE/IENIEHHOTO THTIA 3amuTe HHHOPMALMH OIIpesee
HHOTO THIIa
v CcopmupoBasieecs: cucremar
PIL | e HCIIONIb30BaTh COBPEMEHHBIE 1P | WYECKOe YMEHHUE MCIIOIb30BaTh
3 | OTPaMMHO-anmnapaTHbIe CPEAICT | COBPEMEHHBIE POrPAMMHO-arI
o Ba 3alUTHl HHOOPMALIUH apaTHbIE CPEJICTBA 3alUThl HH(
OopManuu
v
CcopmupoBasieecs: cucremar
P/l | me | obecneunBath 3amuTy HHGOPM
MYECKOe YMEHHe 00ecneyrBaTh
4 HU | amuu

3auUTy HHGOOPMAIIH




CdopmupoBasiieecs: cucremar
Ha | BnageHust COBpeMEHHBIMU METO
P MYECKOE BJIaJICHUE COBPEMEHHEI
BbI | namu o0ecrieueHHs 3alUThl UH
5 MH METOIaMH oOecIieueHus 3a
K ¢dbopmarmn
IIUTH THPOPMALTNU
3 Cdopmuposasimieecs cuctemMar
PO ap | COBPEMCHHBIX METOJIOB H CPE/IC | MECKOE 3HAHHE COBPEMCHHBIX
6 v | TB 3AUWATH nHpopMan METOZIOB ¥ CPEJICTB 3aIUTHl HH
dopmarmun
Cdopmuposasmieecs cuctemMar
BIIAJICHUS COBPEMEHHBIMH TEXH
Ha MYeCKOe BIIaICHNE COBPEMECHHBI
P/ OJIOTHSMH Y METOJAMH 00ecTey
BEI . MU TEXHOJIOTHUSIMH U METOJIaMHU
8 eHnst THPOPMALIMOHHOH Oe30ma
K obecnieueHnss HTHPOPMAITMIOHHO
CHOCTH OpraHH3aLuH o
11 6€30MaCHOCTH OpraHu3aliu
Y Cdopmuposasmieecs cuctemMat
P/l | me | ynpaBisaTh nHpOpMALMOHHOM O | MYecKoe yMEHHE YIPaBISATh UH
10 | Hu | €30IAaCHOCTHIO OpPTraHU3AINU (hopMaIMOHHOH OE30MaCHOCTh
e 10 OpraHu3aluu

Komnerenmnus OIIK-3 «Crioco0eH pemarh ctaHAapTHBIC 3a1a4u MpodeccnoHaIbHON

NeSITeIbHOCTH HAa OCHOBE MH(POPMAIMOHHOW U OUOIHOTrpaduuecKoi KyJIbTyphl C IPUMEHEHUEM
WH(OPMAIMOHHO - KOMMYHHKAITMOHHBIX TEXHOJIOTHH M C y4€TOM OCHOBHBIX TPeOOBaHUIA
nH(pOpMaIMOHHOM 0€30IMacHOCTH

Tabmuna 2.2 — Kpurepun orieHKA WHAUKATOPOB TOCTHIKEHUS KOMITCTCHITUN

PesynbraTel 00y4ueHHUs 110 AUCIMIUINHE
Ko u gopmynupoka uaaukar | Ko | Tu Kpurepuu olieHBaHUS pPe3yNbT
opa JOCTUXKEHUs KoMriereHuy | A I aToB 00y4YeHHUs
pe | pe Pesynbrar
3- | 3-
Ta | Ta
OIIK-3.1k : IlpumenseT npuHI CdopmupoBasiieecs: cucremar
MBI, METO/IBI M CPE/ICTBA pemie | 1 3H | cOBpeMEHHBIX 3aKOHOB, CTaH/Ia | MYECKOE 3HAHHE COBPEMEHHBIX
HHS CTaH/IAPTHBIX 3a]a4 npode 1 aH | PTOB, METOJIOB U TEXHOJIOTHI B | 3aKOHOB, CTAaHAPTOB, METOJIOB
CCHOHAJIFHOH IeATeIbHOCTH Ha ue | obmactu 3amUTHl HHQOPMAIMKM | ¥ TEXHOJIOTHH B OOJIACTH 3aITUT
OCHOBE MH(OPMAIIMOHHON 1 On bl HH(OpMALIHH
6arorpaduueckoil KyJIbTyphI € 3 CdhopmupoBasiieecs: cucremar
IPUMEHEHHEM HH(POPMAMOHH | PJ] an TpeboBaHuil K 3amuTe HHPOPM | mueckoe 3HaHKME TPEOOBAHMIA K
O-KOMMYHHMKALHOHHBIX TEXHON | 2| * | alluu ONpeIe/IeHHOr0 THIIa 3aIuTe MHQOPMAIMK OTIPEJIEIIE
OTHH M C yU€TOM OCHOBHBIX Tpe HHOTO THIIa
Gosanwuii HHOPMALMOHHOIT Ge3 Y Cdopmuposagiieecs: CHCTEMAT
OIIaCHOCTH P/ | me | amanusmpoBaTh HHPOPMAIIMOHH | HYECKOE YMECHUE aHATH3HPOBAT
7 HU | yro 0€30IacHOCTH OpraHu3alud | b HHPOPMAIIMOHHYIO O0€30TIacH
e OCTh OpTraHH3ALIH
. CcopmupoBasieecs: cucremar
3H | COBPEMEHHBIX TEXHOJIOTHIA, MET
PO HNYECKOE 3HaHUE COBPEMEHHBIX
aH | OJMK W CPEICTB 3alluThl HHPOP .
9 TEXHOJIOTHH, METOINK U CPEACT
e | Mauuu
Ba 3alIUTHl HHHOPMALIUH
CcopmupoBasieecs: cucremar
Ha | BmageHus Merogamu OLIEHKU pU
PO o HMYECKOE BIIaJCHUE METOJAMU O
BHI | CKOB MH()OpPMAILMOHHOH Oe3oma
11 LIEHKH PICKOB HH(POPMAITHOHHO
K CHOCTH o
1 6e30MacHOCTH

Tabnuia 3amosHgeTcs B COOTBETCTBUU C pazaenoMm 1 PaGoueil mporpaMmbl TUCHUTUIHHBI

(Momyst).




3 IlepeyeHb OLICHOYHBIX CPEICTB

Ta6mmma 3 — [lepedeHb OIIEHOYHBIX CPEACTB MO TUCIHUILINHE (MOIYITIO)

KonTtponupyemsle maHUpyeMBbIe pe3

Kontpoaupyemsie TeMBI 1

HaumeHOBaHME OLIEHOYHOTO CPE/ICTBA U TIP
encrasienue ero B POC

Ta

yIABTAThl 00yUYCHHS HCUUIUTHHBI IpoMekyTouHas at
Tekyuuii KOHTPOJIb
TecTanus
Ounas popma 0OydeHUS
P/l 3HaHUE : COBPEMEHHBIX 32 TpakTuueckas pado
KOHOB, CTaHIAPTOB, METO L1 B T2 CobecenoBanne
9 .1. Beaenue B uHbOpMa
JIOB M TEXHOJIOTHH B 00J1a ezxe6 © ¢bop
LHOHHYIO 6€30MacHOCTh
CTH 3AIHTEL HHOOPMALLH Tect CobGecenoBanue
1.2. Ilpumenenue nndop IpakTiueckas pa6o
MallMOHHBIX TEXHOJNOTHH | 14 Cobecenopanue
JUTSL ©3YYEHHUS BOTIPOCOB O
PraHH3aHOHHO-TIPABOBOT
0 obecrieueHus uHpopma | LecT Cobecenosanue
[UOHHOM 0€30MaCHOCTH
[MpakTuyeckas pado Co6
1.3. IIpaBoBoe obecneueH | 1q 0bcceoBaHNE
ne nHpopManrnoHHoIt 6e3
OnacHOCTH Tect CobeceioBanue
P2 3HaHue : TpeOOBaHMIA K 3a IpakTiueckas pa6o
uute napopmanuu onpen | 1.3. Ilpasosoe obecneueH | g Cobecenopanne
€JICHHOTO THIIA ne nHpopMannoHHoi1 6e3
OMaCHOCTH Tect CobecenoBanue
[MpakTuyeckas pabdo Co6
1.5. OprauusanuoHHoe 06 | 1 0bcCceoBaHNE
ecrieueHre HHPOPMaIOH
Hoit GezonacHocTH Tecr CobeceioBanue
[Mpaktuyeckas pabo Cob
1.6. Peanusanus pabotsl | 14 obecenosanme
UH(PACTPYKTYPBI OTKPHIT
BIX KIIOYCH Tect CobeceoBanue
P/13 VMeHHE : MCIIOJIL30BATh C TpakTHyeckas pa6o
OBpEMEHHBIC IpOrpaMMH | 1.4, Mcnons30BaHne KPUIT | 1a Cobecenopanue
O-allrapaTHbIC CPEACTBA 3 Torpa(bmqecm/{x CpeAcCTB 3
AU TH KHOpMALIH aUThl MHpOPMaIuK Tect Cobecenoranue
[Mpaktuyeckas pabo Cob
1.7. Texuuueckue cpeact | ta obecenosanne
Ba U METOJIbI 3aIUUTHI HH
(opmarum Tect CobecenoBanne
[IpakTuaeckas pabo
1.9. Ilporpammuo-armapa | P p CoBecenoBanue
THBIE cpejicTBa U MeToasl | @
obecniedeHns HH(GOpMaIm
OHHOM 6€30macHOCTH Tecr Cobecenosanue
[paktudeckas padbo
P p CobecenoBanue




1.10. Hacrpoiika 6e3omac

HOro cereBoro coepunenu | Tecr CobGecenoBanune
s
[MpakTuyeckas pabdo Co6
1.12. AaTuBUpycHBIE Cpe | 1a obeccaoBaHUC
JICTBA 3allIMThI HH(pOPMAII
1 Tect CobeceoBanue
P14 YMenue : o0ecreynuBaTth 3 TTpaxTuyeckas pa6o Co6
aluty nHGoOpMaLUHu 1.4. Ucrionp30Banue KpUM | g 00eCeI0BaHnEe
TOTpapUIECKUX CPENCTB 3
aIUTh HHpOPMaIH Tect CobecemoBanue
[MpakTuyeckas pabdo CoGecenopare
1.5. Opranuzanuonsoe o6 | g
ecrieycHre HHHOPMAIOH
Holi Ge3omacHoCTH Tect CobeceoBanue
[Mpaktuyeckas pabo CoGecenopare
1.6. Peanm3armst paboTHI Ta
UH(PACTPYKTYPBI OTKPHIT
BIX KIIOUCH Tect CobecenoBanue
[MpakTuyeckas pado Cobeceopanme
1.7. Texuuueckue cpeact | ta
Ba U MCTOJbI 3alllUThI UH
(opmartm Tect CobeceioBanue
1.9. TporpamvHo-armapa | IPaKTHIEcKas pabo CobeceoBanne
THBIE cpecTBa U MeTonsl | T2
obecriedeHnst MHPOpMAI
OHHOW 06e30MacHOCTH Tecr Cobecenoanne
. IIpakTudeckas pabo Cobecenopatie
1.10. Hacrpoiika 6e3omac | ta
HOT'O CETEBOTO COETUHEHH
1 Tect CobecenoBanmue
[Mpaktuyeckas pabo CoGecenopare
1.12. AuTUBUpPYCHBIE CPE | T4
JICTBA 3alIUTHI HHPOPMAIL]
Hu Tect CobeceoBanue
PS5 HaBrix : BnageHust cope IpakTideckas paGo Cot
MEHHBIMH MeTonaMu 00ec | 1.7. TexHU4ECKHE CPEACT | g obecenoBaHue
Nie4eHus 3anTel MHQOPM | Ba U METO/BI 3AITUTHI HH
aruu
1 opmartnu Tecr CobeceioBanue
[Mpaktuyeckas pabo CoGecenopane
1.8. Cpenctsa creraHorpa | ta
¢bun Ui 3amKTH HHGOPM
anuu Tect CobecenoBanue
1.9. Tporpammuo-armapa | [PaKTHIECKas pabo CoBecenoBanue
THBIC CPEACTBA 1 METOABI Ta
obecriedeHnst HH(GOpMaIm
OHHOM 6€30macHOCTH Tecr Cobecenosanne




[MpakTuyeckas pabdo

1.10. Hacrpoiika 6e3onac | 1q Cobecenosarne
HOT'O CETEBOTO COCIHMHEHH
A Tect CobecemoBanue
[paktudeckas pado Co6
1.11. Kpuntorpadgudecku | 1q obeceioBaHuC
€ METOJIBI 3aIIUTHI HHPOP
Marun Tect CobeceoBanue
[MpakTuyeckas pabdo Co6
1.12. AuTuBUpyCHBIE Cpe | Ta 0beCeIOBAHNC
JICTBA 3aLIUTHI HHGOPMAI
HH Tect CobecemoBanue
P6 3HaHUE : COBPEMEHHBIX M TTpaxTuyeckas pa6o
CTOZIOB 1 CPEACTB 3AWAT | | o T2 Cobecenosanmue
B HHGOPMAIHH .1. Beenenwne B nadopma
LUOHHYIO 0€30I1aCHOCTh
Tect CobecenoBaHue
[MpakTuyeckas pado Co6
1.4. Vicnonb30BaHue KpUI | 14 obeceioBaHne
Torpadu4ecKux CpeacTB 3
AIIUTHI HHOPMALTHH Tect CobecenoBanue
I[Mpakruueckas pabo Cob
1.6. Peanusauus pabotsl | 14 obecenoBanme
UHPPACTPYKTYPBI OTKPBIT
BIX KIIIOICH Tect CobeceioBanue
[MpakTuyeckas pabdo Co6
1.7. Texuuueckue cpeact | ra 0bcCceoBaHNE
Ba M METOJIBI 3aIIUThI HH
opmartum Tect CobeceoBanue
Pa7 YMeHue : aHaIu3upoBaTh Ipaktiueckas pa6o
uH(OpMaUoHHyI0 6e301 | 1.5. OpranuzanuonHoe 06 | g Cobecenopanne
ACHOCTBb OpraHu3annu €CIICYECHHE HH(I)opMauI/IOH
Hoii GesonacHocTH Tecr CobeceioBanue
IIpakTudeckas pabo Co6
1.6. Peanusauus pabotsl | 14 obeceioBaHne
UHOPACTPYKTYPHI OTKPHIT
bIX KIIFOHCH Tect CobecenoBaHue
I[MpakTuueckas pabo Cob
1.7. Texuuueckue cpeact | ta 0becenoBaHne
Ba U METOJbI 3AIUTHI HH
(opmarum Tecr CobeceioBanue
[IpakTuaeckas pabo
1.9. IIporpammHo-anmnapa p p CobeceoBanue
THBIE cpejicTBa U MeToasl | @
obecriedeHnst HH(GOpMaIm
OHHOM 6€30macHOCTH Tecr Cobecenoanne
PIS8 HaBrbik : Bnanenus cospe IpaxTuueckas paGo
MCHHBIMH TEXHOJIOTHSMH | 1.4. Mcrions30BaHue KpHIl | g Cobeceopanue
Y METOJAMH 00ECTIEYEHUs | TorpauuecKuX CPENCTB 3
I/IHQ)OpMaHI/IOHHOf/'I Oe3omna AIIUTHI I/IH(i)OpMaL[I/II/I Tect COGCCC}IOBaHI/Ie

CHOCTHU OpraHu3annun




[MpakTuyeckas pabdo

1.5. OprauusanuonHoe 06 | 14 Cobecenopanne
ecrieueHre HHGOPMALMOH
Ho#i be3onacHoCTH Tect CobecemoBanue
IIpakTrueckas pado
1.9. IIporpammHo-anmnapa p p Cobece0Banme
THBIE cpesicTBa 1 MeToapl | 1@
obecriedeHnst MHPOpMAI
OHHOM 0€3011aCHOCTH Tecr Cobecenoanue
[MpakTuyeckas pabdo Co6
1.10. Hacrpoiika 6e3onac | 1q 0beCeIOBAHNC
HOTO CETEBOT0 COEAUHEHU
A Tect CobecemoBanue
[pakTudeckas padbo Co6
1.11. Kpuntorpadguaecku | 1q obecenosanne
€ METOJIBI 3aIIUTHI HHPOP
Mann Tecr CobecenoBanue
P19 3HaHUE : COBPEMEHHBIX T€ TpakTiyeckas pa6o
XHOJIOTHH, METONUK U cpe | 1.4, Ucnosnb3oBanue Kpum | g Cobecenopanue
JICTB 3aUIMTHI KHPOPMALH | TOrpadMUecKHX CPEICTB 3
1 AIIUTHI HHOPMALTHH Tect CobecenoBanue
I[TpakTuueckas pabo Cob
1.6. Peanusauus pabotsl | 14 00eccIoBaHmne
UHQPPACTPYKTYPBI OTKPBIT
BIX KIFOICH Tecr CobecenoBanue
[MpakTuyeckas pabdo Co6
1.7. Texuuueckue cpeact | ra 0bcCceoBaHNE
Ba M METOJbI 3aLIUTHl UH
(opmartnu Tect CobecenoBaHue
I[TpakTuueckas pabo Cob
1.8. Cpezcrsa creraHorpa | ta 0becenoBaHne
¢bun I 3amuTH HHGOPM
annu Tect Cobecenoranue
IIpaktrueckas pado
1.9. TIlporpammHo-anmnapa p p CobecenoBanue
THEIE cpefcTBa U MeToxsl | T8
obecriedeHns HHGOpMaIH
OHHOI 0€30IaCHOCTH Tect CobecenoBanue
I[TpakTuueckas pabo Cob
1.10. HacTpoiika 6e3onac | 14 00€ccIoBaHmne
HOTO CETEBOT0 COEIMHEHU
q Tecr CobecenoBanue
[MpakTudaeckas padbo Co6
1.11. Kpunrorpaduuecku | 14 00€CCI0BaHNE
€ METO/IbI 3aIUTHl HHPOP
Manun Tect CobecenoBanue
IIpaktrueckas pado
p p CobecenoBanue

1.12. AHTUBHpPYCHBIE Cpe
JICTBA 3aIIMTHI HHpOpMAIL]
um

Ta

Tect

CobecemoBanue




P10 YMeHue : ynpaBiste UHD Tpaktuueckas pa6o Co6
opMmanuoHHo# Oe3onacHo | 1.5. OpranmsanuoHHOE 06 | T4 obeceoBaHne
CTBIO OpPraHU3aLUU ecrieueHre HHPOPMaIHOH

Ho#i be3onacHoCTH Tect CobecemoBanue
[paktudeckas pado Co6

1.6. Peanusamus paGoTsl | 1q obeceioBaHuC

HH(PACTPYKTYPBI OTKPHIT

BIX KJIFOHEH Tecr CobecenoBanue

P11 HaBrIk : B1ageHus METO/ TpaxTuueckas paGo
aMM OLEHKU PUCKOB HH(O | 1.6. Peanusarus paboTsl Ta Cobecenoanue
PMAIMOHHOMN 6€30IacHOC | MH(PACTPYKTYPHI OTKPHIT
™ i

BIX KJIHOUCH Tect CobecemoBanue
IIpakTrueckast pabo

1.9. IIporpammHo-anmnapa p p CobecenoBanme

THBIE cpeicTBa U MeToapl | 1@

obecriedeHnst MHGOpMAI

OHHOM 0€30I1aCHOCTH Tecr Cobecenosanue
[MpakTuyeckas pado Co6

1.10. Hacrpoiika 6e3onac | 1q 00b¢cCeoBaHre

HOI'0 CETEBOr0 COEIUHEHHU

A Tect CobecenoBanne
[Mpaktuyeckas pabo Co6

1.11. Kpuntorpahuuecku | 14 00eccIoBaHmne

€ METO/IbI 3aIUThl HH)OP

Manun Tecr CobecenoBanue
[IpakTuueckas padbo Co6

1.12. AHTUBUpYCHEIE Cpe | Ta 00€CCI0BAHNC

JICTBA 3allIMThI HH(pOPMAII

nu Tect CobecenoBanue

4 Onucanue npoueaypbl OCHUBAHUA

KauectBo copmupoBaHHOCTH KOMIETEHIIMM Ha JaHHOM OJTale OICHUBAETCS IO
pGSYJ'IBTaTaM TeKyHII/IX Hu HpOMC)KYTOLIHBIX aTTCCTaU;I/Iﬁ HpI/I IIOMOIIIN KOHHHGCTBCHHOﬁ OILICHKU,
BbIpaXeHHOU B Oarax. MakcuManbHas cymMma OaiioB Mo AuUCHUIUIMHE (Moaynio) paBHa 100
Oasam.

O1eHoYHOe CPEICTBO
Bup y4ueOHoii nesrenpbHOCTH Teer INpakTnyeckne SK3aMeH Hroro
3a1aHUs
JIeKIIMOHHBIE 3aHATHS 20 20
IIpakTryieckme 3aHsAThs 40 60
IIpomexxyTodHas arTecTanus 20 20
Hrtoro 40 40 20 100

CymMma 6amioB, HaOpaHHBIX CTYJIEHTOM IO BCEM BHJIaM YY€OHOH ACATEIHPHOCTH B paMKax
JTUCITUTLIMHBL, IEPEBOUTCS B OIIEHKY B COOTBETCTBUHU C TaOTHUIICH.

Cymma 6amro
B

TI0 JUCIIUIUTH
He

OreHka 1o mpoMex
YTOYHOM aTTecTalu
u

XapakTeprcTHKa KauecTBa c()OPMHUPOBAHHOCTH KOMITCTEHIIMH

«3a4TeHOY /
COTITMIHO»

CTyzieHT IeMOHCTPHUPYET CPOPMHUPOBAHHOCTh JUCLMILTHHAPHBIX KOMIISTEHIINH, 00Ha

ot 91 mo 100
PY)KHBAET BCECTOPOHHEE, CHCTEMATHYECKOE 1 TITy0OKOe 3HaHUE y4eOHOro MaTepuala




, YCBOMJI OCHOBHYIO JIUTEPATYPy U 3HAKOM C JOMOJIHHUTEILHON JINTEPaTypoil, pexome
H/IOBaHHOU IPOTPaMMOii, yMeeT CBOOOIHO BBIMONHATH MPAKTUUECKHE 3aJaHusl, P
YCMOTPEHHBIE TPOrpaMMOi, CBOOOHO ONEPUPYET NPHOOPETEHHBIMH 3HAHUAMHU, yME
HHUSAMH, IPUMEHSIET UX B CUTYALHSIX MOBBIIICHHON CIOKHOCTH.

«3a4TeHOY /

CTyzeHT IeMOHCTpUpPYET CHOPMHUPOBAHHOCTS JUCIUILIMHAPHBIX KOMIIETCHITHH: OCHO
BHBIC 3HaHUS, YMEHUS OCBOCHBI, HO JIOIyCKAIOTCSI HE3HAYHUTEIIbHBIC OIIHOKH, HETOUH

ot 76 10 90 . N
A «XOPOIIO» OCTH, 3aTPYAHECHUS IIPH aHATUTHYECKUX OTIepalnsiX, IepeHoce 3HAaHUH U yMEeHUH Ha H
OBBIC, HECTAH/IAPTHBIC CHTYAIH.
CTyneHT aeMOHCTpUpYeT c(hOPMHUPOBAHHOCTD IUCLHUIUIHHAPHBIX KOMIICTCHIIUH: B X0
«3a4YTeHO» / Jie KOHTPOJIBHBIX MEPOIIPUATHII IOMYCKAIOTCS 3HAYUTEIIbHBIC OIMOKH, TPOSBILIETCS O
or 61 1o 75 «YZOBJIETBOPUTENb | TCYTCTBHE OT/EIbHBIX 3HAHUH, yMEHHMI{, HABBIKOB [0 HEKOTOPBIM JUCIUIUIMHAPHBIM K
HO» OMIIETEHIIMSM, CTY/ICHT UCIIBITHIBACT 3HAUNTEIbHbIE 3aTPyIHCHUS P OIIEPUPOBAHH
Y 3HAHWSIMH M YMEHHSIMH IPH X ITEPeHOCE Ha HOBBIE CHTYAIIHH.
«He 3a4TeHO» /
V cryzneHTa He c()OPMHUPOBAHBI TUCUUIUIMHAPHBIC KOMIICTECHIIMH, POSIBIACTCS HEI0C
oT 41 o 60 «HEYJOBJIECTBOPUTE o N
TaTOYHOCTh 3HAHUH, YMEHHI, HABBIKOB.
JIBHO»
«HE 3aUTEeHO» /
JlucuuminHapHbIe KOMITETEHIINN He c(opMHUpoBaHEL. [IposBisercs mojaHoe WK Ipak
ot 0 1o 40 «HEYJOBJIETBOPHTE

THYECKU ITOJIHOE OTCYTCTBUE 3HaHHfI, yMeHPIfI, HAaBBbIKOB.

JIBHO)

S IIpuMepHBIE OLlCHOYHBbIE CPEACTBA

5.1 IlpumepHbIii epevyeHb BOIMPOCOB MO0 TeMaM

1. Yro Takoe nH(popMaMOHHAS] 0€301TaCHOCTH?
2. Ilepeuncaure OCHOBHbBIE YTpo3bl MH(POPMAIIMOHHON 6€30aCHOCTH.
3. Kakwue cymectByroT Mozenu nH(GOpMAIIMOHHOH 0e301macHOCTH?
4. Kaxue MeTo/ibl 3a1IUTHl UHPOPMALIUU BBIIEISAIOT?
5. IlpaBo. McrouHuku npasa.
6. Kakue ocHOBHbIE 3aKOHBI B 001aCTH 3a1UThl MH(popMaruu B PO?
7. OxapaxTepu3syiiTe OMOMETpHUYECKIE JaHHbBIE KaK MePCOHAIbHBIC TaHHBIC.
8. Uro Takoe mpodeccuoHanbHas TaitHa?yYTo Takoe ciy:xeOHas TaiiHa?
9. Yro Takoe KOMMepUecKas TaiftHa?
10. Kakume OCHOBHBIE MEXIYHApOJHBIE CTAaHAAPTHI B 00JACTH WH(HOPMAITMOHHON
6e3omacHocT?
11. «OpanxeBas kaura»ISO/IEC 15408.
12. Kax cBsi3aHbl MEXyHapOAHbIE CTAHIAPTHI U CTaHAAPTH PD?
13. CTO BP UBBC-1.1-2007. «Ayaut nHHOPMAITMOHHON O€30ITaCHOCTHY.
14. PC BP UBBC-2.2-2009. «MeToauKa OLIEHKH PUCKOB HapyleHHUs] HH(POPMAIMOHHON
0€30MacHOCTHY.
15. Yro Takoe nonutuka 6e3onacHocTu?
16. Yto Takoe MHKEHEepHast 3aIUTa 00BHEKTOB?
17. buometpus. buomerpuuecknue XapaKTepUCTUKH.
18. YTto Takoe TEXHHUYECKUE KaHAJbl YTeUKH HHPOpMALIUHU?
19. IlepeuncnuTe OCHOBHBIE BUABI TEXHUUECKUX KAHAJIOB YTEUKU HHPOpMALUU?
20. Yro Takoe crienmpoBepka’?
21. Yro Takoe crienuccieoBaHue?
22. Yro Takoe crenoodcneaoBanue?
23. Yto Takoe mporpaMMHO-anmnapaTHbIE CPeCTBA 3alUThl HH(popMaru?
24, Kakue MeXaHW3MBl pPEATH3YIOT IPOrPaMMHO-ANIIApaTHBIE CpPEACTBA 3allUuTHI
uHpopmManuu?
25. Kakne KOMITBIOTEpHBIE YTPO3bI 0€30ITaCHOCTH CYIIECTBYIOT?

26.
27.

UYro Takoe cereBas pazBeaka? Kakue MeToabl 3alIUTHI IPOTUB HEE CYILIECTBYIOT?
Urto takoe nabekius? Kakue Buibl MHBEKIINNA CylIecTBYIOT? Kaknue MeToap! 3auThl

IIPOTUB HUX CYLLECTBYIOT?



28. Uro Ttakoe otTka3 B obOcmyxkuBanuu? Kakue MeTOIBI 3alIUTHI NPOTUB HETO
CYIIECTBYIOT?

29. OcHOBHBIE BU/IbI IPOTPAMMHBIX YSI3BUMOCTEIA.

30. Yto takoe mmdp? Kakne Buabl mmdpoB CyImIeCTBYHOT?

31. Uro Takoe cCHMMETpUYHBIH U(P?

32. Kakue cummeTpudHble MU PBI UCIIONB3YIOTCS ceruac?

33. UYro takoe accumerpuuHblii mmpp? Kakue accumerpuyHbie mMUGPHI HCTIOIB3YIOTCS
ceiiyac?

34. TlpuHIUI TOCTPOSHHSI CHMMETPHYHBIX IU(PPOB.

35. TIpuHIMI TOCTPOCHHS aCCUMETPUYHBIX MHU(POB.

36. CranpaptHbie mUQpHI.

37. Tlotounsie mudpsl.

Kpamxue memoouueckue ykazanus

CobecenoBanue MPOBOJIUTCS B YCTHOUM (opMe BO BpeMsl MOCJIEIHEro 3aHSATHS MO TEME.
OO0yuaromemycs 3aaercs 2 CIy4ailHbIX BOMpPOca U3 CIUCKa BOMPocoB. OOydaromuiics: T0KeH
OTBETUTH Ha BOMPOCHI B TeUeHUE 5 MUHYT. Bo Bpems npoBeieHus: cobeceJoBaHus UCIIOJIb30BaHNE
JUTEPATYPHI U IPYTUX HH()OPMAITMOHHBIX PECYPCOB HE JOMYCKACTCS.

Llkana oyenxu

Ne Bamer Onncanue

4 32-40 CTy[eHT MOJHOCTHIO OTBETHI HA 3a/IaHHBIC BOIIPOCKHI

3 24-31 CTyJIEHT CMOT MOYTH MOJIHOCTBIO OTBETUTH HA 3aJJaHHBIE BOITPOCHI

2 15-23 CTyJIeHT J1aJl HENOJIHBIN OTBET Ha BOIPOCH], HO CMOT NepeJiaTh OCHOBHYIO CYTh BOIPOCa
1 0-14 CTYICHT He CMOT WM (parMEHTapHO OTBETHJI Ha 3aIaHHBIE BOIIPOCHI

5.2 Ilpumepsl 3agaHuii 115 BBINOJHEHNS NPAKTHYECKUX padoT

Tema 1. IlpumeHenne WHDOPMAIIMOHHBIX TEXHOJOTHHA ISl HW3YYEHHUS BOIPOCOB
OpraHU3alMOHHO-IIPABOBOI0 o0ecneyeHuss HHPOPMALIMOHHOM 0€3011acHOCTH.

Tema 2. Mcrionb30BaHNe KPUNTOTPAPHUECKUX CPEACTB 3aIUTHI HH(OPMAIIHH.

Tema 3. Peanu3zanust paboTsl UHQPACTPYKTYPbl OTKPBITBIX KIIIOUYEH.

Tema 4. CpencrBa creraHorpaduu 1j1sl 3aUTH HHOOPMAIUH.

Tema 5. Hactpoiika 6e301acHOro ceTeBOro COeAMHEHUs.

Tema 6. AHTUBHUpYCHBIE CPEACTBA 3aIUTHI HHOOPMALINH.

Kpamxue memoouueckue yxazanus

Ha BemmonHeHne oaHONM TMpakTUYeCcKOW pabOThl OTBOAMTCS HE Ooiyiee 3 JBYXHacCOBBIX
3aHATuil. Ilocie BBIMOJHEHUS KaX/10M MpPaKTHYEeCKOM pabOThl CTYIEHT JOJDKEH MpEeACTaBUThH
OTYET O €€ BBINOJIHEHNH, a TaK)Ke, [0 YKa3aHUSAM IpernoaBaTesis, BHIIOJHUTH JOMOJHUTEIbHbBIE
NpaKTUYEeCKHE 3aJjaHus TI0 TeMe MPAKTUUYEeCKOil paboThI.

IlIxana oyenku

Ne Bamet Omnncanne

CTyzeHT npeaocTaBiseT OTYET MONPaKTUIECKOH paboTe 0hOpPMIIEHHBIH B CTPOrOM COOTBETCTBH
5 32-40 U ¢ TpeOOBaHUSAMH By3a. JleMOHCTPUPYET X0/ BBIOJHEHU 3a/1aHKs1, OTBEYaeT Ha BOIPOCHI 110 3

aJIaHHIO.

CTyIeHT mpeioCTaBiseT OTYET MOMPAKTHIECKOH padoTe 0(OPMIICHHBIH B CTPOTOM COOTBETCTBH
4 26-31 U ¢ TpeOOBaHUAMH By3a. JIleMOHCTPHUPYET X0/ BHIITOTHEHUS 3aIaHMs, HO HE OTBEYAET Ha BOIIPOC

Bl 110 33JIaHHIO.

CTyzIeHT npeaocTaBiseT OTYET MONPaKTUUECKOH paboTe 0hOPMIICHHBIH B CTPOrOM COOTBETCTBU
3 18-25 U ¢ TpeboBaHusMH By3a. Ho He criocoOeH NMpoAeMOHCTPUPOBATh X0/ BBITTOTHEHHS 3aJaHus, OTB
€4aeT Ha BOIPOCHI 110 33/IaHHIO.

CTyneHT npenocTaBiIseT OTYET MONPaKTHIeCKOH paboTe 0hOPMIIEHHBIH ¢ OIHOKaMU COOTBETCT
2 11-24 BUH C TPeOOBaHUSAMH By3a. HE IEMOHCTPUPYET XOJ BHIIOTHEHUS 3aJaHUs1, OTBEYaeT Ha BOMPOCKH
I10 33JaHUIO0 C HETOYHOCTSMH.

CTyeHTOM JEMOHCTPUPYET OTYET, HO HE MOXKET PAacCcKa3aiy HH O BBIMOJIHEHHUH 331aHHsl, HU OT

BETUThH Ha BOMPOCHI 10 HeMy. JIn6o oTueT He nmpegocTaBieH




5.3 KoHTpOJIbHBIH TeCT

1. K mpaBoBeIM MeToAaM, OOECIEUMBAIOIIUM HH(POPMALMOHHYIO O€30MacHOCTb,
OTHOCSITCA:

e a) Pa3paboTka amnmapaTHbIX CPEACTB 00SCIICUEHUS ITPABOBBIX JTaHHBIX

e 0) Pa3paboTka 1 ycTaHOBKA BO BCEX KOMITBIOTEPHBIX ITPABOBBIX CETAX KYPHAJIOB y4eTa
JeUcTBUI

e B) Pa3zpaboTka 1 KOHKpETU3aIKsI TPABOBBIX HOPMATUBHBIX aKTOB 00CCIICUCHHS
0e301macHOCTH

2. OCHOBHBIMH HMCTOYHHMKAMHU Yyrpo3 HUH(POPMALMOHHON O€30MacHOCTH SIBJISIOTCS BCE
yKa3aHHbIE B CIIUCKE:

e a) XWIIeHHE KECTKUX TUCKOB, TIOJKIFOUYCHUE K CETH, HHCAUCPCTBO

e 0) [lepexBar naHHBIX, XUIICHUE JAHHBIX, U3MEHEHUE aPXUTCKTYPhI CUCTEMBI

e B) XWIIICHHE JAHHBIX, TOJIKYIl CHCTEMHBIX aJJMHHHCTPATOPOB, HAPYIIICHUE PETIIaMECHTA
paboThI

3. Buzbl nuadopMaiiionHo#i 0e30nacHOCTH:
o a) [lepconanbHasi, KOPHOpAaTUBHAs, FOCYJapPCTBEHHAS
e 0) Kninenrckas, cepBepHas, cereBas

o B) JlokanbpHas, Ti100aIbHAasL, CMCIIaHHAS

4. Temn wuHPOpMAIMOHHONW O0E30IIACHOCTH — CBOEBPEMEHHOE OOHapyKeHHe,
IpeaynpexIeHHe:

e a) HecaHKIIMOHMPOBAHHOTO IOCTYIIA, BO3IECHCTBUS B CETU
e 0) NHcaiinepcTBa B opraHu3anuu
e B) Upes3BbIUaliHbIX CUTYyalUi
5. OcHOBHBIE 00BEKTHI HHPOPMAIMOHHOHN 0€3011acCHOCTH:
o a) KomnbroTrepHble ceTH, 6a3bl JaHHBIX
e 0) ndopmaninoHHbIe CUCTEMBI, TICUXOJIOTHUECKOE COCTOSIHUE MOJIb30BaTeei
e B) busHec-opueHTUPOBaHHBIE, KOMMEPYECKHE CHCTEMBI
6. OCHOBHBIMU PUCKaMH HH(GOPMAIIMOHHON O€30MaCHOCTH SIBJISIFOTCS:
e a) lckaxeHue, yMeHblIeHHE 00bEMA, MEPEKOANPOBKA HHPOPMALIUN
e 0) TexHnueckoe BMEIIATEIbCTBO, BRIBEICHUE U3 CTPOs 000PYIOBAHUS CETU
o B) [loreps, uckaxkenue, yreuka HHGpOpMaLUK
7. K ocHOBHBIM IpHHLIMTIAM o0OecrieueHust HH(HOpMAIIMOHHOM 0€30IaCHOCTH OTHOCUTCSL:
e a) DKoHOMHUYECKOH 3(h(heKTUBHOCTH CUCTEMBI 0€30I1aCHOCTH
e 0) MuoromnathopMeHHON peaTn3aii CUCTEMbI
e B) YCwieHHUs 3alUIIEHHOCTH BCEX 3BEHBEB CUCTEMBI

8. OcHOBHBIMH CyOBEKTaMU HH(POPMALIMOHHOM G€30M1aCHOCTH SBISIOTCS:

e a) PykoBoauTenu, MEHEIKEPbI, aAMUHUCTPATOPHI KOMITAHUH



0) Oprassl paBa, ToCyapcTBa, Ou3Heca
B) CeTeBble 06a3bl TaHHBIX, (PacPBOJLIBI

9. K 0CHOBHEIM q)YHKI_II/IHM CHCTEMBI 0€30IMaCHOCTH MOKHO OTHECTH BCE NIEPEUYUCIICHHOC!

a) YCTaHOBJICHUE PETJIAMEHTA, ayAUT CUCTEMBI, BHISIBIICHHE PUCKOB
0) YcraHOBKa HOBBIX O(HCHBIX IPUIOKEHUH, CMEHA XOCTHHT-KOMITAHUH
B) BHenpenue ayrenTudukanum, TpoBepka KOHTAKTHBIX JTAHHBIX IT0JIb30BATEIICH

10. [IpuHIKTIOM HHPOPMALIMOHHON OE30MACHOCTH ABISAETCA MPUHIUI HEAONYIICHNUS:

a) HeonpaBaanHBIX orpaHHueHHid IpU paboTe B CETH (CHCTEME)
0) PuckoB 0€30IMacCHOCTH CETH, CUCTEMBI
B) [Ipe3ymniuu cekpeTHocTH

11. [IpyHIMTIOM TOTUTUKYA UHPOPMALIMOHHON O€30MaCHOCTH SABISETCS MPUHITHIL:

a) HeB0o3MOKHOCTH MUHOBATh 3aIIUTHBIE CPEICTBA CETH (CUCTEMBI)
0) YcuieHrss OCHOBHOTO 3B€HA CETH, CUCTEMBI
B) [lonHOrO GIIOKMPOBAHUSA JOCTYIIA IPU PUCK-CUTYAIIUAX

12. TIpuHIMTIOM MOJUTUKY HHGOPMAIITMOHHON 0€30MaCHOCTH SBISETCS MPUHIUIL:

a) YcuiieHus 3alUIIEHHOCTH CaMOT0 HE3alIMIIEHHOTO 3B€HA CETH (CHCTEMBbI)
0) [lepexona B 6e30MacHOE COCTOSTHUE PAOOTHI CETH, CHCTEMBI
B) [losHOTO HOCTYIA MOJIB30BATENCH KO BCEM pecypcam CETH, CUCTEMBI

13. [IpyHIMTIOM TOTUTUKYA HHPOPMALMOHHON OE30MaCHOCTH SBISETCS MPUHITHIL:

a) Paznenenus nocryna (00s3aHHOCTEH, IPUBUIIETHI ) KIIMEHTaM CETU (CHCTEMBI)
0) OTHOYpOBHEBOM 3aILIUTHI CETH, CHCTEMBI
B) COBMGCTI/IMI)IX, OOHOTHUITHBIX IPOIrpaMMHO-TEXHUYCCKUX CPEACTB CETU, CUCTCMBI

14. K 0CHOBHBIM THUIIaM CPEJCTB BO3/IEUCTBHS HA KOMIBIOTEPHYIO CETh OTHOCHUTCS:

a) KomnbrorepHslil cOoif
0) Jlornueckue 3akaaku («KMUHBD)
B) ABapuiiHOE OTKJIIOYEHHUE TUTAHUS

15. Korna nomyden cnam no e-mail ¢ mpuinoxEHHbIM (aitnom, cieayer:

a) [Ipounrare NpuI0KEHNE, €CIIU OHO HE COAEPKUT HUYETO LIEHHOTO — yIaJIUTh

0) CoxpanuTth npusoxenue B nanke «Crnamy, BeIICHUTH 3aTeM [P-anpec reneparopa
crama

B) Y 1aTuTh MMCHMO C IPUIIOKEHUEM, HE paCKpbIBas (HE YHUTasi) €ro

16. IIpunuun Kupxroda:
a) CekpeTHOCTh KJII0Ya OMpesiesieHa CEKPETHOCThIO OTKPBITOTO COOOIIEHHS

0) CexperHoCTh HH(OPMALIUU OTIpesiesieHa CKOPOCThIO Mepeaauu JaHHbIX
B) CEeKpeTHOCTh 3aKPHITOTO COOOIIEHUS ONPEAETAETCS CEKPETHOCTHIO KITF0Ua



17. OUII - ato:

e a) DieKTpOHHO-IM(POBOIA Tpeodpa3oBaTeb
e 0) DnekTpoHHO-1MPOBAs OAMUCH
e B) DIeKTpOHHO-IIU(POBOI TTpoIIeccCop

18. Hambomee pacmpocTpaHeHBbl  yrpo3bl  WHPOPMAIMOHHON  0Oe30MacHOCTH
KOPITIOPATHBHOM CUCTEMBI:

e a) [loxynka Henuuensuonnoro 110
e 0) OmmOKHM dKCIUTyaTalliy ¥ HEYMBIITUICHHOTO H3MEHEHHUS peXuMa PaboThl CHCTEMBbI
o B) Co3HarenpbHOE BHEJPEHUE CETEBBIX BUPYCOB

19. Haunbouee pacripocTpaHeHbl YIpo3bl HHPOPMAIIMOHHOW 0€30ITaCHOCTH CETH:

o a) Pacnipeen€HHBbIil JOCTYN KJIMEHTA, OTKa3 000py10BaHUs
e 0) MopasnbHbIi UI3HOC CETH, HHCANHIEPCTBO
o B) C0O0ii (0TKa3) 000pyI0BaHUS, HEJETAILHOE KOMMMPOBAHUE TAHHBIX

20. Haubonee pacrpocTpaHeHbl CpeCTBA BO3ACHCTBUS Ha CETh oduca:

e a) Cnalslii Tpadguk, HHPOPMAIIMOHHBIH 00MaH, BUPYCHl B UHTEPHET
e ©0) Bupycsl B ceTu, TOTHUECKUE MUAHBI (3aKJIa]IK1 ), THHOPMAIIMOHHBIHA MTepexBat
o B) KomnbrorepHsie cOou, U3MEHEHHE aJMUHUCTPUPOBAHUS, TOMOJIOTUN

21. Yreukon HH(bOpMaI_II/II/I B CUCTCMC HA3BIBACTCA CUTYyAllUs, XapaAKTCPU3yeMad:

e a) [loTepeil naHHBIX B CUCTEME
e 0) UzmenenueMm hopmbl HHGOpMALIHH
e B) l3meHeHueM coneprkanusi uHGoOpMauu

22. CpoiictBamMu HHQOpMAIMKM, HauboJee aKTyalbHBIMH TNpuU  OOecredyeHuu
MH(POPMALIMOHHOM O€30MaCHOCTH SBISIOTCS:

e a) [lenocTtHOCTH
e 0) doctynmHOCTh
e B) AKTyaJIbHOCTb

23. Yrpo3a uHpOopMalOHHON cuctemMe (KOMIBIOTEPHON CETH) — 3TO:

e a) BeposiTHoe coObITHE
e 0) /lerepMuHupOBaHHOE (BCET/Ia OMPEIEIEHHOE) COOBITHE
o B) [lepuoguyecku MOBTOPSIOIIEECST COOBITHE

24. Undopmanus, KOTOpYIO CleIyeT 3amuuiarh (0 HOpPMAaTHBaM, IpaBHJaM CETH,
CUCTEMBI), Ha3bIBACTCH:

e a) PernmamentupoBaHHOMN
e 0) [IpaBoBoii
e B) 3amumiaeMou



25. PasHoBumgHOCTSMU yrpo3 Oe3omacHOCTH (CeTH, CHCTEMBI) SIBISIOTCS BCE
NIEPEYHCIICHHBIC B CITHCKE:

o a) [IporpaMMHBIe, TEXHHUECKUE, OPraHU3aIMOHHBIC, TEXHOJIOTHYECKHE
e 0) CepBepHble, KIMEHTCKHUE, CIIyTHUKOBBIC, HA3EMHbIE
e B) JInuHbIe, KOPNIOPATUBHBIC, COIIMATILHBIC, HAITMOHAILHBIC

26. OKOH‘I&TCHBHO, OTBETCTBEHHOCTH 32 3aILMILIEHHOCTD JJAHHBIX B KOMHBI—OTGpHOﬁ CETH

e a) Brnanenen cetu
e 0) AIMUHUCTpPATOp CETH
o B) Ilonp3oBarens cetu

27. IlonuTKa 6€30MacCHOCTH B CUCTEME (CETH) — 3TO KOMILIEKC:

e a) PykoBojcts, TpeOoBaHuil oOecrieueHUsI HEOOXOANMMOT0 ypOBHS 06€30MacHOCTH
e 0) UHcTpyKiuii, anropuTMOB MOBEICHUS TTOJIB30BATENS B CETH
e B) HopMm undopmainmonnoro npasa, coOII0AaEMbIX B CETH

28. Haubonee BaXHBIM MpU peaTU3alMN 3AMUTHBIX MEP MOJUTUKU O€301aCHOCTH
SABIISIETCS:

e a) Ayaut, aHaJM3 3aTpaT Ha IPOBEICHUE 3aLIUTHBIX Mep
e 0) Ayaur, aHanu3 0€30MacCHOCTH
e B) AyauT, aHaJIU3 ySI3BUMOCTEU, PUCK-CUTYaL[UI

Kpamxue memoouueckue ykazanus

[lepen pemieHreM TECTOB BHUMATEIBHO CIIEAYET O3HAKOMBCSA C KaXKIbIM BOIIPOCOM H
npeJlaraéMbIMi  BapUaHTaMHU OTBETOB. 3aTeéM HEOOXOJMMO ONMpasCh HA TEOPETHUECKUH
MaTepuall, CBA3aHHBIM C TEMOM BOINPOCAa COINOCTaBUTh €0 C NPHUBEACHHBIMM BapUaHTaMU.
BeiOupaeTcst TOT 0TBET, KOTOPBIH TOYHO OTpaXkaeT U3JI0KEHHBIE (PaKThI.

IlIxana oyenku
Ne | bamursl | Ommcanme
1 CTyIeHT JlaJl BepHBI OTBET Ha TECTOBBIH BOIPOC
1 ]0 CTyIeHT JlaJl He BEpHBII OTBET Ha TECTOBBIH BOIIPOC
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