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1 Hessp, nuiannpyemMble pe3yabTaThl 00y4eHHs 110 AUCHHUIINHE (MOLYJII0)

Llenpto ocBoenust mucuuiuimebl  «MH(bOopManmoHHas Oe30macHOCT, M 3alluTa
uHpopmanum» sABIseTcs (HOPMUPOBAHME Yy CTYJCHTOB CHCTEMBbl 3HaHMM B oOjactu
uH(pOpMaMOHHONW O€30MaCHOCTH M NPHUMEHEHHS Ha INPAKTUKE METOJOB M CPEJICTB 3alIUTHI
uHpOpMaLnu.

3amaun  OCBOEHMS JWCIMIUIMHBL  (OPMHpPOBAHME YMEHHUS OOECICUUTh 3aIIUTY
uHpopManuu 1 00beKTOB HH(pOpMaTH3aLKH; (OPMUPOBAHUE YMEHUS COCTABIATH 3asIBUTEIBHYIO
JOKYMEHTAIIMI0 B HAJ30pHBIE TOCYJapCTBEHHBIC OPTaHbl WHPOKOMMYHUKAIIMOHHOW OTpAaciy;
¢opMHpOBaHHE HABHIKOB BBIMOJHEHHS pPabOT B OOJIACTH TEXHUYECKOTO pPEryJIHpPOBaHUS,
cepTU(UKAMM TEXHHUYECKUX CPEICTB, CHCTEM, HPOLIECCOB, OOOpPYJOBAaHUS M MaTEPHAJIOB;
(dbopMUpOBaHNE HABBIKOB O0ECIICUEHUS 3aIUTH 00BEKTOB MHTEIUICKTYaIbHOM COOCTBEHHOCTU H
PE3YJIbTaTOB UCCIIEOBAaHUN U pa3padOTOK KaKk KOMMEPUYECKON TaliHBI TPEANPHITHS; HACTPOHKA U
o0CITy’)KMBaHHUE anmnapaTHO-IPOTPAMMHBIX CPEJICTB.

[TnanupyemMbpIMH pe3ynbTaTaMi 00yYEeHHUS O JUCHUILIHHE (MOAYIIIO), SBISIOTCS 3HAHHSA,
yMEHUS, HaBbIKU. llepeueHb MIaHUPYEMBIX PE3yJbTaTOB OOYUEHHS 10 JAUCHUILTUHE (MOJIYIIO),
COOTHECEHHBIX C IUIAHHPYEMBIMU pe3yJbTaTaMH OCBOCHHs 00pa30BaTEIbHON MNpPOTrpaMMBl,
npezcTasieH B Tabnuue 1.

Tabmuna 1 — Komnerenuu, popmupyemblie B pe3yinbTaTe U3YyYeHUS TUCITUTUIMHBI (MOIYIIS)

Pe3ynpraTbl 00y4eHUst 1O AUCIUTLTHH
Hassarme OTIOI Kon u popmynupoBka Kon u ¢popmynupoBka Kon
WHJIUKATOpa JOCTUKEHUS
BO, cokpamenHoe KOMIIETEHITNH
KOMITCTEHITHT pe3ynb | DopmynupoBKa pe3yiabTaTa
TaTa
09.03.02 OIIK-1 : Cnocoben OIIK-1.2k : Pemaet P13 | YmMenue | ucronb3oBath
«VIHpopMalMOHHBIE | IPUMEHSTH npodeccHoHaNbHbBIE 3a1a4H COBpEMEHHBIE
CHCTEMBI U €CTECTBEHHOHAYYHBIC C IPUMEHEHUEM MIPOTPaMMHO-
TEXHOJIOTUI OOIIeHKXECHEPHBIE 3HAHNS, | €CTECTBEHHOHAYYHBIX U anmnapaTHbIe
(b-UC) METO/Ibl MATEMaTHYECKOTO 00IIeMH)KEHEPHbIX 3HAHUH CPE/ICTBA 3aIUTHI
aHaM3a ¥ MOJACINPOBAHUS, nH}popManuu
TEOPETUYECKOTO U P16 3HaHHE | COBPEMEHHBIX
OKCIICPUMEHTAJILHOT'O METOJ0B U
HCCJIE€N0BaHUs B CPEICTB 3aIIUThI
npodeccoHaNbHON uHdopmanuu
JIeSITeIbHOCTH
OIIK-2 : Cocoben OIIK-2.2k : Ucnonb3yeT P11 HaBrik | Bramenus
MOHUMATh MPUHIINTIBI COBpEMEHHbIE METOAAMH OLCHKY
paboThI COBPEMEHHBIX UH(OPMALMOHHBIE pHCKOB
nH(pOpMaLMOHHBIX TEXHOJIOTHH U UH()OPMALMOHHO]
TEXHOJIOTUH U MIPOrpaMMHBIE CPEJICTBA, B 6e301acHOCTH
MIPOTPaMMHBIX CPE/ICTB, B TOM YHCJIE OTEUYECTBEHHOTO P12 | 3manme | TpeGomaHmii k
TOM YHCIIE OTEYECTBEHHOTO | MPOW3BOJCTBA, IS 3ammTe
TIPOMU3BO/ICTBA, U pemeHus 3a1a4d UHPOPMAIUK
UCTIONIB30BATh UX TPH npodecCHOHANBHOM OTIpENIeIIEHHOTO
pelIeHNH 33139 JeATeTbHOCTH THIIA
npogeccHoHaNbHOM P14 | Ymenue | obecnieunBath
JeSITeTbHOCTH 3ammTy
nHpopMannu
PN17 | Ymenue | ananuszupoBaThb
MH()OPMAIMOHHYF
6e30macHOCTh
OpraHu3aIyy
OIIK-3 : Cnocoben pemats | OIIK-3.1k : [Ipumenser PJ1 3HaHWE | COBPEMEHHBIX
CTaHAapTHbIE 3a7a4u MIPUHIIUIIBL, METOJIBI 1 3aKOHOB,
poeCCHOHATBHOM CpPEeZCTBA PEIICHUS CTaHIApPTOB,




JEATEIbHOCTH HA OCHOBE CTaHJapTHBIX 3a/a4 METOZI0B U
nH(OPMAMOHHON U npodeccuoHaTEHOM TEXHOJIOTHI B
o6ubmmorpaduaeckoit JeSITeIPHOCTH Ha OCHOBE 001aCTH 3aIUTHI
KyJIBTYpHI C IPUMEHEHHEM | MH(OPMAIIMOHHON H nHpopManuu
HHPOPMALNOHHO- o6ubnmorpaduaeckoit P15 HaBeik | BoageHus
KOMMYHUKaIIMOHHBIX KYJIBTYPBI C IPUMEHEHHEM COBPEMCHHBIMH
TEXHOJIOTHH U C y4eTOM nH}popMannoHHO- METOaMH
OCHOBHBIX TPeOOBaHUIA KOMMYHUKaIIMOHHBIX obecrieueHns
nHpopMannoOHHOH TEXHOJIOTHH ¥ C Y4eTOM 3aIIUTEL
0e30IacHOCTH OCHOBHBIX TPeOOBaHUH uH(bOpManuK
nH(pOpMaMOHHOK
0e30IacHOCTH
[TIKB-4 : Criocoben [IKB-4.1x : Ynpasmuser P10 | YMmenue | ynpaBisaTh
OCYIIECTBIISITh YIIPABICHUE | JOCTYIOM K NPOTrpPaMMHBIM MH()OPMaLMOHHO]
(obecmieanBaTh pabdoTy) 1 anmapaTHBIM pecypcaM 0€30MacHOCTEIO
JOCTYIIOM K IIPOTPaMMHBIM | MH(OPMAIIMOHHO- OpTaHM3aIH
M almnapaTHbeIM pecypcaM KOMMYHUKAIIHOHHBIX P8 HaBrpik | BrageHwmst
HHPOPMALNOHHO- (MH(DOKOMMYHUKAITMOHHBIX ) COBPEMEHHBIMH
KOMMYHUKaIIMOHHBIX CHCTEM TEXHOJIOTUAMU U
(MH)OKOMMYHHUKAITHOHHBIX ) METOJaMHU
cucTeM obecrieueHus
UH()OPMaLMOHHO]
6e3omacHOCTH
OpraHM3aIiu
P19 | 3maHue | coBpeMeHHBIX
TEXHOJIOTUH,
METOJIUK U
CPEJ/ICTB 3aIlIUTHI
uHdopmauu

B mpouecce OCBOCHHUSA MUCHUILUIMHBI PCIIAOTCA 3adda4Md BOCIIMTAHHUA TapMOHHUYHO
pa3131/1T0ﬁ, HanI/IOTI/I‘{HOfI n conuaJibHO OTBETCTBECHHOM JHMYHOCTH Ha OCHOBE TPpaAUIUOHHBIX
pOCCHﬁCKHX AYXOBHO-HPAaBCTBCHHbBIX U KYJIbTYPHO-UCTOPUUYCCKUX HCHHOCTeﬁ, MpeaACTaBJICHHLIC

B Ta0Omuie 1.2.

Tabnuua 1.2 — I{eneBble OpueHTHPBI BOCTIUTAHUS

BocnurTareabHbIe 321244

®opMUpOBaHUE LIEHHOCTel

[eneBble OpUEHTHPHI

@®opMHUPOBaHUE TPAKTAHCKON MO3ULUM U NATPUOTH3IMA

Bocnuranue ysaxxenus k Konctutyiun u
3akoHaM Poccuiickoit @enepanuu

I'paxnaHCTBEHHOCTD

I[I/ICHI/IHJ'II/IHI/IpOBaHHOCTI)

(I)OpMI/II)OBaHI/Ie AYX0BHO-HPABCTBE€HHBLIX IIeHHOCTeﬁ

Bocnuranune YYBCTBa A0JTIa U
OTBETCTBEHHOCTH MIEPC ceMbell

Bricokue HpPaBCTBCHHLIC
nacalibl

00IIIECTBOM

Oco3HaHUE EHHOCTH
npodeccuu

®opMHpOBaHNe HAYYHO

ro MUPOBO33PECHUA U KYJbTYPbI MBIIIIJICHUSA

Pa3zBuTHe 1mo3HaBaTeILHOTO HUHTEpPECA U

Cayxenne OTedecTBy 1

CTPEMJICHUS K 3HAHUSIM

OTBETCTBCHHOCTH 3a €Iro Cy,HI:Gy

CobmroreHne MOpaTbHBIX
NPUHIUIIOB

(I)OpMI/II)OBaHI/Ie KOMMYHHUKATUBHBIX HABBIKOB U KYJIbTYPbI 0o0IeHust

PazBurne ymenns 3¢ dexrnBHO obmaTscs
U COTPYIHHYATH

Bs3aumomnomorips u
B3aUMOYBaKCHHE

CrnocoOHOCTh HAXOIUTh,
aHAIM3UPOBATh U
CTPpYKTYypHUpPOBAThH
nHPOPMALIHIO




2 Mecto aucuMiiinHbl (MoayJs) B crpykrype OITIOII

Huctmummna «MHdopManonHas 0e30MacHOCTh W 3aIIuTa WH(POPMALUW» BXOJUT B
6a30Byto yacTh bioka 1 JlucuuminHbl (MOIyM) y4eOHOTO TUTaHA.

3. O0beM AUCHUNIMHBI (MOAYJIs1)

OO0veM jauciUIUIMHBL (MOIYJsI) B 3a4eTHBIX EIWHUIAX C YKa3aHHEM KOJHYECTBa
aKaJeMUYECKUX YacOB, BBIICJICHHBIX Ha KOHTAaKTHYI padoTy ¢ oOydaromumucs (10 BUIaM
y4eOHBIX 3aHATHI) U HA CAMOCTOATEILHYIO pabOTy, MPUBEICH B TaOIUIIE 2.

Tabmuua 2 — O6mas TpyJ0eMKOCTh AUCHUIUINHBI

C Tpyno- OO0beM KOHTAaKTHOM paboThl (4ac)
emecTp | emxocTs
(0D0)
Hassanue OITOIT Popma Yactb WA Bueaynu- CPC Popma
o0yye- AynuropHas aTTec-
BO s VII Kypc TOpHas A
(300, (3.E) | Beero 1
0300) nek. | mpak. | mab. | IIA | KCP
09.03.02
Hugopuauionibie | 34,0 | ) g 4 3 17 | s 8 o 1| o f|a 5
CHCTEMBI U
TEXHOJIOTHHI

4 CTpyKTypa U coiepKaHue M CUMILIHHBI (MO1YJIs1)

4.1 CtpykTypa nucuuiuiaabl (Moayas) aiasi 300

Temarnueckuil IiaH, OTPAKAIOUIMI COJAEp)KAaHUE AMCLMILIMHBI (IIEPEYEHb PA3AEIOB U
T€M), CTPYKTYpHUPOBAHHOE 10 BUJIaM Y4€OHBIX 3aHATHH C yKa3aHHEM UX 00bEMOB B COOTBETCTBUU
¢ yueOHBIM IJIaHOM, NpHBeJieH B Tabaule 3.1

Tabnuma 3.1 — Paznens! TUCHUIUIMHBL (MOAYJIS), BUABI yUeOHOU NeATEeIbHOCTH U (POPMBI
TeKymero Koutpos s 300

Kon pe- Ko1-Bo "acoB, 0TBe/IeHHOE Ha Dopma
Ne HazBanue Tembl 3yJbTara p
Jlek [Ipaxt JIa6 CPC TEKYIIEro KOHTPOJIS
00y4eHus
Bsenenue B
1 | nadopManmoHHyIO PI1, PJI6 1 0 0 7 cobecenoBaHue
06e30aCHOCTh
IIpumenenue
MH)OPMAITMOHHBIX
TEXHOJIOTUH ISl H3yIEHUS .
OTYET IO NMPAKTHYECKON
2 | BompoCOB OpraHU3aMOHHO- Pa1 0 1 0 7 aGoTe
MPaBOBOTO 00CCIICUCHUS p
HMH(POPMAIHOHHOM
6e30MacCHOCTH
TIpaBoBoe obecrieyeHue
3 | urdopmanmoHHOI PI1, P12 1 0 0 7 cobecenoBanue
0e30MacHOCTH
PJ13
Hcnons3oBanue A3, o
PJ14, OTYET MO NMPAKTHYESCKON
4 | xpunrorpadguIecKux CpeicTB PII6 0 1 0 7 pabore
3amuThl HHGOPMAIHH ’
5 bopman PJI8, P19




OpraHu3anoHHOE Eﬁi’
5 obecnedenne . PO7, 1 0 0 7 cobecenoBanme
MH()OPMAIIMOHHOM P18
6e3omacHOCTH PJT10
P72,
P4,
Peanuzanus paboTs P16, .
OTYET IO NPAKTHYECKON
6 | urbpacTpyKTypbI OTKPHITHIX PO7, 0 1 0 8
o pabote
KITIOYCH PJ19,
P10,
PII11
P/3,
Texuuyeckue cpeacTsa u P4,
7 pe PJ5, 1 0 0 8 cobecenoBanme
METO/IbI 3aIHUTH HHOPMALNH PII6
PJ7, P19
8 CpenctBa creranorpaduu 1yt PJIS, PJI9 0 1 0 8 OTYET IO NPAKTHYECKON
3aIUTh HHOPMAIHMH pabote
P3,
IIporpamMmHoO-anmnapaTHsie P14,
CpeIICTBAa U METObI PS5,
9 | obecmeuenus P17, 2 0 0 8 cobecemoBanme
HHPOPMAIIMOHHON P8,
06€30I1aCHOCTH PJ19,
PI11
P13,
PJ4,
Hacrpoiika 6e3omacHoro PS5, OTYET MO MPAKTUUECKOH
10 0 2 0 8
CETEBOTO COCANHEHUS P8, pabote
P19,
PI11
PIS,
11 Kpunrorpapudaeckue MmeTost P8, 2 0 0 8 coBece1oBatHe
3aIUTH HHQOpMauu P19,
P11
P13,
PJ14, .
AHTHBHUPYCHBIE CPE/ICTBA OTHYeT 110 IIPAKTUYECKOit
12 PIS, 0 2 0 8
3amuTH HHGOpMauu P19 pabote
P11
HToro no tadamiue 8 8 0 91

4.2 Copepxanne pa3aejioB M TeM AMCHUIUIAHBI (Moxyas) aasa 300

Tema 1 Bseoenue 6 ungopmayuonHyo 6e30nacnocmo.

Conepxxanne Tembl: MHbpopmanmonnas Oe3zonacHocTh. OCHOBHBIE TOHATHS. Moaenu
UH(POPMaLIMOHHOM Ge3omacHOCTH. Buap! 3amuriaemoit ”HGopManuu.

@®opMBI U METOABI TMPOBEACHUS 3aHATUI O TeMe, MPUMEHsEMbIe 00pa3oBaTeIbHBIE
TEXHOJIOTUH: JICKIIHSL.

Buapl caMOCTOSTENNEHON MOATOTOBKH CTYJEHTOB IO TEME: MOATOTOBKA K KOHTPOJIBHBIM
BOIIpOcaM cobece0BaHusl, TOATOTOBKA K TPOMEXYTOUHOM aTTeCTallH.

Tema 2 Ilpumenenue uHGOPMAYUOHHBIX MEXHONO2UU ONf  U3VUEHUs BONPOCOE
OpP2aHU3AYUOHHO-NPABOBO20 0becneyeHUs UHPOPMAYUOHHOU De30naAcHOCIU.

Conepxxanne Tembl: Mcnonbp3oBaHue 0a3 JaHHBIX IS HAXOXKJIEHUS W H3YUEHHS
HOPMAaTUBHBIX JOKYMEHTOB B 00J1aCTH MHPOPMAIIOHHOM 0€3011acCHOCTH.

@opMbl U METOABI MPOBEACHUS 3aHATUI MO TeMe, MpPUMEHseMble 00pa3oBaTeIbHbIE
TEXHOJIOTHH: MPAKTUYECKOE 3aHSITHE.

Bunel camocTOSATENBHON IMOATOTOBKM CTYAEHTOB IIO TEME: IOATOTOBKA OTYETA IIO
MPAKTHYECKON paboTe, MOArOTOBKA K MPOMEKYTOUHOM aTTeCTalUH.



Tema 3 [Ipasosoe obecneyenue uHGOPMaAyuoHHOU OE30NACHOCU.

Conepxanne  Tembl:  OCHOBHBIE  HOPMAaTHBHO-TIPABOBBIE  aKThl B 00jacTu
nHpopmanmonHoit Oe3omacHocTh. IIpaBoBBIE 0OCOOEHHOCTH obecrieueHuss 0e30MacHOCTH
KOH(HICHIIMATHHON HH(OPMAIMH U TOCYIaPCTBEHHOW TalHBI.

@opMbl U METOJBI IPOBEACHHS 3aHITUNA MO TeMe, MpUMEHseMble 00pa3oBaTeiIbHbIC
TEXHOJIOTHH: JIEKIIUS.

Bunel camocToaTenbHOM MOATOTOBKH CTYACHTOB IO TeMe: MOATOTOBKA K KOHTPOJIBHBIM
BOIIpOCaM cobece0BaHusl, TOATOTOBKA K MPOMEXKYTOUHOM aTTeCTaIIH.

Tema 4 Ucnonvzosanue Kpunmozpaguueckux cpeocme 3auumol UHGOpMayuu.

Conepxanre tembl: Co3manue 3amuppoBaHHBIX (AIOB U KPUIITOKOHTCHHEPOB M HX
pacmudpoBaHue.

®opMbl U METOMBI MPOBEACHHS 3aHATHH MO TeMe, MPUMEHSeMble 00pa30BaTeIbHbIC
TEXHOJIOTUH: PAKTHUECKOE 3aHATHE.

Buabl caMoCTOATENbHON TOATOTOBKHM CTYACHTOB IO TEME: IMOArOTOBKA OTYETa I10
IIPAKTUYECKON paboTe, HOArOTOBKA K IPOMEKYTOUHOM aTTeCTalUH.

Tema 5 Opeanuzayuonnoe obecneuenue uHGHOPMAYUOHHOU OE30NACHOCMU.

Copepxannie Tembl: OCHOBHBIE CTaHAApTHI B 0o0jacTu obecriedueHus MHPOPMAITMOHHON
6e3onacHocTu. [lonutuka 6e3omacHoCTH. DKOHOMUYECKasi 0€3011aCHOCTh IPEIIPUSITUSL.

@®opMbl U METOZIBI MPOBEACHUS 3aHATUH O TEMe, MPUMEHsSEMbIe 00pa3oBaTEIbHbBIC
TEXHOJIOTUH: JICKITHSL.

Buapl caMOCTOSATENIBHOM MOATOTOBKH CTYIICHTOB IO TEME: MOATOTOBKA K KOHTPOJIBHBIM
BOTIPOCaM coOece0BaHusl, MOATOTOBKA K MPOMEKYTOYHOM aTTECTAIIH.

Tema 6 Peanusayus pabomvl uHghpacmpykmypsbi OMKpbIMbIX KAIOYEl.

Copnepxanne TeMbl: Co3gaHue YAOCTOBEPSAIOIIEIO LEHTPA, IEHEpauus OTKPBITBIX U
CEKPETHBIX KIIOUeH, CO3AaHHE CEePTH(PHKATOB OTKPBITHIX KIIOUEH, CO3JaHHE AIIEKTPOHHOMN
MIOATNCH, IIPOBEPKA IIEKTPOHHOU MOAIHUCH.

@®opMBl U METOJIbI NPOBEACHUS 3aHITUH MO TeMe, NMpUMEHseMble 00pa3oBaTeIbHbIE
TEXHOJIOTHH: IIPAKTUYECKOE 3aHATHE.

Bunsl camocToATENBHOM NOATOTOBKM CTYACHTOB II0 TEME: IOJArOTOBKA OTYETa IO
NpaKTUYeCKOH paboTe, MOJArOTOBKA K MPOMEKYTOUHON aTTEeCTalUH.

Tema 7 Texnuueckue cpedcmea u Memoovl 3aujumsl UHGOPpMaAYUU.

Copepxanue TeMbl: MH)xeHepHast 3amuTa 00beKTOB. 3aiuTa HHPOPMaIUU OT YTEUKH 110
TEXHUYECKUM KaHaJaM.

@®opMBl U METOJbI NPOBEACHMS 3aHITUH MO TeMe, NMpPUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTUH: JIEKIIHS.

Bunel camocToaTenbHONM MOATOTOBKU CTYAEHTOB IO TEME: MOATOTOBKA K KOHTPOJIbHBIM
BOIIpOcaM cobece0BaHus, MOATOTOBKA K TPOMEXYTOUYHO aTTecTalum.

Tema 8 Cpedcmea cmezanozpaghuu 05 3auumol UHGOPMAYUU.

Conepsxanne Tembl: Vcrionp30BaHne CPeACTB CTETaHOTpaGUu JJIsI 3aUTHI (halIoB.

@®opMbl U METOZBI MPOBEACHUS 3aHATUN O TeMe, MPUMEHSIEMbIe 00pa3oBaTeIbHbBIC
TEXHOJIOTHH: MMPAKTHYECKOE 3aHATHE.

Buasl camMocTOSTENbHON TOATOTOBKH CTYASHTOB IO TEeMe: IMOATOTOBKA OTYETa IO
NPaKTUYECKOH paboTe, MOArOTOBKA K IPOMEKYTOUHOM aTTeCTAIIHH.

Tema 9 Ilpoepammno-annapamuule cpeocmed u Memoowvl 0becneyets. UHGHOPMAYUOHHOL
bezonacrocmu.



Copepxanne Tembl: OCHOBHBIE BHUJIBI CETEBBIX M KOMIIBIOTEPHBIX yrpo3. CpeactBa u
METO/bI 3aIUThl OT CETEBBIX KOMIIBIOTEPHBIX YIpO3.

@opMbl U METOABI MPOBEACHUS 3aHATUI MO TeMe, MPUMEHsSEMble 00pa3oBaTeIbHBIE
TEXHOJIOTUU: JICKIIHSL.

Bunel camocToATENbHON MOATOTOBKHM CTYAEHTOB II0 TEME: IOATOTOBKA K KOHTPOJBHBIM
BOIIpOCaM coOece0BaHusl, TOArOTOBKA K TPOMEXYTOUYHOM aTTeCTallH.

Tema 10 Hacmpotixa 6e3onacnoz2o cemesozo coeOuHeHus.

Conepxxanne Tembl: Co3aaHue 3alIUIICHHOTO KaHala CBSI3M CPEJACTBAMU BUPTYaIbHOM
YaCTHOM CETH.

@dopMBI ¥ METOJIBI TPOBEACHHS 3aHITHHA 1O TEeMe, MPUMEHSEMbIE 00pa30BaTEIbHBIC
TEXHOJIOTHH: MPAKTUYECKOE 3aHITHE.

Buabl camocTosTenbHON MOJITOTOBKM CTYACHTOB [0 TEME: IOJrOTOBKA OTYETa I10
MPAKTUYECKON paboTe, MOArOTOBKA K MTPOMEKYTOUHOM aTTEeCTAIUH.

Tema 11 Kpunmoepaguueckue memooul 3auumuol uHghopmayuu.

Copepxanuve TeMbl: CHMMETpPUYHBIE M ACCUMETPUYHBIE CUCTEMBbI IIU(POBAHUS.
[ludppossie mnoanucu (DnaekTpoHHble moxanucH). MHdpacTpykTypa OTKPBITBIX —KIIIOYEH.
Kpunrorpaduyeckre mpoTOKOIIBI.

@opMbl U METOABI IMPOBEACHUS 3aHATUI O TeMe, NpPUMEHseMble 00pa3oBaTeIbHbIE
TEXHOJIOTUH: JICKIHSL.

Bunpl caMOCTOATENBHONM MOATOTOBKHM CTYJIEHTOB IO TE€ME: MOATOTOBKA K KOHTPOJBHBIM
BOTIPOCaM coOece0BaHusl, TOATOTOBKA K MPOMEKYTOYHOM aTTECTAIIH.

Tema 12 AnmusupycHvle cpedcmea 3auumol UHGOpMayuu.

Copepxannie TeMbl: M3yueHne HACTPOEK CPEICTB aHTUBUPYCHOM 3aIlIUThI HH(OPMAITIH.

@opMbI U METOABI MPOBEACHUS 3aHATUN MO TeMe, MPUMEHsSEMble 00pa3oBaTeIbHBIE
TEXHOJIOTHH: IPAKTUYECKOE 3aHATHE.

Bunel camocTosiTeNbHON IOATOTOBKM CTYAEHTOB IO TEME: IOJIrOTOBKAa OTYETa IO
NpPaKTUYEeCKOH paboTe, MOJArOTOBKA K MPOMEKYTOUHON aTTEeCTalUH.

5 Meroauveckne YyKazaHusi AJds OOyYAIOIIMXCH MO M3YYEHHI0 M Ppealu3aluu
AMCUUIIMHBI (MOIYJIs1)

5.1 MerToanyeckue peKOMEHIAIMHM O0YYalOIIMMCH MO0 W3YYeHHI0 IMCHUIUIMHBI W 1O
o0ecrneyeHNI0 CAMOCTOAITEILHOM PadoThI

Texymas camocrosiTenbHas padoTa o kypey «MHpopmarroHHast 6€301acHOCTD U 3alllUTa
uH(pOopMallMn» HampaBiieHa Ha YIIyOJeHHe U 3aKpelyieHue 3HaHUH, Ha pa3BUTHE MPAKTHUECKUX
YMEHUH M BKIIIOYAET TaKhe BUJbI paboT, KaK:

- paboTa ¢ JeKIMOHHBIM MaTepUaIoM;

- paboTa ¢ peKOMEH0BaHHOM JINTEPaTypOil MPH MOATOTOBKE K MPAKTHUECKUM 3aHATUSAM;

- IOATOTOBKA K 3K3aMEHY.

[Tpu nzyuennn qucuuruinnel «MHopManonHas 0e30MacHOCTh U 3aIuTa HH(OPMAIH»
PEKOMEHIyeTCsl PEUTHHIOBas TEXHOJNIOTHs OOydeHHus, KOTOopas TIO3BOJISIET pealin30BaTh
HEMPEPHIBHYI0 M KOMIUIEKCHYIO CHUCTEMY OIICHMBAHUS YYEOHBIX JOCTH)KEHUH CTYJIEHTOB.
HenpeprIBHOCTh O3HauaeT, YTO TEKYIIME OIEHKU HE YCPEOHSIOTCA (Kak B TPaJULMOHHOMN
TEXHOJIOTUH), @ HEMPEPHIBHO CKJIAJBIBAIOTCS HA MPOTSIKEHUU CEMECTpa MPH U3Y4YEHUH MEPBOTrO
WM BTOporo Moayssi. KoMiiekcHOCTh 03HauaeT y4et Bcex (hopM yueOHON U TBOpUYECKOM paboThl
CTYJEHTA B TEYEHHE CEMECTPA.



PeliTHT HampaBiieH Ha MOBBIIIEHUE PUTMUYHOCTH U 3()(PEKTUBHOCTH CaMOCTOSITEIbHOM
pabotel  cryseHTOoB. OH  OCHOBBIBAa€TCS Ha IIMPOKOM  MHCIOJIB30BAHMUM TECTOB H
3aMHTEPECOBAHHOCTH KaXKJIOTO CTYJEHTAa B TOJyuYeHHH OoJiee BBICOKOW OIICHKM 3HAHUN MO
JUCLIUILINHE.

[IpuHUMIBI pEeHTHHrA: HENPEPHIBHBIM KOHTPOJIb (B Mcalle Ha Ka)XJ0M W3 ayAUTOPHBIX
3aHATUI) W ToslydyeHHe Oojee BBICOKOM OIIEHKM 3a paloTy, BBINOJHEHHYO B Cpok. Ilpum
IPOBEICHUH MPAKTUYECKUX 3aHATHHA HEOOXOAMMO MPEAyCMaTpPHUBATh LIMPOKOE HCIOIH30BAHUE
AKTUBHBIX U UHTEPAKTUBHBIX (OPM (KOMIBIOTEPHBIX CUMYIISLIUMN, I€IOBBIX U POJIEBBIX UID).

PefiTunr Britoyaet B ceOs 1Ba BUJA KOHTPOJIS: TEKYIIUH, TPOMEXYTOYHBIA U UTOTOBBIN
10 JUCLUILINHE.

Texymuit koHTposib (TK) - ocHOBHas 4acTe PEMTUHIOBON CUCTEMBI, OCHOBaHHAsl Ha
OersioMm ompoce pa3 B HEAEI0 WM B JBe Heaeau. PopMbl: OLEHKA 3a cllauy TEOPETHUYECKUX
MUHU3a4E€TOB, BBIIIOJIHEHUE WHIUBUIYaJIbHBIX 33aJaHUN U NpaKTUYECKUX paldoT. Baxkueiein
dopmoit TK, mno3Bosstomell oONpocuTh BCEX CTYJEHTOB HAa OJHOM 3aHATUM  SIBIISIOTCS
TEOPETHUYECKUE MOAYJIH, HAa KOTOPBIX CTYIEHTHI CaMOCTOSATEIIBHO OTBEYAIOT HA BOIPOCHI JJIS
CaMOCTOSITEJIbHOM OLIEHKH.

KoHTposibHbIE BONPOCH Ul CaMOCTOSATEIbHOW OIIEHKM KayecTBa OCBOEHHUS y4eOHOMH
JUCLUIUINHEI

Tema 1. Brenenne B nH(GOpMAIMOHHYIO O€30TTACHOCTH

Uro takoe nHopMaoHHast 6€301MacHOCTh?

[Tepeuncnure OCHOBHBIE YTrpO3bl HH(OPMAILIMOHHON 0€30MaCHOCTH.

Kakue cymecTByroT Moeny HHPOPMAMOHHON Oe301acHOCTH?

Kakue metobl 3auThl HHGOPMAIK BbIIENSIOT?

Uro Takoe npaBoBbI€ METO/IbI 3aILIUTHI HH(OpMaLUU?

Yro Takoe OpraHW3alMOHHBIE METO/IbI 3alUThl HH(popMauu?

Uro Takoe TEXHUYECKHE METO/IbI 3aIUThl HHpOpMaIuu?

Yro Takoe MporpaMMHO-aIlapaTHble METO/IbI 3alUThI HH(pOpMaUn?

Uro Takoe KpunTorpaduuecKue METO bl 3alIUThI HH(OpMAIn?

0. Yro Takoe ¢puznveckre MeTO/1bl 3alUThl MH(popMaru?

11. Kaxue rinaBHbIE TOCYIapCTBEHHBIE OPTaHbl B 00s1acTH o0ecnieueHus: HH(OpMalnOHHON
6e3omacHocT?

12. Tlepeuncnute BUABI 3alUIAEMON HHPOPMAITUH.

BOoo~NoOR~WNE

Tewma 2. [IpaBoBoe obecrieuenre nHPOPMAITMOHHON 0€30MMaCHOCTH

1. IIpaBo. UcTouHuku npasa.

2. Kaxkwne ocHOBHBIC 3aKOHBI B 00JIACTH 3aIUTH HHPOpMaIuu B PD?

3. Ilepeuncnute ocHOBHBIE 1IeaH U 3a1aun PD B obsactu obecnieueHust HHGOPMAIIMOHHON
0e30I1acHOCTH

4. Crparterus HalMOHANbHOW Oe3omacHocTH. JIoKTprHA HH(POPMAIIMOHHON 6€30MaCHOCTH.

5. Uro Takoe koH(puaEeHIMATBbHAs HHPOpMaLUs?

6. Yro Takoe nepcoHaIbHbIE JaHHbIE?

7. B kakux ciyyasix BO3MOKHO HCIIOJIb30BaTh IIEPCOHAIbHbBIE TaHHbIE 0€3 corjacus
oOnanarens?

8. OxapaxTepu3syiiTe OMOMETPHUYECKUE TAaHHBIE KaK MIepCOHAbHBIC TaHHBIC.

9. Yro Takoe mpodeccuoHanbHas TaitHa?

10. Yro Takoe ciryxeOHas TaitHa?

11. Yro Takoe koMmMepuecKas TaiHa?

12. Yto Takoe pexnuM KOMMEpPUYECKOH TalHbI?

13. Yto Takoe rocyaapcTBeHHas TaiiHa?

14. Onummre mpaBoBOM PEKUM TOCYJapPCTBEHHOM TalHBI.



15.
16.
17.
18.
19.
20.
21.
22.

20.
21.
22.
23.

CoNoORARWNE

10
11.

12.

®3-149.

®3-152.

®3-98.

®3-390.

@©3-395-1.

®3-126.

®3-374 u ©3-375.

ITocranoBnenue npautenbcTBa Nel119.

Tewma 3. OpranuzannonHoe odecredeHue HHHOPMAITMOHHOM 0€301TaCHOCTH

Kakue ocHOBHbBIE MEXTyHAPOIHbIE CTAHAAPTHI B 00JaCTH HH(POPMALIMOHHON
Oe3omacHoCTH?

«OpanxeBasi KHUTa»

ISO/IEC 15408.

Kaxk cBsizanbl MeXyHapOIHbIE CTAHAAPTHI U CTaHAApThl PD?

I'OCT P UCO/MBK 27002-2012.

I'OCT P UCO/M3K 27005-2010.

CTO BP UBBC-1.1-2007. «Ayaut nHGOPMAMOHHON 0€301MacHOCTH.

PC BP UBBC-2.2-2009. «MeTonuka OleHKHA PUCKOB HapyIIeHHs] HHPOPMAIIMOHHOM
0€301acHOCTH.

ITpuka3z @CB Ne378.

. IIpuxa3z ®CTIOK Ne21.

. [Ipukaz ®CTIK Nel7.

. ITpuxa3z ®CTIOK Ne31.

. [Ipukaz @CTIK Ne28.

. ITpuxa3z ®CTIK Ne638.

. [Ipukaz ®CTIK NeO9.

. ITpuxa3z ®CTIOK Nel19.

. ITpuxa3 ['octexkomuccuu Nel 14.

. PykoBogsmue 1okyMeHTHI [ 0CTEXKOMUCCHH.

. Mepsl 3amuThl HHGOPMALIUU B TOCYIapCTBEHHBIX HH(OPMAIIMOHHBIX CUCTEMAX.

(Meronnueckuit nokymenT ®CTOK).

Yro Takoe MmoJuTHKa 0€30MacHOCTH?

Crnyx6a OezonacHoctu npeanpustus. Ctpykrypa. OyHKIUH.

TumnoBas MHCTPYKIMS COTPYJHHUKA 110 0OecreueHUI0 HH(POPMAIIMOHHON 6€30aCHOCTH.
OxoHoMHUYecKast pa3Beqka. [IpOMBIIIIEHHBIH MIMTHOHAXK.

Tema 4. Texunueckue cpeacTBa U METOABI 3alIUTHI PIH(I)OpMElI.[PIH

Yrto Takoe MHKEHEpHas 3aIlnuTa 00beKTOB?

Kakum ciocobom onuceiBaercs MHKeHepHas 3amura. Onucatb MOJAEIb.
Kakwue cpenctsa mpuMEHSIFOTCS IS 3alIMTHI 1-ro nepumMerpa?

Kaxkne cpencrBa npuUMeEHSIOTCS IS 3aIUTHI 2-T0 IepuMeTpa?

Kakwue cpencta MpUMEHSIFOTCS 71 3aIUTHI 3-TO epuMeTpa?
[ToxapHble CUTHATU3aIUH.

OxpaHHbIE CUTHATTN3aLUU

buomerpus. buomerpuyeckne xapakTepUCTHUKH.

Yro Takoe TEXHUYECKHUE KaHaJIbl yTeUKH HH(pOpMauu?

[Iepeuncnure OCHOBHBIE BU/Ibl TEXHUYECKHUX KaHAIOB yTeUKH WH(OpManun?
Yro Takoe cnennposepka?

YTo Takoe crenuccienoBague?



13.
14.
15.
16.
17.
18.
19.
20.
21.

22.

23.

Yro Takoe crernoociaenoBanne?

[Tepeunciure METOIBI 3aIUTH HHOOPMAIHH OT YTEYKH 10 3PUTCIILHOMY KaHay.
[lepeuncnure METOIBI 3aIUTH HHOOPMAITH OT YTEUKH I10 3JICKTPOMArHUTHOMY KaHay.
[TepeurciruTe METOIBI 3aIUTH HHOOPMAIHK OT YTEYKH I10 3JIEKTPUUESCKOMY KaHay.
[Tepeuncnure METOIBI 3aLUTH HHOOPMAIIMH OT YTEUKH 110 MHAYKIMOHHOMY KaHAaJy
[TepeurcinTe METOIBI 3aIIUTHI HH(MOPMAIIUH OT YTEUYKH 110 ITapaMEeTPHUYCCKOMY KaHay.
[lepeuncnure METOBI 3aIUTH HHYOPMAIIMH OT YTEUKH 110 BO3IYLTHOMY KaHAIy.
[TepeurciuTe METOIBI 3aUTH HH(OOPMAIHK OT YTEYKH I10 BHOPALIMOHHOMY KaHay.
[Tepeuncnure METOIBI 3aIUTH HHOOPMAIIMH OT YTEUYKH 110 aKYCTOAIEKTPUYECKOMY
KaHay.

[lepeuncnure METOIBI 3aIUTH HHOOPMAIIH OT YTEUKH 110 ONTHKOIIEKTPOHHOMY
KaHay.

[Tepeuncnure cpeacTBa M METOBI 3AIIUTHI MHPOPMALIUU OT YTEUKH HHPOPMALIUH B
Tee()OHHBIX JINHUSMX.

Tema 5. IlporpammHo-anapaTHble CpelicTBa U METO/IbI oOecrieueHruss HHPOPMaITMOHHON

0€e30I1aCHOCTH

=

ok w

27.
28.
29.
30.
31.

Uro Takoe nmporpaMMHO-aIIapaTHbIe CPEACTBA 3AIUTH HHPOpMAUU?

Kakue MexaHu3Mbl peain3yroT IPOrpaMMHO-aNIapaTHble CPEACTBA 3aIUTHI
uHpopmManuu?

Kakue komnbloTepHble yrpo3bl 0€30MacCHOCTH CYILECTBYIOT?

Uro Takoe cereBast pa3Beaka? Kakue MeToapl 3aIIUTH IPOTHUB HEE CYIIECTBYIOT?
Yro takoe nabekus? Kakue Buabl HHBEKIMH cyliecTBYIOT? Kakue MeTob! 3aIuThl
IPOTUB HUX CYLLECTBYIOT?

Yro takoe oTka3 B o0ciayxuBaHun? Kakue MeTo/ bl 3alIUThI IPOTHB HETO CYILECTBYIOT?
OcHoBHbIE BUBI IPOIPAMMHBIX YSA3BUMOCTEH.

baknopsr.

Uro Takoe nepenoiaHeHne Oydepa? MeToapl 3alIuTH.

. Uto Takoe nedexTsl HopMaTHBIX CTPOK? MeTo bl 3aIUTHI.

. UTo Takoe 1eOYUCIICHHbIC TIePEnoTHEeHUsI? MeTO bl 3alHTHI.

. Omu6xu 06pabOTKK NCKITIOUEeHUH. MeToIbI 3alUThI.

. BHenpenne komana. MeTonbl 3a1uThI.

. HexoppekTHble 00paboTku omrOok. MeTob! 3aluThl.

. 'oHKH. MeTobI 3a1UTHI.

. BeImonHeHue koja ¢ 3aBpIIIEHHBIMU TPUBHIIETHSMH.

. Ataka «YenmoBek 1o cepeuHe».

. Uto takoe IP-ciyppunr? Kakue MeTop! 3a1IUTHI IPOTUB HETO CYIIECTBYIOT?

. ARP.

. DHCP.

. NAT.

. PAT.

. IPv4. IPV6.

. Uto takoe ARP-cniyppunr? Kakue metoap! 3a1IUTHI IPOTUB HETO CYIIECTBYIOT?
. Uto takoe DNS Cache Poisoning? Kakue MeTo b1 3a1IUTHI TPOTUB HETO CYIIECTBYIOT?
. Uro takoe NetBIOS/NBNS spoofing? Kakue MeToas! 3alIUTl IPOTHB HETO

CYILIECTBYIOT?

VPN.

CounanbHas UHXXEHEpUSL.

®poa. Metoibl 60psOBI ¢ HPOIOM.

Yro takoe ¢pummHr? Kakre MeTo bl 3alIUTHI POTUB HETO CYIIECTBYIOT?
Kapaunr. MeTopl 3allIUThI OT KapAXHTA.



32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.

=

Darkweb.

DMZ.

AHOHUMA3EPHI.

IIpokcu-cepBepsl.

Pe3epBHOE KOMIMpOBaHKE.

Honey pot.

DLP-cucremsl. SIEM-cuctemsi.
Ckanepsbl 0€30M1acHOCTH.

CucreMbl 0OHapy)KEHUSI BTOPKEHUI.
Cuctemsl IpeAOTBPALLIEHUS BTOPKEHUIA.
Bpenonocuslie mporpammsl. KomneroTepHble BUpyChl. BUibl BUPYCOB.
OKCIIJIOUTBI.

Mexanu3m pabOThI BHpYcCa.
AHTUBHUPYCHI. BUIbI aHTUBHUPYCOB.
MexaHnu3Mbl pabOThI aHTHBHPYCA.
MesxceTeBol IKpaH.

Tema 6. Kpunrorpaduueckre MeTo1bl 3a1IUTH HHPOpPMALHH

Yro takoe mudp? Kakue Buapl mudpoB CylmecTByOT?

Uro takoe cummerpuunblid mmdp? Kakue cummerpuuHbie UG PhI HCIOIB3YIOTCS
ceituac?

Uro takoe accumerpuuHbiil mmpp? Kakue accumeTprudnbie TPl HCIOIb3YIOTCS
ceituac?

[TpuHIUI TOCTPOSHUSI CHMMETPHYHBIX MU(PPOB.

[TpuHIMI MOCTPOEHHS ACCUMETPUYHBIX IIH(POB.

CranpapTHbie T QPHI.

[Torounsle MU pPHI.

Uro takoe xem-¢pynkuus? Kakue Bunpl Xxem-QyHKIUi BbI 3HaeTe?

HepeBo Mepkua.

. Uro Takoe 1udposas moanuch?

. lHudposas noxmucsy RSA.

. lludposas noanuck Dip-I"amans.

. UTo Takoe MHPPACTPYKTypa OTKPHITHIX KIFOUEH?

. JKnu3HeHHbIH UK KITI0Ya.

. AyteHTu(uKanus, UAeHTU(UKALKUS, BepUPHUKALNS, aBTOPU3ALINS.

. IIpocTeiiine npoTOKOIbl UACHTU(DUKAIIH.

. OcHoBHo#t ipotokon Kerberos.

. IPSec.

. Blockchain.

. Uto Takoe creranorpadus? ITonatue creraHokoHTeHHEpA.

. Kakue BUIbI CTETaHOKOHTEHHEPOB CYIECTBYIOT?

. MeTo/bl cOo3/1aHUs CTEraHOKOHTEIHEPOB HA OCHOBE TEKCTOBOW MH(POPMALIUH.
. MeTozp! co3aanns CTEeraHOKOHTEMHEPOB Ha OCHOBE BUICOMH(OPMAILIMK U CTOI/KaIPOB.
. MeTo/bl cOo3/1aHUs CTEraHOKOHTEIHEPOB Ha OCHOBE ayAHOMH(OPMAIIUH.

. lludpoBbie BOASHBIE 3HAKH.

OcnosHas 1ienb TK: cBoeBpeMeHHas OlleHKa yCIIeBaeMOCTH CTYAEHTOB, OOy 1aro1as uxX

pa6OTaTB PaBHOMCPHO, UCKIIFOYAA MAJIbIC 3aIpy3KHU UJIHU IICPETPY3KU B TCHCHHUEC CEMCCTpPA.

HGKHI/IOHHBIe 3aHATHUA KEJIATCIbHO IIPOBOAUTE B PEKHUME HpeSGHTaHI/Iﬁ C }IGMOHCTpaHHefI

IIPUMEHEHHS OCHOBHOIO MaTepuala, M3JaraéMoro B TeME. OTO CYIIECTBEHHO YJIYYIIAEeT
JTUHAMHUKY JIEKIIH.



Ienecoobpa3Ho obecneunBaTh CTYAEHTOB Ha 1-2 JeKOUW BHEepea pa3fgaTOYHBIM
MaTepHaJIOM B IEKTPOHHOM BHJE (CI0XKHBIE CXEMBI, IPa(UKH, aHATUTUUECKUE UCCIIEOBAHUS U
OTIOPHBIN KOHCTEKT). OCHOBHOE BpeMsl JICKIIUH Jy4YIlle TPATUTh Ha MOAPOOHbIC aHAIUTHYECKUE
KOMMEHTapuu U 0COOEHHOCTH IIPUMEHEHUS pacCMaTpUBaeMOI0 MaTepuana B Ipo(hecCHOHAIbHON
JESITEIBHOCTH CTY/IEHTA.

IIpakTryeckue paboThl ClieyeT IPOBOJUTH B KOMIIBIOTEPHOM Kjlacce MO0 B ayAUTOPUU
C  MYyIbTHMEOUHHBIM  00OpyIOBaHWEM,  HCHONB3YSd  OPUTHHAJIBHYID  METOOUKY U
npodeccuoHaIbHbIE MPOrpaMMbl. MOXKHO pEKOMEHI0BaTh YCTAHOBKY OPUTMHAJIBHBIX POrpaMM
Ha [IK cTyeHTOB M BBINOJIHATH pAJ 3a4a4d Aoma. B 3ToM ciydae B Kjacce OCHOBHOE BHHUMAaHUE
KOHLEHTPUPYETCS HA METOJMKE HUCIIOJIb30BAHMS HA3BAHHBIX IIPOIPAMM M aHAJIM3€ IOJYyYCHHBIX
pe3yNbTaTOB.

[Ipomexxyrounsiii koHTpoib (IIK) - 3TO mpoBepka 3HaHWUN CTYACHTOB 1O pa3ieiy
nporpamMmbl. @opmbel: Onpoc MO TEOPUH COIVIACHO CIMCKY BOIIPOCOB JUISl CaMOCTOSITENILHOMN
OLICHKH YCBOCHMSI MaTepHalla.

Henp IIK: moOyauTh CTYyIEHTOB OTYMTATbCA 3a YCBOGHHE pas3zieia JAUCHUILIAHBI
HaKOIUTEJIbHBIM 00pa3oM, T.e. CHayalla 3a [epBblii, 3aTeM 3a BTOPOM, 3aTeM 3a TPETUH pa3Jieibl U
T.1. B KOHEYHOM UTOre MHOTHE CTYAEHTHl MOT'YT MOJYYUTh UTOIOBBIE OLEHKU IO JUCLUIUINHE
«aBTOMAaTOM.

Uroroselii koHTposnp mno gucuuiuinie (MKJl) - sT1o mpoBepka ypoBHS Y4eOHBIX
JOCTHKEHUHN CTYJEHTOB IO BCEH IUCLUIUIMHE 3a ceMmecTp. PopMmbl KOHTpoud: dK3aMmeH. Llens
UTOTOBOIO0 KOHTPOJIS: MpOBEpKa 0Aa30BBIX 3HAHUN IUCHUIUIMHBI, MOJYYEHHBIX HPU H3YyUYECHUH
MOJTyJIs1, JOCTATOUHBIX JJIS TOCJIEAYIOIIEr0 00yUeHHUs..

Bonpocs! k 3k3aMeHy U1 OLIEHKU Ka4ecTBa OCBOCHMSI y4€OHOM JUCIUIIINHBI

1. Ilenu rocynapcera B o6siactu odbecrieueHust HH(GOpMaMOHHON 0€30acHOCTH.

2. OcHOBHBIE HOPMATUBHBIC aKThl PD, CBsI3aHHBIE C TPABOBOM 3aLIUTON HH(POPMAIIHH.

3. Buibl KOMIIBIOTEPHBIX MPECTYILICHUH.

4. Cmocobbl ¥ MeXaHH3Mbl COBEpUIICHHS HWH(POPMAIMOHHBIX KOMITBIOTEPHBIX
[IPECTYIJICHUM.

5. OcHOBHBIE MapaMeTpbl U 4epThl HH(POPMAITMOHHONW KOMIBIOTEPHOW MPECTYIHOCTH B
Poccun.

6. Komnerorepusiii Bupyc. OCHOBHBIE BUJIbI KOMITBIOTEPHBIX BUPYCOB.

7. MeTopl 3a1UThl OT KOMIIBIOTEPHBIX BUPYCOB.

8. Tunbl aHTUBUPYCHBIX TPOTPAMM.

9. 3ammThl OT HECAaHKIIMOHUPOBAHHOIO JocTymna. MneHTudukanus um ayTeHTUDUKALM
II0JIB30BATENS.

10. OcHOBHBIE YTPO3bl KOMIIBIOTEPHON O€30M1aCHOCTH MU paboTe B ceTu MHTEepHeT.

11. Buns! 3amumiaemoit nHGOpMaIIiy.

12. TocynapcTBeHHas TaifHa Kak 0COOBIHN BHJI 3aIIMIIIAeMON HH(pOpMALIHK.

13. Kondunennuanbuas nHGOpMaIus.

14. Cucrema 3aIIUTHI TOCYAAPCTBEHHOM TallHBI.

15. IIpaBOBO# peKNUM 3aIIMUTHI TOCYAAPCTBEHHOW TalHBI.

16. 3ammra MHTEIUIEKTYaJIbHOM COOCTBEHHOCTH CpPEACTBAMHU MATEHTHOI'O U aBTOPCKOTO
npasa.

17. MexayHapo/1HO€ 3aKOHOJATEIbCTBO B 00JACTH 3aIlIUTHI HH(pOpMAIIUH.

18. IIporpammHo-amnmmapaTHbie cpeacTBa o0ecreueHrus HHOOPMaITMOHHOW 0€30MacCHOCTH B
UH(POPMALIMOHHBIX CETAX.

19. CumMmeTpuyHbIE TIHQPHI.

20. AccumeTpHuuHbIe MUPPHI.

21. Kpunrorpaduyeckue npoTOKOJIbI.

22. Kpuntorpaduueckue Xen-) yHKIHH.

23. DreKTpoHHAs MOATHCH.

24. Opranu3zanoHHoe obecreyeHne HH(HpOpMamoHHONW 6€30MacCHOCTH.



25. Cityx6a 6e301acHOCTH OpraHU3alny.

26. MeTtoapl 3amuThl THHOPMAITMHU OT YTEUKH B TEXHHYECKUX KaHaIaxX.

27. ImxeHepHas 3alIiTa U 0XpaHa 00bEKTOB.

Pacnipenenenrie 00BEMOB Pa3MYHOrO BHUJA KOHTPOJEH MOXKHO MPOUIUIIOCTPUPOBATH
CIIEAYIONMMU ITU(ppaMu Ha MPHUMEpE ceMecTpa: TEeKyIIud KOHTpoib — 40 yCIOBHBIX OaljioB;
MIPOMEKYTOUHBIN KOHTPOJIb - 30 YCIIOBHBIX OAJIJIOB; UTOTOBBIN KOHTPOJIb - 30 yCIOBHBIX 0aJlIoB.
Bes nucnunnimna ouenuBaercs B 100 ycroBHBIX 0aiioB, €ClU BCsA JUCIUILUIMHA OIIEHUBACTCA
nudpoit, orauyHoi oT 100 GaIoB, TO MO YCIOBHBIM OQJIJIOM CIIEIYeT MOHMMATh MPOILEHT OT
MaKCHUMaJIbHOTO YncIIa OajioB.

[Ipu 5TOM NIEHCTBYET ciienyromiasi cucTeMa nepeBoja peHTHHIOBBIX (YCJIOBHBIX) 0a/IOB B
OOBIYHYIO HIKANY KaU€CTBEHHBIX OLEHOK: «OTaugHo» (5) - 91—100 ycinoBHBIX 0aioB; «X0OpoIIoy
(4) - 75-90 ycnoBHbIX OGamioB; «YmoBieTBOpUTEIbHO» (3) - 61—74 yCIOBHBIX OajIoB;
«HeynonerBoputenbHO» (2) - < 61 yclI0BHBIX OaJlIOB.

[IpuBenenHble TUPPHI TOBOPAT O TOM, YTO Ha JIHOOON cTaJuu 00y4yeHHUE CTYACHTAa MOXKHO
CUMTATh YJOBJIETBOPUTEIBHBIM, €CIIM OH HaOupaer He MeHee 61 ycnoBHbIx OamnoB. Tak,
Harpumep, HabpaB B xome TK um IIK 61 OamnoB, CTyIeHT rapaHTHpyeT ceOe OIICHKY
«Y IOBIETBOPUTEIBLHO.

5.2 OcobennocTn opranu3anuu OOy4YeHHUsl JJI JHMI € OrPAaHMYEHHBIMU BO3MOKHOCTSIMH
310POBbS U HHBAJIUI0B

[Tpu HEOOXOIUMOCTH OOYUAIOIIMMCS U3 YHCIIA JIUI C OTPAHHYCHHBIMH BO3MOYKHOCTSIMHU
3JI0POBbS U MHBAITHJIOB (I10 3asBICHUIO O0YUYAIOMIETOCs ) MPEIOCTABISICTCS yaeOHas
UH(pOpMaIIKs B JIOCTYIHBIX (pOpMax C YUETOM UX UHIAUBUAYATBHBIX IICUXOPU3NIECKIX
OCOOCHHOCTEH:

- 1711 JTAL C HApYILICHUSMU 3pEHHUS: B TIeYaTHOU (popMe yBeITMYSHHBIM HIpUPTOM; B hopme
SJICKTPOHHOI'O JOKYMCHTA, WHIUBUYAJIbHBIC KOHCYJIbTalun C IMPHUBJICYCHHUEM
TU(IIOCYPIOTIEPEBOTYNKA; HHIUBUYaIbHBIC 3aJaHUs1, KOHCYJIbTALUH U JIp.

- JUIs JIUL C HApYLLIEHUSIMU CITyXa: B IieyaTHoi (hopMme; B (hopMe 3JIEKTPOHHOTO JOKYMEHTA;
UH/IMBU/YyaJIbHble KOHCYJIBTAllMM C IPHUBJICYEHUEM CYpAONEPEBONUMKA; HHIUBUAYaJIbHbIC
3a/laHUsA, KOHCYJIBTALUU U JIP.

- JUTs1 JIUI] C HApYLIEHUSIMU OTIOPHO-/IBUTaTENIbHOTO alllapaTa: B eyaTHo# ¢popme; B hopme
SJICKTPOHHOI'O IOKYMCHTA, UHANBUAYAJIIBHBIC 3aJlaHH, KOHCYJIbTAalUU U JP.

6 ®oH/I OLEHOYHBIX CPEICTB JJIfl MPOBEJIeHUN TEKYLIEero KOHTPOJIsI U MPOMeKYTOYHOM
arTecTalMy O0YYAKIMXCH M0 AMCHUIIMHE (MOAYJII0)

B coorBerctBun ¢ TpeboBanmsmMu PI'OC BO s arrectauuu oOydarommxcst Ha
COOTBETCTBUE MX IE€PCOHAIBbHBIX JOCTHIKEHUN IUIAHUPYEMBIM pe3ylbTaTaM OOY4eHMs 110
JUCLHUIUIMHE (MOAYIIO) cO37aHbl (POHIBI OLICHOUHBIX CPEACTB. THIOBBIE KOHTPOJIBHBIE 33 JaHUS,
METOANYECKUE MATEpHUasbl, OINPEACISIIONME IPOLEAYPhl OLICHUBAHUSA 3HAHWM, YMEHHMU U
HaBBIKOB, a TAK)Ke KPUTEPUH U IIOKa3aTe I, HeOOXOAUMBIE JUIs OLIEHKU 3HAaHUH, yMEHUH, HAaBBIKOB
U XapakTepu3ymoluue dTanbl (HOpPMHUpPOBAHHMS KOMIIETEHUMH B  MPOLIECCE OCBOEHUS
o0pa3oBaTebHON MPOTrpaMMBl, IipezcTaBieHsl B [Ipunoxenun 1.

7 YueOHO-MeTOoAuYeCKOe U MH(POPMAIIMOHHOE o0ecnevyeHne TUCHMILTHHBI (MO1YJIA)

7.1 Ocnoenasn rnumepamypa

1. 3amwra uHpopmaruu : yuedHoe nmocodue / A.IL. XKyk, E.IT. XKyk, O.M. JlenemxuH,
A.N. TumormkuH. — 3-¢ u3n. — Mocksa : PUOP : UH®PA-M, 2023. — 400 c. — (Bricmiee



obpaszoBanue). — DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-369-01759-3. - Tekcr :
anexktpoHHbid. - URL: https://znanium.ru/catalog/product/1912992 (Jlara oOpameHust -
05.09.2025)

2. Pauenko, T. A. UndopmarmonHast 6€301MacHOCT : yueOHO-MeToanueckoe mocooue / T.
A. Pauenxko. — Tomestrn : TI'Y, 2024. — 135 ¢. — ISBN 978-5-8259-1612-5. — Tekcr :
AJICKTPOHHBIN // Jlanb : AIIEKTPOHHO-OMOIMOTEYHAS cucTema. — URL:
https://e.lanbook.com/book/427130 (mata oOpamenus: 09.09.2025). — Pexum pocryma: ans
ABTOPH3. MTOJIb30BATEIICH.

3. PomanbkoB B.A. Benenue B kpuntorpaduio : Yue6Hoe mocoOue [DneKTpOHHBIN
pecypc] : HzmarenbctBO DPOPYM | 2022 - 240 - Pexum  JocTyma:
https://znanium.com/catalog/document?id=400556

7.2  Jlononnumenvnas numepamypa

1. Axwmapos, IL.b. KogupoBanne u 3amurta umHpopManuu : yuyebHoe mocodbue / IL.B.
Axmapos .— MWMxesck : ®I'BOY BO Wxesckas I'CXA, 2016 — 136 c. — URL:
https://lib.rucont.ru/efd/363163 (nara obpamenus: 04.08.2025)

2. babam, A. B., Undopmanmonnas Oe3omacHOCTb. JlaGopaTopHblii HpakTHKym +
ellpunoxxenue : yuebnoe mocobue / A. B. badam, E. K. bapanosa, FO. H. MensaukoB. — Mocksa
: KnoPyc, 2022. — 131 ¢. — ISBN 978-5-406-10084-4. — URL.: https://book.ru/book/944619
(mata oopamenus: 09.09.2025). — TeKCT : IEKTPOHHBIMH.

3. Menbuukos, B. I1., Undopmannonnas 6e3onacHocTs. : yueOHuk / B. I1. MenbHUKOB,
A. . Kynpusiaos, ; mox pex. B. I1. MensaukoBa. — Mocksa : KnoPyc, 2021. — 267 c¢. — ISBN
978-5-406-08259-1. — URL: https://book.ru/book/939292 (nata obpamenus: 09.09.2025). —
TexcT : 3IeKTPOHHBIN.

4. TlporpammHo-ammaparHas 3amura HHGopMauu : YdueOHoe mocodue [DIeKTpOHHBIN
pecypc] : WMsmarensctBOo DPOPYM , 2019 - 352 - Pexum  jgocryma:
https://znanium.com/catalog/document?id=340852

7.3 Pecypcor ungpopmayuonno-menekommynukayuonnoi cemu ""Humepnem',
6KNI04as npogeccuonanvuvlie 06a3bl OAHHBIX U UHPOPMAUUOHHO-CRPAGOUHDIE
cucmemul (npu HeodX00UMOCmMU):

1. CIIC Koncyasrantllimtoc - Pexxum nocrtyna: http://www.consultant.ru/

2. DOmnektponHas Oubmmorteunas cucrema ZNANIUM.COM - Pexum pgocryna:
https://znanium.com/

3. DnekrponHO-OMOMMOTEeYHAs cuctema "BOOK.ru"

4. DnexTpoHHO-OMOMMoteyHas cucrema "ZNANIUM.COM"

5. DnexTpoHHO-0MbOMMoTeyHas cucrema "JIAHB"

6. DnextpoHHO-OMOMMOTEeYHast cuctema "PYKOHT"

7. Open Academic Journals Index (OAJI). [Ipodeccronanbuas 6a3a maHHBIX - Pexxum
noctyna: http://oaji.net/

8. [Ilpesmnmentrckas Oubnmorexka wuMm. b.H.Enpmmaa (0a3a maHHBIX —pa3sTHYHBIX
npodeccnoHaIbHbIX 00nacTeil) - Pexxum noctyna: https://www.prlib.ru/

8 MarepuajbHO-TeXHHMYECKOe oO0ecneyeHHe AUCHUIUVIMHBI (MOAYJf]) W IlepeyeHb
HHG(OPMALMOHHBIX TEXHOJOTH, UCIOJb3yeMbIX NMPH OCYLIECTBJIEHUM 00pa30BaTeIbHOIO
npouecca 1no AUCHUILINHE (MOYJ/II0), BKJIKOYAas NepevyeHb MPOrPaMMHOro odecneyeHunst

OcHOBHOE 000pYIOBaHUE:

L4 ByanL-FeHepaTop AKYCTHYCCKUX U BI/I6p03.KyCTI/I‘{CCKI/IX IIOMECXOBBIX CHT'HAJIOB



e MynbT. MeauiiHbplii KoMIiekT Ne 2: IIpoekrop Panasonic PT-LX26HE, motonounoe
kperienne Tuarex Corsa, kiieMMHbIH Moyt Kramer WX -1N, konrekTop VGA, skpan Lumien
Ecopicture

e [Tepconanpubiii kommbrorep Nel "B-tronix professional 3872\2015"

e Cwmapr-AB (ma 6a3ze CKM-21.2)- IIporpaMMHO-ammapaTHblii KOMIUIEKC OIICHKH
3(QGEKTUBHOCTH 3alIUThl peueBO HWHPOpPMALMKM OT YTEUYKH MO0 aAKYCTUYECKOMY U
BUOPOAKyCTHUECKOMY KaHaJlaM

e Conara-P3.1 CpencTBo akTUBHOM 3amIMTHI MH(OPMAIIMK OT YTEUKH 3a CUET MOOOYHBIX
AIIEKTPOMArHUTHBIX KOJICOAHUH U HAaBOJOK

e Cnekrpoananuzarop IFR2397

IIporpamMmHOE obecneyeHue:

e Microsoft Windows 7 Ultimate Russian
e \VVMware Workstation 9 for Linux andWindows




MUHOBPHAYKHN POCCUHA
BJIAJJMBOCTOKCKUI IT'OCYJTAPCTBEHHBI YHUBEPCUTET
KA®EJIPA THOOPMAIIIOHHOMN BEE30ITACHOCTH
®oHJ OIICHOYHBIX CPE/ICTB
JUTSL IPOBE/ICHUS TEKYILET0 KOHTPOJIS
Y IPOMEKYTOYHOM aTTECTAIMH 1O AUCIUIUINHE (MOJIYJIIO)
NHO®OPMAIIMOHHAS BE3OITACHOCTD U 3AIIUTA UHOOPMALIMUA
Hanpasnenue u HanpaBiIeHHOCTh (IPOQIIIB)
09.03.02 NudopmanmoHHbIe CUCTEMBI U TEXHOIOTUU. MHpOpMaImOHHBIE CUCTEMBI U

TCXHOJIOIT'NH

I'ox Habopa Ha OITOII
2021

dopma 00ydeHuUsI
3a04Has

Bmagusoctok 2025



1 Ilepedennb (popMHEpyeMbIX KOMIIETEH M

Haszsanne OITOII BO,
COKpalleHHOe

Kon u popmynupoBka KoMHeTeHIN

nu

Kon u popMynrpoBka HHANKATOPA TOCTIKCHUS
KOMITCTEHITHU

09.03.02 «Madpopman
WOHHBIE CHCTEMBI U T
XHOJIOTHI
(B-UC)

OIIK-1 : CnocoGeH mpuMeHSTh eCT
€CTBEHHOHAYYHbIE U OOIICHH)KEHED
HBIE 3HAHMS1, METO/IbI MaTeMaTHueC
KOT'0 aHaJIn3a U MOJCINPOBAHUS, TE
OPETUYECKOT0 U SKCIEPHUMEHTAIbH

Oro0 HCCJIeA0BaHUA B IpodeccHoHa

JILHOW JICSITETIHbHOCTH

OIIK-1.2k : Pemaet mpogeccrnoHatbHbIC 33291
C MPUMEHEHHUEM €CTECTBEHHOHAYUYHBIX M 00ILEeH
H)KEHEPHBIX 3HAHUH

OIIK-2 : CiocobeH noHNUMaTh Mpu
HIMIBI pabOTHl COBPEMEHHBIX HH(
OPMAIMOHHBIX TEXHOJIOTHH W TIPOT
PaMMHBIX CPEICTB, B TOM YHCIIE OT
€UEeCTBEHHOTO IIPOM3BOJICTBA, 1 HCI
0JIb30BaTh UX NP PEIICHUH 33124
npohecCHOHABHON NeSTeIbHOCTH

OIIK-2.2k : Mcnone3yer coBpeMeHHbIe HHPOPM
aIlOHHbIE TEXHOJIOTUH U IPOTrPaMMHBIE CPEACT
Ba, B TOM YHCJI€ OTEYECTBEHHOTO IIPOU3BO/ICTBA,
JUISL peleHns 3a1a4 MpoQecCHOHATBHON AesTeN
BHOCTH

OIIK-3 : CnocoOeH pemarts cTaHaa
PTHBIE 3a1a49H IPO(ECCHOHATBEHON

JIeITEIIFHOCTH Ha OCHOBE HH(OpMa
LIMOHHOU 1 OuOIIMoTrpaduuecKo K

YIBTYPHI C IPUMEHEHHEM HH(OpMa
IIIOHHO-KOMMYHMKAIIMOHHBIX TeXH
OJIOTHH U C yU€TOM OCHOBHBIX TpeO
OBaHM NMH()OPMALMOHHOM Oe301ac
HOCTH

OIIK-3.1k : [IpuMeHsieT MPUHLIMIIBI, METOJBI U C
peICTBa peleHns CTaHAapPTHHIX 3aaad mpodecc
MOHAIIbHOM JeATeIbHOCTH HAa OCHOBE MH(OPMAIT
WOHHO U OMONnorpaguIeckoi KyabTypsl C IpU
MeHEHHEM HH(POPMAIIMOHHO-KOMMYHHKAIUOHH
BIX TEXHOJIOTHI U C yU€TOM OCHOBHBIX TpeOOBaH
uit nHGOPMALMOHHOH 6e301macHOCTH

[TKB-4 : CriocoGeH oCyIecTBISITh
ynpasieHHe (00ecTieqnBaTh paboTy
) JOCTYIIOM K IIPOrPaMMHBIM H aIlll
apaTHBIM pecypcaM HHPOPMaLHOH
HO-KOMMYHHKAIIHOHHBIX (MH(POKOM
MYHHKAIIMOHHBIX) CHCTEM

[IKB-4.1x : YopaBisieT JOCTYIIOM K IPOTpaMMH
BIM U alNapaTHBIM pecypcaM HH(OpMannoHHO-
KOMMYHUKAIIMOHHBIX (MHPOKOMMYHUKAIIMOHHBI
X) CHCTEM

KOMHCTCHHI/IH CUHNTACTCA C(I)OpMHpOBaHHOP’I Ha JaHHOM 3Tall€ B CJIy4dac, €CJIH MMOJIYYCHHLBIC
PE3YIbTAThI O6y‘~I€HI/I${ o AUCHUIINIMHEC OLCHCHBI ITOJOXKHTCIBbHO (I[I/IaHaSOH KPUTCPUCB
OLICHUBAHUW PE3YJILTATOB O6y‘{eHI/I}I GBaUYTCHO», KYAOBJICTBOPHUTCIIBHO», «XOPOLIO», «OTJ'II/IIIHO))).
B ciIydac OTCYTCTBUSA IMOJIOKUTECILHOM OICHKHW KOMIICTCHIMA Ha JAaHHOM 3J3Tall€ CUYHUTaCTCs

Hec(hOPMHUPOBAHHOM.

2 Tloka3aTe/iM OLlEHUBAHUS IVIAHUPYEMbIX Pe3yJIbTaTOB 00y4eHHus

Komnerenuus IIKB-4 «Cnoco0eH ocymiecTBisTh yrpasieHue (odecrneunBarb paboTy)
JOCTYIIOM K MTPOTPaMMHBIM U aIliapaTHbIM pecypcam WH(GOPMAIIMOHHO-KOMMYHHKAITHOHHBIX
(MH()OKOMMYHHKALIMOHHBIX) CUCTEM»

Tab6numa 2.1 — Kpurepuu OlleHKH WHIUKATOPOB JTOCTHKEHUS KOMITETCHIINH

Koz u gopmymupoka unaukar | Ko | Tu
opa JI0CTWXEHUsI KoMmneTeHuu | A n
pe | pe
3- | 3-
Ta | Ta

PesynbTarel 00ydeHus IO JUCIMILTAHE

Pesynprar

Kpurepuu onieHrBaHus pe3yJIbT
aToB O0y4YeHHUS




IIKB-4.1x : YopasnseT qocTyn CdopmupoBasiieecs: cucremar
BJIAJICHUS] COBPEMEHHBIMHU TEXH
OM K IIPOrpaMMHBIM U ammapar Ha MYECKOE BJIaJICHUE COBPEMEHHEI
P OJIOTHSIMU ¥ METOJIaMH 00ecTied
HBIM pecypcaM HHPOPMAIMOHH BBI . MH TEXHOJIOTHSIMH M METOJAMHU
8 eHns ”HPOPMALMOHHOH Oe30ma
0-KOMMYHHUKAITHOHHBIX (HH(POK K obecnieueHnss HTHPOPMAITMIOHHO
CHOCTH OpTraHU3aLUuN o
OMMYHHKAaIlMOHHBIX) CHCTEM 1 6€30MaCHOCTH OpPraHU3aINH
. CcopmupoBaseecs: cucremar
3H | COBPEMEHHBIX TEXHOJIOTHH, MET
PA MYECKOE 3HAHUE COBPEMEHHBIX
aH | OJWK U CPEICTB 3alIUThl HHPOP .
9 TEXHOJIOTUH, METOINK U CPEACT
nue | mManuu
Ba 3aIIMTH HHPOpMAITII
Y Cdopmuposasimieecs cuctemMar
P/ | me | ympaBusaTh nH(GOPMAIMOHHON O | WYeCKOe YMEHHE YIPABIATh UH
10 | HE | e30maCHOCTHIO OpPTaHU3AINA (opManOHHOM O€30MIaCHOCTH
e 10 OpraHu3alyu

Komnerenmus OIIK-1 «Cnioco6eH npuMeHSTh €CTECTBEHHOHAYYHbBIC U

O6H_I€I/IH)KGHeprIe 3HaHUA, METOJAbI MATCMATUYCCKOI'O aHAJIM3a U MOJACINPOBaHNA,
TEOPECTUUECCKOT'O U OKCIICPUMCHTAJIBHOI'O UCCIIECNOBAHUA B HpO(beCCI/IOHaJ'ILHOI‘/'I JACATCIIBHOCTH)

Tabmuna 2.2 — Kpurepun orieHKA WHAUKATOPOB JTOCTHKCHUS KOMITCTCHITUN

Pe3ynbraThl 00y4eHuUs 10 TUCIUILIMHE
Kox u popmymuposka uuguxar | Ko | Tu Kpurepuu olieHBaHUS pPe3yNbT
opa JOCTUXKEHUs KoMrereHuy | A I aToB 00y4YeHHUs
pe | pe Pesynprar
3- | 3-
Ta | Ta
OIIK-1.2k : Pemaet npogeccro v Cdopmuposagiieecs: cCuCTeMaT
HallbHbIC 3371441 C IPUMCHEHNUE | | me HCIOJIb30BaTh COBPEMEHHBIE NP | Myeckoe yMEHHE UCIIONIb30BaTh
M €CTECTBEHHOHAYYHBIX U 0011 3 | OTPaMMHO-anmapaTHbIe CPEAICT | COBPEMEHHBIE POrPAMMHO-amI
SHHXECHEPHBIX 3HAHUH . Ba 3alUTHl HHOOPMALIUH apaTHBIE CPEJICTBA 3ALIUTHI HH(
OpMaLun
3 CcopmupoBaseecs: cucremar
P COBPEMEHHBIX METOJIOB ¥ CPEAC | MUECKOE 3HAHWE COBPEMEHHBIX
6 IT: TB 3alIUTHl HHOOPMALIUH METOJIOB ¥ CPECTB 3alIUThl HH
dopmarmn

Komnerennus OIIK-2 «CnocobeH mOHUMAaTh TPUHIMITBI paOb0Thl COBPEMEHHBIX

MH(OPMALIMOHHBIX TEXHOJIOTHI U MPOrPaMMHBIX CPEJICTB, B TOM YHCJIE OT€YECTBEHHOTO
IPOM3BOJICTBA, U MCIIOJIb30BaTh UX MPH PELICHUHU 3a7a4 NMPo(eCcCHOHANBHON NesITeIbHOCTH

Tab6nuia 2.3 — Kputepuu OlleHKH WHIUKATOPOB JTOCTHKEHUS KOMITETCHIINH

Pe3ynbTaThl 00y4eHuUs 10 TUCIUIIIMHE

Ko u gopmynupoka unaukar | Ko | Tu Kpurepuu onieHMBaHUS Pe3yNbT
opa JOCTUXKEHMs KoMrereHuu | A I aToB O0y4YeHHUS

pe | pe Pesynbrar

3- | 3-

Ta | Ta
OIIK-2.2k : Mcnonb3yeT coBpe 3n Cdopmuposasmieecs cuctemMar
MeHHbIe nHpopManroHHsle Tex | PJ] TpeGoBaHUH K 3amure HHPOPM | myeckoe 3HaHME TpeOOBaHMH K
HOJIOTHH U IIPOTpaMMHBIe cpel | 2 12/11]:: aIlMy OTIPEJICIICHHOTO TUIIA 3amuTe HH(OPMALUH OIIpEeie
CTBa, B TOM YHCJIE OTCUCCTBEHH HHOTO THIIA
Oro IMpOU3BOJICTBA, AJIS PEIICHU v
 3anau npodeccnonansroii xe | PIL | me | o6ecnenmpats samury mugopy | CPOPMHPOBABLICECS cHCTEMAT
STEITEHOCTH 4 m | awnn HYecKoe YMEHHe 00eceunBaTh

o 3alIUTY MHGOPMaUN
PO | Y | amammsuposats na(popmarmons | ChopmupoBasieecs cucteMar
7 Me | yio 6e30MacHOCTh OpraHu3aluy | UUECKOe yMEHHE aHAIN3UPOBAT




HU b MH(OPMAIMOHHYIO Oe30MacH
e OCTb OpraHU3aLUH

ChopmupoBasiiieecs: cuctemar

AYECKOE BIIaJICHUE METOAAMU O

[IEHKHA PUCKOB MH(POPMAIIMOHHO
1 0e30macHOCTH

Ha | BnajgeHus Metonamu OLEHKH PU
BBl | CKOB MH(OpPMAIMOHHOW Oe30ma
K CHOCTH

P
11

Komnerennus OIIK-3 «Crioco0eH pemarh cTaHAapTHBIC 3a/1a4u PodeccruoHaIbHON
JESITEIbHOCTH Ha OCHOBE MH(GOPMAIIMOHHON 1 OnbInorpaduieckoi KyJIbTyphl C IPUMEHEHHEM
WH(OPMAIIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUH U C YU€TOM OCHOBHBIX TpeOOBaHUI
nH(pOpMaIMOHHOM 0€30MMacHOCTH»

Tabmuna 2.4 — Kpurepun o1ieHKH HHARKATOPOB TOCTHIKEHUS KOMIICTCHIIUN

PesynbraThl 00y4YeHus 10 AUCLMIUINHE

Ko u gopmynupoka uaaukar | Ko | Tu Kpurepun onieHnBaHus pe3ysbT
opa JOCTUXKEHUs KoMriereHuy | A I aToB 00y4YeHHUs

pe | pe Pesynprar

3- | 3-

Ta | Ta
OIIK-3.1k : IlpumenseT npuHI CdopmupoBasiieecs: cucremar
HIIbl, METOJIBI M CPEJICTBA pelie | 1 3H | COBpEMEHHBIX 3aKOHOB, CTaHJla | UUECKOE 3HAaHHE COBPEMEHHBIX
HHS CTaHJAPTHBIX 3a]a4 npoge 1 aH | pTOB, METO/IOB U TEXHOJIOTHII B | 3aKOHOB, CTAHJAPTOB, METOJIOB
CCHOHAJILHOH JIeSTeIbHOCTH Ha ue | obyacty 3amMTHl HHGOPMAIMK | U TEXHOJIOTHI B 00JACTH 3aIllUT
OCHOBE MH(OPMAIIMOHHON 1 01 bI HH(OpMALIH
OmmorpauIeckoi KyInbTypHI C
NpUMEHEeHHEeM HH()OPMALMOHH CcopmupoBaseecs: cucremar
0-KOMMYHHUKAIIMOHHBIX TeXHOT | PJI Ha | Branemnms COBPEMEHHbIMHU METO MYECKOE BIIJICHUE COBPEMEHHEI
OTHH U C yUE€TOM OCHOBHBIX Tpe | 5 BEL | laMH 0GECTICHEHMS SUHTH! HH MH METOJIaMH 00€eCTIeICHUS 3a
OoBaHMIT HHPOPMALIMOHHOH Oe3 K bopmarm IIUTH HHPOPMALTUH
OIIACHOCTH

Tabnuiia 3amonHseTcs B COOTBETCTBHH C pazaenom 1 Pabodeii mporpaMmbl TUCIUTUTHHBI
(Mofyist).

3 IlepeyeHb OLICHOYHBIX CPEICTB

Tab6muma 3 — [lepeyeHb OIIEHOUHBIX CPEACTB MO IUCIUIUIAHE (MOIYITIO)

HaumeHoBaHME OLIEHOYHOTO CPE/ICTBA U TP
KoHTponupyemble maHupyemble pe3 | KoHTponaupyeMble TEMBI 1 encrasyenue ero 8 POC
yIbTaThl 00yUCHUS HCIUIIIMHBL . [IpomexyrouHas aT
Texymmmuii KOHTPOJIb
TecTanus
3aouHas popma oOydeHHs
P/l 3HaHUE : COBPEMEHHBIX 3a TpaxTuueckas pabo o5
KOHOB, CTaHJIapTOB, METO LB Ta ooece1oBaHue
o .1. BBenenwue B unpopm
JIOB M TEXHOJIOTHH B 001 ezle6 © tbopma
UOHHYIO O€301aCHOCTH
TH 3aIUTHl HHQOpMAIHH
I Sailt (bopman Tect CobecenoBanne
1.2. IlpumeHenue I/IH(polv) TpakTuueckas pago .
MalUOHHBIX TEXHOJIOTUH Ta Cobecenosanue
JUTS U3yYEeHHS BOTIPOCOB O
PpraHU3aIOHHO-TIPAaBOBOT
0 obecrieuenns nuadpopma | Tect Cobecenobanne
IIMOHHOW 6€30MaCHOCTH




[TpakTuyeckas pado

1.3. IIpaBoBoe obecnieuen | 1 Cobecenosarne
ne nHpopMannoHHoit 6e3
OnacHoCTH Tecr CobeceoBanue
P/2 3HaHue : TpeOOBaHUH K 32 IIpakTrueckas pa6o
e uadopMa ompen | 1.3. 11 6 CobecenoBanne
UTEC HHPOPMALIMH OIIPC] 3. lIpaBoBoe 00OCCTICUCH | T4
€JICHHOTO THIIA ne nHpopMannoHHoit 6e3
OnacHOCTH Tect CobecenoBanue
[MpakTuyeckas pabdo Co6
1.5. OpraumsanuosHoe 06 | 1 0beCeIOBAHNC
ecrieueHre HHPOPMAIHOH
HO besonacHocTH Tecr CobeceoBanue
[pakTudeckas padbo Co6
1.6. Peanm3amms paGoThl | 1q obeceioBaHuC
UH(PACTPYKTYPBI OTKPHIT
BIX KIIFOHCH Tecr CobecenoBanue
P13 VYMeHue : UCTI0Ib30BaTh C IpaxTnueckas paGo
OBpEeMCHHbIC PorpaMMH | 1.4, Mcrons30BaHHe KPUIT | 1a Cobecenopannue
0-anmapaTHble CPEACTBA 3 | TorpadUyecKuX CPeiCTB 3
ALKTH HHGOpMALHH auUThI MHdOpMAIIH Tect CobecenoBanue
[Mpaktuyeckas pabo Co6
1.7. Texauueckue cpeacT | g 00CCCAOBAHUC
Ba M METO/IbI 3aIUTHI HH
topmatn Tecr CobecenoBanue
[IpakTuueckas padbo
1.9. TIlporpammHo-annapa p p CobecenoBanue
THBIC CPEACTBA U METOABI Ta
obecrieueHust HHGOpMaIH
OHHOU 0e30MacHOCTH Tecr Cobecenoanne
[Mpaktuyeckas pabo Cob
1.10. Hactpoiika 6e3omac | t4 obecenosanme
HOT'O CETEBOTO COEAUHEHU
1 Tect CobecenoBanue
IIpakTudeckas pabo Cob
1.12. AHTUBHUpYCHBIE CPE | Ta ObeceoBaHIE
JICTBA 3aIIUTHI HHpOpMaI]
nn Tect CobeceoBanne
P4 YMeHue : obecrneunBaTh 3 IIpakTHyeckas paGo
CobecenoBanne
ATy UHPOPMALUK 1.4. Ucnionb3oBanue Kpun | g
TorpagUIecKux CpeCcTB 3
AUTH HHPOpMALIH Tecr CobecenoBanue
[IpakTuaeckas pabo Cob
1.5. Oprau3anuonHoe 06 | 1q obeceoBaHue
ecriedeHre NHPOPMaIUOH
HOi be3onacHocTH Tect CobecenoBanue
[IpakTudeckas pado
P p CobecenoBanue

1.6. Peanuzamus paboTh

HHPPACTPYKTYPHI OTKPHIT
BIX KJIIOUYEH

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo

1.7. Texuuueckue cpeacT | ta Cobecenopanne
Ba ¥ METOJBI 3aIUTEI UH
opmartum Tect CobecemoBanue
IIpakTrueckas pado
1.9. IIporpammHo-anmnapa p p Cobece0Banme
THBIE cpesicTBa 1 MeToapl | 1@
obecriedeHnst MHPOpMAI
OHHOM 0€3011aCHOCTH Tecr Cobecenoanue
[MpakTuyeckas pabdo Co6
1.10. Hacrpoiika 6e3onac | 1q 0beCeIOBAHNC
HOT'O CETEBOI0 COEIUHEHHI
1 Tecr CobecenoBanme
[pakTudeckas padbo Co6
1.12. AHTHBHpYCHBIE CPE | 1q obeceioBaHuC
JICTBA 3aIIUTHI HHPOPMAII
L Tect CobecenoBaHue
PS5 HaBpix : BnageHus cope IpakTuyeckas paGo
MEHHBIMH MeToIamMu 00ec | 1.7. Texaudueckue cpeact | ra Cobecenopannue
TICYCHUS 3alIUThI I/IH(IJOPM Ba U METOJbI 3allUThHI NH
anuu
1 opmartum Tect CobecenoBanue
[Mpaktuyeckas pabo Co6
1.8. Cpezcrsa creraHorpa | ta obecenoBanme
¢un I 3amuTH HHGOPM
annn Tecr CobecenoBanue
IIpakTrueckas padbo
1.9. TIlporpammHo-annapa p p CobecenoBanue
THBIE cpeacTBa U MeToxsl | T8
obecrieueHust HHGOpMaIH
OHHOI 0€30I1aCHOCTH Tecr CobecenoBanue
[Mpaktuyeckas pabo Cob
1.10. HacTpoiika 6e3onac | 14 obecenosanme
HOI'O CETEBOr'0 COEIUHEHU
A Tect CobecenoBanue
IIpakTudeckas pabo Cob
1.11. Kpunrrorpaduuecku | 14 0beCeoBanrE
€ METO/IbI 3aIUTHl HHPOP
Malun Tect CobeceoBanue
[Mpaktuyeckas pabo Cob
1.12. AuTUBUpYCHBIE CPE | T4 00€ccIoBaHmne
JICTBA 3alIUTHI HHPOPMAIL]
nn Tecr CobecenoBanue
P16 3HaHUE : COBPEMEHHBIX M TTpaktiyeckas pa6o
€TOIOB ¥ CPEICTB 3aIUT Ta Cobecenobanne
1.1. BBenenue B nundopma
bl HH(OpMaLUH
[IMOHHYIO 0€301MacCHOCTh
Tect CobecegoBanue
IIpaktrueckas pado
p p CobecenoBanue

1.4. Ucnonb30BaHue KpUI
TorpadUIecKux CpecTB 3
aIuTel HHGOpMAaLUH

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo

1.6. Peanusauus pabotsl | 14 Cobecenosarne
UH(PPACTPYKTYPHI OTKPHIT
BIX KJIHOUCH Tect CobecemoBanue
[paktudeckas pado Co6
1.7. Texuuueckue cpeact | tq obeceioBaHuC
Ba M METOJBI 3AIUTHI HH
dopmarum Tect CobecenoBanue
P17 YMeHue : aHanu3upoBaTh TpaxTuueckas paGo
uH(OpMaNUOHHYI0 6e30n | 1.5. OpranuzanuoHHoe 00 | g Cobecenosannue
4CHOCTb OpraHU3aLNH ecrieueHne HHPOPMaIOH
Ho#i be3onacHoCTH Tect CobecemoBanue
[pakTudeckas padbo Co6
1.6. Peanusaus paGoTsl | 1q obeceioBaHuC
UH(PACTPYKTYPBI OTKPHIT
BIX KJTFO9CH Tecr CobecenoBanue
[MpakTuyeckas pado Co6
1.7. Texuuueckue cpeact | ra 0bcceoBaHNE
Ba U METOJBI 3AIIUTEl HH
(opmartnm Tect CobecenoBaHue
[IpakTrueckas pabo
19 HporpaMMHO-aHHapa p p CO6CCG,Z[OB3HI/IC
THBIE cpeicTBa U MeTonsl | T2
obecriedeHnst MHPOpMAI
OHHOM 0€30MacHOCTH Tecr CobecenoBanne
P8 HaBblx : BnaseHus coBpe IpaxTnueckas paGo
MCHHBIMH TCXHOJIOTUSIMHU 1.4. Ucnionp30Banue KpHM | pq Cobecenosanue
U MeToJaMu obecrieueHus | torpadpuyecKux CpeicTB 3
UH(POPMAIHOHHOM Oe30ma | armuTsl MHGOPMALUN Tecr CoBecenioBatie
CHOCTHU OpraHu3aIuu
[Mpaktuyeckas pabo Cob
1.5. OpranusanuonHoe 06 | 14 obecenosanmne
ecrieueHre HHHOPMAIHOH
HOIi be30macHocTH Tecr CobecenoBanue
[TpakTuueckas padbo
1.9. TIlporpammHo-anmnapa p p CobecenoBanue
THEIE cpefcTBa U MeToxsl | T8
obecriedeHns HHGOpMaIH
OHHOM 0€30MacHOCTH Tecr Cobecenosanne
[Mpaktuyeckas pabo Cob
1.10. HacTpoiika 6e3onac | 14 obecenosanmne
HOT'O CETEBOI0 COEIUHEHN
1 Tecr CobecenoBanue
[MpakTudaeckas padbo Co6
1.11. Kpunrorpaduuecku | 14 00€CCI0BaHNE
€ METO/IbI 3aIUTHl HHPOP
Manun Tect CobecenoBanue
P19 3HaHUE : COBPEMEHHBIX T€ IpaxTuueckas paGo
CobecenoBanue

XHOJIOTUH, METOAMK U Cpe
JICTB 3aIIUTH HHPOPMAITH
"

1.4. Ucnonb30BaHue KpUI
TorpadUIecKux CpecTB 3
aIuTel HHGOpMAaLUH

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo

1.6. Peanusauus pabotsl | 14 Cobecenosarne
UH(PPACTPYKTYPHI OTKPHIT
e Tecr CobeceoBanue
[paktudeckas pado Co6
1.7. Texuuueckue cpeact | tq obeceioBaHuC
Ba M METO/IbI 3aIUTHI HH
(opmawn Tecr CobeceoBanue
[MpakTuyeckas pabdo Co6
1.8. Cpencrea creranorpa | ta 0beCeIOBAHNC
¢bun 1715t 3aIKTH THPOPM
anin Tecr CobeceoBanue
[pakTudeckas padbo
1.9. IIporpammHo-anmnapa p p Cobece0Banme
THBIE cpeicTBa U MeToapl | 1@
obecriedeHnst MHGOpMAI
OHHOH 0€30MMacHOCTH Tecr Cobecenosane
[MpakTuyeckas pado Co6
1.10. Hacrpoiika 6e3onac | 1q 0bcceoBaHNE
HOTO CETEBOT'0 COCITUHCHU
1 Tect CobecenoBanue
[Mpaktuyeckas pabo Co6
1.11. Kpuntorpahuuecku | 14 obecenoBanme
€ METO/IbI 3aIUThl HH)OP
Mali1u Tecr CobecenoBanue
[MpakTuyeckas pabdo Co6
1.12. AHTUBUpYCHEIE Cpe | Ta obeceioBaHne
JICTBA 3allIMThI HH(pOPMAII
un Tect CobeceoBanue
P10 YMeHue : ynpaBiiate HHD Ipaktiueckas pa6o Cot
OpManuoHHOH Oe3omacHo | 1.5. OpranmsanuoHHOE 06 | T4 obeceioBaHNe
CTBIO OpTraHU3alluu €CIICYECHHE HH(I)opMauI/IOH
HO¥i Ge30macHoCTH Tect CobecenoBanue
IIpakTudeckas pabo Cob
1.6. Peanusauus pabotsl | 14 ObeceoBaHIE
UHOPACTPYKTYPHI OTKPHIT
bIX KIIFOHEH Tect CobecenoBanue
P11 HaBrIk : B1ageHust METOL Ipaktiueckas pa6o
6 CobecenoBanne
aMM OLICHKH PUCKOB UH(O | 1.6. Peannszamus paGoTsl Ta
PMaIMOHHOMN 6€30MacHOC | HH(PACTPYKTYPHI OTKPHIT
TH i
BIX KIIFOHCH Tect CobecenoBanue
[MpakTudaeckas padbo
1.9. IIporpammHo-anmnapa p p CobeceoBanue
THEIE cpefcTBa U MeToxsl | T8
obecriedeHnst HH(GOpMaIm
OHHOH 6€30MacHOCTH Tecr CobecenoBanue
[IpakTudeckas pado
P p CobecenoBanue

1.10. Hacrpoiika 6e3omac
HOTO CETEBOT0 COEIUHEHU
S

Ta

Tect

CobecemoBanue




[MpakTuyeckas pabdo Co6
1.11. Kpunrrorpaduaecku | g 0becenOBAHMC
€ METOJIbI 3aIUThl UH(OP
Maluu Tect CobecemoBanue
[paktudeckas pado Co6
1.12. AuTHBHpYCHBIE CPE | 12 obecenoBanme
JICTBA 3aIIUTHI HHPOPMAII
i Tect Cobecenopanue

4 Onucanue npouexypbl OlleHUBAHUS

KagyectBo chopMuUpOBaHHOCTH KOMIETEHIMI Ha JAaHHOM JTame OICHHUBACTCS 110
pe3ysbTaTaM TEeKYIIMX W MPOMEKYTOYHBIX aTTECTAIMi MPH IMOMOIIY KOJIMYECTBEHHOH OIIEHKH,
BhIpa)KEHHOU B Oayutax. MakcumainbHas cymMma 0ayuioB 1o JucuuiuinHe (Momyiro) paBHa 100

Oasuiam.

OLEHOYHOE CPENICTBO
Bun yuebHoll nesrensHOCTH Teer IIpaxTaeckue Y Wroro
3a1aHusl
JICKIIMOHHbIE 3aHSTHS 20 20
IIpakTHyeckue 3aHsATUS 40 60
IIpomexyTouHas aTTecTanys 20 20
Hroro 40 40 20 100

CYMMa 6aJ'IJ'IOB, Ha6paHHBIX CTYACHTOM II0 BCEM BHaM y‘IC6HOI>i ACATCIIbHOCTU B paMKax
JAUCHUIIIMHBI, ICPEBOAUTCA B OLICHKY B COOTBCTCTBHHU C TaﬁHHHeﬁ.

Cymma 6ato
s O1ieHKa 110 TPOMEX
YTOYHOH aTTecTaIu XapakTepuCcTHKa KauyecTBa ChOPMUPOBAHHOCTH KOMIIETEHINT
O TUCIUILIA "
HE
CTyzeHT 1eMOHCTpHpPYET CHOPMHUPOBAHHOCTH JUCIMILTHHAPHBIX KOMIICTCHIINH, 00Ha
PY)XHBaeT BCECTOPOHHEE, CHCTEMAaTHYECKOe U TITy00Koe 3HaHHe y4eOHOro MaTepraia
o191 10 100 «3a4TeHo» / , YCBOWJI OCHOBHYIO JINTEPATYPY U 3HAKOM C JOIOJHUTEIBHON JIUTEpaTypoil, pekome
«OTJINYHOY HJ/IOBaHHOU IPOTPaMMOii, yMeeT CBOOOIHO BBIMOJIHATE NPAKTUYECKHE 3aJaHusl, P
YCMOTpEHHBIE TPOrpaMMOi, CBOOOIHO ONIEpHPYET NPHOOPETEHHBIMH 3HAHUSAMH, YME
HUSIMH, TIPIMEHSIET UX B CUTYAIHSIX MOBBIIICHHON CIIOKHOCTH.
CTyzeHT 1eMOHCTpUpPYeT CHOPMHUPOBAHHOCTS JUCIUILIMHAPHBIX KOMIIETEHITHN: OCHO
ot 76 110 90 «3a4TeHO» / BHBIC 3HAHUS, YMEHUSI OCBOCHBI, HO JIOITyCKAIOTCSl HE3HAUUTEIbHBIC OIIHOKH, HETOUH
«XOPOIIO» 0CTH, 3aTPYAHECHUS P aHATUTHYECKUX OTIEpaNusX, HepeHoce 3HAHUI U yMEHUH Ha H
OBbI€, HECTAH/IAPTHBIE CUTYAIHH.
CryzieHT AeMOHCTPHUpYeT CPOPMHUPOBAHHOCTD TUCIUIUIMHAPHBIX KOMIIETEHIIUI: B X0
«3a4TeHo» / Jie KOHTPOJIBHBIX MEPOIIPHATHI JOMYCKAIOTCS 3HAYNTENBHBIE OIIMOKH, TPOSIBISETCS O
ot 61 mo 75 «YIOBJIETBOPUTENb | TCYTCTBUE OT/EJIbHBIX 3HAHUH, YMEHHM, HABHIKOB 110 HEKOTOPBIM TUCHMITIIMHAPHBIM K
HO» OMIIETEHIUSAM, CTYACHT HUCIBITHIBACT 3HAUNTENbHbIC 3aTPYIHEHUS IPH OIIEPUPOBAHH
Y 3HAHMSIMH M YMEHHSIMH IPH X IIEPEHOCE Ha HOBBIE CHTYAIIHH.
«HEe 3a4TeHO» /
VY cryznenTa He cOpPMHPOBAHEI AUCIUILIMHAPHBIE KOMIIETEHIINH, TIPOSBIISIETCS] HEJOC
ot 41 1o 60 «HEY/IOBJIETBOPUTE % o
TaTOYHOCTh 3HAHUH, YMEHHI, HABBIKOB.
JILHO»
«HE 3a4TECHOY /
JlucuunirHapHble KOMIIETEHIIMH He copMupoBaHsbl. [IposBisercs mojaHoe WK Ipak
ot 0 110 40 «HEYIOBJIETBOPUTE o o
IEHOY THYECKU ITOJIHOE OTCYTCTBUE 3HAHUHU, YMEHUU, HABBIKOB.

S IlpumMepHbIE OLICHOYHBIE CPEeACTBA

5.1 IlpumepHBIii epevyeHb BOIMPOCOB MO0 TeMaM

1. Yro Takoe uHpopmManmoHHas 0€30MacHOCTb?
2. Tlepeuncnure OCHOBHBIE YTPO3bl HH(POPMAITMOHHON 0€30MaCHOCTH.




©Co~N kAW

10.

Kakue cymiecTByioT Moeny HHPOPMALMOHHOM Oe30macHOCTH?

Kaxune mMeToap! 3amuThl HHGOPMAINH BBIICSIOT?

IIpaBo. McTrounuku npasa.

Kakue ocHOBHBIE 3aKOHBI B 001acTH 3amuThl HHGopmaruu B PO?
Oxapaktepu3yiiTe OMOMETPHUECKHUE JAHHBIE KaK MTEPCOHAIBHBIE TaHHBIC.
Yro Takoe npodeccuoHaibHas TaitHa?UTo Takoe ciy>xeOHast TaitHa?

UYro Takoe KoMMepuecKasi TaiiHa?

Kakne OCHOBHBIE MEXIyHAapOAHBIE CTAaHAAPTHI B 00JaCTH HH(POPMALUOHHOM

Oe3omacHocTu?

11.
12.
13.
14.

«OpamxeBast kauranISO/IEC 15408.

Kak cBsizanbl MeXyHApOIHBIE CTAHAAPTHI U CTaHAAPTHI PD?

CTO BP UBBC-1.1-2007. «Ayaut uHpOpMaLIMOHHOHN 6€30MaCHOCTH.

PC BP UBBC-2.2-2009. «MeToauka OIICHKA PUCKOB HapyIeHUss HHHOPMAITHOHHON

0€30I1aCHOCTHY.

15.
16.
17.
18.
19.
20.
21.
22.
23.
24,

Yro Takoe MmoJuTHKa 0€301MacHOCTH?
Uro Takoe UHXKEHEepHas 3aluTa 00bEKTOB?
buomerpus. buomerpudeckre XapaKTepPUCTHKH.
Uro Takoe TEXHUYECKHE KaHAIbl YTeUYKH HHPOPMALTUU?
[lepeunciure OCHOBHBIC BU/IbI TEXHUUECKUX KAHAIOB YTCUKHA UHPOpMALIUHN?
Urto Takoe creunpoBepka?
Yro Takoe crienuccieopanme?
Uro Takoe crierio0cieioBaHue?
Yro Takoe MmporpaMMHO-aIapaTHbIC CPEICTBA 3AIUTHI HHPOpPMALIUU?
Kakne MexaHM3MBI peaju3yloT NPOrpaMMHO-aNIapaTHBIE CPEICTBA 3aIIUTHI

uHpopmanun?

25.
26.
27.

Kakue koMnbloTepHbI€ yrpo3bl O€30M1ACHOCTH CYILIECTBYIOT?
Yro Takoe cereBas pazBeaka? Kakue MeToabl 3a1IUTHI IPOTUB HEE CYILIECTBYIOT?
Urto takoe unbekius? Kakue Buibl MHBEKINM cyliecTBYOT? Kakue MeTo bl 3auTh

MMPOTHUB HUX CymeCTBYIOT?

28.

Uro Takoe oTkaz B oOcayxuBaHuu? Kakue MeTOAbl 3alUThl MPOTHUB HETO

CYILLECTBYIOT?

29.
30.
31.
32.
33.

ceryac?

34.
35.
36.
37.

OcHOBHBIE BUbI IPOIPAMMHBIX ySI3BUMOCTEH.

Yro takoe mmdp? Kaxue Buas! mumdpos cymecTByoT?

Uto Takoe cuMMeTpuYHBIN mudp?

Kakne cumMeTpruyHble IUQPbI HCHOIB3YIOTCS ceiuac?

Uro Takoe accumerpuunblil mmgp? Kakue accumeTpuyHble MHPPHI UCTOIB3YIOTCS

[TpuHIMI TOCTPOEHUS CHMMETPUYHBIX MIH(POB.
[TpuHIMI MOCTPOEHHS ACCUMETPUYHBIX IIU(PPOB.
CranpaptHble UQPHI.

[Torounsle muQpsI.

Kpamkue memoouueckue ykasanus

CobecenoBanre MPOBOJIUTCS B YCTHOW (opMe BO BpeMs MOCIEIHEro 3aHATHS MO TeMe.
OOyuaronemMycs 3a1aeTcst 2 CIy9alHBIX BOMPOCA M3 CIUCKAa BOMPOCOB. OOyJaromuics T0JKEeH
OTBETHUTH Ha BOTPOCHI B TEUCHUE 5 MUHYT. Bo Bpemsi mpoBeieHus: codece10BaHus UCIIOIb30BaHNE
JUTEPATYPHI U APYTUX HHPOPMAIIMOHHBIX PECYPCOB HE JOMYCKaeTCsl.

IlIxana oyenku

Ne bansl Onucanue

4 32-40 CTYIEHT NOJHOCTHIO OTBETHJ Ha 3aJaHHBIE BOIPOCHI

3 24-31 CTyZIeHT CMOT IIOYTH IOJIHOCTHIO OTBETUTH HA 3aJJaHHBIE BOIIPOCHI

2 15-23 CTyZIeHT J1aJl HeTIOJHBIN OTBET Ha BOMPOCH], HO CMOT IepefaTh OCHOBHYIO CYTh BOIIPOCA
1 0-14 CTyZeHT He CMOT MM ()parMEeHTapHO OTBETHII Ha 3a/IaHHBIE BOIIPOCHI




5.2 Ilpumepsnl 3aaHUii ISl BHINOJTHEHUSI TPAKTHYECKHX padoT

Tema 1. Ilpumenenue HHGOPMAIMOHHBIX TEXHOJIOTMHA JUISI W3Yy4YEHHS BOIIPOCOB

OpPraHru3alfluOHHO-IIPAaBOBOI'O obecnieueHus HH(l)OpMaHHOHHOﬁ 0€30IaCHOCTH.

Tewma 2. Mcnionb3oBanue KpUNTOrpaQuUecKux CPeCTB 3alIUTh HHPOPMAIIHH.

Tewma 3. Peanuzarust paboTel HHGPACTPYKTYPBI OTKPBITHIX KITFOUEH.

Tema 4. CpencrBa creranorpaduu JUIst 3alUTH HH()OPMAITHH.

Tema 5. Hactpoiika 6€301macHOTO CETEBOTO COCTMHECHHUSI.

Tema 6. AHTUBHPYCHBIE CPEJICTBA 3aIUTH HH(POPMAITUH.

Kpamkue memoouueckue ykaszanus

Ha BeImosiHEHHE OJHOW TPAKTHYECKOH pabOThI OTBOAUTCS HE Oojee 3 IBYXYacOBBIX

3aHatuid. [lociie BBIMOJIHEHUS KaXKIOM MPaKTHUYECKOH padOThl CTYNEHT MOJIKEH HpPEICTaBUTh
OTYET O €€ BBIMOJHEHUHU, a TAKXKE, 110 YKA3aHUSM MPErogaBaTes, BHIIOJHUTD JOMOTHUTEIIbHbBIC
MPaKTUYECKHE 3aJaHus IO TEME NMPAKTHUYECKOU padoTHhI.

LlIxana oyenku

No

Banaer Omnucanne

5

CTyneHT npenocTaBIseT OTIET HONPaKTUIECcKOH paboTe 0hOpPMIIEHHBIH B CTPOTOM COOTBETCTBH
32-40 U ¢ TpeOOBaHUAME By3a. JleMOHCTPHPYET X0 BBIOIHEHUS 3a1aHKsI, OTBEYaeT Ha BOIPOCHI I10 3
aJIaHUIO.

CTYICHT MPEIOCTaBISICT OTYET MOMPAKTUICCKOM paboTe 0OPMIICHHBIH B CTPOrOM COOTBETCTBU
26-31 U ¢ TpeOOBaHUSIMH By3a. JIeMOHCTPHPYET XOJ1 BHIOJHECHUS 3aIaHKs, HO HE OTBEYACT Ha BOIPOC
Bl 10 3aJaHHIO.

CTyIeHT mpeiocTaBiIseT OTYET HOMPAKTUUECKOi paboTe 0OPMIICHHBIN B CTPOTOM COOTBETCTBH
18-25 U ¢ TpeboBaHUAMHE By3a. Ho He criocoOeH MmpoAeMOHCTPHPOBATh X0 BEIOTHEHHS 3aaHuUs, OTB
e4aeT Ha BOIPOCHI 110 33JIaHHIO.

CTyZ[eHT MpeaoCTaBIACT OTUET HOHpaKTI/IquKOﬁ pa60Te O(l)OpMJ'ICHHLIﬁ C OLIMOKAMH COOTBETCT
11-24 BHU C Tpe6OBaHI/IHMI/I By3a. HC ACMOHCTPHUPYET X0 BBIIIOJHCHUA 3aJaHusA, OTBEYACT Ha BOIIPOCHI
110 3aJaHUI0 C HCTOYHOCTAMM.

CTyzneHTOM JEeMOHCTPUPYET OTYET, HO HE MOXKET PAacCKa3alH HY O BBINOJHEHHUH 33IaHHs, HU OT
BETHUTH HAa BOIPOCH! 110 HeMy. JInbo oTUeT He nmpeaocTaBiIeH

5.3 KoHTpOJIbHBII TeCT

1. K IIpaBOBbIM MCTOaM, O6€CH€‘II/IB8.IOH_[I/IM I/IH(I)OpMaI_II/IOHHYIO 6630HaCHOCTB,

OTHOCATCA:

a) Pa3zpaboTka anmapaTHBIX CPEJCTB 0OeCIeueHHs MPAaBOBbIX JaHHbBIX

0) Pa3zpaboTka 1 yCTaHOBKa BO BCEX KOMITbIOTEPHBIX ITPABOBBIX CETAX KYPHAJIOB ydyeTa
JIEUCTBUI

B) PazpaboTka 1 KOHKpeTH3aIMsl TPaBOBbIX HOPMATHUBHBIX aKTOB 0O€CIICUEeHUS
0€30MacHOCTH

2. OCHOBHBIMH HCTOYHHUKAMH yrpos HH(I)OpMaHHOHHOﬁ 0E30IMaCHOCTH SIBJISIIOTCS BCE

YKa3aHHBIC B CIIUCKE!

a) XUIIeHNe KECTKUX JUCKOB, MOJKIIOUYECHHUE K CETH, HHCAUEPCTBO

0) [lepexBaT gaHHBIX, XMILIEHUE JAHHBIX, U3MEHEHUE apXUTEKTYPhl CHCTEMBI

B) XUIIEHHUE TAHHBIX, MOJKYI CUCTEMHBIX aIMUHUCTPATOPOB, HAPYIIEHUE PETIaMEHTa
paboThI

3. Buzbl nuaopMaiiioHHo#i 06e30nacHOCTH:
a) [lepconanbHas1, KOpIIOpaTUBHAsA, TOCYAAPCTBEHHAS

0) Knnuentckas, cepepHasi, ceTeBas
B) JIokanpHas, rimobanbHas, CMEITaHHas



4. Uemn wuHpopManMOHHON 0€30MaCHOCTH — CBOEBPEMEHHOE OOHapyXeHHE,
IpeaynpexIeHHe:

e a) HecaHKIIMOHMPOBAHHOTO IOCTYIIA, BO3ACUCTBUS B CETU
e 0) NHcaiinepcTBa B opraHu3anuu
e B) Upe3BblualiHbIX CUTYyaLIUI
5. OcHoBHBIE 00BEKTHI HHOPMALIMOHHON OE30M1aCHOCTHU
o a) KommbrorepHsie ceTu, 6a3bl JaHHBIX
e 0) MudopmanrionHble CUCTEMBI, TICUXOJIOTMYECKOE COCTOSHUE MOJIb30BaTeNeH
e B) busHec-oprueHTHPOBaHHbIE, KOMMEPUECKHUE CUCTEMBI
6. OCHOBHBIMU pHCKaMH HH(POPMAIIMOHHOW 0€30MTaCHOCTH SIBJISIFOTCSI:
e a) lckaxeHue, yMeHbIICHHE 00bEMa, TIEPEKOIUPOBKA HH(OpMALIUN
e 0) Texnnueckoe BMEIIATEILCTBO, BEIBEICHUE U3 CTPOSI 00OPYIOBAHUS CETH
o B) [loreps, uckaxxenue, yreuka UHGpOpMaLUU
7. K oCHOBHBIM IpUHIIUNIAM oOecrieueHus: THPOPMAITMOHHOM 0€30MaCHOCTH OTHOCHUTCS:
e a) DKOHOMUYECKOU 3P PEKTUBHOCTU CUCTEMBI OE30MACHOCTH
e ©0) MHorommarGopMeHHON peann3aui CHCTEMBI
e B) YCWIEHHUS 3alIUIIEHHOCTH BCEX 3BEHbEB CUCTEMBI
8. OCHOBHBIMU CYObEKTaMH UH(POPMAIIMOHHOM OE30TaCHOCTH SIBJISIFOTCSL:
e a) PykoBoauTtenu, MeHeKEPHI, A AIMUHUCTPATOPHI KOMIIAHHHA
e ©0) Opransl npaBa, rocyaapcTBa, Ou3Heca
o B) CereBble 0a3bl TaHHBIX, (PacpBOILTHI
9. K OCHOBHBIM (pYyHKIMSIM CUCTEMBI 0€30IIaCHOCTH MOKHO OTHECTH BCE NMEPEUUCIIEHHOE:
e a) YCTaHOBJIEHHUE PETIaMEHTa, AyIUT CUCTEMBI, BBISIBICHUE PUCKOB
e ) YcraHOBKa HOBBIX O(UCHBIX IPUIOKEHUH, CMEHA XOCTHHT-KOMITaHUH
e B) BHenpenue ayreHTuuKanuy, IpoBepKa KOHTAKTHBIX JaHHBIX M10JIb30BaTeNeH
10. IIpuHIKMTIOM HHPOPMALIMOHHOM G€30MaCHOCTH ABJSAETCA NPUHIUI HEAONMYIICHUS:
o a) HeonpaBnaHHbBIX orpaHudeHuil npu pabote B ceTu (CucTeme)
e 0) PuckoB 6e30macHOCTH CEeTH, CHCTEMBI
o B) IIpesymnunu cekpeTHOCTH
11. [IpyHIMTIOM NOJTUTUKYA UHPOPMALIMOHHON O€30MaCHOCTH SABISETCS MPUHIIHIL:
e a) HeBO3MOXXHOCTH MHUHOBATh 3alllUTHBIE CPEJICTBA CETH (CHCTEMBI)
e ©0) YcuieHus OCHOBHOTO 3B€HA CETH, CUCTEMBI
e B) [lonHOro G10KMpPOBaHUS HOCTYIA NPU PUCK-CUTYAIUSIX

12. IlpuHUIMIIOM MOMUTHUKH UH(DOPMALIMOHHON 6€301aCHOCTH SIBJISIETCS TPUHIIMIT:

e a) YcuieHus 3amumEHHOCTH CAaMOTO HE3ANTUIIIEHHOTO 3BEHA CETH (CUCTEMBI)



o 0) Ilepexona B 6e30macHOE COCTOSIHUE PAOOTHI CETH, CHCTEMBI
e B) [lonHoro moctyna nmoibs30BaTeNeH KO BCEM pecypcam CETH, CUCTEMBI

13. IIpuHUIMIIOM MOMUTUKHA UH(DOPMALIMOHHOM G€30IaCHOCTH SIBJISIETCS MIPUHIIMII:

e a) Paznenenus nocrymna (00s13aHHOCTEH, TPUBUJICTH ) KIIMEHTaM CEeTH (CUCTEMBI)
e 0) OnHOYpPOBHEBOM 3AIUTHI CETH, CHCTEMBbI
e B) COBMECTHMBIX, OJHOTHITHBIX IIPOTPAMMHO-TEXHUYECKUX CPEJCTB CETH, CHCTEMBI

14. K OCHOBHBIM THIIaM CPEJICTB BO3CHCTBUS Ha KOMIIBIOTEPHYIO CETh OTHOCUTCS:

o a) KommbrotepHslii cO0i
e 0) Jlornyeckue 3aKaaaKu («MHUHBI»)
e B) ABapuiiHOE OTKJIFOUEHHUE MUTAHUS

15. Korga monydeH cram 1o e-mail ¢ mpritoxk€HHbIM (paityiom, Ciemyer:

e a) [IpounTaTh NpUIOKEHUE, ECITU OHO HE COJAEPKUT HUUETO IEHHOTO — yJAIUTh

e 0) Coxpanuts npuiiokenue B nanke «Crnam», BeIACHUTD 3aTteM [P-anpec reneparopa
criama

e B) YIanuTh NMCHMO C MPUIIOKEHUEM, HE pACKphIBasi (HE YnUTasi) €ero

16. Ipuanun Kupxroda:

o a) CekpeTHOCTD KITI0Ya OIpe/IeieHa CEKPETHOCTHIO OTKPBITOrO COOOIICHUS
e 0) CekpeTHOCTH MH(POPMAIIMH OIPEEIeHa CKOPOCTHIO NIEpeIaun JaHHBIX
e B) CeKkpeTHOCTb 3aKPHITOr0 COOOIIEHUS ONPENEIISIETC CEKPETHOCTHIO KITI0UYa

17. OUII — sTo0:

e a) DJIeKTpOHHO-LM(POBOI peodpa3oBaTeb
e 0) DneKkTpoHHO-1IM(POBas MOANKCH
e B) DIEKTpOHHO-IIM(POBOIL mporeccop

18. Haubomee pacmpocTpaHeHbl  yrpo3bl  WHGOPMAIMOHHOM  Oe30MacHOCTH
KOPIIOPAaTUBHOMN CUCTEMBI:

e a) [lokynka Henuuensuonnoro 10
e 0) OmunbOKM FKCIUTyaTallMi ¥ HEYMBIIIJIEHHOTO U3MEHEHUS PeXUMa PabOThl CUCTEMBbI
o B) Co3HarenbHOE BHEAPEHUE CETEBBIX BUPYCOB

19. Haubonee pacpocTpaHeHbl yrpo3bl HH(OPMAIIMOHHON 0€3011aCHOCTH CETH:
o a) PacnipenenéHHblii JOCTYN KJIMEHTA, OTKa3 000py10BaHUs
e 0) MopanbHbII H3HOC CETH, MHCANIEPCTBO
o B) COo0if (0TKa3) 000pyI0BaHUs, HEJETAIbHOE KOMMPOBAHUE TAHHBIX
20. Haunbonee pacripocTpaHeHbl CpeCTBA BO3ACHCTBUS Ha CETh oduca:
e a) Cnalwliif TpaguK, HTHPOPMAIIMOHHBIN 00MaH, BUPYChl B UHTEPHET

e ©0) Bupycsl B ceTu, TOrHuecKue MUHBI (3aKiIa] 1K1 ), THPOPMAIIMOHHBIN MepexBar
o B) KomneiorepHsie cOou, U3MEHEHHE a]MUHUCTPUPOBAHUS, TOMOJIOTUN



21. Yreukoit nH(popMaIK B CUCTEME HAa3bIBACTCS CUTYAIHs, XapaKTepu3yemasi:
a) Ilorepeil 1aHHBIX B cUCTEME
0) Mzmenenuem popmbl nHGOpMAITUU

B) M3Menennem conepxanus HHGOpMaLUU

22. CpoiictBamu wuH(pOpManuy, HauOoiee aKTyalbHBIMH TpU  OOECreYeHUuHr

MH(pOPMaLIMOHHON 06€30MaCHOCTH SBISIOTCS:

a) LlemocTHOCTD
0) JloctynmHOCTb
B) AKTyaJIbHOCTb

23. Yrpo3a uapopMaroHHOK cucTteMe (KOMITbIOTEPHOM CEeTH) — 3TO:
a) BepositHoe coOpiTne
0) /lerepMuHIpOBaHHOE (BCET1a ONPEAEIEHHOE) COOBITHE

B) [leproanyecku moBTOpstOIIEeCs: COOBITHE

24. Wndopmanusi, KOTOPYIO CIEIyeT 3alluiiarth (10 HOpMaTHUBaM, MpaBUIIaM CETH,

CUCTEMBI), Ha3bIBAETCA:

a) PernamenTupoBaHHOU
0) [IpaBoBoit
B) 3amuinaemMon

25. Pa3HoBugHOCTAMH yrpo3 0Oe3omacHOCTH (CeTH, CHUCTEMBbI) SBISIOTCA BCE

MNEPCUUCIICHHBIC B CIIMCKE:

a) HpOFpaMMHBIe, TCXHUYCCKHUEC, OPTaHU3aAITUOHHLBIC, TCXHOJIOTUYICCKHUEC
6) CepBepHLIe, KIIMCHTCKUC, CITYTHUKOBBIC, HA3CMHBIC
B) HI/IIIHI)IG, KOpIOpaTUBHLBIC, CONUAJIBHBIC, HATUOHAJIbHBIC

26. OxoHYATENIbHO, OTBETCTBEHHOCTH 3a 3allMIIEHHOCTh JAHHBIX B KOMIIBIOTEPHON CETH

HECET:
e a) Brnanenen cetu
e 0) AIMUHUCTpPATOp CETH
o B) [Tonp30Barens cetn
27. IlonuTrka 6€30MacCHOCTH B CUCTEME (CETH) — 3TO KOMILIEKC:
e a) PykoBojacts, TpeOoBaHuUll oOecrieueHUs: HEOOXOAMMOI0 YPOBHS 0€30M1acHOCTH
e 0) MHcTpyK1Mii, aITOPUTMOB MOBEAEHUS I0OJIb30BATEINS B CETH
e B) HopMm undopmarnmonnoro npasa, coOII0AaeMbIX B CETH
28. Hambonee BaXHBIM MpU peaTU3aAlUK 3aAMATHBIX MEP TOJUTHKH O€30MacHOCTH
ABIIETCS:

a) AynuT, aHaiau3 3aTpaT Ha IPOBEJEHUE 3allUTHBIX MEp
0) Aynut, ananu3 6€30MacHOCTH
B) AyIUT, aHAJIU3 YSI3BUMOCTEH, pUCK-CUTYyallui



Kpamxue memoouueckue ykazanus

Ilepen pemieHHeM TECTOB BHHMATENBHO CIEAYET O3HAKOMBCS C KaXKIBIM BOIPOCOM U
peiaraéMplMM BapuaHTaMU OTBETOB. 3aTéM HEOOXOIMMO OINUpasCh Ha TEOPETUYECKUM
MaTepuai, CBSA3aHHBIM C TEMOW BOIPOCA CONOCTABUTH €0 C IMPUBEACHHBIMH BapHaHTAMHU.
BriOupaercst TOT OTBET, KOTOPBI TOYHO OTPaXKaeT U3NIOKEHHBIE (DAKTHI.

LlIxana oyenku
Ne | bamusl | Onmcanue
1 CTyIeHT JlaJl BepHBI OTBET Ha TECTOBBIH BOIPOC
1 ]0 CTyIeHT i)l He BEpHBIH OTBET Ha TECTOBBIH BOIIPOC
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