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1 Hessp, nuiannpyemMble pe3yabTaThl 00y4eHHs 110 AUCHHUIINHE (MOLYJII0)

[enbro n3ydeHus TUCHUILIMHBI «3alUTa IpOrpaMM U JIaHHBIX» SIBISIETCS TeOpeTudecKas
Y IIPAKTHUYECKas MOATOTOBKA CIIELUAINCTOB K JESATEIIbHOCTH, CBSI3aHHON € 3alIUTON IIPOrpaMM U
JTaHHBIX; GopMuUpoOBaHUEe y 00y4aeMbIX MpodeccruoHATbHBIX KOMIETEHIIMM B 3KCILTyaTallMOHHO
TEXHUYECKOH W HAay4HO-HCCIIEAOBATENBCKOM 007acTAX MpOopEeCcCCHOHATBHON NESTEIbHOCTH B
coorBerctBuu ¢ OIl cmenmaneHoctn  10.05.03 - «MudopmanmonHas 6e30MacHOCTh
ABTOMATHU3UPOBAHHBIX CUCTEM).

3aauy TUCHUIUIMHBI «3allyTa IporpaMM U JaHHBIX» - 00ECIEUYUTh OCBOCHUE:

- OCHOBHBIX NPUHIMNOB aHanu3a [10; - 0CHOB HU3KOYPOBHEBOT'O POrPaMMHUPOBAHUS;

- IPUHIIUIIOB HU3KOYPOBHEBOM OTJIA/IKH U UCCIIEIOBAH

[TnmanupyeMbIMH pe3ysbTaTaMyi 00y4eHUS M0 AUCHUIUINHE (MOAYIIIO0), SIBISIFOTCS 3HAHMS,
yMeHHUsl, HaBbIKU. [lepeueHp MmiaHupyeMbIX pe3ysbTaToB OOyYeHUs MO IUCHUILUIMHE (MOIYIIO),
COOTHECEHHBIX C IUIAHUPYEMBIMH pe3yJIbTaTaMU OCBOEHUS OOpa30BaTENbHOM IpOrpaMMbl,
npejcTanieH B Tabnuue 1.

Tabmuna 1 — Komnerenun, popMupyeMbie B pe3ylibTaTe W3Y9EeHUS TUCIUILTHHBI (MOTYJIs)

PeSyJ’ILTaTLI 06yqu1/I$[ 0 AUCIUILIINHE

Koxn Konn

(hopmymHIpoBKa
UHJIMKATOpa
JOCTHIKEHHS

KOMITICTEHIIHN

Hazsanne OIIOIT
BO, cokpaienHoe

(hopmymHIpoBKa Kox

KOMIICTCHIIUU pe3yiib (I)OpMyJ'II/II)OBKa pe3yibTara

TaTa

10.05.03
«MupopmannonHas
0e30IacHOCTh
aBTOMaTI/ISI/IpOBaHHbIX

cHCTEM»
(11B)

TIKB-1 : Cnocoben
pa3pabaTbIBaTh
TIPOEKTHI
OpraHu3aIMOHHO-
PacTopSIUTEIBHBIX
JIOKYMCHTOB
periaaMeHTHPYIOIIIX
nH(pOpPMaLMOHHYIO
0e301acHOCTb
Ou3HEC- MPOIECCOB
OpraHu3au

[KB-1.1x :
Unentnduuupyer
Ou3HEC-IPOIIECChHI
MPOUCXOJISIINE B
OpraHM3alyy,
orpezenser
BO3MOXKHBIE
yTpo3bl
HHPOPMAIMOHHOM
Oe3omacHOCTH

PJI1

3Hanne

OCHOBHBIC ITPUHLIUITBI
OpraHu3aLix
TEXHUYECKOTO,
MPOTrPaMMHOTO H
nH(pOpMaLMOHHOTO
obecrieueHust
3aIIUIIEHHBIX
nH(pOpMaLMOHHBIX
CHCTEM; 0COOCHHOCTH
MOCTPOCHHS U
(bYHKIMOHUPOBAHHUS
OCHOBHBIX BHJIOB
cucTeM obecnedeHus
0€e30I1acHOCTH, UX
MECTO B
undpacTpykrype
nHpopMannoHHOH
CUCTEMBI

P2

YMmeHue

000CHOBBIBATH
TPUHIIATIBI
OpraHu3aIiK
TEXHUYECKOTO,
MPOTrPaMMHOTO H
HH(POPMALHOHHOTO
oOecrieueHus
nH}popMannoHHOH
0€30MacHOCTH;
MIPOSKTHPOBATH
MTOCTPOCHHUE CHCTEMBI
0€30MacHOCTH B
pamKax
nHHOPMAITMOHHOU
CHCTEMBI; IPOBOJIUTH
KOHTPOJIbHbIE
MPOBEPKH




paboTocmocoOHOCTH
MPUMEHSEMBIX
MPOTPaMMHBIX
CPECTB 3aIUThI
nHpOpPMAINH

Pa3

HaBrix

orpe/ieIeHUs!
HEOOXOIUMOTO
00JIMKA 3aIUIIaeMOKi
CHCTEMBI

[IKB-2 : Criocoben
pa3pabatbiBaTh
MOJIETIH yIPO3
0€3011acCHOCTH U
(dopmupoBath
TpeOOBaHUS K
3amuTe
WHPOPMALINH B
OpraHH3aI}u.

ITIKB-2.2x :
Buenpser
NpOrpaMMHBIE U
MPOrpaMMHO-
anmnapaTHbIe
CpeaCcTBa 3allIuTe
nHdopmanuu B
HHPOPMAINOHHBIX
cucTeMax

PJI4

3HaHue

0COOEHHOCTH
MOCTPOEHHUS U
(bYHKITHOHUPOBAHUS
OCHOBHEIX BHJIOB
cHucTeM 00ecreueHuUs
06e30MaCHOCTH, UX
MECTO B
HHPPACTPYKType
HHPOPMAITMOHHOM
CHCTEMBI U
0COOEHHOCTH UX
IKCITyaTaIlU

Pa5

YMenune

HACTPaUBATh CUCTEMbI
obecrieyeHHS
6€30MacHOCTH,
aHATM3UPOBATh UX
pabory;
MPOCKTHPOBAThH
MOCTPOCHHUE CHCTEMBI
0C30MacHOCTH B
pamMkax
HHPOPMAITMOHHOM
CHCTEMBI

P16

3Hanne

METOIUKOMI
YIpaBJICHUS U
MOJICPHU3AITHS
MOJICHICTEM
0€30I1aCHOCTH;
HaBBIKAMU
OpraHu3aIiK PadOTHI
o pa3padoTke,
9KCIUTyaTaIlluH U
BHEJIPCHHUIO
aBTOMAaTH3UPOBAHHOM
CHCTEMBI C YIeTOM
TpeOoBaHMI
HHPOPMATMOHHOM
0€30MaCHOCTH

B mporecce ocBoeHUS JTUCIUIUIMHBI PEMIAIOTCS 3aJadll BOCIHTAHUAS TapMOHUYIHO
pa3BUTOM, MATPUOTUYHON U COIMAILHO OTBETCTBEHHOW JTUYHOCTH HA OCHOBE TPAIHIIMOHHBIX
POCCHICKHX JTyXOBHO-HPABCTBEHHBIX U KYJIbTYPHO-UCTOPUICCKUX IICHHOCTEH, TPEICTABIICHHBIC
B Tabmume 1.2.

Tabmuma 1.2 — [{eneBbie OpuEeHTHPHI BOCTTUTAHUS

®DopMUpOBaHUE IEHHOCTEI

BocnurareabHble 3a1a41 Henem)le OPUMEHTUPBLI

(I)OpMI/IPOBaHI/le rpamancxoifl MO3UIUU U TTATPUOTU3MA

Bocnuranune YBaXCHUS K KOHCTI/ITyIII/II/I u

N BHMMATEIBEHOCTE K IETAIIM
3akoHaM Poccuiickoit denepanuu

Fpa)!(ﬂaHCTBGHHOCTI)




DopMuUpoOBaHME TYXOBHO-HPABCTBEHHbIX LIEHHOCTEM
Bocnutanue yyBcTBa foira u
. Bzaumonomoris u
OTBETCTBEHHOCTH Tepe] CeMbEH 1 AKTHBHAas )KU3HEHHAS O3UIIHS
B3aUMOYBAKCHHE
0011IeCTBOM
®opMupPOBaHME HAYYHOT0 MMPOBO33PEeHUS U KYJIbTYPbI MbIILJICHHUSA
Pa3BuTHe N0O3HAaBAaTEIBLHOTO UHTEPECA U Bzanmomomonis u
JMCIUIIMHUPOBAHHOCTD
CTPEMJICHUS K 3HAHUSAM B3aUMOYBaXXEHHE
DopMHUPOBAHHE KOMMYHMKATHBHBIX HABBIKOB H KYJIbTYPbl 001ICHUSA
Bocnutanue KyabTyphl Auainora u Crnyxenue OTeuecTBy U
. BHUMAaTEIBLHOCTE K IE€TAIIM
YBaXXCHUsI K MHEHHIO IPYTHUX JTIOACH OTBETCTBEHHOCTH 32 €ro CyAb0y

2 Mecto aucuuniuHbl (MoayJisi) B ctpykrype OIIOIT

JlucuMIuIMHA OTHOCHTCS K 4YacTH, (GopMHpyeMas y4acTHUKaMH 00pa3oBaTeIbHBIX
OTHOLIEHUH W OMMpEeTCcs Ha AWCUUIUIMHBL: [IporpamMmHo-anmapatHble cpeicTBa oOecrneueHus
UHPOPMALIMOHHOW 0e30macHOCTH | HeoOXoauMa it IpoxokaeHus [Ipon3BoacTBeHHAS
npodecCuoHaAIbHAS TIPAKTUKA

3. O0bem AuCHUNIMHBI (MOAYJIS)

O0bemM JuCHUIUIMHBI (MOAYJSl) B 3a4ETHBIX E€IUWHUIIAX C YKa3aHUEM KOJIMYECTBA
aKaJeMHYECKHX YacOB, BBIIEICHHBIX Ha KOHTaKTHYIO paboTy ¢ oOydaromumucs (O BUIaM
yueOHBIX 3aHATUI) U HA CAMOCTOATEIbHYIO padOTy, IPUBE/IEH B TabauLe 2.

Tabnuua 2 — O6mas TpyJ0eMKOCTb AUCHUIUINHBI

c Tpyno- O0BbeM KOHTaKTHOH paboTHI (Yac)
emecTp | emkocTh
Popwma Yacts (?I?I)I/(l) ) Breaynu- Popwma
Hazsaune OIIOII BO | oGyue- AynuropHas YA CPC aTTec-
s VII Kypc TOpHas .
(300, (3.E) | Beero 1
0300) nek. | mpak. | ma6. | ITA | KCP
10.05.03
WndopmarmonHas
6e30macHOCTh 0D0 CI.B 9 4 83 36 36 0 1 10 61 €]
ABTOMAaTH3MPOBAHHBIX
CHCTEM

4 CTpyKTypa U cojiepKaHue TUCHUILTHHBI (MO1YJIs1)

4.1 CtpykTrypa aucuunjanHbl (MoayJs) aias OP®O

Temarnueckuil IaH, OTPAKAIOUIUI COJAEpKAHUE AMCLUMILIMHBI (IIEPEUEHb PA3AEIOB U
TeM), CTPYKTYPHUPOBAHHOE 110 BUJIaM yU4e€OHBIX 3aHATHH C yKa3aHHEM UX 00bEMOB B COOTBETCTBUU
¢ yueOHBIM IIJIaHOM, NpHUBeJieH B Tabmuie 3.1

Tabnuma 3.1 — Paznensl TUCHUIUIMHBL (MOAYJIs), BUABI yUeOHOM AeATeIbHOCTU U (OPMBI

TeKymero KoHTpodis anst OPO
| No | Ha3zBanue Tembl | | Ko11-Bo yacoB, 0TBEIEHHOE Ha | Dopma I




Kon pe- TEKYIIEro KOHTPOJIS
3yJIbTaTa Jlex IIpakr JIab CPC
00yueHus
AHanu3 NporpaMMHBIX PAL
pv P PJ12, MPaKTUYECKOE 3a/laHuE,
1 | peanuzauwuii, 3ammra PIB 2 4 0 15 oot
IpOrpaMM OT aHaJIM3a P14, P15
PJ,
2 OCoOCHHOCTH aHaIHM3a P2, 8 4 0 14 MPAaKTUYECKOE 3a/1aHHe,
HEKOTOPBIX BUJOB IIPOrpaMM P/3, TeCT
P14, P15
IIporpamMmuble 3akIaaky, PA1,
3 | TYTH HX BHEAPEHHS, CPEACTBA P2, 8 4 0 14 MPaKTHUYECKOE 3a/laHUE,
U METOABI NPOTUBOACHCTBUS P/3, TECT
MPOTPAMMHBIM 3aKJIaJKaM PJ14, P15
PIL,
Meron1 BreApeHHA 1 PJ12, MPaKTUYECKOE 3a/laHuE,
4 | BbIIBIEHUS MPOTPAMMHBIX PIB 8 4 0 14 oot
3aKJIaI0K P14, P15
PA1,
KomrmsrotepHbIe BUPYCHI Kak P2 HIPAKTHYECKOE 3aaHHe
5 | oco6brii kiTacc mporpaMMHEIX P IB’ 10 20 0 14 Trect ’
3aKITaT0K P14, PIIS
Hroro no Taéanue 36 36 0 71

4.2 Conep:xxaHue pa3aejioB U TeM JUCHUILTUHBI (Moay.as) ajas ODO

Tema I Ananuz npocpammHblx peanu3ayull, 3auuma npocpamm om aHaiusd.

Conepsxanue TeMbl: BBefieHHE B «3alUTy MPOrpaMM U JaHHBIX». OCHOBHBIC TEPMUHBI U
MOHATHUS. MeTo/ SKCIEPUMEHTOB C «4EPHBIM AMMKOM». CTaTUdecKuid MeTo. JIMHaMHU4YecKuid
Meroa. [Iporpammubie OTiagouHbIe CpeACcTBA. MeToArKa U3yd4eHHs MPOrpaMM JTMHAMHYECKUM
MetogoM. Metoa MasikoB. Meton Step-Trace mepBoro stama. Meroj anmapaTHONW TOYKH
octanoBa. Meton Step-Trace BToporo srana. 3HakoMcTBO ¢ qu3zaccembiepom IDA. 3HakoMcTBO
C OTJIaJYMKaMHU peXuMa MoJib3oBaTess. OCBOEHHUE CTAaTUYECKOTO M IMHAMUYECKOTO METO0B Ha
MIPOCTHIX MPUMEPaX.

@®opMbI ¥ METOABI TPOBEJICHUS 3aHATUH MO TeMme, MPUMEHsAEeMble 00pa30BaTEIbHBIC
TEXHOJIOTHH: JIEKIUS, TPAKTUYECKOE 3aHATHE.

Buapl caMoCTOSTENNHHOM MOTOTOBKH CTYIEHTOB 1O TEME: MOATOTOBKA K MPAKTUYECKOMY
3aHATHIO.

Tema 2 Ocobennocmu ananu3a HEKOMOPLIX U008 NPOSPAMM.

Copepxanne TeMbl: OCOOEHHOCTM aHalM3a OBEpJeHHBIX mporpamMm. OcoOeHHOCTH
aHanmu3a rpaduueckux mnporpamMm Windows. Ilpumep ananmuza rpaduueckoil Mporpammbl
Windows. OcobeHHOCTH aHanM3a napaienbHoro kojaa. OcoOeHHOCTH aHalu3a KoJa B PeKUMeE
aapa Windows. BcroMoraTenbHble MHCTPYMEHTBI aHalu3a MporpamMm. MOHUTOpP aKTUBHOCTH
npoiieccoB ProcMon. Ytunura ynpasnenus nporeccamu Process Explorer. 3amura mporpamm ot
aHanmu3a. 3ammra oT JU3acceMOIMpoBaHys. 3aluTa OT OTIaAKU. MeToabl BCTpauBaHUs 3allUThI
B IpoTrpaMMHOe obOecnedeHue. [lMHaMu4eckoe M3MEHEHHE Koja mporpaMMel. VckyccTBeHHOE
YCIIO)KHEHHE CTPYKTYpHI porpammbl. HectangapTHsie oOpamieHns K GyHKIHUSIM ONeparuoHHON
cuctembl. VICKycCTBEHHOE YCIIOKHEHHE alrOpUTMOB OOpabOTKH JaHHBIX. BrisgBieHue ¢akra
BBITIOJIHEHHS TIPOTPAMMBI 1101 OTJIAAYUKOM. MeTob! 00(ycKaluu 3amyThIBaHHs TPOTPAMMHOTO
kojqa). Co3gaHue MPOCTOM CHCTEMBI 3alllUTHI MPOTPAMMHOTO KOJa OT aHalih3a. 3HAKOMCTBO C
METOJaMHU TMPEOAOJICHUST 3alIUThl MPOrPaMMHOrO Koja oOT aHanmu3a. [IporpammmpoBanue
aNTopuUTMOB 00D yCcKaru.

@opMbl U METOABI MPOBEACHUS 3aHATUH MO TeMe, MpUMEHseMble 00pa3oBaTeNIbHBIC
TEXHOJIOTUH: JICKIHS, TPAaKTUIECKOE 3aHSTHE.



BI/I,Z[BI CaMOCTOSTEIbLHOMN NOATOTOBKHU CTYACHTOB I10 TCMC: IMOATOTOBKA K IMMPAKTUYICCKOMY
3aHATUIO.

Tema 3 Ilpocpammmuvle 3aKnaoKku, Nymu ux 6HeOpPeHus, Ccpeocmed U Memoovl
NPOMUBOOEICEUSL NPOSPAMMHBIM 3AKAAOKAM.

Copepxanne Tembl: [lonstue nporpammuoit 3aknanku. Knaccudukanus mporpaMMHBIX
3aknangok. CyObeKTHO-OpMEHTHPOBAaHHAs MOJENb  KOMIIBIOTEPHOW  cucTeMbl.  Momenb
«Ha0moAaTenb»: MOAYJIbHAas CTPYKTypa 3aKiaJKv, OpraHuzanus HHQOPMAIOHHOTO
B3aMMOJICHCTBUS MEXAY KIMEHTCKOM M CEpBEPHOM 4YacTsMH. 3HAaKOMCTBO C NPOTrpaMMHBIMU
3aksagkaMu. [TocTpoeHune moauTuky 6€30MacHOCTH, 00ECTIEYNBAIOIIEH BHICOKYIO 3alIUIICHHOCTh
OT MPOrPaMMHBIX 3aKJIaJI0K MoJelb «epexBaT»: NepexBaTYMKU Mapojiei MmepBoro, BTOPOro u
TPEThEro poja, 3alluTa OT MepexXBaTUYMKOB Mapoiiel mepBoro poga B Windows, cpeactsa u
METO/BI IepexBaTa CETEBOr0 Tpaduka, IepexBaT OOpaIleHUH IOJIb30BaTENs K JTOKYMEHTaM,
JJIEKTPOHHOU MOYTe M BeO-cTpaHHIaM. MoOJelb «UCKaXEHHe»: MPUMEHEHHE MPOrpaMMHBIX
3aKJIQAOK Ui~ HECAHKIMOHMPOBAHHOTO  TOBBIIEHUS  TOJHOMOYMHA  TOJB30BATEINS.
HecankimoHnpoBaHHOE HCIIOJIB30BAHUE CPEACTB JAMHAMHYECKOTO H3MEHEHHUS MOJIHOMOYUMA.
[Topoxnenue no4YepHEro IMpolecca CHCTEMHBIM ImporeccoM. Moaupukamus MallMHHOTO KOJAa
MOHHTOpa 0e30macHOCTH O00BEKTOB. [IpeAnochUIKM K BHEAPEHUIO MPOTPAMMHBIX 3aKJIaIOK:
YSI3BUMOCTH TIPOTPAMMHOT0 00ecTieueHH s, YSI3BUMOCTH TIOJTUTUKA O€30MTaCHOCTH, YETIOBEYECKHIMA
dakrop. Ilepenomnenus OydepoB. OTCyTCTBHE HEOOXOIUMBIX MPOBEPOK BXOJHBIX JAHHBIX.
GetAdmin. Yszumocts %00. HexoppekTHbiid KoHTEKCT O0e3onacHocT. AdminTrap. Cuctemabie
OKHa Ha pabodem cToje nosb3oBarens. Ycrapepmue pynkuuu. NetDDE Exploit. WMF Exploit
(MS06-001). [pyrue ys3BUMOCTH. YS3BUMOCTh program.exe. OTCyTCTBHE HEOOXOIUMBIX
MpPOBEPOK BXOAHBIX JaHHBIX: GetAdmin, VYs3Bumoctb %00. HekoppeKTHBI KOHTEKCT
6e3onmacuoctr: AdminTrap, cucremHble OKHa Ha pabodeM CTOJIe MOJIb30BATENsl. Y CTapeBIIne
dbyukun: NetDDE Exploit, WMF Exploit (MS06-001). Ys3BuMocTh program.exe.

@opMbI U METOABI MPOBEACHUS 3aHATUN MO TeMe, MPUMEHsSEMble 00pa3oBaTeIbHBIE
TEXHOJIOTHH: JIEKIIUS, TPAKTHUECKOE 3aHSITHE.

Bupl caMOCTOSATENBHOM MOATOTOBKH CTYIEHTOB 10 TEME: IMOATOTOBKA K MPAKTUIECKOMY
3aHATHIO.

Tema 4 Memooul enedpenus u 6vias1eHUs NPOSPAMMHBIX 3AKNAOOK.

Copep:xanue TeMbl: MacKHpOBKa MPOrPaMMHOM 3aKJIaJIKU MO IPUKIIAHOE TPOTPAMMHOE
oOecnieyeHre. MackupoBKa MPOrpaMMHOI 3aKJIa/IKH TI0J] CUCTEMHOE ITPOrpaMMHOE o0ecrieueHue.
[Tonmena cucreMHOro mnporpamMmHoro obecneueHus. Ilpsmoe accoruupoBanue. KocBenHoe
accoluupoBaHue. MeToIbl BBIABICHUS IIPOIPAMMHBIX 3aKJIaJO0K: CUTHATYPHOE U DBPUCTUYECKOE
CKaHHPOBAHME, KOHTPOJb  ILIEJOCTHOCTH, MOHUTOPUHI  HH(OPMALMOHHBIX  IOTOKOB,
U30JIMPOBAaHHAs MPOrpaMMHasl cpefa, NpOrpaMMHbIE JIOBYIIKU. [IpMHIUIEI TOCTPOEHUS IOJIH.
Hactpoilka ¥ HCHONB30BaHHWE CHEUAIM3UPOBAHHOIO  AHTUBHPYCHOTO  IMPOTPAMMHOIO
oOecnieueHus. M3onupoBaHHas MporpaMMHasi cpejia U MporpaMMHbIe JOBYIIKH. Jlokanu3anus u
IIpecevyeHre BUPYCHBIX arak. [[porpaMMmupoBanne U BHEAPEHHE 3aKIAI0K.

@®opMbl U METOABI MPOBEACHUS 3aHATUI NO TeMe, MpPUMEHseMble 00pa3oBaTeIbHbIE
TEXHOJIOTMH: JIEKIUS, IPAKTUYECKOE 3aHATHE.

Bunbl caMOCTOATENBHON MOATOTOBKHU CTYIECHTOB 110 TEME: IIOATOTOBKA K IIPAKTUYECKOMY
3aHSATHIO.

Tema 5 Komnwvromepnvie 6upycel Kak 0cooblii Kacc npocpammHbIX 3aKI1A00K.

Conepxxanune tembl: bunapueie Bupychl Windows u Linux: cTpykTypa, MOpsaok
VHULHAAIM3ALWH, aITOPUTMBI [IOUCKA U 3apakeHUs KepTBbl. CeTeBble BUPYCHI: OHJIANH-BUPYCHI,
noyToBble BHpYChl, IM-Bupychl. CkpunToBble BUpYCHl: MakpoBupychl, shell-supycsr, HTML.
Bupycel. KomOunupoBanHsle BuUpychl. CpeacTtBa M METOAbl MAaCKHPOBKM BHPYCOB U
OPOTUBOACUCTBUS ~ AHTUBUPYCHOMY IPOrPaMMHOMY  OOECIIE€UEHMIO:  CTEeJIC-TEXHOJIOTHH,



noauMopdHeIe mpeodpazoBanus koaa. CpeacTBa U METO/IBI 3alIUTHI OT MPOTPAMMHBIX 3aKJIAIOK.
CkaHMpOBaHUE CHCTEMBI Ha MPEIMET HAJIMYMS M3BECTHBIX IIPOrPaMMHBIX 3aKyIafiok. KoHTpoib
[EJIOCTHOCTH ~ IporpaMMHOro  obecneueHus. KOHTpoimb  IeOCTHOCTH — KOH(UTrypauuu
3alMIAaeMOl  cUCTeMbl.  AHTUBUPYCHBIM ~ MOHMTOPUMHI  MH(OPMALMOHHBIX  IIOTOKOB.
[TporpaMMmublie J1oBywmIKH. OpraHu3allMOHHbIE YU aJMUHUCTPAaTUBHBIE MEpPbl AHTHUBUPYCHOM
3amuThl. MHCTpyKTMpOBaHME mosb30Barencii. [IpocMOTp M aHanu3 JaHHBIX PETUCTpALUU U
MoHuTOpHHTa. KOHTpOIh KauecTBa ayTeHTH(HKAIIMOHHBIX JaHHBIX MOJIb30BaTenei. Perynsapasie
IPOBEPKM aJ€KBAaTHOCTH IIOBEACHHUS JIMI, OTBETCTBEHHBIX 3a oOOecledeHue aHTHBUPYCHOU
3aIMTHl CETH, B CiIy4yae YCIEUIHbIX BHUPYCHBIX aTak. PeryisipHblE MHCIIEKIUU COCTOSHUS
AHTUBUPYCHOM 3aI0UTHI. BBIsIBIEHNE IPOrPaMMHBIX 3aKJIaJOK B PyYHOM PEXHUME.

@opMbl U METOABI MPOBEACHUS 3aHATUI MO TeMe, MPUMEHsSEeMble 00pa3oBaTeIbHBIE
TEXHOJIOTHH: JIEKLIUS, IPAKTUYECKOE 3aHATHUE.

Buzbl caMOCTOATENBHOM MOATOTOBKHU CTYIEHTOB 110 TEME: IIOATOTOBKA K IIPAKTUYECKOMY
3aHATHIO.

5 Meroguyeckne YyKazaHUusl s OOYYAKOIIMXCH MO0 M3YYEHHI0 M Ppealu3aluu
AMCUUIIMHBI (MOIYJIs1)

5.1 Meroanyeckue peKOMEHIANMHM O0YYalOIIMMCH 10 H3YYeHHI0 IMCHUIUIMHBI W 1O
o0ecrneYeHNI0 CAMOCTOAITEILHOM PadoThl

CamocrositenbHas pabora ctyneHToB (CPC) — 3T0 AeSITeNnbHOCTh YYaluXcsi, KOTOPYIO
OHM COBEpIIAIOT 0€3 HEeMOCPEACTBEHHOM MOMOIIM U YKa3aHUW MPeroaBaTessi, pyKOBOJACTBYSChH
c(OpPMHUPOBABIIMMHUCS paHEE MPEJICTABICHUSIMH O TIOPSAKE U TMPABUIBHOCTU BBIOTHEHUS
onepauuii. Llens CPC B mporiecce oOydeHHUs! 3aKJII0YAeTCsl, KaK B YCBOCHUM 3HAHUM, TaKk U B
dbopMUPOBaHUY YMEHHI U HABBIKOB IO MX UCIIOJIb30BAHUIO B HOBBIX YCIIOBHUSAX HA HOBOM Y4€OHOM
marepuaie. CamocrosTenbHas padoTa Mpu3BaHa 00ECIIEYMBATH BO3MOXXHOCTH OCYIIECTBIICHUS
CTYJEHTaMH CaMOCTOSITEIbHON MO3HABATENbHOMN NESATEIbHOCTH B O0OYYCHHH, U SBISETCS BUIOM
y4eOHOTr0 TpyHaa, CIOCOOCTBYIOMIETO (OPMUPOBAHUIO Yy CTYACHTOB CaMOCTOATENHLHOCTH. B
JTaHHOW y4eOHOI MmporpamMme MPUBEICH MepeYeHb OCHOBHBIX U JOIMOJHUTENBHBIX UCTOYHUKOB,
KOTOpBIE NpEeIaracTcsi U3y4uTh B Ipolecce oOmydeHus mno aucuuiuimHe. Kpome toro, st
pacuiMpeHusi U YriyOleHus 3HAHUM M0 JaHHOW AMCUMIIIMHE Ielecoo0pa3HO HCIMOJb30BaTh:
Hay4HbIE MyOJIMKAIIMU B TEMATUUECKUX JKYpPHAJIaX; MOJTHOTEKCTOBBIE 0a3bl IAHHBIX OMOIHOTEKH;
uMerolecss B OMONMOTeKax By3a M perruoHa MyONUKAlUKA Ha JJEKTPOHHBIX M OyMa)KHBIX
HOCHUTEJISIX. Y CIIENTHOE OCBOCHUE TUCIUILIMHBI MPE/IOoJiaraeT akTUBHYIO paboTy CTYJIEHTOB Ha
BCEX B3aHATHSIX ayJUTOpPHOW (OpMBI: JEKIUA W TMPAKTUYECKUX 3aHITHH, BBHIMOJTHEHHE
aTTeCTallMOHHBIA MeponpusaTui, 3((dEeKTHBHYI0 camocTosTeNbHYI0 pabory. B mponecce
W3YYEHUS JUCHUIIIMHBI CTYACHTY HEOOXOJUMO OpPUEHTHPOBATHCS HA CaMOCTOATEIHHYIO
MpOpabOTKy JEKIIMOHHOTO MaTepHraia, MOArOTOBKY K TPAKTUUYECKUM 3aHATUAM. J1J1si MpoBeIeHUs
3aHSATHIA  JIGKIIMOHHOTO THIMA MCHOJB3YIOTCS  yueOHO-HarmsgHele mocobus B dopme
MPE3EHTAIIMOHHBIX MaTepuasos, o0ecreunBaroMX  TEeMaTHYECKUE WJUTFOCTpPAIIHH,
COOTBETCTBYIOIIIME TE€MaM JIEKIUH, INPEACTaBICHHbIM B IyHKTe 5 Hacrosmen PIIJ. s
MIPOBEICHUS 3aHITHI JICKITMOHHOTO THIA MCIOJB3YIOTCS yueOHO-HATJsIHbIe TocoOus B opme
MPE3EHTALMOHHBIX MaTepuaios, o0ecreunBaOIUX  TEeMaTUYECKUe WJUTFOCTpPALIHH,
COOTBETCTBYIOILIME TEeMaM JIEKIUI, TPEJCTABICHHBIM B ITyHKTE 5 HacTosimen PIT/I.

5.2 OcobeHHocTH OpraHu3anuu OOY4YeHHUsl Ui JIMI € OTrPAHMYEHHBLIMH BO3MOKHOCTSIMU
3110POBbsI U HHBAJTUI0B

HpI/I HeO6XO]II/IMOCTI/I O6y‘—IaIOHH/IMC${ M3 YHrcJia J1I ¢ OTpaHUYC€HHBIMH BO3MOXHOCTAMU
3A0POBb U HHBAJIUJ0B (HO 3asABJICHHUIO 06yqa}01uer0c;1) MpeaOCTaBIACTCA yqe6Ha51



uH(pOpMaLKs B JOCTYIHBIX (POpMax C yU€TOM UX UHANBUAYAIBHBIX MCUXO(PUZNIECKUX
0COOEHHOCTEN:

- JUIS JIULL C HAPYIIEHUSIMU 3PEHUS: B TIeUaTHOU (hopMe yBeTMUeHHbIM IPUPTOM; B hopme
AJIEKTPOHHOTO  JIOKYMEHTa; WHMBU]lyaJIbHbIC KOHCYJIbTAIIUU c MPUBJICYCHUEM
TUdI0CYpIOTIEPEBOIUNKA; MHANBUAYAIbHbIC 331aHUSI, KOHCYIbTAIMH U JP.

- JUTsL JIMIT ¢ HAPYIISHUSIMU CTyXa: B TIedaTHOH (hopme; B hopme 3JIeKTPOHHOTO IOKYMEHTA;
WHJIUBUJlyaJIbHbIE KOHCYJbTAllUW C NPHUBJICUYECHUEM CYpPAONEPEBOIUNKA; HWHANBUIYAIbHbIE
3a/1aHMsl, KOHCYJbTAllUU U .

- 17151 JIUI] C HAPYIIEHUSIMU OMIOPHO-JIBUTATEIILHOTO armapaTta: B ne4atHoit oopme; B popme
AJIEKTPOHHOTO JOKYMEHTA; UHMBUIyaJIbHBIC 3a/1aHUsI, KOHCYJIbTAI[UU U JP.

6 ®oH OLEHOYHBIX CPEICTB JJIf MPOBEAEHUS TEKYIIEero KOHTPOJISI U MIPOMeKYTOYHOMI
arrecTauuu 00y4aromMXcs M0 JMCUMILINHE (MOTYJIIO0)

B cootBerctBum ¢ tpeboBanusmu PI'OC BO pans arrectanmuu 0OydaroImIUXCs Ha
COOTBETCTBUE WX TMEPCOHANBHBIX JOCTHIKEHUU IUIAHUPYEMBIM pe3yjbTaTaM oOO0y4YeHHUs 10
TUCIUILIMHE (MOJIYJI0) CO3/aHbl (JOH/IBI OLIEHOUHBIX CPEICTB. THUIIOBBIE KOHTPOJIbHBIC 3a/1aHNUS,
METOJIMYECKUE MaTepualibl, OINPEIACIAIONIME MNPOUEAYPhl OLECHHUBAHUS 3HAHWM, YMEHHUU H
HABBIKOB, & TAKXKE KPUTEPUU U OKA3aTENU, HEOOXOANUMBIE JIJIsl OLIEHKU 3HAaHUM, yMEHU, HABBIKOB
U XapakTepu3yllnue dTambl (HOPMHUPOBAHHS KOMIIETCHIIMH B  IPOIECCE OCBOCHUS
00pasoBaTebHOI MTPOrpamMMmBel, IipeAcTaBicHsbl B [Ipunoxennn 1.

7 Y4yeO6HO-MeTOAMYECKOEe M HH(POPMALMOHHOE 0O0ecnievyeHue TUCHUILIMHBI (MO1YJIs1)

7.1 Ocnoenas numepamypa

1. Aranbuos, B. I1. ba3sl nanusix : yuyeOHuk : B 2 kaurax. Kaura 1. JlokansHbie 0a3bl
nauHbix / B.I1. AransiioB. — Mocksa : @OPYM : UH®PA-M, 2025. — 352 c. : 1. — (Bricmiee
oOpazoBanme). - ISBN 978-5-8199-0377-3. - Tekcr : onextponHbsii. - URL:
https://znanium.ru/catalog/product/2162084 (nata ooparmmenus: 31.05.2026)

2. CoBpeMeHHbIE TEXHOJIOTHH cOopa HHPOpMaLUK : yueOHOe ocoOue A1t 00yJarouXCst
cneruanbHocTd 10.05.01 «KommbrotepHas 6e30macHOCTbY, HarpaBieHuid noarorosku 27.03.04
«YnpaBieHue B TEXHUYECKUX cucTeMax», 27.04.04 «YnpaBneHnue B TeXHUUECKUX cuctemax» / /1.
M. Kuproxun, E. I1. Jlsnuna, 1. A. Mepkynos, B. I'. Cugopenko. - Mocksa : PYT (MUUT), 2023.
- 56 c. - Tekcr : snexktponnslif. - URL: https://znanium.ru/catalog/product/2135308 (mara
obpamenus: 31.05.2026)

3. Cprues, }0. H. Crangaptsl nHpopManMoHHON Ge3omacHOCTH. 3amura U o0paboTka
koH(puaeHnuanbHbIX H0kyMeHTOB / FO. H. CprueB. - Mocka : UHOPA-M, 2021. - 223 c. -
(Beicmiee o6pazoBanue: CrnernuanuteT). - ISBN 978-5-16-016533-2. - TekcT : 3IEKTPOHHBIM. -
URL: https://znanium.ru/catalog/product/1178148 (nara obpamenus: 31.05.2026)

7.2 Jlonoanumenvhas numepamypa

1. Cunoposa, H. I1. Uudopmarmonnoe obecrieuenrne u 0a3bl JaHHBIX : MPAKTUKYM T10
mucuuruinae «MHpopmanmonHoe obecriedeHue, 0a3bl AaHHBIX» : yueOHoe mocobue / H. II.
CunopoBa. — Koponée : MI'OTY, 2019. — 84 ¢. — ISBN 978-5-4475-9996-6. — Tekcr :
AIIEKTPOHHBIH // Jlanb : AJIEKTPOHHO-OUOINOTEeYHAS CUCTEMA. — URL:
https://e.lanbook.com/book/149444 (mara oOpamenus: 25.05.2026). — Pexum goctyna: s
aBTOPH3. M1OJIb30BATENEH.

2. @or, 0. I. Cranmaptel nHGOpMAITMOHHON Oe301acHOCTH : yuebHoe mocobue / 0. 1.

®or. — Openbypr : OI'Y, 2018. — 226 c. — ISBN 978-5-7410-2297-9. — Texkcr :



AIIEKTPOHHBIH // Jlanb : AIIEKTPOHHO-OUOINOTEeYHAS CUCTEMA. — URL:
https://e.lanbook.com/book/159804 (mara oOpamenus: 25.05.2026). — Pexxum mocryma: s
aBTOPU3. II0JI30BATEIICH.

7.3 Pecypcel unghopmayuonno-menekommynuxayuonnou cemu '"Hnmepnem',
6KII0uas npogheccuonanbHvle 0azvl OAHHBIX U UHDOPMAUUOHHO-CRPABOUHDLE
cucmemul (npu HeodXO0UMOCMU):

1. DnekrponHo-6mbMMOTEUHAs cuctema "ZNANIUM.COM"

2. DnekTpoHHO-Oubnmoreunas cucrema "JIAHB"

3. Open Academic Journals Index (OAJI). IIpodeccronanbhas 6a3a maHHBIX - Pexxum
noctyma: http://oaji.net/

4. Tlpesunmentckas OuOmmoreka wuM. b.H.Emepnmna (6a3a HmaHHBIX — pa3sIUYHBIX
npodecCHOHANIBHBIX 00acTe) - Pexxum nocryna: https://www.prlib.ru/

5. Hudopmannonno-crpaBounas cucrema "Koncymprant Ilmoc" - Pexum noctyna:
http://www.consultant.ru/

8 MarepuajbHo-TeXHHYECKOEe oO0ecrevyeHre IUCHUIVIMHBI (MOAYJsl)) U TepeveHb
HH(OPMANMOHHBIX TEXHOJIOIHii, UCMOJIb3yeMbIX NMPH OCYILIECTBJEHHH 00Pa30BATEJIHLHOIO
npoiecca no AMCUMILVIMHe (MO1YJ/II0), BKJIIOYAsl MepedyeHb MPOrpaMMHOro odecrevdeHust

OcHOBHOE O6ODVI[OBaHI/I€Z

e KoMnbroTEpHI
e [IpoekTop

IIporpamMmmHoe obecneyeHue:

o Kaspersky
e Microsoft Office 2003 Russian




MHWHOBPHAYKHU POCCUN
BJIAJIUBOCTOKCKMII TOCYJIAPCTBEHHBI YHUBEPCUTET
KA®EIPA THOOPMALIMOHHOM BE30IIACHOCTHU
®oH/1 OIICHOYHBIX CPEJICTB
AJId TIPOBCACHU A TCKYILICTO KOHTPOJIA
Y TIPOMEXYTOYHOH aTTECTAINU 110 TUCIHILTHHE (MOIYIIIO)
3AIIUTA MPOI'PAMM U JAHHBbIX
CrienuanbHOCTh U CCIIHATH3AIIHS
10.05.03 MuadopmarmonHas 6€30mMacHOCTh ABTOMAaTU3UPOBAHHBIX CUCTEM. be30macHOCTh

OTKPBITBIX HH(bOpMaL[I/IOHHBIX CHUCTEM

I'ox Habopa Ha OITOII
2021

dopma 00ydeHuUsI
OYHas

Bmagusoctok 2026



1 Ilepedennb (popMHEpyeMbIX KOMIIETEH M

Hassarue OIIOII BO, Kon u popmynupoBka KoMHeTeHIN

COKpameHHOe nu

Kon u popMynrpoBka HHANKATOPA TOCTIKCHUS
KOMITCTEHITHU

10.05.03 «MudpOpMarn
HOHHAas 0€30MMaCHOCTh

ITKB-1 : CriocobeH pa3pabartbIBaTh
MPOEKTHI OPraHNU3allMOHHO-PACTIOPs

ABTOMATH3UPOBAHHBIX | ITUTENBHBIX JOKYMEHTOB PErjaMeHT
CUCTEM» upyomux nHpopmannoHHyto 6e30
(1Bb) MacHOCTh OM3HEC- IPOIECCOB Opra

HHU3allUH

[IKB-1.1x : Unertudummpyer OnzHec-mporecce
bl IPOUCXO/IAIINE B OPIaHU3aIMH, OTIPEIEIISIET B
03MO>KHBIE YIPO3bI HHPOPMAIIMOHHOH Oe30nacH
OCTH

ITKB-2 : CriocobeH pa3pabaTbiBaTh
MoOJeNH yrpo3 0e3onacHocTd U ¢pop
MHUPOBaTh TPEOOBAHUS K 3aIIUTE UH
(hopMarmy B OpraHu3annu.

IIKB-2.2x : BHeapser nporpaMMHbIe U IIPOrpaM
MHO-aIlIapaTHbIe CPeACTBa 3aIuTe HHHOPMAaIH
U B HH()OPMALMOHHBIX CHCTEMax

Komnerenmus cuntaercs: chopMUPOBAHHOM Ha JTaHHOM dTarie B cliy4yae, eCiIi OJTy4eHHbIe
pe3yabTaTtel OOyuYeHHMs [0 JUCLUIUIMHE OLICHEHbl IOJOXHUTEIbHO ([IUana3oH KpUTEpUEB
OLICHUBAHMSI PE3YIbTATOB O0YUEHUS «3aUYTEHO», «YAOBIETBOPUTEIBHOY, «XOPOILO0Y», KXOTIUYHOR).
B ciydae oTcyTcTBUS MOJIOKUTEIHHOM OLIEHKM KOMIIETEHIMS Ha JAHHOM 3Tale CUUTAETCs

Hec(OPMHUPOBAHHOM.

2 Tloka3aTe/iM OLlCHNBAHUS IVIAHUPYEMbIX Pe3yJIbTaTOB 00y4eHHus

Komnerennusi IIKB-1 «Crioco6en pa3zpabaTbiBaTh MPOEKTHl OPraHU3AIOHHO-
pacopsANTENBHBIX JOKYMEHTOB PETJIaMEHTHPYIOIINX HHPOPMAITMOHHYIO 0€3011aCHOCTh

ousHec- MpoucCCOB OpraHu3anum»

Tabmuna 2.1 — Kpurepun orieHKM WHAUKATOPOB JTOCTHKCHUS KOMITCTCHITUN

Kputepun oneHHBaHMS Pe3yabT
aToB O0yJYCHUS

KOPPEKTHOE ITPUMEHEHHE TIOTY
YEeHHBIX 3HAHUH NPHU PEeIICHUN
MIPAaKTUYECKUX 3a/1a4

PesynbraTel 00y4yeHNUs 110 AUCIMIUINHE
Koy u gopmymupoka unankar | Ko | Tu
0opa JOCTMIKEHHS KOMIIETEHITUH s o
pe | pe Pesynbrar
3- | 3-
Ta | Ta
[IKB-1.1x : uneatudumupyet 6 OCHOBHBI€ IIPUHIUIIBI OPraHHu3a
M3HEC-TIPOLIECCHI MTPOUCXOASIIN LU TEXHHYECKOT0, IPOTPaMMH
€ B OpraHM3alliy, ONpeieNsieT B oro 1 UH(GOPMaLMOHHOTO 00ec
03MOJXXHbIE YTPO3bl HHPOPMAIH 3y | MeHeHNS SAUMIICHHbIX nHdopm
OHHOM 0e30MacHOCTH P/ allMOHHBIX CUCTEM; OCOOEHHOCT
1 3121 U MOCTPOEHHS ¥ (PYHKIIHOHHPO
BaHMSI OCHOBHBIX BUIOB CUCTEM
obecrieueHus 0€30MaCHOCTH, X
MecTO B HH(ppacTpyKType nHPO
PMAaIMOHHOM CHCTEMEI
000CHOBBIBATh IPHHITUIIBI OPTa
HU3alUU TEXHUYECKOTO, IIPorpa
MMHOTO ¥ HH()OPMAIMOHHOTO O
Y | 6ecnieuenust nHGOpMaMOHHOM
P/l | me | Ge3omacHOCTH; NPOEKTHPOBATH
2 HU | IOCTpOEHHE CHCTEMBI Oe30IacH
e OCTH B paMKax HH()OPMAITOHH
Oli CUCTEMBI; MPOBOAMUTH KOHTP
OJIBHBIE ITPOBEPKH PabOTOCIIOCO
OHOCTH NPUMEHSIEMBIX ITPOrpam

BBITTOJIHEHUE IPAKTUYECKHX 331
aHui




MHBIX CPCACTB 3allUThI I/IH(l)Op
Manuu

Pl

Ha
BBI

OIPCACIICHUA HeO6XOHI/IMOFO (o}
Onmka 3aIUIIaEMON CUCTEMBI

BBITIOJIHEHUE PAKTUYECKUX 331
aHui

Komnerenuus IIKB-2 «Cnoco0en pa3zpabaTbiBaTh MOJIENH yrpo3 6€30MaCHOCTH U

dbopMupoBath TpeOOBaHUS K 3alIUTEe HHOOPMALIUK B OpPTraHU3AIIH.)

Tabnuna 2.2 — Kpurepun orieHKA UHAUKATOPOB JTOCTHKEHUS KOMITIETCHITUU

PesynbraTel 00ydeHNUs 110 AUCIUIIINHE
Ko u gopmynupoka uaaukar | Ko | Tu Kpurepun onieHnBaHus pe3ysbT
opa JOCTWXeHHs KoMnereHuuu | A [ I aToB 00y4YeHus
pe | pe Pesynbrar
3- | 3-
Ta | Ta
ITIKB-2.2x : BHeapseT nporpam 0COOEHHOCTH TIOCTPOCHUS U By
MHBIE U [TPOTrPaMMHO-aNNapaTH HKI[HOHUPOBAHUS OCHOBHBIX BU
bI€ CPEJICTBA 3alUTe HHPOpMAIL o 31 | 0B cuctem obecrieueHus 0e301
UM B MH)OPMAIIMOHHBIX CUCTEM 4 aH | aCHOCTH, MX MeCTO B MH(PAcCTp | pelleHHe TECTOBBIX 3aJaHHI
ax ue | ykrype uH(GopManmuoHHOH cucT
€MBbI U OCOOCHHOCTH UX IKCILTY
aTanun
HacTpauBaTh CUCTEMBI 0Oecrey
Y | eHns 6e30M1aCHOCTH, aHATU3UPO
P/l | me | BaTh UX pabOTY; MPOSKTHPOBAT | BBHIIOJHEHUE ITPAKTHUCCKHUX 331
5 HHU | b IOCTPOCHHE CHCTEMBI Oe3oma | aHmi
e CHOCTH B paMKaX MH(pOPMAIHo
HHOM CHCTEMBI
METOIUKOHN YIPaBICHUS U MOJIE
pHH3aIMA HOACUCTEM Oe30macH
3 OCTH; HABBIKAMH OpraHH3aLUuH
PO " paboTsl o pa3paboTKe, SKCIUTY | BBIMOJHEHHE MPAKTHUECKUX 337
6 3121 aTalyy ¥ BHEIPEHHIO aBTOMATH | aHUi
3MPOBAHHON CUCTEMBI C y4ETOM
TpeboBaHui HHOOPMALMOHHOM
6e30macHoOCTH

TaOnuia 3amosHgeTcs B COOTBETCTBUU C pazzaenoMm 1 PaGodeil mporpaMmbl TUCHUILIMHBI

(Momyst).

3 IlepeyeHb OLIEHOYHBIX CPE/ICTB

Tabnuua 3 — [lepeyeHb OLIEHOYHBIX CPEJICTB MO TUCIMITIMHE (MOAYIIIO)

HaunmenoBanue o1ieHOYHOTO CpCACTBa U mp

encrasienue ero B @OC

Kontponupyemsbie mianupyemele pe3 | Konrponnpyemsbie Tembl [

yIbTaTHl 00y4eHUS HCIUTIIMHEI . TIpoMeKyTOuHas aT
Texkylmuil KOHTPOJIb
TecTanus
Ounast popma oOyueHUs
P/l 3HaHue : OCHOBHbIE pUH | 1.1. AHamu3 nporpaMMHbI
LUIBI OPTaHU3AINHY TeXH | X peanm3anui, 3anmranp | Tecr Omnpoc
HMYECKOT0, MPOTPAMMHOTO | OTrpaMM OT aHAJIH3a




1 MH(POPMAIMOHHOTO 00€
CIEYCHUS 3aINIIECHHBIX 1
H(pOpPMAIMOHHBIX CHCTEM;
0COOEHHOCTH TTOCTPOCHHUS
1 QYHKIHOHUPOBAHHS OC

HOBHBIX BUJIOB CHCTEM 00
ecrieueHns 0e30I1acHOCTH,
HX MECTO B HHPACTPYKT

ype nHdopMannoHHo# cu
CTEMBI

1.2. OcobenHocty aHaau3

P/I2

YMeHue : 000CHOBBIBATh
NPUHIHIIB OPTaHU3aLUH
TEXHHUYECKOTO0, TIPOrpaMM
HOTO ¥ UH()OPMALIMOHHOT
0 obecrieueHust uHpoOpMa
LIMOHHOM 0€30MacHOCTH;
MIPOEKTUPOBATH MOCTPOCH
Ue€ CHCTEMBI 6€30MacHOCT
U B paMKax HH()OPMAIHO
HHOW CHCTEMBI; TIPOBOJIUT
b KOHTPOJIbHBIC IPOBEPKH
paboTociocoOHOCTH TIpH
MEHSEMBIX IPOrPaMMHBIX
CPEACTB 3alIHTHl HHPOPM
aluu

PJ13

HaBbIk : onpeeneHust He
00X0IMMOr0 00JIMKA 3all]
HIIAEMOM CUCTEMBI

P14

3HaHue : 0COOEHHOCTH IO
CTpOeHHUSA U (PYHKITHOHUP
OBaHUS OCHOBHBIX BHJIOB
cucteM obecrieueHus 0e3
OTIACHOCTH, UX MECTO B U
HbpacTpyKType uHpOpMa
LIMOHHOW CHCTEMBI M1 0c00
€HHOCTH UX 3KCIUTyaTanu
u

a HeKoTOpbIX BUAOB npor | Tecr Omnpoc
pamMM
1.3. IIporpammHsbIe 3axia
JKH, TTyTH X BHEAPCHUS,
cpexncTtsa u Metonsl pot | Tecr Omnpoc
HMBOAEHCTBUS IPOTPAMMH
BIM 3aKJIaIKAM
1.4. MeTtonbl BHEAPEHNUS
U BBISIBIICHUS mporpamMmH | Tect Omnpoc
BIX 3aKJIaJJOK
1.5. KomnberoTepHblie BUpY
CBI Kak 0coOsIif ki1acce mpo | Tect Omnpoc
TpaMMHBIX 3aKJIaTOK
1.1. AHanu3 nporpaMMHBI

. ITpakTrdeckas pado
X peannsalmi, samuranp | Omnpoc
OrpaMM OT aHaJIM3a
1.2. OcobeHHOCTH aHANN3

[MpakTuyeckas pabdo

a HEKOTOPBIX BUJIOB IPOr | - Omnpoc
pamm
1.3. IIporpammHsIe 3axia
JUCH, TIyTH HX BHCAPCHHA, [IpakTuueckas padbo
CPEACTBA U METOABI MPOT | Omnpoc
WBOJICUCTBHUS IIPOIPaMMH
bIM 3aKJIaJIKaM
1.4. Metoapl BHEAPEHUS TMpaxTeckas pado
W BBUIBIICHUS POTPaMMH | Omnpoc
BIX 3aKJIaJIOK
1.5. KOMHI:.}OTSpHLIe BUPY MpaxTidcckas pado
CBI KaK 0COOBIH Ki1acc mpo a Omnpoc
IpaMMHBIX 3aKJIaOK
1.1. AHanu3 nporpaMMHbI

. ITpakTryeckas pado
X peannsalmii, samuranp | Omnpoc
OTpaMM OT aHaJIHN3a
1.2. OcobeHHOCTH aHATH3

[TpakTryeckas pado

a HEKOTOPBIX BUJIOB IpoT | - Omnpoc
pamMM
1.3. TIporpammHble 3aKia
JUCH, TTYTH HX BHCJPCHIA, [paktudeckas padbo
CPEACTBA U METOAI IPOT | Omnpoc
WBOJCHCTBHS IPOrPaMMH
BIM 3aKJIaJIKaM
1.4. MeTtonap! BHEAPEHUS TMpaxTieckas pado
M BBISIBIICHHS IPOTPAMMH |/ Omnpoc
BIX 3aKJIAZIOK
1.5. KOMHLIOT?pHLIe BUPY TpaxTideckas pado
CBI KaK 0COOBIH KJIacc Ipo a Omnpoc
IpaMMHbIX 3aKJIQI0K
1.1. Ananu3 nporpaMMHBI
X peanm3arui, 3amuTa mp | Tect Omnpoc
OrpaMM OT aHAJIN3a
1.2. OcobGeHHOCTH aHATHN3
a HeKOTOopbIX BuOB mpor | Tecr Omnpoc
pamm
1.3. IIporpammHsbIe 3aKia
JIKH, TIyTH UX BHEJIPECHUS,
cpexacTsa ¥ Metonsl pot | Tecr Omnpoc

HBOﬂeﬁCTBHH nporpaMMH
bIM 3aKJIaJIKaM




1.4. Metoabl BHEAPEHUS
u BbIsIBIICHUS porpamMmH | Tecr Omnpoc
BIX 3aKJIaJJOK
1.5. KomnbsroTepHble BUPY
CBI Kak 0coOsIif ki1acce mpo | Tect Omnpoc
TpaMMHBIX 3aKJIaTOK
PI5 Ywmenwe : HacTpauBath cu | 1.1. AHanmu3 mporpaMMHBI Mpaxuieckas babo
cTeMbl oOecrieueHus 0e30 | X peanm3anui, 3ammTa mp Tap p Omnpoc
MTACHOCTH, aHAJIM3UPOBATh | OTPaMM OT aHAJIN3a
uX paboTy; NpOSKTUPOBaT | 1.2. OcoGEHHOCTH aHAH3 e
b TIOCTPOEHHUE CHCTEMBI O | a HEKOTOPBIX BUIIOB MPOT Tap p Omnpoc
€30I1aCHOCTH B PaMKaX HH | pamMM
hopmarHoHHO# cucTeMBl | 1.3, TIporpaMMHbIE 3aKia
JUCH, TIYTH HX BHCAPCHI, [pakTudeckas padbo
CPE/ICTBA M METOBI IPOT | - Omnpoc
HMBOAEHCTBUS IPOTPAMMH
BIM 3aKJIAJIKaM
1.4. MeTtonbl BHEAPEHNUS MpaxTiicckas pado
H BBUBIICHHA IDOTPAMMH. | Omnpoc
BIX 3aKJIaJIOK
1.5. KomnbroTepHble BUPY TpaxTidcckas pado
CBI KaK 0COOBIH KJIacc Ipo Omnpoc
Ta
IpaMMHBIX 3aKJIQJI0K

4 Onucanue NpoueAypbl OLeHUBAHUSA

KauectBo copMupoBaHHOCTH KOMIETCHIIMA Ha JAaHHOM JTare OICHUBACTCS I10
pe3ysbTaTaM TEKYIIUX U IMPOMEXKYTOUHBIX aTTECTAI[UI MPH MOMOIIN KOJUYESCTBECHHOH OICHKH,
BBIPAKEHHOU B Oaymax. MakcumanbHasi cymMMma OajuioB Mo aucuuIuiiHe (Moayno) paBHa 100
Oamnam.

OIeHOYHOE CPEJICTBO
Bupn yueOHo# nestensHOCTH Teer 1-5 [paktiueckoe 3 | Ox3ame | Uto
aHATHE H ro
JIeKIIMOHHBIE 3aHATHS 20 20
ITpakTHyecKkoe 3aHATHE 60 60
IIpomexxyTodHas arTecTanus 20 20
Htoro 20 60 20 100

CyMmMma 6aioB, HAOpaHHBIX CTYJIEHTOM IO BCEM BUJIaM YUY€OHOH ACSATEIHHOCTH B paMKax
JTUCITUILIMHBL, IEPEBOUTCS B OIIEHKY B COOTBETCTBUHU C TaOIHUIICH.

CymmMa Gaito
s Or1ieHKa 110 TPOMEX
YTOYHOIT aTTecTanu XapakTepucTHKa KauyecTBa ChOpMHPOBAHHOCTH KOMITETCHIIMU
1O JIMCLUILTH "
HE
CTyzieHT IeMOHCTPHpPYET CHOPMHUPOBAHHOCTh JUCIMILTHHAPHBIX KOMIIETEHIINH, 00Ha
PY’KHMBaeT BCECTOPOHHEE, CHCTEMaTHUECKOe U ITy0OKoe 3HaHue y4eOHOro MaTepuana
ot 91 110 100 «3a4TeHo» / » YCBOMII OCHOBHYIO JIMTEPATYPY H 3HAKOM C JIOTIOJHUTEIILHON JINTEpaTypoii, pexome
«OTJINYHOY HJ/IOBaHHOU IPOTPaMMOii, yMmeeT CBOOOIHO BBIMOJIHATE NPAKTHYECKHE 3aJaHusl, MIPe
YCMOTpPEHHBIE TIPOTPaMMOii, CBOOOJHO OTIepHUpYeT NPUOOPETEHHBIMU 3HAHUSIMH, YME
HUSIMH, TIPUMEHSICT MX B CHTYAIMSX MOBBIIICHHOMN CIIOKHOCTH.
CTyzeHT IeMOHCTpUpPYET CPOPMHUPOBAHHOCTS JUCIHTLIMHAPHBIX KOMIIETEHITHH: OCHO
76 90 «3a4uYTCHO» / BHBIC 3HaHUS, YMEHUS OCBOCHBI, HO JOITYCKArOTCd HE3HAUYNUTECIIbHBIC OLUI/IGKI/I, HETOYH
ot o «XOopomo» OCTH, 3aTPYAHEHUS IPYU aHAJTIUTUYECKUX OTIE€palUAX, [IEPEHOCE 3HAHUU U yMeHI/lI\/'I Ha H
OBbIC, HECTAHIAPTHLIC CUTYalluH.
CryzieHT AeMOHCTPHPYET CPOPMHUPOBAHHOCTD TUCHUIUIMHAPHBIX KOMIIETCHIIUI: B X0
«3auTeHO» / Jie KOHTPOJIBHBIX MEPOIIPHUSATHII IOMYCKAIOTCS 3HAYUTEIIHBIC OIMOKH, TPOSBILSIETCS O
or 61 10 75 «yJOBJIETBOPHUTENb | TCYTCTBHE OTCIbHBIX 3HAHMII, yMEHHI, HABBIKOB [0 HEKOTOPHIM AUCLIMILTMHAPHBIM K
HO» OMIICTEHIMSAM, CTYACHT HCIBITHIBACT 3HAUYUTENIbHbBIC 3aTPYJHEHHUS MTPU OINEPHUPOBAHN
Y 3HAHHUSIMU U YMEHUSMH IIPU UX NEPEHOCE Ha HOBBIC CHTYALHH.




«HE 3aUTEeHO» /

oT 41 o 60 «HEYJOBJIETBOPHUTE
JIBHO»

«He 3a4TeHO» /

ot 0 1o 40 «HEYJOBJIETBOPUTE

JIBHO»

v CTyAC€HTa HE C(i)OpMI/IpOBaHI)I JUCHUIITIMHAPHBIC KOMIICTCHIUH, ITPOSABIISICTCSA HELOC
TaTOYHOCTb 3HaHPII71, yMeHHﬁ, HaBBIKOB.

JlucuuminHapHbIe KOMIIETEHIIMU He copMupoBaHsl. [IposBiseTcs mojJHoe MM Ipak
THYECKU MTOJTHOE OTCYTCTBHUE 3HAHHH, YMEHUI, HABBIKOB.

5 HpI/IMepHLIe OLICHOYHBIC CpEeACTBA

5.1 KoHTpoJILHBII TecT

1. Kro sABasieTcss OCHOBHBIM OTBETCTBEHHBIM 32 OINpeldeJeHHEe YPOBHA
kjaaccupukanuu napopmanun?

A) PykoBoauTenb cpeHero 3BeHa

b) Briciee pykoBoicTBO

B) Binagenen

I') [Tonws3oBarens

2. Kakas kareropusi fiBjisiercsl Hau0ojiee PUCKOBAHHON 1Jisi KOMIIAHMU € TOYKH
3peHusi BepOATHOI0 MOLLICHHNYECTBA U HapylIeHus O0e3onacHocTu?

A) CotpynHuKH

b) Xakepsl

B) Arakytomiue

I') KonTparenTs! (Jinna, paboTarouiyie mno 10roBopy)

3. Ecau pa3iuyHbIM IpyNnaM I0Jib30BaTesieil ¢ pa3/IfYHbIM YPOBHEM J0CTyNa
Tpedyercst JOCTYN K OJHOM M TOil ke MH(POPMALMH, KaKoe U3 YKA3aHHbIX HUIKe JelCTBHI
cjefyeT NpeANPUHATH PYKOBOACTBY?

A) CHu3uTh ypoBEHb 0€30M1aCHOCTH ITOM HHpOpMaLUU I oOecriedeHus e€ JOCTYITHOCTH
1 y100CTBa UCIIOJIb30BAHUS

b) TpeboBaTh mojmucaHus CHELUAIBHOIO pa3pelleHus KaKIbld pa3, KOrjga 4eioBeKy
TpeOyeTcst JOCTYI K ATOH HH(OpMaIHH

B) YayumuTh KOHTpOJIb 32 6€301aCHOCTBIO 3TOM MH(OpMaIu

I') CHu3UTH ypoBeHb KiacCU(PUKALUU 3TON HHPOpMALUH

4. Kakas M3 nNpuUBeI¢HHBIX TEXHHUK SIBJSIETCS CaMOW BaXKHOW mnpu BbIOOpe
KOHKPETHBIX 3alIUTHBIX Mep?

A) AHanuz pucKoB

b) Ananu3 3aTpat / BBIFOJIbI

B) Pesynbratel ALE

I') BeisBienue ysi3BUMOCTEHN U yTpo3, SBJISIOIINXCS IPUYUHON prUCKa

5. YTo Jy4ie Bcero onuchiBaeT nejb pacuéra ALE?

A) KonmdecTBeHHO OIIEHUTh YPOBEHb 0€30MacHOCTH CPEIb

b) OuenuTh BO3MOXKHBIE IOTEPU AJIS KAXKJI0W KOHTPMEpPHI

B) KonnuecTBeHHO OIIEHUTH 3aTpaThl / BHITOJIBI

I') OueHuTh NOTEHIIMANIBHBIE TIOTEPU OT YIPO3bI B TOJ1

6. Uro u3 mnepeuyMciIeHHOr0 He SIBJsieTCH 3aJavyell PYKOBOJACTBa B Ipolecce
BHE/JPEHHS U CONPOBOXKAeHUs Oe3onacHoCTH?

A) Iomnepxka

b) Brinonnenue ananusa puckoB

B) Onpenenenue nenu u rpaHuil

I') lenerupoBanue MOJTHOMOYHHA

7. Urto Takoe COBIT u kak oH oTHOCHTCSI K pa3padoTke cucTeM MHGOPMAILUOHHOM
0e30I1aCHOCTH U NporpamMm Ge3onacHocTu?

A) Crcok cTaHIapTOB, MPOLEYp U MOJUTHUK 715 pa3paboTKy MporpamMmbl 0€30MacHOCTH

b) Texymas Bepcus ISO 17799



B) CtpykTypa, koTOpas ObU1a pa3paboTaHa [Jisi CHIPKEHHSI BHYTPEHHETO MOLIICHHUYECTBA
B KOMITAHUSIX

I') OTKpBITHIN cTaHAAPT, ONPEAEISIFOIIMM eI KOHTPOJISA

8. 3amura uHpopMaAUM OT YTEYKH — ITO AeSATEJIbHOCTH 10 NMPEeA0TBPAIEHUIO:

A) Tlomydenuss 3amuiaeMoil WHGOpPMAMKA 3aWHTEPECOBAHHBIM CYOBEKTOM €
HapyIICHHEM YCTAHOBJICHHBIX IPABOBBIX JOKYMEHTOB WJIM COOCTBEHHHKOM, BIIaJeNbLEM
UH(OPMALIUK TIPaB WU MPABHJI IOCTYIA K 3alIUIaeMoi HH(opMaIuu

b) BosneiicTBus ¢ HapylleHMEM YCTaHOBJICHHBIX IpaB W/WIM MpPaBUI HA W3MEHEHUE
UH(OPMAaLINH, TPUBOASAIIETO K HCKAKEHHUIO, YHUUTOKEHHIO, KOTIMPOBAHUIO, OIOKMPOBKE JIOCTYIA
K uHQOpMaINM, a TaKKe K yTpare, YHUYTOKEHUIO WU cOO0I0 (PYHKIIMOHUPOBAHUS HOCHUTENS
uHpopManun

B) BosneiicTBus Ha 3amuinaeMyr0 HHGOPMAIUIO OMIUOOK MOJIb30BaTesl MHPOpMAIIHEH,
c00s1 TEXHUYECKUX U MPOTPAMMHBIX CPEJCTB MH()OPMAIIMOHHBIX CHUCTEM, a TaKXKe MPUPOIHBIX
SBJIICHUI

I') HexkoHTponupyeMOro pacHpoCTpaHEHHUs 3aluiiaeMoi wuHpopmamuu 0T &
pasriaiieHus, HECAHKIMOHUPOBAHHOTO JI0CTYIIa

) HecankumonnpoBaHHOro JIOBEIEHHUS 3alMuaeMon nHbopManuH iy
HEKOHTPOJIUPYEMOTO KOJIMYECTBA MoIydaresaeit nHpopmaiuu

9. AHTHBHpYC 00ecnie4uBaeT MOUCK BUPYCOB B ONEPATHBHON NMAMATH, HA BHEIIHUX
HOCHUTEJIAX MYTEM MOACYETAa U CPAaBHEHHS € ITAJTOHOM KOHTPOJILHON CyMMBI:

A) Jlerexrop

b) okTop

B) Ckanep

I') PeBuzop

) CTopox

10. AHTHBHMpPYC He TOJBKO HAXOAUT 3apaskéHHbIe BUPycaMu (aiiibl, HO U “JeyuT”
HX, TO ecTh yaajsieT u3 ¢aiiia Teao nmporpaMMsl BUPyca, Bo3Bpamas (paijibl B HCXOAHOE
COCTOSIHME:

A) [lerextop

b) loxTop

B) Ckanep

I') PeBuzop

) Ctopox

11. AHTHBHpYC mNpeAcTaBjIAsieT C000i HeOOIbIIYI0 PpPe3UACeHTHYI0 MNporpaMmmy,
NpeJHA3HAYeHHYI0 /i OOHapyKeHUsl TOAO3PMTEJbHBIX [eHcTBUII mnpu padorte
KOMIIBIOTEPA, XapAKTEPHBbIX AJI51 BUPYCOB:

A) Jlerextop

b) loxTop

B) Ckanep

I') PeBuzop

1) Ctopox

Kpamkue memoouueckue ykazanus

TecToBble 3amaHusl COCTOSIT M3 BONPOCA M HECKOJBKUX BapUaHTOB OTBeTa. PemeHue
npezcTaBisieT coboil ykazaHue HoMepa Bompoca U OyKBY, KOTOpoil 0003HaueH MpaBUIIbHBIH, 110
MHEHUIO CTYJeHTa, BAPHAHT OTBETA.

IlIxana oyenku

OreHka basbl Onucanue

5 5 CTyIeHT IOMycTII He OoJiee 2X OMHUO0K

4 4 Cryzent coBepuni oT 3 1o 6 ommMOOK B OTBETaxX Ha TECT
3 2-3 Cryzent coBepumi ot 7 10 10 onmbox B 0TBETax Ha TECT
2 0-1 Cryzent coBepun 11 u Gosee ommOOK B OTBETAaX HA TECT




5.2

NS

© ®

MIOBTOP

IIpumepHbIe BOpockl

B uem 3akirouaercst onacHOCTh IPOrPAMMHBIX 3aKJIa10K?

Kaxkue nmporpammHbIe 3aKJIaIKH Bbl 3HaeTE?

Uro takoe nH(HOPMAIIMOHHBIHN TOTOK?

Kak B pamkax cyObeKTHO-OpUEHTUPOBAHHOM MOJIETN OMUCHIBACTCS ONepaus
MOPOX/IEHUS] HOBOTO CyObeKTa gocTyna?

Kakumu neymsa npuurHamMu MokeT BbI3biBaTbesi HCJL B pamkax
CyOBEKTHOOPHUEHTUPOBAHHON MoIen?

Yro Takoe mporpaMMmHas 3akjaaaKa’?

Kakue mozienu B3auMOAENCTBUS TPOTPAMMHOM 3aKJIAJKHU C aTAKyeMOW CUCTEMOM BbI
3Haere?

Kak hopmanbHO onpeaensieTcss MOJeINb «HAOTI0AATENb»?

J1s1 uero yarie BCero NpUMEHSI0TCS IPOTrpaMMHBIE 3aKJIaIKU MOJIENN «HAOII0AaTeNb»?

10. KaxoBbI TUITHYHBIE HEJOCTATKN MPOTPAMMHBIX 3aKJIaJOK MOJICIH «HAOII0ATEIb)?
11. Kak nporpaMMHbI€ 3aKJIaJIKH MOJENU «HAOI0AaTeNb» 00bIYHO 00ECIEeUnBAIOT CBOIO
HYI0 aKTUBU3ALIMIO [TOCIIE TIEpe3arpy3Ku aTaKOBaHHOMN OIEpPallMOHHON cucTeMbl?

12. Kak BeIIAOUT 00IIas cxeMa B3aMMOJAEHCTBUS KIMEHTCKOM M CepBepHOM uacTei

IPOTPAMMHOM 3aKJIAJAKH MOJICIIH «HAOII0JaTeIb»?

13. Kakue mnpeumymniecTBa JaeT MNPOTPAMMHON 3aKJIaJKe MOJENH «HAOII0JaTeNb)

MOJYJIbHAsI ApXUTEKTypa?

TaK XC

14. Kak ¢opmanbHO onpeaensieTcsi MOAEINb «IepexBaT»?

15. Kak ycTpoeHsl nepexBaTyiKku naposieid nepporo poja?

16. Kak ycTpoeHsl nepexBaT4iKy mapoJieid BToporo poja’?

17. Kak ycTpoeHsl nepexBaTUiKy NapoJieil TpeTbero poaa?

18. Kak yctpoeHbl MOHUTOPBI (haliIOBBIX CUCTEM?

19. Kaxk ycTpoeHbl MOHUTOPHI CeTH?

20. Kak dbopmanbHO omnpeaensieTcss MoJeNlb «yOopka Mycopan?
21. Kak (hopMabHO OTIpeIEISIETCSI MOEIh «MCKAKEHUE)?
Kpamkue memoouuecxue ykazanus

JUJist TIOATOTOBKY K AK3aMEHY CTYACHTY HEOOXOIUMO M3y4HTh JICKIIMOHHBI MaTepHal, a
MaTepHal MpeICTaBICHHBINA B TOMOIHUTEIBHBIX HCTOUHUKAX.
IlIxana oyenku

Onenka

Bamisr Omnmcanne

O11eHKa «OTJINYHOY BBICTABILSIETCS CTYJCHTY, €CIIN OH TITyOOKO M MIPOYHO YCBOWJI IIPOTPAMMHBI
1 MaTepuan UCYEPIBIBAOLIE, TOCIEA0BATENBHO, YETKO M JJOTHUECKH CTPOHHO €ro Hu3naraer

, YMEET TECHO YBS3bIBaTb TEOPHIO C

IIPAKTUKOH.

14-20

O1eHKa «XOPOIIO» BEICTABIISIETCS CTYACHTY, €CIIH OH TBEPAO 3HAET MaTepHal, TPAMOTHO H TO C
YIECTBY M3JIaraeT ero, He AOITyCKasl CYIECTBEHHBIX HETOYHOCTEH B OTBETE HAa BOIIPOC, MPABHII
BHO NIPUMEHSET TEOPETHIESCKHE

N10JIOXKEHUs! IPH PEIIeHNH IPAaKTUYECKUX BONIPOCOB U 3ajau.

8-12

OLeHKa «yJI0BJIETBOPUTEIBHO) BBICTABIISETCA CTYIEHTY, €CJI OH UMEET 3HaHHsI TOJIbKO OCHOB
2-6 HOTO MaTepuasa, HO He YCBOMJI ero AeTaneil, 1omycKkaeT
HETOYHOCTH, HEJIOCTATOYHO NPABMIbHBIE (DOPMYIHPOBKH.

OHBHK& «HEYAOBJIECTBOPUTECIBHO» BBICTABJIACTCA CTYACHTY, KOTOpBIﬁ HC 3HACT

0-2 "
SHA4YUTCJIbHOU YaCTU NPOIrpaMMHOI'0O MaT€pHrajia, JONYCKACT CYIIECTBEHHLIC OIIIHOKH.

5.3

IIpumepsI 3axannii UIs1 BHIMOJTHEHUS MPAKTHYECKUX padoT

HpaKTI/I‘-ICCKOC 3aJaHucC Nel: HpOCKTI/IpOBaHI/IC CHUCTCMBI 3alllMThI KOH(I)I/I,Z[CHI_II/IaHBHBIX

JaHHBIX

HeJ’IL 3aJaHus: pasp aboTaTh CUCTCEMY YIIpaBJICHUA IpaBaMu AOCTYyIIa K

KOH(UICHIMATBbHON HH(OPMAaLIK B OpraHU3aI|H.

3agaHust:



Omnpenenure Ki1acCUUKAIMIO TaHHBIX B Balleld OpraHU3allMd COTJACHO YPOBHIO
KOH(HICHIIMATBHOCTH.

PazpaboraiiTe MaTpuily AocTyma Jisi pa3HBIX pOJIEH COTPYAHHMKOB, BKIIOYAs YPOBHH
JI0CTyTa K IOKYMEHTAaM U PecypcaMm.

[Ipennoxxute MEXaHU3M ayIuTa U MOHUTOPUHIA JOCTYIA K JAHHBIM.

[ToaroToBbTE MHCTPYKLUIO IO AEHCTBHUAM B Cllydae MHLIUACHTA 0€30I1aCHOCTH.

Pesynbrar: mpe3eHTanus MOAEIM CUCTEMBI 3aLIUThl U OTYET C ONMCAHMEM MEXAaHU3MOB
peaM3anuy.

[Tpaktuyeckoe 3amanue Ne2: O630p aHTUBUPYCHBIX PELICHUI

Ilens 3amaHusA: NPOBECTH CPABHUTEIBHBIM aHAIW3 IONYJSAPHBIX AHTUBHUPYCHBIX
IPOJYKTOB U BHIOPATh ONTUMAIBHOE PEIICHHE JJI1 KOHKPETHOTO TUIIA OpTraHU3aIUi.

Samanus:

HccnenyiiTe ppIHOK COBpEMEHHBIX aHTUBUPYCHBIX Mporpamm (Kaspersky, Dr.Web, ESET
NOD32).

[IpoBenuTe TecTUpOBaHUE BBIOPAHHBIX AHTUBHPYCOB Ha BHPTYAIbHOH MalIuHe C
UCIIOJIb30BAaHUEM TECTOBBIX BPEIOHOCHBIX (DaiiiIoB.

CocraBbTe TabnMIy CpaBHEHUS MO KpUTEpHsM: 3()(PEeKTHBHOCT, MPOU3BOAUTEIBHOCTS,
CTOMMOCTb JIMIIEH3HH, Y00CTBO HHTEpdeiica.

CrenaiiTe BBIBOJ O JIYYIIIEM MPOAYKTE UCXOJS U3 BAIIUX MOTPEOHOCTEH.

Pesynprat: Tabauma cpaBHEHUS U MUCbMEHHBINA OTYET C BHIBOJAMH.

[IpakTnueckoe 3aganue Ne3: [lludgpoBanue naHHbIX

Lesb 3a1aHUs: HAYYUTHCS IPUMEHATh KPUOTOrpaprUUecKUue METOAbI IS 3alUThl JaHHbIX.

3anaHus:

Cosznath 3amu@poBaHHBIA aApXUB METOJJOM CUMMETpuuHOTro mudppoanus AES-256.

PeanmzoBaTh nporecc aemuppoBKH apXuBa ¢ UCIOJIb30BaHIEM KITIOYA.

ITpoBepuTh LETOCTHOCTH 3aIU(PPOBAHHBIX JAHHBIX C OMOILBIO IU(PPOBBIX MOIMUCEH.

[TpopeMoHCTpHUPOBATH pabOTY CIIEHAPHS HA PUMEPaX pPeatbHbIX (ailsloB.

Pe3ynpraT: neMOHCTpallMOHHBINA clieHapuil MmudpoBaHUs-Ienpalud U OTYEeT ¢
UHCTPYKLHUSMHU.

ITpaktnyeckoe 3amanue Ned: Pa3zpaGoTka 3alIMTHOIO MEXaHHM3Ma IPOrPaMMHOIO
POJYKTa

Lenb 3aanus: co31aTh NPUIIOKEHHUE C JIEMEHTaMH 3allUThI OT B3JI0Ma U MOJU(PHUKAINH.

3anaHus:

Hanumure npocroe npunoxkenue Ha Python mium JavaScript ¢ 6a30BbIM (yHKIIHOHATIOM
(Hampumep, KaJabKyJIsATOp).

Jlo6aBbTe MeXaHH3Mbl 3aIIUTHl MPUIOKEHUS: XSUIMPOBAHUE BAKHBIX KOMIIOHEHTOB,
IIPOBEPKY LIETIOCTHOCTH HUCIIOJIHAEMOTO (aila.

[Tokaxxute mpoueaypy 006xoja pa3pabOTaHHBIX BaMH 3alIUTHBIX MEXaHH3MOB.

Onumure cnocoObl MOBHINIEHNS YCTOMYMBOCTH BaIIETo MPUIIOKEHUSI IPOTUB aTak.

Pesynprar: pabounii MpOTOTUN HPUIOKEHUS C 3alIUTONH M JOKIaX C pe3yjibTaTaMH
TECTUPOBAHUS.

[TpakTryeckoe 3amanue Ne5: MojenupoBaHue aTaki Ha B€O-IIPUIIOKEHHE

Henb 3amaHus: M3Y4UTh THUIBlI YSI3BUMOCTEM BeO-IpUIIOKEHUH U pa3paboTaTh Mephl
IPOTUBOAECUCTBHS.

3agaHus:

Bribepure nonyssipHoe BeO-IIPHIIOKEHHE C OTKPBITHIM KoJoM (Harpumep, WordPress).

Haiinure u mnpoaemonctpupyiite SQL-uHbekunn, XSS-ysa3BUMOCTH, MEXCaWTOBOE
BBITNIOJIHEHUE CKPUIITOB.

Hactpoiite WAF (Web Application Firewall) myist mpenoTBpalieHus BbISIBICHHBIX aTak.

Jlokaxxute paboTOCIIOCOOHOCTD 3aIMTHI C TTOMOIIBIO TOBTOPHOT'O TECTUPOBAHUS.

Pesynbrar: mogpoOHbINi OTYET C ONMMCAHUSMHU HAWJAEHHBIX YSI3BHUMOCTEH M CHOCOOOB
3aILUTHI.



Kpamkue memoouuecxue ykazanus

JI71s1 yCTIeNTHOTO BBITIOTHEHUS MPAKTUUECKUX PabOT CTYICHTHI JOHKHBI TTOCIIEI0BATEILHO
MPOMTHU ATalnbl MPOCKTUPOBAHUS, aHAIM3a, TECTUPOBAHMS U JIOKYMEHTUPOBAHHUS PE3YJIbTATOB.
PexoMeHmyeTcsi HMCMOJBb30BAHUE  CICIUATU3UPOBAHHBIX HMHCTPYMEHTOB M TEXHOJOTHUM
(aHTUBHPYCHBIE TPOAYKTHI, CPEICTBA IMUPPOBAHMUS, WHCTPYMEHTHI aHAN3a YSI3BUMOCTEH).
NtoroBbie OTYETHI AOJKHBI COAEPKATh YETKOE H3JIOKEHHE II€JIeH, BBINOJHEHHBIX ATalloB,
MOJIyYEHHBIC PE3YyNIbTaThl W BBIBOABI MO KaXKIAOMY 3amaHuio. Ocoboe BHHUMaHUE YACTSCTCS
CaMOCTOSITEIbHOMY HCCJICIOBAaHUIO PBIHKA PEIICHWH W BHIOOPY ONTHMAJIBHBIX IMOJXOJ]OB IS
KOHKPETHOU CUTYyallUH.

LlIxana oyenku

OrneHka Bamsl Onucanue
5 45-60 OHCHKa «OTJIMYHO» BBICTABJISICTCA, €CJIU CTYACHT BBIIIOJIHUII 3aJaHUE, IIPABUIIBHO
TIPUMEHWJI METOAbI.
OHCHKa «XOpOMIO» BBICTABIIAICTCA, €CJIU CTYACHT BBIITOJHUII 3a/laHUEC, IIPABUJIBHO
TIPUMCEHUJT METO/IbI, HO COBEPINJI JIOTUYCCKUE OIIIMOKH.
OHCHKa «YAOBJICTBOPUTEIIBHO» BBICTABJIAECTCSA, €CJIA CTYACHT BBIIIOJIHUJ 3alaHUEC,
HO IIPUMCHHUJI METObI HE BCE HCOGXOHI/IMBI@ METOIBI AJIsI €0 BBIIIOJIHCHHU.
OHGHKa «HCYOOBJIETBOPUTEIIBHO» BBICTABIICTCA B CIydac, €CJIN CTYJACHT HE BBIIOJHWI 3aJaHUEC w/

2 0-13 WIA HEBEPHO MPHMCHHI METOJbI HEOOXOMUMBIC €ro
BBITOJIHEHHS.
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