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1 Hessp, nuiannpyemMble pe3yabTaThl 00y4eHHs 110 AUCHHUIINHE (MOLYJII0)

Lenpro n3ydeHHs: AUCHUIUIMHBI «3alIUTa IPOIPaMM U JAHHBIX» SBIISIETCS TEOpPETUYECKAs
Y IIPAKTHUYECKas MOATOTOBKA CIIEHUAIMCTOB K JEATEIILHOCTH, CBSI3aHHOW € 3alIUTON IPOrpaMM U
JTaHHBIX; GopMuUpoOBaHUEe y 00y4aeMbIX MpodeccruoHATbHBIX KOMIETEHIIMM B 3KCILTyaTallMOHHO
TEXHUYECKOH W HAay4YHO-HCCIIEAOBATENBCKOM 00JacTAX MpoecCHOHATBHON NesSTeNbHOCTH B
coorBerctBuu ¢ OIl cmenmaneHoctn  10.05.03 - «MudopmanmonHas 6e30MacHOCTh
ABTOMATHU3UPOBAHHBIX CUCTEM).

3aauy TUCHUIUIMHBI «3allyTa IporpaMM U JaHHBIX» - 00ECIEUYUTh OCBOCHUE:

- OCHOBHBIX NPUHIMNOB aHanu3a [10; - 0CHOB HU3KOYPOBHEBOT'O IPOrPaMMHUPOBAHUS;

- IPUHLIMIIOB HU3KOYPOBHEBOM OTJIA/IKU U UCCIIEI0BAaH

[TnanupyeMbIMH pe3ysibTaTaMyd 0Oy4eHUS MO JAUCIHUILINHE (MOIYJIIIO), SIBISIOTCS 3HAHUS,
yMeHHUsl, HaBbIKU. [lepeueHp MmiaHupyeMbIX pe3ysbTaToB OOyYeHUs MO IUCHUILUIMHE (MOIYIIO),
COOTHECEHHBIX C IUIAHUPYEMBIMU pe3yJIbTaTaMU OCBOCHHUS O0O0pa30BaTENbHONW MPOTPAMMBI,
npejcTanieH B Tabnuue 1.

Tabmuna 1 — Komnerenun, popMupyeMbie B pe3ylibTaTe W3Y9EeHUS TUCIUILTHHBI (MOTYJIs)

PeSyJ’ILTaTLI 06yqu1/I$[ 0 AUCIUILIINHE

Kon u Konn

(hopmymHIpoBKa
UHJIMKATOpa
JOCTHIKEHHS

KOMITICTEHIIHN

Hazsanne OIIOIT
BO, cokpaienHoe

($opMyIHpOBKa Kon

KOMIICTCHIIUU pe3yiib (I)OpMyJ'II/IpOBKa pe3yiibTara

TaTa

10.05.03
«MupopmannonHas
0e30IacHOCTh
aBTOMaTI/ISI/IpOBaHHbIX

cHCTEM»
(11B)

TIKB-1 : Cnocoben
pa3pabaTbIBaTh
TIPOEKTHI
OpraHu3aIMOHHO-
PacTopSIUTEIBHBIX
JIOKYMCHTOB
periaaMeHTHPYIOIIIX
nH(pOpPMaLMOHHYIO
0e301acHOCTb
Ou3HEC- MPOIECCOB
OpraHu3au

[KB-1.1x :
UACHTUPHUIAPYET
Ou3HEC-IPOIIECChHI
MPOUCXOIAIINE B
OpraHu3aIlHH,
orpezenser
BO3MOIKHBIC
YTPO3bI
HHPOPMAIMOHHOM
Oe3omacHOCTH

PJI4

3Hanne

0COOEHHOCTH
MOCTPOCHHUS U
(GYHKIIMOHUPOBAHUS
OCHOBHBIX BHIOB
CHUCTEM 00CCIICUCHHUS
06€30MaCHOCTH, UX
MECTO B
undpacTpykrype
HHPOPMATMOHHOM
CHUCTEMBI U
0COOEHHOCTH MX
IKCILTyaTaI[U

P15

YMenne

HACTPaUBATh CUCTEMbI
obecrieyeHHs
0Ee30I1aCHOCTH,
aHATU3UPOBATh UX
pabory;
MIPOSKTHPOBATH
MMOCTPOCHHUE CHCTEMBI
0€30MacHOCTH B
pamKax
HHPOPMATMOHHOM
CHCTEMBI

PJI6

3Hanne

METOIUKOMI
YIOpaBJICHUS U
MOJICPHU3AITHS
MOJICUCTEM
0e30MacHOCTH;
HaBBIKAMU
OpTraHU3aIH PaOOTHI
0 pa3paboTke,
DKCITTyaTaluH U
BHE/IPCHHIO
aBTOMAaTU3UPOBAHHOM
CHUCTEMBI C YIETOM




TpeboBaHUI
nHHOPMAITMOHHOM
0€30MacCHOCTH

[IKB-2 : Criocoben
pa3pabaTbIBaTh
MOJZENH yIpo3
0e30macHOCTH 1
(dhopmupoBaTth
TpeOOoBaHUS K
3amuTe
nHdopmanuu B
OpraHM3aI}y.

[TIKB-2.2x :
Buenpser
IPOrpaMMHBIE U
IPOrpaMMHO-
anmnaparHble
Cpe/CTBa 3aIUTe
nHdopmanuu B
MH(OPMALMOHHBIX
cucreMax

P/

3HaHue

OCHOBHBIE ITPUHLIUIIBI
OpraHu3aLix
TEXHUYECKOTO,
HIPOrPaMMHOTO U
UHPOPMATNOHHOTO
obecrieueHust
3aIIUIIEHHBIX
nH(pOpMaMOHHBIX
CHCTEM; OCOOCHHOCTH
MOCTPOCHHUS U
(YHKIIMOHUPOBAaHUS
OCHOBHBIX BHJIOB
CHCTEM O0ECTICUCHNUS
0€30I1aCHOCTH, MX
MECTO B
HHPPACTPYKType
HHPOPMATMOHHON
CHCTEMBI

P2

YMmeHue

000CHOBBIBATH
TPUHIIATII
OpraHu3aIiK
TEXHUYECKOTO,
MPOTPaMMHOTO U
nH(pOpMaLMOHHOTO
obecrieyeHHS
HHPOPMAITMOHHOM
0€30I1aCHOCTH;
MPOEKTUPOBATH
MOCTPOCHHUE CHCTEMBI
0E30MacHOCTH B
pamKax
HHPOPMATUOHHOM
CHUCTEMBI; IPOBOIUTH
KOHTPOJIbHBIC
MIPOBEPKH
paborocmocobHOCTH
MPUMEHSIEMBIX
MPOTrPaMMHBIX
CPE/ICTB 3aIUTHI
nHPOpPMALIUU

P13

Hasrix

orpe/ieeHUsI
HEOOXOIUMOTO
00JIMKa 3alUIaeMoi
CHUCTEMBI

B mporecce ocBOeHUS TUCIUIUIMHBI PEMIAIOTCS 3aJadll BOCIHTAHUAS TapMOHUYIHO
pa3BUTOM, MATPUOTUYHONW U COIMAILHO OTBETCTBEHHOW JTUYHOCTH HA OCHOBE TPAIHIIMOHHBIX
POCCHICKHX JTyXOBHO-HPABCTBEHHBIX U KYJIbTYPHO-UCTOPUICCKUX IICHHOCTEH, TPEICTABIICHHBIC
B Tabmume 1.2.

Tabmuma 1.2 — [{eneBbie OpuEeHTHPHI BOCITUTAHUS

®DopMUpOBaHUE IEHHOCTEI

BocnurareabHble 3a1a41 Henem)le OPUEHTUPBLI

(I)OpMI/IPOBaHI/le rpamancxoifl MO3UIUU U TTATPUOTU3MA

Bocnuranune YBaXCHUS K KOHCTI/ITyIII/II/I u

N BHMMAaTEIBHOCTE K IETAIAM
3akoHaM Poccuiickoit denepanuu

Fpa)!(ﬂaHCTBGHHOCTI)




DopMuUpoOBaHME TYXOBHO-HPABCTBEHHbIX LIEHHOCTEM
Bocnutanue yyBcTBa foira u
. Bzaumonomoris u
OTBETCTBEHHOCTH Tepe] CeMbEH 1 AKTHBHAas )KU3HEHHAS O3UIIHS
B3aUMOYBAKCHHE
0011IeCTBOM
®opMupPOBaHME HAYYHOT0 MMPOBO33PEeHUS U KYJIbTYPbI MbIILJICHHUSA
Pa3BuTHe N0O3HAaBAaTEIBLHOTO UHTEPECA U Bzanmomomonis u
JMCIUIIMHUPOBAHHOCTD
CTPEMJICHUS K 3HAHUSAM B3aUMOYBaXXEHHE
DopMHUPOBAHHE KOMMYHMKATHBHBIX HABBIKOB H KYJIbTYPbl 001ICHUSA
Bocnutanue KyabTyphl Auainora u Crnyxenue OTeuecTBy U
. BHUMAaTEIBLHOCTE K IE€TAIIM
YBaXXCHUsI K MHEHHIO IPYTHUX JTIOACH OTBETCTBEHHOCTH 32 €ro CyAb0y

2 Mecto aucuuniuHbl (MoayJisi) B ctpykrype OIIOIT

JlucuMIuIMHA OTHOCHTCS K 4YacTH, (GopMHpyeMas y4acTHUKaMH 00pa3oBaTeIbHBIX
OTHOLIEHUH W OMMpEeTCcs Ha AWCUUIUIMHBL: [IporpamMmHo-anmapatHble cpeicTBa oOecrneueHus
UHPOPMALIMOHHOW 0e30macHOCTH | HeoOXoauMa it IpoxokaeHus [Ipon3BoacTBeHHAS
npodecCuoHaAIbHAS TIPAKTUKA

3. O0bem AuCHUNIMHBI (MOAYJIS)

O0bemM JuCHUIUIMHBI (MOAYJSl) B 3a4ETHBIX E€IUWHUIIAX C YKa3aHUEM KOJIMYECTBA
aKaJeMHYECKHX YacOB, BBIIEICHHBIX Ha KOHTaKTHYIO paboTy ¢ oOydaromumucs (O BUIaM
yueOHBIX 3aHATUI) U HA CAMOCTOATEIbHYIO padOTy, IPUBE/IEH B TabauLe 2.

Tabnuua 2 — O6mas TpyJ0eMKOCTb AUCHUIUINHBI

c Tpyno- O0BbeM KOHTaKTHOH paboTHI (Yac)
emecTp | emkocTh
Popwma Yacts (?I?I)I/(l) ) Breaynu- Popwma
Hazsaune OIIOII BO | oGyue- AynuropHas YA CPC aTTec-
s VII Kypc TOpHas .
(300, (3.E) | Beero 1
0300) nek. | mpak. | ma6. | ITA | KCP
10.05.03
WndopmarmonHas
6e30macHOCTh 0D0 CI.B 9 4 83 36 36 0 1 10 61 €]
ABTOMAaTH3MPOBAHHBIX
CHCTEM

4 CTpyKTypa U cojiepKaHue TUCHUILTHHBI (MO1YJIs1)

4.1 CtpykTrypa aucuunjanHbl (MoayJs) aias OP®O

Temarnueckuil IaH, OTPAKAIOUIUI COJAEpKAHUE AMCLUMILIMHBI (IIEPEUEHb PA3AEIOB U
TeM), CTPYKTYPHUPOBAHHOE 110 BUJIaM yU4e€OHBIX 3aHATHH C yKa3aHHEM UX 00bEMOB B COOTBETCTBUU
¢ yueOHBIM IIJIaHOM, NpHUBeJieH B Tabmuie 3.1

Tabnuma 3.1 — Paznensl TUCHUIUIMHBL (MOAYJIs), BUABI yUeOHOM AeATeIbHOCTU U (OPMBI

TeKymero KoHTpods ainst OPO
| Ne I Haspanue TeMbl | I Kon-Bo yacoB, 0TBeIeHHOE Ha | Dopma I




Kog pe- TEKYyLIEro KOHTPOJIS
3ynbTara Jlex [Ipakr JIab CPC
00y4eHust
AHanu3 nporpaMMHBIX PAL
porp P2, OTYET IO NPAKTUYECKON
1 | peanuzauuii, 3ammra 2 4 0 15
HDOrDAMM Or AHAH3A PJ13, pabote, cobeceoBaHme
PP PJ14, PJI5
PAl,
2 OCOOEHHOCTH aHaIH3a P12, 8 4 0 14 OTYET MO NMPAKTUIECKON
HEKOTOPHIX BHIOB IIPOrpaMM P/3, pabote, cobeceoBanne
PJ14, PJI5
[IporpammHbIe 3aKIaKHU, P
TIYTH UX BHEIPCHIA, P2, OTYET IO NPAKTUYECKON
3 | cpencrBa u MetombI 8 4 0 14
. PJ13, pabote, cobeceoBaHme
MPOTHBOACHCTBHS
P4, P15
IPOrPaMMHBIM 3aKJIaJIKaM
MertobI BHEAPEHUS U PAL
A AP P2, OTYET IO NPAKTUYECKON
4 | BbIBICHUS IPOTPAMMHBIX P 8 4 0 14 aBoTe, COBECEIOBAHNE
3aKJIaJI0K > p >
PJ14, P15
PAl,
Kowmbrotepreie Bupycr kax P12 OTYET IO NPAKTUYECKON
5 | ocobsiii kTacc mporpaMMHBIX P I[3, 10 20 0 14 AG0Te. COBECOIOBANIE
3aKJIaJ0K ’ p ’ A
PJ14, P15
HToro no tadsuue 36 36 0 71

4.2 Conep:xaHue pa3aejioB U TeM JUCHUIVIUHBI (Moay.s) st ODO

Tema I Ananuz npocpammHuIx peanusayuil, 3auuma npocpamm om aHaIu3da .

Conepsxanue TeMbl: BBeeHre B «3alIUTy MPOrpaMM U JaHHBIX». OCHOBHBIE TEPMUHBI U
MOHATHUS. MeTo/ SKCIEPUMEHTOB C «YE€PHBIM AMMKOM». CTaTUdecKuid MeTo. JIMHaMHUuecKuid
Meroa. [Iporpammubie OTia0uHbIe CpeAcTBAa. MeToauKka U3ydeHHs MPorpaMM JTHUHAMHYECKUM
MetooM. Metoa MasikoB. Meton Step-Trace mepBoro stama. Meroj anmapaTHONW TOYKH
octanoBa. Meton Step-Trace BToporo srana. 3HakoMcTBO ¢ qu3accembiepom IDA. 3HakoMcTBO
C OTJIaJIYMKaMU pexuMa nojbp3oBaresa. OCBOEHUE CTaTUYECKOT0 U IMHAMUYECKOTO METOJ0B Ha
MIPOCTHIX MPUMEPaX.

@opMBl U METOJBI TPOBEACHHS 3aHITUN MO TeMe, MpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTHH: JICKITUSI, TPAKTUYECKOE 3aHSATHE.

Buabl caMocTOsTENBHOM MOATOTOBKU CTYIEHTOB MO TEME: MOATOTOBKA K MPAKTUYECKOMY
3aHATHIO.

Tema 2 Ocobennocmu ananuza HEKOMoOPvIX 8UOOE NPOSPAMM .

Conepxxanne Tembl: OCOOEHHOCTH aHanM3a OBEpJEHHBIX mporpamMMm. OcoOeHHOCTH
aHanusa rpadpuueckux mnporpamMm Windows. Ilpumep ananmza rpapuueckoil NpOrpaMMbl
Windows. Oco0eHHOCTH aHalu3a MapauieabHoro kojaa. OCOOEHHOCTH aHallu3a KoJia B PeKUMe
sapa Windows. BcroMmoraTenbHble MHCTPYMEHTHI aHaii3a mporpamMM. MOHUTOP aKTHBHOCTH
nporeccoB ProcMon. Ytunura ynpasinenus nponeccamu Process Explorer. 3amuTa nporpamm ot
aHayM3a. 3aluTa OT Ju3acceMOIMpoBaHus. 3aluTa oT OTiIaaAki. MeTo/ibl BCTpauBaHUsl 3al{UThI
B IporpamMMHoe obecnedeHue. [[MHaMuueckoe M3MEHEHHEe KoJa MporpaMmsbl. MckyccTBeHHOE
YCIIOKHEHHE CTPYKTYpHI porpammbl. HectangapTHbie oOpamieHns K GYHKIHSIM OMepariOHHON
cucTeMbl. VICKYCCTBEHHOE YCIIOKHEHHE alropuTMOB 00paOOTKHM HaHHBIX. BrlsiBieHue Qakxra
BBITTOJIHEHHSI TIPOTPAMMBI TTO/T OTJIAAYUKOM. MeToabl 00()yCKaluy 3aIyThIBaHUS POTPAMMHOTO
koza). Co3aHue MpoCTON CHCTEMBI 3aIUThl MPOTPaMMHOIO KOJIa OT aHalln3a. 3HAKOMCTBO C
METOJaMH TIPEOOJICHUS] 3allMThl TPOTPAMMHOTO KoJa OT aHamm3a. [IporpammmpoBaHue
ANTOPUTMOB 00 yCKAIIHH.

@®opMBI U METOABI TMPOBEACHUS 3aHATHUH TO TeMe, TMPUMEHseMble 00pa3oBaTeIbHBIE
TEXHOJIOTUH: JICKIHS, TPAKTUYECKOE 3aHSITHE.



BI/I,Z[BI CaMOCTOSTEIbLHOMN NOATOTOBKHU CTYACHTOB I10 TCMC: IMOATOTOBKA K IMMPAKTUYICCKOMY
3aHATUIO.

Tema 3 Ilpocpammmuvle 3aKnaoku, nymu ux 6HeOpeHus, Ccpeocmeda U Memoobl
NPOMUBOOEICEUSL NPOSPAMMHBIM 3AKAAOKAM.

Copepxanne Tembl: [lonstue nmporpamMuoit 3aknanku. Knaccudukanus nmporpaMMHBIX
3aknangok. CyObeKTHO-OpMEHTHPOBAaHHAs MOJENb  KOMIIBIOTEPHOW  cucTeMbl.  Momenb
«Ha0moAaTenb»: MOAYJIbHAas CTPYKTypa 3aKjiajJK, oOpraHuzamus HHGOPMAlHOHHOTO
B3aMMOJEHCTBUS MEXAY KIMEHTCKOM M CEpBEPHOM 4YacTAMU. 3HAKOMCTBO C IPOTrPAMMHBIMU
3aksagkaMu. [TocTpoeHune moauTuky 6€30MacHOCTH, 00ECTIEYNBAIOIIEH BHICOKYIO 3alIUIICHHOCTh
OT MPOrPaMMHBIX 3aKJIaOK MoOJIeNb «I1epexBaT»: MepeXBaTYMKU MapoJieil mepBoro, BTOPOro H
TPEThEro poja, 3alluTa OT MepexBaTUMKOB Mapoisieil mepBoro pona B Windows, cpeactBa u
METO/BI IepexBaTa CETEBOr0 Tpaduka, IepexBaT OOpaIleHUH IOJIb30BaTENs K JTOKYMEHTaM,
JJIEKTPOHHOU MOYTe M BeO-cTpaHHIaM. MoOJelb «UCKaXEHHe»: MPUMEHEHHE MPOrpaMMHBIX
3aKJIQAOK Ui~ HECAHKIMOHMPOBAHHOTO  TOBBIMICHUS  TOJHOMOYMHA  TOJB30BATEIIs.
HecankimoHnupoBaHHOE HCIIOJNB30BAHUE CPEACTB JAMHAMUYECKOTO H3MEHEHHUS MOJIHOMOYUM.
[Topoxnenue no4YepHEro IMpolecca CHCTEMHBIM ImporeccoM. Moaupukamus MallMHHOTO KOJAa
MOHHTOpa 0Oe30macHOCTH O00BEKTOB. [IpeAnochUIKM K BHEAPEHUIO MPOTPaMMHBIX 3aKiIa/IoK:
YSI3BUMOCTH TIPOTPAMMHOT0 00ECTIeUeHHSI, YSI3BUMOCTH TTOJIUTUKY O€30IaCHOCTH, YeJI0BEYECKHUIA
dakrop. Ilepenomnenus OydepoB. OTCyTCTBHE HEOOXOIUMBIX MPOBEPOK BXOJHBIX JAHHBIX.
GetAdmin. Yszumocts %00. HexoppekTHbiid KoHTEKCT O6e3onacHocTi. AdminTrap. Cucremubie
OKHa Ha pabodem cToje nonb3oBarens. Ycrapepmue Gynkuuu. NetDDE Exploit. WMF Exploit
(MS06-001). [pyrue ys3BUMOCTH. YS3BUMOCTh program.exe. OTCyTCTBHE HEOOXOIUMBIX
IpOBEPOK BXOAHBIX JaHHBIX: GetAdmin, VYs3Bumocth %00. HekoppekTHBIH KOHTEKCT
6e3onmacuoctr: AdminTrap, cucremHble OKHa Ha pabodeM CToJie TOJB30BaTENs. YCTapeBIIne
dbyukun: NetDDE Exploit, WMF Exploit (MS06-001). Ys3BuMocTh program.exe.

@opMbI U METOABI MPOBEACHUS 3aHATUN MO TeMe, MPUMEHsSEMble 00pa3oBaTeIbHBIE
TEXHOJIOTHH: JIEKIIUS, TPAKTHUECKOE 3aHsATHUE.

Bupl caMOCTOSATENBHOM MOATOTOBKH CTYIEHTOB IO TeMeE: MOJAr0TOBKA K MPAKTHYECKOMY
3aHATHIO.

Tema 4 Memooul enedpenus u 6vias1eHUs NPOSPAMMHBIX 3AKNAOOK.

Copep:xanue TeMbl: MacKHpOBKa MPOrPaMMHOM 3aKJIaJIKU MO IPUKIIAHOE TPOTPAMMHOE
oOecnieyeHre. MacKUpoBKa MPOrpaMMHOI 3aKJ1a/IKH TI0J] CUCTEMHOE NPOrpaMMHOE 00ecrieueHHe.
[Tonmena cucreMHOro mnporpamMmHoro obecneueHus. Ilpsmoe accoruupoBanue. KocBenHoe
accoluupoBaHue. MeToIbl BBIABICHUS IIPOIPAMMHBIX 3aKJIaJO0K: CUTHATYPHOE U DBPUCTUYECKOE
CKaHHPOBAHME, KOHTPOJb  ILIEJOCTHOCTH, MOHMUTOPUHI  HMH(OPMALIMOHHBIX  IOTOKOB,
U30JIMPOBaHHAas MPOrpaMMHas cpefa, MPOrpaMMHBIE JIOBYILKHU. [IpUHIMIIBI TOCTPOEHUS MOJIN.
Hactpoilka ¥ HCHONB30BaHHWE CHEUAIM3UPOBAHHOIO  AHTUBHPYCHOTO  IMPOTPAMMHOIO
oOecnieuenus. M3onupoBanHas MporpaMMHas cpejia U IporpaMMHbIe JoBYIIKH. Jlokanuzanuus u
IIpecevyeHre BUPYCHBIX arak. [[porpaMMmupoBanne U BHEIPEHNE 3aKIa10K.

@®opMbl U METOABI MPOBEACHUS 3aHATUI NO TeMe, MpPUMEHseMble 00pa3oBaTeIbHbIE
TEXHOJIOTMH: JIEKIUS, IPAKTUYECKOE 3aHATHE.

Bunbl caMOCTOATENBHOM MOATOTOBKYU CTYAEHTOB 110 TEME: IIOATOTOBKA K IPAKTUYECKOMY
3aHSATHIO.

Tema 5 Komnvromepnovie 6upycel Kak ocoobblli K1acc npocpaMMHBIX 3aKN1A00K.

Conepxxanune tembl: bunapueie Bupychl Windows u Linux: cTpykTypa, MOpsaok
VHULHAAIM3ALWH, aITOPUTMBI [IOUCKA U 3apakeHUs KepTBbl. CeTeBble BUPYCHI: OHJIANH-BUPYCHI,
noyToBble BHpYChl, IM-Bupychl. CKkpunToBble BUpYCHl: MakpoBupychl, shell-supycsr, HTML.
Bupycel. KomOunupoBanHsle BuUpychl. CpeacTtBa M METOAbl MAaCKHPOBKM BHPYCOB U
OPOTUBOACUCTBUS ~ AHTUBUPYCHOMY IPOrPaMMHOMY  OOECIIE€UEHMIO:  CTEeJIC-TEXHOJIOTHH,



noauMopdHele mpeodpazoBanus koaa. CpeacTBa U METO/bI 3aIUTHI OT IPOTPAMMHBIX 3aKJIaJI0K.
CkaHMpOBaHUE CHCTEMBI Ha MPEIMET HAIMYMS M3BECTHBIX IPOrPaMMHBIX 3aKiafok. KoHTpoiab
[EJIOCTHOCTH ~ IporpaMMHOro  obecneueHus. KOHTpoimb  IeOCTHOCTH — KOH(UTrypauuu
3alIMIAaeMOM  cUCTeMbl.  AHTHUBUPYCHBI ~ MOHMTOPUHI  MH(OPMALMOHHBIX  IOTOKOB.
[TporpamMMmHble J1OByIKH. OpraHu3allMOHHBIE W aJMUHUCTPAaTUBHBIE MEpbl AHTUBUPYCHOMN
3amuThl. MHCTpyKTMpOBaHME mosb30Barencii. [IpocMOTp M aHanu3 JaHHBIX PETUCTpALUU U
MoHuTOpHHTa. KOHTpOIh KauecTBa ayTeHTH(HKAIIMOHHBIX JaHHBIX MOJIb30BaTenei. Perynsapasie
IPOBEPKHU AaJ€KBaTHOCTH IIOBEACHUS JIMI, OTBETCTBEHHBIX 3a OOecleYeHUuEe aHTUBUPYCHOM
3aIMTHl CETH, B CiIy4yae YCIEUIHbIX BHUPYCHBIX aTak. PeryisipHblE MHCIIEKIUU COCTOSHUS
AHTUBUPYCHOM 3aI0UTHI. BBIsIBIEHNE IPOrPaMMHBIX 3aKJIaJOK B PyYHOM PEXHUME.

@opMbl U METOABI MPOBEACHUS 3aHATUH MO TeMe, NMpUMEHseMble 00pa30BaTeNbHBIC
TE€XHOJIOTHH: JIEKLIUS, IPAKTUYECKOE 3aHATHE.

Buzbl caMOCTOATENBHOM MOATOTOBKHU CTYIEHTOB 110 TEME: IIOATOTOBKA K IIPAKTUYECKOMY
3aHATHIO.

5 Meroguyeckne YyKazaHUusl s OOYYAKOIIMXCH MO0 M3YYEHHI0 M Ppealu3aluu
AMCUUIIMHBI (MOIYJIs1)

5.1 Meroanyeckue peKOMEHIANMHM O0YYalOIIMMCH 10 H3YYeHHI0 IMCHUIUIMHBI W 1O
o0ecrneYeHNI0 CAMOCTOAITEILHOM PadoThl

CamocrositenbHas pabora ctyneHToB (CPC) — 3T0 AeSITeNnbHOCTh YYaluXcsi, KOTOPYIO
OHM COBEpIIAIOT 0€3 HEeMOCPEACTBEHHOM MOMOIIM U YKa3aHUW MPeroaBaTessi, pyKOBOJACTBYSChH
c(OpPMHUPOBABIIMMHUCS paHEE MPEJICTABICHUSIMH O TIOPSAKE U TMPABUIBHOCTU BBIOTHEHUS
onepauuii. Llens CPC B mporiecce oOydeHHUs! 3aKJII0YAeTCsl, KaK B YCBOCHUM 3HAHUM, TaKk U B
dbopMUPOBaHUY YMEHHI U HABBIKOB IO MX UCIIOJIb30BAHUIO B HOBBIX YCIIOBHUSAX HA HOBOM Y4€OHOM
marepuaie. CamocrosTenbHas padoTa Mpu3BaHa 00ECIIEYMBATH BO3MOXXHOCTH OCYIIECTBIICHUS
CTYJEHTaMH CaMOCTOSITEIbHON MO3HABATENbHOMN NESATEIbHOCTH B O0OYYCHHH, U SBISETCS BUIOM
y4eOHOTr0 TpyHaa, CIOCOOCTBYIOMIETO (OPMUPOBAHUIO Yy CTYACHTOB CaMOCTOATENHLHOCTH. B
JTaHHOW y4eOHOI MmporpamMme MPUBEICH MepeYeHb OCHOBHBIX U JOIMOJHUTENBHBIX UCTOYHUKOB,
KOTOpBIE NpEeIaracTcsi U3y4uTh B Ipolecce oOmydeHus mno aucuuiuimHe. Kpome toro, st
pacuiMpeHusi U YriyOleHus 3HAHUM M0 JaHHOW AMCUMIIIMHE Ielecoo0pa3HO HCIMOJb30BaTh:
Hay4HbIE MyOJIMKAIIMU B TEMATUUECKUX JKYpPHAJIaX; MOJTHOTEKCTOBBIE 0a3bl IAHHBIX OMOIHOTEKH;
uMerolecss B OMONMOTeKax By3a M perruoHa MyONUKAlUKA Ha JJEKTPOHHBIX M OyMa)KHBIX
HOCHUTEJISIX. Y CIIENTHOE OCBOCHUE TUCIUILIMHBI MPE/IOoJiaraeT akTUBHYIO paboTy CTYJIEHTOB Ha
BCEX B3aHATHSIX ayJUTOpPHOW (OpMBI: JEKIUA W TMPAKTUYECKUX 3aHITHH, BBHIMOJTHEHHE
aTTeCTallMOHHBIA MeponpusaTui, 3((dEeKTHBHYI0 camocTosTeNbHYI0 pabory. B mponecce
W3YYEHUS JUCHUIIIMHBI CTYACHTY HEOOXOJUMO OpPUEHTHPOBATHCS HA CaMOCTOATEIHHYIO
MpOpabOTKy JEKIIMOHHOTO MaTepHraia, MOArOTOBKY K TPAKTUUYECKUM 3aHATUAM. J1J1si MpoBeIeHUs
3aHSATHIA  JIGKIIMOHHOTO THIMA MCHOJB3YIOTCS  yueOHO-HarmsgHele mocobus B dopme
MPE3EHTAIIMOHHBIX MaTepuasos, o0ecreunBaroMX  TEeMaTHYECKUE WJUTFOCTpPAIIHH,
COOTBETCTBYIOIIIME TE€MaM JIEKIUH, INPEACTaBICHHbIM B IyHKTe 5 Hacrosmen PIIJ. s
MIPOBEICHUS 3aHITHI JICKITMOHHOTO THIA MCIOJB3YIOTCS yueOHO-HATJsIHbIe TocoOus B opme
MPE3EHTALMOHHBIX MaTepuaios, o0ecreunBaOIUX  TEeMaTUYECKUe WJUTFOCTpPALIHH,
COOTBETCTBYIOILIME TEeMaM JIEKIUI, TPEJCTABICHHBIM B ITyHKTE 5 HacTosimen PIT/I.

5.2 OcobeHHocTH OpraHu3anuu OOY4YeHHUsl Ui JIMI € OTrPAHMYEHHBLIMH BO3MOKHOCTSIMU
3110POBbsI U HHBAJTUI0B

HpI/I HeO6XO]II/IMOCTI/I O6y‘—IaIOHH/IMC${ M3 YHrcJia J1I ¢ OTpaHUYC€HHBIMH BO3MOXHOCTAMU
3A0POBb U HHBAJIUJ0B (HO 3asABJICHHUIO 06yqa}01uer0c;1) MpeaOCTaBIACTCA yqe6Ha51



uH(pOpMaLKs B JOCTYIHBIX (POpMax C yU€TOM UX UHANBUAYAIBHBIX MCUXO(PUZNIECKUX
0COOEHHOCTEN:

- JUIS JIULL C HAPYIIEHUSIMU 3PEHUS: B TIeUaTHOU (hopMe yBeTMUeHHbIM IPUPTOM; B hopme
AJIEKTPOHHOTO  JIOKYMEHTa; WHMBU]lyaJIbHbIC KOHCYJIbTAIIUU c MPUBJICYCHUEM
TUdI0CYpIOTIEPEBOIUNKA; MHANBUAYAIbHbIC 331aHUSI, KOHCYIbTAIMH U JP.

- JUTsL JIMIT ¢ HAPYIISHUSIMU CTyXa: B TIedaTHOH (hopme; B hopme 3JIeKTPOHHOTO IOKYMEHTA;
WHJIUBUJlyaJIbHbIE KOHCYJbTAllUW C NPHUBJICUYECHUEM CYpPAONEPEBOIUNKA; HWHANBUIYAIbHbIE
3a/1aHMsl, KOHCYJbTAllUU U .

- 17151 JIUI] C HAPYIIEHUSIMU OMIOPHO-JIBUTATEIILHOTO armapaTta: B ne4atHoit oopme; B popme
AJIEKTPOHHOTO JOKYMEHTA; UHMBUIyaJIbHBIC 3a/1aHUsI, KOHCYJIbTAI[UU U JP.

6 ®oH OLEHOYHBIX CPEICTB JJIf MPOBEAEHUS TEKYIIEero KOHTPOJISI U MIPOMeKYTOYHOMI
arrecTauuu 00y4aromMXcs M0 JMCUMILINHE (MOTYJIIO0)

B cootBerctBum ¢ tpeboBanusmu PI'OC BO pans arrectanmuu 0OydaroImIUXCs Ha
COOTBETCTBUE WX TMEPCOHANBHBIX JOCTHIKEHUU IUIAHUPYEMBIM pe3yjbTaTaM oOO0y4YeHHUs 10
TUCIUILIMHE (MOJIYJI0) CO3/aHbl (JOH/IBI OLIEHOUHBIX CPEICTB. THUIIOBBIE KOHTPOJIbHBIC 3a/1aHNUS,
METOJIMYECKUE MaTepualibl, OINPEIACIAIONIME MNPOUEAYPhl OLECHHUBAHUS 3HAHWM, YMEHHUU H
HABBIKOB, & TAKXKE KPUTEPUU U OKA3aTENU, HEOOXOANUMBIE JIJIsl OLIEHKU 3HAaHUM, yMEHU, HABBIKOB
U XapakTepu3yllnue dTambl (HOPMHUPOBAHHS KOMIIETCHIIMH B  IPOIECCE OCBOCHUS
00pasoBaTebHOI MTPOrpamMMmBel, IipeAcTaBicHsbl B [Ipunoxennn 1.

7 Y4yeO6HO-MeTOAMYECKOEe M HH(POPMALMOHHOE 0O0ecnievyeHue TUCHUILIMHBI (MO1YJIs1)

7.1 Ocnoenas numepamypa

1. Aranbuos, B. I1. ba3sl nanusix : yuyeOHuk : B 2 kaurax. Kaura 1. JlokansHbie 0a3bl
nauHbix / B.I1. AransiioB. — Mocksa : @OPYM : UH®PA-M, 2025. — 352 c. : 1. — (Bricmiee
oOpazoBanme). - ISBN 978-5-8199-0377-3. - Tekcr : onextponHbsii. - URL:
https://znanium.ru/catalog/product/2162084 (Jlata oopamenwus - 05.09.2025)

2. CoBpeMeHHbIE TEXHOJIOTHH cOopa HHPOpMaLUK : yueOHOe ocoOue A1t 00yJarouXCst
cneruanbHocTd 10.05.01 «KommbrotepHas 6e30macHOCTbY, HarpaBieHuid noarorosku 27.03.04
«YnpaBieHue B TEXHUYECKUX cucTeMax», 27.04.04 «YnpaBneHnue B TeXHUUECKUX cucremax» / /1.
M. Kuproxun, E. I1. Jlsnuna, 1. A. Mepkynos, B. I'. Cugopenko. - Mocksa : PYT (MUUT), 2023.
- 56 c. - Tekcr : anexkrponnslid. - URL: https://znanium.ru/catalog/product/2135308 (/ara
obparenus - 05.09.2025)

3. Cprues, }0. H. Crangaptsl nHpopManMoHHON Ge3omacHOCTH. 3amura U o0paboTka
koH(puaeHnuanbHbIX H0kyMeHTOB / FO. H. CprueB. - Mocka : UHOPA-M, 2021. - 223 c. -
(Beicmiee o6pazoBanue: CrnernuanuteT). - ISBN 978-5-16-016533-2. - TekcT : 3IEKTPOHHBIM. -
URL.: https://znanium.ru/catalog/product/1178148 (/lara obparenus - 05.09.2025)

7.2 Jlonoanumenvhas numepamypa

1. Cunoposa, H. I1. Uudopmarmonnoe obecrieuenrne u 0a3bl JaHHBIX : MPAKTUKYM T10
mucuuruinae «MHpopmanmonHoe obecriedeHue, 0a3bl AaHHBIX» : yueObHoe mocobue / H. II.
CunopoBa. — Koponée : MI'OTY, 2019. — 84 ¢. — ISBN 978-5-4475-9996-6. — Tekcr :
AIIEKTPOHHBIH // Jlanb : AJIEKTPOHHO-OUOINOTEeYHAS CUCTEMA. — URL:
https://e.lanbook.com/book/149444 (mara oOpamenus: 09.09.2025). — Pexum goctyna: s
aBTOPH3. M1OJIb30BATENEH.

2. @or, 0. I. Cranmaptel nHGOpMAITMOHHON Oe301acHOCTH : yuebHoe mocobue / 0. 1.

®or. — Openbypr : OI'Y, 2018. — 226 c. — ISBN 978-5-7410-2297-9. — Texkcr :



AIIEKTPOHHBIH // Jlanb : AIIEKTPOHHO-OUOINOTEeYHAS CUCTEMA. — URL:
https://e.lanbook.com/book/159804 (mara obpamenus: 09.09.2025). — PexkuMm mocryma: s
aBTOPU3. II0JI30BATEIICH.

7.3 Pecypcel unghopmayuonno-menekommynuxayuonnou cemu '"Hnmepnem',
6KII0uas npogheccuonanbHvle 0azvl OAHHBIX U UHDOPMAUUOHHO-CRPABOUHDLE
cucmemul (npu HeodXO0UMOCMU):

1. DnekrponHo-6mbMMOTEUHAs cuctema "ZNANIUM.COM"

2. DnekTpoHHO-Oubnmoreunas cucrema "JIAHB"

3. Open Academic Journals Index (OAJI). IIpodeccronanbhas 6a3a maHHBIX - Pexxum
noctyma: http://oaji.net/

4. Tlpesunmentckas OuOmmoreka wuM. b.H.Emepnmna (6a3a HmaHHBIX — pa3sIUYHBIX
npodecCHOHANIBHBIX 00acTe) - Pexxum nocryna: https://www.prlib.ru/

5. Hudopmannonno-crpaBounas cucrema "Koncymprant Ilmoc" - Pexum noctyna:
http://www.consultant.ru/

8 MarepuajbHo-TeXHHYECKOEe oO0ecrevyeHre IUCHUIVIMHBI (MOAYJsl)) U TepeveHb
HH(OPMANMOHHBIX TEXHOJIOIHii, UCMOJIb3yeMbIX NMPH OCYILIECTBJEHHH 00Pa30BATEJIHLHOIO
npoiecca no AMCUMILVIMHe (MO1YJ/II0), BKJIIOYAsl MepedyeHb MPOrpaMMHOro odecrevdeHust

OcHOBHOE O6ODVI[OBaHI/I€Z

e KoMnbroTEpHI
e [IpoekTop

IIporpamMmmHoe obecneyeHue:

o Kaspersky
e Microsoft Office 2003 Russian
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1 Ilepedennb (popMHEpyeMbIX KOMIIETEH M

Hassarue OIIOII BO, Kon u popmynupoBka KoMHeTeHIN

COKpameHHOe nu

Kon u popMynrpoBka HHANKATOPA TOCTIKCHUS
KOMITCTEHITHU

10.05.03 «MudpOpMarn
HOHHAas 0€30MMaCHOCTh

ITKB-1 : CriocobeH pa3pabartbIBaTh
MPOEKTHI OPraHNU3allMOHHO-PACTIOPs

ABTOMATH3UPOBAHHBIX | ITUTENBHBIX JOKYMEHTOB PErjaMeHT
CUCTEM» upyomux nHpopmannoHHyto 6e30
(1Bb) MacHOCTh OM3HEC- IPOIECCOB Opra

HHU3allUH

[IKB-1.1x : upeHTHOUIIPYET OU3HEC-TIPOLIECCH
MIPOMCXOJISIIUE B OPTraHN3alMH, ONpeessieT BO3
MOJKHBIE Yrpo3bl HH(POpMaLMOHHOH Oe30macHoC
TH

ITKB-2 : CriocobeH pa3pabaTbiBaTh
MoJeNnu yrpo3 0e3onacHocT U ¢pop
MHUPOBaTh TPEOOBAHUS K 3aIIUTE UH
(hopMarmy B OpraHu3annu.

IIKB-2.2x : BHeapser nporpaMMHbIe U IIPOrpaM
MHO-aIlIapaTHbIe CPeACTBa 3aIuTe HHHOPMAaIH
U B HH()OPMALMOHHBIX CHCTEMax

Komnerennus cuntaercs: chopMUPOBAHHOM Ha JTaHHOM dTarie B ciiy4yae, €CIi OJTy4eHHbIe
pe3yabTaTtel OOyuYeHHMs [0 JUCLUIUIMHE OLICHEHbl IOJOXHUTEIbHO ([IUana3oH KpUTEpUEB
OLICHUBAHMSI PE3YIbTATOB O0YUEHUS «3aUYTEHO», «YAOBIETBOPUTEIBHOY, «XOPOILO0Y», KXOTIUYHOR).
B ciydae oTcyTcTBUS MOJIOKUTEIHHOM OLIEHKM KOMIIETEHIMS Ha JAHHOM 3Tale CUUTAETCs

Hec(OPMUPOBAHHOM.

2 Tloka3aTe/iM OLlCHNBAHUS IVIAHUPYEMbIX Pe3yJIbTaTOB 00y4eHHus

Komnerennusi IIKB-1 «Crioco6en pa3zpabaTbiBaTh MPOEKTHl OPraHU3AIOHHO-
pacopsANTENBHBIX JOKYMEHTOB PETJIaMEHTHPYIOIINX HHPOPMAITMOHHYIO 0€3011aCHOCTh

ousHec- MpoucCCOB OpraHu3anum»

Tabmuna 2.1 — Kpurepun orieHKM WHAUKATOPOB JTOCTHKCHUS KOMITCTCHITUN

Pesynbrar

Kputepun oneHHBaHMS Pe3yabT
aToB O0yJYCHUS

0COOCHHOCTH MOCTPOCHHS U Py
HKIIHOHWPOBAHUS OCHOBHBIX BU
IIOB CHCTEM o0ecreueHus 0e30m
ACHOCTH, X MECTO B HH(PACTp
YKType HHPOPMAIIMOHHON CUCT
€MBbI U OCOOCHHOCTH UX IKCILTY

peleHne TECTOBBIX 3aaHUI

HACTpauBaTh CUCTEMBI 0Oecred
€HUs1 0€30MaCHOCTH, aHAIU3UPO
BaTh UX paboTy; NPOEKTHPOBAT
b TIOCTPOEHHUE CHCTEMBI Oe3011a
CHOCTH B paMKax MH(pOPMaIo

BBITTOJTHEHHE TIPAKTHICCKUX 38T
aHUH

METOJMKOHN YIPaBJICHHUS U MOJIE
pHH3aIMA HOACUCTEM Oe30macH
OCTH; HaBBIKAMH OpTraHH3aLUH

paboTsl 110 pa3paboTke, FKCILTY
aTaly ¥ BHEIPEHHUIO aBTOMATH
3MPOBAaHHON CUCTEMBI C YIETOM
TpeGoBaHUH HHPOPMATMOHHON

PesynbraThl 00y4eHUs 110 TUCIUILIHHE
Koy u gopmymupoka unankar | Ko | Tu
0opa JOCTMIKEHHS KOMIIETEHITUH s o
pe | pe
3- | 3-
Ta | Ta
[IKB-1.1x : uneatudumupyet 6
H3HEC-TIPOIIECCHI MTPOUCXO SN
€ B Opratu3alyy, ONPENEIAET B | 1 3H
03MOXHBIC YTPO3bI HHPOPMAIIH 4 aH
OHHOM 0€3011aCHOCTH ue
aTamnuu
v
PII | me
5 HHA
e
HHOM CHUCTEMBI
3H
PA aH
6
e
0e30macHOCTH

BBITTOJIHEHUE IPAKTUYECKUX 3a]1
aHui




Komnerennus IIKB-2 «Crniocoben pa3pabaTeiBaTh MOJIEIH yTpo3 O€30MaCHOCTH H

dbopMupoBaTh TpeOOBAHUS K 3alIUTE NHOOPMAIIUN B OPTAHU3AIIH.)

Ta6mmma 2.2 — Kpurepuu OlIeHKH WHIUKATOPOB JIOCTHKEHUS KOMITCTCHIIHH

PesynbraThl 00y4YeHuUs 10 AUCIMIUINHE
Kox u popmymuposka uuguxar | Ko | Tu Kpurepuu oneHuBaHus pe3ynbT
opa JOoCTXKeHHs komnereHuun | A [ I aToB 00y4YeHus
pe | pe Pesynprar
3- | 3-
Ta | Ta
[TIKB-2.2x : BHenpsieT nporpam OCHOBHBIE IPUHIIUIIBI OpraHu3a
MHBIE U ITPOTrPaMMHO-aNNapaTH LUK TEXHUYECKOT0, POTPaMMH
Bl CPEICTBA 3aIIUTE HH(pOpPMAI oro 1 nH(MOPMAIIMOHHOTO 0bec
UM B MH)OPMAIIMOHHBIX CUCTEM 3y | MeTCHHA 3AMIIEHHBIX nHpopM KOPPEKTHOE TIPHMEHEHHE MOy
ax P/ AMOHHBIX CHCTEM; OCOOEHHOCT .
aH YEHHBIX 3HAHUH NIPU PEIICHUN
1 1 TIOCTPOCHUS U (YHKIIMOHHUPO
ne MPaKTHYECKUX 33129
BaHMS OCHOBHBIX BHJOB CHCTEM
obecriedeHnst 6€30MaCHOCTH, HX
MecTo B HH(pACTpyKType HHDO
PMAalMIOHHOW CUCTEMBI
000CHOBBIBATh IPHHIIUIIBI OPra
HU3aLUU TEXHUYECKOT0, IIPorpa
MMHOTO ¥ HH(POPMALMOHHOTO O
OecrnieueHust HH(GOPMALMOHHO
Y | 6e3omacHOCTH; IPOCKTUPOBATH
P/l | Mme | mocTpoeHne cUCTEMbI OE30TaCH | BBIIOJIHEHME MTPAKTHUCCKHUX 331
2 HU | OCTH B paMKax HH(GOpManuoHH | aHWH
e Ol CHCTEMBI; TPOBOANTH KOHTP
OJIbHBIE TIPOBEPKHU pabOTOCIIOCO
OHOCTH NPUMEHSIEMBIX IIPOTPamM
MHBIX CPEJICTB 3aIUTHI HHPOP
Maluu
Ha
PA onpezieieHus] HEOOXOAUMOTO O | BBIIOJIHEHUE MPAKTHYECKUX 3]
3 EH OJIMKa 3aIUIAEMON CHCTEMBI aHui

Tabnuia 3amosHgeTcs B COOTBETCTBUU C pazaenoMm 1 Pabodeil mporpaMmbl TUCHUIUIMHBI

(Momyst).

3 IlepeyeHb OLIEHOYHBIX CPE/ICTB

Tabnuua 3 — [lepeyeHb OLIEHOYHBIX CPEJCTB MO TUCHMILIMHE (MOIYIIIO)

KonTtponupyemsie maHupyeMBbIe pe3

KonTtpoaupyemsie TeMBI

HaumeHoBaHME OIEHOYHOTO CPEICTBA U TP
encrasienne ero B POC

YJIBTaThl O0y4eHHs HCITATIIIIHEI . TIpoMeKyTOuHas aT
Texkylmuil KOHTPOJIb
TecTalus
Ounas popma o0ydeHHs
P/l 3HaHue : OCHOBHbIE pUH | 1.1. AHamu3 nporpaMMHbI
LUIBI OPraHU3alnu TeXH | X peanus3aunui, 3ammranp | Tecr Omnpoc
HMYECKOro, IPOrpaMMHOI0 | OrpaMM OT aHAJIH3a
1 MH(POPMAIMOHHOTO 00€ | 1.2. OcoGeHHOCTH aHaH3
CIIECYCHHMS 3aIMIICHHBIX U | a HEKOTOPHIX BUOB mpor | Tecr Ompoc
H()OPMAIMOHHBIX CHCTEM; | paMM




0COOCHHOCTH OCTPOCHHMS
1 QYHKINOHUPOBAHUS OC

HOBHBIX BUJIOB CHCTEM 00
ecrieueHns 0e30I1acHOCTH,
HX MECTO B HH(PACTPYKT

ype uH(pOpPMaInOHHON CH
CTEMBI

1.3. IIporpammHsIe 3axia
JIKH, TIyTH X BHEAPCHUS,

P12

YMmenHne : 000CHOBBIBATH
MPUHIIUIIBI OPraHU3aUuH
TEXHHUYECKOTO, TIPOrpaMM
HOTO 1 MH()OPMALIMOHHOT
0 obecrieueHust nHGopma
[IHOHHOM 0€30MacHOCTH;
MIPOEKTUPOBATH MOCTPOCH
ue CUcTeMbl 6e3011acHOCT
U B paMKax HH(pOpMAITHO
HHO# CUCTEMBIL; IPOBOAUT
b KOHTPOJIbHBIE MIPOBEPKU
paboTociocoOHOCTH TIpH
MEHSIEMbIX POrPAMMHBIX
CPECTB 3alUThl HHHOPM
aluu

PII3

HaBblk : onpenenenus He
00X0IMMOro 00IMKa 3alll
HINAEMOM CHCTEMBI

P4

3HaHue : 0COOEHHOCTH IO
CTpOeHHUA U (PYHKIIHOHUP
OBaHUs OCHOBHBIX BHJIOB
cucteM obecrieueHus 0e3
OIIaCHOCTH, UX MECTO B U
HbpacTpyKType uHpOpMa
LIMOHHOW CHCTEMBI 1 0c00
€HHOCTH UX 3KCIUTyaTanu
u

cpexncTtsa u Metonsl npot | Tecr Omnpoc
HMBOAEHCTBUS IPOTPAMMH

BIM 3aKJIaIKaM

1.4. Metonbl BHEAPEHNUS

U BBIIBIICHUS mporpamMmHE | Tect Omnpoc
BIX 3aKJIaJJOK

1.5. KomnberoTepHble BUpY

CBI Kak 0coOsIif ki1acc mpo | Tect Omnpoc
TpaMMHBIX 3aKJIaTOK

1.1. Ananus TpOrpaMMHEI MpaxTaacckas pado

X peannsaluii, samuranp | Omnpoc
OTpaMM OT aHaJIHN3a

1.2. OcobeHHOCTH aHANN3 MpaxTuscckas pado

a HEKOTOPBIX BUJIOB MpoT | - Omnpoc
pamMm

1.3. IIporpammusble 3aKia

JUCH, TIyTH HX BHCAPCHH, [IpakTuueckas padbo
CPEACTBA 1 METOABI IPOT | Omnpoc
WBOJICUCTBHUS IIPOrPaMMH

BIM 3aKJIaJIKaM

1.4. Metoapl BHEAPEHUS

Y BBISIBJICHUS! TPOTPAMMH [paxiieckas pado Omnpoc
bIX 3aKJIaJJOK a

1.5. KomnbroTepHble BUPY

CBI KaK 0cOOBIi1 KJ1acc po [paxruccias pago Ompoc
IpaMMHBIX 3aKJIaTOK a

1.1. Ananu3 nporpaMMHBI MpaxTidcckas pado

X peanu3alnuii, 3amuTa mnp a Ompoc
OTpaMM OT aHAJIHN3a

1.2. OcobeHHOCTH aHANTH3 I 6

a HEKOTOPBIX BHJOB IPOT PaKTHHeCkas pabo Omnpoc
pamMM a

1.3. IIporpammHble 3aKia

JUCH, TTYTH HX BHCJPCHIA, [paktudeckas pado
CPEACTBA U METOAIBI POT | Omnpoc
WBOJICHCTBHS IPOrPaMMH

BIM 3aKJIJIKaM

1.4. Meroabl BHEApEHUS

1 BBISIBJICHHUS TPOTPAMMH lpaxriraeckas pado Omnpoc
BIX 3aKJIAZIOK a

1.5. KomnbroTepHble BUPY

CBI KaK 0COOBIi KJTacc po lpaiirieckas pado Ompoc
IpaMMHbIX 3aKJIQJI0OK a

1.1. Ananu3 nporpaMMHBI

X peanmu3arui, 3amuTa mp | Tect Omnpoc
OrpaMM OT aHaJIN3a

1.2. OcoGeHHoCTH aHAIH3

a HeKoTopbIxX BuAOB por | Tect Omnpoc
pamMm

1.3. IIporpammHsbIe 3aKia

JIKH, TIyTH UX BHEJIPECHUS,

cpenctBa u Mmetoabl poT | Tect Ompoc
WBOJICHCTBHS IIPOrpaMMH

BIM 3aKJIaJIKaM

1.4. Metoabl BHEAPEHUS

u BbIsIBIICHUS TporpamMmH | Tecr Onpoc

bIX 3aKJIaJI0K




1.5. KomnbroTepHsle BUPY
CBI Kak 0coObIi kiace po | Tecr Onpoc
TpaMMHBIX 3aKJIaOK
PJI5 YMmeHue : HacTpauBaTh cu | 1.1. AHanmu3 nporpaMMHbI
. [MpakTuyeckas pabdo
cTeMBl oOecrieueHus 0e30 | X peanm3anuii, 3ammTa np a Omnpoc
MTACHOCTH, aHAIM3UPOBATh | OTPaMM OT aHAJIN3a
uX paboTy; NPOSKTUPOBAT | 1.2. OcoOEHHOCTH aHATH3
[pakTudeckas padbo
b IOCTPOEHUE CHCTEMBI O | a HEKOTOPBIX BHJIOB IIpOT! Ta Omnpoc
€30I1aCHOCTH B PaMKaX HH | paMM
(hopmanHoHHOI cUCTEMBI [ 1.3, [IporpaMMHbIC 3aKia
JIKH, TTyTH MX BHEAPCHUS
» IYT P * | [IpakTuaeckas pabo
CPE/ICTBA M METOBI POT | - Omnpoc
HMBOAEHCTBUS IPOTPAMMH
BIM 3aKJIaIKaM
1.4. MeTtonbl BHEAPEHNUS
A P [paktudeckas pabo
W BBISBJICHHS IPOTPAMMH. |/ Omnpoc
BIX 3aKJIaJIOK
1.5. KomnbroTepHbie BU
°p py [paktudeckas padbo
CBI KaK 0COOBIH KJacc Mpo a Omnpoc
IpaMMHBIX 3aKJIQJI0K

4 Onucanue NpoueAypbl OLeHUBAHUSA

KauectBo copmupoBaHHOCTH KOMIETCHIIHIA

Ha JaHHOM OTall€ OLCHHUBACTCA II0

pe3ysbTaTtaM TEKYIIUX W IPOMEKYTOUHBIX aTTECTAIi MPH MOMOIIN KOJMYECTBECHHOUN OIICHKH,
BBIPAKEHHOU B Oayax. MakcumanbHas cymMma OajuioB IO JucuMIUIMHE (Moaynio) paBHa 100

Oamnam.
OneHOoYHOe CPENICTBO

Bupn yueOHo# nestensHOCTH Teer 1-5 [paktiueckoe 3 | Ox3ame | Uto

aHATHE H ro
JIeKIIMOHHBIE 3aHATHS 20 20
IIpakTHueckoe 3aHsATHE 60 60
TIpoMexyTOUHAs ATTECTALHS 20 20
Hroro 20 60 20 100

CyMmMma 6aioB, HAOpaHHBIX CTYJIEHTOM IO BCEM BUJIaM YUY€OHOH JACSATEIHHOCTH B paMKax
JTUCITUTLIMHBL, IEPEBOJUTCS B OIIEHKY B COOTBETCTBUHU C TaOIHUIICH.

CymmMa Gano
O1ieHKa 110 TPOMEX
" YTOYHOMU aTTecTalu XapaxkTepucTiKa KadyecTBa chOPMUPOBAHHOCTH KOMITETEHIINT
1O JIMCLUILTH "
HE
CTyzieHT IeMOHCTPHPYET CPOPMHUPOBAHHOCTh JUCIMILTHHAPHBIX KOMIIETEHIIMH, 00Ha
PY)XHBaeT BCECTOPOHHEE, CHCTEMAaTHYECKOe U NITy00KOoe 3HaHHe y4eOHOro MaTepraia
ot 91 110 100 «3a4TeHo» / » YCBOMII OCHOBHYIO JIMTEPATYPY H 3HAKOM C JIOTIOJTHUTEIFHOMN JINTEPaTypoii, pekome
«OTIIMYHO HJIOBaHHOH TIPOTPaMMOM, yMeeT CBOOO/HO BBINOJIHATh IPAKTHYECKHUE 3aJaHUs, TIPe]]
YCMOTpPEHHBIE IIPOTPaMMOii, CBOOOJHO OTIEpHUpYeT NPUOOPETEHHBIMU 3HAHUSIMH, YMe
HHSIMH, TIPUMEHSICT MX B CHTYAIMSX MOBBIIICHHOMN CII0KHOCTH.
CryzieHT IeMOHCTpUpPYET CPOPMHUPOBAHHOCTD JUCIUILTHHAPHBIX KOMIIETEHIUN: OCHO
76 90 «3a4UYTCHO» / BHBIC 3HaHUS, YMEHUS OCBOCHBI, HO JOITYCKArOTCsd HE3HAUYNUTECIIbHBIC OLUI/I6KI/I, HETOYH
ot o «XOopomo» OCTH, 3aTPYAHEHUS IPU aHAJTIUTUYECKUX OTIE€palUAX, [IEPEHOCE 3HAHUU U yMeHI/lI\/'I Ha H
OBbIC, HECTAHIAPTHLIC CUTYalluH.
CTyneHT AeMOHCTpUpYeT c(hOPMHUPOBAHHOCTh IMCLHUIUIHHAPHBIX KOMIICTEHIIUH: B X0
«3auTeHO» / Jie KOHTPOJIBHBIX MEPOIIPHUSATHIA IOMYCKAIOTCS 3HAYUTEIIHBIC OIMOKH, TPOSBIISIETCS O
or 61 10 75 «yJOBIIETBOPHUTENb | TCYTCTBHE OTIEIbHBIX 3HAHMII, yMEHHH, HABBIKOB [0 HEKOTOPBIM AUCLIMILTMHAPHBIM K
HO» OMIICTEHIMSAM, CTYACHT HCIBITHIBACT 3HAYUTENbHbBIC 3aTPYJHEHHUS MTPH OTNEPHUPOBAHN
U 3HAaHUSAMU U YMEHUAMMU ITPU UX NIEPEHOCE HA HOBLIC CUTYAIIUH.
«HE 3aUTCHO» / Voor
ot 41 10 60 ey TOBICTBOPHTE YICHTa He C(i)?pMHpOBE}‘HBI JMCLIUIUTHHAPHBIC KOMIICTEHIIMH, TPOSIBIACTCS HEI0C
TaTOYHOCTh 3HAHMIl, YMEHHI, HABBIKOB.
JIBHO»
ot 0 110 40 «HE 329TEHOY / JIMCUMIUTHHAPHBIE KOMITETEHIINH He C(’popMI/IPOBaHLI. ITposiBiIsieTCst OHOE WITH NPaK
THYECKH MOJIHOE OTCYTCTBHE 3HAHMIA, YMCHHUH, HABBIKOB.




«HEYOBJIETBOPUTE
JIBHO»

5 IlpumepHbIe OLIEHOYHBbIE CPeACTBA

5.1 KonTpoabHblii TECT

1. Kro sBiasiercs OCHOBHBIM OTBETCTBEHHBIM 32 oOIpelesieHHEe YPOBHS
kjaaccupukanuu napopmanun?

A) PykoBoauTenb cpeHero 3BeHa

b) Briciee pykoBoicTBO

B) Biagenen

I') I[lonb30Barens

2. Kakas kareropusi siBjsiercsi Hau0oJiee PUCKOBAHHOM /1 KOMIIAHHUM C TOYKH
3peHHusi BepOSITHOI0O MOLLIEHHNYeCTBAa U HapylieHus Oe3onacHocTu?

A) CoTpynHuKH

b) Xaxkepsl

B) Arakyromiue

I') KontparenTs (nuna, paboTaromniie mo J0roBopy)

3. Ecqim pa3iMyHbIM IpyHIaM I0Jb30BaTesiell ¢ pPa3jii4HbIM YPOBHEM J0CTyNa
TpedyeTcsi IOCTYII K OJIHOM M TOil ke HH(OpMaNUM, KaKoe U3 YKa3aHHBIX HUKe JeHCTBUIl
cjieayeT NpeANnpUHATH PYKOBOACTBY?

A) CHH3UTH YPOBEHB 0€30TIACHOCTH ATOW HHPOPMAIIHH JJIs O0eCTIeueHUs €€ TIOCTYITHOCTH
U yI00CTBa UCIOIb30BAHUS

b) TpeboBaTh MoOAMHMCaHUS CIEHUAIBHOTO PA3peUICHUs KaKIBIH pa3, KOrjga 4elIOBeKY
TpeOyeTcs JOCTyN K 3TON HHpOpMAIIN

B) YayumuTte KOHTpOJIb 32 0€301MacCHOCTHIO 3TON HH(OpMaIUU

I') CHusuTth ypoBeHb KilacCU(DHUKAIIUN dTOW HHPOPMALTUH

4. Kakasi M3 npUBEIEHHBIX TEeXHMK SIBJAETCHA CaMoOil Ba'kKHOWl mNpU BbIOOpeE
KOHKPETHBIX 3allIUTHBIX Mep?

A) AHanu3z pucKoB

b) Ananu3 3aTpat / BBITOJIBI

B) Pesynbratet ALE

I') BrisiBneHue ysa3BUMOCTEH U yrpo3, SBISIOMINUXCS IPUYUHON pUCKa

5. YTo Jyuiie Bcero onuchiBaer uejb pacuéra ALE?

A) KonnuecTBeHHO OLIEHUTh YPOBEHb O€30M1aCHOCTH CpeJIbl

b) OneHnTh BO3MOXKHBIE IOTEPH IS KAXKI0M KOHTPMEPHI

B) KonnuecTBeHHO OLIEHUTH 3aTpaThl / BHITOAbBI

I') OuenuTh NOTEHIMAIBHBIE TOTEPU OT YTPO3bI B TOA

6. UTro u3 mnepevyHCIEHHOr0 He SIBJSETCA 3ajadeil PYKOBOJACTBA B Ipouecce
BHeE/JIPEeHHS M CONPOBOXKIeHUsI He30nmacHOCTH?

A) Tlognepxka

b) BeimonHeHue aHann3a puckoB

B) Onpenenenue nenu v rpaHuil

I') enerupoBaHuie MoJHOMOYUIN

7. Uro Takoe COBIT u kak oH OTHOCHTCH K pa3padoTke cucTeM MHGOPMALMOHHOMI
0€30MaCHOCTH ¥ MPOrpamMMm 0e30MacHOCTU?

A) Criucok cTaHIapTOB, MPOLEAYP U MOJIUTHK JJIS pa3paOdOTKU MPOrpaMMbl 0€3011aCHOCTH

b) Texymas Bepcus ISO 17799

B) CtpyxkTypa, koTOpas O0bu1a pa3paboTaHa il CHIXKEHHSI BHYTPEHHETO0 MOLIICHHUYECTBA
B KOMIIAHUSIX

I') OTKpBITHINA cTaHIAPT, ONPEACISIOMINN [IeTTH KOHTPOJIS

8. 3amura uHpopMAUM OT YTEYKH — ITO AEATEJIbHOCTH 110 NMPEeA0TBPAIICHUIO:



A) Tlomydenuss 3amuiiaeMoil WHGPOpPMAIMKM 3aWHTEPECOBAHHBIM CYOBEKTOM €
HapyIICHHEM YCTaHOBJICHHBIX IPABOBBIX JOKYMEHTOB WM COOCTBEHHHKOM, BIaJENbLEM
UH(OPMALIMK TPaB WU MPABHJI IOCTYIA K 3alIUIaeMoil HH(opMaIuu

b) BosneiicTBus ¢ HapylleHHMEM YCTaHOBJICHHBIX IpaB W/WIIM MpPaBUJ HA W3MEHEHHE
uH(OPMAaLINH, TPUBOASAIIETO K HCKAKEHHUIO, YHUUTOKEHHIO, KOTIMPOBAHUIO, OIOKMPOBKE JIOCTYIA
K uHQOpMaINK, a TaKKe K yTpare, YHUYTOKEHHUIO WU cOO0I0 (PYHKIIMOHUPOBAHUS HOCHUTENSA
uHpOopMaun

B) BosnaeiicTBus Ha 3amuinaeMyro HHGOpPMAIUIO OMIUOOK MOJIb30BaTesl MHPOpMAIIHEH,
c00s1 TEXHUYECKUX U MPOTPAMMHBIX CPEJCTB MH(POPMAIMOHHBIX CHUCTEM, a TaKXKe MPUPOIHBIX
SBJIICHUI

I') HexoHTponupyeMOro pacHpoCTpaHEHHs 3aluiiaeMoir wuHpopmamuu 0T &
pasriaiieHus, HECAHKIMOHUPOBAHHOTO JI0CTYIIa

) HecankumonupoBaHHOro JIOBEIEHUS 3alMIIaeMOM nHbopManuu 110
HEKOHTPOJIMPYEMOTO KOJIMYECTBA MoTydaresaei nuHpopmaiuu

9. AHTHBHpYC O0ecnieYuBaeT MOUCK BUPYCOB B ONePATHBHON NMaMATH, HA BHEIIHUX
HOCHUTEJIAX MYTEM MOACYETA M CPABHEHHS € ITAJIOHOM KOHTPOJIbHON CyMMBbI:

A) [lerextop

b) JokTop

B) Ckanep

I') PeBuzop

) Ctopox

10. AHTHBHMpPYC He TOJBKO HAXOAUT 3apaskéHHbIe BUPycaMu (aiiibl, HO U “JeyuT”
HX, TO ecTh yaaJjsieT u3 ¢aiiaa Teao mporpaMMsbl BUPyca, Bo3Bpamas (paijibl B HCXOAHOE
COCTOSIHME:

A) [lerextop

b) okTop

B) Ckanep

I') PeBuzop

) Ctopox

11. AHTHBHpYC nNpeAcCTaBIAseT C000i HeOOIbIIYI0 PpPe3UACHTHYI0 MNporpaMmmy,
NpeJHA3HAYEHHYI0 /s OOHapyKeHUsl TOAO3PMTEJbHBIX [eHcTBUII mnpu padorte
KOMIIBIOTEPA, XapAKTEPHbIX AJI51 BUPYCOB:

A) Jlerextop

b) loxTop

B) Ckanep

I') PeBuzop

1) Ctopox

Kpamkue memoouuecxue ykazanus

TecToBble 3amaHusl COCTOSIT M3 BONPOCA M HECKOJBKUX BapUaHTOB OTBeTa. PemeHue
npezcTaBisieT coO0oll ykazaHue HoMepa Bompoca U OyKBY, KOTOpoil 0003HaueH MpaBUIIbHBIH, 110
MHEHUIO CTYJIeHTa, BApHAHT OTBETA.

Llkana oyenxu

OrneHka bansl OnucaHue

5 5 CTyIeHT IoMycTII He OoJiee 2X OMUO0K

4 4 Cryzent coBepuni oT 3 1o 6 ommMOOK B OTBETaX Ha TECT
3 2-3 Cryzent coBepumi oT 7 10 10 onmbok B 0TBETax Ha TECT
2 0-1 Crynent coBepunn 11 u Gosee ommOOK B OTBETAaX Ha TECT

5.2 IlpumepHbIe BONPOCHI

1. B uem 3akirouyaercst OHaCHOCTh IPOrPaMMHBIX 3aKJIa10K?
2. Kakue nporpaMMHBbIe 3aKJIa/IK1 Bbl 3HaeTe?
3. Uro Ttakoe nH(MHOPMAIIMOHHBIH TOTOK?



4. Kak B paMkax CyObeKTHO-OPMEHTHUPOBAHHOW MOJICITU OMUCHIBACTCS ONIEPALIUs
HOPOXK/IEHUS] HOBOTO CyObeKTa AocTyna?

5. Kaknmu nsyms npuurnHaMu MoskeT BoI3biBaThesd HCJI B pamkax
CyObEKTHOOPUEHTUPOBAHHOM Moienn?

6. Yro Takoe mporpamMMmHas 3aKjajaka’?

7. Kakue Mozenu B3auMOICHCTBHUS TPOrPAMMHOM 3aKJIaIKH ¢ aTaKyeMOH CUCTEMOM BbI
3HaeTe?

8. Kak ¢opmanbHo onpezensercs MoJeNb «HAOI0AATENb»?

9. Jns 4ero yarie BCEro NPUMEHSIOTCS IPOTrpaMMHBIE 3aKJIaIKA MOJENN «HAOII0AaTenb»?

10. KakoBbI THIIMYHBIC HEAOCTATKU IPOTPAMMHBIX 3aKJIAJ0K MOJICTHU «HAOII0IATENb)?

11. Kak nporpamMMHbI€ 3aKJIaJJKU MOJIENIN «HAOII0JaTeNb» OOBIYHO 00ECIeUNBaIOT CBOIO
MOBTOPHYIO aKTUBH3AIUIO TIOCTIE Tepe3arpy3Ku aTaKOBAaHHOM ONEepainOHHON CUCTEMBI?

12. Kak BeIrISauT 00IIas cxeMa B3aWMOJICHCTBHS KJIMEHTCKOW W CEpBEPHOM dacTel
MPOrPaMMHOM 3aKJIaIKH MOJICTN «HAOII0IaTENNb)?

13. Kakume mnpeumymniecTBa JaeT MNPOTPaAaMMHON 3aKJIaJKe MOJIEIH «HAOII0JaTeNb)»
MOJlyJIbHasl apXUTeKTypa’?

14. Kak ¢opmanbHO onpeaensieTcsi MOAEINb «IepexBaT»?

15. Kak ycTpoeHsl nepexBaTyiKky naposieid nepporo poja?

16. Kak ycTpoeHsl nepexBaT4iKy MapoJieil BToporo poja’?

17. Kak ycTpoeHsl nepexBaTUiKy NapoJieil TpeTbero poaa?

18. Kak yctpoeHbl MOHUTOPBI (haliIOBBIX CUCTEM?

19. Kaxk ycTpoeHbl MOHUTOPHI CeTH?

20. Kak dbopmanbHO onpeaensieTcss MOJeNb «yOopka Mycopan?

21. Kak (hopMasbHO OTpeEIsIeTCs MOEIb «MCKAXKECHUE)?

Kpamkue memoouuecxue ykazanus

JIJist TOITOTOBKH K DK3aMEHY CTYICHTY HEOOXOJIUMO M3YYHTh JICKITMOHHBIN MaTepHal, a
TaK e MaTepuall MPeICTABICHHbBIN B TONOJHUTEILHBIX UCTOYHHKAX.

Ilxana oyenku
Onenka Bamisr Omnmcanne
OL[eHKa «OTJIMYHO» BBICTABJIACTCS CTYACHTY, €CJIM OH FJ'Iy60K0 1 [IPOYHO YCBOMWJI IPOTpaMMHBIL
W MaTepua HCYEPIILIBAIOIIE, TOCIIEN0BATENBHO, YETKO U JIOTHYECKH CTPOHHO €ro u3Jjaraer

5 14-20

, YMEET TECHO YBS3bIBaTb TEOPHIO C

IIPAKTUKOH.

O1eHKa «XOPOIIO» BEICTABIISIETCS CTYACHTY, €CIIH OH TBEPAO 3HAET MaTepHal, TPAMOTHO H IO C
4 8-12 YIIECTBY M3JIAracT e€ro, He JAOIycKasl CYIIECTBEHHBIX HETOYHOCTEH B OTBETE Ha BOIIPOC, IPABHII

BHO TIPUMEHSET TEOPETHIECCKHE

10JIOXKEHUS! IPH PEIIeHNH IPAaKTUYECKUX BOIIPOCOB U 3aJau.

OLeHKa «yJ10BJIETBOPUTEIBHO) BBICTABIISETCA CTYIEHTY, €CJIM OH UMEET 3HaHHsI TOJIbKO OCHOB
3 2-6 HOTO MaTepuasa, HO He YCBOMJI ero AeTaneil, 1omycKkaeT

HETOYHOCTH, HEJIOCTATOYHO NPABMIbHBIE (DOPMYIHPOBKH.

Or1eHKa «HEYIOBIETBOPUTENHHO) BBICTABISIETCS CTYAEHTY, KOTOPBI HE 3HAeT

3HAYUTEILHON YaCTH NPOTPAMMHOTO MaTepHaa, JOMYCKAeT CYIECTBEHHbIE OMHOKH.

2 0-2

5.3 IlpumepsI 3a1aHuii A5 BBINOJHEHUS MPAKTHYECKHUX PadoT

ITpaktnyeckoe 3amanue Nel: IlpoekTupoBaHue cHCTEMBbl 3alIUTHl KOH(UIACHIMAIBHBIX
JTAHHBIX

Lenp 3amaHus:  pa3paboTarh  CcHCTEMYy  yIpaBJIEHHs IpaBaMHM  JOCTynma K
KOH(UICHIMATBEHON HH(OPMalLlK B OpraHU3aI|H.

3agaHust:

Onpenenure KiacCU(PUKAUIO JaHHBIX B Balled OpraHU3aldd COTJIACHO YPOBHIO
KOH(HICHIIMATBHOCTH.

Pa3paboraiiTe mMaTpuily AocTyna A pasHbIX poJiel COTPYIHHUKOB, BKJIIOYAs YPOBHU
J0CTyNa K IOKyMEHTaM U PecypcaM.

[Ipennoxxute MeEXaHU3M ayIuTa 1 MOHUTOPUHTA JOCTYTA K JaHHBIM.



[ToaroToBbTE HHCTPYKIUIO IO ASHCTBHSM B CIIydae HHIUACHTA 0€30IaCHOCTH.

Pe3ynbratr: mpeseHTanus MOJAEIM CHUCTEMbI 3alIUThl U OTYET C OMHCAHHEM MEXaHHU3MOB
peanu3anuy.

[TpakTrueckoe 3amganue No2: O030p aHTUBUPYCHBIX pelICHUN

Lenp 3amaHus: NIPOBECTH CPAaBHUTENIBHBIM aHaIM3 MONYJSPHBIX AHTUBHUPYCHBIX
MPOJYKTOB U BBIOpPATh ONTHUMAIIbHOE PEIIeHKE AJIi KOHKPETHOIO TUIAa OpraHu3alui.

3anaHus:

Hccnenyiite ppIHOK COBpEMEHHBIX aHTUBUPYCHBIX TIporpamm (Kaspersky, Dr.Web, ESET
NOD32).

[IpoBenuTe TecTUpOBAaHUE BHIOPAHHBIX AHTUBUPYCOB Ha BUPTYAJIbHON MallMHE C
UCTIOJIb30BAaHUEM TECTOBBIX BPEIOHOCHBIX (PaiiIoB.

CocraBbTe TabIUIly CpaBHEHMs MO KpUTEpUsM: 3PPEKTUBHOCTb, TPOU3BOAUTEIBHOCTD,
CTOUMOCTH JIMIIEH3UH, YI00CTBO HHTEpdeiica.

Cnemnaiite BBIBOJ O JIy4IlIeM MPOAYKTE UCXO/S U3 BalIMX MOTPEOHOCTEH.

Pesynprat: Tabnuma cpaBHEHUS U MTUCHMEHHBIA OTYET C BHIBOJAMH.

[Ipaxktuueckoe 3amanune Ne3: [lIudpoBanue maHHBIX

Lenp 3a1aHus: HAYYUTHCS IPUMEHSATH KPUITOTpaQUUECKUE METOIBI IS 3aIUTHl JAaHHBIX.

3anaHus:

Co3natp 3ammdpoBaHHBINA apXUB METOAOM CUMMETPUYHOTO mudpoBanus AES-256.

PeanuzoBath npouecc AemnpoBKY apXUBa C UCIIOJIB30BAHUEM KITFOUA.

[TpoBepuTh ETOCTHOCTH 3aMU(PPOBAHHBIX JAHHBIX C TOMOIIBIO IIU(PPOBBIX MOIMTHCEH.

[IponemoHcTpHpOBaTh pabOTy ClieHAPHs HA IPUMEpPax peasibHbIX (paiinoB.

Pesynbrar: neMOHCTpalMOHHBIN clEeHapuil MMUPPOBaHUS-ACIIUPPALUA U OTYET C

UHCTPYKLHUSAMHU.
[IpakTnueckoe 3amanue Ne4: Pa3zpaboTka 3alIMTHOTO MEXaHU3Ma IPOTrPaAMMHOIO
IPOAYKTa
Lenpb 3aganus: co31aTh MPHIIOKEHHUE C JIEMEHTAMH 3aIIUTHI OT B3JIOMa U MOJU(PHUKAIIHH.
3anaHus:

Hanummre npocroe npunoxkenne Ha Python mnm JavaScript ¢ 6a30BbIM (yHKIIMOHATIOM
(HampuMep, KalbKYJIsITOop).

JloGaBbTE MEXaHU3MBbl 3aLIUTHl MPUIIOKEHUS: XAIIUPOBAHUE BAXHBIX KOMIIOHEHTOB,
IPOBEPKY LIETOCTHOCTH UCHOJIHIEMOT0 (aiina.

[TokaxwuTe npouenypy 00xona pa3paboTaHHBIX BaMU 3aIlIUTHBIX MEXaHU3MOB.

Onuiure cnocoObl MOBBIIEHUS YCTOHUYNBOCTH BaIIEro MPUIIOKEHUS IIPOTUB aTaK.

Pesynbrar: pabouuii mMpoOTOTHN NPUIIOKEHUS C 3aAIIUTOM W JOKJIAJL C pe3ysibTaTaMu
TECTUPOBAHUS.

[Tpaktuueckoe 3amanne NoS: MonenupoBaHue aTaky Ha BEO-TIPUIIOKEHNE

Lenp 3amaHust: U3y4UTh THUIIBI YSI3BUMOCTEH BeO-TIPHIIOKEHHH M pa3padoTaTb Mephl
IIPOTUBOJICHCTBHS.

3agaHust:

Bri6epute nonynspHoe BEO-NPUIOKEHUE C OTKPBITHIM KoAoM (Hampumep, WordPress).

Haiinure u npoaemonctpupyiite SQL-mHBeKnMH, XSS-ya3BUMOCTH, MEXCAUTOBOE
BBIMIOJTHEHHE CKPUIITOB.

Hactpoiite WAF (Web Application Firewall) ans npenoTBpaiiieHus BBISBICHHBIX aTak.

Jlokaxkute paboTOCIIOCOOHOCTH 3aIIMTHI C TOMOLIBIO0 TOBTOPHOI'O TECTUPOBAHUS.

Pesynprar: moapoOHBI OTYET C ONMUCAHMAMHU HAMJIEHHBIX YSI3BUMOCTEH M crocoOoB
3aIUTHI.

Kpamkue memoouueckue ykazanus

JJ1g yCcTIenTHOTO BBIOJHEHUS MPAKTUYECKUX paObOT CTYAEHTHI T0JKHBI [TOCIEA0BATEIbHO
IIPOMTH 3Talbl NPOEKTUPOBAHUS, aHAIN3a, TECTUPOBAHUS M JOKYMEHTUPOBAHMS PE3YJILTATOB.
PekoMenayercss HMCHOJIb30BaHUE CHEIMATU3UPOBAHHBIX HMHCTPYMEHTOB M TEXHOJOTUH
(aHTUBUPYCHBIE TPOIYKTHI, CpeAcTBa IMM(POBAaHUSA, MHCTPYMEHTHI aHaJIM3a YA3BUMOCTEH).



Htoroseie OTYETEHI AOJDKHBI COACPIKATH YCTKOC MU3JIOKCHUC Heﬂeﬁ, BBIITOJIHCHHBIX DJTAallOB,
MOJIYYCHHBIE PE3yJIbTaThl M BBIBOABI MO KaXIOMY 3amaHuto. Ocoboe BHUMaHUE YIEISAETCS
CaMOCTOSITEIbBHOMY MCCJIEIOBAaHUIO pPBIHKA PELICHUI M BBIOOPY ONTHUMAIbHBIX IOIXOJOB IS
KOHKPETHOW CUTYalIHH.
IIxana oyenku
OreHKa Bamisl Ornucanne

5 45-60 O1eHKa «OTIMYHO BBICTABJISICTCS, €CJIU CTYACHT BBIITOJHUIT 3a/ITaHUEC, IIPABUIIBHO
MIPUMCHUIT METO/IbI.

OrneHka «XOpPOUIO» BBICTABIIACTCA, €CJIU CTYACHT BBIIIOJIHUII 3aJaHUE, TIPABUIIBHO
TIPUMEHWJI METObI, HO COBEPILNJI JJOTHYECKUE OIIIMOKH.

4 30-44

3 14-29 OreHKa «yIOBICTBOPHUTEIHLHOY» BBICTABIISACTCS, €CIM CTYICHT BBINOJIHII 3a/aHHe,

HO NMPUMCHIJI METO/IbI He Bce HEOOXOIMMBIC METOIbI ISl €r0 BBIIOJIHCHHSI.

OlLieHKa «HEYJOBICTBOPHUTEILHOY» BBICTABIISCTCS B CIIy4ae, €CJIM CTYICHT HE BBIOJIHMI 33/1aHue U/
2 0-13 WM HEBEPHO MPUMEHMI METOJIbl HEOOXOIHMBIE €ro

BBIOJIHCHHSI.
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