MHWHOBPHAYKU POCCUA
BJIAJJMBOCTOKCKUI IT'OCYJTAPCTBEHHBI YHUBEPCUTET

KA®EJIPA THOOPMAIIIOHHOMN BEE30ITACHOCTH

Pabouast mporpaMma qTUCHUTITAHBI (MOTYJIs)
BE3OIMACHOCTH BBIYMCJIHUTEJIBHBIX CETEH

CrennanbHOCTh U CIICHUATU3AIIMS
10.05.03 MuadopmanronHas 6€301MacHOCTb aBTOMAaTH3UPOBAHHBIX CUCTEM. be3onacHocTh
OTKPBITBIX HHPOPMAIIMOHHBIX CUCTEM

I'ox nabopa na OIIOII
2021

dopma 00ydeHus
OuHas

Bmagusoctok 2025



Pabouas mporpamMma AuCHMIUIMHBEL (MOAyINs) «be3onmnacHOCTh BBIYUCIUTENBHBIX CETEH»
cocraiieHa B cooTBeTcTBUHU ¢ TpeboBanusmMu @I'OC BO no nanpasienuto noarorosku 10.05.03
HNudopmarnnonnasi 6€301MacHOCTh aBTOMATH3WPOBAHHBIX CHCTEM (YTB. MPUKa30M MHHOOpHAYKH
Poccun ot 26.11.2020r. Ne1457) u [Topsiakom opraHu3aiuy U OCYIIECTBICHUS 00pa3oBaTeIbHON
JESATENIbBHOCTH 10 00pa3oBaTebHBIM IMpOTrpaMMaM BBICHIET0 00pa3oBaHUSI — IpPOrpaMMaM
OakanmaBpuaTta, NpOrpaMMaM CIEIHAIUTETa, MporpaMMaM MarucTparypbl (yTB. MpPHKa3oM
MunoOpuayku Poccun ot 06.04.2021 1. N245).

CocraBurenb(n):

Knrwes A.C., cmapwuii npenooasamens, Kageopa ungopmayuonnoti 6ezonacnocmu

Ulymux E.I"., kanouoam 3KkOHOMUYECKUX HAVK, 3a8edyrowuil kageopot, Kagpeopa
unghopmayuonnoi 6ezonacnocmu, Ekaterina. Shumikl@vvsu.ru

VYTBepkaeHa Ha 3acemaHuu  Kadenpsl  MHGOPMAIMOHHON  OE€30MacHOCTH  OT

« » 20 r., npotokon Ne
COI''TACOBAHO:
3aBe it kadenpoii (pa3paboTunka AOKYMEHT HOIIMCAH
AyIom (enpoit (pasp ) 3JIEKTPOHHOM IO CHIO
I.Hj@lI/IK ET. Cepruduxar eg_1575874368
Homep TpaH3akimn 0000000000EA7BF9
Buagenen Hymux E.T'.




1 Hessp, nuiannpyemMble pe3yabTaThl 00y4eHHs 110 AUCHHUIINHE (MOLYJII0)

Lenpto wW3ydeHUs IUCIHMILIMHBI «bBe30MacHOCTh BBIYMCIUTEIBHBIX CETEH» SIBIISCTCS
TEOpEeTUYeCKasT H MPaKTUYeCKash TOJArOTOBKA CHEIHAIUCTOB B O0JIACTH OOECIICUCHHUS
0€30MaCHOCTH TIPH JKCIUTyaTallMd BBIYUCIHMTENBHBIX CeTel; (OpMHpOBaHUE y OO0y4aeMBIX
npo(ecCHOHANBHBIX ~ KOMIIETEHIIMH B OJKCIUTyaTallMOHHO-TEXHUYECKOH W Hay4yHO-
UCCIIEIOBATEIILCKOW 00JacTax MpoeCCHOHABHON JesTenbHOCTH B cooTrBercTBUM ¢ OII
cnermansHocTH 10.05.03 - «MHbOpManmoHHast 6€30MacHOCTh aBTOMATU3HUPOBAHHBIX CHCTEM).

3amaun AUCIUTUINHBL

1. usydenue 6a30Boi HHPPACTPYKTYpPHl HHHOKOMMYHHUKAIIMOHHBIX CETEH, OCHOBHBIX
YCTPOKMCTB U CUCTEM, TpeOoBaHM K 00ecTieyeHHI0 HH(POPMAIIMOHHOI 0€301MacHOCTH,
COOTBETCTBYIOIIMX CTAHJAPTOB, TEXHUUYECKUX CreU(PUKALNN, TPOTOKOIOB U
TEXHOJIOTHi;
M3y4E€HUE OCHOBHBIX yrpo3 B ceTsix OBM 1 MeTO/10B MPOTHUBOICHUCTBUS UM;
OBJIaJICHUE MEXaHU3MaMHU TOCTPOCHHUS CUCTEM Oe30macHoCTH ceTeit DBM;
OBJIa/ICHHE HABBIKAMU 110 MCIOJb30BaHUIO0 KOMIIOHEHTOB 3aIlUILIEHHBIX ceTeil DBM,
CIOCOOHOCTRIO pa3padaThiBaTh MOJIETH yTrpo3 U Mojienu HapyiuTeneit b na ocHoBe
HCXOJIHBIX JJAHHBIX O CETH;
5. mpuoOpereHne HaBBIKOB MTPOSKTHUPOBAHMUS, TIOCTPOCHUS, 00CTYKHBaHUS (IKCILTyaTaIlluN )
W aHaJIM3a 3aluIeHHbIX ceTerl DOBM.

Hown

[TnanupyembIMH pe3ysibTaTaMyd 00Y4EHUS MO JAUCLUILIMHE (MOLYJIIO), SIBJIAIOTCS 3HAHUA,
yMEHMsI, HaBbIKU. [lepeueHp MaHupyeMbIX pe3ysIbTaToB OOyYeHUsS MO JUCUUIUIMHE (MOIYJIIO),
COOTHECEHHBIX C IUJJAaHUPYEMBIMH pe3yJbTaTaMU OCBOCHHUS 00pa3oBaTEeIbHONW MPOrpPaMMBI,

npezcTasieH B Tabnuue 1.

Tabmuna 1 — Komnerenmu, popmupyemblie B pe3yinbTaTe U3YyUeHUS TUCITUTUIMHBI (MOIYIIS)

PCSyJ’IBTaTBI O6y‘IeHI/I$I 10 TUCIHUITTIMHE

Konu
Hassarne OIOII Kox u popmymnuposka (hopmyHEpoBKa Kon
HMHJIIKAaTOpa
BO, cokpatienHoe KOMIIETEHIIUNA
JOCTHKEHUS pe3yiib dopmynupoBKa pe3ysbTara
KOMITCTEHIINT
Tara
10.05.03 OIIK-12 : Criocoben OIIK-12.1x : Pl 3HaHue | ocoOeHHOCTEH
«MudopmannonHas | IPUMEHSTH 3HAHUS B | OLIEHHBACT 6e3omacHoCcTH
0e30macHOCTh obnacTu 3¢ GEKTUBHOCT U pacrpeneneHHbIX
ABTOMAaTH3MPOBAHHBIX | 0€301acHOCTH HaJIEKHOCTh nH(pOpMaMOHHBIX
CHCTEM) BBIYHCIIUTEIBHBIX 3alIUTHI CHCTEM; METOJIOB
(UB) cerell, BBIUYHCIIUTEIIbHBIX OLICHKH YIpo3
OTIePaIIMOHHBIX cereit, 0e3omacHoOCTH U
cucTeM M 0a3 JJaHHBIX | OIEpalMOHHBIX CTaHAaPTHI
npu pazpaboTke cucreM u 6a3 nHpopMannoHHOH
ABTOMATH3MPOBAHHBIX | JaHHBIX 0€3011aCHOCTH;
CHCTEM P12 YmMeHue | mpoBOAUTH OLEHKY
MPOEKTHBIX PEIICHUH
pacrpeaeneHHbIX
nH(pOpMaMOHHBIX

CHCTEM Ha IpeIMET
obecrieueHnst ux
0e30MacHOCTH;
aHaJIM3UPOBATh BCE
YTpo36I 0€30MacHOCTH
B COOTBETCTBUU CO
CTaH/apTamMu
nHPOPMATMOHHON




0€30I1aCHOCTH;
aHATN3UPOBATh
MPOCKTHBIC PEIICHHsI
CHCTEM Ha

COOTBETCTBHE
MeToZaM
obecrieueHust
nH}opMaMOHHOM
Oe3onacHoCTH
P13 HaBpik | mpoextupoBaHus
Oe3omnacHoCcTH
pacrpeaeneHHbIX
HHPOPMAIMOHHBIX
CUCTEM; HaBBIKAMHU
OIIEHKHU yTPO3
0e30MmacHOCTH B
COOTBETCTBHUH CO
CTaHJapTaMH
HHPOPMATMOHHOM
0e30IIaCHOCTH;
OIIK-5 : Ciocoben OIIK-5.2k : P14 HaBpik | pa3paboTku
MIPUMEHSTh UCTIONB3YyeT 9KCILTyaTal[HOHHON
HOpPMAaTHUBHBIC HOpPMATHUBHBIC JIOKYMEHTALIH 110
MIPaBOBBIC AKTHI, JIOKYMEHTBI, cucTeMaMm
HOpPMATHBHBIC U PperiaMeHTHPYIOIINX obecrieueHus
METOJMYECKHE paboTy mo 3amuTe nHpopManoHHO
JIOKYMCHTBI, nHdopmanuy, a 0e30omacHoOCTH B
periIaMeHTHpYoIe | Takke MOJ0XKEHNU, COOTBETCTBHUH C
JeSITeIBHOCTD TI0 WHCTPYKIIHA 1 JIEHCTBYIOIINMHU
3amurTe nHpopMarm | apyrue CTaHJapTaMH.
OpTraHU3aIMOHHO-
pacTIopsaIuTeTbHBIX
JOKYMCHTBI JJIS
pereHus
MOCTABJICHHBIX
3a1a4
OIIK-9 : Cniocoben OIIK-9.1k : P14 HaBrik | pa3paboTku
pewars 3axa4u IIpumensieT AKCIUTyaTallHOHHOMN
npodeccuoHaTbHOM COBPEMEHHYIO JIOKYMEHTAIIH 110
JIeSTeNILHOCTH C STAJOHHYIO MOJIEIIb cucreMam
YUYETOM TEKYILETo B3aUMO/IeiCTBUS obecrieueHus
COCTOSIHUS H OTKPBITBIX CUCTEM; HHPOPMATMOHHOM
TEHIICHIMIA Pa3BUTUS | TPUHIIHITBI 0e30MacHOCTH B
HHPOPMAITMOHHBIX MTOCTPOCHUS U COOTBETCTBHUH C
TEXHOJIOTHH, CPEACTB | (YHKIMOHUPOBAHUS JIEHCTBYIOIINMHU
TEXHUYECKOH 3alIUTHl | CHCTEM H ceTel CTaHJApTaMH.
uHhopmaluu, ceTeil 1 | nepenadu P16 VYMeHne | Ucroibp30BaTh
CUCTEM Mepenayu uHpOpMAITUH CpelcTBa
uHpOpMAITUH MIPOTUBOICUCTBUS
aTakaM Ha CeTeBOM
KOMILIEKC,
MIPUMEHSTh
CUMMETPHYHBIC U
ACUMMETPHUYHBIC
aITOPUTMBI
mrppoBaHus;
PI7 3HaHWE | KOMIUIEKCOB
BPEIIOHOCHBIX
MpOTpaMM,
BHE/IPSICMBIX B
KOMIBIOTEPHI

CCTCBOI'0O KOMILJIICKCA




aBTOMATHU3MPOBAHHBIX
CHCTEM: TPOSIHCKHE
MIPOTPaMMBI, CETEBBIE
YEepBH, BUPYCHI,
IIITHOHCKHE
MPOTPaMMBI, CTIaM;
METOJIOB 3aIIHUTHI OT
BHUPYCOB; CETEBbIE
9KPaHbl U CUCTEMBI
oOHapyKeHHs
BTOP>KEHUI.

PII8

YmMenue | ncrnonb3oBaTh
METO/bI 3aIIUTHI
aBTOMATH3MPOBAHHBIX
CHUCTEM OT BUPYCOB U
JIPYTUX BPEIOHOCHBIX
IIPOrpaMM;
NIPUMEHSITD
KOpHOpaTUBHbIE U
[IEpPCOHANbHbIE
CETEeBbIE AKPAHBbI JIs
OpraHu3anuu
JIEMWIATApU30BaHHOM
30HBI
aBTOMATU3MPOBAHHBIX
CUCTEM, CO3JaBaTh
MOJICUCTEMY 3aLUTHI
CETEeBOTO TpaduKa
aBTOMAaTU3UPOBAHHOM
CHUCTEMBI HAa OCHOBE
KOMITOHEHT
IIPOTOKOJIA
3alUIICHHOTO KaHaa
IPsec

P19

HaBpix | skcrmutyatanuu
HWHCTPYMECHTAJIbHBIMU
nporpaMMamMu
0oOHapy>KeHUs aTak Ha
CETEBOM KOMIIJIEKC;
MIPOEKTUPOBAHUS
CUMMETPHUYHBIX U
ACUMMETPUYHBIX
KPUIITOCHCTEM;

B nmponecce OCBOCHUA OUCHUINIMHBI PEIOAOTCAd 3aJadd BOCIIMTAHUA TapMOHUYHO
paSBHTOﬁ, HanHOTHQHOIZ n conuaJibHO OTBETCTBEHHOM JHYHOCTH Ha OCHOBE TPAAUIIUOHHBIX
pOCCHfICKHX AYXOBHO-HPABCTBCHHBIX U KYJIBTYPHO-UCTOPUUCCKHUX IIeHHOCTeI\/'I, MMpEaACTaBJICHHLBIC

B TaOnuie 1.2.

Tabmuna 1.2 — [{eneBbie OpueHTHPHI BOCTTUTAHUS

BocnurareabHble 3a1a41

®DopMuUpOBaHUE IEHHOCTEI

IlesreBble OpHEHTHPBI

(I)OpMI/IPOBaHI/le rpamancxoifl MO3UIUU U TTATPUOTU3MA

Bocnuranue yBaxenus k Koncturynuu u
3akoHaM Poccuiickoit denepanuu

Fpa)!(ﬂaHCTBGHHOCTI)

BHHUMaTeILHOCTE K JcTalsiM

®opMHpoBaHHe TyXOBHO-HPABCTBEHHBIX LIEHHOCTEH




Bocnuranue yyBcTBa 100Ta U
OTBETCTBCHHOCTH IEpe]l CEMbEH U I'paxkmaHCTBEHHOCTH KommyHmKabenbHOCTh
00IIIECTBOM

@®opMHpOBaHHe HAYYHOT0 MHPOBO33PEHUS U KYJbTYPbI MbIIILJIEHHUSA

Pa3BuTre nmo3HaBaTeIbHOIO HUHTEpECa u

HanI/IOTI/I3M AXTUBHas >KU3HECHHAS o3unuAa
CTPEMJICHUS K 3HAHUAM

(I)OpMI/II)OBaHI/Ie KOMMYHHUKATUBHBIX HABBIKOB U KYJIbTYPbI OﬁllleHI/Iﬂ

BocnuTanue KyapTypsl 1uanora u Cnyxenne OteuecTBy U HacToifunBOCTh U yIIOpCTBO B
YBaKEHUS] K MHEHUIO JIPYTHX JFOJCH OTBETCTBEHHOCTH 32 €T0 Cyb0y | DOCTH)KEHHH LIENN

2 Mecto aucuMiiinHbl (MoayJs) B crpykrype OITIOII

JucnummHa «be30macHOCTh BBIYUCIUTEIBHBIX CETEH» OTHOCHTCS K 0a30BOM YacTH
JMCIIUTUIMH y4eOHOro IlaHa HaInpaBJICHUs «MudopmarmonHas 0€e301aCHOCTD
ABTOMATU3UPOBAHHBIX CUCTEM.

BxogapiMu TpeOoBaHUSAMHU, HEOOXOAMMBIMH JUII OCBOCHHUS JTUCHUILIMHBI, SBISICTCS
HATHYUE Y OOYYarOIIUXCS KOMITETECHINH, COOPMUPOBAHHBIX TMPU M3YyYCHUHW TUCIMILIAH W/UITU
NpoXOokaAeHUH TpakTuk «MHpopMatika W  OCHOBBI IporpaMmupoBaHus», «OCHOBBI
uHpopMalMoHHON Oe3omacHocTn», «Cetn OBM u TtenexkommyHukauum». Ha naHHyro
TUCHUILIIMHY omupatorcs «[IporpamMmHoO-anmapaTHbIe CPEACTBA 3aIUTH WH(OPMALIUNY,

«Pa3paboTka 1 3KCIUTyaTalust 3aiUIIeHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM).

3. O0bem AuCHUNIMHBI (MOAYJIs1)

O06bemM UCHUIUIMHBI (MOAYJISl) B 3a4ETHBIX EIWHUIIAX C YKa3aHUEM KOJIMYECTBA
aKaJeMUYEeCKUX YacoB, BBIJENIEHHBIX Ha KOHTAKTHYI paboTy ¢ obOydarommmucs (1Mo BHJAM
y4eOHBIX 3aHATUI) U HA CAMOCTOATEIbHYIO paboTy, IPUBEIEH B TabauIe 2.

Tabnuua 2 — O6mas TpyJ0eMKOCTb AUCHUIUINHBI

Ie Tpyno- O0OBeM KOHTaKTHOH paboTHI (Yac)
eMecTp | EeMKOCTh
Popma Yacte (?I?I)I/(l) ) Bueaynu- Popma
Hazsaune OIIOII BO | oGyue- AynuropHas CPC aTTec-
st VI Kypc TOpHAas I
(3P0, B3.E.) Bcero
0300) nek. | mpak. | ma6. | ITA | KCP
10.05.03
WndopmarmonHas
6e30macHOCTh 0D0 Cl.b 6 5 91 36 36 0 1 18 89 €]
ABTOMAaTH3MPOBAHHBIX
CHCTEM

4 CTpyKTypa U co/iepKaHue M CUMILIUHBI (MO1YJIs1)

4.1 CTpykTypa aucuunjanHbl (MoayJs) nist OPO

TemaTuyeckuil miaH, OTpakaroOUIM COAEpX)aHUE TUCUUIUIMHBI (IIEpeUeHb pa3/iesioB U
TEM), CTPYKTYPUPOBAHHOE 110 BUJAaM YUEOHBIX 3aHATHH C YKa3aHUEM UX 00BEMOB B COOTBETCTBUU
C Y4eOHBIM IJIaHOM, TIpUBECH B Tabmuie 3.1



Tabnuua 3.1 — Pa3aens! JUCHUUIUIMHBL (MOIYJIs), BUIBI Y4€OHOU AEATETBHOCTH M (POPMBI
TeKkyuero Koutpois 1t OO

Konx pe- Kou-Bo yacoB, oTBeIecHHOE Ha
Ne HazBanue Temsl 3ynbTara
00y4eHus
PA1,
P2,
PA3,
TexHonoruu ¢punpTpanyu P14, 12 12 0 6 TecroBble 3amaHus,
“HPOPMAIIHOHHOTO 0OMEHa PJ5, MPaKTUYECKHE PabOThI
P16,
Pa7,
P/I8, PJ19
PAL,
P72,
PJI3,
TexHOJIOTHU U30JUPOBAHUS P14, 12 12 0 6 TectoBbic 3amanus,
“HPOPMAIIHOHHOTO 0OMEHa PJ5, MPaKTUYECKHE PabOThI
P16,
Pa7,
P/I8, PJ19
PAL,
PJ12,
KonTpons ceresoit PA3,
0e30acHOCTH U pa3paboTKa P14, 12 12 0 6 TecroBbie 3amanys,
MOJINTUK CETEBOM PS5, MPaKTHYECKHE PabOTHI
06€e30I1acHOCTH. P16,
PA7,
P/I8, PJ19
Hroro no Taduue 36 36 0 18

dopma
Jlex ITpakr JIa6 CPC TEKYILEro KOHTPOJIs

4.2 Copep:xanue pa3aejoB U TeM JUCHUITHHBI (Moayas) Aias ODO

Tema I Texnonocuu ¢unompayuu ungopmayuonHo2o oomeHa.

Conepxxanne TeMbl: [IpuHIMIBI 1 ypoBHU (uiIbTpanuu Tpaduka B BBIYUCIUTEIBHBIX
cerax. Cnucku pocryna (ACL) u ux poib B monuTHKE 0€30MacHOCTH ceTeBOro oomeHna. Pabora
ceteBoro obopynoBanus co cnuckamu gocryna (ACL). Cnucku ynpasnenus gocrynom (ACL)
MHTEJJIEKTYaJIbHBIX KOMMYTAaTOPOB JIOKAJIBHBIX BBIYACIUTENBHBIX ceTeil. [IpuHIMNel 1 ypoBHU
¢unbTpanuu TpaduKa B BBIUUCIUTENBHBIX ceTsx. Cnucku goctyna (ACL) u ux poib B MOJIUTHKE
6e3omacHoCcTH ceTeBoro ooMeHa. Pabora cereBoro o6opyaoBanus co cnuckamu gocrymna (ACL).
Mapuipytuzaropsl 1 MexcereBble 3kpaHbl (MC3). MuoroypoBHeBele MCD U NpUHLMIIBI MX
IIPUMEHEHHUS B BBIYUCIUTEIBHBIX CETsX. IIoHATHE IpaHUIBl CETM M MOTPAaHUYHOTO KOHTPOJIS.
Texnonorust NAT u PAT g punsTpauuu u KOHTpOIsI HHPOPMAIIMOHHOTO OOMEHa Ha TpaHHUIIE.
Jemunurapu3oBanHas 30Ha. [IpokcupoBanue HH(POpPMAIMOHHOIO O0OMeHa, obecredeHne
KOHTPOJISI M 3aIIUTHI IepeaBaeMbIX JJaHHbIX. MapiipyTtusaTopsl U MexceTeBble skpansl (MCD).
MHuoroypoBHeBble MCO M NpHHLHUIIBI UX NPUMEHEHHS B BBIYUCINTENbHBIX ceTsaX. llonarne
IpaHuULbI CeTH U TorpaHndHoro KoHTposs. Texnonorus NAT u PAT ansa puinbTpanuu 1 KOHTPOIIs
UHPOPMALIMOHHOTO oOOMeHa Ha rpaHune. JlemunurtapusoBaHHas 30Ha. I[IpokcupoBaHue
MH(OPMALIMOHHOTO OOMeHa, oOO0ecreueHue KOHTPOJS W 3allUThl IE€pPEelIaBaeMbIX JAHHBIX.
Jemunurapu3oBanHas 30Ha. [IpokcupoBaHue HH(POPMAIIMOHHOTO OOMEHa, obecreyeHue
KOHTPOJIS M 3aIlIUTHI TepeiaBaeMbIX TaHHbIX. MapiipyTu3aTopsl U MexceTeBble skpansl (MCD).
MmuoroyposaeBsle MCD M NpUHLMIIBI UX NPUMEHEHHS B BBIYMCINTENbHBIX ceTsaX. llonsrne
IpaHULbI cCeTH U TorpanundHoro KoHTposs. Texnonorus NAT u PAT ans unsTpanuu u KOHTPOJIs
UHPOPMALIMOHHOTO oOOMeHa Ha rpanune. JlemunurtapusoBaHHas 30Ha. I[IpokcupoBaHue
nH(pOpMaLMOHHOTO 00MeHa, oOecrieueHue KOHTPOJIS U 3aIUTHI IepeaBaeMbIX TaHHBIX.

@®opMbl U METOABI MPOBEACHUS 3aHATUH MO TeMe, NpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTHH: JIEKIIUU- TUCKYCUH, BHITTOJIHEHUE TPAKTUYECKOTO 3aJaHHUS.



Buael camocTosTENRHON MTOATOTOBKU CTYAEHTOB IO TeMe: M3yueHne pekoMeH10BaHHOM
JUTEPATYPHL.

Tema 2 Texnonozuu uzonuposanus UHGHOPMayUOHHO20 0OMeHa.

Conepxanne  Tembl: [lpuHnmner  mmdpoBaHus  UHOOPMAIMOHHOTO  OOMEHa.
TynnenmupoBanue cereBoro Tpaduka. [Iporokonsr TynHenupoBanus GRE u PPTP. Ilpuninun
IIOCTPOEHUS BUPTyalbHbIX dYacTHbIX ceTed (VPN) Ha ocHoBe TyHHenel. Iloctpoenue
3aIUIIEHHON BUPTyalbHOHW dYacTHoM cetm VPN Ha 6asze mnpotokosna PPTP. Ilporokossi
3anumeHHoro uaHdopmamuonHoro oomena IPSec. IIporokonst AH u ESP. Pexxumsl paGoTsl,
npuHiunbel  oomena kmouamu (ISAKMP). IIporokon SSL/TLS. Ilpuniuner paGoTsl,
ayTeHTU(UKALKs CTOPOH U OCOOEHHOCTH MHM(POBaHMUA MAHHBIX. [IPOTOKON 3alIUIIEHHOTO
tyHHenupoBanus [PSec. Tlpaktudeckas peanmsanus [PSec TyHHenst Ha 6a3e MapuIpyTU3aTOpOB
CISCO. IIporokomnsl 3amumieHHoro napopmamnronHoro oomena [PSec. Ilporokonsr AH u ESP.
Pexxumbl paboTel, puHiunbel ooMeHna kimodamu (ISAKMP). IIpotokon SSL/TLS. Ilpunnwmms
paboThl, ayTeHTU(UKALIHS CTOPOH U OCOOCHHOCTH MU(DPOBAHUS TAHHBIX.

@opMbl U METOJBI NPOBEACHHS 3aHITUN MO TeMe, MpPUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTHH: JIEKIIUU- TUCKYCUH, BHIIIOJIHEHUE PAKTUYECKOTO 3aaHHUS.

Bunel camocTosTeNnbHON MOATOTOBKU CTYICHTOB MO Teme: M3ydeHne peKoOMeH10BaHHOU
JUTEPATYypPHI.

Tema 3 Kommponv cemesoil Oe3onacHocmu u paspaboma NOJUMUK —CEmegoll
bezonacnocmu.

Copepxanue Tembl: CeTeBble cKaHepbl. [IpUHIMIBI U METOUKH CKaHUpOBaHUs. CII0COObI
MOCTPOCHHUS MOJIUTUK CETeBOW 0€30MacHOCTH U 00ecreveHns HaJeKHOCTH (PYHKIIMOHUPOBAHUS
BBIUUCITUTENFHBIX CeTed M ceTeBhIX Ciyx0. CereBble ckaHepbl. [IpWHIUNBI W METOTUKH
ckanupoBanus. CrHocoObl TOCTPOCHUS TMOJUTUK CETeBOM 0e30macHOCTH U oOecrneueHus
HA/ICKHOCTH (DYHKIIMOHUPOBAHUS BBIYMCIUTEIBHBIX CETEH U CETEBBIX CIYXKO.

@opMbl U METOJBI TPOBEACHHS 3aHIATUN MO TeMe, MpUMEHseMble 00pa3oBaTeiIbHbIC
TEXHOJIOTUH: JICKIIUH- AUCKYCHH, BBIITOJHEHHE MPAKTUIECKOTO 33/ 1aHUSI.

Buasl caMocTosTETbHON MOATOTOBKU CTYJEHTOB 10 TeMe: M3yueHue pekoMeHa0BaHHOH
JUTEPATYPHI.

5 Meroauyeckne yKazaHusi sl OOY4YAIOIIMXCH MO M3YYEHHI0 M Ppeajlu3aluu
AUCHUIJIMHBI (MOZYJIs1)

5.1 Meroanueckue peKOMeHAAUMH OOYYAKIIUMCH MO0 M3YYEHHI0 UCUMIUIMHBI M 10
o0eceYeHN 0 CaMOCTOSITeJIbHOM padoThI

CamocrositensHast padora cryfeHToB (CPC) — 3TO nedaTenbHOCTh y4aluxcs, KOTOPYIO
OHH COBEpIIAIOT 03 HEeMOCPECTBEHHON MOMOIIM M yKa3aHUH MpernoaBaTelis, pyKOBOJICTBYSICH
Cq)OpMHpOBaBHH/IMI/ICSI paHeC MNpCACTABICHUAMH O IMOPAAKE W MPaBHUIIBHOCTU BBIIIOJIHCHUA
oneparuii. llenr CPC B mporecce o0yueHus: 3akioyaercs, Kak B yCBOGHUU 3HAHUi, TaKk U B
q)OpMI/IpOBaHI/II/I yMeHI/Iﬁ ¥ HaBBIKOB I10 X UCITOJIB30BAHWIO B HOBEIX YCIIOBHAX HA HOBOM y’—Ie6HOM
matepuaine. CaMmocToaTenpHas padoTa Mpu3BaHa 0OecleYrBaTh BO3MOXXHOCTH OCYIIECTBICHUS
CTyACHTaMU CaMOCTOSITEIILHON MO3HAaBaTEILHOU NCATCIIBHOCTU B 06yquI/m, U SABJIACTCA BUIOM
yueOHOT0 Tpy/ia, CIOCOOCTBYIOMIETO (HOPMHUPOBAHUIO Y CTYACHTOB CAMOCTOSATEIHHOCTH. BranHou
y4eOHOM MporpaMMe MPUBEJIEH MepedeHb OCHOBHBIX U JIOMOJIHUTEIBHBIX UCTOYHUKOB, KOTOPHIC
mpeiaraeTcsl U3y4uTh B IIpollecce O0IydeHus 1Mo AuciuIuinae. Kpome Toro, s paciiupeHus u
yOIyONeHWsT 3HAaHWM 10 JaHHOW JUCIMIUIMHE I1eJIeCO00pa3HO WCIOIb30BaTh: HAaydHBIE
nyOMMKalMu B TEMaTHYECKHX J>KypHAIax; IIOJHOTEKCTOBBbIE 0a3bl JaHHBIX OUOINOTEKH;
uMerolecs B OMONIMOTEKax By3a M pPETrHOHA MYyOJMKAalMi Ha AJIEKTPOHHBIX M OyMaXKHBIX



HOCHUTEIISIX. YCIENIHOE OCBOCHUE TUCIMILIMHBI MPEANoiaracT akTUBHYIO paboTy CTY/AEHTOB Ha
BCEX 3aHATHUAX ayIUTOpPHOH (OpMBI: JEKUMH M TNPAKTUYECKUX 3aHATHH, BBIIOJIHEHUE
aTTECTAlMOHHBIN MeponpusaTHii, 3((EeKTUBHYIO CaMOCTOSTENbHYIO pabory. B mpormecce
U3y4eHHs] AUCLUUIUIMHBI CTYIEHTY HEOO0XOIMMO OpHEHTHPOBATbCSd HAa CaMOCTOSATENbHYIO
IpopabOTKy JIEKIIMOHHOIO MaTepuana, MOArOTOBKY K MPAKTUYECKUM 3aHATHUSM, BBIIIOJIHEHUE
TECTOB, CaMOCTOSITEJIbHOE HM3y4EHHE HEKOTOPBIX paslesioB Kypca [l ImpoBeieHUs 3aHATUH
JICKIIMOHHOTO THIA HCHOJB3YIOTCS Y4eOHO-HArsAHble ocoOusi B (opMme Mpe3eHTAMOHHBIX
MaTepHalIoB, 00E€CIeUNBAIOLINX TEMaTUYECKHE MIUTIOCTPALIMHU, COOTBETCTBYIOLIME TEMaM JIEKIUH,
MPEJACTABICHHBIM B ITYHKTE 5 HACTOSLIEN

5.2 OcoOeHHocTH oOpraHu3anuu OO0y4YeHHs JJIA JHMI C OrPAHWUYEHHBIMHM BO3MOKHOCTSMH
310POBbSI H HHBAJIH/I0B

[Tpr HEOOXOIUMOCTH OOYYAIOIIUMCS U3 YUCIIA JIWI] C OTPAHHYCHHBIMHA BO3MOXKHOCTSIMHU
3JI0POBbS U MHBAITHJIOB (I10 3asBICHUIO O0YUAIOMIETOCs ) MPEAOCTABISIETCS yaeOHas
uH(pOpMaIKs B JOCTYIHBIX (POPMAX C YIETOM MX WHAMBHIYAIbHBIX MICUXO(PU3HIECKUX
OCOOCHHOCTEH:

- TS JTUI] C HAPYIICHUSIMU 3pEHUS: B TIeYaTHOH (hopMe yBETMYSHHBIM IPH(PTOM; B hopme
JJICKTPOHHOIO  JIOKYMEHTa; HMHUBHyaJIbHBIE KOHCYJIbTAllUU c [IPUBIICYCHUEM
TU(DI0CYpOTIEPEBOIUNKA; MHANBUAYAIbHbIE 331aHUsI, KOHCYJIbTALIUU U JP.

- 17151 JIMLL C HApYIICHUsIMU CiIyXa: B IeyaTHOH opme; B popme 3JEKTPOHHOTO JOKYMEHTA;
WHJVBHyaJIbHbIE KOHCYJIbTAallUW C IIPUBJIICYCHHEM CYpAONEPEBONUYNKA; HWHAVBUIYAIbHbIE
3a/laHus], KOHCYJIbTAllUU U JIP.

- IUTsI JTUT] C HApYIICHUSIMHU OTIOPHO-/IBUTATEIIBHOTO allliapaTa: B euaTHo# popme; B hopme
3JICKTPOHHOI'O JOKYMEHTa; NHIUBUAYaJIbHBIC 3a1aHNs, KOHCYIbTALUU U JP.

6 ®oH/ OLEHOYHBIX CPEACTB JIfl MPOBeIeHUs] TEKYIIero KOHTPOJISI M MPOMeKYTOYHOI
arTecTalMu 00y4aroIMXCcH M0 JUCUMILINHE (MOTYJIIO0)

B coorBerctBun ¢ TpeboBanmsMu PI'OC BO s arrectauuu oOydaromuxcst Ha
COOTBETCTBUE MX IE€PCOHAIBbHBIX JOCTHIKEHUN IUIAHUPYEMBIM pe3ylbTaTaM OOY4YeHMs 110
JUCLHUIUIMHE (MOAYIIO) cO37aHbl (POHIBI OLIEHOUHBIX CPEACTB. THIOBBIE KOHTPOJIBHBIE 33 JaHUS,
METOANYECKUE MATEpHUasbl, OINPEACISIIONME IPOLEAYPhl OLICHUBAaHUSA 3HAHWM, YMEHHMU U
HaBBIKOB, a TAK)Ke KPUTEPUH U IIOKa3aTeI, He0OOXOAMMBIE JIIs OLIEHKU 3HAaHUH, YMEHUH, HAaBBIKOB
U XapakTepu3ymoluue dTanbl (HOpMHUPOBaHHMS KOMIIETEHUMH B  IPOLIECCE OCBOEHUS
o0Opa3oBaTenbHON MPOrpaMMBl, ipeacTaBieHsl B [Ipunoxenun 1.

7 Y4eO6HO-MeTOAMUYECKOEe U HH(POPMALIMOHHOE 00ecnieyeHue TUCHMILIMHBI (MOLYJIs1)

7.1 Ocnoenasn numepamypa

1. Bacan, E.C. bezonacuocts ceteit 9BM : yue6. mocodbue / O.}YO. IleckoBa; FOxubIi
denep. yu-1; E.C. bacan .— Poctos-Ha-/{ony : U3n-Bo FODY, 2024 .— 183 c. : min. — ISBN 978-
5-9275-4634-3 .— URL: https://lib.rucont.ru/efd/909306 (nara oopamienus: 04.08.2025)

2. Tlarubparos, A. I1., BerauciautensHbIe CHCTEMBI, CETH B TEIIEKOMMYHUKAIIHH : y9eOHOE
nocobue / A. II. [Tatubparos, JI. I1. I'yasino, A. A. Kupudenko, ; oz pea. A. I1. Ilstubpatosa.
— MockBa : KwvoPyc, 2021. — 372 c¢. — ISBN 978-5-406-08157-0. — URL:
https://book.ru/book/939116 (nata oopamienus: 26.10.2025). — TekcT : 37K TPOHHBIIA.

3. Tomcrobpos, A.Il. Apxurekrypa DOBM : yuebHOoe mocobue a1 By30B /
A. II. Toncro6poB. — 3-e u3a., nepepad. u gon. — Mocksa : U3natensctBo HOpaiit, 2023. —
162 c. — (Bswicmee oOpazoBanue). — ISBN 978-5-534-16839-6. — TekcT : 3nMeKTpOHHBIA //



OoOpazoBarenpHast mnatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/531870 (mata
obpamenus: 06.09.2023).

7.2  Jonoanumenvnas aumepamypa

1. Knamanos, ®. K. BeraucnuTensHble CHCTEMBI M CETH, 00JIAYHBIC TEXHOJIOTHH : Y4eOHO-
MeToguueckoe nocobue / P. K. Knamanos. — Mocksa : MUCHU - MI'CVY, 2020. — 40 ¢. — ISBN
978-5-7264-2187-2. — Tekcrt : aneKTpoHHBIN // JIaHb : JIEKTPOHHO-OMOIMOTEYHAs] CUCTeMa. —
URL: https://e.lanbook.com/book/145093 (mata oOpamienus: 27.10.2025). — Pexum gocryna:
JUTSL aBTOPH3. MOJIb30BATEIICH.

2. Ulanprun, B. ®. Madopmannonnas 0e30MacHOCTh KOMIIBIOTEPHBIX CUCTEM H CETEH :
yaeOHoe nocooue / B.®. lllansrun. —Mocksa : ®OPYM : UHOPA-M, 2023. — 416 c. —
(Cpennee npodeccuonansHoe oOpazoBanue). - ISBN 978-5-8199-0754-2. - TekcT : 31eKTPOHHBIN.
- URL: https://znanium.ru/catalog/product/1910870 (JlaTa oopamienus - 22.10.2025)

7.3 Pecypcor ungpopmayuonno-menexommynukayuonnou cemu '""Humepnem',
eKn0Yan npogeccuonanvhvle 06a3vl OAHHLIX U UHPOPMAUUOHHO-CHPABOUHBIE
cucmemsl (npu HeodX00UMOCMU):

O6pazoBarenbHas miardopma "FOPANUT"
DnekTpoHHO-OnbnroreyHas cucrema "BOOK.ru"
DnexTpoHHO-0ubnuoreyHas cucrema "ZNANIUM.COM"
DnekTpoHHO-Oubnoreynas cucrema "JIAHB"
DnexTpoHHO-0ubnuoreyHas cucrema "PYKOHT"
Open Academic Journals Index (OAJI). [Ipodeccronanbuas 6a3a maHHBIX - Pexxum
noctyna: http://oaji.net/

7. Ilpesunenrckass OubOmmoreka wuM. b.H.Enpuuna (6a3a [JaHHBIX —Pa3iIMYHBIX
npodeccuoHanpHbIX o0nacteit) - Pexxum noctyna: https://www.prlib.ru/

8. Hudopmanmonno-crpaBounas cucrema "KoncympranTt Ilmoc" - Pexum noctyna:
http://www.consultant.ru/

oakrwdE

8 MarepuajibHO-TeXHHYECKOe ofOecrnedeHHe IUCHUILIMHBI (MOAYJIsI) WU IepevyeHb
HH(OPMALMOHHBIX TEXHOJIOTHH, MCIOJb3yeMbIX NPH OCYILIECTBJICHUH 00pPa30BaTeJbHOIO
npouecca 1no AUCHUILINHE (MOAYJ/II0), BKJIYAas NepevyeHb IPOrPpaMMHOro odecneyeHnst

OcHOBHOE 000pYIOBaHUE:

e KomnbroTepbl

e [IpoekTop

[IporpammMHoe obecrieueHue:

e VMware Horizon ViewStandard

e Microsoft OfficeProffessionalPlus 2019 Russian
e Microsoft Windows 8 - MAK




MHWHOBPHAYKHU POCCUN
BJIAJIUBOCTOKCKMII TOCYJIAPCTBEHHBI YHUBEPCUTET
KA®EIPA THOOPMALIMOHHOM BE30IIACHOCTHU
®oH/1 OIICHOYHBIX CPEJICTB
AJId TIPOBCACHU A TCKYILICTO KOHTPOJIA
Y TIPOMEXYTOYHOH aTTECTAINU 110 TUCIHILTHHE (MOIYIIIO)
BE30OINACHOCTD BBIUMCJIUTEJIBHBIX CETEN
CrienuanbHOCTh U CCIIHATH3AIIHS
10.05.03 MuadopmarmonHas 6€30mMacHOCTh ABTOMAaTU3UPOBAHHBIX CUCTEM. be30macHOCTh

OTKPBITBIX HH(bOpMaL[I/IOHHBIX CHUCTEM

I'ox Habopa Ha OITOII
2021

dopma 00ydeHuUsI
OYHas

Bmagusoctok 2025



1 Ilepedennb (popMHEpyeMbIX KOMIIETEH M

Haszsanne OITOII BO,
COKpalleHHOe

Kon u popmynupoBka KoMHeTeHIN

nu

Kon u popMynrpoBka HHANKATOPA TOCTIKCHUS
KOMITCTEHITHU

10.05.03 «MudpOpMarn
HOHHAs 6€30IacHOCTh
ABTOMATH3HPOBAHHBIX
CHCTEMY
(1B)

OIIK-12 : CriocobeH pruMeHsTh 3H
aHMs B 00J1aCTH 0E3011aCHOCTHU BBIY
UCITUTENLHBIX CETEH, OrepanuoHHbI
X cHcTeM U 0a3 JaHHBIX P pa3pad
OTKE aBTOMaTH3UPOBAHHBIX CHCTEM

OIIK-12.1x : onieHuBaeT 3pPeKTUBHOCTH U HAIE
JKHOCTB 3aIlUTHl BBIYUCIUTENIBHBIX CETEH, onepa
LIMOHHBIX CUCTEM U 0a3 TaHHBIX

OIIK-5 : CiocobeH mpuMeHsITh HOp
MaTHBHbIEC IPABOBbIE aKThI, HOPMAT
WBHBIC U METOINYECKHE JTOKYMEHT
bl, PETIIAMEHTHPYIOIINE JEITEIILHO
CTb IO 3aIuTe NH(OPMAIIH

OIIK-5.2k : ucTI0JIb3yeT HOPMATUBHBIE TOKYMEH
THI, PETJIAMEHTHPYIOIIUX paboTy MO 3aluTe HH
(dopmaryy, a TakKe HOJI0KEHNUS, HHCTPYKIHUU U
Jpyrue opraHu3alliOHHO-PACHOPSAUTENBHBIX 10
KYMEHTBI JUIs1 pEIICHNUs] TOCTABICHHBIX 33/1a4

OIIK-9 : CniocobeH pemath 3a1a4u
po¢eCCHOHANBHON NesITeIPHOCTH

C YIE€TOM TEKYyIIETO COCTOSIHUS U T
HACHITUHA pa3BUTHS HHPOPMAITHOHH
BIX TEXHOJIOTHH, CPEICTB TEXHUIEC
KO¥1 3amuThl HHYOPMAIIUH, CeTeH 1
CHCTEM IIepeaan HHPOpMaIun

OIIK-9.1xk : [IpuMeHsieT COBpEMEHHYIO STaIOHH
YIO MOJIETIb B3aUMOAEHCTBUS OTKPBITBIX CHCTEM;
TIPUHIXIBI TOCTPOCHUS U (PYHKIMOHUPOBAHHUS C
HCTEM U ceTed nmepeaadn nHpopmanuu

KOMHCTCHHI/ISI CUUTACTCA C(l)OpMHpOBaHHOfI Ha JaHHOM 3Tall€ B CJIy4dac, €CJIU IIOJIYUCHHBIC
PE3YyIbTAaThI 06yqu1/151 o AUCHUIIIIMHEC OLCHCHBI ITOJOXKHTCIBbHO (I[I/IaHaSOH KPUTCPHUCB
OLICHUBAHUS PE3YJILTATOB o6yquH;1 GBaYTCHO», KYAOBJICTBOPUTCIIBHO», «XOPOIIO», «OTJ'II/IIIHO»).
B ClIydyac OTCYTCTBUSA IMOJIOKUTECILHOM OICHKKW KOMIICTCHLMA Ha JAaHHOM 3J3Tall€¢ CUYHUTaCTCsA

Hec(OPMUPOBAHHOM.

2 Tloka3aTe/iM OLlCHUBAHUS IVIAHUPYEMbIX Pe3yJIbTaTOB 00y4eHHus

Komnerenuus OIIK-5 «CnocobeH npuMeHsITh HOpMAaTUBHBIE IPABOBBIE aKTHI,
HOPMAaTUBHBIE U METOJUYECKHE JOKYMEHTBI, PETJIaMEHTUPYIOIINE ASITEIbHOCTD I10 3alIUTe

UHpOpMALIUN

Tab6nuia 2.1 — Kputepuu OlleHKH UHAUKATOPOB TOCTHKEHHUS KOMITETCHIIUN

Kon u popmynmpoBka nHaNKAT Ko | Tu
opa JOCTUKEHHUS KOMITETEHITIH

PesynbTarel 00yueHus O JUCIUILTUHE

I I
pe | pe
3- | 3-
Ta | Ta

Pesynbrar

Kpurepuu onieHMBaHUS PE3yNbT
aToB O0y4YeHHUS

TABJICHHBIX 3a1a4

OIIK-5.2k : ucnoss3yeT HopMa
THUBHBIE IOKYMEHTHI, pETJIaMEHT
UPYIOIHKX paboTy 10 3amuTe 1
HpopManuy, a Takke noinoxen | PJJ
Wsl, MHCTPYKIIMU U qpyrue opra | 4
HU3aLMOHHO-PACTIOPSIUTENBHBI
X TOKYMEHTHI JUTS PEUICHUS TI0C

Ppa3paboTKU IKCIUTYaTAIIHOHHOM
Ha | moxymeHTanuu mo cucremam o6
BBl | ecriedyeHus HHYOPMALMOHHOH O
K €30I1aCHOCTH B COOTBETCTBHU C
JICUCTBYIOIMMH CTaHJapTaMH.

BBITIOJTHEHHE TTPAKTHIECKHUX Pa
60T

Komnerenuus OIIK-9 «Cnocoben pemats 3a1a4u MpohecCHOHATBHON AEATEIbHOCTH C
Y4€TOM TEKYIIETr0 COCTOSIHUS U TEHACHLIUN pa3BUTHS HHPOPMAIIMOHHBIX TEXHOJIOTHM, CPEJCTB
TEXHUYECKOH 3aIuThl HH(pOpMaIiK, ceTel U cUCTeM nepeaayu HH(OpMaImy

Tab6muia 2.2 — Kputepuu OlleHKH HHANKATOPOB TOCTHHKCHHST KOMITETCHITHH




PesynbraThl 00y4eHuUs 10 AMCLMIUINHE
Kox u popmymuposka uuguxar | Ko | Tu Kpurepuu oneHnBaHus pe3ynbT
opa IOCTHXKEHUS KoMIeTeHuun | A I aToB 00y4YeHus
pe | pe Pesynprar
3- | 3-
Ta | Ta
OIIK-9.1k : IIpumensieT coBpeM pa3paboTKU SKCILTyaTallMOHHOM
€HHYIO 3TaJOHHYIO MOJIeIb B3a Ha | moxymenrauuu mmo cucrtemMam o0
o P . BBIMIOJIHEHUE TIPAKTUYECKUX pa
UMOJEHCTBHS OTKPBITBIX CHCTE | 4 BBl | ecriedeHHs HHYOPMAOHHON O 6ot
M; IPUHIIMIIBI TIOCTPOCHUS U By K €30I1aCHOCTH B COOTBETCTBHUH C
HKIMOHUPOBAHHS CUCTEM H CET JEUCTBYIOIUMH CTaHIapTaMH.
eil mepenaun nHOOPMAIHN y | HCTOIBb30BATE CPEACTBA IPOTHB
OJICIICTBUS aTaKaM Ha CETEBOI
PI | me BBINIOJIHEHUE NTPAKTUYECKUX pa
KOMILIEKC, IPUMEHATh CHMMET
6 HU 60T
o pHUYHBIE U ACUMMETPHYHBIE aJIT
OpPHUTMEI ITH(POBAHNS;
KOMILIEKCOB BPEIOHOCHBIX PO
rpaMM, BHEAPSAEMBIX B KOMIIBIO
TEpPbI CETEBOI0 KOMILIEKCA aBTO
3y | MATH3HPOBAHHBIX CHCTEM: TPOS
P/ HCKUE IIPOrpaMMBbl, CETEBBIC Y€
aH OTBETHI Ha TECTOBBIE 3aaHUS
7 PBU, BUPYCHI, IIITHOHCKHUE IIPOT
ne
paMMBl, cllaM; METO/IOB 3aIIUT
Bl OT BUPYCOB; CETEBBIE YKPAHBI
1 CUCTEMBI OOHapYXECHHUS BTOD
JKEHH.
HCIONB30BaTh METO/bI 3AIIUTHI
aBTOMATH3UPOBAHHBIX CUCTEM
OT BUPYCOB U JPYTUX BPEJOHOC
HBIX IPOrpaMM; IPUMEHATb KOP
y | MOpaTHBHBIE 1 NEPCOHATBHBIE ©
€TeBbIe IKPaHBbI [l OpraHu3a
P | me P JWUL oprat " | Bemonnenue NPaKTUYECKUX pa
HU IEMIJIUTapU30BAHHON 30HBI
8 HU 60T
o ABTOMATH3HPOBAHHBIX CHCTEM,
CO3/1aBaTh MOJICUCTEMY 3AIUTHI
CeTeBOr0 Tpaduka aBTOMATH3U
POBaHHOI CUCTEMBI HA OCHOBE
KOMIIOHEHT IIPOTOKOJIA 3aLIUILE
HHoro kaHana [Psec
JKCILTyaTallill HHCTPYMEHTAIb
Ha | HPIMH IpOrpamMmamu oOHapyxe
PO gy | HY aTaK Ha CETEBOM KOMIUIEKC; | BBINOIHEHUE MPAKTHYECKHUX pa
9 < MIPOEKTUPOBAHMS CHUMMETPHYH | OOT
BIX ¥ CHMMETPHYHBIX KPHUIITOC
UCTEM;

Komnerennus OIIK-12 «Cnocoben npuMeHsTh 3HaHHs B 00J1acTH 6€30MacHOCTH

BBIYHMCIIUTENBHBIX CETEH, ONIEPAIIMOHHBIX CHCTEM M 0a3 TaHHBIX MPU pa3padOoTKe
ABTOMAaTU3UPOBAHHBIX CUCTEM)

Ta6muma 2.3 — Kputepuu OlleHKH HHANKATOPOB TOCTHHKCHHS KOMITETEHITUN

PesynbTarel 00yueHus IO JUCIUILTHHE

Koz u gopmymupoka unaukar | Ko | Tu Kpurepuu onieHnBaHus pe3yJibT

Opa JOCTMYKEHUS] KOMIIETCHITUN A o aToB 00y4CHHS
pe | pe Pezynprar
3- 3-

Ta Ta




OIIK-12.1x : ouenuBaet 3dpdek
TUBHOCTb M HaJIEKHOCTH 3alUT
BI BBIYMCIIUTEIBHBIX CETEH, orne
PAILIMOHHBIX CHCTEM U 0a3 NaHH
BIX

PI

3H
aH
ne

ocobeHHocTel 0€3011acHOCTH P
acmpeneneHHbIX HHOOPMAIMOH
HBIX CHCTEM; METOJIOB OLICHKH
yrpo3 6e30MacHOCTH U CTaHIap
ThI THPOPMAIMOHHOH Oe301acH
0CTH;

OTBCTHI HA TCCTOBBIC 3aJaHUA

Pl

ME
HHU

MIPOBOJUTH OLEHKY MPOSKTHBIX
pellIeHui pacpeieieHHbIX UH
(OpMaIOHHBIX CHCTEM Ha TIpe
IMET obecrieyeHns ux 0e3omac
HOCTH; aHAIIM3UPOBATH BCE YT
0351 0€30IaCHOCTH B COOTBETCT
BHU CO CTaHAapTaMu uHpopMa
LIMOHHOI 0€30I1aCHOCTH; aHAIH
3HPOBATH MPOCKTHBIC PEIICHUS
CHCTEM Ha COOTBETCTBUE METOJ
am obecrneueHnst HHPOPMAIHOH
HOM 0€30I1aCHOCTH

BBITIOJTHEHHE MTPAKTHIECKHUX Pa
60T

PIl

Ha
BBI

MIPOEKTUPOBAHUS 0€30MIaCHOCTH
pacIipeieeHHbIX HHPOPMAIIHO
HHBIX CHCTEM; HaBBIKAMH OLICH

KH yrpo3 0€30MacHOCTH B COOTB
€TCTBHH CO CTaHAapTaMu HH}O

BBITIOJTHEHHE TIPAKTUYECKUX pa
oot

PpMAaIMOHHO# 6€30MacHOCTH;

Tabnuia 3armoMHAETCs B COOTBETCTBUU ¢ pazjaesioM 1 Pabodeit mporpaMMpl THUCIUILIAHBI

(Moyist).

3 IlepeyeHb OLIEHOYHBIX CPEICTB

Tabmuna 3 — [lepedeHb OIIEHOYHBIX CPEICTB IO TUCITUTUTHHE (MOTYJIIIO)

KonTtpomupyemsie maHUpyeMBbIe pe3
yIBTaThl 00yUeHHS

KonTtpoaupyemsie TeMBI
UCLUILIMHBI

HaumeHoBaHME OIIEHOYHOTO CPE/ICTBA U TP
encrasienne ero B POC

Texkylmui KOHTPOJIb

ITpomexyrouHas at
TecTalus

OuHas popma 00ydeHUS

HKY IPOEKTHBIX PEeIICHUH
pacupeneneHHbIX HHPOP
MAaIMOHHBIX CUCTEM Ha IIp
eIMeT obecrieueHus ux 0e
3011aCHOCTH; aHAITU3UPOB
aTh Bce yrpo3sl Oe3omacH
OCTH B COOTBETCTBHH CO C
TaHJapTaMu HHPOPMAIIHO
HHOI1 Oe301acHOCTH; aHal
N3UPOBATH TPOEKTHBIE pe

U “HPOPMAIIMOHHOTO O
OMeHa

[MpakTryeckas pado
Ta

Pl 3naHue : ocobenHocteit 6 | 1.1. TexHonorum QumpTpa .
DK3aMeH B YCTHOH
€30I1aCHOCTH pacmpesene | 1uu uHpopmarronHoro o | Tecr (bopme
HHBIX HHOPMAIIMOHHEIX | OMeHa p
CUCTEM; METOIOB OLCHKH | 1.2. TeXHOIOTHU U30IUPO N
6 DK3aMeH B YCTHOH
Yrpo3 0e30macHOCTH U CT | Banust nH(popmanmoHHoro | Tect dbopme
aHJapThl nHPOPMANMOHH | o6MeHa P
oii 6e3omnacHocTy; 1.3. KoHTpOob ceTeBoit 6e
3011aCHOCTH U pa3padoTKa Teer DK3aMeH B YCTHOH
MTOJIUTHK CETEeBOH Oe301mac dopme
HOCTH.
P12 VYwmenue : npoBoauts one | 1.1. Texnonorum dunbrpa

OK3aMeH B yCTHOMI
dbopme

1.2. TexHOIOTHUHU U30JIUPO
BaHUS HH(OPMAIIMOHHOTO
oOMeHa

[IpakTuaeckas pabo
Ta

DK3aMeH B YCTHOI
dbopme

1.3. Konrtpous ceTeBoii 6
30IIACHOCTH H pa3paboTKa
MOJIUTHK CETEBOM Oe30mac
HOCTH.

[IpakTuaeckas pabo
Ta

DK3aMeH B YCTHOI
dbopme




[IEHW CUCTEM Ha COOTBE
TCTBHE METOAaM obecred
eHHs HPOPMALMOHHON O
€30I1aCHOCTH

PJ13

Hagbik : mpoexTupoBanus
0€301acHOCTH pacIpene
SHHBIX MH()OPMAIMOHHBIX
CHCTEM; HaBBIKAMH OIICHK
1 yrpo3 0e301acHOCTH B €
OOTBETCTBUH CO CTAaHAAPT
amu MH(POPMaIMOHHOW Oe
30M1aCHOCTY;

1.1. TexHonoruu GpuIbTpa
IUH HHPOPMAIIMOHHOTO O
OMeHa

[pakTudeckas padbo
Ta

DK3aMeH B YCTHOI
¢dopme

1.2. TexHOIOTUM U30IUPO
BaHU HH)OPMAITHOHHOTO
oOMeHa

[paktudeckas padbo
Ta

DK3aMeH B YCTHOI
¢dopme

1.3. KoHTpOIs ceTeBoii O
30MaCHOCTHU U pa3paboTKa
MOJIMTHK CETEBOM Oe3omac
HOCTH.

[pakTudeckas padbo
Ta

DK3aMeH B YCTHOI
dopme

P14

Hagrik : pa3paboTku sxcn
JyaTalHOHHOM JTOKYMEHT
allMy 110 CUCTeMaM 00ecII
e4eHUsI HH(HOPMAIIMOHHO

1 0€3011aCHOCTH B COOTBE
TCTBHHU C IleﬁCTBy}OHIHMH
CTaHJapTaMH.

1.1. TexHonoruu GuIbTpa
UM HHPOPMAIIMOHHOTO O
OMeHa

[paktudeckas pabo
Ta

DK3aMeH B YCTHOI
dbopme

1.2. TexHOJ0rUM U30IUPO
BaHMs MHOOPMALOHHOTO
oOMeHa

[MpakTuyeckas pabdo
Ta

OK3aMeH B yCTHOMI
dbopme

1.3. Kontpoms ceteBoii O
30I1aCHOCTH ¥ pa3paboTKa
MOJINTUK CETEBOI Oe30mac
HOCTH.

[MpakTuyeckas pabdo
Ta

DK3aMeH B yCTHOMI
dbopme

PS5

3HaHUE : OCHOBHBIX HaIp
aBJICHU# pa3BUTHA UHDOD
MAaIHOHHO- KOMMYHHKAII
HOHHBIX TEXHOJOTUH 00
€KTa 3allUThI, METOJIOB U
poOJIEMbI OIICHUBAHUS Y
rpo3 6e30MacHOCTH; OCHO
BHBIX yrpo3 HH(popMaIuo
HHO#1 6€3011aCHOCTH; OCHO
BHBIX METOJIOB O0ecIeYeH
usi ”HPOPMAIMOHHOH 6e3
OIIACHOCTH;

1.1. Texunonoruu GpunsTpa

DK3aMeH B yCTHOI

uuu uHdopmanmonsoro o | Tecr
dbopme
OMeHa
1.2. TexHOMOTHUU U30IUPO N
DK3aMeH B yCTHOMI
BaHus nHMopMmanmonuoro | Tecr
dbopme
oOMeHa
1.3. KoHTpO:b ceTeBoii 6e
30I1aCHOCTH | pa3padoTKa Teer OK3aMeH B YCTHOH

MOJIMTHK CETEBOM Oe3omac
HOCTH.

dopme

PLi6

YMeHue : ucroyib30BaTh ¢
pelcTBa MPOTUBOAEUCTBU
s1 aTaKkaM Ha CETEBOM KOM
TIJICKC, HpI/IMeHHTB CHUMMC
TpI/I‘IHI)Ie u aCI/IMMeTpI/I‘IH
bI€ ATOPUTMBI MHA(POBa
HHS;

1.1. TexHonoruu puabTpa
UM HHPOPMALMOHHOTO O
OMmeHa

IIpakTudeckas pabo
Ta

DK3aMeH B yCTHOI
dbopme

1.2. TexHOMOTHUHU U30JIUPO
BaHUS HH(POPMAIIMOHHOTO
o0OMeHa

IIpakTudeckas pabo
Ta

DK3aMeH B yCTHOH
dbopme

1.3. Kontpoms ceTeBoii 6
3011aCHOCTHU U pa3paboTKa
MOJIUTHK CETEBOI Oe30mac
HOCTH.

IIpakTudeckas pabo
Ta

DK3aMeH B yCTHOH
dopme

PJI7

3HaHUE : KOMIUICKCOB BpE
JIOHOCHBIX IPOTpaMM, BHE
JPSIEMBIX B KOMITBIOTEPEI
CETEeBOTO KOMIUIEKCa aBTO
MaTH3HPOBAHHBIX CHCTEM
: TPOSTHCKHE POTrPaMMBlI,
CEeTEBbIC YePBHU, BUPYCHI,
IIMTMOHCKHE TPOTPAMMBI,
CIlaM; METOIOB 3aIIUTHI O
T BUPYCOB; CETEBBIC IKpPa
HBI U CUCTEMBI OOHapyxe
HUsl BTOPKEHUIL.

1.1. TexHonorHM QUIBTpPa

DK3aMeH B yCTHOM

iu nHpopmanuonnoro o | Tecr
dopme
OMeHa
1.2. TexHOJOrUH U30JIUPO N
DK3aMeH B YCTHOH
BaHMs nH(popmaronHoro | Tecr
dopme
obMeHa
1.3. KonTpons cereBoii 6e
30I1aCHOCTH U pa3paboTKa Teer DK3aMeH B YCTHOI

MOJINTHUK CETEBOI Oe301ac
HOCTH.

dbopme

P18

YMeHue : UCI0JIb30BaTh
METOAbI 3alITUTHI aBTOMAT
HM3UPOBAHHBIX CUCTEM OT

1.1. Texnonmoruu GuiIbTpa
IUU HH(POPMAIIMOHHOTO O
OmeHa

[IpakTuaeckas pabo
Ta

DK3aMeH B YCTHOI
dopme




BHUPYCOB U JIPYTHUX BPEAO
HOCHBIX NIPOrpamMM; IpUM
€HATh KOPIOPATHBHBIC U
MIEPCOHATBHBIE CETEBEIC 3
KpaHBI AJs1 OpTaHU3aINN
JEMWINTAPU30BaHHOMU 30
HBI aBTOMaTH3UPOBAHHBIX
CHCTEM, CO31aBaTh MOACH
CTeMy 3alllUTHl CETEBOTO T
paduka aBTOMaTH3UPOBaH
HOMW CHCTEMBI Ha OCHOBE K
OMIIOHEHT NIPOTOKOJA 32
HIMIIEeHHOro kaHana IPsec

1.2. TexHosoruu U30Jaupo
BaHUs HH)OPMAIIMOHHOTO
oOMeHa

[TpakTuyeckas pado
Ta

OK3aMeH B yCTHOMI
dopme

1.3. KonTpo:s ceTeBoii 6e
30MaCHOCTHU U pa3paboTKa
MOJINTHK CETEBOM Oe30mac
HOCTH.

[pakTudeckas pabo
Ta

DK3aMeH B yCTHOH
dopme

P19

HaBrbIk : sxcrutyaTanuu u
HCTPYMEHTAJIbHBIMU MPOT
pamMmaMu OOHAPYKEHUS a
TaK Ha CETCBOM KOMIIJICKC
; IPOSKTHPOBAHUS CHUMME
TPUYHBIX U ACHMMETPUYH
BIX KPUTITOCUCTEM;

1.1. Texnonoruu ¢uneTpa
MK MTHOOPMALIMOHHOTO O
OMeHa

[MpakTuyeckas pabdo
Ta

OK3aMeH B yCTHOMI
dbopme

1.2. TexHOMOTUU U30JIUPO
BaHUs HH)OPMAIIMOHHOTO
oOMeHa

[MpakTuyeckas pabdo
Ta

OK3aMeH B yCTHOMI
¢dopme

1.3. Kontpoms ceteBoii O
30TACHOCTH | pa3paboTKa
MOJIATHK CETEBOM Oe3omac
HOCTH.

ITpakTryeckas pado
Ta

DK3aM€H B yCTHOM
dopme

4 Onucanue npoueaypbl OCHUBAHUA

KauectBo copmupoBaHHOCTH KOMIETEHIIMA

Ha JaHHOM OJTall€ OLOCHHMBACTCA IIO

pe3yabTaTaM TEKYIIUX M MPOMEKYTOUHBIX aTTECTAIlMi MPHU MOMOIIU KOJIMYECTBEHHOU OIEHKH,
BbIpaXeHHOU B Oamnax. MakcuMmanbHas cymma OalljioB Mo JucHumiinHe (Moayno) pasHa 100

Oayam.

OneHOYHOE CPENICTBO
Bun yaebHoli gesTenbHOCTH IIpaktuueckasd p | Ox3ame | Uto

Tect 1-5

abora H ro

JIeKIOHHBIE 3aHATHS 22 22
IIpakTuydeckme 3aHsAThS 58 58
ITpomexyTouHast aTTecTalus 20 20
HUroro 22 58 20 100

CYMMa 68.J'IJ'IOB, Ha6paHHBIX CTYACHTOM II0 BCEM BHIaM yqe6H0171 ACATCIIbBHOCTH B paMKax
JAUCHUIIIIMHBI, ICPEBOAUTCA B OLICHKY B COOTBCTCTBHU C Ta6J'II/IH€I\/'I.

CyMMi bano OneHka 1o npoMex
YTOYHOM aTTecTalu XapakTepucTrKa KauecTBa chHOPMUPOBAHHOCTH KOMIICTCHIINH
MO JUCIUTLIN
HE "
CryzeHT IeMOHCTPHUPYET CPOPMHUPOBAHHOCTD JUCIMILTHHAPHBIX KOMITCTEHIIH, 00Ha
PY)KHBaeT BCECTOPOHHEE, CHCTEMATHYECKOE U TITy0OKOe 3HaHUe y4eOHOro MaTepuaa
o1 91 10 100 «3a4TeHO» / » YCBOMIT OCHOBHYIO JIHTEPATYPY H 3HAKOM C JOTIOJTHUTENBHON JINTEPATyPOii, peKkome
«OTIINIHOY HJ/IOBaHHOU TIPOTPaMMOii, yMeeT CBOOOIHO BBIMOIHSATH MPAKTUYECKHE 3aJaHUsI, [Pl
YCMOTpEHHBIE TPOrpaMMOi, CBOOOIHO OTIEpUPYET NPHOOPETEHHBIMH 3HAHUSAMH, YME
HUAMH, TIPUMCHICT UX B chyaume MTOBBIIIIEHHOM CJIOKHOCTH.
CTyzieHT IeMOHCTPUPYET CPOPMHUPOBAHHOCTD JUCIMILTHHAPHBIX KOMIIETEHIHIA: OCHO
o176 110 90 «3a4TeHOY / BHBIC 3HAHUS, YMEHHUS OCBOCHBI, HO JIOIYCKAIOTCS HE3HAYHUTEIIbHBIE ounm61<1/1, HETOUH
«XOPOIIIO» OCTH, 3aTPY/AHCHUSI TIPH aHATUTHYECKUX OTIEPAIIUsIX, IEPEHOCE 3HAHUN U YMEHUI Ha H
OBbI€, HECTAH/IAPTHBIE CUTYAIIHH.
CTyneHT IeMOHCTPUPYET CPOPMUPOBAHHOCTH MUCHUILTHHAPHBIX KOMIIETECHIIAI: B X0
«3a4YTCHO» / J1€ KOHTPOJIbHBIX MepOl’IpI/IﬂTHl\/’I )IOHyCKa}OTCﬂ 3HAYUTCIIbHBIC O]_IJI/I6KI/I, TNPOABJIACTCA O
oT 61 o 75 «yIIOBJICTBOPUTENb | TCYTCTBHE OTIEIbHBIX 3HAHUH, YMEHUH, HABBIKOB 110 HEKOTOPHIM AUCIUIUIMHAPHBIM K
HO» OMIIETCHUUAM, CTy}leHT HCIIBITBIBACT 3HAYUTCIBbHBIC 3anyleeHPI${ Ipu ONI€EPUPOBAHU
W 3HAHUSIMU U yMeHI/IﬂMI/I IpH UX NNEPECHOCE Ha HOBBIC CI/ITyaL[I/II/I.
ot 41 10 60 «HE 329TEHOY / V crynenra ne C(i)?pMHpOBE}‘HBI JICIHUTUTHHAPHBIE KOMIIETCHIIUH, IPOSIBIISIETCS HEIOC
TATOYHOCTH 3HAHUH, YMEHHH, HABBIKOB.




«HEY/IOBJIETBOPUTE
JIGHOY
«HE 3a4TCHO» /
ot 0 10 40 «HEYOBJIETBOPUTE
JILHO»

,HI/ICIII/IHJ'II/IHapHBIG KOMIICTCHIHUU HC C(i)OpMPIpOBaHBI. HpOS{BJ’IHeTCH TIOJIHOC WJIM MpaK
THYECKU ITOJHOE OTCYTCTBUE 3HaHI/II\/’I, yMCHHﬁ, HABBIKOB.

5 HpI/IMepHLIe OLICHOYHBIC CpEeACTBA

5.1 KoHTpoJILHBII TecT
1. Tlon undopmarmonHON 6€30MaCHOCTBIO TOHUMAETCH. . .

A) 3amumeHHOCTh HHPOPMAIIMK U TIOICPKUBAIONIEH HHPPACTPYKTYPHI OT CITYyYaiiHBIX
WIH

MPEIHAMEPEHHBIX BO3JCHCTBUIA €CTECTBEHHOIO WJIM CIIYYaHOTO XapakTepa, KOTOpbIE
MOTYT HaHECTH HeTpueMIIeMblil yiepd cyobekTaM HH(OPMALMOHHBIX OTHOIIEHUN B TOM YHCIe
BJIQ/I€TIbLAM U I10JIb30BATEISAM HMH(POPMALIUU U MTO/JIEPKUBAIOILEH HHPPACTPYKTYpE.

b) nporpammubIii IpoayKT U 0a3bl JaHHBIX JOJDKHBI OBITH 3aAIIMINEHBI IO HECKOJIHKUM
HaIpaBJICHUSM OT BO3/ICHCTBUS

B) et npaBusibHOTO OTBETA

2. 3ammrTa HHPOPMALIUHU — 3TO..

A) KOMILJIEKC MEpONpUATUN, HaNpaBICHHBIX Ha obecreyeHrne WHOOPMALMOHHON
0€30MacHOCTH.

b) mponecc pa3paboTku CTpYyKTypbl 0a3bl JaHHBIX B COOTBETCTBHUU C TPeOOBaHUSIMU
noJsib3oBareneil B) HebosbIas mporpaMmMa il BHIIOJHEHUS ONPEIeIeHHOM 3a1aun

3. Ot yero 3aBUCUT UH(MOPMAITHOHHAS O€30IaCHOCTh?

A) OT KOMIIBIOTEPOB

b) ot noanepsxuBaromieit ”HGPACTPYKTYPbI

B) ot undopmanuu

4. OcHOBHBIE COCTaBISIONIME HHPOPMAIIIOHHON 0€30MaCHOCTH:

A) 11e7I0CTHOCTD

b) nocroBepHOCTH

B) xonpuaeHMaNBHOCTD

5. JocTtynHOCTB — 3T0. ..

A) BO3MOXXHOCTH 3a MpUEMJIEMOE BpeMs MOJYYUTh TpeOyeMyro HHEPOPMAIIMOHHYIO
ycayry.

b) noruueckast He3aBUCUMOCTD

B) et npaBuibHOTO OTBETA

6. llenoctHOCTH — 3TO..

A) 1IenOCTHOCTh HH(POPMALIHH

b) nenpoTuBopeurBoCcTh HH(OPMALIUN

B) 3anumieHHOCTh OT pa3pyiieHus

7. KonpuaeHIuanbHOCTh — 3TO0..

A) 3ammMTa OT HEeCAaHKIMOHUPOBAHHOTO OCTYMa K HHPOPMAIUH

b) mporpamMm 1 mporpaMMHBIX KOMIUIEKCOB, 00€CIIEUNBAIOIINX TEXHOJIOTHIO Pa3padO0TKH,
OTIIAJKU ¥ BHEIPEHHUS CO3/IaBAEMBIX TPOTPAMMHBIX TPOJAYKTOB

B) onucanue mpouenyp

8. Jlnst gero co3aaroTcst HHPOPMAIIMOHHBIE CUCTEMBI?

A) TIoJTy4eHUS OTpeeIeHHBIX HHHOPMAITHOHHBIX YCIYT

b) 06paboTku uHdopmarmu

B) Bce oTBeTHI paBUIIHHBIE

9. 1enocTHOCTh MOKHO MOJPA3AETUTh:

A) cTaTudeckyo



b) nunamuunyto

B) ctpykrypHyro

10. I'me mpuMEHSIOTCS CpelICTBa KOHTPOJIS AMHAMHYECKOM [EIOCTHOCTH?

A) aHanu3e moToka (MHAHCOBBIX COOOIIECHUM

b) o6paboTke maHHBIX

B) npu BeIsiBIEHUH KpaXKu, TyOIHMpPOBAaHUS OTIEIBHBIX COOOIICHUN

11. Kakume TpyJHOCTH  BO3HUKAIOT B  HMH(DOPMAIMOHHBIX  CHUCTEMax  IpH
KOH(UICHIIMATEHOCTH?

A) cBeIeHHS O TEXHUYECKHUX KaHallaX yTeUYKH WH(POPMALNHU SBISIFOTCS 3aKPBITBIMU

b) Ha mytu monp30BaTENbCKOM KpUNTOTrpaguu CTOST MHOTOYHMCIIEHHBIE TEXHUYECKHE
poOJIEMBI

B) Bce oTBeTHI paBUIIbHBIC

12. VYrposza —»s70...

A) noTeHI1MalIbHAs BO3MOKHOCTH OIPEICTICHHBIM 00pa30M HapyIIUTh HH(POPMALIMOHHYIO
0€30MacHOCTb

b) cucrema mnporpaMMHBIX S3BIKOBBIX OpPraHM3aIMOHHBIX M TEXHUYECKUX CPEJCTB,
npeIHa3HauYeHHBIX

JUIS. HAKOTUJICHUS U KOJUIEKTUBHOTO MCIIOIb30BAHUS TAHHBIX

B) mpouecc ompezneneHusi OTBeUaeT Ha TEKYIIEE COCTOSHUE pa3pabOTKH TPeOOBaHUSM
JAHHOTO dTana

13. Araka —3T0...

A) MomBITKa peanu3aiyu yrpo3bl

b) noreHnmanbHas BO3MOXKHOCTH OIPEAEIEHHBIM 00pa30M HAPYIIUTh HHPOPMALMOHHYIO
0e30MacHOCTb

B) nporpamMmel, ipegHa3HaYCHHBIC AJ151 TOMCKA HEOOXOIUMBIX TPOTPaMM.

14. VcToyHuk yrpo3sl — 3TO..

A) NOTEeHIMAJIbHBIH 310 yMBIIIJICHHUK

b) 3noymbinieHHUK

B) HeT npaBuibHOrO OTBETA

Kpamkue memoouuecxue ykaszanus

TecToBble 3amaHMsi COCTOST W3 BOMPOCAa M HECKOJBKUX BapHaHTOB OTBeTa. PermieHue
npezcTaBisieT coOoll ykazaHue HoMepa Bompoca U OyKBY, KOTOpoil 0003HaueH MpaBUIIbHBIH, 110
MHEHHIO CTYJCHTa, BADHAHT OTBETA.

Llkana oyenxu

Onenka Bbasmbt Onucanue

5 9-11 CTyIeHT He IOIYCTHII ONIHOOK

4 7-10 CTyIeHT cOBepIInI OT 2 10 4 omnOOK B OTBETAaX HA TECT
3 3-6 CTYIEHT COBEPIIMI OT 5 10 7 OIHUOOK B OTBETAX HA TECT
2 0-2 CryneHT coBepinmi 8 u 6ojiee OMmMOOK B OTBETaX HA TECT

5.2 Ilpumepsl 3agaHuii A1 BBINOJHEHNS MPAKTHYECKUX padoT

IIpakTnueckas padora 1

Crnucku ynpasnenus noctynom (ACL) HHTEIIEKTyaabHbIX KOMMYTAaTOPOB JIOKATbHBIX

BBIUHCIUTENbHBIX ceTel. [[puHIUIBI M ypOBHU QHIIbTpAK TpapUKa B BHIYHCIUTEIbHBIX
cetsix. Cnucku nocryna (ACL) 1 ux ponib B MONUTHKE 0€30MacCHOCTU ceTeBoro oomena. Pabora
ceTeBoro obopyaoBanus co cnuckamu nocryna (ACL).

[TpakTuyeckas pabora 2

[TocTpoenue 3ammieHHoN BUpTyainbHOM YacTHOU cetd VPN Ha 6a3ze mpotokosia PPTP.

[IpakTryeckas pabdora 3

[TpoTokomnsl 3amumennoro uaHpopmammonnoro oomena [PSec. IIporokonsr AH u ESP.
Pexumbl paboThl, mpuHLIMIBL 00MeHa kiatouamu (ISAKMP).

[IpakTuueckas pabora 4



ITpotokon SSL/TLS. Ilpunuunsl pa®oThl, ayTeHTH(UKALUS CTOPOH M OCOOECHHOCTH
muGpoBaHUs JaHHBIX.

[IpakTuyeckas padora 5

[Iporokon 3amuinenHoro tyHHeiaupoBanusi IPSec. Ilpaktuueckas peanuzamus [PSec
TyHHETS Ha 6aze mapmpyruszaropoB CISCO.

[IpakTrueckas padora 6

CereBble ckaHepbl. [IpHHIMIIBI MU METOIUKH CKaHUpOBaHHA. CrOCOOBI MOCTPOCHHS
MOJIMTUK CEeTeBOM  Oe3omacHOCTH U OOecnedeHus HaAeKHOCTH  (PYHKIMOHUPOBAHUS
BBIYUCIUTEIbHBIX CETEH U CETEBBIX CIYXKO.

Kpamkue memoouueckue ykaszanus

Ha BpInosHEHHE OHOM MPaKTHYECKOW pabOThI OTBOJIUTCS HE MEHEE TPeX JIBYXYaCOBBIX
3aHatui. [lociie BBIMOJIHEHUS KaKIOM MPAaKTHUUYECKOW padOThl CTYIEHT JOJKEH MpPEeCTaBUTh
OTYET O €€ BBIINOJIHEHUH, a TAK)KE, [10 YKa3aHUSAM IIPeNnoaBaTelis, BHIIOJHUTH JOMOJHUTENbHbBIE
3aJjaHus 10 TEMe.

IlIxana oyenku

Ornenka Bannsr Onucanue

5 8-10 OneHka «OTIUYHOY BBICTABIISIETCS, €CIIU CTYIEHT BBITIOIHII 331aHKE, IPABUIILHO
MIPUMEHUIJI METO/IBI.

4 5.7 O1IeHKa «XOpOIIO» BBICTABISETCS, €CIIM CTYACHT BBIIOIHII 331aHHE, TIPABHIBHO
MPUMEHIJ METOJIBI, HO COBEPILIII JIOTHYECKHE OMIMOKH.

3 2.4 OneHka «yJI0BJICTBOPUTENILHOY BBICTABIISETCS, €CIIM CTYEHT BBIMOJIHUI 33/1aHUE,
HO MPUMEHHUJ METOJIbI HE BCE HEOOXOAMMBIC METOJIBI JIsl €0 BBIMOJHECHUS.

2 0-1 OneHka «HeYJOBJIETBOPUTEILHOY» BBICTABIISCTCS B ClIydyae, €ClIU CTYJCHT He
BBITTOJTHUJI 3aJAHUE W/WJIM HEBEPHO NPUMEHMII METOIbl HEOOXOIUMBIE €T0 BHITTOTHEHUS.

5.3 Bonpocsl K 3K3aMeHy

1. Oxapakrepu3ylTe OCHOBHBIC YIPO3bl OE30MACHOCTH BBIUMCIUTEILHBIX CETEH 1
MpUBEANUTE IPUMEPHI HAanbOoJIee pacIpoCTPaHEHHBIX aTakK.

2. Kakwue cymecTByrOT METOIBI M CPEJICTBA 3aITUTH HH()OPMAIH B BEIYUCIUTEIBHBIX
cetsx? Packpoiite ux cyTh ¥ IPUBEAUTE IPUMEPHL.

3. Kakme MexaHW3MBbI 3aIIUTHI IPUMEHSIOT JIJIs1 0OecredeHus] KOHQUACHITNAILHOCTH 1
LIEJIOCTHOCTH JIaHHBIX MU nepeaye 1o cersim? KakoBo ux HazHaueHue?

4. JlaiiTe omnpejesieHHe MOHATUIO «OpaHaMaysp» (MEKCEeTEBOM IKpPaH) U PACCKAKHUTE O
BUJIaX MEXKCETEBbIX dKpaHOoB. Koraa u 3auem oHU MpUMEHSI0TCS?

5. Yro takoe VPN (Virtual Private Network)? Kakue npeumytectsa u Hegoctatku y VPN
UMEITCS?

6. Kakwue BuapI ceTeBOro CKaHUpOBaHMA CyliecTBYOT? [IprBeuTe mpuMepsl YTHIIUT U
00BSICHUTE, KaKYI0 HH(POPMALIUIO OHU MOT'YT COOMPATH.

7. B uém pa3HHIIa MEXIY ITACCHBHBIMU M aKTUBHBIMU METOJIaMH CETEBOU pa3BeIKN?
[TpuBenuTe mpUMepHl METOIOB M HHCTPYMEHTOB ISl KQXKIOTO CITydasi.

8. Uro Takoe «DNS poisoning» (otpasiienne DNS-kema)? Onummre JaHHYIO aTaKy
MEpBHI 3aIIUTHI OT Hee.

9. OOBscHUTE, TOYEMY BaKHO MTPUMEHSITh KPUITOTpaPHUECKUE METOII 3aIIUTHI
uH(popMaluu pu oOMeHe 1aHHbIME B ceTu? Kakue kpunrorpaguueckue anropuTMBbI
HIMPOKO PACIPOCTPAHEHBI U PEKOMEHIYIOTCS ISl NCIIOTTb30BAHMUS?

10. Kakwme Mepbl M TEXHOJIOTHMH TPUMEHSIOT JUIsl 3alIUTBI OT aTaKk THIA «OTKa3 B
obcnyxuBanun» (DDoS)? Onuimute XoTss ObI OJAHY TEXHOJOTHIO M OOBSCHUTE MPHUHIMI &
paboTHI.

Kpamxkue memoouuecxue ykazanus

JI71st MOATOTOBKY K 9K3aMEHY CTYJIEHTY HEOOXOIMMO M3YUUTh JICKIIMOHHBIN MaTepual, a
TaK K€ MaTepuai Npe/ICTaBICHHbBIN B JOMOJHUTEIbHBIX UCTOUHHKAX.

Llxana oyenku



OneHka banel Onucanue

OLeHKa «OTJIMYHO» BBICTABIISETCS CTYJICHTY, €CIIM OH TIIyOOKO U IPOYHO YCBOMJI IIPOrPaMMHbBI
5 14-20 1 MaTepual UCUEPIIbIBAIOLLE, TOCIIEOBATEIbHO, YETKO U JIOTHYECKH CTPOMHO ero usiaraer

, YMEEeT TECHO YBS3BIBATH TEOPHIO C

IIPAKTUKOH.

O1eHKa «XOPOIIO» BEICTABISICTCS CTYACHTY, €CJIM OH TBEPAO 3HAET MaTepHal, TPaMOTHO ¥ IO C
4 8-12 YIIECTBY U3JIaraeT ero, He I0IMycKas CYIECTBEHHbIX HETOYHOCTEI B OTBETE Ha BOIIPOC, IPABHII

BHO NPHMEHSET TEOPETHYECKIE

TI0JIOYKEHUSL IIPH PEIICHUH NTPAKTHYECKUX BOIPOCOB M 3a/a4.

Or1ieHKa «yJOBIECTBOPHUTEIILHOY» BEICTABISICTCS CTYICHTY, €CIIH OH HMEET 3HaHUS TOJIBEKO OCHOB
3 2-6 HOr'0 MaTepuaa, Ho He yCBOUII €ro JieTanel, JOmycKaeT

HETOYHOCTH, HEJOCTATOYHO NPABMIbHEIE (POPMYIHPOBKH.
2 0-2 OleHKa «HeyJOBIETBOPUTEIBLHOY» BBICTABIACTCS CTYACHTY, KOTOPBIH HE 3HACT

3HAUUTENLHON YaCTH MPOrPaMMHOTO MaTepHaa, JOMYCKaeT CYIIECTBEHHbIE OIIHOKH.
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