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1 Iessn, nuianHnpyeMble pe3yabTaThl 00y4eHHUs 10 JUCHHUIIIMHE (MOIYJII0)

[lenpto wu3yuyeHUs JUCUUIUIMHBI «be30macHOCTh BBIUMCIUTENBHBIX CETEW» SBIISETCA
TeopeTHyecKasi U MpaKkTUUeCcKasi MOJrOTOBKA CIIEIUAIUCTOB B 00JacT obecneueHus: 6e30MacHOCTH
NpU SKCIUTyaTallid BBIYUCIUTENBHBIX ceTel; (opMHUpoBaHHE y 00ydaeMbIX MPO(ecCHOHATBHBIX
KOMIETEHIUI B JKCIUTyaTallMOHHO-TEXHUYECKOM W Hay4yHO- HCCIEI0BaTEeIbCKOM 00macTax
npodeccuoHaIbHOM  AedrenbHocTd B - coorBerctBUM ¢ OIl  cmemmamsHocTH  10.05.03 -
«MuadopmarrionHast 6€30MacHOCTh aBTOMAaTU3UPOBAHHBIX CUCTEM.

3agaun AUCLUIINHBL

1. u3ydenue 6a30BoN MHPPACTPYKTYpPbl HH(HOKOMMYHHUKALIMOHHBIX CETEH, OCHOBHBIX YCTPOUCTB
U cucTeM, TpeOoBaHM K oOecrnieueHn0 HHPOPMAIIMOHHON 0€30M1acHOCTH,

COOTBETCTBYIOIINUX CTAHIAPTOB, TEXHUYECKHUX CHEIU(PUKAIIUIN, TPOTOKOJIOB U TEXHOJIOTH;
2. W3y4YeHUE OCHOBHBIX yrpo3 B ceTsix IBM u MeTo10B MPOTHUBOAEHCTBUS UM;

[98)

OBJIQJICHHE MEXaHU3MaMHU MMOCTPOCHUS cHUCTeM Oe3omacHocTr ceteit DBM;

4. oBiaZcHME HABBIKAMU I10 UCIIOJIb30BAaHUIO KOMIIOHEHTOB 3alIUILEHHBIX ceTed DBM,
CIOCOOHOCTRIO pa3padaThIBaTh MOJIENIN yTPo3 U Mojaenu HapymuTesneit Ub Ha ocHoBe
UCXOJIHBIX JIaHHBIX O CETH;

5. mpuoOpeTeHne HaBBIKOB IPOSKTHPOBAHUS, IIOCTPOCHUS, 00CTYKMBAaHUS (SKCIUTyaTallun) U

aHaJM3a 3alUIIEeHHbIX ceTeit DBM.

[InanupyemMpIMH pe3yabTaTaMu OOydeHHs MO JUCUUILIHHE (MOJIYIIO), SBISIOTCS 3HAHWS,
yYMEHUs, HaBbIKH. llepedeHb MIaHUPYEMBIX PE3YJAbTaTOB OOyUYCHHS MO JUCIHILIMHE (MOJIYIIO),

COOTHECCECHHBIX C

npecTaBieH B Tabnuie 1.

IUTAHUPYEMBIMU  pe3ylbTaTaMHi OCBOEHHUS 00pa30BaTeNbHON MpOTrpamMMBbl,

Tabmuna 1 — Komnerenmun, popMupyeMbie B pe3yiIbTaTe H3yYSHUS UCIUTLTUHBI (MOJTYJIs)

cucTeM U 0a3 JaHHBIX
pu pa3paboTKe

aBTOMATH3MPOBAaHHBIX | cCHCTEM U 0a3 yrpo3bl 0€30I1aCHOCTH

CHCTEM JTAHHBIX B COOTBETCTBHH CO
CTaHAApTaMH
nH(GOPMAITMOHHOH
0e30MacHOCTH,
QHaJIU3UPOBATD

ceTel,
OTepaIMOHHBIX

Kon n Pe3ynbraTel 00y4eHust IO TUCHUILIHHE
OpPMYJIUPOBKA
Hassanue OIIOIT Kox u dpopmynuposka bopmysmp
WHIMKATOpa Kon
BO, coxpamennoe KOMIETEHIUH TOCTIDKCHIS
pe3ynb DopMyIHpOBKA pe3yabTaTa
KOMITCTCHIIHU
TaTa
10.05.03 OIIK-12 : Cnocoben OIIK-12.1k : P12 | YMeHue | mpoBOIUTH OLEHKY
«udpopManonHass | NMPUMCHSATH 3HAHWUSA B | OLICHUBACT MPOEKTHBIX PEIICHUI
0e301acHOCTh obmactn 3 PeKTHBHOCTE 1 pacrpeeneHHbIX
aBTOMATH3MPOBAaHHBIX | Oe3omacHOCTH Ha/IEKHOCTh HH(POPMAITHOHHBIX
CHCTEM) BBIYHCITATEIBHBIX 3aIHUTHI CHCTEM Ha IPEIMET
(1b) CeTei, ONEPAlIOHHBIX | BBIYUCIUTENBHBIX oOecreyeHHs UxX

0€30IaCHOCTH;
aHAJTM3UPOBATh BCE

MPOEKTHBIC PEIICHHS
CHCTEM Ha
COOTBETCTBHE
METo[aM
obecneyeHust
nH(GOPMAITMOHHOH
0€e30I1aCHOCTHU




P19 HaBeik | skcmryaTanuu
HWHCTPYMEHTAJIbHBIMU
IIporpaMMamMu
oOHapyKeHHs aTak Ha
CETEBOI KOMILICKC;
MIPOEKTUPOBAHHS
CUMMETPHYHBIX U
ACUMMETPUYHBIX
KPHUNTOCHUCTEM;
OIIK-5 : Criocoben OIIK-5.2xk : Pl 3nanue | ocoOeHHOCTEH
IIPUMCHSATH UCTIONB3YeT 6e3omacHOCTH
HOPMAaTHBHBIC HOPMaTHBHEIE pacIpeaeneHHbIX
MIPaBOBBIE AKTHI, JIOKYMEHTHI, MHPOPMALIMOHHBIX
HOpMAaTHBHBIE U PErIaMeHTHPYIOLIHNX CHCTEM; METOJIOB
METOJMYECKHE paboty 1o 3amure OLIEHKHU YIpo3
JOKYMEHTBI, uHpopManum, a 0e301macHOCTH U
pETJIAaMEHTHPYIOIINE | TaroKe MOJOXKEHHUS, CTaHAAPTHI
JeATENFHOCTS 110 WHCTPYKINH U nH(GOPMAIMOHHOH
3amuTe NHQOPMAIMK | ApyTHE Oe3omacHoCTH;
OpraHU3alOHHO- P14 HaBpik | pa3zpaboTku
pacnopsAUTENbHBIX IKCILTyaTaIlHOHHON
JIOKYMEHTBI JJ151 JIOKYMEHTAI[HMH 110
pereHus cucreMam
MIOCTaBJIEHHBIX obecrnieueHus
3ama4 HH(POPMAMOHHOM
0e301acHOCTH B
COOTBETCTBHH C
JIEHCTBYIOINMU
CTaHJAPTaMH.
OIIK-9 : Cnocoben OIIK-9.1xk : Pa3 HaBpik | mpoexTupoBaHUS
pemaTh 3aga4u IIpumensier 6e3o0macHOCTH
npodeccHoHaNbHON COBPEMEHHYIO pacnpeneneHHbIX
JEeSITETbHOCTH C STAJIOHHYIO0 MOJIEIb HH(POPMALMOHHBIX
YUETOM TEKYILEro B3aUMOJIeHCTBUS CUCTEM; HaBbIKaMH
COCTOSTHHS U OTKPBITHIX CHCTEM; OLICHKH yTPO3
TEHJICHIINH Pa3BUTHSA | TPUHIIUIIBI 0e301acHOCTH B
HH()OPMANOHHBIX MOCTPOCHHUS U COOTBETCTBHH CO
TEXHOJIOTHH, CPEACTB | (YHKIMOHUPOBAHHS CTaHAapTaMu
TEXHUYECKOH 3aIUThl | CUCTEM U ceTel MHPOPMALMOHHON
nHpopMaLuy, ceTel U | mepeaayn 6e30MacHOCTH;
CHUCTEM Iiepeaadu uHpopMauu P15 3HaHHE | OCHOBHBIX
nHpOopMaIUH HanpaBJICHUH
pa3BUTHS
nHpOPMAIMOHHO-
KOMMYHHUKaIMOHHBIX

TEXHOJIOTHH 00bEeKTa
3aIUThI, METOJIOB U
poOIeMbl
OLICHHBAHHUS YTPO3
0€30IacHOCTH;
OCHOBHBIX yIp03
nHGOPMAMOHHOM
0e30MacCHOCTH,
OCHOBHBIX METOJIOB
obecrieyeHus
MHPOPMALMOHHON
0€30I1aCHOCTH;




PJI6 | Ymenme | ucnoip3oBaTh
cpencTBa
MIPOTHUBOACUCTBUS
aTakam Ha CeTeBOU
KOMILIEKC,
MIPUMEHSTH
CUMMETPHUYHBIE U
ACUMMETPUYHBIE
AITOPUTMBI
ndpoBaHus;

Pa7 3HaHUe | KOMILIEKCOB
BpEJOHOCHBIX
MPOTpaMM,
BHEJIPSIEMBIX B
KOMITBIOTEPHI
CETEeBOT0 KOMILIEKCa
aBTOMATH3UPOBAHHBIX
CHCTEM: TPOSIHCKHUE
MIPOrPaMMBI, CETEBbIC
YEepBH, BUPYCHI,
MIITAOHCKHE
MIPOTPaMMBI, CIIaM;
METOIOB 3aIIUTHI OT
BHPYCOB; CETEBEIC
9KPaHbl U CUCTEMBbI
oOHapy KeHHs

BTOP KEHUH.

P8 | YMeHnue | ucmosb3oBaTh
METO/IbI 3aIUTHI
ABTOMAaTH3HPOBaHHBIX
CHCTEM OT BUPYCOB U
JIPYTHX BPEIOHOCHBIX
IpOrpamM;
MPUMEHSTH
KOpPIOPaTUBHBIC U
HepCOHATbHBIE
CeTeBbIe IKPaHBI JUIs
opraHu3anuu
JIEMUIIUTAPU30BAHHOMN
30HEI
ABTOMATH3UPOBaHHBIX
CHCTEM, CO3/1aBaTh
HOJICUCTEMY 3aIUTHI
ceTeBoro Tpaduka
aBTOMAaTU3UPOBAHHOU
CHCTEMBI Ha OCHOBE
KOMITOHEHT
MIPOTOKOJIA
3aIUIIEHHOTO KaHana
IPsec

2 MecTo nucuMiuiaibl (MoayJisi) B crpykrype OITIOII

Jucuumnnna «be30macHOCTh BBIYUCIUTEIBHBIX CETCH» OTHOCHUTCS K 0a30BOM 4YacTu
JIUCLIUILINH y4e0HOTO IUIaHa HaTPaBIICHUS «MuadopmarmonHas 0€e30I1aCHOCTh
ABTOMATU3UPOBAHHBIX CUCTEM).

BxoanbimMu TpeboBaHUSAMU, HEOOXOAUMBIMU JJIS OCBOSHUS JUCIUILINHBI, SIBISICTCS HAJTHUNE
y oOydJarommxcsi KOMIIETEHIIUH, CGHOPMHUPOBAHHBIX TMPU U3YYCHUW JUCHHUIUIMH — W/WATU
npoxokaeHnn  npaktuk  «MHdopmatuka W OCHOBBI  MporpaMMHpoBaHus», «OCHOBBI
uH(popMaMoHHOK Oe3omacHoCcTH», «Cetn DBM 1 TenekoMMyHHUKauny. Ha 1aHHYI0 AUCIUILTUHY
onmparotcst «IIporpaMmHoO-amnmapaTHbie CpPeACTBA 3alUThI WH(DOpPMAIUNY,

«Pa3paboTKa ¥ SKCIUTyaTalus 3alUIIeHHbIX aBTOMATU3UPOBAHHBIX CHCTEM).



3. O0beM AUCHUNIMHBI (MOIYJIA)

OO0beM JUCHUIIIMHBI (MOIY/Isl) B 3a4eTHBIX E€IWHUIIAX C YKa3aHUEM KOJIMYECTBa
aKaJeMHYeCKMX 4YacoB, BBIJEICHHBIX HAa KOHTAaKTHYIO paboTy ¢ oOydarommumucsa (1Mo BHUIAM
y4eOHBIX 3aHSATUI) U HA CAMOCTOSITEITFHYIO pa0oTy, IPUBE/ICH B TabIUIIE 2.

Ta6muma 2 — O0miast Tpy10eMKOCTh JUCITUTITUHBI

Tpyno- .
CeMeetp | enocts O06beM KOHTaKTHOH paboThI (4ac)
®dopma q (020) B Dopma
Hazpanne OITIOITI BO | oOyue- acte v AynuropHas Heayni- CPC aTTec-
st vII Kypc TOpHAas -
(300, (3.E) Bcero
0300) nek. | mpak. | ma6. [ IIA | KCP
10.05.03
Hudpopmanuonnas
6e30macHOCTb 0dO ClLb 6 5 91 36 36 0 1 18 89 €]
AQBTOMATH3MPOBAHHBIX
CHCTEM

4 CTpyKTYypa U co/iepKaHue TUCUUILITHHBI (MOTYJIs)

4.1 Crpykrypa gucuuniauasl (moayJas) xisga OPO

TemaTnueckuil IiaH, OTpaXKaroIlUK coAepkKaHUe ATUCHUILUINHBI (IEpEUEHb Pa3AeiioB U TEM),
CTPYKTYpUPOBAHHOE IO BUIAaM Yy4eOHBIX 3aHATUN C yKa3aHHMEM HX OObEMOB B COOTBETCTBUM C
y4eOHBIM IIJIaHOM, ITpUBEJEH B Tabmuue 3.1

Tabmuua 3.1 — Paznmensl qucuuruiHel (MOAYAs), BUIBI yU4E€OHOW AEATEIBHOCTH M (HOPMBI
Tekymero Kontpos st OO

Kon pe- Kon-Bo yacoB, oTBeIeHHOE HA
dopma
Ne Ha3zBanue Tembl 3yJbTaTa
Jlex ITpakr JIa6 CPC TEKYILEro KOHTPOJIS
00y4eHus
PA1, P2,
1 TexHonoruu ¢puipTpanuu }Eﬁg’ iﬁg’ 12 12 0 6 TecroBble 3amaHus,
nH(opMaoHHOTr0 0OMeHa PII7. PIIS. HpaKTUYECKHUe PaboThI
PJ19
PJI1, P12,
TexXHONOruu N30JIMPOBAHUS P13, P14, TecroBble 3a1aHus,
2 nHpopMaoHHOTO OOMEeHa PJ5, PII6, 12 12 0 6 HPaKTUIECKHE PabOTHI
OpMaIlMOHHOTO 00Me PII7. PIIS. pal ecKkue pado
PJ19
Kontposns cereBoit }Eﬁé’ iﬁi’

3 0e301acHOCTH U Pa3p360TKa P15, PG, 12 12 0 6 TecTtoBbie 3a1aHMs,
HOJIUTHK CETeBOH PII7. PIIS MIPAaKTHIECKHEe paboThI
6€30MacHOCTH. P19

Hroro no radamue 36 36 0 18

4.2 Copaeprxanue pa3iesoB M TeM TUCUUILINHBI (MoayJas) aiass ODO

Tema 1 Texnonocuu gpunbmpayuu uHhopmayuoHHo20 ooMeHa.

Copneprxanue Temsbl: [IpyHIMIBI U ypOBHU (pUIBTpAnK Tpa(uKa B BBIYMCIUTEIbHBIX CETSX.
Crucku goctyna (ACL) 1 ux poib B MONUTHKE O€30MacHOCTH ceTeBoro ooMeHa. Pabora cereBoro
obopynoBanust co crnuckamu goctyna (ACL). Coucku ympasnenus pocrynom (ACL)
MHTEJUIEKTYaJIbHBIX KOMMYTATOPOB JIOKAJIbHBIX BBIUUCIUTENbHBIX ceTei. IIpuHIMNBI U ypoBHHU
¢busrpanuu Tpaduka B BHIYUCIUTENbHBIX ceTax. Crnucku poctyna (ACL) u ux posib B MOIUTHKE
6e3omacHocTu ceteBoro oOMeHa. Pabora cereBoro obopynoBanusi co cnuckamu jaoctymna (ACL).
Mapmpytuzatopsl 1 MexcereBble 3kpaHbl (MCD). MuoroypoBHeBble MCD U NpHHLIMIBI HX
IIPUMEHEHNS B BBIYUCIUTENBHBIX ceTsAX. lloHATHE TpaHMLIBI CETM M MOTPAaHUYHOIO KOHTPOJIS.



Texnonmorust NAT u PAT s guistpanun 1 KOHTPOJIs HH(GOPMAIMOHHOTO 0OMEeHa Ha TpaHuIle.
Jemunurtapu3oBanHas 30Ha. [IpokcupoBanne HHPOPMAIIMOHHOTO 00MEHa, 00eCTICUeHre KOHTPOJIS
U 3allUThl TepelaBaeMbIX JaHHBIX. MapipyTH3aTopsl U MexceTeBble 3KpaHbl (MCD).
MuoroypoBHeBble MCD M OpUHIUNBI MX NPUMEHEHUS B BBIYMCIHTENBHBIX ceTax. [loHsrue
TPAaHMIIBI CETH U MTOTPpaHUYHOTO KOHTpOJs. Texunomoruss NAT u PAT nns dunbrpanmuu u KOHTPOIIS
UHPOpPMALIMOHHOTO oOMeHa Ha Tpanuue. JlemunurapuzoBaHHas 30Ha. [IpokcupoBaHue
MHPOPMALIMOHHOTO OOMEHa, oO0ecledeHne KOHTPOJII W 3allMThl TEePEIaBacMbIX JaHHBIX.
JemunurapuzoBannas 30Ha. [IpokcupoBanue nHdopmannoHHoro ooMeHa, odecrieueHue KOHTPOJIIs
M 3allWThl IEpEeJaBacMbIX JaHHBIX. MapupyTuzatopbl U MexceTeBble 3kpaHbl  (MCD).
MsoroypoBHeBble MCD W TpHUHIUIBI WX TPUMEHEHUS B BBIYHCIHTENBHBIX ceTsax. [loHsTne
TpaHUIBl CeTU U MOrpaHundHOro KoHTpoua. TexHonmorus NAT u PAT mist ¢puiasTpanuu U KOHTPOIIS
UHPOpPMAIMOHHOTO oOMeHa Ha Tpanuue. Jlemunurapu3oBaHHas 30HA. [IpokcupoBaHue
nH(pOPMalMOHHOTO 00MeHa, 0OecrieueHue KOHTPOJIS U 3aIIUTHI IepeaBaeMbIX JTaHHBIX.

@opMbl M METOJBl NPOBEAEHUS 3aHATUH IO TeMme, NpUMEHseMble 00pa3oBaTelbHbIC
TEXHOJIOTUH: JICKIIUH- JUCKYCHH, BBIITOJHEHHE PAKTUIECKOTO 3a1aHUS.

Buael camMocTOSTENbHOM MOATOTOBKHU CTYIEHTOB MO Teme: M3yueHue pexoMeHI0BaHHOM
JUTEPATYPHI.

Tema 2 Texnonocuu uzonupo8aHusi UHGHOPMayUoHHo20 0OMena.

Conmepxxanne  tembl:  [lpuHmmner  mudpoBaHus  MHOOPMAIMOHHOTO  OOMeEHa.
TynnenupoBanne cereBoro Tpaduka. [Ipotoxonsr TyHHenmupoBanus GRE u PPTP. [lpunnmm
MOCTPOCHMS BUPTyalbHbIX YacTHBIX cetelt (VPN) Ha ocHoBe TyHHenel. [locTpoeHne 3amnumeHHoi
BUpTyainbHOW 4YacTHOM cetu VPN Ha 0aze mnporokona PPTP. Ilporokonbl 3amuiieHHOro
uHdopmarnmonHoro oomena IPSec. Ilporokonst AH u ESP. Pexxumbl paGoThl, TpUHITUIIEI OOMEHa
kmodyamu (ISAKMP). TIporoxon SSL/TLS. Ilpunnumsl paboTsl, ayTeHTH(UKALMs CTOPOH U
ocobeHHocTH ImMppoBaHus AaHHbIX. [IpoTokon 3amumieHHoro TyHHenupoBaHusi [PSec.
[Tpaktnyeckas peanuszauusi [PSec TyHnens nHa ©Oaze mapmpytuzatopoB CISCO. IIporoxossl
3amueHHoro uHgopmanuonnoro oomena IPSec. Ilpotoxonst AH u ESP. Pexumbr paGoTsl,
npuHiunel  ooMena kmodamMu  (ISAKMP).  Tlporokon SSL/TLS. Ilpunmmmsl  paGoTHI,
ayTeHTU(UKALUS CTOPOH U OCOOEHHOCTH MIM(POBAHUS TaHHBIX.

@opMBl U METOABI NPOBEIACHMS 3aHATHUI 1O TeMe, NpPUMEHsEeMble 00pa30BaTEIbHBIC
TEXHOJIOTHH: JIEKIIUN- TUCKYCUH, BBIIIOJIHEHNE IPAKTUYECKOTO 3aJaHMsl.

Buael camocTosTENbHONM MOATOTOBKM CTYAEHTOB IO TeMe: M3ydeHue pekoMEHIOBaHHOU
JUTEPATYPHI.

Tema 3 Koumponv cemegou 6Ge3onachocmu u paspabomka NOJUMUK — Cemesou
bezonacrocmii.

Copnepxanne Tembl: CeTeBble cKaHepbl. [[pHHIUIBI 1 METOOUKU ckaHupoBaHus. CriocoOb
MIOCTPOCHUS TIOJUTHK CETEBOM 0O€30MacHOCTH W 00ecredeHHs] HAJAC)KHOCTH (DYHKIIMOHHPOBAHHS
BBIYMCIUTEIBHBIX CETeH M ceTeBbIX Ciayx0. CeTeBble CKaHepbl. IIpHHIMIIBI W METOIMKH
ckanupoBanus. CrmocoObl TMOCTPOSHUS TIOMUTHK CETeBOW OE30MacHOCTH H  O0ecreueHUs
HAJCKHOCTH (DYHKIIMOHUPOBAHUS BBIYUCITUTEIBHBIX CETEH U CETEBBIX CITYXKO.

@dopMbl ¥ METOJBI TPOBEACHUS 3aHATHH 10 TeMe, NpPUMEHSIeMble 00pa30BaTEIbHBIC
TEXHOJIOTHH: JICKIIUU- TUCKYCHH, BBIIOJIHCHNE TIPAKTHYECKOTO 3aaHHsI.

Buael camocTosITEIbHONM TOATOTOBKU CTYIAEHTOB IO Teme: M3ydyeHue peKkoMeHI0BaHHOU
JTUTEPATYPHI.

5 MeToanueckue yKka3aHus Ajs 00y4yalomuxcs M0 M3YYEeHHI0 M peau3alii JUCHUTLIUHBI
(MmonxyJin)

5.1 Meroauueckne peKOMeHIAUMH OOyYAIIMMCH M0 HU3YYEHUI0 [IMCUUIUIMHBI W 10



o0ecrnev4eHnIo CaMOCTOSITe/IbHOI padoThI

CamocrositensHas padota cTyneHToB (CPC) — 3T0 AesTenbHOCTh yUanuxcs, KOTOPYIO OHU
COBepIIalOT 0e3 HEeMOCPEJICTBEHHONW TIOMOIIM W YKa3aHWH TMpernojaBareis, pPYyKOBOACTBYSIChH
C(l)OpMPIpOBaBH_II/IMI/ICH paHee TMPCACTABICHHUAMHU O MHOPAAKEC W IMPABUJIBHOCTHU BBIIIOJIHCHUA
onepanuii. llens CPC B mpomecce oOydeHHs 3aKiIiO4aceTcs, Kak B YCBOCHUW 3HAHWMA, TaK U B
(GbopMUPOBaHUY YMEHUI U HABBIKOB 10 WX UCIOJIB30BAHUIO B HOBBIX YCIOBHUSIX HA HOBOM Y4eOHOM
Marepuaie. CaMocTosiTelbHasE padoTa Mpu3BaHa OOECIEYMBATH BO3MOXKHOCTH OCYIIECTBIICHUS
CTYIEHTAaMHU CaMOCTOSTEIbHON IMO3HABATEIbHOU NEATEIBHOCTH B OOYYEHHM, W SIBISCTCS BUIOM
y4e0HOTO Tpy/Aa, CIIOCOOCTBYIOMIETO (POPMHUPOBAHUIO Y CTYAEHTOB CAMOCTOATEIHHOCTH. BaaHHOH
y‘-I€6HOI71 mnporpaMme MpHUBCACH NEPCUYCHb OCHOBHBLIX W JOINOJHUTCIIBHBIX HCTOYHHUKOB, KOTOPBLIC
npeyiaraeTcsl U3y4uTh B Mpoiecce obmyueHus mo aucuuruinae. Kpome Toro, mis pacmmpeHus u
yrryOieHus 3HaHWH 10 TAaHHOHN IUCIUILTMHE LeIeco00pa3HO UCIOIb30BaTh: HAyUHbIE My OINKAUU
B TEMaTHYECKHX JKypHajax; IIOJHOTEKCTOBbIE 0a3bl [JaHHBIX OMOIMOTEKH; HUMEIOUINecs B
OuOIMOTEKax By3a M PErHoHa MyOJIMKAIMK HA DJEKTPOHHBIX U OyMa)KHBIX HOCUTEINSX. YCHEIIHOe
OCBOEHHUE AMCLUMILIMHBI IPEIoIaracT akTUBHYIO pabOTy CTYAEHTOB Ha BCEX 3aHATUSAX ayIUTOPHOMN
dbopMbI: JeKIUH W TNPAKTUYECKUX 3aHATUN, BBIMOJHEHHE aTTECTALIMOHHBIA MEpONpPUSATHH,
3QPEKTUBHYIO CaMOCTOSTEIbHYI0 paboTy. B mpouecce wu3yueHHs AMCUUIUIMHBI CTYHACHTY
HEOOXOJIMO OPHEHTHUPOBAThCSI HA CAMOCTOSTEIBHYIO MNpPOpabOTKy JEKIMOHHOTO MaTepHaa,
MOJATOTOBKY K TMPAKTUYECKUM 3aHSATHUSM, BBIMIONIHEHUE TECTOB, CaMOCTOSITEIbHOE H3yUeHUE
HEKOTOPBIX pa3zieioB Kypca Jlis npoBeneHns 3aHATUHN JEKIMOHHOIO THIIA UCIOJIb3YIOTCS y4eOHO-
HanIAIHbIe 1ocoOusi B (opMe Mpe3eHTAIMOHHBIX MaTepuaioB, 00eCreuYnBaIONIMX TeMaTHUYeCKue
WJLTIOCTPAINH, COOTBETCTBYIOIINE TEMaM JISKIIHiA, IPECTABICHHBIM B ITYHKTE 5 HACTOSIIEH

5.2 OcoOGenHocTn opraHu3anuu oO0y4eHUsl JJs JHUL C OrPAHUYEHHBIMH BO3MOKHOCTSIMHU
310POBbSI 1 HHBAJIN/I0B

[Tpu HEOOXOMMMOCTH OOYJAIONIMMCS U3 YHCIIA JIUII C OTPAaHMYECHHBIMHI BO3MOKHOCTSIMH 3/I0POBBS H
MHBAJIHUOB (T10 3asBJICHUIO 00YYarOIIErocs) MpeJoCTaBIsIeTcs yueOHast HHPOPMaIHs B TOCTYITHBIX
¢dopmax ¢ yueToM UX UHIAUBUAYAIBHBIX MCUXO(QU3NIECKHX OCOOCHHOCTEH:

- JUIS JIUL] ¢ HApYIIEHUSIMU 3pEHUsS: B NIe4aTHOM (popMe YBEIHMYEHHBIM pUdTOM; B Gpopme
3JIEKTPOHHOIO JIOKYMEHTA; WHJUBUTyaJIbHbIE KOHCYJIbTall! c MIPUBJICYCHUEM
TU(IIOCYpIOTIEPEBOUNKA; MHIMBUAYAIbHBIC 33aHUs, KOHCYJIbTALUU U JP.

- Ui JIML ¢ HApYIIEHUSIMU cllyXa: B re4aTHoi (opme; B hopMe 3JIeKTPOHHOTO JOKYMEHTA;
WHJUBU]lyallbHbIE KOHCYJIBTALMU C IPUBJICUEHUEM CYPAONEPEBOIUNKA; MHAUBUAYAJIbHbIE 3a/1aHUS,
KOHCYJIbTAIlH U Jp.

- 7Is1 TUI] C HapyUICHUsIMHU OTIOPHO-ABUTaTENBHOTO almapara: B ne4atHoi gopme; B popme
AJIEKTPOHHOTO JOKYMEHTA; MHIUBUyJIbHbIC 3a/1aHUsI, KOHCYJIbTAlUU U JP.

6 ®DoHI OLEHOYHBIX CPEACTB /JIl MPOBEAeHHs TEKYLIero KOHTPOJIS U MPOMEKYTOYHOM
arrecTauMu 00y4aroIMXCs M0 JUCUMILINHE (MOTYJIIO0)

B coorBerctBun ¢ tpeboBanumsiMu PI'OC BO mns arrecranmum  oOydarommxcs Ha
COOTBETCTBUE MX IEPCOHANBHBIX JOCTHKEHUM IUIAHUPYEMBIM pe3yiasraTaM OOydeHHUs 110
JUCLHUIUIMHE (MOJIYI0) cOo3/aHbl (DOHIBI OLEHOYHBIX CPENCTB. THIOBBIE KOHTPOJBHBIC 33JaHUS,
METOJIMYECKUE MaTepHallbl, ONPEAEIAIOIUE MPOLETyphbl OLIECHUBAHUS 3HAHWM, YMEHUH M HaBBIKOB,
a TaKXKe KPUTEPHUM U I0Ka3aTesld, HEOOXOOUMbIC Ul OLEHKU 3HAaHWN, yMEHMH, HABBIKOB U
XapaKTepU3yIOIIUe ATAIbl (OPMHUPOBAHUS KOMIETEHIUI B MpoOIlecce OCBOEHUS 00pa30BaTeNbHON
MpOTrpaMMBbl, pescTaBieHbl B [Ipunoxenun 1.

7 Y4yeOHO-MeTOAMYECKOEe M HH(POPMALMOHHOE 00eceYeHrue TUCHUIJIMHBI (MOAYJIs1)



7.1  Ocnoenaa numepamypa

1. Knamanos, ®. K. BerunuciurenbHbie CUCTEMBI U CETH, 00JTaUuHbIC TEXHOJIOTHH : Y4eOHO-
MeToamueckoe mocoome / ®. K. Kimamanos. — Mocksa : MUUCHU — MI'CVY, 2020. — 40 ¢. — ISBN
978-5-7264-2187-2. — TekcT : 3neKTpoHHBIN // JIaHb : 3JIEKTPOHHO-OMOIMOTEYHAS CHUCTeMa. —
URL: https://e.lanbook.com/book/145093 (mara oGpamenus: 28.02.2024). — Pexxum goctyma: amis
aBTOPH3. MOJIb30BATEIICH.

2. Tonctobpos, A. Il. Apxurektypa OBM : yuebHOe mocobue It By30B /
A. TI. Tonctob6poB. — 3-¢ u3n., nepepad. u gormn. — MockBa : U3narensctBo FOpaiit, 2023. —
162 c. — (Bwicmee obpazoBanme). — ISBN 978-5-534-16839-6. — TekcT : SJIEKTpOHHBIA //
ObpazoBatenbHas miarpopma HOpait [caiit]. — URL: https://urait.ru/bcode/531870 (nmata
obpamenus: 27.02.2024).

7.2 [onoanumenvnas numepamypa

1. Iawbrun, B. ®. UadopmannuonHas 6€30MaCHOCTh KOMITBIOTEPHBIX CHCTEM M CETe :
yuebnoe mocodue / B.®. Illaneruan. —MockBa : ®OPYM : UHOPA-M, 2023. — 416 c. —
(Cpennee npodeccuonanbHoe oopa3zoBanue). - ISBN 978-5-8199-0754-2. - TeKcT : 3JIEKTPOHHBIH. -
URL: https://znanium.ru/catalog/product/1910870 (nara obpamenus: 26.02.2024).

7.3 Pecypcovt ungpopmayuonno-menekommynuxkayuonnou cemu "UHnmepnem',
6KNI04as npogeccuonanvuvie 0a3vl OAHHLIX U UHOOPMAUUOHHO-CHPAGOUHDbLE
cucmembul (npu HeobX00UMOCmu):

O6pazoBarenbHas matdopma "FOPANT"
OnexkTpoHHO-01OMMoTeyHast cuctema "ZNANIUM.COM"
DnexTpoHHO-0nbmuoreuHas cucrema "JIAHB"
4.  Open Academic Journals Index (OAIJI). Ilpodeccrnonanshas 6a3a maHHBIX - Pexxum
noctyna: http://oaji.net/

W N =

5. [Mpesunentckas Oubmmoreka wum. b.H.Enpumna (0a3a maHHBIX —pa3iMyHBIX
npodecCuoHANIBHBIX 00nacTei) - Pexxum qocryna: https:// www.prlib.ru/
6. WNudopmannonno-cripaBouynas cucrema "Koncymsrant Ilmoc" - Pexum nocryma:

http://www.consultant.ru/

8 MarepuajbHO-TeXHHYECKOe o0ecrneyeHne JUCHMIUIMHBI (MOAYJs) W IepeYeHb
HH(POPMALMOHHBIX TEXHOJOTHUIi, HCNIOJb3yeMbIX NPH OCYLIECTBJEHUH 00pa3oBaTeIbHOIO
npouecca no JMcuuIinae (MoayJii0), BKJIO4Yasi epevyeHb MPOrpaMMHOro odecrnevyeHust

OcCHOBHOE 000PYI0BAHUE:

- Komnbrorepsl

- [Ipoexrop

[IporpaMMHoe obecrieyeHme:

- VMware Horizon ViewStandard

- Microsoft OfficeProffessionalPlus 2019 Russian
- Microsoft Windows 8 - MAK
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1 Ilepeyenb popMHEpyeMbIX KOMIIETEHIHIT

Hassanne OITOIT BO,
COKpAII[EHHOE

Konx 1 popmynipoBKka KOMIIETCHITH

u

Kon u ¢hopmynipoBKka HHANKATOPA JOCTHKEHHS
KOMIIETEHIIUH

10.05.03 «udopmar
MOHHast 0€3011aCHOCTb
ABTOMaTHU3HPOBAHHBIX

CUCTEM»
(UB)

OIIK-12 : CnocoOeH mpuMeHsTh 3H
aHus B 00acTi 0€30MacHOCTH BbIY
UCIIMTEIBHBIX CETEH, OlepaliOHHBI
X CcHCTeM M 0a3 JaHHBIX IPH pa3pad
OTKE aBTOMATH3UPOBAHHBIX CHCTEM

OIIK-12.1k : oueHuBaeT 3PeKTUBHOCTD U HAE
JKHOCTb 3aIIMThI BEIYUCIUTEIBHBIX CETEH, omepa
LIMOHHBIX CHCTEM M 0a3 JJTaHHBIX

OIIK-5 : CnocobeH nNpuMeHATh HOp
MaTHBHBIC IPABOBbIE AKThI, HOPMAT
UBHBIC U METOJUIECKHE JJOKYMEHT
BI, PETIIaMEHTHPYIOIINE e TeIHLHOC
Th IO 3aIIUTE HH(OPMAIN

OIIK-5.2k : ucronp3yeT HOPMaTUBHBIE JOKYMEHT
bl, PETJIAMEHTHPYIOIINX padoTy No 3amure nHdo
pMalny, a TAKXKE MOIOXKEHHS, HHCTPYKLMH U Py
T'Hie OpPraHU3alnOHHO-PACIIOPIIUTEBHBIX TOKYM
SHTHI JUTS PEIICHHS TIOCTaBJICHHBIX 3312

OIIK-9 : CnocobeH perath 3a1a4u
po(hecCHOHANBHOMN JIeATENbHOCTH
C y4E€TOM TEKYILETO COCTOSIHUS U T
HACHINH pa3BUTH HH)OPMAIIMOHH
BIX TEXHOJIOTHH, CPEICTB TEXHIUIECK
Ol 3amMTH HH(pOPMAIHH, ceTeil U ¢
HCTEM Iepeiadu HHPOPMaIuu

OIIK-9.1x : IIpuMeHsieT COBPEMEHHYIO STAIOHHY
10 MOJICJTb B3aUMOJICHCTBHSI OTKPBITBIX CHCTEM; II
PHHIIUIBI HOCTPOSHHUS U (PyHKIIMOHMPOBAHUS CUC
TeM ¥ ceTeil epenadn nHpopManuu

Komnerenmus cunraercst cOpMUPOBAHHOM HA TAaHHOM 3Tarle B CIIydae, €ClIU MOTy4YeHHBIE
PE3YIbTAThI O6y‘-ICHI/I$[ II0 JUCLHMINNIMHE OLOCHCHBI IIOJIOKUTCIIBHO ()manaon KPHUTCPHUCB
OILICHUBAHMSI PE3YJILTATOB O0YUYCHUS «3a4TEHO», «YIOBIECTBOPUTEIBHOY, «XOPOIIO», KOTIMIHOY). B
CcIyd4ac OTCYTCTBHUA MHOJIOKUTEIBHOMU OOCHKM KOMIICTCHIIMA HaA JaHHOM 3JTall€ CYHUTaACTCA
Hec(hopMUPOBAHHOM.

2 Tloka3aTe/M OLCHNBAHUSA IVIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHH s

Komnerenuus OIIK-5 «Crioco6eH npuMeHsATh HOpMaTUBHBIE IIPABOBBIE AKTHI,
HOpPMAaTHBHBIE U METOIMYECKHE JOKYMEHTBI, PErJIaMEHTUPYIOIINE AEATEIbHOCTD 0 3aIlUTe
UHPOpPMALIUN»

Ta6mmma 2.1 — Kputepuu OlleHKH WHANKATOPOB TOCTHYKCHHS KOMITETEHIIUN

Pe3ynbTaThl 00yUeHUS IO JUCIUTLIMHE
K T
Koz u hopMynmnpoBKa HHIUKAT u Kputepuu olieHUBaHUS PE3YIIBT
opa mocTikeHus KommeTenmun | 98 | aToB 00ydeHus
e Pesynbrar
p pe y.
3_
3_
Ta
Ta
OIIK-5.2k : ucmonp3yet HopMa 0coOeHHOCTeN 6e30IacHOCTH P
THBHBIC IOKYMCHTBI, PEIIAMEHT | 3y | AcTpeneneHHbIX UH()OPMAIHOH
UPYIOIHX paboTy MO 3aIuTe U HBIX CHCTEM; METOJIOB OIIEHKU
o | au OTBETHI HA TECTOBbIC 33 [AHHS
H(OpMALHH, a TAKXKE TOJTOKEHU | ue | Yrpos 6€30MacHOCTH M CTaH/ap
sI, HHCTPYKIMHU U JPYTUE OpraH ThI HH(pOpPMaIMOHHOH Ge30macH
H3AIMOHHO-PACIIOPS IUTEILHBIX OCTH;
AOKYMEHTBI JUIA PELICHUA NOCTa [ | paspabotkn sxennyarannonmoii
BJICHHBIX 3a/1a49 P JOKYMEHTAIIUH 110 CUCTEMAM 00
aB . BBITIOJTHEHHE MTPAKTHYECKUX pad
I o ecrieyeHus: HHGOPMAITHOHHOH O or
4 « €30IaCHOCTH B COOTBETCTBHU C
JCUCTBYIOIIMMH CTaHIapTaMH.




Komnerenuus OIIK-9 «Criocoben pemats 3a1a4u MpohecCHOHATBHON AEATEIbHOCTH C
Y4ETOM TEKYLIET0 COCTOSIHUS U TEHACHUUN Pa3BUTHS HHPOPMAIIMOHHBIX TEXHOJIOTUM, CPECTB
TEXHUYECKOH 3aIuThl HH(pOpMaIiK, ceTel 1 cucTeM nepeaadu MHGopMaIm»

Ta6nuia 2.2 — Kputepuu OLIEHKH UHIUKATOPOB JIOCTUKEHUS KOMITETCHIIMH

Pe3yspraTel 00y4eHHs 110 TUCHUILTHHE
T
Kon u popmyupoBKa HHAUKAT K " Kpurepuu onieHuBaHus pe3ysibT
opa IOCTHXKEHHs! KomneTeHuun | O | aToOB 00y4YCHUS
pe PesynbraT
3- pe
Ta | *
Ta
OIIK-9.1k : Ilpumenser coBpeM MIPOEKTHPOBAHUS 0E30MTaCHOCTH
CHHYIO STAOHHYI0 MOJIEIb B3aH | o, H | pacnpeneneHHbIX HH(pOPMAIIHO
MOJIEUCTBUS OTKPBITBIX CUCTEM; aB | HHBIX CHCTEM; HaBBIKAMH OLIEHK | BBIMIOJHEHHE MPAKTUYECKUX pad
MIPUHIUIIBI TOCTPOCHUS U PyHK )31 Bl 1 yrpo3 0e30MacHOCTH B COOTBE | OT
LUOHUPOBAHHUS CHCTEM U CeTeil K TCTBUU CO CTaHIAPTaMHU UH(OP
nepenavy nHGpopManum MAalMOHHOH 0e30IacHOCTH;
OCHOBHBIX HalpaBJIeHUH Pa3BUT
ust ”HPOPMAITIOHHO- KOMMYHHU
KallMOHHBIX TEXHOJOTHI 00BEK
Ta 3alUTHI, METOAOB U MpobIe
P | 3u | wmpI onenuBanus yrpos 6esomnac
I[ aH HOCTH; OCHOBHBIX yIpO3 I/IH(I)OP OTBCTHI HA TCCTOBLBIC 3aJlaHHU
5 K€ | MaIMOHHOW 0E€30MacCHOCTH; OCH
OBHBIX METOJIOB 00ECTICUCHHS U
H(OpMAIMOHHOW 0€30MaCHOCTH
2
v HCII0JIb30BATh CPEJICTBA POTUB
P M OJIEMCTBHUS aTaKaM Ha CETEBOI
BBINOJIHEHHE IPAKTUYECKUX pad
I eH | KOMIUIEKC, IPUMEHATE CHMMETp |
6 pe | WYHBIE U ACUMMETPUYHBIE aJIro
PHUTMBI OIH(POBAHUS;
KOMIIJIEKCOB BPEJOHOCHBIX IPO
rpamM, BHEAPSIEMbIX B KOMIIbIO
TEpPbI CETEeBOI'0 KOMILIEKCA aBTO
MaTHU3UPOBAHHBIX CUCTEM: TPOS
P 3H | hekue [IPOrpaMMbl, CETEBbIE Ue
a AH | Py, BUPYCHI, WITHOHCKHE TIPOT OTBETHI HA TECTOBBIC 33/IaHUS
7 HE [ pamMMBbI, clam; METOIOB 3ALIUT
bl OT BUPYCOB; CETEBbIE SKPAHBI
U CHCTEMBI OOHAPYKEHUS BTOP
JKEeHUI.
HCII0JIB30BATh METO/IbI 3aIIUTHI
aBTOMATU3MPOBAHHBIX CUCTEM O
T BUPYCOB U JPYT'UX BPEJIOHOCH
BIX IPOTPaMM; IPUMEHSTH KOPII
v OpaTHUBHBIE U NIEPCOHATILHBIE C&
P TEeBbIE KPaHbI JJIs1 OpraHu3alu
M - BBITIOJTHCHHE NTPAKTHYCCKUX Pad
pi ey | M /ACMHIMTAPH30BAHHOM 30HBI A |
8 e | BTOMATH3MPOBAHHBIX CHCTEM, C
0371aBaTh MOACUCTEMY 3aIUTHI
CEeTeBOTO Tpadrka aBTOMATH3H
POBAaHHOM CHCTEMBI HA OCHOBE
KOMIIOHEHT MPOTOKOJIa 3alIHIIe
HHoro kaHaia IPsec

Komnerenuus OITK-12 «Cnioco6eH npuMeHSATh 3HaHUsS B 00J1aCTH O€3011aCHOCTH




BBIYHCIUTENLHBIX CETEH, OTIEPAIMOHHBIX CUCTEM U 0a3 JaHHBIX MIPH pa3paboTke
ABTOMATU3HPOBAHHBIX CUCTEM)

Tabnuna 2.3 — Kpurepun orieHKd HHAUKATOPOB JOCTHKEHHSI KOMITIETEHIIUU

Pe3ympTaTel 00y4eHHS 10 TUCIUIIIHHE
T
Kon u popmyuposka unaukar | K " Kpurepuu orieHHBaHUS pe3ynbT
Opa I0CTIXKEeHHs KomneTeHumn | 04 | aToB 00yUeHUS
pe Pesynbrar
3 | Pe
Ta |
Ta
OIIK-12.1x : onenuBaet 3¢ dex MIPOBOJUTH OLIEHKY MPOEKTHBIX
THUBHOCTb M HaI&KHOCTD 3AILUT pELICHUI pactpeieNIeHHbIX
bl BBIYMCIIUTEIILHBIX CETEH, OIe UH(POPMALMOHHBIX CUCTEM Ha IT
PALMOHHBIX CHCTEM U 0a3 IaHH peamer obecriedeHus ux 6e3omn
BIX P VY | acHOCTH; aHaTM3HPOBATH BCE YT
;oo M | posH 0€30ITacCHOCTH B COOTBETC | BBIMOJHEHHE MPAKTHUECKUX Pad
5 €H | TBHHM CO CTaHAApTamMu MHGOpMa | OT
e | DUOHHOM 0e30NMacCHOCTH; aHAIH
3MPOBATh IPOCKTHBIC PELICHUS
CHCTEM Ha COOTBETCTBHUE METOJ
am obecrnieueHust HHPOPMAITUOH
HOI1 Oe30macHoCTH
9KCIUTyaTalM1 HHCTPYMEHTAIIb
H | HBIME IporpamMMamMu oGHapyxKe
Pl qg | it atak ma cerenoii KOMIIEKS; | gunonmenne TPaKTHIECKUX pab
A b1 | TIPOEKTHPOBAaHUS CHMMETPHYH oT
9 K BIX ¥ ACHMMETPUYHBIX KPHIITOC
HCTEM;

Tabmuira 3anmosHAETCS B COOTBETCTBHM ¢ pazfeioM | Pabouel mporpamMMbl JTUCIMILIAHBI
(Momyms).

3 IlepeyeHb OLIEHOYHBIX CPE/ICTB

Ta6mmma 3 — [lepeueHb OIIEHOYHBIX CPEACTB MO TUCIUILIAHE (MOIYITIO)

HaumenoBanmne OLECHOYHOI'O CPCIACTBA U TIP

KoHTponupyemble TeMbl excrasienue ero B OC

JUCIHUTIIIMHBI

KoHTponupyemble IIIaHupyeMbIe pe3y
JBTATHl 00yYCHUS

IIpomexxyTouHas at

Texymuii KOHTPOIb
TecTalus

Ounas dopma oOyueHus

Pl 3HaHue : 0COOCHHOCTEMH O 1.1. TexHomoruu GUILTP N
DK3aMeH B yCTHOH
€30I1aCHOCTH pacnpejere anuy MHGOPMAIMOHHOTO Tecr dopae
HHBIX HH(OPMALMOHHBIX obMeHa
CHCTEM; METO/IOB OLCHKH 1.2. TexHOTOTHH U3OTHPO K3aMCH B VCTHOI
Yrpo3 6e30MacHOCTH M CTa | papyg ynopmanmontoro | Tect (bopwe 4
HJApTEI uH(pOPMALIOHHO obMeHa
it 6e3omacHOCTH; —
1.3. KoHTponb ceTeBoii 6
€30MaCHOCTH U Pa3paboTK Tect OK3aMCH B YCTHOH

a MOJIUTHK CETEBOI Oe301T (popme

aCHOCTH.




PII2

‘YMeHue : IpoBOAUTS OL1e
HKY IPOEKTHBIX pelIeHUN
pacrnpeneneHHbIX HHPOPM
AIMOHHBIX CHCTEM Ha IIpe
JIMeT obecrieueHus ux 6e3
OITACHOCTH; aHAJTH3UPOBAT
b BCE YTPO3BI 6e30MacHoC
TH B COOTBETCTBHH CO CTa
HAapTaMu HH(GOPMAIMOH
HOM 0€30I1aCHOCTH; aHAIN
3UpPOBATh MPOEKTHBIC PELl
€HUSI CHCTEM Ha COOTBETC
TBHE MeTOJaM obecredeH
usl ”HOpMaMoHHOIT 6e3
OTIaCHOCTH

1.1. TexHonornu GUIBTP
aruy HHPOPMATUOHHOTO
obMeHa

[IpakTuueckas padbo
Ta

OK3aMeH B yCTHOI
bopme

1.2. TexHOIOTHH U30IHPO
BaHWA NH(OOPMAIIOHHOTO
obMeHa

IMpakTudeckas pado
Ta

OK3aMeH B YCTHOH
hopme

1.3. KonTtponb ceTeBoii 6
€30IaCHOCTH U Pa3paboTK
a TIOJIUTHK CETeBOH Oe3or
ACHOCTH.

INpakTryeckas pado
Ta

DK3aMeH B YCTHOH
hopme

P/I3

HagbIk : npoexTupoBanus
6e30MmacHOCTH pacnpeen
SHHBIX HH()OPMAIINOHHBIX
CHCTeM; HaBBIKAMH OIIEHK
U yrpo3 0€30IMacHOCTH B €
OOTBETCTBUM CO CTAHJAPT
amu TH(OPMAITIOHHON Oe
3011aCHOCTH;

1.1. Texnosnoruu GUIBTP
auuy HHHOPMALIHOHHOTO
obMeHa

INpakTHyeckas pabo
Ta

DK3aMeH B YCTHOU
hopme

1.2. TexHOI0TUH U30IUPO
BaHUS MH()OPMAIIMOHHOTO
oOmena

[IpakTrueckas padbo
Ta

OK3aMeH B yCTHOI
bopme

1.3. KoHTtponb ceTeBoii 6
€30IaCHOCTH U Pa3paboTK
a TMOJINTHK ceTeBOor Oe30m
ACHOCTH.

IMpakTudeckas pado
Ta

OK3aMeH B YCTHOI
hopme

P14

HaBpIk : pa3paboTkH 3KCIT
JIyaTallUOHHOM JOKyMEHT

aluu 110 CHCTEMaM 00ecII

edeHns: HHYOPMAI[OHHON
6e30MacCHOCTH B COOTBETC

TBUH C JEHCTBYIOIUMU CT
aHJIapTaMH.

1.1. TexHonoruu GUILTP
ary HHPOPMAITUOHHOTO
obMeHa

INpakTHdeckas pado
Ta

OK3aMeH B YCTHOH
dhopme

1.2. TexHoMIOrMU U30JIUPO
BaHMs HH(POPMAIIHOHHOTO
obMeHa

IMpakTudeckas pado
Ta

OK3aMeH B YCTHOH
hopme

1.3. KoHTpons ceTeBoii 6
€30MaCHOCTH U Pa3paboTK
a MOJIUTHK CETEBOI Oe301
aCHOCTH.

[IpakTuueckas padbo
Ta

OK3aMeH B yCTHOII
bopme

PII5

3HaHUE : OCHOBHBIX HaIlpa
BJIEHHH pa3BUTUS HHPOPM
AIIMOHHO- KOMMYHHKALIIO
HHBIX TEXHOJIOTHI 00BEKT
a 3aIllUThl, METOZOB U PO
6J1eMbI OLICHUBAHUS YTPO3
0e30MacCHOCTH; OCHOBHBIX
yTpo3 HHPOPMAITMOHHOH
0e30MacCHOCTH; OCHOBHBIX
METOJI0B 00ECIICUCHUS UH
(hopmanroHHO# Ge30macH
OCTH;

1.1. TexHomornu GUIBTP

OK3aMeH B yCTHOI

anuy HHPOPMAITUOHHOTO Tect dbopme

oOmeHa

1.2. TexHomoruu U30JIUpo x3aMeH B YCTHOR
BaHMA MHpopMarmonHoro | Tecr (bopme

obmMeHa

1.3. Konrtpo:s ceteBoii 6

€30IMaCHOCTH U pa3paboTK Tecr DK3aMeH B YCTHOI

a IOJINTHK CETEBOM Oe30m
ACHOCTH.

hopme

PJI6

‘YMeHHE : UCIIOIB30BaTh C
peacTBa MpOTUBOACUCTBU

s1 aTakaM Ha CETEBOM KOM

TUIEKC, MPUMEHSTh CHUMME

TPUYHBIE U ACUMMETPUYH

BIC AITOPUTMBI IH(PPOBAH
Hsl;

1.1. TexHOMOTHH GHUIBTP
anuu HHPOPMAMOHHOTO
obMeHa

INpakTudeckas pado
Ta

OK3aMeH B YCTHOI
hopme

1.2. TexHOIOTHH U30JIUPO
BaHUs HH()OPMAIIMOHHOTO
obMmeHa

INpakTryeckas pado
Ta

DK3aMeH B YCTHOH
hopme

1.3. Konrpo:s ceteBoii 6
€30I1aCHOCTH U pa3paboTK
a MOJIUTUK CETeBOH Oe30m
4CHOCTH.

INpakTHyeckas pabo
Ta

DK3aMeH B YCTHOU
hopme

P17

3HaHMe : KOMIUIEKCOB Bpe
JIOHOCHBIX ITPOrpaMMm, BHE
JPSIEMBIX B KOMITBIOTEPBI

CETEeBOr0 KOMILIEKCa aBTO
MaTH3UPOBAHHBIX CHCTEM:

1.1. Texnonoruu GUIBTP
alyu HHPOPMALUOHHOTO
obmMeHa

Tect

DK3aMeH B YCTHOI
hopme




TPOSIHCKUE MPOrPaMMBl, €
€TEBbIE YEPBU, BUPYCHI, LI
MHOHCKHE MTPOTPAaMMEL, CIIT
aM; METOJIOB 3aIUTHI OT B
HPYCOB; CETEBBIC IKPAHBI

U CUCTEMBI 00HAPYKEHHS
BTOpPIKEHUI.

1.2. TexHOI0TUH U30IUPO

OK3aMeH B yCTHOI

BaHus uHpopmannonnoro | Tecr ibopme

oOmena

1.3. KonTpo:s cereBoii 6

€30ITaCHOCTH U pa3paboTk Tecr DK3aMeH B YCTHOU

a MOJINTHK CETEBOI Oe3011
4CHOCTH.

hopme

P/I8

YMeHue : ucroab30BaTh M
€TO/IbI 3allIUTH aBTOMAaTH3
HWPOBAaHHBIX CUCTEM OT BU

PYCOB U IpyTUX BPEAOHOC
HBIX IPOTpaMM; IIPUMEHS

Tb KOPIIOPATUBHBIE U MTEPC
OHAJIbHBIE CETEBbIE IKPaH

bl JUIsl OpraHu3aluy 1eMU

JIMTApU30BaHHOU 30HBI aB
TOMAaTU3UPOBAHHBIX CUCTE
M, CO3/1aBaTh MOJICUCTEMY
3aIIUTHI CETECBOTO TPaPuK
a aBTOMAaTU3UPOBAHHOM C

HCTEMEBI Ha OCHOBE KOMIIO
HEHT IPOTOKOJIA 3aIUIIIe

HHOro kaHaja IPsec

1.1. Texnonoruu GUIBTP
alyu HHPOPMALMOHHOTO
obmMeHa

[Ipaktuueckas padbo
Ta

DK3aMeH B YCTHOI
hopme

1.2. TexHOIOTHH U30JIUPO
BaHHA NH(OOPMAIIOHHOTO
oOmeHa

IpakTudeckas pado
Ta

OK3aMeH B yCTHOIT
dhopme

1.3. KoHTtposb ceTeBoit 6
€30ITacCHOCTH U pa3paboTk
a TIOJINTHK CeTeBOU Oe301
ACHOCTH.

INpakTHdeckas pado
Ta

OK3aMeH B YCTHOH
dhopme

P/19

HagbIk : 3KCIITyaTaluu u
HCTPYMEHTAJIbHBIMH TIPOT
pamMMaMu OOHapyKEeHUS a
TaK Ha CETEBOM KOMILIEKC
; IPOSKTHPOBAHUS CHMME
TPUYHBIX U ACHMMETPHYH
BIX KPHIITOCHCTEM;

1.1. TexHomoruu GUILTP
anyu HHPOPMAMOHHOTO
obMeHa

INpakTHyeckas pado
Ta

DK3aMeH B YCTHOU
hopme

1.2. TexHOMOTHH U3OTHPO
BaHHs UHOOPMALOHHOTO
obmMeHa

[Ipaktuueckas padbo
Ta

DK3aMeH B YCTHOI
hopme

1.3. KoHTponb ceTeBoii 6
€30IaCHOCTH U Pa3paboTK
a TIOJIUTHK CETeBOH Oe3or
ACHOCTH.

IpakTudeckas pado
Ta

OK3aMeH B yCTHOI
hopme

4 Onucanue nmpoueaypbl OH€cHUBAaHUA

KauectBO cpOopMHUPOBAHHOCTH KOMIICTCHIIMH Ha JIaHHOM JTale OICHUBAETCS IO
pe3yibraTaM TCKYIIHUX W HNPOMCKYTOUYHBIX aTTeCTaHI/Iﬁ npu oMo KOJIMYECTBEHHOM OLICHKU,
BBIp@KCHHOW B Oamax. MakcumanbHash cymMMma OaioB MO AMCHHMIUIMHE (MOmynro) paBHa 100

OamnaM.
OueHoYHOe CpeicTBO

Buj yuebHol AesSTeNbHOCTH

Y Tecrt 1-5 Tl_gpaKTquCKaﬂ pao Ox3amen |HTtoro
JIeKrOHHBIE 3aHITHS 22 22
[IpakTuueckue 3aHATUSA 58 58
[IpomexyTouHas aTTecTanus 20 20
Htoro 22 58 20 100

Cymma GansioB, HaOpaHHBIX CTYJEHTOM IO BCEM BHaM yUeOHOH NeATeNTbHOCTH B PaMKax
JVCLIUATUTMHBL, IEPEBOIUTCS B OLIEHKY B COOTBETCTBUU C TAOJIUIICH.

CymMma 0ansioB

10 AUCLMILINHE

O1eHKa [0 TPOMEKY
TOYHOW aTTecTaluu

XapakTepHcTHKa Ka4ecTBa ¢(hOPMHUPOBAHHOCTH KOMIIETEHIIHH




CTyaeHT IeMOHCTPHPYET CHOPMHPOBAHHOCTh NHUCIHILUTHHAPHBIX KOMIICTEHINH, 00
Hapy’KMUBaeT BCECTOPOHHEE, CHCTEMAaTHIECKOe U NTy0OKoe 3HaHUE y4eOHOTro MaTep
o191 110 100 «aaTreHo) / vasa, yCBOUII O(jHOBHle nuTspaTypy ¥ 3HaKOM C JIOIIOJIHUTENILHOH JIUTepaTypoid, pe
«OTIINIHO» KOMEHJIOBaHHOH IIPOTpaMMOH, yMeeT CBOOOIHO BEHINOIHATH IPAKTHUECKUE 3a1aHN,
IIpeyCMOTPEHHbIE IPOrpaMMOii, CBOOOIHO ONepHpyeT MPUOOPETCHHBIMU 3HAHUSIM
U, yMEHUAMH, IPUMEHSACT UX B CUTYyaLUsAX IOBBIICHHOHN CI0KHOCTH.
CTyaeHT IeMOHCTPHPYET c(HOPMUPOBAHHOCTS JUCIMIUIMHAPHBIX KOMIICTEHIUH: 0C
ot 76 10 90 «3auTeHO» / HOBHBIC 3HAHUs, YMEHUSA OCBOCHBI, HO JOITYCKAIOTCS HE3HAYNTEIIbHBIC omvn61<1/1, HET
«XOPOLIO» OYHOCTH, 3aTPYJAHEHUS NIPU aHAIIMTUYECKUX OINEPALUAX, IEPEHOCE 3HAHUN U YMEHU
1 Ha HOBBIE, HECTAHIAPTHEIC CUTYaLUH.
CryzmeHT 1eMOHCTpupyeT chOPMUPOBAHHOCTD AUCHUILIMHAPHBIX KOMIIETEHIUI: B X
«3a4TeHO» / 0/1¢ KOHTPOJIBHBIX MEPOIPUSITHI JOMYCKAIOTCS 3HAYMTENIbHBIE OIIMOKH, IPOSIBIISIETC
ot 61 1o 75 «YJIOBJIETBOPUTENIBH s1 OTCYTCTBHE OT/ICJIbHBIX 3HAHUH, YMEHUI, HaBBIKOB 110 HEKOTOPBIM JAUCLUIUIMHAPH
o» bIM KOMIIETEHIUSAM, CTYACHT HCIBITBIBAECT 3HAYUTEIbHBIE 3aTPYJHEHHS IIPU OIIEPUP
OBaHMM 3HAHUAMU M YMEHHUAMU IPU UX NIEPEHOCE HA HOBBIE CUTYaAIUH.
«HE 3a4TeHO» /
ot 41 10 60 P — VY cTyneHTa He C(bOleI/IpOBaIiLI JHCHHIIIIMHAPHBIE KOMITETEHIIUH, TIPOSBIIAETCS HENO
CTaTOYHOCTh 3HAHUH, YMEHHUH, HABBIKOB.
HO»
«HE 3a4TCHO» /
o1 0 10 40 P — JlucuuniMHapHple KOMIIETCHLIUMM HE cdjopmnpoxzaﬂbl. IIposBisieTcss mosiHOE WMIU
Hon MPAKTUYECKH ITOJTHOE OTCYTCTBUE 3HAHWM, YMEHUH, HABLIKOB.

5 IlpumepHbIe OLICHOYHBIE CPeACTBA
5.1 KoHTpOJIBHBIN TeCT

1. Tlox uadopmanoHHOM 0€30MaCHOCTHIO TOHUMAETCH. . .

A) 3amuIIeHHOCTh HH(OPMALIUU U TOAEPKUBAIOIIEH HHOPACTPYKTYPHI OT CIyYalHBIX WIIN

MPEIHAMEPEHHBIX BO3JICUCTBUM €CTECTBEHHOIO WM CIYyYaliHOTO XapakTepa, KOTOpbIE
MOTYT HAaHECTH HENpUEMIIEeMbIN yuiep0 cyObekTam HH()OPMALIMOHHBIX OTHOLIEHUN B TOM 4YHCIIE
BJIQ/IETIBIIAM | TIOJIB30BATENSIM MH(GOPMAIIUU | MTOAIEPKUBAOIIEH HHPPACTPYKTYpE.

b) mporpammHBI TIPOAYKT W 0a3bl JaHHBIX JOJDKHBI OBITH 3alUINCHBI M0 HECKOJbKHM
HAIpPAaBIECHUSAM OT BO3JEHCTBUS

B) HeT npaBuiabHOrO OTBETA

2. 3ammuTa uHGOPMAIHH — ITO..

A) KOMIUIEKC MEpONpUATUH, HampaBiICHHBIX Ha olecreyeHne WHGOPMALMOHHON
0€301acHOCTH.

b) mpomecc pa3paboTku CTPYKTyphl 0a3bl JaHHBIX B COOTBETCTBUU C TPEOOBAHHUSAMHU
nonb3oBareneil B) HeOombIas mporpaMMa it BEITIOTHEHHSI ONPEIeIICHHOH 3a1auu

3. Ot 4ero 3aBuCHT UHPOPMAITUOHHAS OE30TTACHOCTH?

A) OT KOMIIBIOTEPOB

b) ot noxnepxkuBaromeit ”HQPacTpyKTypsbl

B) ot undopmariu

4. OCHOBHBIE COCTABIISAIONINE HHPOPMAITMOHHOI 0€30MacHOCTH:

A) 1IEJ0CTHOCTh

b) noctoBepHoCTH

B) koHbuaeHIMaTEHOCTD

5. doctymHOCTb — 3T0. ..

A) BO3MOKHOCTD 3a MPUEMIIEMOE BpEeMS MOJIYyYUTh TpeOyeMyto HH()OPMALIMOHHYIO YCIIYTY.

b) nornueckast He3aBUCUMOCTD

B) et npaBuibHOrO OTBETA

6. LlenocTHOCTH — 3TO..

A) 1eI0CTHOCTh HH(pOPMALIUU

b) HenpotuBopeunBOCTh MH(DOpPMAITUT

B) 3amumnieHHOCTh OT pa3pyIieHus

7. KoHpuaeHnaabsHOCTh — 3TO..



A) 3amuTa 0T HECAaHKIIMOHUPOBAHHOTO JOCTYIA K MH(OpMaIiu

b) mporpamMmM u mporpaMMHBIX KOMIUIEKCOB, OOECIIEYMBAIOIINX TEXHOJOTHUIO pa3pabOTKH,
OTJIAJKU ¥ BHEIPEHHSI CO3/ITaBAEMBIX MPOTPAMMHBIX MPOJAYKTOB

B) onucanue nporenyp

8. Jlyis uero co3naroTcsi HHPOPMAIIMOHHBIE CUCTEMBI?

A) mony4yeHus onpeneIeHHbIX HH()OPMAIIMOHHBIX YCIYT

b) 06paboTku nHDOpMAaIIH

B) Bce oTBeThI paBUIIbHbBIE

9. LlenoCTHOCTb MOXHO MOJPA3ACIHUTh:

A) cTatuyeckyro

b) nunamuunyto

B) cTpykrypHyto

10. I'me mpuMeHSIIOTCS CpeACTBAa KOHTPOJIS TUHAMUYECKOU IEJTOCTHOCTH?

A) ananu3ze MoToka (PMHAHCOBBIX COOOIIECHUI

B) 06paboTke maHHBIX

B) npu BeIsIBICHUH Kpaxku, TyOIUpOBaHUS OTAEIBHBIX COOOIICHUN

11. Kakue TpyaHoCTM  BO3HUKAlOT B  HMH(OPMAIMOHHBIX  CHUCTEMax  IpH
KOH(UICHIIMATBEHOCTH ?

A) cBeIeHHs 0 TEXHUYECKHX KaHalaX YTeYKH MHPOPMAIUH SIBISIFOTCS 3aKPBITHIMH

b) Ha myTHM mMmONB30BATENBCKOW KPUNTOrpaduu CTOSAT MHOTOUYHCICHHBIE TEXHUYECKHE
POOJIEMBI

B) Bce oTBeTHI MpaBUIIBHBIC

12. Vrpoza —aro0...

A) moTreHIMaNbHAs BO3MOXHOCTH ONpeAeNIEHHbIM 00pa3oM HapylmIUTh WHGOPMAIMOHHYIO
6e30macHOCTb

B) cumcremMa mporpaMMHBIX S3BIKOBBIX OPTaHHM3AIIMOHHBIX M TEXHUYECKHUX CPEJICTB,
MpeHa3HaYeHHBIX

JUIS1 HAKOTUJICHUS ¥ KOJUIEKTUBHOTO MCIIOJI30BAHUS JTAHHBIX

B) mpomuecc ompeneneHuss OTBEYaeT Ha TEKYyIIEE COCTOSHUE pa3pabOTKU TpeOOBaHHIM
JTAHHOTO dTana

13. Araka—370...

A) TOTBITKA peanu3alii yrpo3bl

b) moreHnmanbHas BO3MOXKHOCTH OIPEACICHHBIM 00pa3oM HapYIINTh HH(POPMAIMOHHYIO
0€301MacHOCTb

B) nporpammel, mpenHa3HaueHHBIE I TOMCKA HEOOXOIUMBIX TPOTPAMM.

14. VcTOYHUK Yrpo3bl — 3TO..

A) TOTEHITMATBHBINA 3JI0YMBIIIJICHHUK

b) 3moyMmbIIeHHUK

B) HeT npaBuiabHOrO OTBETA

Kpamkue memoouueckue ykazanus

TecTtoBble 3alaHMsl COCTOAT M3 BOMNPOCA M HECKOJbKMX BapHaHTOB OTBeTa. PeleHue
MpPEACTABISIET CO00M yKa3zaHHWe HOMeEpa Bompoca U OyKBy, KOTOpOW 0003HA4YeH MPaBHIBHBIN, IO
MHEHUIO CTYJICHTa, BAPHAHT OTBETA.

IlIxana oyenku

OrneHka bannbt Onucanue

5 9-11 CTyIeHT He IOIyCTHIT OIIHO0K

4 7-10 CTyIeHT COBEpIIWII OT 2 110 4 OIMMOOK B OTBETAaX HA TECT
3 3-6 CTyIeHT COBEepILMI OT 5 10 7 OmHUOOK B OTBETAaX HA TECT
2 0-2 CryneHT coBepini 8 1 Goiee OmMOOK B OTBETaX HA TECT

5.2 Ilpumepsl 3a1aHUH JJIS1 BBIIOJTHEHUS MPAKTHYECKUX padoT

IIpakTnyeckas padora 1



Cnucku ynpasnenus 10ctynoM (ACL) HHTENIEKTyanbHBIX KOMMYTAaTOPOB JIOKATIbHBIX

BBIUHCIUTENbHBIX ceTeil. [IpuHIunel U ypoBHH QUIbTpaluu Tpaduka B BHIYUCIUTEIbHBIX
cersax. Crnucku pocryna (ACL) u ux ponb B moiauTuke 0e3omacHOCTH ceTeBoro oomeHa. Pabora
cereBoro obopynosanus co criuckamu aocryna (ACL).

[TpakTrueckas padota 2

[TocTpoenue 3amuiieHHON BUpTyaibHON yacTHOU cetn VPN Ha 6a3ze npotokona PPTP.

[TpakTuueckas padora 3

[Tporokonbl 3amumieHHoro HMH(popmanmonHoro oomena IPSec. Ilporokonmsr AH u ESP.
Pesxxumebl pa®oTel, mpuHIUnsl oomMeHa kiouamu (ISAKMP).

[TpakTuueckas pabora 4

ITpotokon SSL/TLS. Ilpunuunsl paGoThl, ayTeHTU(UKAUS CTOPOH U OCOOEHHOCTH
mdpoBaHus TaHHBIX.

[TpakTuueckas padota 5

ITporokon 3amuiueHHoro TtyHHenupoBaHus [PSec. Ilpakrtnueckas peanuzanus IPSec
TyHHeNs Ha 6a3e mapmpytuzatopoB CISCO.

[TpakTrueckas pabora 6

CereBble ckaHepbl. [IpHHINMTIBI 1 METOAMKHN CKaHUPOBaHUS. CriocOOBI MOCTPOEHUS TOJTUTUK

ceTeBOi 0€30MacHOCTH M OOecreyeHus] HaleXKHOCTH (PYHKIMOHUPOBAHUS BBIYUCIUTEIBHBIX CETEN
U CETEBBIX CITYXkO.

Kpamkue memoouueckue ykazanus
Ha BbImonHeHue ogHONM MpakTU4YecKod pabOThl OTBOIUTCS HE MEHEE TPEX IBYXUaCOBBIX
3anaTuid. [locie BBIMONHEHUS KaXI0M MPAKTHUECKOW padOThl CTYIEHT JOJKEH MPEICTaBUTh OTUET

O €€ BBIINIOJIHCHUH, a TAKXKEC, 10 YKa3aHUAM MPEogaBaTeiisad, BbIIIOIHUTE AJOIMMOJTHUTCIBHBIC 3aaHWA
10 TCMC.

IlIlkana oyenku

Ornenka Bamner Onucanne
5 $.10 O1reHKa «OTIIMYHO» BBICTABIISIETCSI, €CIIH CTYICHT BBIMIONHII 33aHKe, IPAaBUIEHO
NPUMEHUIT METOJIBL.
4 5.7 OI1IeHKa «XOPOIII0» BBICTABIISACTCS, €CJIU CTYJICHT BBIMIOJHWII 3a/I1aHKE, PABUIBHO
) MPUMEHII METOJIbI, HO COBEPIIII JIOTHUYECKHUE OIINOKH.
3 94 OreHKa «yJOBICTBOPUTEIBHOY BBICTABIISICTCSI, €CIIN CTYACHT BBIIOIHII 3aJaHHUE,
HO TMPUMEHUII METO/IbI HE BCE HEOOXOMMBIC METOIbBI [JISI €r0 BBITIOIHEHHSI.
5 o1 OlieHKa «HEYyIOBJICTBOPHTEIILHOY» BBICTABIISETCS B CIIydae, €Cli CTYACHT He
BBIMOJIHIJI 331aHKE /UM HEBEPHO MPUMEHHI METO/IbI HEOOXOJMMBIE €r0 BBIIOIHCHUS.
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