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1 Hessp, nuiannpyemMble pe3yabTaThl 00y4eHHs 110 AUCHHUIINHE (MOLYJII0)

Lenpto M3y4eHUs AUCHUIUIMHBI «AyAUT WHGOPMAIMOHHON O€30IacHOCTH» SIBIISETCS
TeopeThyecKass M MPaKTHUECKas IMOATOTOBKA CIEIHAIUCTOB K JESTENbHOCTH, CBS3aHHOU C
ayauToM HMHMOPMAIIMOHHOW 0€30MacHOCTH B CBOEH MPO(ECCHOHAIBLHOW JESTEIbHOCTH;
dopmupoBaHne y 00y4aeMbIXx TPO(ECCHOHATBHBIX KOMIIETCHIIMA B OAKCILTyaTal[MOHHO-
TEXHUYECKOH W HAay4HO-HCCIICAOBATEILCKOW 007acTsAX MpopecCHOHATBLHON NEesATeILHOCTH B
coorBerctBuM ¢ OIl cnemmansnoctn  10.05.03 -  «MHdopmanmonnas 6e30macHOCTb
ABTOMATH3UPOBAHHBIX CHCTEM.

3ajaud TUCHUTIIIUHBIL:

- u3ydeHre Oa30BBIX MOHATHIH, METOMOB, TEXHOJOTHH ayauTa WHPOPMAIUOHHOM
0€30MacCHOCTH OpraHu3aluy;

- U3yYeHHE OTEYECCTBEHHBIX W 3apyOCKHBIX CTAaHAAPTOB, Ha OCHOBE KOTOPBIX
OCYILECTBIISICTCS ayIUT MH(POPMAITMOHHOW 0€30MaCHOCTH OpTraHU3aINH;

- OCBOCHHE MPOrPAMMHBIX CPEICTB JUISl MPOBEACHUS ayauTa HWHGOPMAIIMOHHON
0€30MacHOCTH OpraHU3alLUH.

[TmanupyeMbIMH pe3yJibTaTaMyi OOYYEHUS MO JAUCIHUILTUHE (MOJIYJIIO), SIBJISFOTCS 3HAHUS,
yYMEHUS1, HaBBIKU. [lepeueHp MIaHUPYEeMBIX Pe3yJbTaTOB OOYUEHHs 10 AUCHUILTUHE (MOIYIIO),
COOTHECEHHBIX C IUIAHUPYEMBIMU pe3yJbTaTaMd OCBOCHHUS 00pa30BaTECIbHOW MPOTrPAMMBI,
npecTaBicH B Tadymie 1.

Tabmuna 1 — Komnerenuu, popmupyemblie B pe3yinbTaTe U3y4eHUS TUCIUTUIMHBI (MOIYIIS)

PesynbraThl 00y4YeHus 1O JUCIMILINHE
Konu Kox u
(bopmynrpoBKa
KOMIIETEHIINN MOCTIKEHUS pe3yib DopmynupoBKa pe3yibTaTa
KOMITETECHIINN
TaTa
10.05.03 IIKB-1 : Cniocoben I[IKB-1.2x : P/1 3Hanue | 0coOOEHHOCTH
«udopmannonHas | pazpabarbiBaTh PazpabatsiBaeT IIPOBEJCHUS
6e30macHoOCTh TIPOEKTHI MPOEKTHI TIPOBEPOK
aBTOMAaTH3MPOBAHHBIX | OPraHU3ALMOHHO- OPTaHHU3aIOHHO - paboTrocnocobHOCTH
CHCTEM» PacIOpSITUTENBHBIX | PACTIOPSANTEIbHBIX CHCTEM 3aIUTHI
(UB) JOKYMCHTOB JIOKYMEHTOB, nHpOpMAIUU U
PETJIaMEHTHPYIOIINX | PeriIaMeHTHPYIOMNX ABTOMATH3HPOBAaHHBIX
UH(OPMALMOHHYIO OH3HECIIPOIIECCHI B CHCTEM YIIPaBICHUS
0€3011acHOCTh COOTBETCTBHUMU C PI[Z VYMenue MPOBOAUTH IPOBEPKHU
Ou3Hec- MPoIEecCoB | TpeOOBAHUSIMHU paboTocnoCOOHOCTH
OpraHu3aIuu 3aKOHOJIaTEeNILCTBA B CHCTEM 3aILUTHI
9acTH uHbopmanuu u
HHPOPMALMOHHON ABTOMAaTU3UPOBAHHBIX
6e3omacHocTH CHCTEM YIIpaBJICHHUS,
000CHOBBIBATH BEIOOD
pannoHaIBHOTO
peLIeHus 10 yPOBHIO
3aIMIIEHHOCTH
KOMIBIOTEPHOI
CHCTEMBI C YUETOM
3aJJaHHBIX
TpeboBaHuit
P13 HaBpik | criocoOHOCTBIO
HPOBEICHUS
MPOBEPOK
paboToCcTocOOHOCTH
CHCTEM 3aIUTHI
uHQOPMALIUHT 1
ABTOMATH3HPOBAHHBIX




CHCTEM YIIPaBJICHUS,
METOIOJIOTHSIMHI
OLICHKH PUCKOB H
aKTHBOB
WHPOPMATNOHHON
0e30IMacCHOCTH

ITIKB-2 : Criocoben
pa3pabaTbIBaTh
MOJIETIH yIPO3
0€3011acHOCTH U
(dopmupoBath
TpeOOoBaHUS K
3amuTe
nHdopmanuu B
OpraHU3aIHN.

[IKB-2.1x :
OmnpenensieT yrpo3sl
6e3omacHoOCTH
nndopmanuu,
peanuzanus
KOTOPBIX MOXET
MPUBECTH K
HapyIICHUSIM
6e3omacHoOCTH B
HHPOPMAINOHHBIX
CHCTEMax

PlI4

3HaHue

HAI[HOHAJILHBIC
MEXIYHAPOIHbIE
CTaHApPTHI B 001aCTH
ayJInTa U OIIEHKU
UH(OPMALMOHHOH
0e30MacHOCTH;
TUTIOBBIC TIPOCKTHEIC
PpeIIeHHUS 1o
CO3IaHHIO CHCTEM
obecrieueHus
0e30MMacHOCTH
rHpOpMaN

Pa5

YMenne

TIPUMEHSATH
HallMOHAJIBHBIC U
MEXIyHapOIHbIC
CTaHJAPTHI B 00JIACTH
3alIUTHl HHPOPMAIUN
JUISL OLIGHKHU
3aUIIEHHOCTH
aBTOMAaTU3UPOBAaHHOU
CHCTEMBI;
KOHTPOJIMPOBATH

3¢ eKTHBHOCTD
MIPUHSATHIX Mep 110
peann3ayy YacTHBIX
TIOJUTHK
WHPOPMATNOHHON
6e3omacHOCTH
ABTOMATH3HPOBAHHBIX
CHCTEM

P/16

Hasrix

croco0aMu OIeHKH
3aIUIIEHHOCTH
aBTOMATU3UPOBAaHHOU
CHCTEMBI; METOJAMU
MOHHUTOPHHTA U
ayJuTa, BRISBICHUS
yrpo3
WHPOPMAINOHHOM
0e30IacHOCTH
ABTOMATH3HPOBAHHBIX
CHCTEM

B nmponecce OCBOCHUA OUCHUINIMHBI PEIOAOTCA 3aJadd BOCIIMTAHUA TapMOHUYHO
paSBHTOﬁ, HanHOTHQHOIZ n conuaJibHO OTBETCTBEHHOM JHYHOCTH Ha OCHOBE TPAAUIIUOHHBIX
pOCCHfICKHX AYXOBHO-HPAaBCTBCHHBIX U KYJIBTYPHO-UCTOPUUCCKHUX IIeHHOCTeI\/'I, MMpEaACTaBJICHHLBIC

B TaOnuie 1.2.

Tabmuma 1.2 — [{eneBbie OpuEeHTHPHI BOCITUTAHUS

BocnurareabHble 3a1a41

®DopMUpOBaHUE IEHHOCTEI

IlesreBble OpHEHTHPBI

(I)OpMI/IPOBaHI/le rpamancxoifl MO3UIUU U TTATPUOTU3MA

Bocnuranue yBaxxenust k Koncturynuu u
3akoHaM Poccuiickoit denepanuu

Bricokue HpaBCTBCHHLIC

nacalibl

BHHUMaTEILHOCTE K JcTalsiM




(I)Ole/IPOBaHPle AYXOBHO-HPABCTBCHHBIX HeHHOCTeH

®DopMHpPOBaHNE OTBETCTBEHHOTO Cayxenne OTedecTBy U

OTBETCTBEHHOCTH
OTHOIICHHS K TPYILY OTBETCTBEHHOCTH 32 €ro CyAb0y

®opMHpoOBaHHe HAYYHOI0 MHPOBO33PEHHS M KYJbTYPbI MbIIIJICHHUSA

Pa3BuTre nmo3HaBaTeIbHOTO HUHTEpECa u

CHpaBeJJJ’II/IBOCTL BHuUMaTEIbHOCTD K J€TalsIM
CTPEMJICHUA K 3HAHUAM

(I)OpMI/IPOBaHl/Ie KOMMYHUHKATUBHbLIX HABBIKOB U KYJbTYPbI 0o0IIeHusT

Bocnuranue KyapTypsl Juaiora u B3aumonomos u

o BHuMaTeTbHOCTD K IETAISIM
YBaXXCHHUA K MHCHUIO JPYTUX JIIOACU B3aMOYBAKCHUEC

2 Mecto aucuuniuHbl (MoayJsi) B ctpykrype OIIOIT

JlucuuniuHa OTHOCHUTCS B 4YacTd, ¢opMupyeMass ydacTHUKaMU 00pa30BaTENIbHBIX
OTHOILICHUA M ONHUpAeTCsl Ha IUCHMIUIMHBL OpraHu3alldOHHOE W TMPaBOBOE oOOecleyeHue
uHpopmanmoHHoi 6e3omacHocTH, OCHOBBI MH(OPMAITMOHHONW 0€301aCHOCTH U HEOXOAUMO ISt
W3y4YeHUs JUCHUIUINH: bu3Hec-mporecchl NpeanpusiTus U UxX 3aiura

3. O0bem AUCHUNIMHBI (MOAYJIS)

O0bemM uCHUIUIMHBI (MOAYJSl) B 3aYETHBIX E€IUWHUIIAX C YKa3aHUEM KOJIMYECTBA
aKaJeMHYECKHX YacOB, BBIICICHHBIX Ha KOHTaKTHYIO paboTy c oOy4arommmucs (1o BHIaM
yueOHBIX 3aHATUI) U HA CAMOCTOATEIbHYIO padOTy, IPUBE/IEH B TabauLe 2.

Tabnuua 2 — O61as TpyJ0eMKOCTb AUCHUIUINHBI

Ie Tpyno- O0BeM KOHTaKTHOH paboTHI (Yac)
emecTp | emKocTh
Popma Yacte (OI/IC.TI:I/IO ) Bueaynu- Popma
Hassanue OIIOII BO | o6yue- AynuropHas CPC aTTec-
st VI Kypc TOpHAas A
(300, (3.E) | Beero 1
0300) nek. | mpak. | mab. | ITA | KCP
10.05.03
WndopmarmonHas
6e30macHOCTh 0D0 Cl.B 9 4 62 36 0 0 1 25 82 €]
ABTOMATH3UPOBaHHBIX
CHCTEM

4 CTpyKTypa U coiepKaHue IMCUMILIHHBI (MO1YJIs1)

4.1 CtpykTypa aucuunjanHbl (MoayJs) nist OPO

Temarnueckuil IaH, OTPAKAIOUIUI COJAEp)KAaHUE AMCLMILIMHBI (IEPEYEHb PA3AEIOB U
TeM), CTPYKTYPHUPOBAHHOE 110 BUJIaM Y4E€OHBIX 3aHATHH C yKa3aHHEM UX 00bEMOB B COOTBETCTBUU
¢ yueOHBIM IJIaHOM, NpHUBeJieH B Tabmuie 3.1

Tabnuma 3.1 — Pazgensl JUCHUIUIMHBL (MOAYJS), BUABI yUeOHOU NEATENbHOCTH U (HOpMBI

TeKymero KoHTpods aiust OPO
| Ne | HaszBanue TeMbl | | Kosn-Bo 4acoB, OTBEICHHOE Ha I Dopma I




Kon pe- TEKYIIEro KOHTPOJIS
3yJIbTaTa Jlex [Ipakr JIa6 CPC
00yueHus
OOmast Mozens mporecca
1 | aynura nadopmarmoHHO Pl 10 0 0 23 Konpomssai pabora,
TECTUPOBaHHUE
0€301acHOCTH 00BEKTa
Orenka 0e30MacHOCTH
2 I/IHCbOpMaI_IIjOHHBIX PI2, PII3 8 0 0 22 KonrtponsHnas pabora,
TEXHOJIOTHil Ha OCHOBE TECTUPOBaHHUE
«OOBIIHX KPUTEPUEB)
Onenka 0e3011acHOCTH Ha
OCHOBE MeXayHapoaHOTO
3 | cranmapra mo ynpasiaeHUIO P14, P15 10 0 0 22 Kowtponsuas pagora,
. TECTUPOBaHHUE
HH()OPMAIIMOHHOM
6e3onacHocThiO ISO 17799
TIporpamMMmHBIe cpe/cTBa ISt
4 | mpoBenenus ayauta PJl6 8 0 0 29 KoHTposbHas padora,
UHGPOPMAIIMOHHON TECTUPOBaHHUE
0e300acCHOCTH
HTtoro no Tabéauue 36 0 0 89

4.2 Conep:xaHue pa3ejioB U TeM JUCHUIUIMHBI (Moay.s) njass ODO

Tema 1 Obwas modens npoyecca ayouma UH@GOPMAYUOHHOU 6€30NACHOCMU 00beKMA .

Conepxanue TeMbl: AyauT 0€30MaCHOCTH U METOJIBI ero mnposeneHus. [lonsatue aymura
Oe3omacHocTH. Meronabl aHanu3a AaHHbIX npu ayaute Wb, [loHsATHE KpUTHUECKH Ba)KHOTO
oOwekta. Hasmauenuwe, muenp ayauta uHopmanmonHou Oe3omacHoctn (MB) oObekra.
Heobxonumocts aynuta Ub. Bunet aynura Ub. Kpurepuu aynurta Ub. [punnunst ayaura Ub.
Ponu npu nposenenun aynuta Wb, OcHOBHbIE HallpaBiieHHs TOCYJAapCTBEHHOHN IOJUTUKHU B
obmactu  obecrieueHus:  OE30MACHOCTH  aBTOMAaTHU3MPOBAHHBIX  CHCTEM  YIpPaBICHUS
MPOU3BOJICTBEHHBIMU U TEXHOJOTUYECKUMH TIPOIECCAMU KPUTHYECKH BaXKHBIX OOBEKTOB
uHppacTpykTypsl Poccuiickoii @enepannu. AHanu3 WHOOPMALMOHHBIX PUCKOB MPEATPUSATHS.
MeTto/1bl OT1leHUBaHUS HHPOPMAIIMOHHBIX PUCKOB. YTIpaBlieHUE HHPOPMAIIHOHHBIMHA PUCKAMHU.

@opMBl U METOJBI TPOBEACHHS 3aHITUN MO TeMe, MpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTUU: JIEKIIUS.

Buabl caMoCTOSITENbHOM MOATOTOBKM CTYJAEHTOB IO TE€ME: MOJArOTOBKA JIEKIMOHHBIM
3aHSTHUSAM.

Tema 2 Oyenxa Oe3onacHocmu UHGOPMAYUOHHBIX MeXHONo2Ul Ha ocHoge «Obwux
Kpumepues .

Copepxanne Tembl: Crangaptel HH(OpManMoHHOW Oe3omacHocTH. IIpennocbuiku
co3nanus crangaproB Ub. Crannapt «Kpurepun oneHKH HaeKHOCTH KOMIIBIOTEPHBIX CHCTEM»
(OpanxeBass kHura). ['apmoHuM3upoBaHHble Kputepuu EBpomneiickux crpaH. ['epmaHckuii
cragnaptr BS1. Bbpuranckmii crangapt BS 7799. Mexnynapoassiii cranmapt ISO 17799.
Mexnynapoansiii ctanaapt ISO 15408 «O6mme kpurepuny». Crangapt COBIT. CrangapTst 1o
O6e3omacHoCTM  MH(OpManMOHHBIX  TexHojorud B Poccum  Onenka  Oe3omacHOCTH
MH(OPMALIMOHHBIX TEXHOJOTMNH Ha ocHoBe «OO0mux KpurepueB» llpeanocbulku BBeIEHUS
MmexayHapoanoro cragaapta [SO 15408. OcHoBHBIE TOHATHS OOIIMX KpUTEepUueB. MeTogomorus
OILICHKH 0€30MacHOCTH MH(POPMAIIMOHHBIX TEXHOJOTUH Mo oOmumM KputepusiM OlieHKa ypOBHS
noBepHst (YHKIMOHAIBHOM Oe30macHOCTH MH(pOpManMOHHON TexHonoruu. O030p KiIaccoB U
cemericts OK.

@opMbl U METOABI IMPOBEACHUS 3aHATUH MO TeMe, MpUMEHseMble 00pa3oBaTENIbHBIC
TE€XHOJIOTHH: aKTUBHbIE, THTEPAKTUBHbIE (POPMBI IPOBEJCHUS 3aHATHII - coOece10BaHue.

Bunel caMoCTOATENBHOW MOATOTOBKHM CTYAEHTOB IO TEME: IMOATOTOBKA JIEKIIMOHHBIM
3aHSATUSIM.



Tema 3 Oyenka bezonacrnocmu Ha ocHoge MedcoynapooHozo cmanoapma no ynpasieHuio
ungopmayuonnoi bezonacnocmoio 1SO 17799 .

Conepxxanue TeMmbl: MeXIyHapOAHBI CTaHAApT yHpaBlieHUs WHPOPMAIMOHHON
o6ezonmacHocteio  ISO  17799Haznavenme cranmapra ISO 17799 nna  ynpaBieHus
UH(POPMALIMOHHOM 6e30macHOCThIO. [IpakTHKa MPOX0XKACHUS ayAuTa U MOJIydeHus cepTudukara
ISO 17799. MexnyHapoaHbI CTaHIApT yrpaBiieHus HHGOpMaImoHHOW Oe3omacHocThio SO
17799. Ionutuka 6e3omacHocTH. OpraHu3aoHHBIE MEPHI 110 00EeCTICYeHNI0 HH(OPMAITMOHHON
6e3omacHoctu. Kraccuduxamuss pecypcoB M uX KOHTposib. be3omacHocTh mnepcoHaa.
dusnueckas 6€30MacHOCTb. AJIMUHUCTPUPOBAHUE KOMITBIOTEPHBIX CUCTEM M BBIYMCIMTEIBHBIX
ceTeil. YmpaBieHue NOCTYNOM K cuctemaM. PazpaboTka v conmpoBoOXkaeHHE MH(POPMALIMOHHBIX
cucteMm. llmanupoBanue OecriepeOoitHol paboThl opraHu3anuu. COOTBETCTBHE CHCTEMBI
OCHOBHBIM TPEOOBaHUSIM.

@opMbl U METOABI MPOBEACHUS 3aHATUH MO TeMe, NpUMEHseMble 00pa3oBaTEIbHBIC
TEXHOJIOTHH: aKTUBHbIE, MHTEPAKTUBHBIE (POPMBI IPOBEICHUS 3aHATHII - coOece0BaHue.

Buasl caMoCTOSATENbHONM MOJATOTOBKH CTYJACHTOB MO TEeME: IMOJIrOTOBKA JIEKIIMOHHBIM
3aHATUSIM.

Tema 4 Ilpoepammuvie cpeocmea Onsi nposedenus ayouma UHGOPMAYUOHHOU
bezonacnocmu.

Coneprxanue Tembl: [IporpaMMHbIe CpeCTBa IS TPOBEACHUS ayUTa HHPOPMALIMOHHOM
0C30MacHOCTH. AHaIW3 BHUJIOB HCIOJIB3YEMBIX TPOTPAMMHBIX TMPOAYKTOB. [IporpamMmubie
cpeacTBa JUIsl TpoBeleHUs aynuta uHpopmanuonHoi Oe3omacHoctu. Cucrema KOHIOP.
CereBble ckanepbl. CpaBHUTEIBHBIN aHATN3 IPOTPAMMHBIX CPEJICTB IJIs IpoBeAcHMs ayauTta 1b.

@®opMbl U METOZBI MPOBEACHUS 3aHATUH O TeMe, MPUMEHsSEMbIe 00pa3oBaTEIbHbBIC
TEXHOJIOTHH: aKTUBHBIC, MHTEPAKTUBHBIC (POPMBI IPOBEICHHUS 3aHATHI - coOece10BaHue.

Buapl camMOCTOSATENbHOW MOJATOTOBKH CTYJSHTOB IO TEME: IMOATOTOBKA JICKIIMOHHBIM
3QHSITHSIM.

5 Mertoauyeckne yKazaHusi AJdsi OOYYAIOIIMXCH MO M3YYEHHI0 M PpPeaju3aluu
AUCHUIIMHBI (MOZYJIs1)

5.1 Meroanueckue peKOMeHAAUMH OOYYAWIIUMCH M0 M3YYEHHUI0 IMCUMIUIMHBI H 10
o0ecIeYeHN 0 CaMOCTOSITeJIbHOM padoThI

CamocrositensHast padora ctygaeHToB (CPC) — 3TO nedaTenbHOCTh y4aluxcs, KOTOPYIO
OHHU COBEpUIAIOT 0€3 HeMOoCPEeICTBEHHOM MOMOIIM U YKa3aHUH MperoiaBaTelis, pyKOBOJCTBYSCh
c(OPMHUPOBABIIUMHICS paHEE TMPEICTABICHUSIMH O TMOPSAAKE W TPABWIBHOCTH BBITIOTHEHUS
onepauuii. lens CPC B mpouecce o0yueHHs 3aKiI04aeTcsi, Kak B YCBOCHUHM 3HaHUH, Tak U B
(bopMHpPOBaHNN YMEHUH U HABBIKOB IO MIX UCTIOIH30BAHUIO B HOBBIX YCIOBUSAX HA HOBOM Y4€OHOM
marepuaie. CamocrosTenabHas padoTa Mpu3BaHa oOecreyrBaTh BO3MOXHOCTh OCYIIECTBIEHUS
CTYACHTAaMH CaMOCTOSATEIBHOI MMO3HABATEIHHON JIEATEIFHOCTH B OOYUEHHH, U SIBIISIETCS BUIOM
y4eOHOro Tpyzaa, CHOCOOCTBYIOLIETO (POPMUPOBAHUIO Yy CTYAEHTOB CaMOCTOSTENbHOCTH. B
JAHHOM y4eOHON TporpaMMe TPUBEACH MEPEeYeHb OCHOBHBIX M JIOTIOIHUTEILHBIX HCTOYHHUKOB,
KOTOpbIE MpeJlaraeTcsi M3yduTh B Tpolecce o0aydeHus no aucuuminHe. Kpome toro, ms
paciiupeHusi U YyrilyOojieHus 3HaHUM MO0 JaHHOW AMCUMILIMHE LenecooOpa3HO HCIOJIb30BaTh:
Hay4HbIe MyOJIMKAIMK B TEMaTHYECKHUX JKypHaJIaX; MOJHOTEKCTOBBIE 0a3bl JaHHBIX OMOINOTEKH;
UMeroIuecss B OMOIMOTeKaxX By3a W PETMOHA IMyONHMKAaWi Ha DJIEKTPOHHBIX W OyMakKHBIX
HOCHUTEIISIX. YCIENIHOe OCBOCHUE TUCIMILIMHBI MPEoiaraeT akTUBHYIO paboTy CTY/AEHTOB Ha
BCEX JIEKIIMOHHBIX 3aHATUAX, d3PPEKTUBHYIO CaMOCTOSTENIbHYIO padoTy. B mpouecce nzydenus
JUCLUIUIMHBL CTY/EHTY HEOOXOJIMMO OpHEHTHPOBATHCA HAa CAMOCTOSTEIBHYIO NPOpPaboOTKy



JICKOMOHHOI'0 MaTcpualia, BBIIOJIHCHUC TCECTOB, CaAMOCTOATCIBHOC H3YUCHUC HCKOTOPBIX
pasiesnoB Kypca.

5.2 OcobenHocTH opraHu3anuu oO0y4YeHHs JJs JHI ¢ OrPAaHUYEHHBIMH BO3MOKHOCTAMH
3/10pOBbSl U HHBAJU/0B

[Tpr HEOOXOMMMOCTH OOYJAIOIIUMCS U3 YUCIIA JIUI C OTPAHHYEHHBIMHA BO3MOYKHOCTSIMU
3JI0POBBS U HHBAIHIOB (I10 3asBJICHHIO 00YYArOIIErocs) MPeI0CTaBIIsIeTCs yueOHas
uH(pOpMAaIIKs B JOCTYIMHBIX (POPMAX C YIETOM MX UHAMBUAYAIbHBIX ICUXO(PDU3HUECKUX
0COOEHHOCTEH:

- JUIS JIUIL C HAPYIIEHUSIMU 3pEHHUs: B Ie4aTHOH popme yBennyeHHbIM mpudTOM; B hopme
JIEKTPOHHOI'O  JOKYMEHTAa; UHJUBUAYaJIbHbIE KOHCYJIbTallu1 c MIPUBJICYCHUEM
TUdI0CYpIOTIEPEBOIUNKA; HHANBUAYAIbHbIC 331aHUSI, KOHCYJIbTAIMH U JP.

- 17151 JIMII C HAPYIICHUSIMU CITyXa: B TIeyaTHOH (hopme; B popMe 3JIEKTPOHHOTO JOKYMEHTA;
WHJIUBUlyaJIbHbIE KOHCYJbTAallUW C NPHUBJICUYECHUEM CYpPAONEPEBOIUNKA; HWHANBUIYAIbHbIE
3a/laHusl, KOHCYJIbTALUU U JIp.

- 17151 JIUI] C HAPYIIEHUSIMU OMIOPHO-JIBUTATENILHOTO armapaTta: B ne4atHoi oopme; B popme
AJIEKTPOHHOIO JJOKYMEHTA; UH/IUBUIyaJIbHbIE 3a/1aHUs1, KOHCYJIbTALIUU U AP.

6 ®@oH/ OLEHOYHBIX CPEACTB JIfl MPOBeIeHUs] TEKYIIero KOHTPOJISI U MPOMeKYTOYHOI
arrecTauMu 00y4aroIMXCcH M0 JUCUMILINHE (MOTYJIIO0)

B cootBerctBun ¢ tpeboBanusmu DPI'OC BO pans arrectanuu 0oOydaromUXCs Ha
COOTBETCTBUE WX TMEPCOHAIBHBIX JOCTHKEHUW IUJIAHUPYEMBIM pe3yJbTaTaM OOydeHHUs IO
JTUCIUILIMHE (MOJIYJI0) CO3/aHbl (JOH/IBI OLIEHOUHBIX CPEICTB. THUMIOBBIE KOHTPOJIbHBIC 3a/1aHNUS,
METOJIMYECKUE MaTepHualibl, OINPEACIAIONIME MNPOUEAYPhl OLECHHUBAaHUS 3HAHWM, YMEHHUU H
HABBIKOB, & TAK)KE KPUTEPUU U MOKA3aTeNU, HEOOXOAMMbIE JIsl OLIEHKH 3HaHUH, yMEHU, HABBIKOB
M XapakTepu3ywinue dTanbl (HOPMUPOBAHMS KOMIIETEHUIUMH B  MPOLECCE OCBOCHUS
00pa3oBaTenbHON MTPOrpamMMBl, TipeAcTaBieHsbl B [Ipunoxennn 1.

7 Y4eOHO-MeTOAMYeCKOe M HH(POPMALMOHHOE 0O0ecneyeHue TUCIHMILINHBI (MOYJIs1)

7.1 Ocnoenaa numepamypa

1. Asepuenkos, B. 1. Aynut nuaopmainionHoi 6e30macHOCTH : yuyebHoe nocodue s
By30B / B. . ABepueHkoB. - 4-e u3sn., crep. - Mocksa : ®JIMHTA, 2021. - 269 c. - ISBN 978-5-
9765-1256-6. - Tekct : anekrponnsiid. - URL: https://znanium.com/catalog/product/1843184
(dara obpamienus - 05.09.2025)

2. Koszeipp, H.C. Ayaur uH(MOpMAIMOHHOH 0€30MacHOCTH : y4eOHHUK JJsi BY30B /
H. C. Ko3bips. — MockBa : U3natensctBo FOpaiit, 2025. — 36 ¢. — (Briciiee o6pa3zoBanue). —
ISBN 978-5-534-20647-0. — Tekcr : snekrponusid // OOpa3zoBarenbHas miardopma FOpaiit
[caiiT]. — URL: https://urait.ru/bcode/581505 (nata oopamenus: 01.09.2025).

3. Kossipp, H. C. Omenka pucKOB M ayJuT WHPOPMAMOHHOW OE30MaCHOCTH : y4eOHUK
quts By30B / H. C. Ko3sips, B. H. XanuzeB. — Mocksa : U3natensctBo FOpaiit, 2025. — 190 c. —
(Beiciiee  oOpazoBanme). — ISBN 978-5-534-17864-7. — Tekct : DIEKTpOHHBIA //
Oo6pazoBarenpHast mnatdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/581501 (marta
obpamenus: 01.09.2025).

7.2 Jlonoanumenvhas numepamypa



1. JponoBa I'. A. Arrecranus u aynauT WHGOPMALMOHHON 0e30MacHOCTH : YUeOHHUKH
[DnexTponnbiit pecypc] - HoBocubGupck : HoBocmOupckuii rocynapCTBEHHBIH TEXHUYECKHUM
YHUBEPCUTET , 2016 - 19 - Pexum JI0CTyTIA:
http://biblioclub.ru/index.php?page=book_red&id=575351

7.3 Pecypcor ungpopmayuonno-menexommynukayuonnou cemu '""Humepnem',
6Kn0uan npogeccuonanvhovie 06a3vl OAHHLIX U UHPOPMAUUOHHO-CHPAGOUHbIE
cucmemsl (npu HeodX00UMOCMU):

1. O6pasosarenphas mwiarhopma "FOPAUT"

2. DnekTtpoHHas OMOIMOTEYHasi cUCTeMa «YHHBEpPCUTETCKas OMOIMOTEeKa OHJIAlH» -
Pexxum noctyna: http://biblioclub.ru/

3. DnekrpoHHO-OMOMMOTEeYHas cucteMa "ZNANIUM.COM"

4. Open Academic Journals Index (OAIJI). [IpodeccuonanpHas 6aza gaHHBIX - Pexum
nocryna: http://oaji.net/

5. Ilpesunmenrtckas OuOmmoreka wuM. b.H.Empnuna (06a3a [maHHBIX pa3IuYHBIX
npodeccnoHabHBIX o0nacteil) - Pexxum moctyna: https://www.prlib.ru/

6. Hudopmanmonno-crnpaBounas cucrema "Koucynprant [lmroc" - Pexum moctyma:
http://www.consultant.ru/

8 MarepuajbHO-TeXHHYECKOe oO0ecrevyeHHe IUCHUILVIMHBI (MOAYJs) W IepeYeHb
HHG(pOPMANMOHHBIX TEXHOJOTHI, UCMOJIb3yeMbIX NMPH OCYILIECTBJIEHUH 00pa30BaTEIbLHOIO
npouecca no JMCUMIVInHe (MO1YJII0), BKJIKYAs MlepevyeHb MPOrpaMMHOro odecre4eHust

OcHOBHOE 000pPYIOBAHUE:

e KoMIbrOTEPHI
e [IpoekTop
[IporpamMMHoOe obecrieueHue:

e Microsoft Office 2010 Standard Russian




MHWHOBPHAYKHU POCCUN
BJIAJIUBOCTOKCKMII TOCYJIAPCTBEHHBI YHUBEPCUTET
KA®EIPA THOOPMALIMOHHOM BE30IIACHOCTHU
®oH/1 OIICHOYHBIX CPEJICTB
AJId TIPOBCACHU A TCKYILICTO KOHTPOJIA
Y TIPOMEXYTOYHOH aTTECTAINU 110 TUCIHILTHHE (MOIYIIIO)
AYJIUT THOOPMAIIMOHHOM BE3ONNACHOCTH
CrienuanbHOCTh U CCIIHATH3AIIHS
10.05.03 MuadopmarmonHas 6€30mMacHOCTh ABTOMAaTU3UPOBAHHBIX CUCTEM. be30macHOCTh

OTKPBITBIX HH(bOpMaL[I/IOHHBIX CHUCTEM

I'ox Habopa Ha OITOII
2026

dopma 00ydeHuUsI
OYHas

Bmagusoctok 2026



1 Ilepedennb (popMHEpyeMbIX KOMIIETEH M

Haszsanne OITOII BO,
COKpalleHHOe

Kon u popmynupoBka KoMHeTeHIN

nu

Kon u popMynrpoBka HHANKATOPA TOCTIKCHUS
KOMITCTEHITHU

10.05.03 «MudpOpMarn
HOHHAs 6€30IacHOCTh
ABTOMATH3HPOBAHHBIX
CHCTEMY
(1B)

ITKB-1 : CriocobeH pa3pabartbIBaTh

MPOEKTHI OPraHNU3allMOHHO-PACTIOPs
JIUTEJILHBIX JIOKYMEHTOB PETJIaMEeHT
upyomux nHpopmannoHHyto 6e30

[aCHOCTb OM3HEC- IPOLIECCOB Opra

HHU3aLIH

[IKB-1.2x : Pa3pabaTsiBaeT MpOeKTHI OpraHU3al]
HOHHO - PacTopsINTEIbHBIX JOKYMEHTOB, peria
MEHTHUPYIOIINX OM3HECTIPOIIECCH] B COOTBETCTBH
U ¢ TpeOOBaHMAMH 3aKOHO/IATEIbCTBA B YACTH H
H(GOPMAIIMOHHO 6€30MMaCHOCTH

ITKB-2 : CriocobeH pa3pabaTbiBaTh
MOJIENIU YTpo3 0e30MacHOCTH U Gop
MHPOBATh TPEOOBAHUS K 3aLIUTE HH
(hopMarmy B OpraHu3annu.

[IKB-2.1x : OnpenenseT yrpo3sl 0€30MacHOCTH

HH(pOPMAIIUH, peaTu3alys KOTOPBIX MOXET IpU
BECTH K HAPYIICHUSIM 0C30MacHOCTH B HHpOpMA
OHOHHBIX CHCTEMax

Komnerenmus cuntaercs: chopMUPOBAHHOM Ha TaHHOM 3Tarie B ciydae, eCiIM MOoTy4YeHHbIE
pe3yabTaTtel OOyuYeHHMs [0 JUCLUIUIMHE OLICHEHbl IOJOXHUTEIbHO ([IUana3oH KpUTEpUEB
OLICHUBAHMSI PE3YIbTATOB O0YUEHUS «3aUTEHOY, «YA0BIECTBOPUTEIBHO», «XOPOILO0», KOTIUIHOR).
B ciydae oTcyTcTBUS MOJIOKUTEIHHOM OLIEHKM KOMIIETEHIMS Ha JAHHOM 3Tale CUUTAETCs

Hec(OPMUPOBAHHOM.

2 Tloka3aTe/iM OLlCHNBAHUS IVIAHUPYEMbIX Pe3yJIbTaTOB 00y4eHHus

Komnerennusi IIKB-1 «Crioco6en pa3zpabaTbiBaTh MPOEKTHl OPraHU3AIOHHO-
pacropsaIUTeIbHBIX JOKYMEHTOB PETJIaMEHTHPYIOIINX HHPOPMAIMOHHYIO 0€3011aCHOCTh
Ou3HEeC- MPOLIECCOB OPraHU3aluK»

Tabmuna 2.1 — Kpurepun orieHKM WHAUKATOPOB JTOCTHKCHUS KOMITCTCHITUN

Kon u popmynmpoBka HHAMKAT
opa JOCTH)XEHHS KOMIIETEHIINU

Pesynbrar

Kputepun oneHHBaHMS Pe3yabT
aToB O0yJYCHUS

IIKB-1.2x : Pa3pabateiBaet mpo
€KTbhI OPraHU3aLMOHHO - PacIio
PAIUTEIBHBIX JOKYMEHTOB, PET
JTAMEHTHUPYIOMIUX OU3HECTIPOIIe
CCBI B COOTBETCTBUU C TpeOOBa
HUSIMHU 3aKOHO/IaTEJIbCTBA B 4ac
TH UH(GOPMAIMOHHOI Oe30macH
oCTH

0COOCHHOCTH MPOBEACHHUS MTPOB
€pOK paboTOCIOCOOHOCTH CHUCT
€M 3alIUThl HHPOPMAIIMHU U aBT
OMaTH3UPOBAHHBIX CHCTEM YIIP

OTBETHI Ha BOIIPOCHI

HPOBOJHUTH MPOBEPKU paboTOCH
0COOHOCTH CHCTEM 3alLIUThI UH

(dbopmanuu 1 aBTOMaTH3UPOBaH
HBIX CHCTEM YIIpaBlIeHHs, 000C

HOBBIBATh BEIOOP PalliOHAIBHO
T'O PEIIeHHS 110 YPOBHIO 3aIIHII
€HHOCTH KOMITBIOTEPHON CHCTE
MBI C y4ETOM 3a/IaHHBIX TPEOOB

BBITIOJTHEHNE KOHTPOJIHHOU pad
OTBI

CIIOCOOHOCTBIO IPOBECHUS ITP
0BEpOK pabOTOCIOCOOHOCTH CH
CTEM 3alUThl HHPOPMAIUHK U a
BTOMATHU3UPOBAHHBIX CHCTEM Y

PesynbraThl 00y4eHUs 110 TUCIUILIHHE
Ko | Tmu
Il II
pe | pe
3- | 3-
Ta | Ta
PL| o
1
ue
aBJICHUS
v
PI | me
2 HHA
e
aHuH
Ha
Pl BBI
3
K

HpaBHCHI/IH, METOOOJIOTUAMM O11
€HKU PUCKOB M aKTUBOB HH(OP
MAaIMOHHON 0€3011aCHOCTH

BBITTOJIHEHUE IPAKTUYECKHX 331
aHui




Komnerennus IIKB-2 «Crniocoben pa3pabaTeiBaTh MOJIEIH yTpo3 O€30MaCHOCTH H

dbopMupoBaTh TpeOOBAHUS K 3alIUTE NHOOPMAIIUN B OPTAHU3AIIH.)

Ta6mmma 2.2 — Kpurepuu OlIeHKH WHIUKATOPOB JIOCTHKEHUS KOMITCTCHIIHH

PesynbraThl 00y4YeHuUs 10 AUCIUIUINHE
Kox u popmymuposka uuguxar | Ko | Tu Kpurepuu oneHuBaHus pe3ynbT
opa IOCTUXKEHUS KoMIeTeHuuu | A I aToB 00y4YeHus
pe | pe Pesynprar
3- | 3-
Ta | Ta
ITIKB-2.1x : OnpeznenseT yrpos HAalMOHAJIbHBIEC U MEXIyHAPOJ
bI 6€301aCHOCTH HH(OPMAIINH, HBIE CTaHIAPTHI B 00JaCTH ayau
peay3alis KOTOPBIX MOXET Tp | 1 3H | Ta ¥ OIEHKH HHPOPMAIIMOHHOH
MBECTH K HapyIIeHUsAM Oe3oriac 4 aH | 0e30MacHOCTH; THIIOBBIC POEK | PEIICHNE TECTOBBIX 3aJaHHI
HOCTH B HH(OPMAIIMOHHBIX CHC ue | THBIE PEIICHHMS 110 CO3/IaHUI0 CH
TeMax cTeM obecrieueHus 0e30macHoC
TH HHOpMAIHH
MIPUMEHATH HAMOHAIBHBIE U M
©XIYHApOIHBIC CTAHIAPTHI B O
OmacTd 3amnTH HHPOPMAITIH [
VY | 15 OUEHKH 3aIUIIEHHOCTY aBT
P/l | Mme | oMaTH3UPOBAHHOW CUCTEMBI; KO | BBHIMOJHEHHE KOHTPOJIBHOI pad
5 HU | HTpONUPOBATh 3QGEKTUBHOCT | OTHI
e MIPUHATBIX Mep IO peaau3aluu
YaCTHBIX MOJUTUK HHPOPMAIH
OHHOI1 0€30IIaCHOCTH aBTOMATH
3MPOBAHHBIX CHCTEM
CIoco0amMy OLICHKH 3aIUIEHH
Ha | °€™ aBTOMAaTH3UPOBAaHHON CHC
P TEMbI; METOJJaMi MOHUTOPHHTA | BBIITOJHEHHE KOHTPOJIbHON pad
6 EH W ayJUTa, BEISBICHUS YTPO3 HH | OTHI
(hopMarMoOHHOW 6€30MTaCHOCTH
ABTOMATH3MPOBaHHBIX CHCTEM

Ta6J'II/H_[a 3aIIOJIHACTCS B COOTBETCTBUU C pa3JICiiOM 1 PaGoueii nporpaMmbl JUCIHUTIIIMHBI

(Mofyist).

3 IlepeyeHb OLICHOYHBIX CPEICTB

Tab6muma 3 — [lepedeHb OIIEHOUHBIX CPEACTB MO TUCIUILIAHE (MOIYITIO)

KonTponupyemble muiaHupyeMble pe3

KoHTponupyemble TeMBI

HaumeHoBaHME OIEHOYHOTO CPEICTRBA U TP
encrasienne ero B POC

yIbTAThl 00yUYeHHUS UCLUILIMHBI TTpoMeskyTouHas aT
Texkylmuil KOHTPOJIb
TecTalus
Ounas ¢popma o0ydeHHs
PJI1 3HaHue : 0COOEHHOCTH TIp
oBeJIeHUs ITPpoBepok pado | 1.1. Obmas Moxess mpory
TOCIOCOOHOCTH CHCTEM 3 | ecca ayanTa nHdopmanmo Ompoc
amuTel MHGOPMALMK 1 aB | HHOM Oe3omacHoCTH 00be P
TOMAaTH3UPOBAHHBIX CHCT | KTa
€M YIIpaBJICHUs
P72 YMeHue : IPOBOJUTH 1PO | | 2 Openka 6e30MaCHOCT KoutponsHas pabot Omoc
BEPKHU paboTOCIOCOOHOCT | 4 MH(OPMALHOHHBIX TEXH p




U CUCTEM 3aIIUTH HHPOP
Malliy ¥ aBTOMaTH3UpOBa
HHBIX CHCTEM YIPaBICHA
s, 0OOCHOBEIBATH BEIOOP p
aIMOHAJILHOTO PELICHUS
10 YPOBHIO 3aIIUIIEHHOC
TH KOMIIBIOTEPHON CUCTE
MBI C y4ETOM 33/IaHHBIX T
peboBanuit

0JIOTH# Ha ocHOBe «OO011L
UX KPUTEPUEB)»

PJ13

HagBrIk : ciOcCOGHOCTBIO I
POBEICHUS IPOBEPOK pad
OTOCIIOCOOHOCTH CHCTEM

3alUThl HHPOPMAIIUH U a
BTOMATHU3UPOBAHHBIX CHC
TEM YIpaBJICHUS, METOJIO
JIOTHSIMH OIICHKU PUCKOB

1 aKTHBOB MH(OpMaIuoH
HOM 6€30IacHOCTH

1.2. Ouenka 6e30macHOCT
U MHPOPMAIMOHHBIX TEXH
0JIOTHi Ha ocHOBE «OO011L
UX KPUTEPUEB)»

Kontponbnas pabor
a

Ompoc

PJl4

3HaHue : HaIlHOHAJIbLHBIE
U MEXIYHAPOIHBIC CTAH
apThl B 00JIaCTH ayIUTa U
OLICHKH WH()OPMALTHOHHO
1 6€30I1aCHOCTY; TUIIOBEI
c HpOeKTHI)Ie peI_HeHI/ISI 110
CO3IaHHIO CHCTEM obecIie
YeHUst 0e3011acCHOCTH HH(
opManuu

1.3. Onenka 0e30macHOCT
1 Ha 0cHOBe MeXIyHapo
JTHOTO CTaHAapTa 10 yIpa
BIICHHUIO HH(POPMALIMOHHO
i 6e3omacHocThIO ISO 17
799

Tect

Ompoc

PS5

YMeHue : NpUMEeHSTh Hall
HMOHAJBHBIC U MEXKIYHAPO
JTHBIC CTAaHIAPTHI B 001ac

TH 3aIUATHI HH)OpMAIHH

IS OLIEHKH 3aIAIIEHHOC
TH aBTOMAaTH3UPOBAHHOMN

CHCTEMBI; KOHTPOJIHPOBAT
b 3QPEKTUBHOCTH NPUHAT
BIX MEp I10 peaTu3aliy 9

ACTHBIX TTOJIUTUK HH)OPM
AlMOHHOM 0€30MacHOCTH

ABTOMATH3HPOBAHHBIX CU

cTeM

1.3. Ouenka 6€301macHOCT
U Ha OCHOBEe Mex1yHapo
JIHOTO CTaH/apTa Mo ympa
BJICHUIO HH(OPMAIIMOHHO
# 0e3omacHocThIO ISO 17
799

Kontpomnbuas pabor
a

Ompoc

PLi6

Hagebik : cioco6amu otieH
KM 3aIMIIEHHOCTH aBTOM
aTU3UPOBAHHOU CHUCTEMBI;
METO/IaMd MOHUTOPHUHTA
Y ayJIuTa, BBISIBICHUS YT
03 nH(popMaIoHHOH 0e3
OIaCHOCTH aBTOMAaTU3UPO
BAaHHBIX CUCTEM

1.4. IIporpamMMHBIE Cpeac
TBa JUIs IPOBENICHUS ayIn
Ta HHPOPMAIIMOHHOH 0e3
ONAaCHOCTH

Kontpomnsnas pador
a

Ompoc

4 Onucanue npoueaypbl OCHUBAHUA

KayectBo chopMUpOBaHHOCTH KOMIETEHUUI

Ha JaHHOM OTall€ OLCHHUBACTCA II0

pe3ynbpTaTaM TEKYIIMX U MPOMEKYTOUYHBIX aTTECTAIMI MPHU MOMOIIN KOJIWYECTBEHHON OICHKH,
BbIpaXeHHOW B Oamnax. MakcuManbHas cymma OalljioB Mo JucHumuivHe (Moaynto) paBHa 100

Oamiam.
O1neHOYHOE CPE/ICTBO
Bun yaebHol nesTenbHOCTH Teer 1-5 CamocrosTenbHa | DKk3ame Hto
s paboTa H ro
JIeKIMOHHBIE 3aHATHSI 22 22
KonTtpospHas pabora 58 58




[IpomexyTouHasl arTecTanus

20 20

Hroro

22 58 20 100

Cymma 06amnoB, HAOpaHHBIX CTYICHTOM I10 BCEM BUIAM YY€OHOU MESTEIHHOCTH B paMKax
JTUCIUIUINHBL, IEPEBOJUTCS B OLIEHKY B COOTBETCTBUHU C TaOIHUIICH.

Cyma bamio Or1ieHKa 110 TPOMEX
" YTOYHOM aTTecTanu XapaxkTepucTiKa KadyecTBa ChOpMUPOBAHHOCTH KOMITETEHIINI
MO JTUCIUILIN "
HE
CTyzeHT IeMOHCTPHpPYET CPOPMHUPOBAHHOCTh JUCIMIUTMHAPHBIX KOMIICTSHIINH, 00Ha
PY)KHBaeT BCECTOPOHHEE, CHCTEMAaTHIECKOe H TITy0OKOe 3HaHHe y4eOHOro MaTepraa
91 510 100 «3a4TeHO» / , YCBOWJI OCHOBHYIO JIUTEPATYPY U 3HAKOM C JOIOJHUTEIBHON IUTEPaTypOl, peKoMe
orziae «OTJINYHO» H/IOBaHHOU IPOTPaMMOii, yMeeT CBOOOIHO BBIMONHATE MPAKTUYECKHE 3aJaHusl, IPe
YCMOTpEHHBIE TPOrpaMMOi, CBOOOHO ONEPHPYET MPHOOPETEHHBIMH 3HAHUAMHU, yMe
HHUSAMH, IPUMEHSET UX B CUTYALHSIX MOBBIIICHHON CIOKHOCTH.
CTyzeHT IeMOHCTpUPYET CHOPMHUPOBAHHOCTD JUCIAILTHHAPHBIX KOMIIETEHIHN: OCHO
76 10 90 «3a4TeHO» / BHBIC 3HaHUS, YMEHUS OCBOCHBI, HO JIOIyCKAIOTCSI HE3HAYHUTEIbHBIC OIIHOKH, HETOUH
or /b ae «XOpOILIOY» OCTH, 3aTPyJHEHUS IIPY aHAIMTUYECKUX OIepalusiX, IepeHoce 3HaHUN U yMEHUM Ha H
OBbIC, HECTAHJAPTHBIEC CUTYAIUH.
CTyzeHT AeMOHCTPHUPYET ChOPMHUPOBAHHOCTD JUCHUIUIMHAPHBIX KOMIIETEHIIHI: B X0
«3a4TeHO» / Jie KOHTPOJIBHBIX MEPONIPUATHI AOMYCKAIOTCS 3HAUNTENbHbIE OIIUOKH, IPOSBIAETCS O
ot 61 o 75 «YIOBIIETBOPUTENb | TCYTCTBUE OT/ENbHBIX 3HAHUM, YMEHHUH, HABBIKOB 110 HEKOTOPBIM TUCLMITIMHAPHBIM K
HO» OMIIETEHIUSAM, CTYACHT UCIIBITHIBACT 3HAYNTEIbHBIC 3aTPYIHEHUS IPH OIIEPUPOBAHH
U 3HaHUSIMH ¥ YMEHUSIMU TIPU UX IEPEHOCE Ha HOBbIE CUTYAIHH.
«He 3a4TeHO» /
ot 41 110 60 HEYIOBICTBOPHTE V crynenra He cqogpanOBaiHm JUCIUILUTHHAPHBIE KOMIIETSHIIUH, IPOSBISETCS HE0C
TaTOYHOCTh 3HAHUH, YMEHHI, HABBIKOB.
JIBHO»
«He 3a4TeHO» /
JlucuuminHapHbIe KOMIIETEHIIMY He c(opMHUpoBaHBL. [IposBisercs mojJHoe WK Ipak
ot 0 1o 40 «HEYJOBJIETBOPHTE . o
BHOY TUYECKH [IOJTHOE OTCYTCTBHE 3HAHUHU, yMEHUH, HABBIKOB.

S IIpuMepHBIE OLlCHOYHBbIE CPEACTBA

5.1 IlpumepHbIe TeMBI 1JIs1 OIIpOca

1. Onpenenuts TEPMUHBL: ayAUT HHGOPMAIIMOHHON O€30MaCHOCTH 00BhEKTa (OpraHU3aIlNH,
ABTOMATHU3UPOBAHHOW CUCTEMBI), CBHIETENHCTBO ayIuTa HHPOPMAITMOHHOM
0e30MacHOCTH

o

Hasznauenwue, nens ayaura b oobekra.
[Tpuanmne! aynnra Ub.
Ponu npu nnposeaenun ayaura b B uém 3akirouaercs B3auMOAEHCTBUE ay IUTOPCKOI

OpraHM3aIiy C IPOBEPSAEMON opraHu3anuei?

oo

KakoBbl MeTO/1bI cOOpa U MONy4eHUs CBUAETENbCTB ayauTta 1b?
CnocoOsI poBenieHus aHau3a ceuerenbeTB ayaura b KakoBo conepikanue otuéra u

3aKJII0YeHUs 1o pe3ynbraTam ayauta Ub?

B oo~

MeTtobl u3mMepenus aTpudyToB oleHKH. CriocoObl hopMHpOBaHUS OCHOBHOW MEpbI
[TpuBecTu npuMeps! GOPMHUPOBAHUS TPOU3BOTHON MEPHI

[IpuBecTtu npumepsl POPMUPOBAHUS AHATUTUYECKON MOIETTU

0. CnocoObl HHTEpIPETAIIMU PE3YJIHTATOB OLIEHKU

11. [locTpouth pparMeHT METOIMKH OLIEHKU cOOTBeTCTBUs 1B TpeboBaHNAM HOpMaTUBHBIX
JIOKYMEHTOB C UCIOJIb30BAHUEM aHKET JIJISl U3MEPEHUs aTpUOYTOB 00BEKTA OLIEHKH (/17151
BbIOpaHHOU o0nactu obecnieuenus 1b)

12. TlocTpouts (hparMeHT METOAUKH OLIEHKH cooTBeTCcTBUS 1B TpeOoBaHUSIM HOPMATUBHBIX
JIOKYMEHTOB C UCIIOJIb30BAHUEM METPUK ISl U3MEPEHUs aTpuOyTOB 00BEKTa OLIEHKH
(ns BBIOpaHHO# oOnactu obecnieuenus Mb)

13. TlocTpouTs (hparMeHT METOAMKH MTPOIIECCHO-OpUEHTHPOBaHHOU ottleHKH b (st
pa3IMYHbIX YPOBHEN BO3MOXHOCTH ITPOLIECCOB)




14. IIpoueccs! m1aHupoBaHus nporpammsl ayauta b
15. TIporecchl peanu3anuu U MOACPKKH mporpaMmbl aynuta Ub.
16. Iporeccel KOHTPOJIS M COBEPIICHCTBOBAHUE MpOrpamMmbl ayaurta b

Kpamkue memoouuecxue ykazanus

JIJ1sl TOATOTOBKM K 3K3aMEHY CTYJIEHTY HEOOXOIMMO M3YYUTh JICKITMOHHBIA MaTepHal, a
TaK K€ MaTepuaj NpeCTABICHHbBIN B JOTOIHUTEIbHBIX UCTOUHUKAX.

LlIxana oyenku

OreHKa Bamier Ornucanne

O11eHKa «OTIMYHOY BBICTABISIETCS CTYACHTY, €CIIM OH INTyOOKO M IPOYHO YCBOWII IPOTPaMMHBI
5 14-20 1 MaTepual UCUYEPIIbIBAIOIIE, TOCIEI0BATENIFHO, YETKO 1 JIOTHYECKH CTPOWHO €ro H3Jaraet

, YMEET TECHO YBS3BIBAaTh TEOPHIO C

IIPAKTUKOH.

OLEHKa «XOPOILOY» BBICTABIIAETCS CTYJIEHTY, €CIIM OH TBEPAO 3HAaeT MaTepuall, [paMOTHO U IO C
YIECTBY U3J1araeT €ro, He JIOIyCKas CyIECTBEHHbBIX HETOYHOCTEH B OTBETE Ha BOIPOC, IPABUIL
bHO NPUMEHSET TEOPETUIECKHE

TMIOJIOKEHUSI PH PEIIeHUH NPAKTUUECKUX BOIPOCOB M 3a/1au.

O11eHKa «yJOBIETBOPUTEIHHO)» BBICTABIISAETCS CTYAEHTY, €CITH OH UMEET 3HaHUSI TOIBKO OCHOB

3 2-6 HOTO MaTepuasa, HO He YCBOMJI €ro AeTanei, 1omycKaeT

HETOYHOCTH, HEJIOCTATOYHO NPABUIIbHEIE (hOPMYITHPOBKH.

OLeHKa «HEYIO0BJIETBOPUTEIILHO» BBICTABILIETCS CTYEHTY, KOTOPBIH HE 3HaeT

3HAUUTENILHON YaCTH NPOrPAMMHOTO MaTepHaa, JJOMYCKaeT CYIIECTBEHHbIEC OIHOKH.

4 8-12

5.2 IIpumepbI TeCTOBBIX 32 aHUI

1. YUto sBNIsieTcsl raaBHOM 3a/a4eil ayauTa nHpopMamoHHoM 0e30macHoCTr?
- A) IlpoBepka coOur0/ieHHs HATOTOBOT'O 3aKOHO/IaTEIbCTBA.
- B) IIpoBepka cooTBETCTBHUS YPOBHS 3alIUThl MH(POpPMAIMK HOPMATUBHBIM aKTaM M
CTaHJapTaM.
- C) KoHTpOob 10X0/10B U PacX00B KOMIIAHUHU.
- D) IIpoBepka MUYHOMN KU3HU COTPYAHHUKOB.
2. Kto BIpaBe oCymecTBISITh ayaIuT HHHOPMAITMOHHON 0€30ITaCHOCTH B KOMITAHUU?
- A) Tonbko rocyaapcTBEHHBIE OpTaHbl.
- B) Tonpko akkpenuTOBaHHBIC MHOCTPAHHBIE KOMITAHHH.
- C) JIroOble TpeThu nulla 6e3 CIelnaaTbHOM aKKPeTUTAIIH.
- D) CunenmanpbHOo 00y4eHHBIE CHEIMAIUCTHI, O00JIaIal0MIMEe HEOOXOIUMBIMU
KBaJTM(DUKAIIMOHHBIMU XapaKTEPUCTUKAMH.
3. Kakue w3 mepeuncieHHbix »TanoB HE BXomsiT B Kilaccuueckwii mporiecc ayaura
UHPOPMALMOHHOM Ge30macHoCTH?
- A) IlnanupoBanue aynura.
- B) COop u ananu3 1okazareiabCTB.
- C) CocraBieHue akTa nmpreMa-fepeaud HMyIIecTBa.
- D) IloaroroBka u nmpe3eHTaIus 0T4eTa pyKOBOJICTBY.
4. Kakoii MeXIyHapOIHBIM CTaHIAPT MPEUMYIIECTBEHHO HCIIONB3YETCS IS OLEHKH U
aynuTa cucteM nHGOpMallMoHHON Oe3omacHocT?
- A) ISO 9001.
- B) I1SO 27001.
- C) 1SO 14001.
- D) I1SO 31000.
5. Yro Takoe Gap Analysis B aynute nHpopMannoHHOM O6e30macHoCTH?
- A) AHanu3 ppIHOYHBIX TEHACHINH.
- B) Meron ananuza pa3pbiBa MeXAy TEKYITUM TOJIOKEHUEM JENI U YCTAaHOBICHHBIMU
TpeOOBAaHUSMU HIIU TEJISIMU.
- C) AHanu3 pUCKOB COTPYIHUKOB KOMITaHUU.
- D) Ouenka npou3BOAUTENIbHOCTH CEPBEPOB.



6. Kakas moznens mH(pOpMalmoOHHONW O€30MacHOCTH TpexycMoTpeHa cranmaptom [SO
270017
- A) PBAC (Policy Based Access Control).
- B) ABAC (Attribute Based Access Control).
- C) MAC (Mandatory Access Control).
- D) SMART (Specific Measurable Achievable Realistic Time-bound).
7. Yro takoe Risk Heat Map (kaprta prckoB) B ayiuTe HHPOPMAITMOHHOHN Oe30macHOCTH?
- A) Kapra tepputopuu ¢ 30HaMU MaKCUMaJbHOW KOHIEHTpALMU IepcoHaa.
- B) I'papuueckoe npepcraBienne npuOpUTETOB 1 HHTEHCUBHOCTH PUCKOB.
- C) Auarpamma pacxopa 3J1€KTPOIHEPrHH B 31aHUU.
- D) TennoBo# rpaduk Harpy3Ku Ha CEpBEPHI.
8. B uem 3aximrouaercsi 00513aHHOCTh PYKOBOJAUTENSI KOMITaHUU 110 3aKkoHy P® B obnactu
3amuThl HHGOpMAUN?
- A) IlpenoctaBisiTh OTYETHOCTH B HAJIOTOBBIE OPTaHbl.
- B) OGecnieunBath 3ammty HH(GOPMAIMK U UCTIOJIHEHHE HOPMATUBHBIX TPEOOBaHUH.
- C) Opranu3oBbIBaTh KypChl MOBBIIEHUS KBATU(PUKALUN COTPYIHUKOB.
- D) [lognepxuBath YUCTYIO OKPY>KAIOIILYIO CPELY.
9. [TIloywemy HeoOXOAMMO TMEPUOAUYECKH TOBTOPATH AayAUT HHGPOPMAIMOHHOMN
Oe3omacHOCTH?
- A) Iloromy 4TO 3TO ynmy4IIaeT pemyTaluo KOMIaHHH.
- B) Uro0Obl noATBEpAUTh COOTBETCTBUE AKTyaJIbHBIM HOPMAaTUBHBIM TPEOOBAHUSIM U
CBOEBPEMEHHO YCTPAHAThH BHISBJICHHbBIC HEIOCTATKH.
- C) 511 5KOHOMUHU CPEJCTB KOMIIaHUH.
- D) UToOBI yBEIUYUTH OO PHIHKA.
10. 3auem HyxeH ayauT MHPOPMALMOHHOW OE30MACHOCTH TEpes MOKYMKOH KpYIHOTO
MakeTa MpOrpaMMHBIX CPEICTB UIIU almapaTHBIX KOMILIEKCOB?
- A) Jlns yMeHbLIEHHS HaJlora Ha UMYILECTBO.
- B) lng onTuM#3auy mraTta COTPYIHUKOB.
- C) [Inst oueHKH PUCKOB M YA3BUMOCTEN OYyylero KOMIUIEKCa U COOTBETCTBUS HOBBIM
TpeGoBaHUAM 0€30MaCHOCTH.
- D) st obGneryenus mpoiiecca 3aKynKH.
11. Kakue U3 nmepeyuciaeHHbIX METOJI0B MCHOJIb3YIOTCS Ul OLEHKU HH(POpMAMOHHON
6e3omacHOCTH?
- A) Benchmarking.
- B) Penetration testing.
- C) Risk matrix approach.
- D) Zero-day exploits discovery.
12. Kakume yrpo3sl wuH(popManMoHHONW Oe3omacHOCTH BbIgenseT 3akoH PO «O
NEPCOHAIBHBIX JaHHBIX»?
- A) [Totepst unu noBpexieHNe HH(POPMAILHH.
- B) HenpaBoMepHbIit AOCTYI TPETHUX JIULL.
- C) Yreuka nuHpopMaimy.
- D) HeGnaronpusiTHble TOrOHBIE YCIOBHUSL.
13. Kakue 3Tansl BKIIOYaeT Mpolece ayauTa HHPOPMALMOHHON 6€30MacHOCTH COTIacHO
cranaapty ISO 270017
- A) IlnanupoBanue aynura.
- B) CornacoBanue CpoKkoB U OFOKETOB.
- C) IlpoBenenue o0cieI0BaHUS U HHTEPBBIO.
- D) IloaroroBka u BBIITYCK OTYETA.
14. Kakue MeTo1bI M IPUEMbI UCTIONIB3YIOTCS IS Ay IUTa 3alUTHl IEPCOHATBHBIX JaHHBIX ?
- A) AHanu3 TOrOBOPHBIX OTHOILIEHUH C KOHTpareHTaMHu.
- B) 3yueHne TEXHUUECKUX CPEACTB 3alLUTHI.



- C) IlpoBepka ypoBHS HOATOTOBKHM COTPYAHHMKOB B 00JIACTHM WH(POPMALMOHHOM
0€30MacHOCTH.
- D) DkcniepuMeHTanbHOE pa3pylieHUEe CUCTEM.
15. Kakue HHCTpYMEHTBHI HCIIOJB3YIOTCA [UIsl TECTUPOBAHMS 3alUIICHHOCTH Wweb-
CepBUCOB?
- A) Wireshark.
- B) Metasploit Framework.
- C) OpenVAS.
- D) Notepad++.
Kpamkue memoouueckue ykaszanus
TectoBbie 3amaHusi COCTOST M3 BOMPOCA W HECKOJIBKUX BapHAaHTOB OTBeTa. PemieHue
IpeJcTaBiIsieT co0oi ykazaHue HoMepa Bompoca U OyKBY, KOTOPOW 0003HauYeH MPaBHIIbHBIH, 1O
MHCHUIO CTYACHTA, BAPUAHT OTBCTA.
LIxana oyenku

OneHka Banssr Onucanue

5 5 CTyIeHT IomycTHI He 6oiiee 2X OmuO0K

4 4 CTyIeHT COBEPIIMI OT 3 10 6 OIMMOOK B OTBETAX HA TECT
3 2-3 Crynent coBepumi oT 7 10 10 onmm6oK B 0TBETax Ha TECT
2 0-1 CryneHt coBepmni 11 u 6osiee ommbOOK B OTBETAaX HAa TECT

5.3 UtoroBasi KOHTpOJbHasA padoTa

[IpencraBbTe, UTO Bbl HA3HAUEHBI BEYILIUM CIEIUAIMCTOM 110 ayJUTy UH(OPMaLlMOHHON
6€30I1aCHOCTH KPYIMHOW TOproBoil komnaHuu. Bam mopydeHo cocTaBUTH IUIaH IEPBOro 3Tara
aynuta. Kakue ocHOBHbIE 3a/1aud M 3Tallbl JOJKHBI OBITH BKJIIOUEHBI B Baul miaaH? Ilpusenure
KpaTKHii nepevyeHb (IPUMEPHO MATh ITYHKTOB).

Kpamxue memoouueckue ykazanus

HeoGxoauMo mpencraBute ceds B pONM  BEAYIIEro CHIELUAINCTa MO  ayJuTy
UH(POPMALIMOHHON 0E€30MaCHOCTH KPYITHON TOPrOBOM KOMITAHWU U CPOPMUPOBATH MEPBHII ATaIl
iaHa ayauta. Huxke npuBoauTCsS KpaTKHUi NepedeHb 3ajJad U 3TaloB, KOTOPbIE JODKHBI ObITh
BKJIFOYEHBI B ILJIAH.

Bam njan goJxeH coaepKaThb CJICAYIOIIME OCHOBHBIC 3alaY4 U 3TallbI:

1. O3HakomJjieHHe C 00bEKTOM ayIuTa:

o W3ydenue cTpyKTypbl KOMIaHUH, TPODUIIS AEATEILHOCTH, Teorpaduu puiInaios
Y TEXHOJIOTHYECKUX ITPOLIECCOB.

2. COop u aHAJU3 NEePBUYHOI TOKYMEHTAIUM:

o O3HakomJieHHE C IeHCTBYIOIIEH OIUTUKON HH(OPMAIIMOHHOM 0€301acHOCTH,
BHYTPEHHUMHU TPUKA3aMH, TTOJIOKEHASIMHU M TOIDKHOCTHBIMU MHCTPYKITUSMH.

3. UHTepBbLIOMPOBaHHE COTPYIHHKOB:

o IlpoBenenue 6ecen ¢ kmrodeBbiME Jutiamu (U T-otaen, cinyx6a 6e3omacHoCTH,
a/IMUHUCTpAIMsl, MEHEJDKEPHI OTAEJIOB) JIUIsl BHISICHEHUS TEKYIeH CUTyallul U
MpOOJIEMHBIX MOMEHTOB.

4. TlepBuuHoe 00c/iei0BaHNe MH(POPMALMOHHONH HHPPACTPYKTYPHI:

o OleHKa TeKyIIero COCTOSHUS CEPBEPOB, CETEBOTO 000OPYI0BaHUS, CUCTEM

BUICOHAOTIOIEHUS, OXPAHBI U TIPOYUX CPEJCTB 3ALIUTHI.
5. OmnpeneJieHne KJIYEBbIX PUCKOB M YIPO3:

o IlpeaBaputenbHas OLIEHKa OCHOBHBIX PHCKOB M YSI3BUMOCTEH, CBS3aHHBIX C

00paboTKOil M XpaHeHHueM HHPOpMAIUH KOMITAHUH.

xana OUYECHKU
Orenka Babr Omnucanne
5 45-58 O1eHKa «OTIMYHO» BBICTABJISIETCS], €CJIM CTYAEHT BBINOJHII 3aJaHHe, IPAaBUIILHO




TIIPUMEHWJI METOAbI.

OreHka «XOpPOUIO» BBICTABIACTCA, €CJIU CTYACHT BBIIIOJIHUII 3aJaHUE, TIPABUIIBHO

30-44 [PYMEHHJ METOIBI, HO COBEPIIIII JIOTHIECKHE OIIHOKH.
14-29 OreHKa «yIOBICTBOPHTEIHLHOY» BBICTABIISACTCS, €CIM CTYICHT BBINMOJIHII 3a/aHHE,

HO MPUMCHIJI METO/IbI He Bce HEOOXOIMMbIC METOIbI ISl €r0 BBIIOJIHCHHS.

O1LeHKa «HEYIOBIETBOPUTEILHOY» BBICTABIISETCS B CIIyYae, €CIIH CTYACHT He BBIIOJIHWI 3aqaHne W/
0-13 WM HEBEPHO MPUMEHMIT METOJbl HEOOXOIHMBIE €ro

BBINTIOJIHCHU.
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